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Summary

The generation, transmission, and distribution of energy are among the most vital prerequisites for
the functioning of modern societies (Antonsen et al., 2010). Today, information and communication
technology (ICT) is used to monitor, control, and operate power generation plants and power
distribution within electric power supply systems (Patel and Sanyal, 2008). Process control systems,
e.g., supervisory control and data acquisition systems (SCADA systems) and other ICT systems used
within electric power supply systems, are vulnerable to a multitude of physical, electromagnetic, and
logical threats, both natural and man-made (Rodal, 2001). The recent trends are toward more
general purpose software solutions; and toward use of the Internet for communication related to
operations and management of remote processes and production systems. This increases efficiency
and cooperation, saves time, and reduces costs. However, this also makes formerly isolated ICT
systems vulnerable to a set of threats and risks they have not been exposed to before (Line and
Tondel, 2012).

Since the early 1990s, the energy sectors of Western societies have been through a process of
institutional restructuring, where large state-owned monopolies have been divided into several
independent organizations (Antonsen et al., 2010). Emergent control technologies, making intensive
use of ICT, have been useful for dealing with the new situation of enlargement, open access,
progressive integration of electricity markets, and intensification of cross-border trade. However, the
full application of these technologies has demanded a new approach to system design and operation,
and their integration within existing control infrastructures and practices has been a challenge (The
GRID Consortium, 2007).

With this background as a point of departure, the thesis examines several important elements of
safety and security management systems which have been emphasized in previous research
(Rasmussen, 1997; Hagen, Albrechtsen, and Hovden, 2008; Renn, 2014; Aven et al., 2004), i.e.,
government risk regulation, the use of technical standards for safety and security, risk perception
among managers and employees, management commitment to safety and security, and awareness
creation and training with regard to safety and security. The aim of the study is to follow up on
previous research on challenges for safety and security management and to explore, describe, and
discuss challenges for safety and security management of network (distribution/grid) companies
within the electric power sector that arise due to the increased use of ICT to monitor, control, and
operate electric power production and distribution. Thus, the main aim of the thesis is to answer the
following question:

— What challenges for safety and security management of network companies within the
electric power sector have arisen in light of the increased use of ICT to monitor, control,
and operate electric power production and distribution?

Specific research questions have been derived from the main aim, and these research questions are
addressed in the four articles included in the thesis.

The context for the study is the Norwegian electric power supply sector, and the research
questions are answered by presenting results from a survey sent to 137 network (distribution/grid)
companies in Norway, supplemented by results from interviews, observation studies, and document
studies. The thesis focuses on companies involved in transmission and distribution of electricity, and



not generation (production). The generation system in the Norwegian electric power supply consists
of many power stations distributed over the whole country. The structure is thus relatively robust,
and the dependence on individual plants is small (Fridheim, Hagen, and Henriksen, 2001). However, a
failure in the electricity networks and the transmission and distribution of electricity to critical
infrastructures and important societal functions, as well as to individual households, would have a
huge impact on societal safety (and security).

This thesis concentrates on organizational safety and security (risk) management within electric
power supply network companies. However, network companies run critical national infrastructure,
and the safety and security management of these companies can thus affect societal safety and
security. Safety and security management of network companies is also affected by national
regulations, and there is no longer a clear distinction between national regulations and safety and
security management of network companies. Ideas about internal control and risk management have
been increasingly commingled, and risk management and regulation are no longer seen as broadly
contrasting methods of assuring safety and security (Power, 2007).

The results of the study show that finding the best balance between the use of detailed,
prescriptive regulation versus functional regulation (self-regulation/internal control) as principles for
controlling risk and ensuring safety and security is a challenge for the safety and security
management of the network companies. Next, the thesis finds that technical standards for
management of ICT safety and security pose a challenge for the network companies. These standards
have both strengths and weaknesses, and both use and non-use of these standards can lead to
challenges for the safety and security management of the network companies. The study also
suggests that users (both managers and employees) of ICT systems (including SCADA systems) within
the electric power supply network companies perceive the risk of attacks on or malfunctions in these
systems as low, which can present a challenge for the safety and security management of the
companies. Furthermore, the study finds a statistically significant correlation between management
commitment to ICT safety and security and implementation of awareness creation and training
measures in the companies; however, the use of awareness creation and training measures for ICT
safety and security varies quite a bit among the network companies. The lack of awareness of a
danger might lead to weak vigilance by users and a greater potential for abuse, which can be a
challenge for safety and security management. The thesis also highlights that one main factor -
complexity — influences all the different challenges studied.

The theoretical framework for the thesis (i.e., the sociotechnical perspective and institutional
organizational theory) has helped to contextualize the studied phenomena, highlight aspects and
elements that are important to consider in relation to safety and security (or risk) management, and
show that many different factors can lead to challenges for safety and security management at every
level of the sociotechnical system. The thesis illustrates why it is important to consider human,
technological, and organizational factors, as well as the dynamic interaction between these factors. It
is especially important to consider cultural-cognitive factors and be aware of how these elements
affect safety and security management. Institutional organizational theory contributes to illustrate
that there is no clear distinction between organizations and their environments and that many
socially constructed and institutionalized aspects can influence organizations and create important
challenges. Regulative (regulations), normative (technical standards), and cultural-cognitive



(sensemaking, risk perception, commitment, and awareness) processes are connected in complex
and changing mixtures, and these processes shape organizational structures and activities. The use of
institutional organizational theory also sheds light on the important fact that many issues related to
safety and security seem to be taken for granted.
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Introduction

1. Introduction

Today, information and communication technology (ICT) is increasingly becoming a part of all critical
infrastructures (Line and Tgndel, 2012) and ICT is used for various power system applications, such as
monitoring and control, protection coordination, and other vital functions. While these system
applications have the potential for further improving system operation, flexibility, security margins,
and overall cost, they are also subject to threats, both malicious and accidental, which are not fully
understood and thus introduce additional vulnerabilities. The application of ICT systems contributes
to increase power system vulnerabilities in a worldwide scenario where malicious threats against
large and complex infrastructures are increasing (The GRID Consortium, 2007).

The current research is conducted in light of these risks and vulnerabilities, and the thesis focuses
attention on challenges for safety and security! management of network (distribution/grid)
companies due to increased use of ICT in the electric power supply sector, i.e., the authorities’
regulation of risk (managers’ and employees’ attitudes toward these regulations), the use (or non-
use) of technical standards for ICT safety and security, risk perception among users (both managers
and employees) of ICT systems regarding threats to and vulnerabilities in these systems, and
management commitment, awareness creation, and training measures for ICT safety and security
within these companies.

The electric power supply is often said to be the most critical infrastructure in modern society,
providing the basic infrastructure for all kinds of service production that depends on computers and
electronic communication services (Hagen and Albrechtsen, 2009a). Today, critical infrastructures
are increasingly connected and interconnected, and failures of critical infrastructures can represent a
threat to people, the economy, and societal functions, as well as to national security (Hokstad, Utne,
and Vatn, 2012). Since the early 1990s, the energy sectors of Western societies have also been
through a process of institutional restructuring, where large state-owned monopolies have been
divided into several independent organizations (Antonsen et al.,, 2010). Emergent control
technologies, making intensive use of ICT, have been useful for dealing with the new situation of
enlargement, open access, progressive integration of electricity markets, and intensification of cross-
border trade. However, the full application of these technologies has demanded a new approach to
system design and operation, and their integration within existing control infrastructures and
practices has been a challenge (The GRID Consortium, 2007).

In today’s power systems, ICT is involved at every level and in virtually all functions. Consequently,
malfunctions of ICT or malicious attacks on the ICT systems that monitor, control, and operate power
generation plants and power distribution within the electric power supply system can have serious
impacts on the physical grid and result not only in a major financial disaster but also in devastating
damage to public safety and health (Patel and Sanyal, 2008).

The context for the empirical studies in the thesis is the Norwegian electric power supply sector.
The Norwegian power system is almost entirely based on hydropower generation (98%-99%); it also
uses combined cycle gas turbine production and wind power. During the last three decades, the

! The area of risk research has traditionally distinguished between the terms “safety” and “security” — this, in
addition to other important concepts (i.e., risk, uncertainty, vulnerability, complexity, and safety and security
management) will be further elaborated in Chapter 4.
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Norwegian electric power supply system has become more complex due to large-scale
implementation of new technology (i.e., electronic components and ICT systems). Furthermore, the
advanced metering infrastructure (AMI), and later the smart grid, are being introduced in the
Norwegian electric power system, as in other Western countries. This is expected to further increase
the vulnerability of ICT systems used in electric power supply systems. According to the “Cyber
Security Strategy for Norway” (Regjeringen, 2012a), threats related to ICT-based espionage and
sabotage have increased in recent years, and we now must expect sophisticated attacks aimed at
critical societal information, including ICT systems that operate industrial processes and critical
infrastructure (Regjeringen, 2012b).

1.1 Structure of the thesis

The thesis consists of two parts. Part | is structured in the following way: Section 1.2 outlines the
research aim, how the challenges that constitute the focus areas in this thesis were selected, and the
research questions that form the basis for the four studies (articles) that are part of the thesis.
Chapter 2 describes the background and context of the thesis, and Chapter 3 provides an overview of
related research. Chapter 4 discusses concepts that are essential for theoretical discussions of
challenges for safety and security management. Chapter 5 outlines the theoretical framework chosen
for this study, and Chapter 6 describes the research design and data collection methods applied in
the thesis. Chapter 7 summarizes the research results from each of the four articles included in the
thesis, and Chapter 8 presents a discussion of the research results related to the main research aim
presented in the introduction. Chapter 9 discusses the contributions of the thesis, provides
recommendations for measures that can be used to reduce the challenges for safety and security
management of network companies and improve the safety and security of their ICT systems, and
offers suggestions for future research.

Part Il presents the four research articles included in the thesis:

Article 1: Skotnes, R. @. and Engen, O. A. (2015), Attitudes toward risk regulation — Prescriptive or
functional regulation?, Safety Science, Vol. 77, pp. 10-18.

Article 2: Skotnes, R. @. (2012), Strengths and weaknesses of technical standards for management of
ICT safety and security in electric power supply network companies, Journal of Risk and Governance,
Vol. 3, Iss 2, pp. 119-134.

Article 3: Skotnes, R. @. (2015), Risk perception regarding the safety and security of ICT systems in
electric power supply network companies, Safety Science Monitor, Vol. 19, Iss 1, article 4.

Article 4: Skotnes, R. @., (2015), Management commitment and awareness creation — ICT safety and
security in electric power supply network companies, Information & Computer Security, Vol. 23, Iss 3,
pp. 302 - 316.
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1.2 Research aim, selection of focus areas, and research questions

This section outlines the research aim for the thesis, how the challenges that constitute the focus
areas in the thesis were selected, and the research questions that form the basis for the articles
included in the thesis.

1.2.1 Research aim

The aim of this thesis is to follow up on previous research on challenges for safety and security
management and to explore, describe, and discuss challenges for safety and security management of
network (distribution/grid) companies within the electric power sector that arise due to the
increased use of ICT to monitor, control, and operate electric power production and distribution. |
have chosen to focus on companies involved in transmission and distribution of electricity, and not
generation (production). The generation system in the Norwegian electric power supply consists of
many power stations distributed across the country. The structure is thus relatively robust, and the
dependence on individual plants is small (Fridheim, Hagen, and Henriksen, 2001). However, a failure
in the electricity networks and the transmission and distribution of electricity to critical
infrastructures and important societal functions, as well as to individual households, would have a
huge impact on societal safety (and security).

Thus, the main aim of the thesis is to answer the following question:

— What challenges for safety and security management of network companies within the
electric power sector have arisen in light of the increased use of ICT to monitor, control, and
operate electric power production and distribution?

Specific research questions have been derived from the main aim, and these research questions are
addressed in the articles included in the thesis.

This thesis focuses on organizational safety and security (risk) management within electric power
supply network companies. However, network companies operate critical national infrastructure,
and the safety and security management of these companies can thus affect societal safety and
security. Safety and security management of network companies is also affected by national
regulations, and there is no longer a clear distinction between national regulations and safety and
security management of network companies. Ideas about internal control and risk management have
been increasingly commingled, and risk management and regulation are no longer seen as broadly
contrasting methods of assuring safety and security (Power, 2007).

1.2.2 Selection of challenges and research questions

To select which types of challenges to focus on in this thesis, a combination of several approaches
was used. First, | performed a review of previous literature on related problem issues and relevant
documents (e.g., regulations, guidelines, reports, newspaper articles). In addition, | conducted two
exploratory interviews with representatives from the contingency planning department of the
Norwegian Water Resources and Energy Directorate (NVE) and observation studies at two
conferences on ICT safety and security for the electric power supply sector to determine what
representatives from both the authorities and the industry considered to be challenges related to the
research aim of this thesis. | chose to discuss elements of safety and security (or risk) management
systems that previous research has identified as important for ensuring ICT safety and security
(Rasmussen, 1997; Hagen, Albrechtsen, and Hovden, 2008; Lindge, Baram, and Renn, 2014; Aven et

3
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al., 2004). Last, factor analysis of survey data results also guided selection of the specific challenges
discussed in this thesis. All these approaches will be thoroughly described in the following chapters.

1.2.3 Research questions

This research project includes four empirical studies (presented in four articles) with their own
research questions, which all discuss important elements of safety and security management systems
and important challenges for safety and security management of network companies due to the
increased use of ICT.

Article 1:
Attitudes toward risk regulation — prescriptive or functional regulation?

The aim of the first article was to address attitudes toward the use of functional versus prescriptive
risk regulations. The context for the study was the use of functional internal control regulations for
ICT safety and security in network companies within the Norwegian electric power supply sector.

Previous research has shown that ambiguity of results of internal control regulations may be
explained by organizational size, where large companies have been seen as better suited to
implement internal control than smaller companies (Hovden, 1998; Lindge, 2001). However, the
results of my survey revealed no statistically significant differences between large and small network
companies regarding their attitude toward the internal control regulations for ICT safety and security
in the Norwegian electric power supply sector. Managers and employees in both large and small
network companies had diverging views on and varying attitudes toward internal control regulations,
depending on the specific question asked.

Hence, the following research question was discussed in the article:

— What can explain varying attitudes toward the use of functional internal control regulations
as the principle for regulating risks?

Article 2:
Strengths and weaknesses of technical standards for management of ICT safety and security in
electric power supply network companies

The aim of the second article was to study the use of technical standards for management of ICT
safety and security in electric power supply network companies and to discuss the following research
question:

— What are strengths and weaknesses of technical standards for management of ICT safety and
security?
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Article 3:
Risk perception regarding the safety and security of ICT systems in electric power supply network
companies

The aim of the third article was to provide insight into risk perception among users of ICT systems
within electric power supply network companies and to discuss factors that can influence users’ risk
perception. Perceived risk (i.e., subjective risk judgments) can be influenced by several factors and
may deviate from "objective" risk. According to Rundmo (1996), biased perception of risk can cause
misjudgments of potentially hazardous risk sources, and in a report from the project “Emerging
systemic risks in the 21st century,” the Organization for Economic Cooperation and Development
(OECD) pointed to risk perception itself as one factor that can delay or exaggerate precautionary
measures (OECD, 2003).

The following research question was examined in this article:

— What factors can influence the risk perception of users (managers and employees) within
electric power supply network companies regarding the risk of malfunctions in or attacks on
their ICT systems?

Article 4:
Management commitment and awareness creation — ICT safety and security in electric power
supply network companies

The aim of the fourth article was to follow up on previous research by studying the degree of
management commitment to ICT safety and security within network companies in the electric power
supply sector, implementation of awareness creation and training measures for ICT safety and
security within these companies, and the relationship between these two variables.

Previous research has advocated for more training, awareness creation, and management
commitment regarding ICT safety and security (Johnson, 2006; Hagen, Albrechtsen, and Hovden,
2008; Hagen, 2009; Hagen and Albrechtsen, 2009a). These studies have suggested that management
involvement is important for the safety work within companies. If the management is engaged, it will
be aware of the need for information security measures to comply with the law and assure that
safety and security measures are implemented. The success of safety and security management
systems often depends on the commitment of all staff, and all members must be aware of their
responsibility for safety and security. Otherwise, the safety and security mechanisms may be
bypassed or diminished by employees.

This article followed up on previous research that has shown a positive relationship between
management commitment to ICT safety and security and implementation of awareness creation and
training measures. The article addressed the following research questions:

— To what degree is the management of network companies in the electric power supply
sector committed to the safety and security of their organizations’ ICT systems?

— To what extent are awareness creation and training measures for ICT safety and security
implemented within network companies in the electric power supply sector, and what type
of measures are implemented?
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2. Background and context
This chapter provides a description of the background and empirical basis for the problems of
interest and the research context for the thesis.

2.1 ICT systems and information security

A central part of ICT is the information processed by the system. An information system is a discrete
set of information resources organized for the collection, processing, maintenance, use, sharing,
dissemination, or disposition of information. Information system components include, but are not
limited to, mainframes, servers, workstations, network components, operating systems, middleware,
and applications (Swanson et al., 2010).

The work to protect ICT systems is usually called information security. The most common
definition of information security involves the properties of confidentiality, integrity, and availability:

e Confidentiality means that the information is not made available or disclosed to
unauthorized individuals, entities, or processes.

e Integrity means safeguarding the accuracy and completeness of assets so that no
unauthorized modification can be made to the information or the system that handles the
information.

e Availability means that information is accessible and usable on demand by an authorized
entity (Line and Tgndel, 2012).

However, information security is not strictly a technical issue. Hagen (2009) defined information
security as essentially a management responsibility that includes using all available resources —
human, technological, and organizational — to ensure availability of information and that there is only
authorized access to and modification of companies’ information assets.

2.2 Critical infrastructures

As previously mentioned, the electric power supply is often said to be the most critical infrastructure
in modern society; it provides the basic infrastructure for all kinds of service production that depends
on computers and electronic communication services (Hagen and Albrechtsen, 2009a). Modern
societies rely on the effective functioning of critical infrastructure networks to provide public
services, enhance quality of life, sustain private profits, and spur economic growth. However, this
growing dependence is accompanied by an increased sense of vulnerability to new and future
threats, such as terrorism, climate change, and cyber attacks. According to Boin and McConnel
(2007), the degree and criticality of critical infrastructures is bound to differ across systems and
cultures, but it is widely thought that a breakdown of one or more of these critical systems has the
potential to cause very serious problems. Furthermore, an infrastructural breakdown may present
challenges that are well beyond the routine contingency planning? and management capacities of
public authorities.

2 Planning in advance for extraordinary scenarios allows organizational responders (at both operational and
political levels) to shift gears, applying the procedures and rules of “crisis management” rather than those of
“business as usual.” Anticipation of what may happen, coupled with the prior allocation of resources,
personnel, equipment, crisis control rooms, tasks, responsibilities, and decision guidance/rules, is assumed to
maximize the chances of a successful response in the event of a crisis. Broadly, such preparations are often
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Definitions of the term critical infrastructure vary widely, ranging from hardware such as cables
and wires to networks for the generation and supply of energy sources (Boin and McConnel, 2007).
Critical infrastructure is a term used by governments to describe assets that are essential for the
functioning of a society and its economy. Since the word infrastructure refers to physical assets,
other terms are often introduced focusing on what to achieve, such as societal critical functions.
Societal critical functions can be defined as functions that are essential to ensure the basic needs of a
society. The basic needs point to what is considered essential in a society, such as food, water,
heating and cooling, and safety and security (Vatn, Hokstad, and Utne, 2012).

Various societal critical functions are required to ensure that the basic needs of society are
fulfilled. The Norwegian Directorate for Civil Protection (DSB) has proposed to limit critical functions
to those functions where (1) a loss of the function for seven days or more will threaten basic needs
and (2) such a loss occurs under disadvantageous conditions and/or in combination with other
events. Based on this argument, the societal critical functions are water supply, food supply, heat
supply, life and health, financial security, national security, crisis management, and law and order.
The societal critical functions depend on infrastructure components. To some extent, infrastructure
components may be replaced by substitutes; hence, their criticality depends on the organization of
infrastructure components in the society. The following basic infrastructure components are often
considered: electric power grids, ICT networks, water and sewage networks, telecommunication
networks, and networks of roads, railways, and harbors. Finally, several input factors are required to
provide the infrastructure elements and/or the societal critical functions, including labor, energy, ICT
services, other services, transportation, telecommunication, and goods and products (Vatn, Hokstad,
and Utne, 2012).

The interdependencies between infrastructures can be strong, and several types of dependencies
should be taken into account. Three types of interdependencies and possible failures are:
(1) Cascading failures, where a failure in one infrastructure causes disturbances in another
infrastructure; in this situation there is a functional relationship between two or more infrastructures
(e.g., water supply is dependent on electricity for water treatment), (2) Escalating failures, where
failure in one infrastructure worsens an independent disturbance in another infrastructure; for
example, a breakdown in the metro is significantly worse if a main road is unavailable due to a fire in
a tunnel, and (3) Common cause failures, where two or more infrastructures are disrupted at the
same time due to a common cause; for example, a fire in a culvert may cause interruption of
electricity, water, and telecommunication at the same time (Vatn, Hokstad, and Utne, 2012).

When categorizing dependency and interdependency between critical infrastructures, the term
functional interdependency is used in situations where there are cascading failures, the term impact
interdependency is used in situations where there are escalating failures, and the term geographical
dependency is used in situations where there are common cause failures. The term geographical
dependency is used to explain such failures because one or several elements of the infrastructures
are in close proximity so that external threats may knock out several infrastructures at the same time
(Vatn, Hokstad, and Utne, 2012).

referred to as contingency planning (or emergency response planning) and are widely considered to be an
essential role of public authorities (Eriksson and McConnell, 2011).
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Rinaldi, Perenboom, and Kelly (2001) presented another framework of six dimensions to describe
and analyze interdependencies: (1) type of interdependencies, (2) surroundings, (3) coupling and
response behavior, (4) infrastructure characteristics, (5) type of failures, and (6) state of operation. In
addition, they defined four categories of interdependencies: (1) Physical interdependency, that is,
physical coupling between inputs and outputs. An example is that a commodity produced/modified
by an infrastructure is required by another infrastructure to function. (2) Cyber interdependency,
that is, the state of the infrastructure depends on the information transmitted through the
information infrastructure, (3) Geographical interdependency, where one or several elements of
infrastructures are in close proximity so that one event (e.g., fire) creates disturbances to the
infrastructures, and (4) Logical interdependency, where two or more infrastructures have reciprocal
effects without any physical, geographical, or cyber interdependency.

According to Olsen, Kruke, and Hovden (2007), an infrastructure is critical if its failure would lead
to unacceptable human or economic consequences and affect societies’ capabilities of rescue,
response, and recovery. Critical infrastructures are systems upon which we build new systems (e.g.,
of production). Understanding the interconnections between critical infrastructures is a demanding
task, and this is even more the case when one includes organizational contexts. Many organizational
challenges have to be addressed when analyzing and managing risks that involve several
infrastructure sectors. A few decades ago, most critical infrastructures in the OECD countries were
publicly owned and run by integrated utility companies. However, this started to change in the late
1980s with the dawn of a new era of public governance called new public management (NPM). Since
then, NPM has influenced most public sectors, though to varying degrees in different countries
(Almklov, Antonsen, and Fenstad, 2012).

Broadly put, NPM is the introduction of a set of principles and methods for organizing from the
private sector into the public sector. Functional splitting, outsourcing of work processes, and full-
blown privatization are the most typical organizational changes. New organizational forms confront
existing forms as society faces new challenges. The NPM-based reforms of the 1980s and 1990s
encouraging decentralization and structural devolution have increasingly been supplemented by
arrangements that emphasize the need for more coordination across sectors and levels, labeled post-
NPM, Whole of Government, or Joined Up Government (Lango, Laegreid, and Rykkja, 2011).
Nevertheless, decentralization still influences many critical infrastructures, and the infrastructures of
today are often run by networks of private and public entities rather than single utility companies.
Consequently, the number of organizations that need to be involved to map, analyze, and manage
risks that cross sectors is increasing. The organizational changes also imply that work is managed and
coordinated in ways that imply a stricter focus on efficiency and accountability with regard to core
tasks and responsibilities. Technologies have become increasingly interconnected at the same time
that the organizations managing them have become increasingly fragmented (Almklov, Antonsen,
and Fenstad, 2012).

2.3 Electric power supply systems

According to De Bruijne (2006), the generation, transmission, and distribution of electricity in many
ways constitute the veins and arteries of Western societies. These societies also become increasingly
dependent on electricity as different infrastructures become increasingly interdependent (referred to
in Antonsen et al., 2010). According to Fridheim, Hagen, and Henriksen (2001), the electric power



Background and context

system is a good example of mutual dependency in complex technological systems. In case of a
power outage, most services stop, and a prolonged interruption of power supply (blackout) may have
consequences for many critical functions in society. This can result in a major financial disaster and in
damage to public safety and health (Patel and Sanyal, 2008).

Electricity is produced, or generated, by the turning of turbines. Once the turbines generate the
electricity, its voltage is significantly increased by passing it through step-up transformers. Then the
electricity is routed to a network of high-voltage transmission lines capable of efficiently transporting
electricity over long distances. At the electric distribution substations that serve private homes, the
electricity is removed from the transmission system and passed through step-down transformers
that lower the voltage. The electricity is then transferred to local electric networks of distribution
lines and delivered to homes. There, the electricity's voltage is lowered again by a distribution
transformer and passed through the electric meter into people’s home network of electric wires and
outlets (KAEC, 2014). The function of the power grid is to transport electricity from producers to
consumers in the volume and at the time requested by consumers. Electricity must be generated the
same second it is consumed. Consequently, a vital feature of the power system is establishing a
balance between total generation and total consumption of power at all times, a so-called
instantaneous balance (FACTS, 2013).

From around 1990 onward, the electricity industries in Western countries have been subjected to
a massive institutional restructuring. Traditionally, the generation, transmission, and distribution of
electricity were assembled in vertically integrated utilities, often state owned. However, since the
late 1980s and early 1990s, all countries in Western Europe have, to various degrees, taken steps
toward liberalizing their electricity industries. In this context, the term liberalization refers to
attempts to introduce competition into some or all segments of the industry and to remove barriers
to trade and exchange. The large, state-owned organizations have been divided into several smaller
units, which are increasingly exposed to competition. The transition from being an infrastructure
monopoly to becoming a form of “infrastructure market” represents a significant institutional
restructuring of the industry (Antonsen et al., 2010).

Through this liberalization, the organizations responsible for the production and transmission of
electrical energy have, to a large extent, gone from being bodies regulated by governments to being
organized more like private companies subject to more indirect regulation. This process is commonly
referred to as deregulation, but according to Antonsen et al. (2010), it would more accurately be
described as “re-regulation” because the introduction of market forces often results in additional
regulation. The development of privatization, liberalization, and deregulation is part of the
aforementioned general trend of public sector restructuring that is heavily influenced by the ideal of
NPM. A myriad of organizational variants exists, but the drift toward management by market
mechanisms and commoditization of services is a common denominator. The objective of such
restructuring is to improve cost-efficiency by introducing competition, and this is a radical shift from
the traditional mode of organizing critical infrastructures. Competition has led to a focus on cost
reductions and a more efficient use of assets. However, low investment levels, loss-of-supply
incidents, and society’s increasing dependence on electricity have shifted the focus toward the
quality and security of the supply in many Western countries.
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Today, ICT is used to monitor, control, and operate power generation plants and power
distribution within electric power supply systems (Patel and Sanyal, 2008). Intricate
interdependencies are probable outcomes of the computerization and automation of infrastructures
of the last decades. In the digital age, society’s critical infrastructures rely on the functioning of ICT
systems, as ICT software and hardware are integrated in the ability of other sectors to uphold their
services. Computers and software depend on electricity, but the very same computers and software
are strongly integrated in the production of electricity. The existence of such “feedback loops” means
that the potential for cascading effects will be increasing at the same time that the intersections
between infrastructures are becoming more and more opaque. This combination may lead to
surprising interactional effects, and it is thus a vulnerability of increasing importance (Almklov,
Antonsen, and Fenstad, 2012).

Emergent control technologies, making intensive use of ICT, have been useful for dealing with the
new situation of enlargement, open access, progressive integration of electricity markets, and
intensification of cross-border trade. However, the full application of these technologies has
demanded a new approach to system design and operation, and their integration within existing
control infrastructures and practices has been a challenge (The GRID Consortium, 2007).

2.4 Process (industrial) control systems

ICT infrastructure is used for controlling critical processes in other infrastructures, for example,
through process (industrial) control systems (Line and Tgndel, 2012). Process control systems is a
general term that encompasses several types of control systems, including supervisory control and
data acquisition (SCADA) systems and other control system configurations often found in the
industrial sectors and critical infrastructures. Process control systems are typically used in industries
such as electric power supply, water and wastewater, oil and natural gas, chemical, transportation,
and food and beverage. These control systems are critical to the operation of highly connected and
mutually dependent critical infrastructures (Stouffer, Falco, and Scarfone, 2011).

Figure 1 shows the general layout of a SCADA system. SCADA systems are highly distributed
systems used to control geographically dispersed assets, often scattered over thousands of square
kilometers, where centralized data acquisition and control are critical to system operation. They are
used in distribution systems such as electrical power grids, water distribution and wastewater
collection systems, oil and natural gas pipelines, and railway transportation systems. A SCADA control
center performs centralized monitoring and control for field sites over long-distance communications
networks, including monitoring alarms and processing status data. Based on information received
from remote stations, automated or operator-driven supervisory commands can be pushed to
remote station control devices, which are often referred to as field devices. Field devices control
local operations such as opening and closing valves and breakers, collecting data from sensor
systems, and monitoring the local environment for alarm conditions (Stouffer, Falco, and Scarfone,
2011).

SCADA systems are used to control dispersed assets where centralized data acquisition is as
important as control. SCADA systems integrate data acquisition systems with data transmission
systems and human-machine interface (HMI) software to provide a centralized monitoring and
control system for numerous process inputs and outputs. SCADA systems are designed to collect field
information, transfer it to a central computer facility, and display the information to the operator
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graphically or textually, thereby allowing the operator to monitor or control an entire system from a
central location in real time. Based on the sophistication and setup of the individual system, control
of any individual system, operation, or task can be automated or performed by operator commands.
SCADA systems consist of both hardware and software. Typical hardware includes a master terminal
unit (MTU) placed at a control center, communications equipment (e.g., radio, telephone line, cable,
satellite), and one or more geographically distributed field sites consisting of either a remote
terminal unit (RTU) or a programmable logic controller (PLC), which controls actuators and/or
monitors sensors (Stouffer, Falco, and Scarfone, 2011).

Initially, process control systems had little resemblance to traditional information technology (IT)
systems in that process control systems were isolated systems running proprietary control protocols
using specialized hardware and software. Widely available, low-cost Internet protocol (IP) devices are
now replacing proprietary solutions, which increases the possibility of cyber security vulnerabilities
and incidents. As process control systems are adopting IT solutions to promote corporate business
systems connectivity and remote access capabilities and being designed and implemented using
industry standard computers, operating systems, and network protocols, they are starting to
resemble IT systems. While this integration supports new IT capabilities, it also provides significantly
less isolation for process control centers from the outside world than predecessor systems, creating a
greater need to secure these systems. Security solutions have been designed to deal with these
security issues in typical IT systems, but special precautions must be taken when introducing these
same solutions to process control systems environments. In some cases, new security solutions are
needed that are tailored to the process control system environment (Stouffer, Falco, and Scarfone,
2011).

Although some characteristics are similar, process control systems also have characteristics that
differ from traditional information processing systems. Many of these differences stem from the fact
that the logic executing in process control systems has a direct effect on the physical world. Process
control systems have unique performance and reliability requirements and often use operating
systems and applications that typical IT personnel may consider unconventional. The goals of
efficiency sometimes conflict with safety and security in the design and operation of control systems
(Stouffer, Falco, and Scarfone, 2011).
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Figure 1. SCADA System General Layout, NIST (Stouffer, Falco, and Scarfone, 2011).
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2.5 Threats to electric power supply companies’ ICT systems

The evolution of ICT systems and their use within critical infrastructures has radically changed the
threats to such infrastructures, and the increased dependence on ICT in critical infrastructures has
resulted in the need to properly address the interdependencies that exist between these
infrastructures and the ICT systems (Line and Tgndel, 2012). As previously mentioned, the logic
executing in process control systems has a direct effect on the physical world, including significant
risk to the health and safety of human lives and serious damage to the environment, as well as
serious financial issues such as production losses, negative impacts to a nation’s economy, and the
compromise of proprietary information (Stouffer, Falco, and Scarfone, 2011). Downtime is
increasingly critical, and our society has become more vulnerable to even short interruptions to
systems and networks, increasing the importance of having a secure and robust ICT infrastructure
(Regjeringen, 2012a).

Whereas the traditional ICT systems used in infrastructures were proprietary and not connected
to the outside world, the recent trends toward more general purpose software solutions and
increased networking have radically changed the benefits and risks involved (OECD, 2006; Line and
Tendel, 2012). Utilizing the Internet for communication related to operation and management of
remote processes and production systems increases efficiency and cooperation and saves time and
money in localization and correction of faults and errors. Using commercial off-the-shelf (COTS)
components (e.g., MS Windows) in control systems further reduces costs. However, the increased
use of publicly available ICT systems instead of proprietary solutions, and the increased connectivity
between different types of networks, makes formerly isolated ICT systems vulnerable to a set of
threats and risks they have not been exposed to before.

According to Line and Tgndel (2012), the introduction of ICT results in an increased need to
consider incidents caused by attackers and not only failures that occur by accident. The offline
proprietary systems traditionally had an attack surface close to zero, as an attacker would have to be
geographically in the same place as the target system and have detailed technical knowledge of the
system to be able to do harm. However, today, when connecting these proprietary systems to the
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outside world through ICT networks, this is no longer the case as the systems can be accessed from
any location. In addition, the increased use of COTS systems results in production systems being
easier targets. Although detailed technical knowledge is still required, there are far more experts of
COTS systems worldwide than there are experts of proprietary systems.

A threat is a potential incident; thus, it has not yet occurred (Hagen, 2009). According to Line and
Tgndel (2012), threats to ICT systems can be divided into three main categories: (1) unintentional
incidents that are possible due to weaknesses in the ICT system, unfortunate employees, or external
incidents, (2) general attacks that are not directly aimed at a particular ICT system, but rather attack
ICT systems in general, and (3) targeted attacks that are directed toward a particular enterprise or
system. Unintentional incidents occur by sheer accident. Examples include lightning, power failures,
fire, disk crashes, communication failures, erroneous backups, and mistakes made by employees
(Line and Tgndel, 2012). Employees can unintentionally misuse software, web mail, or e-mail and
import infected information, or they can disclose confidential or sensitive information
unintentionally (Hagen, 2009). Any lack of competence regarding how the systems should be used,
and also the reliance on key personnel, can be a potential vulnerability (Line and Tgndel, 2012).
Likewise, fire or flooding can destroy electronic equipment (Hagen, 2009).

General attacks are not aimed at a particular ICT system, but rather target a number of different
ICT systems. Examples include the high volume of malicious software found on the Internet. Such
software may, for instance, aim to gain access to computer resources or get hold of personal
information like usernames/passwords and credit card numbers (so-called phishing). Although they
do not directly target a system, they can still do a lot of harm, and the risk from general attacks
increases as COTS components are incorporated into the systems and as connectivity increases.
Typical high-risk activities include employees surfing on the Internet from systems with critical
functionality (e.g., production systems), remote access to control systems, and connecting portable
units (e.g., laptops, USB sticks) to critical systems (Line and Tgndel, 2012).

Targeted attacks are launched with the intent to harm one particular system or organization. They
can range from physical attacks (e.g., in the form of burglary or vandalism of personal computers
(PCs) and other ICT equipment that is not physically secured) to attacks performed via the Internet.
The perpetrators may be located far away, but it is also possible for insiders to attack via the ICT
systems. Disgruntled employees can intentionally misuse ICT resources and disclose information, and
the consequences of insider attacks can be worse than the consequences of external attacks
(Johnson, 2006; Hagen, 2009). Internal vandalism, theft, or misuse of the organization’s ICT resources
by its own employees can be difficult to detect. This is partly because many businesses have bad or
poor operating and administrative procedures or management is not entirely aware of what system
privileges employees actually have. Internal attacks against a computer network can also be more
difficult to detect than external attacks (Regjeringen, 2012a). Furthermore, physical attacks can be
combined with online attacks. Some attacks will only be possible if the attackers have detailed
knowledge of the ICT systems and thus require skilled and dedicated attackers. Such attacks may be
unlikely but can still have a huge impact (Line and Tgndel, 2012).

There are many security measures on the path from the Internet to any process control system,
and it is unlikely that any outside player would be able to breach these defenses and gain access to
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the critical ICT systems in the electric power supply. However, since logical connections exist
between the different ICT systems, skilled hackers may be able to penetrate defenses. When an
attacker has exploited vulnerabilities, the threat becomes an incident or a security breach. Potential
attackers can exploit weaknesses of employees, the organization, the network architecture, and
physical security. External attackers can use the inherent weaknesses in human nature and trick
employees into performing actions that lead to security breaches (social engineering) or attempt
extortion. External attackers can also prey on weaknesses in network architecture and use software
to perform automated attacks (Hagen, 2009). An external attacker can break into a process control
(SCADA) system as well and take control of production and distribution processes through, for
example, a back door installed earlier by malware (Line and Tgndel, 2012).

Attacks can be both economically and politically (e.g., espionage, sabotage) motivated or just be
performed as jokes, and attacks can use malicious software (malware) such as viruses, worms, and
Trojan horses. Attacks can be distributed attacks (e.g., viruses) or targeted attacks (e.g., hacking). The
Internet enables criminals to commit crimes from locations far away and escape in a nanosecond.
Denial-of-service (DoS) attacks are typical examples of external automated attacks that rely on
connections in the Internet architecture (Hagen, 2009). Threats to process control systems can come
from numerous sources, including adversarial sources such as hostile governments, terrorist groups,
industrial spies, disgruntled employees, and malicious intruders, and from natural sources like
system complexities, human errors and accidents, equipment failures, and natural disasters
(Stouffer, Falco, and Scarfone, 2011).

In addition, reductions in staff and expertise within the power companies as a result of the
restructuring and deregulation of the sector have led to increasing dependence on external
competence. All enterprises that outsource their ICT operations must trust a third party and its
employees and systems. Important security risks include weak preparation before signing the
contract and weaknesses in follow-up management and the audit process. Work by external
suppliers may often be carried out online, and this increases the need to tie all the different
participants of the electric power supply together in a massive ICT network. The Internet has become
an increasingly important part of this network (Hagen, Fridheim, and Nystuen, 2005).

2.5.1 Examples of cyber attacks and blackouts

Worldwide, there have been several incidents of cyber attacks during the last few years. The U.S.
government identified the Titan Rain attacks on companies, national laboratories, and military
targets well before 2003. Attackers from the Netherlands also successfully compromised some 34
U.S. defense sites in 1990 (Johnson, 2014). In 2009, President Barack Obama declared America's
digital infrastructure to be a "strategic national asset," and in May 2010 the Pentagon set up its new
U.S. Cyber Command (USCYBERCOM) to defend American military networks and attack other
countries' systems. The European Union (EU) has established the European Network and Information
Security Agency (ENISA), and there are further plans to significantly expand ENISA's capabilities. The
United Kingdom has also set up a cyber security and "operations center" based in the Government
Communications Headquarters (GCHQ), the British equivalent of the National Security Agency (NSA)
(Open Security Alliance, 2014). Furthermore, North Atlantic Treaty Organization (NATO) members
developed the Cooperative Cyber Defense Centre of Excellence (CCDCOE) in 2008 (Johnson, 2014).
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In February 2010, top American lawmakers warned that the "threat of a crippling attack on
telecommunications and computer networks was sharply on the rise"; according to the Lipman
Report, numerous key sectors of the U.S. economy along with those of other nations are currently at
risk, including cyber threats to public and private facilities, banking and finance, transportation,
manufacturing, medical, education, and government, all of which now depend on computers for
daily operations. The federal government of the United States also admits that the electric power
transmission is susceptible to cyber warfare, and in 2009 President Obama stated that "cyber
intruders have probed our electrical grids." In April 2009, reports surfaced that China and Russia had
infiltrated the U.S. electrical grid and left behind software programs that could be used to disrupt the
system, according to current and former national security officials, even though China denies this
(Open Security Alliance, 2014).

The last decade has seen a growing number of cyber attacks, for instance, on Estonia (2007),
Belarus (2008), Lithuania (2008), Georgia (2008), and India (2009) (Johnson, 2014). In July 2009, a
series of coordinated DoS attacks was launched against major government, news media, and
financial websites in South Korea and the United States. In 2010, a group calling itself the Pakistan
Cyber Army hacked the website of India's top investigating agency, the Central Bureau of
Investigation. In addition, a group calling itself the Indian Cyber Army hacked websites belonging to
the Pakistan Army and others belonging to different ministries. In 2011, the South Korean company
SK Communications was hacked, resulting in the theft of the personal details (including names,
phone numbers, home and e-mail addresses, and resident registration numbers) of up to 35 million
people. Recent reports with respect to cyber security suggest that cyber attacks against U.S.
governmental institutions are imminent. As predicted, a massive cyber attack in the form of a DoS
attack hit the EU and U.S. computer systems on February 11, 2014, in protest of the recent spying by
the NSA (TBSMUN, 2014).

Several attacks on ICT systems have had major consequences for critical infrastructures. In July
2010, a new and advanced piece of malware, Stuxnet, was detected. This was the first occurrence of
malware specifically targeted at process (industrial) control systems. Its goal was to reprogram
systems of a specific type and hide any changes. It exploited vulnerabilities in a Windows-based
software program used in industrial settings. Most Stuxnet infections were detected in Iran, where
five organizations were specifically targeted. However, since Stuxnet was able to self-replicate, it also
infected computers outside the target organizations and all over the world. Thus, Stuxnet is an
example of a targeted attack that also resulted in a general attack. Stuxnet also demonstrated that it
is possible to attack critical infrastructure, even infrastructure that is not connected to the Internet
(Line and Tgndel, 2012).

In November 2009, an attack targeting the energy sector (oil, power, and petrochemical
companies) was identified. This attack seemed to originate from China and was given the name Night
Dragon. The goal appeared to be to collect information related to competitive proprietary operations
and financial details regarding field bids and operations. In January 2008, several cities experienced
power outages caused by hackers breaking into computer systems related to the power supply. Little
information about this incident has been disclosed, but the motive is said to be extortion. The
Slammer worm occurred in 2003 as a piece of malware exploiting a vulnerability in the Windows
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Internet information server. Slammer infected a computer network at a nuclear power plant in Ohio,
disabling a safety monitoring system for nearly five hours (Line and Tgndel, 2012).

The OECD report “Reducing Systemic Cybersecurity Risk” (2011)3 concluded that very few single
cyber-related events have the capacity to cause a global shock. However, the authors argued that
governments nevertheless need to make detailed preparations to withstand and recover from a wide
range of unwanted cyber events, both accidental and deliberate. There are significant and growing
risks of localized misery and loss as a result of the compromise of computer and telecommunications
services. In addition, reliable Internet and other computer facilities are essential in recovering from
most large-scale disasters (OECD, 2011b).

Natural incidents or technical failures are also realistic sources of power blackouts, and we have
many examples of this from the last decade (Hagen, Fridheim, and Nystuen, 2005). Several countries
have experienced major electrical blackouts, and these have highlighted the society’s vulnerability
and contributed to rising questions about the regulation and organization of the electricity sector.
California experienced a major crisis in 1999, and the rolling blackouts, skyrocketing electricity prices,
and lasting under-supply of electrical power exposed how vulnerable the society had become. The
U.S. and Canada experienced blackouts in 2003 that affected 50 million people. The United Kingdom
(U.K.) also experienced large loss-of-supply incidents in 2003 in London and Birmingham. In both
cases, the supply was restored to all customers within an hour, but the incidents caused significant
disruptions of activities, particularly for transport systems. In 2005, Sweden experienced severe
damage to electricity lines in southern Sweden, caused by Hurricane Gudrun. These reports on major
blackout events all underline the integrated nature of the power supply in the causal chain (e.g., in
the case of cascading events) leading up to the events or in the restoration of supply (Antonsen et al.,
2010).

2.5.2 Advanced Metering Infrastructure and Smart Grids

ICT systems within electric power supply systems in the Western world are also becoming
increasingly vulnerable due to the introduction of AMI and the smart grid. AMI is an integrated
system of smart meters, communications networks, and data management systems that enables
two-way communication between utilities and customers. Customer systems include in-home
displays, home area networks, energy management systems, and other customer-side-of-the-meter
equipment that enable smart grid functions in homes, offices, and factories. Time-based rate
programs include different types of electricity pricing options for customers that are made possible
by AMI and sometimes include customer systems (Smart Grid, 2014).

Smart grid is a term coined for a wide range of solutions for the electricity grids of the future
(Fosso et al., 2014). According to Baumeister (2010), the current electrical power grid is an out-of-
date infrastructure. It has met our needs in the past; however, as our society advances
technologically, so do our expectations of our electrical power delivery system. The smart grid
reflects a movement to bring the electrical power grid up-to-date so it can meet the current and
future requirements of its customers. However, updating the electrical power grids could introduce
new security vulnerabilities into the systems.

3 The report is part of the broader OECD study, “Future Global Shocks” (OECD, 2011a).
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Smart grids introduce ICT components into the power distribution grid (e.g., sensors for
monitoring and control, smart meters, two-way communication). Smart grids connect power plants
and system control centers with all households, businesses, and buildings all over the country, as well
as abroad. The power industry is thus moving toward a situation where the power distribution
depends on ICT, while the ICT infrastructure itself depends on power. Such an evolution within
critical infrastructures makes ICT an integrated part of all other industries, and it is thus not possible
to make a clear distinction between the ICT systems and the industries that utilize these systems
(Line and Tgndel, 2012).

According to Line and Tgndel (2012), there is an increasing need to include ICT in all the electric
power supply companies’ risk assessments. In the smart grid vision, ICT systems are a part of the
power distribution, monitoring and influencing the whole service delivery. As a result, it becomes
obsolete to make a clear separation between, for example, ICT and power, ICT and oil/gas, and ICT
and water distribution. All infrastructures are based on ICT, and specific ICT competence is therefore
necessary in operations and management, in addition to competence related to the core business of
the specific infrastructure. The electric smart grid promises increased capacity, reliability, and
efficiency through the marriage of cyber technology and the existing electricity network. On the
other hand, the scale and complexity of the smart grid, along with its increased connectivity and
automation, make the task of cyber protection particularly challenging (Kundur et al., 2010).

2.6 Societal safety and security

As mentioned in section 2.2, an infrastructure is considered critical if its failure would lead to
unacceptable human or economic consequences and affect societies’ capabilities of rescue,
response, and recovery. This links the notion of critical infrastructures closely to the concept of
societal safety and security. As previously stated, this thesis focuses on organizational safety and
security (risk) management within electric power supply network companies. However, network
companies run critical national infrastructure, and the safety and security management of these
companies can thus affect societal safety and security. Safety and security management of network
companies is also affected by national regulations, and there is no longer a clear distinction between
national regulations and safety and security management of the network companies. Ideas about
internal control and risk management have been increasingly commingled, and risk management and
regulation are no longer seen as broadly contrasting methods of assuring safety and security (Power,
2007).

In most industrial countries, the end of the Cold War marked a change in focus from preparedness
for war to an increasing focus on civil society’s own vulnerability, safety, and security. This
vulnerability stems from changes in the composition of hazards and new distributions of risk (Beck,
1992; OECD, 2003). To meet these new threats and changing risks, there was a need for new
analytical concepts and for establishing borders between societal safety and other safety-related
areas, such as national security, sustainable development, human security, and incident
management. The concept of societal safety was developed in Norway during the last decade and
has been defined as the “society’s ability to maintain critical social functions, to protect the life and
health of the citizens and to meet the citizen’s basic requirements in a variety of stress situations”
(White Paper 17 (2001-02) Societal Safety; referred to in Olsen, Kruke, and Hovden, 2007).
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According to Olsen, Kruke, and Hovden (2007), societal safety may be considered a process of
applying scientific principles and practices to dealing with threats, dangers, risks, losses, and other
dynamic side effects of modern society. It aims to be a systematic approach to understanding and
responding to social problems such as accidents, emergencies, crises, and disasters, whether they are
intentional or caused by accidents (and whether they originate within the organization or outside in
the organization’s environment). Societal safety therefore entails coordination, organization, and
assignment of clear roles to different actors at the international, national, and local levels.

NordForsk (2013) used the concept of societal security, which has a similar definition: “(...) the
ability of a society to sustain vital societal functions and secure its population’s life, health, needs and
basic values under extraordinary stresses, known as crises.” The difficult but widely embraced
concept of “resilience” may capture the essence of what is required to meet the grand challenges
relating to societal security in the future. NordForsk defined resilience as “... the capability of a social
system (e.g. an organization, city or society) to proactively adapt to and recover from both expected
and unexpected disturbances.”

There is still disagreement about what the phenomenon of societal safety (and/or societal
security) should include. In this thesis, | have chosen to use the term societal safety and security,
define it by assessing events and stresses in light of a few general criteria, and understand societal
safety and security as a combination of society’s resilience and vulnerability toward threats and
stressors, as well as society’s ability to maintain trust in vital functions and institutions (Olsen, Kruke,
and Hovden, 2007). Vulnerability is defined in different ways, depending on different research
traditions, but it is most often conceptualized as being constituted by components that include
exposure to perturbations or external stresses, sensitivity to perturbations, and the capacity to
adapt. Vulnerability can be defined as society’s inability to resist or manage hazards and threats, and
society’s vulnerability can be defined as vulnerabilities across sectors and governance levels
(Rasmussen, 1997). Trust is essential for maintaining a resilient society and can be seen as the glue
that maintains the functionality of important societal institutions. Trust in central societal functions is
an important topic for understanding how people perceive different threats and society’s ability to
handle unwanted events. Hence, trust, and not only the functionality (dependability) of critical
societal functions, is paramount for maintaining societal safety and security. Consequently, lack of
trust can be a societal vulnerability in itself (Juhl, 2009).

2.7 Societal context - societal safety and security in Norway

Norway is a parliamentary democracy and a unitary state with 5 million inhabitants. The country has
a multi-party system that results in coalition governments or a single party coming into power. As in
most European countries, there are three administrative levels: a national level (central
government), a regional level (19 counties), and a local level (429 municipalities). The Norwegian
central government consists of 16 different ministries, including the Prime Minister’s Office. A
ministry works as a secretariat for the political staff, manages agencies, and is responsible for
administrative tasks within its portfolio. The ministries at the central level are relatively small.
Agencies report to different ministries and are located outside the ministries (Laegreid and Rykkja,
2013).

In Norway, three crucial principles guide the authorities responsible for internal safety and
security: the principle of liability, the principle of decentralization, and the principle of conformity (or
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similarity). However, according to Christensen, Leegreid, and Rykkja (2012), the liability and
decentralization principle in particular create tensions between different coordination forms. The
liability principle implies that every ministry and authority is responsible for internal security and
safety within its own sector. This is closely related to the doctrine of individual ministerial
responsibility and emphasizes strong sector ministries and vertical coordination. The decentralization
principle, on the other hand, emphasizes that a crisis should be managed at the lowest operational
level possible. Here, specialization by geography is an important organizing concept, and local
democracy and authority are relatively strong values in the Norwegian polity. Consequently, the
county governors and municipalities are given an important function in risk assessment and crisis
management (Lango, Laegreid, and Rykkja, 2011). A fourth principle relating to rescue services is also
relevant. A principle of collaboration implies mobilization of the private sector and civil society
organizations to enhance the capacity to handle disasters and major crises (Christensen, Laegreid,
and Rykkja, 2012).

However, these principles also lead to an important (organizational) paradox: The principle of
liability implies strong vertical coordination. The decentralization principle, on the other hand,
implies strong horizontal coordination across sectors at a low level. The principle of conformity (or
similarity) creates further organizational pressure in that it stresses that the organizational forms in a
crisis situation should be as similar to the daily organizational forms as possible, which can be
particularly difficult to maintain in “extraordinary” crises. According to Christensen, Laegreid, and
Rykkja (2012), it is crucial to supplement existing formal organizations with improvisation and create
temporary organizations when a major disaster occurs.

The most important developments in Norwegian internal security and safety policy since the Cold
War have been the gradual strengthening of the Ministry of Justice and Public Security’s overall
coordination responsibilities and the establishment of new directorates, agencies, and more ad hoc
organizational arrangements under the ministry. This includes establishment of the Directorate for
Civil Protection and Emergency Planning (DSB). Strong sectoral ministries and relatively weak super-
ministries responsible for coordination across ministerial areas characterize the central government
in Norway. The Prime Minister’s Office has traditionally been small with weak coordination power
due to the principle of individual ministerial responsibility, which means that each minister bears the
ultimate responsibility for actions within the ministry and subordinate agencies. Specialization by
purpose or task is a dominant principle, making it difficult to establish coordinated arrangements
across ministerial areas (Christensen, Laegreid, and Rykkja, 2012).

Nevertheless, Norway is characterized by a consensus-oriented and collaborative decision-making
style. This may modify both vertical and horizontal fragmentation. Cooperative arrangements of
consulting and participating and compromises are more common than confrontations. Norway is also
a high trust society, where generalized trust among citizens, as well as citizens’ trust in government
and mutual trust relations between politicians and bureaucrats and between different public bodies,
is generally high. Added to this, Norway is regarded as a safe haven on the periphery of Europe,
where until 2011% there had not been any major crises or terrorist attacks. High trust also

40nJuly 22, 2011, Norway was struck by a terror attack of unprecedented magnitude. A bomb explosion in the
Central Government Complex destroyed several central ministries and, at the same time, a terrorist shot a
large number of young people from the Labor Party’s youth organization attending a camp on the island of
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characterizes the field of crisis management and internal security (Christensen, Laegreid, and Rykkja,
2012).

In Norway, the Ministry of Justice and Public Security has overall responsibility for national
security in peacetime, including a coordination role with regard to the protection of critical networks
and systems. DSB, the technical arm of the ministry, has an underlying department dedicated to
national contingency planning which elaborates contingency plans and risk and vulnerability
assessments. In less severe or cross-cutting crises, responsibility lies with the authorities within the
sector or administrative level most affected, according to the liability principle. The Cabinet Crisis
Council supports the government during severe crises and is normally summoned by the most
affected ministry. The Council has five permanent members, comprising the top-level staff (director-
generals) with the Prime Minister’s Office, the Ministry of Justice and Public Security, the Ministry of
Defense, the Ministry of Health and Care Services, and the Ministry of Foreign Affairs. In particularly
severe crises, the heads of all the ministries can be summoned. Constitutional and ministerial
responsibility still rests with each ministry (Lango, Laegreid, and Rykkja, 2011).

The Crisis Support Group, an administrative resource designated to support the lead ministry, is
summoned in certain demanding crisis situations. The main operative units under the Ministry of
Justice and Public Security are the Directorate of the Police (PD), the Police Security Service (PST),
and the Joint Rescue Coordination Centers. At the local level, police districts are responsible for
tactical decisions and operations. The PD is responsible for the professional direction and follow-up
of the police and can assist the local chief of police in a crisis situation. There are 2 main rescue
coordination centers and 28 local branches (Lango, Laegreid, and Rykkja, 2011). The Norwegian
National Security Authority (NSM) coordinates preventive ICT security measures in Norway (OECD,
2006). NSM is responsible for taking protective measures against espionage, sabotage, and terrorism,
as well as for supporting affected agencies by identifying and managing hostile ICT incidents. The
Norwegian Intelligence Service (NIS) is responsible for assessing the intentions and capabilities of
foreign actors and PST is responsible for preventing and investigating incidents where there is
suspected involvement by foreign states, as well as for assessing threats to Norway and Norwegian
interests (NSM, 2011). Last, several public agencies, which report to different ministries, are
responsible for supervision and inspections to ensure that enterprises follow regulatory
requirements.

2.7.1 Organizational context - the Norwegian electric power supply sector

The Norwegian power system is almost entirely based on hydropower generation (around 98%-99%);
it also uses combined cycle gas turbine production and wind power. Hydropower is the production of
electricity based on water, and the volume of water and the head determine the potential energy in
a waterfall (FACTS, 2013). Norway is the world’s sixth largest hydropower producer and the largest
hydropower producer in Europe.

The Norwegian power grid is separated into the transmission grid, the regional grid, and the
distribution grid. The transmission grid comprises the highways of the power system that link
producers and consumers in a nationwide system. The transmission grid also includes international

Utgya. In total, 77 people died, and many were seriously injured. The attack was a terrible shock in a country
seen as a peaceful and open democracy that had never experienced anything like this before (Rykkja, Fimreite,
and Laegreid, 2011).
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interconnectors, which make it physically possible to export and transport power as needed. The
transmission grid has high capacity; the voltage level is normally 300 to 420 kV, but some power lines
are 132 kV in certain parts of the country. The transmission grid is about 11,000 km. The regional grid
is the link between the transmission grid and the distribution grid, and it covers about 19,000 km.
The distribution grid consists of the local power grids that normally supply power to end users, such
as households, services, and industry. The distribution grid has a normal voltage of up to 22 kV, but
the voltage is reduced to 230 V for delivery to the general electricity consumer. The distribution grid
over 1 kV is just under 100,000 km. Large power generation plants can be connected to the
transmission grid, while smaller generation units can be connected to either the regional grid (small
wind farms or small-scale power plants) or the distribution grid (minor small-scale power plants).
Minor consumers are connected to the distribution grid while major consumers, such as power-
intensive industry, can be directly connected to the regional or transmission grids (FACTS, 2013).

Norway began restructuring its electricity industry in 1991, with the unbundling of activities and
the establishment of an open market which other Nordic countries joined during the second half of
the 1990s. Restructuring and deregulation of the electric power supply sector was undertaken to
intensify price competition and increase efficiency (Antonsen et al.,, 2010). Throughout the
Norwegian energy business, integrated companies have, by law, been separated into network/grid
companies (owning and operating the grid) and energy and brokering firms. Electric grid operations
are closely connected activities that are separated by law to avoid undesirable cross-subsidizing
between grid operation (network companies), which is a natural monopoly, and production, which is
not (Almklov, Antonsen, and Fenstad, 2012).

Building power grids is expensive; the average cost per transported unit declines with increased
use of the grid until it approaches maximum capacity. This means that it is not profitable for a society
to build parallel power lines when there is sufficient transport capacity in the existing lines. Parallel
lines can also lead to inappropriate land use and disfigure the landscape unnecessarily. One
consequence of the network companies’ natural monopoly is that users are tied to their local
network company. The authorities have established extensive monopoly supervision to prevent the
network companies from exploiting this position and to regulate the network companies’ activities.
The goal is to ensure that users do not pay too much for the grid, while also making sure that grid
investments are sufficient to ensure capacity and quality. Grid companies engaged in operations
other than grid activities must maintain separate accounts for their monopoly operations. The
monopoly supervision aims to ensure that costs related to the generation and sale of electricity are
not charged to the grid activities (FACTS, 2013).
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Figure 2 shows the state organization of energy and water resources activities in Norway. The
Storting (Norwegian parliament) defines the political framework for energy and water resources
management in Norway. The government has executive authority and exercises this through various
ministries:

® The Ministry of Petroleum and Energy has the overall administrative responsibility.

e The Ministry of the Environment is responsible for the external environment and planning
legislation.

e The Ministry of Finance is responsible for power plant taxation, various taxes on energy, and the
state’s expenditures.

® The Ministry of Trade and Industry has ownership responsibility for Statkraft SF (FACTS, 2013).

The Ministry of Petroleum and Energy has the overall responsibility for managing the energy and
water resources in Norway. The ministry’s job is to ensure that this management is carried out
according to the guidelines provided by the Storting and the government. The ministry’s Energy and
Water Resources Department has ownership responsibility for the state-owned enterprises Enova SF
and Statnett SF (FACTS, 2013). NVE holds the managing responsibility according to the Energy Act
(1990) and the Water Resources Act (2000), makes individual decisions, and performs preparatory
procedures in cases to be resolved by the Ministry of Petroleum and Energy. NVE has the legislative
power to issue regulations for companies within the electric power supply sector, is responsible for
supervision, and performs regular inspections to ensure compliance with regulations (NVE, 2014a). In
addition, NVE is responsible for issuing licenses. A license is a document granting permission to a
specified company to develop and run power stations, dams, and power lines outlined in the license,
including conditions and rules of operation (NVE, 2014b).

Enova is a state-owned enterprise that manages the assets in the Energy Fund®. Enova’s objective
is to promote environmentally friendly conversion of energy consumption and generation and to
develop energy and climate technology. Statnett is a state-owned enterprise responsible for building
and operating the central (main) electricity grid. The enterprise is the transmission system operator
(TSO) for and owns more than 90% of the transmission grid. Statnett is the system coordinator for
both the short and long term, which entails responsibility for ensuring the instantaneous power
balance, as well as facilitating satisfactory quality of supply throughout the country (FACTS, 2013).

5 The Energy Fund is financed via a small additional charge to electricity bills. In addition, the Energy Fund has
been allocated the proceeds from "The “Green Fund for Climate, Renewable Energy and Energy Efficiency
Measures” (http://www.enova.no/om-enova/rammebetingelser/lover-og-regler/vedtekter-for-
energifondet/vedtekter-for-energifondet/257/308/) (accessed 11 September 2015).
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Figure 2. State organization of energy and water resources activities in Norway (from FACTS, 2013).

Figure 1.1: State organisation of energy and water resources activities.
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The Norwegian power sector is characterized by a large number of stakeholders within different
areas of activity. The sector is organized around power generation, grid, and trading. In addition,
considerable numbers of district heating suppliers have also been established over the last 10 years.
Public bodies are considerable owners in the sector (e.g., about 90% of Norwegian hydropower
production is owned by public entities). The combination of considerable public ownership and a
diversity of stakeholders is distinctive for the Norwegian power sector (FACTS, 2013). In this study, |
have chosen to focus on ICT safety and security in network companies (distribution/grid companies)
because a failure in the electricity networks/grids and the transmission and distribution of electricity
to critical infrastructures and important societal functions, as well as to individual households, would
have a huge impact on societal safety (and security).

As mentioned, Statnett is the transmission system operator in Norway. Thus, Statnett must ensure
a balance between generation and consumption of electricity at all times. The enterprise is
responsible for prudent socioeconomic operation and development of the transmission grid and is
subject to the NVE’s monopoly supervision. Statnett is responsible for continuously assessing and
developing necessary policy instruments to ensure instantaneous balance in severe power situations.
These policy instruments include agreements on energy options in consumption and use of reserve
power plants. Statnett is also responsible for continuously assessing whether new policy instruments
are necessary to ensure the instantaneous balance in a better manner than currently provided.
Furthermore, Statnett plays a key role in development and operation of cross-border
interconnectors. This includes extensive cooperation with transmission system operators and
regulators in other European countries (FACTS, 2013).

Norway is part of a joint Nordic power market with Sweden, Denmark, and Finland, which is in turn
integrated in the European power market through interconnectors to Germany, the Netherlands,
Estonia, Poland, and Russia. The transmission system operators cooperate through the European
Network of Transmission System Operators for Electricity (ENTSO-E). Nord Pool Spot AS organizes the
physical power trading on the Nordic power exchange. Nord Pool Spot is owned by Nordic
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transmission system operators, who have the largest ownership interests, and transmission system
operators in Estonia and Lithuania. The Latvian system operator will become an owner when the
Latvian power market opens (FACTS, 2013).

As previously stated, all power producers, grid owners, and/or traders must have a license from
NVE. In 2012, 183 companies produced power in Norway, and 58 were solely producers. The 10
largest production companies by megawatts (MW)-installed capacity in Norway in 2012 controlled
more than 75% of the country’s mean production capacity and installed about 74% of the overall
capacity. As of December 31, 2010, 154 companies were carrying out grid activities at one or more
levels (distribution grid, regional grid, or main (transmission) grid). Of these, 44 were pure grid
(network) companies. Most network companies are wholly or partially owned by one or more
municipalities, while Statnett, which owns about 90% of the main grid, is owned by the state. Private
companies, county authorities, and municipalities also own parts of the main grid, and municipalities
and county authorities own most of the regional grids and distribution grids. There are private
ownership interests within all activity areas: production, grid activity, and trading. Foreign ownership
interests are relatively limited in the Norwegian power supply, but some foreign companies have
been granted trading licenses in Norway. In addition to production companies and network
companies, there are also trading companies that purchase power in the market for re-sale, vertically
integrated companies that engage in activities within power production, power transmission, and/or
power trading, and district heating companies (FACTS, 2013).

The Power Supply Preparedness Organization (PSPO) includes all the units undertaking production
with appurtenant watercourse regulation, transmission, and distribution of electrical power and
district heating pursuant to the Energy Act. The PSPO prepares, establishes, and maintains a
structure giving all relevant levels in the power supply system tasks and responsibilities so as to
efficiently handle extraordinary situations in the power supply system and appurtenant watercourse
structures. According to NVE, 137 of the companies included in the PSPO in 2012 were classified as
network (distribution/grid) companies (some practicing both monopoly and competitive activities).
Of these 137 network companies, 10 were registered as having more than 100 employees.
Furthermore, 23 of the network companies were organized in large corporate groups with several
subsidiaries or daughter companies. NVE classifies installations into three classes according to their
importance for the nation’s power supply system. Class 1 is for installations of lesser importance,
class 2 is for installations of importance to maintenance of the power supply system at the county
level or for operation of regional grids, and class 3 is for installations of importance for the power
supply system in a part of the country or region, for operation of the central (main) grid, or for large
population groups, important infrastructure, or other special considerations (NVE, 2013).

2.7.2 Threats to Norwegian network companies’ ICT systems

In 2008, a group was established to coordinate efforts by NIS, PST, and NSM to achieve a more
comprehensive understanding and assessment of the ICT risk scenario in Norway. This group has
fostered a great deal of cooperation, which has led to the uncovering of major challenges. According
to them, the digitization of Norwegian society makes the dependence on ICT and the Internet a
strategic challenge. In peacetime, the greatest threat to Norwegian interests is the theft of
commercial data and intellectual property. Such thefts could affect, for example, the country’s
competitive advantage, the ability to compete, the ability to negotiate, decision-making, stock
market prices, industrial performance, and infrastructure. Foreign parties could also infect systems
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with malware that, in a time of crisis or conflict, could be used to disrupt or destroy systems and
processes so as to limit the Norwegian government's room to maneuver. Several countries have
developed offensive capacities that in a crisis situation can destroy essential services and critical
infrastructure. This means that political and economic decision-making processes, as well as defense
capabilities, might be affected by a data attack (NSM, 2011). According to PST’s annual threat
assessment for 2012, there is a danger that foreign intelligence services' computer and Internet-
based intelligence activity could severely affect Norwegian intelligence targets (PST, 2012). In
addition, NIS presented a report on national security in February 2013 and, according to its security
threat assessment, cyber terror is one of the main threats to national security (NIS, 2013).

The Norwegian Business and Industry Security Council (NSR) serves the Norwegian business sector
in an advisory capacity on matters relating to crime and works actively to prevent loss (NSR, 2014).
NSR conducts the Norwegian Computer Crime and Security Survey (Mgrketallsundersgkelsen)
through the Computer Crime Committee (Datakrimutvalget). The survey’s goal is to map out the
scope of data crime and ICT safety and security incidents in Norwegian organizations, the awareness
of ICT safety and security, and the scope of implemented ICT safety and security measures. Results
from the 2012 survey showed an increasing gap between threats and safety and security measures
in Norwegian organizations at the same time that ICT dependence is increasing (NSR, 2012).

In December 2012, the Norwegian government launched the Cyber Security Strategy for Norway
(Regjeringen, 2012a). According to the action plan that accompanied this national strategy, the
Norwegian authorities’ annual threat assessments ascertained that threats related to ICT-based
espionage and sabotage have increased in recent years and, as previously mentioned, we now must
expect sophisticated attacks aimed at critical societal information, including ICT systems that operate
industrial processes and critical infrastructure (Regjeringen, 2012b). In addition, the Data Protection
Authority, NSM, and Office of the Auditor General have revealed weaknesses in risk assessments
conducted by public administration. They pointed out that existing security measures are often
unsystematic and fragmented and that information security efforts neither have enough support
from management nor are well integrated into business management (Regjeringen, 2012a).

Furthermore, in 2013, one of the largest Norwegian newspapers, Dagbladet, published a series of
articles called “Null CTRL” (“No CTRL”). The newspaper articles examined online devices in Norway
and revealed how a lack of computer security can affect us all at home, at work, and in public spaces.
The newspaper has so far alerted the authorities and network owners and/or providers of more than
2500 Norwegian control systems (used in, for example, the armed forces and the health, oil, and
transport sectors) connected to the Internet with little or no protection. NVE has also been
interviewed in connection with these articles and has warned that the vulnerability of ICT systems
used in electric power supply systems is expected to increase during the next few years because of
the implementation of AMI (smart meters) in all Norwegian households by 2019 and, later, the smart
grid (Dagbladet, 2013). Moreover, a report from 2012 on terror toward the U.S. electrical grid
concluded that a few well-informed persons may be able to black out large areas over a long period
of time, with devastating and life-threatening consequences. According to NVE, this threat is just as
great for Norway as for the U.S. (Teknisk Ukeblad, 2012).

6 The Norwegian Computer Crime and Security Survey from 2012 was the eighth survey conducted by NSR.
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The Norwegian Computer Emergency Response Team (NorCERT) is a department of NSM, and one
of the organization’s principle tasks is to coordinate response to cyber attacks on critical
infrastructure in the public and private sectors in Norway (OECD, 2006). According to NorCERT, there
are a lot of challenges, both technical and organizational, when it comes to ICT safety and security in
the organizations within the Norwegian electric power supply system. Examples of technical
challenges include that safety and security in closed systems is falling behind according to the current
risk picture, patching can be a challenge for production systems, operational networks are linked to
other ICT networks in the organizations, wireless communication (Bluetooth) has been introduced,
and operational networks are increasingly linked to the Internet. Examples of organizational
challenges are a lack of communication between the ICT department and operational departments in
the organizations, ICT often having a low priority in the safety management of the organizations,
many organizations lacking a comprehensive overview of their own safety and security status, and
many organizations lacking procedures and routines for handling ICT safety and security incidents
and incident reporting that results in weak management commitment.”

Mnemonic AS is one of the largest providers of IT information security services within the Nordic
region and has been hired by many Norwegian network companies to assess their ICT safety and
security. According to representatives from Mnemonic, they hear a lot of the same claims from the
organizations that hire them. These claims are: “We are not a target for attacks,” “We have never
experienced an attack on our ICT systems,” “Our SCADA systems are completely isolated from the
Internet or other ICT systems,” and “We are very good at following Microsoft’s programs for
updating the systems.” However, according to Mnemonic, techniques for attacking SCADA systems
have already found their way to online “hacker manuals” such as Metasploit, there is a lot of
evidence of attacks on these types of systems, it is possible to use USB sticks and go online from the
computers used for the process control systems, and there are always some computers that for some
reason do not have their systems updated (e.g., the computer is too old, the computer is mostly not
inuse).®

As in other countries, the electricity sector in Norway has experienced an increased focus on
profitability stemming from the deregulation in 1991. Maintenance practices, investment level, the
organization of activities, and the interface between government bodies have been important
discussion topics in Norway. Critics have questioned whether restructuring and outsourcing have led
to deterioration of the network companies’ competence to maintain a reliable system. Network
companies must have the competence necessary to fulfill their roles as service buyers, including
high-quality specifications and control routines, and ensure their ability to coordinate efforts during
major breakdowns. Reduced local knowledge and personnel, in combination with an aging
infrastructure, are areas of concern (Antonsen et al., 2010).

7 “Det nasjonale IKT-trusselbildet” (“The national ICT threat picture”), Torgeir Vindsnes, Norwegian National

Security Authority. Presentation at conference — “Kraft IS 2011: Informasjonssikkerhet i kraftsektoren”
(“Information security in the electric power supply sector”), November 9-10, 2011.

8 «Hvor vanskelig er det egentlig & ta over elementer i prosessnettet uten utdelte tilganger?» (“How difficult is
it really to take over elements in a process control network without access rights?”), Espen Martinsen,
Mnemonic. Presentation at conference — “Kraft IS 2011: Informasjonssikkerhet i kraftsektoren” (“Information
security in the electric power supply sector”), November 9-10, 2011.
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In 2014, NSM uncovered an extensive cyber attack on companies in the Norwegian oil and energy
sector. The attack consisted of e-mails carrying malware and, according to NSM, its detection
systems showed that these e-mails were sent to around 50 Norwegian companies. Statnett, the
transmission system operator in Norway, was one of the companies attacked; however, one of
Statnett’s employees was vigilant and reacted to both the content and the sender of the e-mail.
Nevertheless, NSM found that Norwegian companies are not doing what they should to ensure
better security in their ICT systems. Most companies do not keep a log of access to their systems,
which means they do not know whether an attack has occurred (e.g., if they have a virus in their
systems) and, if they should find a virus, they have no possibility of tracing its origin or effects.
According to NSM, the cyber attack in 2014 was the biggest attack in Norway’s history, but it has not
been taken seriously by Norwegian companies. The extent of hacking, espionage, and other serious
computer crimes was expected to double from 2013 to 2014, but most Norwegian companies did not
check whether they had been exposed to espionage. Five hundred companies in the Norwegian oil
and energy sector received a warning from NSM and were advised to check for malware in their
systems, but only 27 companies reported back to NSM that they had found malware, even though at
least 50 companies were actually attacked. Thus, NSM recommends increased monitoring and
control of ICT systems and increased awareness of ICT safety and security among the companies’
employees.

2.7.3 Regulation of safety and security in the Norwegian electric power supply sector
Compliance with regulation of ICT safety and security is a challenge for safety and security
management of the network companies discussed in this thesis. Therefore, this section provides a
brief description of the regulation of safety and security (which includes ICT safety and security) in
the Norwegian electric power supply sector. Safety and security in the Norwegian electric power
supply system is based on functional regulation (enforced self-regulation), where internal control® is
essential. Hence, risk management is required by law, in the Internal Control Regulation (1997),*
and for the electric power supply sector the requirement for risk management is further reinforced
through several different regulations. Contingency planning is regulated by the Energy Act (1990),'
the Energy Act Regulations,*? and the Contingency Planning Regulations.®

Several regulations require organizations to have an information security management system
(e.g., Electronic Public Administration Regulations) that apply to the entire public sector. Regulations
relating to the Personal Data Act apply to both the private and public sector. In addition, the
Norwegian Security Act'* applies to the entire public sector and parts of the private sector. Several
regulations state that security efforts must be tailored to the risk. Thus, it is crucial for organizations
to conduct comprehensive risk and vulnerability analyses® (Regjeringen, 2012a). ICT safety and

9 Internal control gives companies responsibility to monitor and implement an updated safety (and security)
management system (see sections 5.4.1.1 and 5.4.1.2).

10 January 1, 1997: Regulation concerning Systematic Health, Environment and Safety Activities at Enterprises
(Internal Control Regulation).

11 Act no. 50 of June 29, 1990.

12 REG. no. 1990 of December 7, 1990.

13 Reg. No. 1157 of December 7, 2012: Regulations relating to contingency planning in the power supply
system.

14 Act no. 10 of March 20, 1998: Regulations relating to Protective Security Services.

15 1n this thesis, | have chosen to use the term risk and vulnerability analysis because this term closely
resembles the term used in the contingency planning regulations for the Norwegian electric power supply (i.e.,
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security is further reinforced through §6 and §7 of the contingency planning regulations for the
electric power supply system. Furthermore, NVE develops regulatory guidelines for the contingency
planning regulations. The guidelines are to be continually developed and quality assured based on
feedback from the electric power supply companies.

2.8 Summary

The electric power supply is said to be the most critical infrastructure in modern societies, and our
societies are vulnerable to the consequences of damage and breakdowns in the electric power
supply systems. ICT systems are critical infrastructures in themselves, and these critical
infrastructures are in turn used for controlling critical processes in other infrastructures through, for
example, process (industrial) control systems (e.g., SCADA systems). After the introduction of NPM,
technologies have become increasingly interconnected at the same time that the organizations
managing them have become increasingly fragmented. SCADA systems are used to control dispersed
assets where centralized data acquisition is as important as control. Although some characteristics
are similar, these process control systems also have characteristics that differ from traditional ICT
systems, which mostly stem from the logic executing in process control systems having a direct effect
on the physical world. This direct effect leads to significant risk to humans, the environment, and the
economy. SCADA systems support many aspects of our day-to-day lives and, in many cases, are
critical to our well-being and the very existence of our economy (Nicholson et al., 2012).

The shift from proprietary hardware to standardized and less expensive operating systems and
security products, with commonly known vulnerabilities, has dramatically increased the number of
systems subject to attack. SCADA systems are vulnerable to several different types of attacks (both
intentional and unintentional) and malfunctions, and threats to process control systems can come
from numerous sources. The last decade has seen a growing number of cyber attacks and attacks on
ICT systems have had major consequences for critical infrastructures. Natural incidents or technical
failures are also realistic sources of power blackouts, of which there are many examples from the last
decade. Furthermore, ICT systems within electric power supply systems in the Western world are
also becoming increasingly vulnerable due to the introduction of AMI and the smart grid. The context
for the studies of different challenges for safety and security management of network companies due
to the increased use of ICT is the Norwegian electric power supply sector. As in other Western
countries, Norwegian network companies’ ICT systems are vulnerable to a number of threats, both
natural and man-made.

risiko- og sarbarhetsanalyse). However, the term risk and vulnerability assessment often describes the same
process and will be used in this thesis when referring to other research.
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3. State of the art
This chapter provides an overview of related research on problem issues similar to those discussed in
the current study.

3.1 Research on ICT safety and security

Information and communication have experienced tremendous technological changes in the past
decades. However, according to the OECD (2006), security considerations were largely overlooked in
the early phases of development of technologies and products. Most companies currently have a
system portfolio that is far more complex than just a few years ago. ICT is now part of almost all new
products and systems, and it is often taken for granted that these new products and systems will
interact seamlessly with other systems and across organizations and sectors. It is a challenge to keep
track of all the interdependencies and potential vulnerabilities. The increasing complexity of systems
and networks has also made it more difficult for procurers of ICT systems to set clear and precise
security requirements (Regjeringen, 2012a).

Several different terms are commonly used when discussing ICT safety and security and threats to
ICT systems (e.g., information technology, IT safety and security, information security, computer
safety, computer crime, data safety, cyber safety, cyber security, cyber threats, cyber crime, cyber
terror, logical threats). In this thesis, | mainly use the term ICT safety and security, but different terms
are used when referencing other research studies. According to Siponen and Oinas-Kukkonen (2007),
research on information security has traditionally been dedicated to technological aspects and more
research on the non-technical aspects is needed. Von Solms (2001) stated that information security
has moved away from its singularly technical image and now includes a wide range of facets (e.g.,
organizational, technical, legal), all of which must be considered in creating a secure environment
(referred to in Hagen, 2009). However, according to Dhillon and Backhouse (2001), computer and
information security has focused mainly on technological solutions to prevent vulnerabilities and
attacks and has not yet fully adopted a sociotechnical approach?® that addresses human and
organizational aspects of computer and information security (referred to in Kraemer, Carayon, and
Clem, 2009).

According to Hansen and Nissenbaum (2009), the concept of cyber security appeared on the post-
Cold War agenda in response to a mixture of technological and changing geopolitical conditions.
Cyber security was first used by computer scientists in the early 1990s to highlight a series of
insecurities related to networked computers, but the concept moved beyond a mere technical
conception of computer security when proponents urged that threats arising from digital
technologies could have devastating societal effects. These warnings were increasingly validated
throughout the 1990s by prominent American politicians, private corporations, and the media. The
terrorist attacks in the U.S. on September 11, 2001, further spurred attention to computers,
information technology, and security, as well as questions of digital infrastructure protection,
electronic surveillance, terrorists’ use of hacking, and the Internet as a networked platform for
communication across and against states (Latham, 2003, referred to in Hansen and Nissenbaum,

16 A thorough description of the sociotechnical perspective on risk management will be given in section 5.2.
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2009). Central to cyber security is the manner in which the referent objects of “the network” and
“the individual” are linked to national and regime/state security.

Issues related to ICT safety and security have been mentioned in many studies of risk, safety,
security, and organization. According to Rasmussen (1997), the rapid development of ICT leads to a
high degree of integration and coupling of systems and the effects of a single decision can have
dramatic effects that propagate rapidly and widely through the global society. Weick (2001) claimed
that the use of computer systems has created unusual problems in sensemaking for managers and
operators (employees) and, according to Leonardi and Barley (2010), one of the most critically
important questions for students of organizing is: How is the shift to a computational infrastructure
shaping the way people work and organize? These issues will be explored further in Chapter 5.

Line and Tgndel (2012) suggested that several problems related to the security of ICT systems are
rooted in the quality of existing solutions. Experience shows that software contains a lot of
vulnerabilities, some of which attackers can use to perform general untargeted attacks. Several
nations are developing computer network attack (CNA) capabilities so as to shut down ICT systems or
manipulate critical data. The ICT industry itself has started to address many of these security
concerns (Hagen, Fridheim, and Nystuen, 2005). Soon after a vulnerability is identified, software
producers often develop a corrective “patch” that they make available free of charge. Applying
software patches to computers can protect information systems from an estimated 95% of all
intrusions. However, patch application is still far from being immediate and universal. ICT
administrators often find it difficult to keep up-to-date with corrective patches, and the time lag
between the moment a vulnerability is announced (and a patch made available) and the moment
hackers start to exploit it is also shrinking (OECD, 2006).

According to Albrechtsen and Hagen (2009), the widespread use of computers has made it
increasingly important to attend to the human element of information security. Humans threaten the
security level by accidental and intentional failures and by social engineering attempts and deliberate
malicious acts. However, at the same time, humans are also an important resource to prevent
incidents and individuals’ information security performance is influenced by a wide range of formal
and informal factors (e.g., security technologies, formal organizational structures, education,
awareness, values and norms, social relations and interactions).

3.2 Research on risk regulation

Hovden (1998) studied the introduction of internal control of safety as the main principle for
controlling safety in Norway from the 1980s. The Norwegian experiment with the so-called internal
control reform was an attempt to develop new approaches and means to cope with new challenges
of misfits between technology and regulation, partly caused by the rapid development of production
and information technology. At the end of the 1990s, the contents and results of the Norwegian
internal control of safety, health, and environment (SHE) reform was ambiguous and included a
mixture of successes and failures in implementing the reform. In 1993, more than 90% of the big
companies classified as high hazard industries by authorities had established internal control systems
according to the regulations. However, small enterprises and the service sector were far behind the
big hazard industries in complying with the intentions of the reform. The auditing methods used by
the authorities and within the enterprises were mainly based on the principles of quality assurance.
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These methods seemed to best fit big, stable bureaucratic organizations and gave lower ratings to
flexible dynamic organizations and small enterprises with few formal procedures.

Lindge (2001) discussed the integration of occupational health, environment, and safety
management with management systems. In Norway, internal control includes occupational health
and safety (OSH) and the external environment practices. Thus, the term health, environment, and
safety (HES) was used in the revision of the internal control regulations from 1997. Results from one
study showed that in contrast to the bigger industries there seemed to be a mismatch between the
HES requirements and small and medium-size enterprises (SMEs). These findings were consistent
with results from other countries reporting that a successful implementation of occupational health
and safety management (OSHM) depended on the specific characteristics of the enterprises. Large
companies with a bureaucratic form, clear lines of authority, and expertise in OSH should be well
suited to such implementations. Implementing OSHM in SMEs, on the other hand, was also reported
to be difficult in other countries. One argument was that the internal control system was not able to
adjust to radical changes in employment and labor market relations; however, Lindge (2001) found
that the process may succeed under certain conditions.

In 2013, an expert group appointed by the Norwegian government reviewed the regulatory
strategy and the health, safety and environment (HSE) regulations for the Norwegian petroleum (oil
and gas) sector through an extensive interview study with relevant organizations and agencies. The
relationship between functional and prescriptive risk regulations is an area of conflict between the
different actors within this industry. The industry in general considers the functional regulations as
well functioning and wants as few detailed requirements as possible. However, contrary to this, the
labor unions and the government want to increase the minimum requirements. New companies
within the industry are also requesting more guidance and detailed requirements from the
authorities (Engen et al., 2013).

3.3 Research on technical standards for ICT safety and security

Previous research has shown that even though information security guidelines are of a prescriptive
nature and an imperative for the users, users still often fail to apply the guidelines as intended. This
result suggests that the guidelines may not be effective in influencing human behavior and attitudes
(Hagen, Albrechtsen, and Hovden, 2008). According to Brunsson and Jacobsson (2000), practicing a
standard is mostly about adapting practice so that the standard describes it with reasonable
accuracy. Substantial differences may exist between presentation and practice, between formal
structure and actual operations, and between what people say and what they do. Actors may have
dual systems that are decoupled from each other, and they may argue that they follow a standard
while not doing so in practice. However, standardizers (e.g., national standards organizations) do not
seem to notice this phenomenon, or at least they seldom discuss it in public. Standardizers seem to
assume that standards that change presentation always change practice.

According to Hagen (2011), International Organization for Standardization (ISO) standards 27001
and 27002 provide a good framework for developing a management system for information security,
and in addition they provide management commitment and ensure that routines and plans are in
place. However, these technical standards are still no guarantee that a company will achieve a good
effect because the standards say nothing about the quality of each individual measure. Awareness
regarding ICT safety and security among the companies’ managers and employees is also necessary,
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and management needs to focus on ICT safety and security and demonstrate commitment to these
issues both through their activities and through a dedicated budget.

The aforementioned expert group that reviewed the regulatory strategy and the HSE regulations
for the Norwegian petroleum sector in 2013 also discussed the use of technical standards. The
guidelines to the regulations in the Norwegian petroleum industry refer to recognized technical
standards as a way to meet functional requirements. However, with a steadily growing number of
technical standards, considerable knowledge and technical skill are required to use them, and
renewing these standards also requires a lot of resources. The technical standards used in the
petroleum industry are developed by Norwegian, foreign, and international organizations (e.g.,
Standards Norway/NORSOK, American Petroleum Institute, 1SO), and several of the interview groups
in the study found the regulatory regime to be too complicated, with overlapping of standards in
some areas. A number of actors in the industry struggled with the complexities of the standards and
claimed that this complexity leads to unnecessary additional costs and diminished efficiency. Some of
the interview groups also felt that the technical standards were not sufficiently updated and were
not keeping up with the fast-paced technological and organizational development (Engen et al.,
2013).

3.4 Research on risk perception

According to Andersson (2011), individuals make well-informed decisions and expose themselves to
an optimal risk level if they have accurate perceptions of risk (i.e., knowledge of the true levels of risk
they face). To some extent, perceived risk is a reflection of “objective” (real) risk, especially when
risks are well known (Sjoberg, 2000). Humans are influenced by their surroundings, and the
environment affects cognition as well as behavior and individual decisions. Perceived risk concerns
how an individual understands and experiences a phenomenon (Oltedal et al., 2004).

Several factors influence risk perception. Whether people perceive a risk the same as technical risk
estimates (most often calculated from statistics and probability distributions) depends on subjective
probability. Heuristics, probability judgment biases, and frequent media exposure influence the level
of perceived risk (Sjoberg, 2000). Tversky and Kahneman (1974) introduced a program of research on
judgment under uncertainty which has come to be known as the heuristics and biases approach.
They suggested that intuitive predictions and judgments are often mediated by a small number of
distinctive mental operations, called judgmental heuristics. These heuristics are often useful, but
they sometimes lead to characteristic errors or biases (referred to in Kahneman and Tversky, 1996).
Kahneman and Tversky (1979) criticized expected utility theory as a descriptive model of decision
making under risk and developed an alternative model, called prospect theory. When faced with a
complex problem, people employ a variety of heuristic procedures to simplify the representation and
valuation of prospects (referred to in Tversky and Kahneman, 2000). Examples of perceptual biases
include biases in people’s judgments of time saved by increasing the speed of an activity (Svensson,
2008). Time gain is one motivator for drivers to speed up, and in turn speeding increases the risk of
having an accident (Eriksson, Svensson, and Eriksson, 2013).

Several studies have found that company size influences risk perception within companies (Eakin,
1992; Hasle and Limborg, 2006; Hagen, Sivertsen, and Rong, 2008). Hagen, Sivertsen, and Rong
(2008) presented a selection of findings from the Norwegian Computer Crime and Security Survey
from 2006. According to their study, smaller businesses are less likely to have extensive security
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arrangements in place. The constraints of small businesses include that they generally do not have
the diverse ICT staff typical of larger companies, and many managers in small businesses also have
little understanding of information security threats and risks. Smaller enterprises may, however, be
exposed to several kinds of computer crime incidents due to weaknesses in access control measures
and data protection.

All enterprises that outsource their ICT operations have to trust a third party and its employees
and systems. According to Hagen (2009), important security risks include weak preparation before
signing the contract and weaknesses in the follow-up management and audit process. When
outsourcing ICT functions, it is important for the contract to include requirements regarding access
control, confidentiality, technical safety and security measures, availability, access to documentation,
economic liability for incidents, and possible sanctions if the requirements are not followed.
However, the Norwegian Computer Crime Survey (2012) found a steady decline (for both public and
private enterprises) in all of these areas from 2008 to 2012, though larger organizations seemed to
set stricter requirements for their vendors (suppliers). These findings suggest that managers not only
outsource functions but also the responsibility for ICT safety and security, which are worrying results.
Only half of the enterprises answered that they had allocated internal resources with ICT knowledge
to follow up on the contracts with and deliveries from their vendors and subcontractors. This does, in
turn, support the claim that the enterprises are not thorough enough when it comes to monitoring
the quality of the services they purchase, which might affect risk perception.

According to Mearns et al. (1997), a relationship exists between risk perception and accident
involvement, and having had an accident or having experienced an attack can influence the current
perception of risk. In a study of fishermen’s risk perception (subjective assessments of risks), Brooks
(2005) found that they did not consider it necessary to conduct emergency procedures (e.g., capsize,
abandon ship) and that this may be related to the absence of capsizes in recent times. According to
Goodhue and Straub (1991), it often takes a major loss from computer abuse to initiate or reinforce
security management.

How a security incident is handled can depend on how serious the security violation is perceived
to be (Hagen, 2009). According to Hagen, the way employees interpret (make sense of) a security
situation depends on the extent of their security knowledge. According to Besnard and Arief (2004),
humans may be biased in perceiving actual levels of risk and rarely have exhaustive knowledge of the
systems with which they interact. The Norwegian Computer Crime and Security Survey from 2012
found that Norwegian enterprises, especially their managers, lack knowledge of ICT safety and
security and do not have an overview of threats and incidents. This may explain why many of the
enterprises have not implemented available safety and security measures or focused on their
organization’s safety and security culture.

According to Sjoberg (2000), the risk target is of paramount importance in risk studies; people do
not make the same estimate when they rate the risk to themselves, to their family, or to people in
general. Risk denial is an important feature, and this phenomenon has been related to what has been
called unrealistic optimism. People tend to estimate the general risks to be larger than the personal
risks. Familiarity with the source of danger, control over the situation, and the dramatic character of
the events can also influence risk perception (Oltedal et al., 2004).
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Marek et al. (1985) measured “feelings of safety” (risk perception) in four occupational groups
working on the Norwegian Statfjord A platform and found that each group lived and worked in its
own “worlds of risks.” Mearns et al. (1998) measured perceptions of the job situation (e.g., work
pressure, job security, risk-taking at work), risk perception, satisfaction with safety measures, and
safety attitudes in a survey of 722 UK offshore employees on 10 different installations. They
concluded that employees’ responses to the questionnaire reflected different safety climates as
evidenced by perceptions of the state of safety on each installation and, furthermore, perceptions of
the safety climate were also, in part, determined by the particular subculture to which the individuals
belonged (both referred to in Mearns, Flin, and O’Connor, 2001). The concepts of safety climate and
safety (or security) culture will be further discussed in section 5.5.3.

Goodhue and Straub (1991) studied the level of security concern among ICT system users and
focused on users’ perceptions of the security of their systems. Previous studies found that neither
end-users nor information security staff believed that there were persuasive reasons to be
concerned about security. This lack of concern was alarming in the face of mounting empirical
evidence that a significant number of security breaches has occurred. A lack of awareness of the
danger might lead to weak vigilance by users and a greater potential for abuse.

3.5 Research on users of ICT systems and management commitment,
awareness creation, and training with regard to ICT safety and security
According to Hagen (2009), the success of an information security program depends on the
commitment of all staff (users of ICT systems), and all members of an organization must be aware of
their responsibility for security. Albrechtsen (2008) demonstrated how organizations can measure
cultural aspects such as awareness, behavior, and management commitment by using surveys and
experiments (referred to in Hagen, 2009). The effectiveness of an organization’s security culture has
been evaluated by measuring compliance with the existing security policy and written guidelines.
Administrative measures and documents may, however, be taken for granted, and one of the major
challenges for a safety and security management system is to enhance the behavior of people (both
management and employees) (Johnson, 2006). The effectiveness of a safety and security policy has
been assumed to depend on the way the safety and security contents are addressed in the policy
document and how the content is communicated to users (Hone and Eloff, 2002, referred to in
Hagen, 2009). A safety and security policy is not effective unless it is supported by management
(Kemp, 2005, referred to in Hagen, 2009).

3.5.1 Users of ICT systems

According to Dhillon and Backhouse (2000), the role, responsibility, and integrity of users are
important principles of information security management. A user can be characterized as a person
with legitimate access to the organization’s information (and communication) systems (referred to in
Albrechtsen, 2007), such as end-users, security officers, managers, and designers (Besnard and Arief,
2004). Users play an important role in the information security performance of organizations through
their security awareness and cautious behavior (Albrechtsen, 2007).

According to Albrechtsen (2007), a user’s view on information security is created by several
interlocking organizational, technological, and individual factors. The context of a user’s work may
create information security trade-offs (e.g., individuals tend to emphasize efficient and least-effort
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work instead of loss prevention). Social norms and interactions at the workplace influence individual
understanding of information security, and the quality of information security management also
affects users’ awareness, motivation, and behavior. Technological information security solutions
influence users, and individual factors such as motivation, knowledge, attitudes, values, and behavior
also influence individual views on information security. Last, but not least, how people perceive risk
is a part of the explanation of users’ view on information security.

Albrechtsen and Hovden (2009) conducted a study of a possible information security digital divide
between information security managers and users of ICT systems. A digital divide in information
security can be viewed as consisting of existing differences with regard to information security skills
and knowledge, perceptions of information security, social norms, and interpersonal relationships,
any or all of which can result in differences in information security performance among individuals.
Albrechtsen and Hovden pointed out that users can cause adverse incidents through malicious or
unintentional behavior. Users often assume that the responsibility for ICT safety and security rests
with the technology and with the ICT safety and security managers, and they do not realize the
benefits of ICT safety and security measures. In addition, users often trade off ICT safety and security
against efficiency and functionality, which can be caused by efficiency demands, emphasis on
minimum-effort work, and poor quality of ICT safety and security training and education resulting in
insufficient skills and knowledge. For employees, the responsibility for acting in a manner that is safe
and secure for the organization comes on top of other demands they face in their everyday work.

The important role of ICT system users has also been emphasized in studies of safety and security
in electric power supply systems. From 2001 to 2008, Roe and Schulman (2008) conducted a
longitudinal analysis of California’s electricity system (California Independent System Operator). This
system is the transmission manager of California’s high-voltage electrical grid, one of the largest,
most complex, and economically important electricity systems in the world. One of their key
conclusions was that the reliability of these types of electricity systems depends on the performance
of skilled control room operators (users of ICT systems) handling disturbances and variations. An
implicit consequence of this was also an accompanying reliance on the functioning of ICT equipment,
such as sensors and remote controls (process control systems/SCADA systems) without which these
professionals cannot operate (Almklov, Antonsen, and Fenstad, 2012).

3.5.2 Management commitment to ICT safety and security

According to Rasmussen (1997), management’s commitment to safety and security has been a major
problem and led to the related efforts of society to control management incentives through safety
and security regulation. Research on safety climate has also indicated that the safety levels of
organizations are influenced by managers’ attitudes toward safety and the perceived priority given to
safety training (Antonsen, 2009). As previously mentioned, the safety climate represents employees’
perceptions of organizational support, particularly management’s commitment to safety in the
organization. According to Skogdalen and Tveiten (2011), managing an organization’s safety requires
a long-term approach focused on the key determinants of the safety culture, and one of the prime
factors is the degree of management commitment to safety at all levels, from first-line supervisors to
managing director. Managers should also check whether their safety commitment is being
transmitted to others and, according to Flin, O’Dea, and Yule (2002), this can be achieved with the
use of safety climate surveys.
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Hagen (2009) argued that information security should be embedded in all management processes
and should include incident reporting and organizational learning. Organizational policies and user
guidelines require the commitment of top-level managers and should be directly linked to the
company’s business strategies. The top management must demonstrate commitment to ICT safety
and security through its activities and through a dedicated budget. An organization’s safety and
security policy should contain a letter of commitment from the top management showing
commitment to ICT safety and security within the organization and assign the responsibilities of each
member of the organization, particularly line management, top management, and safety and security
professionals (Johnson, 2006).

3.5.3 Awareness creation and training

According to Furnell (2007), one of the essential aspects of good information security management is
an effective security culture that includes consistent, appropriate attention to employee security
awareness, training, and education (referred to in Hagen, 2009). A lack of safety and security
awareness by users has been cited as the top obstacle for effective ICT safety and security. If people
(management and employees) do not handle and protect ICT systems in a safe and secure manner,
even the best technologies will be ineffective.

Previous research has also suggested that the impact of ICT safety and security breaches coming
from people inside an organization is bigger than all other sources combined (Johnson, 2006; Hagen,
2009). Hagen and Albrechtsen (2009a) performed a comparative study of the regulation of
information security and the impact on top management commitment in the electric power supply
sector versus the finance sector in Norway. Their results showed that a larger number of electric
power supply companies reported incidents typically caused by insiders (e.g., abuse of ICT systems,
unintentional use violating security) compared with financial companies. The researchers found that
higher organizational security awareness corresponded with less exposure to insider threats. The
results of the study also showed that high management engagement corresponded with a high
degree of adopted security measures and a lower degree of insider incidents.

According to Albrechtsen and Hovden (2009), both the ICT safety and security managers and the
end-users of ICT systems that were interviewed in their study agreed that end-users often do not
have the knowledge or skills needed for safe and secure behavior. Both groups believed this
shortcoming to be the result of insufficient training. Users of ICT systems often do not realize the
benefits of information security; they consider practicality and efficiency as far more important in
their work. Both the interviewed managers and end-users also agreed that the best measures to
raise awareness regarding ICT safety and security were interactive, face-to-face measures (e.g.,
personal meetings or presentations). However, this type of measure was also among the least
frequently used approaches by the companies in the study. Formal one-way communication
methods, such as information material and electronic information (e.g., screen savers, e-mail
messages, leaflets) were extensively used because these measures are simple and cheap.

Albrechtsen and Hovden (2009) found that employee participation is valuable for measures
influencing user performance as well as for other parts of information security management.
Practical learning (through interaction) rather than formal education is likely to be the most effective
way to improve knowledge on how to act safely and securely. Thomson and von Solms (1998) argued
that social psychological principles must be introduced to improve the effectiveness of security
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awareness programs. The use of role-playing exercises and the use of examples related to the
employee’s own work situation were suggested as good techniques to achieve information security
awareness among users of ICT systems. Use of e-learning can also strengthen individual security
awareness and behavior. Hagen and Albrechtsen (2009b) discussed the effects of a computer-based
security training program (using e-learning software) which was introduced in a multinational
commercial organization in 2008. The study documented significant improvements in information
security knowledge, awareness, and behavior of the employees who participated in the training
program.

Johnsen (2012) studied key safety and security challenges in a complex industrial setting, i.e., the
use of integrated operations (I0) in the Norwegian onshore and offshore petroleum sector. 10 is a
new technology that involves the integration of traditional ICT systems with the process control
systems (SCADA systems) used in production, and the systems are distributed between onshore and
offshore. Johnsen’s research was performed through a survey of all 46 offshore oil and gas
installations in the North Sea, and one result found in the data analysis and discussions was an
absence of systematic knowledge sharing and awareness training. Information about undesirable
ICT/SCADA incidents had not been shared among the relevant stakeholders, and systematic
awareness training related to ICT/SCADA security had not been performed. According to Johnsen,
this would affect both anticipation and attention and might reduce the resilience of the system.
Jaatun et al. (2009) also studied the use of 10 within the petroleum industry on the Norwegian
Continental Shelf. Although the petroleum sector has experienced few incidents in relation to its
SCADA systems, being unprepared for higher risk factors and new and unforeseen threats will,
according to their study, be very costly in an industry that depends on virtually no downtime for its
productions systems.

As previously mentioned, the Data Protection Authority, NSM, and Office of the Auditor General
have revealed weaknesses in risk assessments conducted by Norwegian public administration. They
pointed out that existing security measures are often unsystematic and fragmented and that
information security efforts neither have enough support from management nor are well integrated
into business management (Regjeringen, 2012a). According to the action plan for the Cyber Security
Strategy for Norway (2012), awareness regarding ICT safety and security has significant potential for
improvement among top management, middle management, and employees in many organizations.

Similarly, results from the national Norwegian Computer Crime and Security Survey from 2012
showed an increasing gap between threats and safety and security measures in Norwegian
organizations at the same time that ICT dependence is increasing. According to the survey, citizens,
employees, and managers in Norwegian enterprises/organizations should be safety and security
conscious and must increase their knowledge of ICT safety and security. Everyone should have access
to information regarding safety and security challenges and safety and preventive measures, and
everyone needs to understand that measures must be implemented. Organizations need to have the
necessary procurement expertise for purchasing new ICT tools and services, using external
consultancy, and outsourcing enterprise services. Recommendations from the survey included
establishing an ICT safety and security culture in organizations through continuous training and
awareness creation activities for all employees; ICT safety and security awareness and knowledge
among managers must also be increased.
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4. Conceptual clarifications

This chapter provides an overview of and discusses several concepts that are essential for theoretical
discussions of challenges for safety and security management (i.e., risk, vulnerability, uncertainty,
complexity, safety and security). In the literature, these concepts are used in various ways and there
exists no common accepted terminology (Vatn, Hokstad, and Utne, 2012). However, the concepts of
risk, uncertainty, vulnerability, and complexity are often seen as closely linked, and these concepts
are again closely linked to the concepts safety and security.

4.1 Risk, uncertainty, vulnerability, and complexity

The concept of risk can be given many different definitions which represent different ways of looking
at risk. In this thesis, | have chosen to understand the concept of risk as a perspective from which to
analyze the uncertain consequences of future developments and changes in societies. Uncertainty
refers to the difficulty of predicting the occurrence of events and/or their consequences, and
uncertainty may result from an incomplete or inadequate reduction of complexity (Aven and Renn,
2010). However, as mentioned previously, it is important to acknowledge that perceived risk (i.e.,
subjective risk judgments) can be influenced by several factors, which will be further discussed later
in this thesis.

Specific uncertainties become risk objects that need to be managed, and organizations can be
seen as processors of uncertainty. According to Power (2007), institutionalized (cultural) frames
underwrite social accounts of the control and manageability of risks. The organization of uncertainty
involves the creation of ideal frames for the management of issues under the description of risk;
organizations must be seen to act as if the management of risk is possible. Visions of risk
manageability constitute a new space of responsibility and actionability; the organization of
uncertainty in the form of risk management designs and standards is related to expectations of
governance and demands for defendable, auditable processes. Since the mid-1990s, there has been
an expansion in discourses of risk and its management and, according to Power, the dominant
discourse of risk management has shifted from the logic of calculation to that of organization and
accountability; this represents a shift from a discipline with its foundations in analysis and calculation
to a more general governing framework both for risk analysis and for management in general.

The concept of vulnerability relates to complexity and interdependencies in technological and
social systems. As stated in section 2.6, vulnerability is defined in different ways depending on
different research traditions, but it is most often conceptualized as constituted by components that
include exposure to perturbations or external stresses, sensitivity to perturbation, and the capacity
to adapt. Vulnerability can be defined as society’s inability to resist or manage hazards and threats,
and society’s vulnerability can be defined as vulnerabilities across sectors and governance levels
(Rasmussen, 1997). Vulnerability is closely linked to concepts of risk (Renn, 2008); however, public
policies to mitigate the impacts of unwanted events still differ depending on whether they focus on
reducing risk or reducing vulnerability. Risk-based approaches do not depend on reduction of
vulnerability for their success (Sarewitz, Pielke, and Keykhah, 2003), and society’s ability to manage
events through ordinary routines can be strongly influenced by vulnerability in critical technological
and social systems (i.e., how these systems influence and depend on each other).
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According to Aven and Renn (2010), the degree of complexity and uncertainty are two aspects
that can be used to distinguish between different types of risk problems (situations). Here complexity
refers to the difficulty of identifying causal links between a multitude of potential causal agents and
specific effects, and uncertainty refers to the difficulty of predicting the occurrence of events and
their consequences. The National Institute of Standards and Technology (NIST) is a part of the U.S.
Department of Commerce and responsible for developing standards and guidelines for providing
adequate information security for all agency operations and assets in the U.S. NIST has developed a
guide to process control systems security, and one of the threats to process control systems listed in
this guide is complexity. As previously mentioned, process control networks are often more complex
than traditional ICT networks and require a different level of expertise (e.g., control networks are
often managed by control engineers, not ICT personnel). Process control systems can have very
complex interactions with physical processes, and consequences in the process control system
domain can manifest in physical events (Stouffer, Falco, and Scarfone, 2011).

Some unwanted events can have cascading effects far beyond the system in which they occurred,
which means that single events can affect several societal functions simultaneously. Events in
technological and social systems can thus spread quickly to other sectors and/or systems. Among the
best examples of complex technological systems are the focus areas of this thesis: energy supply
systems and ICT systems, or failure in such systems, that depend on energy and ICT (e.g., financial
systems, transport systems, hospitals) (OECD, 2003). Cyber risk can be seen as a systemic risk, an
emerging risk, and a possible transboundary crisis. Systemic risks are risks that affect the systems on
which society depends. According to the OECD, changes likely to affect risks and their management
in the future may occur in four contexts: demography, the environment, technology, and
socioeconomic structures. These will reshape conventional hazards and create new ones, modify
vulnerability to risks, transform the channels through which accidents spread, and alter society's
response. Furthermore, cyber crime, terrorist attacks, and some natural catastrophes call for a
critical look at both the safety and security of networked systems and the social infrastructure that
makes them vulnerable. The sheer complexity of today’s world requires a broad approach to the
subject of systemic risks (OECD, 2003). Systemic risks cross the boundaries between different
infrastructure sectors, as well as different levels in those sectors (Almklov, Antonsen, and Fenstad,
2012).

The International Risk Governance Council (IRGC, 2010) has defined emerging risk as “a risk that is
new, or a familiar risk in new or unfamiliar conditions. Emerging risks are issues that are perceived to
be potentially significant but which may not be fully understood and assessed.” Definitions vary
according to the sector under scrutiny. Emerging risks may challenge efforts to maintain societal
security based on cross-sectorial and multi-level governance. According to the OECD report “Future
Global Shocks — Improving Risk Governance” from 2011, shocks in the future may arise from
previously unknown hazards for which there are no data and no model for likelihood and impacts,
the so-called unknown-unknown events. The working definition of future global shocks in this report
is “a rapid onset event with severely disruptive consequences covering at least two continents”
(OECD, 2011a). Important examples of these future global shocks are cyber risks, as well as
pandemics, financial crises, and geomagnetic storms.
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According to Ansell, Boin, and Keller (2010), in recent years crises and disasters have become
increasingly transboundary in nature. Examples of transboundary crises are epidemics, financial
crises, ice storms, and oil spills. These crises affect multiple jurisdictions, undermine the functioning
of various policy sectors and critical infrastructures, escalate rapidly, and morph along the way.
Energy blackouts and cyber attacks are also considered transboundary crises. All crises and disasters
require a rapid response which must be delivered under conditions of collective stress and deep
uncertainty. Nevertheless, according to Ansell, Boin, and Keller, these challenges become more
difficult to manage when a crisis spreads across geographic borders and policy boundaries. More
participants become involved, and these participants tend to be more dispersed, have more
divergent agendas, and be less acquainted with each other.

As previously mentioned, based on numerous examples, failures in one infrastructure can lead to
disruptions in other infrastructures and in the process lead to serious human, material, and economic
consequences. The existence of such cascading effects highlights the tight couplings between various
infrastructures and also the degree of complexity that makes these interconnections difficult to
identify and manage (Almklov, Antonsen, and Fenstad, 2012).

4.2 Safety and security

Risk research has traditionally distinguished between the terms safety and security, but their
meaning can vary considerably from one context to another. This can lead to serious
misunderstandings when individuals from different technical communities collaborate. According to
Piétre-Cambacédés and Chaudet (2010), the critical infrastructure protection domain is particularly
prone to such difficulties. Safety and security are core, omnipresent concepts in the domain at both
policy and technical levels, and the complexity of critical infrastructure systems involves the
coordination of multiple actors from multiple engineering disciplines. Each discipline has its own
understanding of the terms safety and security (e.g., the meaning of security to an electrical engineer
differs from the meaning to a computer scientist, and both meanings differ from the meaning to a
nuclear expert).

Pietre-Cambacédés and Chaudet found that two relevant and representative distinctions can be
identified (the SEMA referential framework). The first is the system versus environment distinction
(S-E), where security is concerned with the risks originating from the environment and potentially
affecting the system, whereas safety deals with the risks arising from the system and potentially
affecting the environment. The second is the malicious versus accidental distinction (M-A), where
security typically addresses malicious (intentional) risks, while safety addresses purely accidental
(unintentional) risks (p. 59).

According to Piétre-Cambacédes and Chaudet, the power grid sector and data (ICT) networks
provide good examples of multiple definitions that can be clarified by SEMA. Electrical transmission
and distribution networks are highly technical systems that evolve rapidly and involve diverse
security and safety issues and challenges. In the power grid sector, the involved actors have different
backgrounds, making it a good example of a thematic area that is full of traps and potential
ambiguities with regard to the terms safety and security. The term safety is consistently used in the
sector to denote the prevention of accidental harm from the power system and its components to
humans and the environment. The term security is much more ambiguous. From a strict electrical
engineering perspective, security is usually understood as the ability to survive disturbances (e.g.,
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short-circuits, unanticipated loss of system elements) without interruptions in customer service. The
nature of the cause is usually not considered. The malicious dimension is not explicitly excluded but
is considered marginally, and the impact of the system on the environment is not in scope because it
is treated as a safety aspect. Nevertheless, growing critical infrastructure protection concerns which
were reinforced in the aftermath of the attacks of September 11, 2001, have led to numerous efforts
to address malicious risks, especially regarding terrorist and external threats. In this perspective, the
term security is associated with a different meaning which is often delimited by the malicious versus
accidental distinction.

As previously stated, the increased dependence of the power grid on ICT coupled with the global
interest in the AMI and smart grid has introduced new types of malicious risks. Cyber security
concerns have caused the term security to be viewed in another manner. Moreover, internal threats
are in some cases treated as separate issues. All critical infrastructures are highly dependent on
telecommunications and data networks, and the protection of these assets is referred to as critical
information infrastructure protection. Consequently, use of the terms security and safety in this
context reflects the pervasiveness of telecommunications and data networks in the various critical
infrastructure sectors and varies accordingly. The Internet Engineering Task Force (IETF), recognized
as one of the principal technical bodies in the Internet domain, gives no relevance to the malicious
versus accidental distinction. Safety is seen as a system-to-system issue, whereas security is
potentially much broader. Definitions of security in the 1SO/International Electrotechnical
Commission (IEC) series of standards on information security also cover malicious and accidental
aspects. However, the ISO/IEC documents (technical standards) do not mention safety, which may
explain the conceptual width given to the term security (Pietre-Cambacédes and Chaudet, 2010).

Avoiding ambiguities in the meaning of the terms security and safety can be important for system
design, risk assessment, policy-making, and collaborative research. With regard to safety, the
importance of information-sharing and learning from previous accidents is often emphasized;
however, secrecy is often emphasized when it comes to security issues (especially according to the
malicious versus accidental distinction). Methods and tools involved in risk assessments can also be
highly dependent on the chosen distinctions. For example, stochastic modeling is a well-established
method for assessing accidental risks in industry, whereas it is unusual to model malicious behavior
using this method because of its very different nature (Pietre-Cambacédes and Chaudet, 2010).

Using the malicious versus accidental distinction, Sivertsen (2007) argued that studies of risk and
vulnerability in ICT systems should discuss both safety and security (p. 16) and, according to Aven
(2007), both accidental threats (hazards) and threats of intentional origin need to be covered when
discussing the massive use of ICT devices, the complexity of modern infrastructures, and the
increasing interconnectedness among systems and organizations. According to the OECD,
governments are vulnerable to a wide range of unwanted cyber events, both accidental and
deliberate (OECD 2011b), and the U.S. NIST emphasizes that the personnel responsible for operating,
securing, and maintaining the process control system must understand the important link between
safety and security (Stouffer, Falco, and Scarfone, 2011). Furthermore, according to the Norwegian
Computer Crime and Security Survey (2012), it is possible for data to fall into the wrong hands and be
misused and manipulated without it being the result of a deliberate attack (NSR, 2012).
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Many definitions of safety build on the idea that safety can be linked to risk — the lower the risk
the higher the safety, and vice versa; however, this idea has also been challenged by several
researchers. Aven (2014), for his part, held that for broad risk perspectives, which highlight
uncertainties beyond probabilities and expected values, safety can in fact be considered the antonym
of risk, and safe can be defined by reference to acceptable risk. An example of such a risk perspective
is risk understood as uncertainty about and severity of the consequences of an activity (Aven and
Renn, 2010), that is, the risk perspective applied in this thesis. According to Aven, seeing safety as the
antonym of risk leads to simple and easily understandable definitions of safety, and we avoid the
introduction of a double set of definitions for risk and safety and safe. However, this common
platform for the risk and safety concept needs to be based on sufficiently broad risk perspectives that
give due attention to the uncertainties. Using this risk interpretation, we acknowledge that being
safe is a subjective judgment dependent on institutional processes to determine what is acceptable
risk and what is not.

According to Aven, there is no problem technically to extend the safety definition (of safety as the
antonym of risk) to also include intentional situations and events, as the risk concept does not
distinguish between intentional and unintentional. The same might be said about the system versus
environment distinction, and it may not be possible to make a clear distinction between safety and
security. Accordingly, this thesis discusses both safety and security. Both safety and security issues
are important with regard to ICT systems, which are vulnerable to both attacks and accidents (e.g.,
technical malfunctions), and risks that may arise within the organizations and in the organizations’
environment. The focus in this project is on organizational risk (which affects societal safety and
security), and not on occupational safety and health (HSE) and personal risk. However, as mentioned
earlier, threats to organizations operating critical infrastructure may also lead to serious
consequences for public safety, security, and health.

4.3 Safety and security (risk) management

According to Aven et al. (2004), the term safety (and/or security) management system (or risk
management system) can be used to describe all measures that are implemented to achieve,
maintain, and develop a level of safety and security in accordance with defined safety and security
goals. According to Boin and McConnell (2007), preventing all extreme threats from materializing is
not possible. We cannot know every conceivable “worst case” that may unfold, and there are
political, cognitive, informational, cultural, and resource barriers to being able to prevent any
possible threat to our critical infrastructures. The same is said about information security: Much
vulnerability may be minimized or eliminated through management, operational, or technical
controls as part of the organization’s resiliency effort; however, it is virtually impossible to
completely eliminate all risks. Contingency planning is designed to mitigate the risk of system and
service unavailability by providing effective and efficient solutions to enhance system availability
(Swanson et al., 2010). Organizations must attempt to develop broad and comprehensive defenses
for all relevant threats, to identify successful attacks and their consequences, and to plan for
extraordinary incidents with potentially large consequences.

Rasmussen (1997) discussed risk management in a modern dynamic society and introduced the
sociotechnical system involved in risk management. Many levels of politicians, managers, safety
officers, and work planners are involved in the control of safety (and security) by means of laws,
regulations, rules, and instructions that are formalized means for the control of hazardous physical
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processes. The purpose is to motivate workers and operators (employees) and to educate them,
guide them, or constrain their behavior by rules and equipment design so as to increase the safety of
their performance. In addition to the use of regulations, rules, and instructions, Rasmussen discussed
cognitive control of behavior and, according to him, important questions with regard to risk
management were: Will decision makers be committed to safety? Is management prepared to
allocate adequate resources to the maintenance of defenses? Do regulatory efforts serve to control
management priorities properly? Are decision makers aware of safety constraints? A more thorough
description of the sociotechnical perspective on risk management will be given in section 5.2.

According to Power (2007), the organization of uncertainty in the form of risk management
designs and standards is related to expectations of governance and demands for defendable,
auditable processes. Public demands for risk regulation and greater transparency and accountability
in risk handling have led to a shift from risk analysis to risk governance, a shift toward a form of risk
governance that is more corporate in form and constitutes the governance of risk management. Risk
governance refers to a complex of coordinating, steering, and regulatory processes conducted for
collective decision-making involving uncertainty. The term governance comprises both the
institutional structure (formal and informal) and the policy process that guides and restrains
collective activities of individual groups and societies. Its aim is to avoid, regulate, reduce, or control
risk problems (Renn, 2014).

As previously mentioned, ideas about internal control (functional self-regulation) and risk
management have been increasingly commingled, and risk management and regulation are no longer
seen as broadly contrasting methods of assuring safety and security (Power, 2007). Regulatory
agencies seek to harness organizations’ risk management systems as regulatory assets (Ayres and
Braithwaite, 1992, referred to in Scheytt et al., 2006), and incentives of various kinds can be used to
get organizations to internalize regulatory objectives, including the promise of a lower burden of
inspection (Scheytt et al., 2006). Risk management is a part of the risk-governing process and is based
on different regimes, that is, the set of rules and standards that govern the handling of risk in a
specific regulatory context (Renn, 2014).

Traditionally, industrial safety has focused its effort on preventing incidents that had occurred in
the past. More recently, the aim has become to identify and evaluate potential threats before they
realize their catastrophic potential (Mearns et al., 1997). Safety (and security) management programs
often include risk and vulnerability assessments, management strategies, training, information, and
technical design (Aven et al., 2004). In earlier years, risk and vulnerability analyses of technological
systems (e.g., the electric power supply system) were mostly concentrated on technical factors, but
during the last decades human and organizational factors have also become important parts of the
analysis (Fridheim and Hagen, 2007). Organizations have to implement different preventive
measures based on the results of the risk and vulnerability analysis.
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According to Hood et al. (2002, referred to in Renn, 2014), risk management for technological
systems requires technological, organizational, and behavioral measures for reducing risks:

e Technological measures relate to the inclusion of active and passive safety devices.

e Organizational measures include emergency and contingency plans, guidelines, monitoring
requirements, and provisions for assuring accountability and competence.

e Behavioral measures include all educational and training efforts to improve personal
performance, increase sensibility toward safety issues, and strengthen the feeling of
responsibility and accountability among the staff (safety culture).

With regard to information security management (ICT safety and security), Hagen, Albrechtsen,
and Hovden (2008) also distinguished between technical security measures and organizational
security measures. Technical security measures comprise firewalls, antivirus software, passwords,
spyware, and malware protection, for example. In addition, a wide range of different organizational
information security measures and activities exists. Hagen, Albrecthsen, and Hovden categorized
these measures into four main groups:

e The security policy, which is the foundation of any security regime. This policy specifies the
strategies behind an organization’s information security approach through a written
document, directly linked to the overall strategy of the company.

e Procedures and controls, which are directly derived from the security policy. This group of
measures consists of documents guiding individual and organizational behavior such as user
instructions, security plans, and non-disclosure agreements, as well as control and follow-up
activities of the documented systems.

e Administrative tools and methods include both proactive and reactive means such as asset
classification, risk analysis, audits, and incident reporting systems.

e (Creation and maintenance of security awareness, which includes both individual and
collective activities, that is, education and awareness-raising initiatives (e.g. e-mails,
pamphlets, mouse pads, formal presentations, e-learning, discussion groups).

According to Leveson et al. (2009), organizational factors play a role in almost all accidents and are
a critical part of understanding and preventing them. Technologies enable growth and promise global
prosperity but may also cause major disruptions and undesirable long-term consequences. We need
to understand not only the technologies, but also the organizations and institutions that implement,
sustain, and co-evolve with the technologies. The way safety is managed in an organization, or
regulated by a regulatory authority, depends heavily on the beliefs and assumptions that managers
and safety professionals have concerning organizational behavior and safety (Reiman and
Rollenhagen, 2011). In this thesis, | have chosen to study several important elements of safety and
security management systems which have been identified in previous research (Rasmussen, 1997;
Hagen, Albrechtsen, and Hovden, 2008; Renn, 2014; Aven et al., 2004); i.e., government risk
regulation, the use of technical standards for safety and security, risk perception among managers
and employees, management commitment to safety and security, and awareness creation and
training with regard to safety and security.
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5. Theoretical foundations

This chapter starts with a summary of various theories within the safety science field, and then goes
on to describe the main theoretical framework of this thesis (i.e., the sociotechnical perspective and
institutional organizational theory). Last, different theories about regulation, standards,
sensemaking, risk perception, safety culture, and management commitment and awareness are
explored in relation to the theoretical framework.

5.1 Safety science

Safety science can be viewed as knowledge about safety-related issues and the development of
concepts, theories, principles, and methods to understand, assess, communicate, and manage safety
(Aven, 2014). Certain theories have been popular in the safety science community in recent decades,
as evidenced by their widespread citation. Three theories in particular are often cited: normal
accident theory, high reliability theory, and resilience engineering (Hopkins, 2014).

Charles Perrow introduced the normal accidents theory in 1984. He detailed the concepts of
coupling and complexity and claimed that failures may be inevitable as systems grow increasingly
complex. The main problem is that it is impossible to predict the widespread impacts if one system
component fails. Systems can be described by their complexity and by the tight coupling of their
components and processes. Perrow’s framework was not initially designed to address infrastructure
interdependencies; however, his key concepts can be instrumental in highlighting some of the
challenges related to infrastructure interdependencies. Coupling can refer to the degree of
interconnectedness in technological systems (i.e., the extent to which failures are able to escalate
rapidly and spread to other parts of the system or other technological systems). The concept of
complexity here refers to the nature of interactions between parts of a system or between
infrastructures. In a system of complex interactions, its processes will be characterized by “unfamiliar
sequences, unplanned and unexpected sequences, and either not visible or immediately
comprehensible” (Perrow, 1984, referred to in Almklov, Antonsen, and Fenstad, 2012).

In relatively simple systems — where only a few elements and their relationships and
interconnections are well understood — it is relatively easy to determine how an event will
propagate. This is not the case in complex systems. Indeed, it can be extremely difficult to
understand propagation in complex systems because they are “composed of many parts that interact
with and adapt to each other and, in so doing, affect their own individual environments and, hence,
their own futures. The combined system-level behavior arises from the interactions of parts that are,
in turn, influenced by the overall state of the system. Global patterns emerge from the autonomous
but interdependent mutual adjustments of the components” (OECD, 2009). According to Hagen,
Fridheim, and Nystuen (2005), most societal services and critical infrastructure adhere to Perrow’s
description of complexity and tight couplings, and this is especially true for critical ICT systems. Large
interconnected infrastructures are characterized by high complexity, and ICT is both a critical
infrastructure in itself and at the same time an important component of other critical infrastructures,
which further increases the complexity (Line and Tgndel, 2012).

One can argue that several critical infrastructures are becoming both more tightly coupled to each
other and at the same time more interactively complex (Almklov, Antonsen, and Fenstad, 2012).
According to Utne, Hassel, and Johansson (2012), the largest challenge when it comes to modeling
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and simulating interdependent infrastructures is the vast complexity. Even if we only consider a
single infrastructure, the complexity is significant. Extrapolating this to the system of systems, a set
of interdependent critical infrastructures, the complexity is manifold. According to Leveson (2004),
technology today (especially digital technology) is changing faster than the engineering techniques to
cope with the new technology are being created. Lessons learned over centuries about designing to
prevent accidents may be lost or become ineffective when older technologies are replaced with new
ones. The time to market for new products has significantly decreased, and carefully testing systems
and designs to understand all the potential behaviors and risks before commercial and scientific use
is often no longer possible. Interactive complexity is increasing in the systems we are building, and
we are designing systems with potential interactions among the components that cannot be
thoroughly planned, understood, anticipated, or guarded against. Thus, the degree of uncertainty is
also high (Aven and Renn, 2010), which can create challenges for safety and security management of
organizations.

The theory of high reliability organizations (HROs) is another widely known theory, popular both
inside and outside academia. HROs have been seen as organizations that operate with hazardous
technology in a “nearly accident-free” manner or with many fewer accidents than might have been
expected (Hopkins, 2014). For Weick and Sutcliffe (2001), HROs (which they called “mindful
organizations”) manage the unexpected through five processes:

e Preoccupation with failures rather than successes

e Reluctance to simplify interpretations

e Sensitivity to operations

e Commitment to resilience

e Deference to expertise, as exhibited by encouragement of a fluid decision-making system

Together these five processes produce a collective state of mindfulness (referred to in Hopkins,
2014).

According to Roe and Schulman (2008), the study of reliability in critical systems is the study of
strategic balances that must be struck between efficiency and reliability, between learning by trial
and error and the prevention of risky mistakes, and between maximizing our anticipation of shocks
and maximizing our resilience to recover after them. High reliability management also concerns how
these balances are achieved and sustained. Roe and Schulman’s framework for understanding high
reliability management highlights the crucial role of reliability professionals — control room
operators, key technical department heads, and support personnel. Their special cognitive skills and
flexible performance modes maintain reliable operations even in the face of widely varying and
unpredictable conditions. Westrum (1992) argued that organizations conducting potentially
hazardous operations need requisite imagination (i.e., a diversity of thinking and imagining that
matches the variety of possible failure scenarios). Having this requisite imagination characterizes
high reliability organizations. High reliability organizations can manage and sustain almost error-free
performance despite operating in hazardous conditions where the consequences of errors could be
catastrophic. According to Westrum (2004), these organizations can also be described as having a
generative culture. A generative culture requires that alignment, awareness, and empowerment
replace suspicion, isolation, and passivity. An open and generative culture will mean better uptake of
innovations and better response to danger signals.
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A third perspective that has become popular in recent years is resilience engineering (Hopkins,
2014). According to Hollnagel et al. (2010), resilience engineering can be defined as the “intrinsic
ability of a system to adjust its functioning prior to, during, or following changes and disturbances, so
that it can sustain required operations under both expected and unexpected conditions" (p. xxxvi).
The development of resilience engineering has focused on four abilities that are essential for
resilience: the ability to (a) respond to what happens, (b) monitor critical developments, (c)
anticipate future threats and opportunities, and (d) learn from past experience, successes as well as
failures. Working with the four abilities provides a structured way of analyzing problems and issues,
as well as of proposing practical solutions (concepts, tools, and methods). According to Hopkins
(2014), resilience engineering is quite similar to HRO theory.

5.2 Sociotechnical dimensions of safety

As shown in the previous section, the past 30 years of research on accidents have built an
understanding of ensuring safety that goes beyond technical rationality and traditional engineering
models. In 1997, Rasmussen introduced a sociotechnical perspective, where stressors from the
environment affect the organizations’ management. Sociotechnical systems involved in risk
management include several levels ranging from legislators through managers and work planners to
system operators. These systems are stressed by the fast pace of technological change, by an
increasingly aggressive, competitive environment, and by changing regulatory practices and public
pressure. According to Rasmussen, risk management must be modeled by cross-disciplinary studies,
considering risk management to be a control problem and serving to represent the control structure
involving all levels of society, which requires a system-oriented approach (Rasmussen, 1997).

Figure 3 shows Rasmussen’s (1997) model of the sociotechnical system. At the top of the
sociotechnical system, society seeks to control safety through the legal system, where safety has a
high priority but so have employment, production, and trade balance. Legislation makes explicit the
priorities of conflicting goals and sets boundaries of acceptable human conditions. The next level is
authorities and industrial associations, workers (trade) unions, and other interest organizations. Here
the legislation is interpreted and implemented in rules to control certain hazardous activities for
certain employees. The rules must also be interpreted and implemented in the context of particular
companies, where the work processes and equipment applied can be considered. Many details from
the local conditions and processes need to be added to make the rules operational. At the bottom
level are design of the productive and potentially hazardous processes and equipment and the
development of standard operating procedures for the relevant operational states, including
disturbances.

According to Rasmussen, the usual approach to modeling sociotechnical systems was by
decomposition into elements that are modeled separately. However, he emphasized the need for
more studies of the vertical interaction among the levels of sociotechnical systems with reference to
the nature of the technological hazard they are assumed to control. In addition, practically speaking,
laws, rules, and instructions are never followed to the letter. As previously mentioned, legislation
and rules must be interpreted and implemented in the context of particular companies, and
modifications of instructions are repeatedly found. The study of decision making cannot be
separated from a simultaneous study of the social context and value system in which it takes place
and the dynamic work process it is intended to control. Thus, it is important to include cognitive
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science in studies of risk (or safety and security) management (e.g., processes of sensemaking,
perception, awareness, and commitment).

Using the sociotechnical approach we have to consider factors related to man, technology, and
organization (MTO) in investigations of accidents or attacks in the past and in the risk assessment of
the future (Johnsen, 2012). According to Albrechtsen and Hovden (2007), information security is a
less mature field than industrial safety when it comes to sociotechnical approaches. Hagen (2009)
argued that research on information security management has much to learn from the sociotechnical
theoretical approach when it comes to dealing with the human factor in organizations. Good
information security performance can be achieved through a dynamic interaction among technology,
individuals, and organizational factors. However, according to Dyreborg (2006), it is important to
expand on the sociotechnical perspective so that it opens up to understand that not only does the
environment influence organizations, organizations also influence their environments.

According to Dyreborg (2006), research on risk and safety has evolved from being dominated by a
formal rational perspective through a bounded rational perspective to a cultural open perspective
where social and cultural factors increasingly are seen as important for the understanding and
analysis of safety. This corresponds well with Reason’s (1997) discussion of three approaches to
safety management: the person model directed at reducing personal injury events, the engineering
model focusing on the human-machine interface and system reliability, and the organizational model
that deals with the integrity of defenses and broader systemic factors (p. 239). Dyreborg argued that
it is important to develop a better understanding of the mechanisms that can influence
organizational safety and that preferences and decisions are related not only to individuals but also
to social and cultural mechanisms. In addition, research on organizational safety should apply an
open organizational perspective to be better able to capture the increasing importance of the
external dynamic boundaries for organizations’ management of safety. It is important to understand
organizational safety (and security) in connection with the organizations’ environment, as well as
how interactions play out in practice between organizations and their environment on the one side
and between organizations and individuals/groups on the other.

Thus, my research in this thesis is consistent with the sociotechnical perspective on risk (or safety
and security) management where stressors from the environment affect the organizations’
management, and | include and discuss several levels of the sociotechnical system from
legislators/regulators (regulatory authorities) through managers and employees. The socio-technical
approach means that we must explore theories from several research domains (Johnsen, 2012). In
the present study, | have chosen to apply institutional organizational theory to expand on the
sociotechnical perspective. As in the sociotechnical perspective, the institutional organizational
perspective (an open organizational perspective) emphasizes regulative, normative, and cognitive
aspects that can influence safety and security management. In addition, | explore theories from
industrial safety and elements from information security research.
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Figure 3. Collaboration in the sociotechnical system to improve risk management according to
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Rasmussen (1997) (from Johnsen, 2012).

Research
Discipline

Political Becience;
Law;, Economics,
Sociology

Econotics,
Decision Theoty;
Organdzational
Bociology

Industrial
Engineering,
Management &
Organization

FPsychology,
Human Factors;
Humatr-Ilachite

Interaction

Iecharical,
Chemical,
atid Electrical
Engineering

mgng

o
’-6.
E.
o
=]

1

Government
Eay [
ment Safety Review, g.- o E‘
Aecident B E%
Analyses % g_ 12
26
v Regulators 2 5,;7;
Lais g E.
Tade- Incident k J
met Feports
+ Company
Regulations 1
E P— Changing market
- perations s
i . e condfmons atwd
| financial pressure

+ Management

Company Policy

Tadz- Logs &
melnt Work Beports
¥ Staff
P? "
hadz- Chservations
ment Data
Il
Work
Ertions
Hazardous process

49

——

Changing cornpetency
and levels of education

afury o2 0[0UN04]
0 aoedqseg



Theoretical foundations

5.3 Institutional organizational theory - organizations and their
environments

Organizational forms affect which issues get attention and which are ignored, how the issues are
grouped together, and how they are separated. Organizational arrangements therefore have vital
importance for risk management. Furthermore, external pressures, developments, and shocks
(crises) may well be influential and result in new perceptions and organizational or procedural
changes (Lango, Laegreid, and Rykkja, 2011). Many approaches to understanding the relationship
between organizations and uncertainty (risk) focus on the organization-environment relationship
(Power, 2007). In this thesis, | have chosen to apply institutional organizational theory (or
organizational institutionalism) as part of my theoretical framework, which emphasizes that
organizations are open systems strongly influenced by their environments. Organizations are
embedded in society and are affected by institutions, ideas, rules, and legitimate patterns of action
that are generally taken for granted. Attention is directed toward forces that lie beyond the
organizational boundary in the realm of social processes (Brunsson and Jacobsson, 2000; DiMaggio
and Powell, 1983, 1991; Hoffman, 1999). Organizations and environments are interdependent;
environments influence organizations but organizations also influence environments, and thus the
sharp distinction between organization and environment is blurred (Power, 2007).

Modern societies contain many complexes of institutionalized rules and patterns (e.g., products of
professional groups, the state, public opinion), and these are seen as socially constructed realities
which provide frameworks for the creation and elaboration of formal organizations (Scott, 1998). The
roots of the social constructionist approach are found in the social phenomenology of Alfred Schutz,
and in Berger and Luckman’s (1966) The social construction of reality, which challenged realist
approaches by arguing that rationalized social and economic laws are subjective social phenomena
derived from experience rather than objective natural phenomena revealed through experience
(Dobbin, 1994). Organizations are not seen as conforming to institutional demands, but as making
sense of them, adapting them, enacting them, and working upon them (Glynn, 2008, referred to in
Greenwood et al., 2008).

The use of institutionalism with other theories and topics rather than in isolation is, according to
Greenwood et al. (2008), a conspicuous and significant strength. Institutional theory has an
important capacity to stimulate contextualization. It aids us in contextualizing the phenomena we
study, whether that context encompasses regulatory, historical, political, cognitively tacit, or socially
embedded settings. Such contextualization (which includes the understanding that knowledge is
socially constructed within a broader context) is a distinguishing feature of institutional theory and
research. In this thesis, institutional organizational theory is mainly used to contextualize and
structure the studied phenomenon (i.e., challenges for safety and security management).

According to Engen and Olsen (2010), changes in technological systems are characterized by a
complex institutional embeddedness. The environmental contexts in which organizations exist are
constantly changing, and at an increasing rate. These changes lead to increasing complexity,
especially under the impact of fast-paced technological change. Future threats to society are not
limited to specific sectors or areas, but stem from complex interactions among economic,
technological, social, and cultural factors (Olsen, Kruke, and Hovden, 2007). Moreover, a growing
consensus suggests that micro-electronically based information technologies are altering the way we
live, work, communicate, and organize our activities. Orlikowski and Barley (2001) argued that
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information technology research can benefit from incorporating institutional analysis from
organization studies, and organization studies can benefit by following the lead of information
technology research in taking the material properties of technologies into account. Technologies are
embedded in complex interdependent social, economic, and political networks and are consequently
shaped by such broader institutional influences. At the same time, changes are occurring in the
nature of work and organizing that cannot be understood without taking into account changes in the
technological infrastructure on which economic and organizational activity rests. It is important to
consider both the technological changes and the institutional contexts that are reshaping economic
and organizational activities.

Institution is a complex concept, and institutional scholars have not reached agreement on its
definition. Different institutional scholars accord priority to different institutional elements. In the
introduction chapter to The SAGE Handbook of Organizational Institutionalism, Greenwood et al.
(2008) used the term to refer to “(...) more or less taken-for-granted” repetitive social behavior that
is underpinned by normative systems and cognitive understandings that give meaning to social
exchange and thus enable self-producing social order” (p. 5). Since the conceptual beginnings of
modern organizational institutionalism in the late 1970s, the term institution has acquired two
different meanings: institutions as cultural models and institutions as regulatory frameworks. Scott
(1995) brought order to the various strands of institutional analysis by distinguishing between the
regulative, normative, and cultural-cognitive “pillars” or elements/aspects that underpin institutions
(Greenwood et al., 2008). According to Scott (2008), “Institutions are comprised of (sic.) regulative,
normative and cultural-cognitive elements that, together with associated activities and resources,
provide stability and meaning to social life” (p. 48). This thesis builds on Scott’s definition of
institution.

According to Scott, institutions are transported by various carriers — cultures, structures, and
routines — and operate at multiple levels of jurisdiction (Hoffman, 1999) from the world system to
interpersonal interaction. Although rules, norms, and culture-cognitive beliefs (symbolic systems) are
central ingredients of institutions, the concept must also encompass associated behaviors and
material resources. Rules, norms, and meanings arise in interaction and are preserved and modified
by human behavior. Institutions impose restrictions by defining legal, moral, and cultural boundaries,
setting off legitimate from illegitimate activities. However, institutions also support and empower
activities and actors; they provide guidelines and resources for taking action (Scott, 2008). The
institutional influences on organizational behavior can take several forms, but taken together they
guide the interpretation of issues as they emerge and persist (Hoffman, 1999).

The institutional aspects (or pillars) are not operationally distinct, but rather overlap; development
of one aspect influences the development of other aspects (Hoffman, 1999). However, Scott
acknowledged that the cultural-cognitive pillar provides the deeper foundations of institutional
forms (i.e., the infrastructure on which not only beliefs, but also norms and rules rest). Scott also
urged researchers to specify which pillars are operative in which settings, how they unfold, and with
what effects (Scott, 2004, referred to in Greenwood et al., 2008).

The regulative aspects of institutions most commonly take the form of regulations, which guide
organizational action and perspectives by coercion or threat of legal sanctions. The normative
aspects of institutions generally take the form of rules-of-thumb, standard operating procedures,
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occupational (technical) standards, and educational curricula. Their ability to guide organizational
action and beliefs stems largely from social obligation or conformance to norms. The cognitive (or
cultural) aspects of institutions embody symbols (words, signs, and gestures), cultural rules, and
frameworks that guide understanding of the nature of reality and the frames through which that
meaning is developed. Organizations will often abide by them without conscious thought (Hoffman,
1999); that is, they take them for granted. Institutions are viewed as including both formal structures
and informal rules and procedures that structures conduct (Scott, 2008).

Greenwood et al. (2008) were somewhat critical of the definition of institutions as regulatory
frameworks of states and professional agencies. According to them, accounts of how regulatory
agencies (institutions) shape organizational behavior are incomplete institutional explanations unless
they show how regulatory frameworks embody, enact, or transmit taken-for-granted societal norms
and values. Otherwise, referring to regulatory frameworks as “the institutional context” risks
confusing institutional theory with resource-dependence or political-economy explanations.
However, they still conclude that in the interests of guarding the epistemological pluralism the scope
of contributors to institutional theory’s growth seems to indicate they favor the broader construct
definition of institutions put forward by Scott. Scott’s definition increased specificity but encouraged
continued application of institutional theory to multiple levels, topics, and settings.

Institutions exist at the level of the individual, the organization, the field, and the society, but
organizational institutionalism has primarily been interested in institutions and institutional
processes at the level of the organization and the organizational field (Greenwood et al., 2008). An
organizational field refers to those organizations that, in the aggregate, constitute a recognized area
of institutional life (DiMaggio and Powell, 1991). Organizations operate within fields (or societal
sectors) that shape, constrain, and empower them, but are also influenced by the interests and
activities of their own participants. The concept of the organizational field builds on the more
conventional concept of industry, but adds to this focal population other and different organizations
that critically influence their performance, and this includes regulators. The concept of organizational
field expands the framework of analytic attention to encompass relevant actors and governance
structures that empower and constrain the actions of participants in a delimited social sphere (Scott,
2008).

Ultimately, organizational institutionalists believe that organizations are penetrated by
environments and deeply embedded in institutional contexts. A given organization is supported and
constrained by institutional forces. Moreover, a given organization incorporates a multitude of
institutionalized features in the form of symbolic systems, relational systems, routines, and artifacts
(e.g., technology) within their own boundaries. Hence, according to Scott (2008), it is appropriate to
speak of the extent to which organizational components or features are institutionalized, and these
views are shares by all or the great majority of institutional theorists. In addition, the subset of
theorists endorsing a cultural-cognitive perspective has added an additional assertion: The very
concept of an organization as a special-purpose, instrumental entity is a product of institutional
processes — constitutive processes that define the capacities of collective actors, both generally and
as specialized subtypes.

According to the theoretical approach employed in this thesis, technology’s effects on
organizations are socially constructed. Artifacts can be defined as a discrete material object,
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consciously produced or transformed by human activity under the influence of the physical and/or
cultural environment. Artifacts are created by human ingenuity to assist in the performance of
various tasks. The most important characteristic of artifacts is that they all embody both technical
and symbolic elements (Suchman, 2003, referred to in Scott, 2008). Users draw on familiar schemas
and frames to make sense of a new technology. The formal organization can be considered an
institution with accompanying rules and instructions for its incorporation and employment in a social
setting. Institutions are taken for granted in that they are both treated as relative fixtures in a social
environment and accounted for as functional elements of that environment (Jepperson, 1991). Once
a technology is developed and deployed, it tends to become reified and institutionalized, losing its
connection with the human agents that constructed it and gave it meaning, and appears to be a part
of the objective, structural properties of the organization (Roberts and Grabowski, 1996).

Institutions can shape technological trajectories, but technologies can also shape organizations
(Leonardi and Barley, 2010). Technology can be defined as “the process whereby actors (or teams)
operate tools to solve certain tasks” (Engen and Olsen, 2010, p. 336). According to Hughes (1992),
technology is a core element in technological systems. A technological system is defined as a
complex of cultural, organizational, and technological phenomena jointly focused on a particular
productive or political goal (e.g., the system for generating, distributing, and using electricity). As
mentioned in Chapter 3, Leonardi and Barley (2010) argued that one of the most critically important
questions for students of organizing is: How is the shift to a computational infrastructure shaping the
way people work and organize? By computational infrastructure, they suggested that work done in
organizations is increasingly accomplished via ICT that store, transmit, and transform information.
Organizations often come to take for granted the way a technology should be used. Network
companies might, for instance, take for granted that process control systems (e.g., SCADA systems)
are used to improve system operations and not be adequately aware of the additional vulnerabilities
introduced by using these ICT systems.

5.4 Regulative and normative aspects

Regulation is central to any discussion of the relationship between organizations and the
management of risk (Scheytt et al., 2006). Organizations are embedded in society, which makes them
susceptible to rules that come from their environment (Brunsson and Jacobsson, 2000). Regulation
can be seen as being inherently about the control of risks; however, a number of core challenges lies
at the heart of any regulatory decision on the handling of risk, ranging from the definition and
identification of risks and critical debates about the principles inherent in any regulatory activity to
fundamental questions on the appropriate institutions for risk regulation. How risk is perceived and
what regulatory solutions are proposed are fundamentally shaped by underlying worldviews and
understanding of cause-effect relationships (Baldwin, Cave, and Lodge, 2012). A substantial variation
in risk regulation approaches is evident from one domain to another in an international context,
between states within the same area of risk, and across policy domains within a national context
(Hood, Rothstein, and Baldwin, 2001).

From an organizational institutional perspective, legislation can be seen as a reflection of cognitive
schema that is historically contingent. In some studies, organizations have instrumentally invoked or
evaded the law and looked to the law for normative and cognitive guidance as they sought their
place in a socially constructed cultural reality. These studies discussed how policies and practices

|”

become constructed as enhancing efficiency, and thus as “rational” behavior, and eventually are
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taken for granted. These studies did not assume that new practices/models exist. Instead, they
pointed to the reciprocal relationships involving professions, regulators, and organizational managers
in constructing business models in response to ambiguous legislation. According to Scott (2004), this
implies a transmutation over time of regulative into normative and cultural-cognitive elements
(referred to in Greenwood et al., 2008).

Some groups of researchers within organizational institutionalism have focused not on the role of
the state, but on the emergence of “soft” regulations. For these theorists, the institutional change of
interest is the displacement of coercive, state-level regulations by more voluntary regulations such as
standards, rankings, and accreditations. These softer regulatory structures are developed and applied
by non-governmental agencies and elicit compliance because they provide legitimacy (Greenwood et
al., 2008).This research can be linked to research on risk regulation. During past decades, a marked
change has occurred in the way safety legislation is framed in many industrialized countries. The
current trend is toward functional rules that emphasize the required outcomes of safety
management, allowing considerable freedom on the part of organizations to identify the means by
which these ends will be achieved (Reason, 1997).

Modes of risk regulation can be seen as a discussion of the pros and cons of rule compliance
versus risk management (Hopkins, 2011), with a distinction between “hard regulation” based on
“command and control” with prescriptive rules and “soft regulation” with concepts coined as “self-
regulation” (Sinclair, 1997; Short and Toffel, 2010) and “meta-regulation” (Gilad, 2010), for example.
Command and control regulation was for a long time the dominant type of government regulation
and has often resulted in a complex web of legislation, agency rules, permit procedures, standards,
judicial decisions, and other enforceable policies underpinned by a variety of sanctions. Command
and control regulation has been referred to as an instrumental model of regulation, a deterministic
regulation regime, detailed regulation, and prescriptive regulation. Despite its position as the
dominant policy response, command and control has routinely been subjected to criticism, which has
sparked considerable interest in various types of regulatory alternatives. These range from the
replacement of command and control with economic incentives to the greater use of property rights
and markets, as well as information-based strategies, voluntarism, and self-regulation (Sinclair,
1997).

An important question is whether these modes of regulation represent a dichotomy or whether
they are complementary, as presented in Figure 4. The argument in this thesis follows Sinclair
(1997), stating that the dichotomy is false. These modes represent two extremes or ideal types. In
practice, risk regulation regimes combine responsibilities and roles in a public-private partnership
with a top-down approach with legal, binding norms and a bottom-up approach with industrial
(technical) standards and “best practices.” The use of legal standards becomes a “linking pin” that
brings the two approaches together, as indicated in the right-hand part of Figure 4.
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Figure 4. Two modes of risk regulation.
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5.4.1.1 Functional regulations
Function-based regulation relies on some form of discretionary criteria that are considered legal

standards and provides some special interpretation challenges. The term legal standard refers to
words or phrases in a law claim that stipulate a scale or norm beyond the law (i.e., a particular
practice, widespread attitudes in the community, or other conditions that change with time). All the
while these phenomena change over time, the contents of the law do not. The use of legal standards
aims to achieve an appropriate regulation of complex fields in constant development. It can also be
seen as an expression of respect for the importance of expert knowledge to ensure safety and quality
in key areas of society. Legal standards are likely to safeguard the goal of safety and quality better
than if they had been fully formulated in laws and regulations. The underlying measure of the legal
standards is based on an understanding of the issues, terminology, and solutions that are understood
in the professional and scientific community. Through stakeholder involvement in the process of
developing these norms, the use of legal standards may enjoy greater legitimacy than rules based on
legal terminology and legal text (Lindge and Engen, 2013).

A consistent application of a function-based regulation requires a comprehensive and systematic
review of how the various provisions are to be understood and how the appropriate standards
should be used to meet the requirements. Procedures must provide relationships between laws and
regulations and technical/professional standards to comply with the laws and provide predictability
in relation to supervisors' evaluations. For regulatory authorities and inspectors, this can be a
demanding and comprehensive system to maintain because it requires that the standards keep pace
with developments and new knowledge. Comprehensive guidelines may also be an excuse for
companies to not take responsibility in monitoring and implementing new and recognized expertise
and scientific knowledge (Lindge and Engen, 2013).

5.4.1.2 Internal control

When using functional internal control regulations, instead of designing detailed rules and control
systems, the regulatory authorities prescribe safety goals and permit companies to develop and
enforce their own detailed rules. As previously mentioned, this provides more capacity for the
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authorities to work on other important tasks and at the same time contributes to a heightening of
the individual company’s sense of responsibility for its own safety and security. When self-regulation
is used to assure safety, enterprises are obliged to identify and assess risks and hazards embedded in
their operations (Lindge, Olsen, and Lie, 2006), and internal control gives companies the
responsibility to monitor and implement an updated safety management system.

According to Hovden (1998), internal control means both “top down and bottom up” (i.e., top and
line management involvement and responsibility combined with participation and industrial
democracy). Internal control represents a shift to meta-regulations by society and delegation of
direct rule-based control to the industry itself, and each enterprise is free to tailor it to its own needs,
routines, organization, and culture. Power (2007) suggested that internal control systems embody
both the potential of greater efficiency and coordination on the one hand and greater sensitivity to
social responsibility issues on the other. The latter refers to a view of internal control systems as the
basis for more substantive improvement of, for example, health, safety, and environment.

Organizations have an incentive to comply with principles of internal control because the
regulatory process can focus on desired outcomes rather than regulating detailed processes, with
regulatory intervention as a last resort. In cases of breach or dissatisfaction, the regulatory body has
options to escalate its enforcement process with more serious consequences for the regulated
organization. Some regulatory systems are linked to licensing privileges (including the regulatory
system for the Norwegian electric power supply system), where a license to trade or conduct an
activity is conditional on compliance with formal or procedural norms, such as having “effective”
internal control. The sanction of withdrawing a license is usually a last resort and an outcome of
extensive prior negotiation (Power, 2007).

5.4.1.3 Standards

According to Power (2007), institutional capacities to organize in the face of uncertainty have been
challenged and threatened by failures, scandals, and disasters. In response, visionary documents and
designs in the form of standards and guidelines for individuals and organizations have been produced
to maintain perceptions of control and manageability. These recipes and recommendations have
constituted a new normativity for risk management. The organization of uncertainty in the form of
risk management designs and standards is related to expectations of governance and demands for
defendable, auditable processes. The institutional construction of a risk management process is
expressed and materialized in standards and guidelines. Standards formalize the fundamental design
principles for the organizational self-management of risk and establish baselines against which
organizations must evaluate themselves. Technologies are shaped by and embody normative
processes, and trade and industrial groups often convene to set standards for a wide range of
machines and technical equipment (Scott, 2008).

Along with hierarchies (or formal organizations) and markets, standardization can be seen as one
of the primary forms of social coordination, control, and choice. These elements prescribe
procedures for human interaction and guide the behavior of various actors. Standardization, along
with organizations and markets, is a fundamental societal institution that includes defined patterns
of action, rules, and beliefs. On a general and abstract level, standards constitute rules about what
those who adopt them should do (Brunsson and Jacobsson, 2000). Applied to the variety of safety
issues, the hierarchy of norms can be enforced as laws, regulations, regulatory guidelines, legal
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standards, and mandatory or voluntary technical (industrial) standards. In a functional regulatory
regime, the use of legal, binding norms is minimized, but connected by legal standards to relevant
and applicable technical standards (Lindge and Engen, 2013).

A significant feature of standards and standardization is that expert knowledge is stored in rules
and technical solutions, and technical standards have been introduced in more and more areas. A
partial explanation is the need for control and supervision, which follows from the reliance on
decentralized and deregulated systems. Standardizers have usually been founded with the backing of
a state or large companies. However, the mission of these national standards organizations has been
to develop standards for aspects of industrial activity which are not subsumed under a formal
organization. The vast need for global coordination in the absence of a strong global organization or
world state may explain the growing importance of global stand