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Abstract

There has been a tremendous rise in mobile communication units over the past decade.
Where cellphones once dominated the user market for fast wireless communication so-
lutions, we now see an abundance of devices and appliances being enabled with cellular

communication technology to enable high-speed connectivity.

Machine to Machine (M2M) communication services entered the market during the late
2000s with the rise of 3G mobile communication, paving the way for a more general-
ized approach to mobile communication services that was targeted at industrial instru-
mentation and automation, without the need for proprietary intermediate interfaces and

hub-and-spoke architecture.

Internet of Things (IoT) describes the most recent trend in mobile connectivity, where
anything from household appliances to micro-controllers for street lights are enabled with
cellular communication technology to enable management, reporting, remote controllabil-
ity, surveillance and other features. The recent mobile technologies like 4G /LTE enables
high-speed, low-latency wireless communication over vast distances, in harsh RF environ-

ments, and eliminates the need for cabling and wires between endpoints.

The next evolution in mobile networks comes with 5G, where the key successes from
4G/LTE is evolved to further improve and strengthen the mobility services for both con-
sumer, business and industry segments. ‘More speed’, ‘higher availability’ and ‘enhanced
subscriber management’ are terms we know from the vendor sales pitch. The technical
side is far more complex, and reveals a subset of technologies that goes deeper into the

TIoT and M2M branches of mobile communication.

This thesis will focus on specific aspects of both 4G/LTE and 5G technologies, looking
into how the base stations and radio core elements interact, and respond to changes in
the network. With server virtualization and software enablement of the mobile core,
components that were previously hosted in-house can now be moved into the cloud. How
does this affect performance? What are the consequences of these changes from a Quality
of Experience (QoE) perspective? These are questions I will look into in further detail in
this thesis.
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Chapter 1

Introduction

This thesis will focus on the backend systems and solutions for 4G /LTE and 5G networks,
investigating the latest generations of Software Defined Radio (SDR) and radio core vir-
tualization and simulation software. The thesis will also look into functions for network

virtualization and slicing, for the purpose of segmentation and network segregation.

Traditional mobile networks has been composed of various appliances, vendor-specific
hardware units, and server components that interact to form the mobile core network.
As the digital era has moved towards virtualization and software enablement of features
and functions that was previously only available in appliances — the mobile core network
and its components have been modernized to fit into this stage of the software evolution.
Different tools for mobile core network virtualization and emulation has been tested as
part of this thesis, giving the ability to create a virtual mobile core- and access network

to emulate a virtual operator scenario.

As the thesis focuses on software defined services and virtualization, a natural aspect of
these elements would be to investigate how a radio access network (RAN) and mobile core
network (MCN) responds to a change in topology, where the core elements are moved

from in-house to external hosting (i.e. the ‘cloud’).

What are the impacts of increased network distance between base station and mobile
core? How will increased latency and network distance metric impact the experienced
quality of services? Which methods can be utilized to measure these attributes? These
are questions the thesis will try to answer, both from a quantitative approach through
measurements, and a QoE approach through interpretation of the results. The thesis will
summarize all findings and present conclusions for the lab trials, as well as presenting

some own thoughts and views from the author.
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CHAPTER 1. INTRODUCTION

Contributions and Outline

The following contributions are made in this thesis:

Experiment with OpenAirInterface’s (OAI) open-source emulation platform for LTE/5G

network.

Implemented an OAI core network in a cloud environment and set up a VPN tunnel

to the cloud instance.

Implemented an OAI core network in an Intel NUC machine and in a virtual ma-

chine, simulating a cloud environment.
Implemented an OAI simulated base station and user equipment (UE).

Connected up to 10 simulated UEs to the network and verified Internet connectivity
for all of them.

Connected the base station to two core network simultaneously.

Evaluated the performance of the network when using the simulated cloud and
MEC core networks, in terms of latency, jitter, and packet loss. Compared the

performance of having only one UE connected with having 10 UEs connected.
Evaluated the experience of the user equipment using video and audio streaming.

Compare the performance of the test-bed with a production LTE network.

The remainder of this thesis is outlined as follows:

Chapter 2: Gives an overview of the 4G and 5G system, looking at how the
5G infrastructure will differ from 4G and key elements of the 5G are presented;

including virtualization, softwarization, and network slicing.

Chapter 3: Elaborates on the test procedure of test setup in this thesis, mostly
at a lab environment at the University of Stavanger but also including setup of an

industrial 4G system at Tampnet’s office in Stavanger.
Chapter 4: Presents the evaluation and tests conducted on both test-beds.

Chapter 5: Concludes the work of this thesis and present ideas for future work.



Chapter 2

Background

The road to 4G/LTE started in the 80s with the launch of GSM, and later EDGE and
GPRS. Finally, the industry had a standardized way of enabling packet transport over
the mobile carriers. This evolution, driven by the 3rd Generation Partnership Program
(3GGP), later led to what would become the Third-Generation mobile network technol-
ogy, 3G. With 3Gs many advancements during its development lifecycle, what started
out as 3G ended up in 3.9G and HSPA+ for the 3GGP release 7. Release 7 marked the
end of the 3G development cycle, and the first LTE specifications were announced with
the release of 3GGP Release 8 [1].

This chapter will focus on the 4G/LTE and 5G network architecture and mobile core
components. A presentation of the core network and its component will be followed by
the access network architecture. The similarities and differences between the architectures
and their respective components will also be illustrated, in order to easier map function

and placement in the network.

After covering 4G/LTE and 5G, attention will shift to the virtualization and software
enablement. Concepts like virtualized mobile core, software-enabled network functions
and Multi-access Edge Computing (MEC) will be presented and discussed, referencing

related works from other parties.

2.1 LTE architecture

Long Term Evolution (LTE) is the 4th evolutionary step in mobile communication net-
works, often referred to as 4G. The technology consist of several central- and decentralized
components, covering both radio, packet transport and service awareness. This chapter

will detail some of LTEs most common components and their functions.

3



4 CHAPTER 2. BACKGROUND

2.1.1 Evolved Packet Core Architecture

The Evolved Packet Core (EPC) consists of 5 main components; the Mobility Manage-
ment Entity (MME), Home Subscriber Server (HSS), Serving Gateway (S-GW), Packet
Data Network (PDN) Gateway (P-GW) and Policy Control and Charging Rules Function
(PCRF).

The HSS is a database containing subscriber information; like information like Interna-
tional Mobile Subscriber Identity (IMSI) number of the SIM cards, Access Point Name
(APN) information, and International Mobile Equipment Identity (IMEI) number. The
Home Subscriber Server (HSS) is used by the Mobility Management Entity (MME) to
verify that the users connecting are allowed on the network; this is not new to LTE; it is
functionality continued from UMTS and GSM. The MME controls high-level operations
of the EPC; meaning that it is responsible for mobility and session management. As fig-
ure 2.1 depicts, the MME communicates with both the E-UTRAN and the HSS for this.
The MME communicates with the E-UTRAN via the S1-Control (S1-C) interface, called
S1-MME in Figure 2.1, the eNB uses this interface when communicating with the MME,
for instance, to verify that devices connecting are allowed on the network, as mentioned
above [2].

The Packet Data Network (PDN) Gateway (P-GW) allows communication with the out-
side world via the SGi interface as depicted in figure 2.1. While the Serving Gateway
(S-GW) acts just like a router, it forwards data packets between the base stations and
the PDN. The S1-User (S1-U) interface is, like the SI-MME/C interface used for com-
munication with the E-UTRAN, the S1-U interface is used to transfer traffic sent to and

from the connected UEs.

The last part of the EPC is the Policy Control and Charging Rules Function (PCRF);
this resides in the P-GW and is responsible for functionalities for flow-based charging and

policy control decision-making [2].

2.1.2 E-UTRAN

The Evolved UMTS Terrestrial Radio Access Network (E-UTRAN) consists of one com-
ponent, the Evolved nodeB (eNodeB/eNB). It is responsible for the radio communication
between the user equipment (UE) and the EPC. UEs can be any device connected to
the mobile network, like a phone, a tablet, or a laptop with a cellular interface. The
eNB can contain one or more cells, the cells are either at different frequencies or cover
different sectors, i.e., by having multiple antennas pointing in different directions. The
eNB is responsible for the communication to and from the connected UEs. It sends and

receives radio transmission to the UEs via the LTE radio interface. The eNB also controls
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low-level operations of all connected UEs via signaling traffic. There are usually more
than one eNB in a network, and they communicate with each other via the X2 interface,
depicted in Figure 2.2. This interface is mainly used for signaling and packet forward-
ing during handover, i.e., when a UE moves from one eNB to another, because the UE

changes its position and are thereby getting better signal levels from another eNB.

Figure 2.2 illustrates the S1 interface from the eNB to the EPC. As explained in the
previous section is the S1 interface divided into two interfaces, the S1-C and S1-U, shown
with different lines in the figure. As both of these interfaces connects to one module in
the E-UTRAN, and not different modules as in the EPC are they usually described as
just the S1 interface [2].

2.2 5G architecture

5G is the fifth evolution of mobile networks, released by 3GGP in Release 15. While
the technology and its components are still mostly unreleased to the mass market, and
no large-scale deployment has been done outside of controlled lab environments; 5G has
been big news around the world both because of its technology, and as key-component and
leverage technology in world business and trade politics. 5G builds on the most successful
components of 4G/LTE, and presents further enhancements towards higher capacity and

lower latency networking [1, 3, 4].



6 CHAPTER 2. BACKGROUND

eNB \\,. ({ ]) / eNB
IUE N\ ;-
B—— U4,
oo uu eNB
Signals
Traffic

Figure 2.2: eNodeB [2]

2.2.1 5G Core

Figures 2.3, 2.4, and 2.5 depict a comparison of which components of the new 5G Core
(5GC) that will replace the different components in the 4G EPC. Figure 2.3 displays the
4G MME, and show how the functionality of the MME will be split into three parts in the
5GC, Access and Mobility Management Function (AMF), Session Management Function
(SMF) and Authentication Server Function (AUSF). The AMF is responsible for paging,
mobility management, and the connection with the UEs, including maintaining NAS

signaling and the registration procedure of the UEs.

The AUSF manages authentication of the connecting devices, and similar to the MME
it checks with the database when a UEs is connecting. In 4G the MME checks with the
HSS while in 5G the AUSF checks with the Unified Data Management (UDM).

The SMF is taking over some functionalities for both the MME and the S-GW and P-GW
as illustrated in figure 2.4. It provides session management, which earlier was a function
in the MME, as well as taking over the control plane functionalities for the S-GW and
P-GW by allocating IP addresses for the UEs. The user plane functionalities of the S-
GW and P-GW is in 5GC performed by the User Plane Function (UPF); this includes
anchoring the UE IP addresses, traffic transportation, both uplink, and downlink as well

as Quality of Service (QoS) enforcement [5].

As previously mentioned is the EPC HSS replaced with the UDM. The UDM stores

the same kind of information as the HSS like subscriber information and as depicted in
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Figure 2.5, it communicates and makes this information available for both the AMF and
the AUSF. The Unstructured Data Storage Function (UDSF) is part of the UDM, and it
is used by the Network Functions (NFs) to store and retrieve unstructured data, and as
Figure 2.5 depicts, it communicates with the Policy Control Function (PCF) [6, 5].

The PCF in 5G replaces the 4G PCRF. The PCF provides, in addition to the functionality

of the PCRF, even more, capabilities. It allows for resource request reservation from

the Application Function (AF) using an HTTP/XML-based Application Programming

Interface (API) from other services which allow other, non-operators, services to provide

QoS control to their subscribers

[5]-
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Network slicing is one of the leading new capabilities of 5G, and the Network Slice Se-
lection Function (NSSF) maintains the list of slices; this includes information like their
requirements and definitions. UEs can be configured with a list of subscribed networks.
When a UE then connects to the network it can request these slices, and the AMF will
check with the UDM or NSSF for authorization [5].

2.2.2 Next Generation Radio Access Network

The Next Generation Radio Access Network (NG-RAN) consists of the New Radio (NR)
and LTE radio access. The NG-RAN nodes, i.e., the base stations, called eNB in 4G,
can either be gNBs or ng-eNBs. gNBs is the new 5G base station, and they provide
the user- and control plane services in NR towards the UEs, while ng-eNBs provide the
LTE/E-UTRAN services. Figure 2.6 from [7] depicts the NG-RAN in relation with the
5G system. This figure also depicts the connection between the base stations and the
core network. The ng-eNBs and gNBs connect by using the Xn interface, and the NG
interface is used to connect with the 5GC, similarly to the X2 and S1 interfaces of 4G.
The interface towards the core network is split into two different interfaces, similar to the
4G EPC; the NG-C interface is used for the control plane communication and the NG-U
for the user plane traffic. The NG-C connects with the AMF in the 5GC, while the NG-U
connects with the UPF [7].
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2.3 Software enablement and Virtualisation

Network virtualization and Software Enablement are essential enablers for the fifth gen-
eration of mobile networks. Software Enablement means to implement software to per-
form tasks and functions that would previously be implemented directly in the devices
hardware, this makes the hardware itself a lot more flexible and reusable. Proprietary
appliance could be replaced with generic hardware able to perform the same tasks, as
well as being able to be reprogrammed for new tasks, without needing to replace the en-
tire device. One such example is Software-Define Radio (SDR), where functionality that
traditionally has been implemented in the hardware is moved to software, for instance

amplifiers and filters.

The term virtualization means to virtualize hardware functionalities, creating one or
more virtual instances of some functionality on top of the actual appliances. One of the
most popular types of virtualization is virtual machines (VMs), this is virtual operating
systems running on top of the native operating system of the computer. The VMs uses
the physical resources of the host machine, but all functionality is logically separate from

both the host machine and other VMs running on the same host.

Software Defined Networking (SDN) and Network Function Virtualisation (NFV) are
critical enablers for the fifth generation of mobile networks. SDN is a network architecture
that separates the control plane from the data plane, making it more agile and flexible.
Centralization of the control plane also means that a network administrator can control
the network and make it easier to adapt to changes in the network without having to dive

down to the infrastructure level 8, 9].
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Network Function Virtualisation (NFV) means to virtualize hardware functions by instead
of having them run on proprietary hardware which is traditionally used, services like
routing, firewall, and load balancing can run on generic hardware in virtual instances
[10].

5G is divided into three categories, ultra-Reliable Low-Latency Communication (uRLLC),
enhanced Mobile Broadband (eMBB), and massive Machine-Type Communication (mMTC)
[11]. uRLLC defines the latency-sensitive services, like the ones mentioned in the previous
chapter, autonomous driving, and remote surgery. eMBB is enhanced mobile broadband,
meaning high bandwidth internet access, and will be used by smartphones, tablets and
other smart devices for things like surfing the web and video streaming. mMTC is for
sensing- and monitoring devices, i.e., IoT devices, providing them with narrowband in-

ternet access [11].

Network slicing is one of the most innovative parts of the next generation of the mobile
network. The concept of network slicing means to divide the network into multiple logical
networks, logically isolated from each other; this is an essential part of the realization of
5G. Network slicing makes network providers able to create a customized virtual network
for each use case. Each slice can be tailored to each use case, and since this is a virtualized
network and not as hardware dependent as previous generations, the network can better
be created and changed according to specified requirement like Service Level Agreement
(SLA) and other business policies [12].

2.4 Multi-access Edge Computing

Multi-access Edge Computing (MEC) is a computing architecture standard created by
the European Telecommunications Standards Institute’s (ETSI’s) MEC Industry Specifi-
cation Group (ISG). Edge computing is a general term for having cloud services located
at the edge of the network to bring low-latency, high-bandwidth access to appliances and
applications. This can let cloud-native applications utilize the increased capabilities of

lower latency and higher bandwidth.

There are many use cases for edge computing, some of which have been mentioned earlier,
like autonomous cars and telesurgery, other use cases which are already being realized is
augmented reality (AR) and virtual reality (VR) where low-latency is essential for the

user experience.
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2.5 Related Works

In "Slicing architecture from OAI-based End-to-End Network Slicing" [13], the authors
set up and simulate two different slices, one created for eMBB, and the other one for
uRLLC. In the latter one, they show how they change the architecture of the network
to accommodate for the requirements in latency for this type of slice. By moving the
management of the uRLLC slice to the edge, in this experiment, this is done by moving
the core network close to the base station. Figure 2.7 depicts the architecture used to

create the two slices.
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Figure 2.7: Slicing architecture from OAI-based End-to-End Network Slicing [13]

By creating these slices, they show that they successfully can accommodate the require-
ments for uRLLC and eMBB. Similar setups will most likely be necessary to be able to
fulfill the SLA requirements for uRLLC networks.

In [14], the authors design and prototype a solution for on-demand creation of network
slices using Cloud RAN. For this prototype, they use OAI [15, 16] and FlexRAN [17] SDN
controller and they show that their emulated prototype reacts well to inputs coming from

the SDN controller, changing the resource allocation for each slice on-demand.

In [18], the authors developing an end-to-end network slicing protocol stack called POSENS.
POSENS relies on a slice-aware shared RAN, and the authors validate that the effective-
ness of the solution by achieving tenant isolation and network slice customization without
this affecting the performance. POSENS is built as an extension of srsLTE’s UE and eNB

and using OAI’s core network as the software solution for the CN.
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Chapter 3

Implementation

Before starting the implementation and testing for this thesis research - testing of different

open-source platforms were conducted.

Software Radio Systems’s (SRS) srsLTE [19] and OpenAirInterface’s (OAI) [15, 16] ex-
perimentation platforms were tested, and OAI’s platform was chosen, as OAI’s includes a
full implementation of both the EPC, eNB, and UE while the SRS platform only includes
a light-weight LTE core network implementation. These two platforms can be combined,
for instance by using the core network from OAI and eNB and UE from srsLTE, however,
as OAI provides compatible platforms for all of these modules, it was decided to use OAI
for both the core network, eNB, and UE.

3.1 OpenAirlnterface

OALI is an open source experimentation platform with an active community that continu-
ously updates and improvements to the solution. The platform is created by EURECOM
and is written in standard C, supporting several real-time Linux variants. OAI provide
software to simulate both the EPC, including MME, HSS, and SPGW, the E-UTRAN
(the access network), i.e., the eNB as well as the UE; this can be set up either by us-
ing physical hardware, or as simulations, and it is compliant with 3GPP LTE standards
[20].

OAT’s hardware RF platform is designed to be able to support different types of SDR
RF platforms, but officially they only support two hardware platforms, EURECOM™M
EXMIMO2, and USRP X-series/B-Series [20].

Figure 3.1 from [20] depicts the OpenAirInterface LTE software stack. In addition to

13
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Figure 3.1: OpenAirInterface LTE software stack [20]

supporting the hardware platforms, there is a built-in emulation platform containing the
full protocol stack. The emulation platform can be used to conduct realistic experimen-
tation in a controlled environment. The platform represents the behavior of the wireless
access network while obeying the parameters of the air-interface. The different layers
of the platform are illustrated in 3.1, it implements the layers from the Radio Resource
Control(RRC) layer to the Physical (PHY) layer. Additionally, it contains the layer-3
stack, including Internet Protocol (IP).

3.2 Lab Setup and Testing

The lab environment used in this thesis consisted of two Intel NUC computers running
Ubuntu 16.04 with low latency kernel (4.13.0-36-lowlatency), and two Lime Software De-
fined Radios (SDRs). The two computers were connected with Ethernet/IP connective,
with one of them also being connected to the Internet. The computer connected to the
Internet was set up to run the core network, i.e., the HSS, MME, and SPGW while the
other computer was set up to run the eNB and UEs. Figure 3.2 depicts an overview of this
setup. The aim of this thesis was to experiment with software-defined simulation/emula-
tion platforms and to create a test-bed consisting of a MEC core network, a cloud core
network, an eNB and user equipment. To achieve this, multiple different implementations
of the OAI platform were tested until a suitable test-bed was established, and the user

equipment could reach the Internet.

In the following sections, the different implementation approaches are presented along
with the challenges and results achieved from each of them. In section 3.2.1 the first ap-
proaches are explained, these did not include the core network, but included testing with
the LimeSDRs. LimeSDR is a low cost, open source, apps-enabled software defined radio
(SDR) platform that can be used to send and receive many different types of wireless
communication standard; including UMTS, LTE, GSM, Bluetooth, and Digital Broad-
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casting [21]. For this thesis, the LimeSDRs was used in the experimentation phase, both
as eNB and UE.

In section 3.2.2 the core network is implemented, both in one of the NUCs, at an instance
in an OpenStack Cloud and in a virtual machine instance on the same NUC as the one
running the other core network. The proposed solution for the test-bed is presented at
the end of this chapter.

RAN CN
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MME HSS

LimeSDR UE

Physical Ethernet cable

LimeSDR eNB son 1555 oow Physical Ethernet cable m

Intel NUC #1 Intel NUC #2
uuuuuu 04 Ubuntu 16.04

Figure 3.2: Lab setup

3.2.1 OAI without S1 Interface

The initial testing of the OAI solution was using the oaisim without the S1 interface, i.e.,
without the core network. This simulation contains both the eNB and the UE in one
build, and it was set up in a virtual environment. Following the instructions on OAI’s
Gitlab wiki page [22], the simulation was build and run successfully, and IP connectivity
was confirmed between the eNB and the UE.

To verify the functionality of the LimeSDRs, LimeSuite, and SoapySDR [23] was installed.
LimeSuite and SoapySDR is also needed for the LimeSDRs to work correctly together with
OAL The SDRs were tested using the instructions from Myriad-RF [24]; these tests verify
that the SDR works as they should and include both a "self-init" test and an example
configuration for testing. Both SDRs were successfully set up and verified to be working
correctly. The eNB from OAI was then properly configured and compiled to use the
LimeSDR, using one of the Intel NUC machines.

A new version of the Openairlnterface5G was released in late 2018, in this version, the
old oaisim build, i.e., the simulated UE and eNB was replaced by softmodems, sepa-
rate buildable files for the UE and the eNB. These can be configured to use either real

hardware, like a LimeSDR, or simulations.

This new version of the simulated OpenAirlnterface5G softmodems was therefore used

[25]. First, a simulation was set up on two different virtual machines without the S1
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interface, one running the UE and one the eNB. After configuring the softmodems to
use the local connections between the two virtual machines, they were successfully built
and connected. The simulated OAI interfaces of the UE and eNB were brought up,
and IP connection was verified by sending IP packets, i.e., pinging, between the UE and
the eNB via the simulated interfaces. The same version of OAI was then set up in the
lab environment on the NUC computers, on one NUC each, similarly to the setup in
the virtual instances, the connection process went successfully, and IP connectivity was

verified.

Next, the UE and the eNB were configured to use the LimeSDRs, at a low transmission
power, to not interfere with other networks. Both were successfully built and able to
find its connected Lime SDR when set to run, Figure 3.3 depicts the lab setup with the
LimeSDRs set up as eNB and UE. However, the UE was not able to connect with the eNB
wirelessly. Different configurations were tested, but it did not yield the desired results,
and as coaxial cables were not available to connect them, it was decided not to use the two

LimeSDRs for this experimentation and rather use simulated/emulated hardware instead.

oai-softmodem oai-uesoftmodem

LimeSDR 1 eNB Physical Ethernet cable  152.166.12.62 UE S LimeSDR

192.168.12.82

Intel NUC #1 Intel NUC #2
Ubuntu 16.04 Ubuntu 16.04

Figure 3.3: Lab setup without core network

3.2.2 EPC Implementation and S1 Interface

For the next part of the experimentation, the EPC was implemented. OAI’s guide [26] on
how to configure and build the core network was used in this phase. The EPC, including
the MME, HSS, and SPGW, was configured and build successfully on one of the NUC
machines. For the MME to be able to connect with the HSS, its hostname has to be
added to the database, as the HSS makes a query to its database to check if the MME’s

hostname is valid before allowing it to connect.

The simulated UE and eNB were configured and build on one machine, connected via
Ethernet to the other machine running the EPC. The connection process went successfully,
the eNB connected to the MME and the UE attached to the eNB. The UE also received an
IP address form the EPC. However, IP connectivity between the UE and the EPC was not

successfully verified over the S1 interface. Even though the UE received an IP address for
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its simulated interface, the EPC could not reach the UE. When troubleshooting this issue,
it was found that the traffic did go through in one direction when the UE was pinging
the gtp0 interface of the SPGW, the traffic was observed incoming on this interface using
tepdump. However, the replies did not find its way back to the UE, even though routing

had been set up to send the packets over the S1 interface.

L2 nFAPI Simulator

An updated release of OpenAirlnterfacebg, version v1.0.0, was released in January 2019,
this include a new simulation setup that uses network functional API (nFAPI) simulator
for the UE and the eNB, i.e. new versions of the lte-softmodem for the eNB and lte-
uesoftmodem for the UE, and it allows for the creations of multiple UE running in the same
lte-uesoftmodem [27]. This OAIT solution builds on Cisco’s Open-nFAPI implementation
which defines a network protocol that can connect a Layer 1 LTE running on Physical
Network Function (PNF) to a Virtual Network Function (VNF) running LTE layer 2 and
higher. They aim to provide an open interface between layer 1 and 2, this to allow for
sharing of PNF’s between VNF’s [28].

OATI’s L2 nFAPI simulator allows for testing of layer 2 of the OSI Model, and higher
layers, i.e., it does not include the physical layer. Figure 3.4 from [29] displays the which
layers of the OSI model the different simulators implement, the red is the L1 simulator,
the blue is the ulsimdlsim simulator, yellow is the basic simulator while green is the
simulator used in this thesis, the L2 FAPI simulator. As depicted here, the L2 FAPI
simulator includes the MAC, RLC and PDCP layers, and do not simulate the PHY nor
the channel of the eNB and the UE.

Simulators ,':::::;e_N_B_'::::::::::::Ll-E-:::::\-\
— ulsim/dIsim :’ :’ PDCP PDCP ! ‘:
- L RLC RLC Lo
— i 1 [} I 1
L1 S|mulat.0r o MAG MAC P

— L2 FAPI simulator Lo <
i | PHY PHY o

. :

Figure 3.4: OAI simulators [29]

The different simulators are also depicted in Figure 3.5, showing the functional spit of
the eNB. In this figure the connection between the Radio-Cloud Center, Radio-Access
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Unit, and Remote Radio-Unit is depicted, where the lower part of the figure displays the
nFAPI is the one used for the implementation in this thesis.
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Figure 3.5: OAI simulators [29]

Before building the lte-uesoftmodem, the specifications of each desired UE needs to be
configured, including IMEI, IMSI, and keys for each of the UEs to be simulated. For the
UEs to be able to attach to the network, their SIM information has to be in the HSS
database; this is because the MME checks the HSS database whenever a device wants
to connect to the network to verify if it is allowed to connect. The SIM configuration
also needs to be set to the correct Public Land Mobile Network (PLMN) code, consist-
ing of the Mobile Country Code (MCC) and Mobile Network Code (MNC), indicating
which network it can connect to. For the SIM configuration using OAI’'s nFAPI, the file
ue__eurecom__test _sfr.conf was used, here all the network PLMNs the UEs can con-
nect to are configured, and for each UE the PLMNs are defined, as well as the desired
one. The desired PLMN is used as the first five numbers of the IMSI numbers when
the lte-uesoftmodem is compiled, and then each UE gets a unique number to define its
IMSI number. The PLMN configured for the UEs needs to be the same as the one con-
figured at the eNB and the MME, otherwise, the UE will not be able to connect to the

network.

With this new approach, IP connectivity was verified to work as expected. In this trial
the simulation setup contained 3 UEs and one eNB, all thre UEs attached successfully to
the EPC and received IP addresses from the EPC. Ping was successful in both directions
to all three UEs. The UEs was also able to ping the Internet.

As of May 2019, this is the only validated deployment setup from OAI using nFAPI, i.e.,
having the UE and eNB on the same machine, using S1 interface to connect to the EPC,
deployed on a separate machine. This setup is depicted in figure 3.6 from [27], updated

with the TP addresses used in this experimentation.
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Figure 3.6: Lab setup using nFAPI [27]

3.2.3 Cloud Core

One of the objectives of this thesis is to experiment with cloudification. The next testing
scenario included an OpenStack Cloud environment. Before we move into the specifics
of the lab environment, it is useful to understand the definition of distance in a network.
While distance is usually defined in length of geography, we are specifically referring to
network distance in terms of network metric and network path distance. Having the core
network located in the cloud, usually meaning further away from the base station versus
having it closer, means that the Quality of Experience (QoE) for the end user can be

degraded due to longer delays and higher latency.

In the cases where the network is used for activities like web surfing or chatting, this extra
will delay be negligible. However, one of the expected attributes of 5G is the ability to
support all kinds of communication demands, like self-driving cars, and remote surgery,

where ultra-low latency is crucial.

OpenStack Cloud and VPN Tunnel

An Ubuntu 16.04 instance was created on the cloud, with the same kernel as the one used
on the local NUC machine. The same version of the OAI core network (v0.5.0) as used
on the NUC machine was successfully configured and built on the cloud instance. Then
an OpenVPN server was deployed on the cloud instance to create a VPN tunnel between
the cloud instance and the NUC running the eNB. The NUC running the eNB was set
up as a VPN client, and the VPN tunnel allowed the NUC to reach the internal network

of the cloud instance and vice versa [30].

The eNB was reconfigured to use the VPN tunnel and connect to the EPC deployed in
the cloud. However, the eNB was not able to connect to the cloud EPC, even though the
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connection was verified, and the Maximum Transmission Unit (MTU) was set to be the
same as on the local connection between the NUCs. It was also verified that this MTU
size was valid, and that it was possible to send packets of the specified size over the VPN
connection. I used packet capture tools (tcpdump) to troubleshoot the issue, but was

unable to find any clear cause for the issue.

Additional EPC in VirtualBox

As the implementation of the cloud core did not yield the desired results, and connec-
tivity between the eNB and core network was unsuccessful, another core network was
implemented in a virtual instance using VirtualBox, on the NUC already running the
core network. The virtual machine was set up with the same specifications as the host
machine, i.e., Ubuntu 16.04 and low-latency kernel. The same version of the OAI core
network as used on the cloud instance and directly installed on the NUC was used here
as well(v0.5.0). The VM was set up with two network interfaces using bridge adapters
for both of them. When using a bridge adapter, the VM gets a regular IP address, simi-
larly to the host machine. When this is set up, the desired network interface of the host
machine is chosen to be the one used by the VM, and the host and the VM can reach
each other using these IP addresses. If the host machine is connected to a network with a
Dynamic Host Configuration Protocol (DHCP) server, i.e., it gets its IP address dynam-
ically, the VM interface will as well. In the lab environment used in this thesis, the IP
address for interface towards the other NUC was configured manually, while the interface
connected to the Internet received an IP address from a DHCP server at the University;
therefore, the VM was set up similarly, with automatic and manual IP addresses for the
corresponding interfaces. To make the VM simulate a cloud environment, simulated delay
was added to the link towards the eNB.

The VM instances created in VirtualBox is automatically set up a with Network Address
Translation (NAT) interface. This means that the VM gets an internal IP address which
is translated into an external address when connecting with the outside. The internal IP
address is only reachable from within that VM, but the VM can reach other IP addresses
using this interface. This means that the VM could reach the Internet via the host
machine, as well as every other address the host machine was able to reach. However, if
a NAT interface had been used, the host machine and the other NUC machine could not

reach the VM, as it was not assigned an IP address outwards.

To make the eNB connect to both core networks simultaneously, i.e., create a S1 channel
to both of them, the eNB configuration had to be modified. With the new release of Ope-
nAirInterface5G, S1-flex was introduced, making the eNB able to connect with multiple
core networks simultaneously. The configuration approach for this is described in [31],

here the changes that have to be made in the configuration of the eNB is described. This
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includes adding the additional PLMNs to the PLMN list, adding the IP address for the
additional MMEs as well as including an additional field for each MME, stating which
PLMN setting is used for each of the MMEs. This information needs to be reflected in the
MME configuration of the core network, where they have to be configured with the same

PLMN information as stated in the eNB configuration (or the other way around).

After the S1-Flex had been configured correctly, the eNB successfully connected to both
core networks. Figure 3.7 depicts the setup at the lab, including the S1 interfaces from

each of the core networks to the eNB, using S1-Flex configuration.
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Figure 3.7: Lab setup

The configuration for the UEs were also modified to reflect this new setup, three UEs
were configure, two of them were kept on the network for the "old" core network, i.e.,
the core network implemented directly on the NUC machine, while the last one was
configured to attach to the new core network running in the VM. The MME in the VM
was configured with a different PLMN than the one already configured on the MME at

the host machine.

The plan was to have these UEs connect to the two core networks simultaneously, two
to the core network on the host machine and one to the core network in the VM, with
the VM set up to act as a cloud environment. However, even though the eNB was able
to connect with both core networks simultaneously, it was not able to attach the UEs to
different core networks. All the attach messages sent from the eNB to the core network
regarding the UEs were sent to the MME defined first in the MME list at the eNB.

Because of this, the UEs with different PLMN was not able to connect simultaneously.
If the core network running directly on the host machine was defined first, all three UEs
tried to connect here, and as the third UE was configured to connect to the core network
in the VM, the MME was not able to verify it, and it was not able to connect. This
scenario was also tested the other way around, with having the core network in the VM
defined first both in the MME list and PLMN list in the eNB configuration file and the
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result was then the same, just reverted. The third UE was now able to connect but not

the two others.

It was decided to have the second core network (in the VM) set up with the same PLMN
configuration as the one running on the host machine and use this for testing how the
UEs experienced the difference when connected to the two different cores, as the UEs
were not able to connect to the two different core networks simultaneously. Figure 3.8
displays the proposed solution used in the evaluation and testing phase, explained in the

next chapter.

UE UE UE

Simulated delay: 100ms +/- 10ms Cloud CN

Simulated wireless connection

eNB

\— MEC CN

Figure 3.8: Proposed solution

3.3 Production LTE Network

An additional lab environment was set up at the offices of Tampnet AS in Stavanger.
Tampnet provides LTE service in the Noth Sea. This setup included a production eNB
and a Cisco 4G router connected to a production core network. The configuration and
setup needed to do tests on this setup was minimal as both the core network and the eNB

was already fully configured and up and running.

A Tampnet SIM card was provisioned to one of Tampnets APNs using a private IP
address, and the UE connected to the eNB at the lab. The cellular interface on the
router was directly connected to the eNB via a coaxial cable. A static IP address was
configured on the HSS for the SIM card and once it was connected to the eNB and all
configuration was correctly set up at the UE, like having the APN configuration on the
UE match the configuration on the HSS, the UE attached successfully to the eNB and was
verified connected to the core network. The assigned static IP address for the cellular

interface of UE was, as mentioned, an internal IP address which means that the UE
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does not automatically have access to the Internet, however, this can be configured. The
traffic was routed from the UE, via the eNB thorough Tampnet’s infrastructure to the
core network. From here there traffic is routed to the users site, providing connectivity
between the UE and the user side.

Tampnet’s LTE network contains two core network sites; one located at the Norwegian
edge of the network, and the other located at the edge of the netowrk in the Nether-
lands. Tampnet owns and operates the network between the mobile core sites. Tests
and comparison of the experienced latency when connected to either of them were con-
ducted.
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Chapter 4

Evaluation of Lab Trials

4.1 Test Setup

After multiple different lab scenarios were tested and presented in the previous chapter,
the functional setup was found to be using two Intel NUC machines connected via Ether-
net /IP, where one was running two core networks and also connected to the Internet and
the other one running the eNB and UEs using the nFAPI simulator. As depicted in the
previous chapter in figure 3.7 and 3.8, this setup was used as the basis in the next phase

of this thesis, which included evaluation and testing.

A couple of different scenarios were set up to evaluate the network. As two cores were
implemented, they were configured at the same PLMN, meaning that the eNB connected
to both of them, but only one PLMN setting were distributed to the UEs, and they
connected to the core network defined first at the eNB.

4.1.1 Evaluation Tools

The packet generation tool iPerf3 was used to generate test traffic over the S1 tunnel.
iPerf can measure maximum bandwidth using TCP, as well as the tuning of various
parameters using UDP, like desired speed and packet size, reporting bandwidth, delay

jitter, datagram loss over the connection[32].

Both Wireshark and vnStat was used to capture the traffic sent over the S1 link to and
from the UE. vnStat is a network monitoring tool that keeps logs of network traffic for
the selected interface or interfaces, which in this scenario was set to be the UE interface
oipl. It is an open source program build for Linux and BSD, and it uses the network

interface statistics provided by the kernel as the information source, meaning that it does
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not sniff the traffic, which makes it lightweight for the system resources regardless of the
amount of traffic sent over the network. Wireshark is one of the most widely-used network
protocol analyzers; one can look at the all the traffic that is being sent over the desired
interface including information about things like the protocol, check-sums and response
time [33].

One of the objectives of this thesis is to have the eNB connect to both a Multi-access Edge
Core (MEC) core and a cloud core. Netem’s Network emulator was used to simulate that
the EPC in the VM was located in a cloud environment. The Linux Foundation offers a
guide on how to implement this, which is an already enabled tool in the kernel of multiple
newer Linux distributions. It contains functionalities for testing protocols by emulating
properties of wide-area networks and contain emulations for delay, loss, duplication and

re-ordering [34].

By using Netem’s network emulator, the desired delay of 100ms + /- 10ms, could be added
to the bridge adopter interface of the VM, making it appear to be located further away
but still have the same latency and access to the Internet. Adding the delay to only the
interface of the VM also makes sure that the core network running on the host machine
does not get affected by this, and that this core network can therefore still act as an edge

core.

4.1.2 Test Setup with Production LTE

To test the setup of the production LTE network, an EXFO hardware traffic generator
was used to generate the desired amount of traffic on the link. This traffic tester can
also record the latency and jitter on the link, which is what the users of the link would
experience. To perform these tests, another router was connected to the Cisco modem
using an Ethernet cable. IP addresses were configured on the link between them, and

" on the internal network. A loopback was configured

the router was brought "online,'
on another port on the connected router, making it send all incoming traffic right back
again, simulating a reply being sent back. The traffic generator is also configurable as a
tester, meaning that thresholds can be set for acceptable latency and jitter. This makes
it easy to test any setup and find out what is the maximum throughput should be set on

the link given the signal levels of the service.

The traffic generator is also used to test the stability of the link, to determine how much
traffic the link is able to handle before it affects the QoE for the user. To evaluate the
performance of an LTE link parameters like Signal-to-noise ratio (SNR), Signals Received
Power (RSRP), Received Signal Strength Indicator (RSSI) and Reference Signal Received
Quality (RSRQ) are used. These parameters reports information about how strong the

signal is and how much interference there is. If the signal levels of the UE is not optimal,
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the increased traffic load will make the Quality of Experience (QoE) for the user worse
because there are fewer resource blocks on the link. The link might be able to send traffic,
but if the amount of traffic is increased above what the channel can handle, packets will
be dropped and the QoE for the user will be affected. These parameters have, however,
not been considered in this thesis as the production LTE setup uses a coaxial cable
between the UE and the base station, and the lab set up at the University uses emulated

hardware.

The vendor of the core network’s network manager system was used to capture the traffic.
With this tool, both the eNB and the UEs can be monitored, capturing both the signal
levels and the throughput of the UEs at the eNB side. This means looking at the signal
the eNB are receiving from the connected UEs.

4.2 Test Results

To verify that the emulated UE and eNB connected correctly to the core network, Wire-
shark was used to capture the packets sent between the two NUCs. The first screenshot,
Figure 4.1, displays the messages sent when the eNB connects to both of core networks.
In the figure, one can see that the eNB first send a Stream Control Transmission Protocol
(SCTP) message to both core networks to initialize the connection. Once the core net-
works have acknowledged the connection, the eNB sends S1 Application Protocol (S1AP)
messages to both of them, including the PLMN (MNC, MCC) information, requesting
to connect to the networks. Both core networks accept the connection by sending STAP

messages back to the eNB, bringing up the S1-C channels (S1-Flex).

Mo. Source Destination Protocal  Mobile Network Code (MMC) Mobile Country Code (MCC) Info
1192.168.12.82 192.168.12.62 sCTP INIT
2 192.168.12.62  192.168.12.82 SCTP INIT_ACK
3 192.168.12.82 192.168.12.62 SCTP COOKIE_ECHO
4 192.168.12.82 192.168.12.58 sCcTP INIT
5 192.168.12.62 192.168.12.82 sCTP COOKIE_ACK
6 192.168.12.58 192.168.12.82 scTe INIT_ACK
7 192.168.12.82 192.168.12.62 S1ap 93,93 France,France 51SetupRequest
8 192,168.12.82  192.168.12.58 SCTe COOKIE_ECHO
9 192.168.12.62 192.168.12.82 SCTP SACK
12 192.168.12.58 192.168.12.82 sCTP COOKIE_ACK
11 192.168.12.82 192.168.12.58 51ap 93,93 France,France 5S15etupRequest
12 192.168.12.62 192.168.12.82 S1AP 93 France 515etupResponse
13 192.168.12.82 192.168.12.62 sCTP SACK
14 192.168.12.58 192.168.12.82 SCTP SACK
15 192.168.12.58 192.168.12.82 S1ap 93 France S1SetupResponse
16 192.168.12.82 192.168.12.58 SCTP SACK

Figure 4.1: eNB connecting to both core networks

Figure 4.2 displays the messages sent between the eNB and the MEC core network to
connect the UEs, the eNB first sends an SIAP/NAS-EPS messages to the core network.
These messages contain requests to have the UE connected to them, and they include
information like IMSI and IMEI number, key, and PLMNs of the connecting UE which
the MME checks against the HSS database to verify the connection. Once this has been
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verified, the core network responds with an acknowledgment message, attaching the UE
to the network. The SPGW then assigns an IP address to the UE, and the S1-U interface
is up. As long as the P-GW has access to the Internet, the UE will too. In the figure two
UEs are connecting to the network, displaying the same messages sent between the eNB

and the core network for both of them.
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Figure 4.2: Two UEs connecting to the network

iPerf was used to generated traffic over the S1 channel between the gtp0 interface of the
SPGW and the UE interface, and by sending TCP traffic, iPerf found the maximum
bandwidth of the link. As depicted in 4.3 captured at the UE, the maximum speed
captured on the downlink(DL) was 7.78 Mb/s and up to 19.08 Mb/s on the uplink(UL).
The upper part of the figure is the UL/DL speeds captured using vnStat, here shown
as Rx/Tx, i.e., received and transmitted data, measured in bits per second, while the
lower part of the figure is captured simultaneously using OAI’s Graphical User Interface
(GUI). The traffic captured by vnStat is not entirely the same as the once captured by
OATI’s GUI but very close, verifying that the throughput speeds of both the uplink and
downlink are correct. These tests were conducted both having the UE connected to the
MEC core and the cloud core, and the maximum acquired bandwidth was captured to be

the same.

Multiple tests were conducted in order to measure and compare the latency when con-
nected to the two core networks. Using iPerf and UDP, it is possible to configure iPerf
to send traffic at a desired speed and time. Even though UDP does not send any reply
does iPerf report lost packages and jitter, this is achieved by setting the receiver up a an
iPerf server and the sender as an iPerf client. iPerf with TCP was first used to measure
the latency experienced at the UE but because of TCP’s properties like Slow-Start and
congestion control does this not give a full picture of the latency, UDP was therefore used

instead.

A UDP stream between the UE and an external computer, was set up. Since UDP is a
best-effort protocol with no acknowledgment of received packets, the latency were calcu-
lated by capturing the traffic in both ends using Wireshark, i.e., capturing the timestamp
of each packet being sent from the UE and arrival time of each packet at the external
computer. The clocks of both computers were synchronized using Network Time Pro-
tocol (NTP). A C# program was created to calculate the delay between the UEs and



4.2. TEST RESULTS 29

Monitoring oipl...
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eNB tracer
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UE 3 UE tUE
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7.78Mbjs 19.08MbJs
20t wofb— —— 1 1om 20MF
L L. ok | | C C
4000 8000 660 5000 1000 1000

DL MCS [UE 3] UL MCS [UE 3] DL PHY [0] UL PHY [0]
DL/UL TICK/DCYACK/NACK [all UEs]

DL/UL HARQ (x8) [UE 3]

PHY MAC

16:07:41.275063095: ENB_PHY_DLSCH_UE_DCI eNB_ID 0 frame 263 subframe 4 rn16:07:41.273041030: ENB_MAC_UE_UL_SCHEDULE eNB_ID 0 CC_id 0 rnti 26439 fr
1 41.275092769: ENB_PHY_ULSCH_UE_DCI eNB_ID 0 frame 263 subframe 4 rnl6:07:41.273054343: ENB_MAC_UE_DL_SDU eNB_ID 0 CC_id O rnti 26439 frame 2
16:07:41.276060836: ENB_PHY DLSCH_UE_DCI eNB_ID 0 frame 263 subframe 5 rnl6:07:41.274015783: ENB_MAC_UE_UL_PDU eNB_ID 0 CC_id O rnti 26439 frame 2
16:07:41.276088724: ENB_PHY_ULSCH_UE_DCI eNB_ID 0 frame 263 subframe 5 rnl6:07:41.274016076: ENB_MAC_UE_UL_SDU eNB_ID 0 CC_id O rnti 26439 frame 2
16:07:41.277069318: ENB_PHY DLSCH_UE_DCI eNB_ID 0 frame 263 subframe 6 rnl6:07:41.274047366: ENB_MAC_UE UL SCHEDULE eNB ID 0 CC_id O rnti 26439 fr
1 41.277103870: ENB_PHY_ULSCH_UE_DCI eNB_ID 0 frame 263 subframe 6 rnl6:07:41.274060839: ENB_MAC_UE_DL_SDU eNB_ID 0 CC_id O rnti 26439 frame 2
16:07:41.278068230: ENB_PHY_DLSCH_UE_DCI eNB_ID 0 frame 263 subframe 7 rnl6:07:41.275017314: ENB_MAC_UE_UL_PDU eNB_ID 0 CC_id O rnti 26439 frame 2
16:07:41.278103246: ENB PHY ULSCH UE (el eNH ID 0 frame 263 subframe 7 rnl6:07:41.275017541: ENB MAC UE UL SDU eNB_ID 0 CC_id O rnti 26439 frame 2

L 41.279076482: ENB_PHY_DLSCH_UE_DCl eNB_ID 0 frame 263 subframe 8 rn16:07:41.275041803: ENB_MAC_UE_UL_SCHEDULE eNB_ID 0 CC_id O rnti 26439 fr
16:07:41.279108023: ENB_PHY_ULSCH_UE_DCI eNH_ID 0 frame 263 subframe B rnl6:07:41.275054888: ENB MAC UE IJL SDU eNB_ID O CC id O rnti 26439 frame 2
RLC PDCP
16:07:41.264076381: ENB_RLC_MAC_DL eNB_ID 0 rnti 26439 rb_id 3 length 996 16:07:41.204150337: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
16:07:41.264104449: ENB_RLC_DL eNB_ID 0 rnti 26439 rb_id 1 length 1500 16:07:41.205307330: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1438
16 07:41.265029325: ENB_RLC_MAC_UL eNB_ID O rnti 26439 rb_id 3 length 2382 16:07:41.206503712: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
: ENB_RLC_UL eNB_ID O rnti 26439 rb_id 1 length 1500 16:07:41.207658930: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1438
a : ENB_RLC_UL eNB_ID O rnti 26439 rb_id 1 length 1500 16:07:41.208817826: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
16:07:41.265086085: ENB_RLC_MAC_DL eNB_ID 0 rnti 26439 rb_id 3 length 996 16:07:41.209995163: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
16:07:41.265277138: ENB RLC DL eNB_ID O rnti 26439 rb_id 1 Iength 1500 16:07:41.211151296: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
16:07:41.266016752: ENB_RLC_MAC_UL eNB_ID 0 rnti 26439 rb_id 3 length 2384 16:07:41.212414651: ENB_PDCP_DL eNB_ID O rnti 26439 rb_id 1 length 1498
11 41.266020014: ENB RLC UL eNB_ID O rnti 26439 rb_id 1 Iength 1500 16:07:41.213523629: ENB_PDCP_DL eNB_ID 0 rnti 26439 rb_id 1 length 1498
16:07:41.266059752: ENB_RLC_MAC_DL eNB_ID 0 rnti 26439 rb_id 3 length 868  16:07:41.214685914: ENB_PDCP_DL eNB_ID O rnti 26439 rb_id 1 length 1498

RRC

16:06:32.383072320: ENB_RRC_UL DCCH DATA_IN eNB_ID 0 frame 0 subframe 0 rnti 26439
16:06:32.383079575: ENB RRC SECURITY MODE COMPLETE eNB_ID 0 frame 0 subframe 0 rnti 26439
16:06:32.383081983: ENB RRC UE CAPABILITY ENQUIRY eNB_ID'D frame 0 subframe 0 rnti 26439
16:06:32.403049771: ENB RRC UL _| DCCH DATA_IN eNB_ID 0 frame 0 subframe 0 rnti 26439
16:06:32.403059146: ENB RRC UE CAPABIL!TY “INFORMATION eNB_ID 0 frame 0 subframe 0 rnti 26439
16:06:32.403096950: ENB_RRC_CGNNECTIDN_RECDNF\GURATIDN ENB_ID 0 frame 0 subframe O rnti 26439
16:06:32.423050204: ENB_RRC_UL_DCCH_DATA_IN eNE_ID 0 frame 0 subframe 0 rnti 26439

16 6:32.423063106: ENB_RRC_CONNECTION_RECONFIGURATION_COMPLETE eNB_ID O frame 0 subframe 0 rnti 26439
. : ENB_RRC_UL_DCCH_DATA_IN eNB_ID 0 frame 0 subframe 0 rnti 26439

16 6:32.439057908: ENB_RRC_UL INFORMATION TRANSFER eNB_ID O frame 0 subframe 0 rnti 26439

LEGACY

16:07:39.642004416: LEGACY_PHY_WARNING log [eNB] sfn/sf: 1000 old_sfn/sf:1000 proc[rx:999]

16:07:39.752206393: LEGAC‘( PH’Y ERROR log NFAPI: SFN/SF:01111 proc:TX:[frame 111 subframe 0]: programming disch for round 0, rnti 6747, UE id 2, harq_pid
16:07:39.921027572: LEGACY MAC_INFO log UE rnti 6747 : In synch, PHR 33 dB DL CQI 0 PUSCH SNR 63 PUCCH SNR 0

. LEGACY_PH'Y_ERRDR log NFAPI: SFNfSF:01416 proc:TX:[frame 141 subframe 6]: programming disch for round 0, rnti 6747, UE_id 2, harg_pid
: LEGACY_PHY_ERROR log hoping not to have mis-match between CRC ind and RX ind - hopefully the missing message is coming shortly rx_in
16 7:40.334021332: LEGACY_PHY_ERROR log hoping not to have mis-match between CRC ind and RX ind - hopefully the missing message is coming shortly rx_in
16:07:40.642010886: LEGAC‘( F‘HY WARNING log [eNB] sfn/sf:2000 old_sfn/sf:2000 proc[rx:1999]

] LEGACY F—‘HY ERROR log NFAPI: SFN/SF:02227 proc:TX:[frame 222 subframe 6]: programming disch for round 0, rnti 6747, UE_id 2, harq_pid
3 LEGAC‘(ﬁPH’YﬁERRDR log hoping not to have mis-match between CRC ind and RX ind - hopefully the missing message is coming shortly rx_in
16 7:41.201021306: LEGACY_MAC_INFO log UE rnti 6747 : in synch, PHR 33 dB DL CQI 0 PUSCH SNR 63 PUCCH SNR 0

Figure 4.3: OATI’s graphical interface and vnStat live

the receiving computer. The Wireshark files were saved as .csv files, containing only the

information needed to calculate the delay for each UE.

Tests were run both with one UE connected, and later with up to 10 UEs connected -
in order to evaluate the network, having both the cloud and MEC core network serving
the UEs. When multiple UEs were connected, UDP traffic was generated at the UEs and
sourced from the UE interface. With iPerf3, the server can only receive one incoming
stream of traffic at a time, and as such, to have all connected UE send traffic to the same
destination, one iPerf3 server was set up to listen to each of the UEs. The destination

port was also needed when calculating the delay of each UE, as the receiving computer
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only saw the IP address of the SGi interface of the P-GW and could therefore not separate
the traffic for each UE without this.

Figure 4.4 and 4.5 display the latency of a UDP stream from the UE to the external
computer when sending test traffic at 3Mbps over the link using iPerf. The speed of the
generated test traffic was set to 3Mbps because if it was set higher the amount of lost
packets were almost 50% when connected to the cloud core. To make the tests more
representative, and be able to compare the experienced latency when connected to both
core networks, the speed needed to be set to the same in both scenarios. The graph
compares the latency experienced at the UE when connected to the MEC core network
and the cloud core network when only one UE is connected. Figure 4.4 depicts the median
latency per second, where an average of 255 datagrams are sent per second where each
datagram has a size of 1472, while Figure 4.5 depicts the latency of all packets sent. As
can be seen here, the latency when only one UE is connected is stable in both scenarios,
but the latency is, as expected, higher when connected to the cloud core network. When
connected to the MEC core network, the average latency is 66 milliseconds while it is 246

milliseconds when connected to the cloud core network.
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Figure 4.4: Median latency per second, 1 UE connected sending 3Mbps
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Figure 4.5: Latency of all packets, 1 UE connected sending 3Mbps

Jitter and lost packets in the UDP stream were calculated at the server side per second
by iPerf3. Figure 4.7 and 4.6 depicts the jitter and lost packets for the UE, comparing
the cloud core network and the MEC core network. As can be seen in 4.6, the jitter
is very stable in both scenarios, though a bit higher when connected to the cloud core

network.
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Figure 4.6: Jitter in milliseconds, 1 UE connected sending 3Mbps

Figure 4.7 shows that there was not much packet loss in either of the two scenarios, for
large parts of the tests are there no lost datagrams. There are some spikes in the graph
for both scenarios, but these are at a max of just beneath 0.8%, meaning that 2 of 255
packets were lost (0.78%).
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Figure 4.7: Packet loss in %, 1 UE connected sending 3Mbps

For the next test scenario, 10 UEs were configured and attached to the eNB. Tests were
conducted similarly to the ones described above, but for these tests, only 100kbps were
sent from each UE to not overload the system. Each UE was set to send UDP traffic from

their assigned interface to different ports on the receiver PC.

Figure 4.8 and 4.10 displays the median latency per second of each UE and Figure 4.9
shows the latency of all the packets when connected to the MEC core while Figure 4.11
shows the latency of all packets when connected to the cloud core. The immediate dif-
ference is first that, as expected, the latency for each of the UEs is lower when connected
to the MEC core versus when connected to the cloud core. Overall, the average latency
of the UEs is 240ms when connected to the MEC core and 300ms when connected to
the cloud core. Comparing this to the latencies found when only one UE was connected
have the latency when connected to the MEC core increase significantly, while it has not

increased that much for the scenario with the cloud core.

Figure 4.12 and 4.13 shows the jitter in milliseconds from the same test runs. Here one
can see that when connected to the MEC core, the overall jitter of the UEs is a bit lower
than when connected to the cloud core, but the difference is minor. However, several

UEs have better jitter values when connected to the MEC core than to the cloud core,
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Figure 4.9: Latency of all packets, 10 UEs connected to the MEC core sending 100kbps
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Figure 4.11: Latency of all packets, 10 UEs connected to the cloud core sending 100kbps

and there are also here more spikes, similar to what could be observed in the latency

graphs.

Figure 4.14 and 4.15 shows the number of lost datagrams in the UDP stream in %. Here
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Figure 4.12: Jitter in milliseconds, 10 UEs connected to the MEC core network sending
100kbps
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Figure 4.13: Jitter in milliseconds, 10 UEs connected to the cloud core network sending
100kbps

the same pattern can be observed; there are a lot more lost datagrams when 10 UEs are
connected compared to when only one UE is connected, and there is also quite a lot more
lost packets when connected to the cloud core. When connected to the MEC core the
number of lost datagrams is around 5%, except for UE 6 which loses 33% of the datagrams
sent in the packet in the beginning. When connected to the cloud core network, however,
there is a lot more frequent and higher numbers of lost datagrams, with two peaks at
50% and two at 33%.
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Figure 4.14: Lost datagrams in %, 10 UEs connected to the MEC core network sending
100kbps

In both scenarios with 10 UEs connected, there are latency spikes which do not occur

when only one UE is connected. These are more significant in the case where the UEs
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Figure 4.15: Lost datagrams in %, 10 UEs connected to the cloud core network sending
100kbps

are connected to the cloud core, here there are a lot more latency spikes, mostly up to
between 1000 and 1500ms but also some that are up to 2000ms, i.e., up to 2 seconds.
When connected to the MEC core, the latency spikes are not that frequent, and they
have a maximum of 1600ms. When correlating the latency spikes of each UE with the
lost datagrams, one can see that the latency spikes occur when there is packet loss. This
correlation can clearly be seen in Figure 4.16 where only the lost datagrams and latency

from UE 1 connected to the cloud is displayed.
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Figure 4.16: UE1 connected to the cloud core network

The source of the latency spikes was found to be in the uplink of the UEs. UDP test
traffic was set up between the 10 UEs and the NUC running the core network, and as can
be seen in Figure 4.17 and 4.18 are the latency spikes not present in the downlink stream.
Test traffic was also sent the other way around, from the NUC to the UEs, these also
contained latency spikes, verifying that the spikes did not occur between the core and
the external machine. Downlink tests from the external computer to the UEs was not

conducted because the external computer was not able to reach the private IP address of
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the UEs and port forwarding was not set up.
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Figure 4.17: Downlink traffic to 10 UEs connected to the MEC core
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Figure 4.18: Downlink traffic to 10 UEs connected to the cloud core

To confirm that the latency spikes only affect a small part of the transmitted traffic,

histograms were made of the latency for each of the UEs, both for the tests when connected

to the MEC and the cloud core network. Figure 4.19 is an example of one of these

histogram, the figure show the histogram for UE 4 when connected to the cloud. This

verifies that the majority of the latency is between 43 and 526ms.
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Figure 4.19: Histogram of latency for UE4 when connected to the cloud core network

The next test scenario consisted of near real-time traffic; this was conducted in two differ-

ent ways, one where an external computer was set up to stream a MP3 audio file and one
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where it was streaming a video, both using VLC Media Player [35]. Both streams were
set up from the external computer sending the audio and video via Real-time Transport
Protocol (RTP) over Real-Time Publish-Subscribe (RTPS). RTPS is a protocol designed
to run over an unreliable IP/UDP connection, and it makes it possible for multiple sub-
scribers to stream the audio or video simultaneously using the IP address, port and path
set up by the publisher and it uses RTP to transfer the data stream [36]. This test was

conducted when having the UE connected to both core networks.

For these test the QoE is used to measure and compare the quality of the channel, the
streams were captured in Wireshark at both ends, but as VLC buffers the audio stream,
the delay does not play a crucial part and does not affect the experience of the user.

Therefore no technical evaluation was made from these tests.

©© O capturing from 10 Interfaces
Media Playback Audio Video Subtitle Tools View Help WA e RNE Q< > b -H==

- Expression...  +

No. Time source Destination Protocol _ Identification __ Arrival Time
25372 93.796978900 152.94.122.164 172.16.0.2 RTP ©x8693 (34451) Jun 8, 2

25373 93.797972467 152.94.122.104 172.16.0.2 RTP 0x8694 (34452) Jun 8, 2|

25374 93.799983007 152.94.122.104 172.16.0.2 RTP ©x8695 (34453) Jun 8, 2|

25375 93.800973398  152.94.122.104 172.16.0.2 RTP 0x8696 (34454) Jun 8, 2|

25376 93.802972700 152.94.122.104 172.16.0.2 RTP ©x8697 (34455) Jun 8, 2|

25377 93.803971726  152.94.122.104 172.16.0.2 RTP ©0x8698 (34456) Jun 8, 2|

25378 93.804977281 152.94.122.104 172.16.0.2 RTP ©x8699 (34457) Jun 8, 2|

25379 93.805977409 152.94.122.104 172.16.0.2 RTP ©ox869a (34458) Jun 8, 2|

25380 93.821991116 152.94.122.104 172.16.0.2 RTP ©0x869b (34459) Jun 8, 2|

25381 93.829978121 152.94.122.104 172.16.0.2 RTP ox869d (34461) Jun 8, 2|

25382 93.831970675 152.94.122.104 172.16.0.2 RTP ox869e (34462) Jun 8, 2|

25383 93.832971093  152.94.122.104 172.16.0.2 RTP ©xB69f (34463) Jun 8, 2|

25384 93.834969791 152.94.122.104 172.16.0.2 RTP ©0x86a0 (34464) Jun 8, 2|

25385 93.835971858 152.94.122.104 172.16.0.2 RTP ©ox86al (34465) Jun 8, 2|

25386 93.842988876 152.94.122.104 172.16.0.2 RTP ©ox86a4 (34468) Jun 8, 2|

25387 93.864990805 152.94.122.104 172.16.0.2 RTP ©0x86a9 (34473) Jun 8, 2|

25388 93.870974233 152.94.122.104 172.16.0.2 RTP ox86aa (34474) Jun 8, 2|

25389 93.871985041 152.94.122.104 172.16.0.2 RTP oxg6ab (34475) Jun 8, 2|

25390 93.873976714 152.94.122.104 172.16.0.2 RTP exB6ac (34476) Jun 8, 2|

25391 93.885992683 152.94.122.104 172.16.0.2 RTP oxg6af (34479) Jun 8, 2|

25392 93.996990310 152.94.122.104 172.16.0.2 RTP ©x86b3 (34483) Jun 8, 2|

25393 93.912986889 152.94.122.104 172.16.0.2 RTP ©x86ba (34484) Jun 8, 2|

25394 93.914972775  152.94.122.104 172.16.0.2 RTP ©x86b5 (34485) Jun 8, 2|

25395 93.915971403 152.94.122.104 172.16.0.2 RTP ©x86b6 (34486) Jun 8, 2|

» Frame 19774: 1444 bytes on wire (11552 bits), 1444 bytes captured (11552 bits) on interface 0
» Linux cooked capture
» Internet Protocol Version 4, Src: 152.94.122.104, Dst: 172.16.0.2
» User Datagram Protocol, Src Port: 55384, Dst Port: 55648
v Real-Time Transport Protocol
» [Stream setup by HEUR RT (frame 3)]
10 = Version: RFC 1889 Version (2)
..6. .... = Padding: False
o = Extension: False
0000 = Contributing source identifiers count: 0
= Marker: False

Payload type: DynamicRTP-Type-96 (96)

sequence number: 59491

[Extended sequence number: 59491]

Timestamp: 158229504

synchronization Source identifier: 0x3bfccad3 (1006422659)

Payload: 1c819f71744296f99f9d63F36d01c367of4b7af18ac38

©0 60 60 60 60 00 64 38 OF 08 5a 03 8 76 08 06 a8 -z
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== o ac 10 00 62 d8 62 d9 58 ©5 B0 57 d5 B0 6O eB 63 bX <M
- 09 6e 64 00 3b fo ca 83 1ic 81 OF 71 74 42 96 Ff _.nd.; o
[ IRCOCICON- ITTIRESICYE S & @ 7 Frame (frame), 1444 bytes Packets: 25395 - Displayed: 25395 (100.0%) _Profile: Default

Figure 4.20: Video stream with UE connected to the MEC core network

The experience of the audio quality was not noticeably different when connected to either
of the core networks, however, when streaming video there was. Figure 4.20 shows a
screenshot of the video stream at the UE when connected to the MEC core. The video
quality was good, and there were only short disruptions of the stream when the application
was buffering, however, throughout the testing, this did not happen often, and there was

minimal disruption of the stream.

Figure 4.21 shows a screenshot from the UE when it is connected to the cloud core. Here
one can see that the picture is quite blurred; this was the general experience at the UE

when connected to the cloud core. The pictures kept blurring into each other from one
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rtspi//152.94.122.104:5544/movle - VLC media player

Q< >IN

-/ Expression... | +

Time Source Destination Protocol _Identification  Arrival Timel”
43410 485.182970728 152.94.122.104 172.16.0.2 RTP oxb76a (46954) Jun 8, 2
43411 485.184976293 152.94.122.104 172.16.0.2 RTP 0xb769 (46953) Jun 8, 2
43412 485.185965572 152.94.122.104 172.16.0.2 RTP exb771 (46961) Jun 8, 2
43413 485.187965672 152.94.122.104 172.16.0.2 RTP @xb772 (46962) Jun 8, 2
43414 485.188965047 152.94.122.104 172.16.0.2 RTP xb774 (46964) Jun 8, 2
43415 485.189969919 152.94.122.104 172.16.0.2 RTP Oxb76f (46959) Jun 8, 2
43416 485.191966306 152.94.122.104 172.16.0.2 RTP oxb76c (46956) Jun 8, 2
43417 485.192965563 152.94.122.104 172.16.0.2 RTP 0xb770 (46960) Jun 8, 2
43418 485.194965519 152.94.122.104 172.16.0.2 TP exb76e (46958) Jun 8, 2
43419 485.195968948 152.94.122.104 172.16.0.2 RTP xb76b (46955) Jun 8, 2
43420 485.200986584 152.94.122.104 172.16.0.2 RTP @xb775 (46965) Jun 8, 2
43421 485.214977133 152.94.122.104 172.16.0.2 RTP xb778 (46968) Jun 8, 2
43422 485.219967200 152.94.122.104 172.16.0.2 RTP oxb77a (46976) Jun 8, 2
43423 485.222970602 152.94.122.104 172.16.0.2 RTP exb77d (46973) Jun 8, 2
43424 485.226965903 152.94.122.104 172.16.0.2 RTP exb77c (46972) Jun 8, 2
43425 485.230975299 152.94.122.104 172.16.0.2 RTP @xb77b (46971) Jun 8, 2
43426 485.240975683 152.94.122.104 172.16.0.2 RTP exb77e (46974) Jun 8, 2
43427 485.260977297 152.94.122.104 172.16.0.2 RTP 0xb781 (46977) Jun 8, 2
43428 485.270982512 152.94.122.104 172.16.0.2 RTP 0xb783 (46979) Jun 8, 2
43429 485.274964158 152.94.122.104 172.16.0.2 RTP 0xb784 (46980) Jun 8, 2
43430 485.277975609 152.94.122.104 172.16.0.2 TP xb786 (46982) Jun 8, 2
43431 485.301973950 152.94.122.104 172.16.0.2 RTP exb78b (46987) Jun 8, 2
43432 485.305964696 152.94.122.104 172.16.0.2 RTP @xb78c (46988) Jun 8, 2
43433 485.310990183 152.94.122.104 172.16.0.2 RTP xb789 (46985) Jun 8, 2

» Frame 1: 642 bytes on wire (5136 bits), 642 bytes captured (5136 bits) on interface 0
» Linux cooked capture

» Internet Protocol Version 4, Src: 152.94.122.104, Dst: 172.16.9.2
t: 57799, Dst Port: 59714

» User Datagram Protocol

v Real-Time Transport

» [Stream
10

0000 = Contributing source identifiers count: 0
1 = Marker: True

Payload type: DynamicRTP-Type-96 (96)

Sequence number: 789

[Extended sequence number: 66325]

Timestamp: 13577668

synchronizatis rce identifier: exzbadcesz (732221010)
Payload: 0016 1832a96c5a231744c1d320842215c045541681

6900 00 60 00 00 00 00 60 00 00 00 00 G0 00 00 03 00 -
45 00 62 72 35 24 40 00 3f 11 45 7e 98 Se 7a 68 E..r5$@. ?-E~-Azh
Gt ac 10 00 62 el be €9 42 02 Se d5 c6 80 €0 03 15 B A
. 5 ©8 17 c9 af 2b a4 ce 52 09 10 12 30 01 18 32 a9 + R s
0] (e mm 1) (=82 ¢ © 7 Frame (frame), 642 bytes Packets: 43433 - Displayed: 43433 (100.0%) _Profile: Default

Figure 4.21: Video stream with UE connected to the cloud core network

scene to the next, and some times not loading at all, showing only a black screen and

playing the audio.

The audio quality of the video was good both when connected to the MEC and the cloud
core, however, this made the experience at the UE almost worse, hearing the video stream

continuing without the picture moving accordingly.

These simulations does not only illustrate the scenario of having the core network further
away in a cloud environment, but it could also illustrates a scenario where there is one
core network in the system and multiple base stations, or multiple cores, serving a set
of base stations in a large geographical area. This would cause the delay from the core
network to the different base stations to vary depending on their relative distance to the
core network. Making the experience for the end user different depending on which base

station it is connected to.

With this setup, it was possible to achieve the same maximum bandwidth even when
connected to the cloud core network, showing that there are enough resources to keep
a service of this size running even if the link to the core is further away. However, the
experienced latency for the users is a lot higher when the delay between the base station
and the core network is increased. This means that to meet the requirement for uRLLC
the delay between the eNB and the core network plays a crucial role and in the most

time-critical operations will the core network have to be located relatively close to the
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base station, i.e. by the use of Multi-access Edge Computing (MEC),

4.2.1 Test Results with a Production LTE network

As mentioned in the previous chapter, Tampnet has two mobile core sites in its network.
The first tests were conducted while having the eNB connected to the core network
located relatively close to the eNB. Afterward, the SIM was moved to the core network
located further away, and the same tests were conducted there. The tests conducted on
the production LTE network consisted of using the traffic generator to generate different
amounts of traffic on the link, starting at 2Mbps and increasing with 2Mbps and going
up to 14Mbps.

Figure 4.22 depicts the latency in correlation with the throughput, with the throughput
displayed as increasing on the X-axis and the average latency from each test at the Y-axis.
Here one can see that the latency is not affected by the increase in throughput and stays

almost constant with only small variations as the throughput is increased.
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Figure 4.22: Latency in milliseconds at Tampnet’s lab

4.3 Discussion

Looking at the results presented in this chapter, findings show how the users would
experience the delay when having the base station at different distances, i.e., with different
varying delay to the core network. The QoE for users would be having applications loading
slower and lagging when streaming videos or playing online games. For the user in the
category of eMBB, the delay and jitter might not affect them that much in day-to-day
use and only be noticeable in some very network consuming applications. However, 5G
is aiming to support other types of industries as well, like the health industry, the oil-

and gas industry and autonomous cars. In these types of applications low-latency and
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ultra-reliable connections are crucial, and the extra latency added because of the distance

between the base station and the core network is not acceptable.

The latency experienced at the UE when testing in the lab environment at Tampnet’s
offices show a much lower latency than the one obtained at the simulated test-bed at the
University. Even in the scenario where only one UE was connected are the experienced
latency higher, having the lowest average of 66ms in the simulated test-bed versus 25ms
in the tests at Tampnet’s lab. This shows that even though the simulated test-bed is
functional and can be used for experimental testing is there still a major difference when

compared to a production LTE network.
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Chapter 5

Conclusion and Future Work

The main objective of this thesis was to study readily available LTE/5G software-defined
frameworks with particular focus on simulation/emulation. This has been completed, and
an operational test-bed for emulating low-cost LTE/5G has been implemented. This has
been conducted using only two Intel NUC machines connected two each other via Ethernet
and one being connected to the Internet via Ethernet. That makes the proposed solution
in this thesis very cost-effective, as not a lot of expensive equipment is needed to deploy

and experiment with it.

Using software enablement and virtualization to experiment and eventually deploy the
next generation of the mobile network could in the long term be cost efficient for the
service providers but this will first require restructuring of the network. There are many
business concerns that needs to be evaluated once the roll-out of 5G begins. Having a
network with one or many edge cores, compared to having it in a cloud environment is
more expense but gives the service provider more control as well as providing a more

stable and reliable connection to the base station.

From an operational point of view is there multiple concerns regarding having the core
network in a cloud environment. Since the connection to the core network goes via more
nodes to reach the base stations there is a higher risk of unforeseen events, out of the
control of the service provider. On the other hand is there a lot of cost involved with

having multiple edge cores placed out on large geographical areas.

For future work would it be interesting to test more with the LimeSDRs or similar SDRs,
either by using one SDRs as the base station and have a phone connect to the network or
by using coaxial cables between the two SDRs and have one of them run as the UE. The
test-bed experimented with in this thesis should make it possible to extend the solution

to this. The next thing that could be experimented further with is the connection to

41
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the cloud, try a different type of setup, where easier access/connection between the node
running the base station and the cloud instance running the core network would make

the base station able to connect and bring up the S1 tunnel.
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Appendix A

Configuration guide and test
data

Configuration files, test data and C# program used in this thesis can be found at
https://github.com/mari-h /ConfigMaster Thesis.git.

The functional test-bed set up and used for evaluation in this thesis was deployed on
two Intel NUC computers running Ubuntu 16.04 with low-latency kernel (4.13.0-36-

lowlatency).

Steps needed before stating the implementation of the OAI EPC, eNB and UE:

$ sudo apt—get update

$ sudo apt—get dist upgrade

$ sudo apt—get install linux—image—4.13.0—36—lowlatency
linux—headers —4.13.0—36—lowlatency

$ sudo apt—get install git

After updating the kernel the computer needs to be restarted. Upon restart press FEsc to
enter the GNU GRUB menu, choose Advanced options for Ubuntu and choose the correct
kernel distribution. This can be set as default in the /etc/default/grub file, otherwise it

needs to be done for every restart of the computer.

A.1 Configuration of the OAI EPC

The steps below below are based on [26] but modified according to functional setup in
this thesis.

o1
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Make sure the hostname of the computer is correctly set, HOSTNAME in the below
commands should be replaced with the hostname of the computer. openair{G.eur can

be replace by something else but this needs to be reflected in the configuration of the
EPC:

$ cat /etc/hostname

HOSTNAME

$ cat /etc/hosts

127.0.0.1 localhost

127.0.1.1 HOSTNAME. openair4G . eur HOSTNAME
127.0.1.1 hss.openairdG . eur hss

$ hostname

HOSTNAME

$ hostname —f
HOSINAME. openair4dG . eur

Make sure the above is correct before proceeding.

git clone https://github.com/OPENAIRINTERFACE/openair—cn. git
cd openair—cn

git checkout v0.5.0

git branch

(HEAD detached at v0.5.0)

git pull

&h P P P

source oaienv

°h P P ¥

cd scripts

#Need to run these only once to install missing packages
$ ./build mme —i

$ ./build_hss —i

$ ./build_spgw —i

Copy the EPC config files in /usr/local/etc/oai

sudo mkdir —p /usr/local/etc/oai/freeDiameter

sudo cp ~/openair—cn/etc/mme.conf /usr/local/etc/oai

sudo c¢p T /openair—cn/etc/hss.conf /usr/local/etc/oai

sudo cp ~/openair—cn/etc/spgw.conf /usr/local/etc/oai

sudo cp ~/openair—cn/etc/acl.conf /usr/local/etc/oai/freeDiameter

sudo cp ~/openair—cn/etc/mme fd.conf /usr/local/etc/oai/freeDiameter

&P P P PH LH PH P

sudo cp ~/openair—cn/etc/hss fd.conf /usr/local/etc/oai/freeDiameter

The configurations files for the MME, HSS and SPGW needs to be modified, according
to the network setup used. the configuration files used in this thesis are attached to the

pdf version of this document.
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The following files should be modified:

/usr/local/etc/oai/mme. conf
/usr/local/etc/oai/spgw.conf
/usr/local/etc/oai/freeDiameter /hss fd.conf
/usr/local/etc/oai/freeDiameter /mme fd.conf
/usr/local/etc/oai/hss.conf

Once these files have been modified correctly, proceed to install certificates:

cd T /openair—cn/scripts

./check hss s6a certificate /usr/local/etc/oai/freeDiameter/ hss.openairdG.eur
#Note that HOSTNAME should be replaced with the hostname of the computer
./check mme s6a_certificate /usr/local/etc/oai/freeDiameter/ HOSINAME. openairdG . eur

Compile and Run HSS (ALWAYS RUN HSS FIRST):

cd " /openair—cn

cd scripts

./build _hss —c

#After installing the databse the hostname of the computer need to be added

#to the HSS database for it to accept the connection from the MME

./run_hss —i 7 /openair—cn/src/oai_hss/db/oai_db.sql #Run only once to install database

./run_hss #Run this for all subsequent runs

Compile and Run MME:

cd " /openair—cn/scrpis
./build_mme —c

./run_mme

Compile and Run SP-GW:

cd " /openair—cn/scripts
./build _spgw —c

./run_spgw

Once MEE is connected to HSS you should see STATE OPEN in the terminal for both
the MME and HSS.
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A.2 Configuration of eNB and UE using nFAPI L2 sim-

ulator

The steps below are from [27]. This configuration is verified by having the OAI EPC
run on one computer and the eNB and UE on a second computer (UE and eNB on same

computer).

Retrieve the OAI eNB and UE source code:

git clone https://gitlab.eurecom. fr /oai/openairinterface5g/ enb folder
cd enb folder

git checkout —f v1.0.0

cd ..

cp —Rf enb_folder ue_folder

Ph P PH LH LD

Setup of the USIM information in UE folder:

$ cd ue_ folder
# Edit openair8/NAS/TOOLS/ue eurecom test sfr.conf with your preferred editor

Edit the USIM information within this file in order to match the HSS database. They
HAVE TO match:

e PLMN+MSIN and IMSI of users table of HSS database SHALL be the same.
o OPC of this file and OPC of users table of HSS database SHALL be the same.

e USIM API K of this file and the key of users table of HSS database SHALL be

the same.

When testing multiple UEs, it is necessary to add the information for all UEs. Only UEOQ
(first UE) information is written in the original file. The SIM information for all UEs
need to be added to the HSS database.

The eNB Configuration file:

$ cd enb folder
# Edit ci—scripts/conf files/rcc.band7.tml.nfapi.conf with your preferred editor

Edit the mme_ip address, NETWORK INTERFACES and MACRLCs to match your
network setup. The MACRLCs should be the IP address towards the UE, in this thesis
(and in the OAT guide) the loopback interface is used, lo: (127.0.0.2) for the eNB and lo
(127.0.0.1) for the UE.
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The UE Configuration file:

$ cd ue_folder
# Edit ci—scripts/conf files/ue.nfapi.conf with your preferred editor

If lo: is used by the eNB; bring up a second loopback interface:

$ sudo ifconfig lo: 127.0.0.2 netmask 255.0.0.0 up

Build the eNB:

$ cd enb folder

$ source oaienv

$ cd cmake targets

$ ./build oai —eNB —t ETHERNET —c

Build the UE:

$ cd ue_folder

$ source oaienv

$ cd cmake targets

$ ./build oai —UE —t ETHERNET —c

After finishing building UE(s), some files are generated in ue folder/targets/bin/ and
these files are necessary in cmake targets:

cd ue folder/targets/bin/
cp .ux ../../cmake targets/

cp usim ../../cmake targets/

&h P P P

cp nvram ../../cmake targets/

Initialize the NAS UE Layer:

$ cd ue_folder/cmake targets/tools
$ source init nas sl UE

Initialize the NAS UE Layer:

$ cd ue_folder/cmake_targets/tools

$ source init_nas_sl UE
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After completing the above steps the eNB and UE are ready to be run. To test the setup,
now start the EPC on the other computer. Once the EPC is up and running, and the
HSS and MME is connected the eNB and UE can be started.

Start the eNB:

$ cd enb folder/cmake targets
$ sudo —E ./lte build oai/build/lte —softmodem
—O ../ci—scripts/conf files/rcc.band7.tml.nfapi.conf > enb.log 2>&1

Start the UE:

# Test 10 UEs, 10 threads in FDD mode

$ sudo —E ./lte build oai/build/lte —uesoftmodem

—O ../ci—scripts/conf files/ue.nfapi.conf

—L2—emul 3 —num—ues 10 —nums_ue_thread 10 > ue.log 2>&1
# Note: found that when running with more than 8 UFEs

# it worked best without the —num_wue thread attribute

A.3 Configuration of S1-flex

To make the eNB connect to more than one EPC S1-Flex was used in this thesis. The
steps below are from the OAT’s guide [31]. With this the eNB successfully connected to
two CNs, however, in this thesis were we not able to make UEs connect to the different
CNs simultaneously. The eNB only sent SIAP/NAS-EPS messages (requesting the UE to
connect to the EPC) to one CN, the one defined first in the configuration file, even if the
PLMNs were different on the two CNs and one(or more) UE was configured to connect to
each of them. The eNB sends these messages to the first one defined in the configuration
file if it is operational, if only the second CN is running it will send the attache request
to the second defined CN.

Add PLMN and MME IP address of all CNs you want the eNB to connect to:

# Open the eNB configuration file:
# ci—scripts/conf_ files/rcc.band7.tml. nfapi.conf

tracking area code = 1;
plmn_list = (
{ mcc = 208; mnc = 93; mnc_length =

\
)

|
[\
e

{ mcc = 208; mnc

)

95; mnc_length =
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mme ip address = (

{
ipvd — "192.168.12.240";
ipv6 = "192:168:30::17";
active = "yes";
preference = "ipv4";

}7

{
// ... second MME ...

}

An additional broadcast plmn _index parameter has been added to the MME config
in the eNB. It permits to define the Global eNodeB ID as exposed to the MME in
S1SetupRequest as well as defining which broadcasted PLMNs are communicated. As-
suming the above given plmn list with two Broadcast PLMNs, the following example
defines that the eNodeB communicates the first PLMN both as ID and its only PLMN
tracking area to the first MME ([0]), whereas for the second MME, the second PLMN
is used as ID and both the first and second PLMN ([0,1]) are announced in its tracking

area.

Add broadcast _plmn_index parameter to the MME config in the eNB configuration
file:

# Still in the eNB configuration file:
# ci—scripts/conf files/rcc.band7.tml.nfapi.conf

mme ip address = (
{
// IP address etc here
broadcast _plmn_index = [0];
}7
{
// IP address etc here
broadcast plmn_ index = [0,1];
}

)

If broadcast plmn_index = [1] was given for the second MME, the second PLMN ID
would be used for both Global eNodeB ID and PLMN tracking area. Thus, no MME
would know that this eNodeB operates for different CNs. Leaving out this parameter
assumes a default of [0,...,N-1] for all MMEs with N being the number of PLMN IDs in
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the plmn_ list.
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