
Approved by the Dean 30 Sep 21 
Faculty of Science and Technology 

 
 

 
 

FACULTY OF SCIENCE AND TECHNOLOGY 

BACHELOR THESIS 
  

Study programme / specialisation: 
Computer Science 

 
The spring semester, 2022 

 
 

Open / Confidential 
Author:  
Stefan Aasebø 
William Kristoffersen 
 

 
William Kristoffersen.   Stefan Aasebø 

(signature authors) 

Course coordinator: 
Arian Baloochestani 
 
Supervisor(s):  
Arian Baloochestani 
 
 
Thesis title:  
theeCB: A tool to programmatically circumvent caches 
 
Credits (ECTS): 20 
 
Keywords: Caching, Proxy, Web 
application, Information security, 
Penetration testing. 
  
 
 
 
 

 
         Pages: 70 
     
    

 
 

         Stavanger, 15.05.2022 
 
                                date/year 

 



:� .5,672))(56(1 $1' 6�$$6(%�
'(3$570(17 2) (/(&75,&$/ (1*,1((5,1* $1' &20387(5 6&,(1&(

WKHH&%� $ WRRO WR SURJUDPPDWLFDOO\ FLUFXPYHQW
+773 SUR[\ FDFKHV

%DFKHORU
V 7KHVLV � &RPSXWHU 6FLHQFH � 0D\ ����



,�:�.ULVWRIIHUVHQ DQG 6�$DVHE¡� GHFODUH WKDW WKLV WKHVLV WLWOHG� ³WKHH&%�
$ WRRO WR SURJUDPPDWLFDOO\ FLUFXPYHQW +773 SUR[\ FDFKHV´ DQG WKH ZRUN SUH�

VHQWHG LQ LW DUH P\ RZQ� , FRQILUP WKDW�

! 7KLV ZRUN ZDV GRQH ZKROO\ RU PDLQO\ ZKLOH LQ FDQGLGDWXUH IRU D EDFKHORU¶V

GHJUHH DW WKH 8QLYHUVLW\ RI 6WDYDQJHU�

! :KHUH , KDYH FRQVXOWHG WKH SXEOLVKHG ZRUN RI RWKHUV� WKLV LV DOZD\V FOHDUO\

DWWULEXWHG�

! :KHUH , KDYH TXRWHG IURP WKH ZRUN RI RWKHUV� WKH VRXUFH LV DOZD\V JLYHQ�

:LWK WKH H[FHSWLRQ RI VXFK TXRWDWLRQV� WKLV WKHVLV LV HQWLUHO\ P\ RZQ ZRUN�

! , KDYH DFNQRZOHGJHG DOO PDLQ VRXUFHV RI KHOS�



$EVWUDFW

,Q UHFHQW \HDUV DV WKH LQWHUQHW KDV HYROYHG DQG WKHUH KDYH EHHQPDMRU DGYDQFHV LQ

WHFKQRORJ\� GHPDQGV RQ WKH ZHE LQIUDVWUXFWXUH KDV JURZQ� $Q LQFUHDVLQJ JURZWK

RI WKH LQWHUQHW ZLWKRXW DQ\ SHUIRUPDQFH HQKDQFLQJ PHDVXUHV ZRXOG OHDG WR RYHU�

ORDGLQJ� &DFKLQJ KHOSV WR UHVROYH WKLV LVVXH E\ VWRULQJ FRSLHV RI FHUWDLQ GDWD IRU

ODWHU XVDJHV� 7KLV VWRUHG GDWD FDQ WKHQ EH GHOLYHUHG PXFK IDVWHU WKDQ WR UHWULHYH

WKH GDWD IURP WKH ZHE DSSOLFDWLRQ� :KLOH VSHHGLQJ XS UHVSRQVH WLPHV� LQVHFXUH

FDFKH FRQILJXUDWLRQ FDQ OHDG WR YXOQHUDELOLWLHV�

,Q WKLV WKHVLV� ZH KDYH GHYHORSHG D FDFKH GHWHFWLRQ WRRO� WKHH&%� WKDW LQIRUPV

WKH XVHU LI D ZHE DSSOLFDWLRQ XVHV D IRUP RI FDFKLQJ PHFKDQLVP� 7KLV WRRO FDQ EH

XVHIXO IRU GLVFRYHULQJ ZKHWKHU D ZHE DSSOLFDWLRQ XVHV VRPH FDFKH PHFKDQLVPV�

DQG ZKLFK FDFKLQJ UXOHV DUH XVHG� 7KH JRDO RI WKLV WRRO LV WR EULQJ XVHIXO LQIRUPD�

WLRQ� WKDW FDQ EH IXUWKHU XVHG LQ SHQHWUDWLRQ WHVWLQJ� RU IRU GHEXJJLQJ SXUSRVHV�

LL



$FNQRZOHGJHPHQWV

:HZRXOG OLNH WR WKDQN RXU VXSHUYLVRU� $ULDQ %DORRFKHVWDQL IRU KLV YDOXDEOH JXLG�

DQFH� H[SHUWLVH� DQG IHHGEDFN WKURXJKRXW WKLV WKHVLV SURFHVV�

LLL



&RQWHQWV

$EVWUDFW LL

$FNQRZOHGJHPHQWV LLL

� ,QWURGXFWLRQ �

��� %DFNJURXQG DQG PRWLYDWLRQ � � � � � � � � � � � � � � � � � � � � � � �

��� &RQWULEXWLRQ DQG DSSURDFK � � � � � � � � � � � � � � � � � � � � � � �

��� &KRLFH RI ODQJXDJH � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� %DFNJURXQG �

��� 8VHU $JHQW � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� 2SHQ 6\VWHPV ,QWHUFRQQHFWLRQ 0RGHO � � � � � � � � � � � � � � � � �

��� +\SHU 7H[W 7UDQVIHU 3URWRFRO � � � � � � � � � � � � � � � � � � � � � �

��� &URVV�6LWH 6FULSWLQJ � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� :KDW LV D SUR[\" � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

��� :KDW LV FDFKLQJ" � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 3UR[\ VHWXS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &DFKH SRLVRQLQJ � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 3URV DQG FRQV RI FDFKLQJ � � � � � � � � � � � � � � � � � � � � � � � ��

���� 3RUW6ZLJJHU � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

���� 3HQHWUDWLRQ WHVWLQJ � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

���� %XJ ERXQW\ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� 'HPRQVWUDWLRQ ��

��� WKHH&% GHPRQVWUDWLRQ � � � � � � � � � � � � � � � � � � � � � � � � � ��

� 0RGHO ��

��� )LQJHUSULQWHU � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

LY



��� 2YHUYLHZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 7LPLQJ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� ,PSOHPHQWDWLRQ ��

��� ,QWHUIDFHV � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &DFKH3UR[\ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� ([HFXWLRQ IORZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� )LQJHUSULQWHU � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� 7HVWV ��

��� 'RFNHU � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 'LJLWDO 2FHDQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� *RRJOH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 3HUIRUPDQFH DQG EHQFKPDUNV � � � � � � � � � � � � � � � � � � � � ��

��� %HQFKPDUNLQJ ZLWK WHVW DSSOLFDWLRQ � � � � � � � � � � � � � � � � � ��

��� %HQFKPDUNLQJ ZLWK ZHE DSSOLFDWLRQV � � � � � � � � � � � � � � � � ��

� 'LVFXVVLRQ ��

��� 9XOQHUDELOLW\ VFDQQHUV � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &DFKH GHWHFWLRQ WRROV � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &DFKH UHODWHG KHDGHUV � � � � � � � � � � � � � � � � � � � � � � � � � ��

� 5HODWHG:RUN ��

��� :HE &DFKH (QWDQJOHPHQW � � � � � � � � � � � � � � � � � � � � � � � ��

��� %XUS 6XLWH � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� =HG $WWDFN 3UR[\ � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� &DFKH &KHFNHU � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� &RQFOXVLRQ ��

��� &RQFOXVLRQ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� )XUWKHU ZRUN � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

$ ,QVWUXFWLRQV WR &RPSLOH DQG 5XQ 6\VWHP ��

% /LQX[�0DF26 ��

%�� WKHH&% � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

%�� WHVWDSS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��



& :LQGRZV ��

&�� WKHH&% � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

&�� WHVWDSS � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��





&KDSWHU �

,QWURGXFWLRQ

,Q WKLV WKHVLV RXU JRDO LV WR FUHDWH D WRRO WR GHWHFW FDFKLQJ LQ +773 SUR[LHV� DV ZHOO

DV WR JDLQ LQIRUPDWLRQ RI KRZ WKH FDFKH LV VHW XS� 7KH WRRO LV D FDFKH EXVWHU� WKHUH�

IRUH� ZH FKRVH WKH QDPH� ´WKHH &DFKH %XVWHU´� LQ VKRUW ´WKHH&%´� 7KLV EDFKHORU

WKHVLV EXLOGV XSRQ WKH LGHD WKDW LW LV SRVVLEOH WR DXWRPDWH WKH FXUUHQW PDQXDO ZD\

RI GHWHFWLQJ ZKHWKHU D +773 SUR[\ XVHV FDFKLQJ� WKHH&%¶V REMHFWLYH LV WR VHQG

PXOWLSOH +773 UHTXHVWV WR GHWHUPLQH KRZ D QRUPDO UHVSRQVH ORRNV OLNH� DQG XVH

GLIIHUHQW PHWKRGV WR DWWHPSW WR DYRLG WKH FDFKH� WKHH&% ZLOO SRWHQWLDOO\ UHWXUQ

GDWD UHJDUGLQJ KRZ LW E\SDVVHG WKH FDFKH� 7KH RXWSXW RI WKHH&% DLGV D SHQHWUD�

WLRQ WHVWHU WR ILQG FDFKLQJ UHODWHG YXOQHUDELOLWLHV IXUWKHU PDQXDOO\�

��� %DFNJURXQG DQG PRWLYDWLRQ

+773 SUR[\ FDFKHV DUH FRPSOLFDWHG DQG WKHUH DUH QXPHURXV ZD\V RI VHWWLQJ WKHP

XS� 7KH PXOWLWXGH RI ZD\V RI VHWWLQJ XS D FDFKH PDNHV LW YHU\ GLIILFXOW WR XQGHU�

VWDQG KRZ WKH FDFKH LV VHW XS GXULQJ D SHQHWUDWLRQ WHVW�

6RPH SUR[LHV KDQG RXW D KHDGHU FDOOHG (�7DJ� WKLV KHDGHU LQFOXGHV D XQLTXH

LGHQWLILHU IRU WKH VSHFLILF FDFKHG UHVSRQVH� 7KLV KHDGHU FDQQRW EH WUXVWHG EOLQGO\

DV WKH FDFKLQJPHFKDQLVPPD\ EH LPSOHPHQWHG LQ DQ\ZD\ LPDJLQDEOH� 7KH VDPH

ZD\ DQ\ FDFKH UHODWHG KHDGHUV VKRXOG QRW EH WUXVWHG EOLQGO\ HLWKHU�

,W FDQ EH GLIILFXOW WR SURSHUO\ WHVW D ZHE DSSOLFDWLRQ WKDW KDV D +773 SUR[\

LQ IURQW� ZKHQ WKH LQIRUPDWLRQ JLYHQ IURP WKH SUR[\ LV VRPHWLPHV LQFRUUHFW DQG

GLIILFXOW WR LQWHUSUHW� 7KLV UHVXOWV LQ D PDMRU SUREOHP� SHQHWUDWLRQ WHVWHUV WDNLQJ

OLJKWO\ RQ FDFKLQJ� DQG D KLGGHQ VXUIDFH ZLWK FULWLFDO YXOQHUDELOLWLHV�

�



:KHQ FRQGXFWLQJ D SHQHWUDWLRQ WHVW� DQ\ FDFKH IODZ FDQ VLJQLILFDQWO\ DPSOLI\

DQ\ ORZ LPSDFW YXOQHUDELOLWLHV� ,I D YXOQHUDELOLW\ LV IRXQG� DQG WKH FRKHVLYH SD\�

ORDG LV VWRUHG LQ WKH FDFKH� WKH YXOQHUDELOLW\ VXGGHQO\ DIIHFWV HYHU\RQH YLVLWLQJ WKH

ZHE DSSOLFDWLRQ�

7KH SURFHVV RI LGHQWLI\LQJ KRZ WKH FDFKH LV VHW XS LV WLPH FRQVXPLQJ� HVSH�

FLDOO\ LI WHVWLQJ HYHU\ VLQJOH HQGSRLQW LQ D ZHE DSSOLFDWLRQ� 7KHUHIRUH� DXWRPDWLQJ

WKLV SURFHVV LQFUHDVHV HIILFLHQF\ DQG SUHFLVLRQ GXULQJ D SHQHWUDWLRQ WHVW LQ PRVW

FDVHV�

��� &RQWULEXWLRQ DQG DSSURDFK

7KH PDLQ LGHD EHKLQG RXU WKHVLV RULJLQDWHV IURP -DPHV .HWWOH� -DPHV .HWWOH LV

D UHVHDUFKHU DQG GHYHORSHU DW 3RUW6ZLJJHU� ORRNLQJ DW DGYDQFHG KDFNLQJ WHFK�

QLTXHV� DQG VKDUHV KLV NQRZOHGJH ZLWK WKH FRPPXQLW\ >�@� -DPHV .HWWOH GLG UH�

VHDUFK RQ FDFKLQJ DQGSRVWHG ILQGLQJV RQ3RUW6ZLJJHU¶VZHEVLWH >�@� 7KLV UHVHDUFK

LQFOXGHV WKH LPSRUWDQW LQIRUPDWLRQ UHJDUGLQJ SUR[LHV DQG FDFKLQJ� -DPHV .HWWOH

UHIHUV WR KLV ZRUN DVPDQXDO WHFKQLTXHV� ZH KRZHYHU� DUH JRLQJ WR DXWRPDWH VRPH

RI WKHVH WHFKQLTXHV�

.HWWOH¶V UHVHDUFK SUHVHQWV EDVLF LQIRUPDWLRQ RI KRZ FDFKLQJZRUNV� DQG KRZ WR

HIIHFWLYHO\ E\SDVV DQGPDQLSXODWH LW� :H XVHG LQIRUPDWLRQ IURP D UHVHDUFK SDSHU

ZULWWHQ E\ -DPHV .HWWOH QDPHG:HE FDFKH HQWDQJOHPHQW WR FUHDWH WKHH&% >�@� %\

IXUWKHU XVLQJ WKH UHVHDUFK GRQH E\ .HWWOH� ZH FDQ OHVVHQ WKH UHVHDUFK ZH ZRXOG

KDYH KDG WR GR RXUVHOYHV�

:KHQ GHYHORSLQJ DQG GHVLJQLQJ WKHH&%� ZH DUH XVLQJ VRPH LQIRUPDWLRQ IURP

.HWWOH¶V UHVHDUFK SDSHU� DV ZHOO DV UHVHDUFKLQJ RXUVHOYHV� :H DUH XVLQJ D WRRO FUH�

DWHG E\ 3RUW6ZLJJHU FDOOHG %XUS 6XLWH� WKLV LV DQ +773 SUR[\ GHVLJQHG WR PDQLS�

XODWH UHTXHVWV DQG UHVSRQVHV� %XUS 6XLWH DOORZV XV WR LQVSHFW WUDIILF WR YHULI\ WKDW

WKHH&% ZRUNV DV LQWHQGHG DQG DOORZV XV WR OHDUQ PRUH DERXW ZHE DSSOLFDWLRQV

DQG SUR[LHV�

7KH PDLQ REMHFWLYH LV WR FUHDWH D WRRO WR PDNH HYHU\GD\ SHQHWUDWLRQ WHVWLQJ

PRUH HIILFLHQW DQG UHGXFH IDOVH QHJDWLYHV� $QRWKHU REMHFWLYH LV WR FUHDWH D XQLTXH�

UREXVW� HDV\� DQG HIIHFWLYH WRRO� ZKLFK SURYLGHV WKH HVVHQWLDO GDWD WR GHWHUPLQH LI

D ZHE DSSOLFDWLRQ XVHV FDFKLQJ� :H KDYH D GHVLUH WR PDNH D FOHDQ FRGH� ZKLFK LV

HDVLO\ H[WHQGDEOH DQG NHHSLQJ XS WR GDWH� :H DOVRZDQW WRPDNH WKH FRGHPRGXODU�

PHDQLQJ WKDW SDUWV RI WKH FRGH FDQ EH UH�XVHG LQ ODWHU SURMHFWV�



��� &KRLFH RI ODQJXDJH

,Q RUGHU WR FUHDWH DQG GHVLJQ WKHH&% DV XVHIXO DV SRVVLEOH� D PRGHUQ DQG KLJKO\

GHYHORSHGSURJUDPPLQJ ODQJXDJH OLNH*RODQJ LV FKRVHQ� *RODQJ LV D FURVV�SODWIRUP

ODQJXDJH� PHDQLQJ FRGH ZULWWHQ WR WKLV ODQJXDJH LV FRPSLOHG WR GLIIHUHQW SODW�

IRUPV ZLWK HDVH >�@� 7KHUH DUH PDQ\ EHQHILWV RI XVLQJ D SURJUDPPLQJ ODQJXDJH

OLNH *RODQJ� IRU LQVWDQFH *RODQJ LV EXLOW UDWKHU GLIIHUHQW IURP RWKHU ODQJXDJHV DQG

WKHUH LV QR QHHG IRU WKLUG�SDUW\ ZHE IUDPHZRUNV� *RODQJ DOVR KDV DQ RUJDQL]HG

DQG FOHDQ OLEUDU\ LQFOXGLQJ D YDULHW\ RI GLIIHUHQW SDFNDJHV� $QRWKHU FRQVLGHUDEOH

UHDVRQ IRU FKRRVLQJ *RODQJ LV LWV ULFK VXSSRUW IRU FRQFXUUHQF\� ,Q *RODQJ� JR

IXQFWLRQV UXQ LQGHSHQGHQW RI HDFK RWKHU� PDNLQJ LW VLPSOH WR UXQ D FRQFXUUHQW

IXQFWLRQ�



&KDSWHU �

%DFNJURXQG

��� 8VHU $JHQW

$ XVHU DJHQW LV DQ DJHQW WKDW SHUIRUPV D UHTXHVW RQ EHKDOI RI WKH XVHU� IRU LQVWDQFH

D ZHE EURZVHU� $ ZHE EURZVHU LV ZKDW PRVW SHRSOH XVH WR FRPPXQLFDWH RYHU WKH

LQWHUQHW� KRZHYHU WKLV LV QRW WKH RQO\ ZD\ WR GR VR� %HVLGHV EURZVHUV� LW LV DOVR

SRVVLEOH WR XVH RWKHU SURJUDPV WR SHUIRUP +773 UHTXHVWV� ,Q WKLV WKHVLV *RODQJ

LV XVHG WR FUHDWH DQ DSSOLFDWLRQ ZKLFK VHQGV +773 UHTXHVWV RQ EHKDOI RI WKH XVHU

��� 2SHQ 6\VWHPV ,QWHUFRQQHFWLRQ 0RGHO

7KH 2SHQ 6\VWHPV ,QWHUFRQQHFWLRQ 0RGHO RU PRUH FRPPRQO\ NQRZQ DV WKH 26,

PRGHO LV D UHIHUHQFH PRGHO IRU GDWD FRPPXQLFDWLRQV >�@� 7KH 26, PRGHO GHOLY�

HUV D IUDPHZRUN IRU VHWV RI SURWRFROV� RU LQ RWKHU ZRUGV D ODQJXDJH WKDW VKRXOG

EH XVHG ZKHQ GLIIHUHQW V\VWHPV DUH FRPPXQLFDWLQJ� 7KH 26, PRGHO LV GLYLGHG

LQWR � OD\HUV� DQG HDFK OD\HUV KDYH WKHLU RZQ UHVSRQVLELOLWLHV� 7KH OD\HUV DUH DV

IROORZLQJ�

� $SSOLFDWLRQ OD\HU

� 3UHVHQWDWLRQ OD\HU

� 6HVVLRQ OD\HU

� 7UDQVSRUW OD\HU

� 1HWZRUN OD\HU

�



� 'DWD OLQN OD\HU

� 3K\VLFDO /D\HU

,Q WKLV WKHVLV ZH ZLOO EH H[FOXVLYHO\ ORRNLQJ DW WKH DSSOLFDWLRQ OD\HU� DV WKDW LV

ZKHUH WKH +773 SURWRFRO RSHUDWHV�

��� +\SHU 7H[W 7UDQVIHU 3URWRFRO

7KH K\SHUWH[W WUDQVIHU SURWRFRO RUPRUH FRPPRQO\ NQRZQ DV+773 LV D K\SHUPH�

GLD GDWD WUDQVIHU SURWRFRO IRXQG LQ WKH DSSOLFDWLRQ OD\HU LQ WKH26,PRGHO >�@� 7KLV

SURWRFRO LV D FHQWUDO SDUW RI WKH LQWHUQHW DQG EXLOGV D IRXQGDWLRQ RI KRZ GDWD FRP�

PXQLFDWLRQ ZRUNV� 7KH+773 SURWRFRO FUHDWHV DQGPDQDJHV FRPPXQLFDWLRQV EH�

WZHHQ WKH VHUYHUV DQG FOLHQWV� XVLQJ UHTXHVWV DQG UHVSRQVHV� )RU LQVWDQFH� D XVHU

DJHQW LQLWLDWHV D UHTXHVW IRU GDWD WKDW DUH ORFDWHG RQ WKH ZHE DSSOLFDWLRQ� OLNH DQ

+70/GRFXPHQW� 7KLV +70/GRFXPHQW LV JHQHUDWHG E\PDQ\ RWKHU IHDWXUHV OLNH

&66� VFULSWV� HWF� >�@� 8SRQ UHWULHYDO RI WKH +70/ GRFXPHQW� WKH XVHU DJHQW W\SL�

FDOO\ PDNHV PXOWLSOH RWKHU UHTXHVWV IRU HDFK RI WKH IHDWXUHV� 2Q WKH RWKHU VLGH RI

WKH UHTXHVW� ZH KDYH WKH ZHE DSSOLFDWLRQV� 7KHVH VHUYHUV DUH FRQVWDQWO\ OLVWHQLQJ

IRU UHTXHVW DQG SURYLGHV D UHVSRQVH IRU HDFK RI WKH LQGLYLGXDO UHTXHVW UHFHLYHG�

$V D UHVXOW� WKH ZHE DSSOLFDWLRQ GHOLYHUV WKH GDWD RU GRFXPHQWV UHTXHVWHG� 7KH

XVHU DJHQW WKHQ SXW WKHVH UHVSRQVHV WRJHWKHU WR FUHDWH WKH HQWLUH ZHE SDJH�

$Q +773 UHTXHVW LV GHILQHG E\ GLIIHUHQW HOHPHQWV� PHWKRG� VFKHPH� KRVW�

SDWK� TXHU\ VWULQJ� KHDGHUV� DQG ERG\� 7KH HOHPHQWV RI DQ +773 UHTXHVW DUH DV

IROORZLQJ�

� 7KH VFKHPH VSHFLILHV WKH SURWRFRO WKDW LV JRLQJ WR EH XVHG�IRU ZHE DSSOLFD�

WLRQV WKH VFKHPH DUH RIWHQ KWWS RU KWWSV�

� 7KH KRVW VSHFLILHV ZKLFK KRVW WKH UHTXHVW LV VHQW WR�

� 3DWK GHILQHV ZKLFK HQGSRLQW RQ WKH KRVW WKH UHTXHVW LV UHTXHVWLQJ�

� 7KH TXHU\ VWULQJ LV D OLVW RI SDUDPHWHUV VHQW WR WKH ZHE DSSOLFDWLRQ�

� +HDGHUV DUH DOVR D OLVW RI SDUDPHWHUV� DQG FDQ EH XVHG LQ D VLPLODU ZD\ WR

WKH TXHU\ VWULQJ�



)LJXUH ���� 6DPSOH +773 UHTXHVW�

� 7KH ERG\ LV SODLQ WH[W VHQW WR WKH ZHE DSSOLFDWLRQ� WKLV FDQ EH XVHG LQ D VLP�

LODU ZD\ RI WKH KHDGHUV DQG TXHU\ VWULQJ� EXW LV D ORW PRUH IOH[LEOH�

� 5HTXHVW 85, LV DQRWKHU ZRUG XVHG IRU D FRPELQDWLRQ RI WKH VFKHPH� KRVW�

SDWK DQG TXHU\ VWULQJ�

7KH ILJXUH ��� VKRZV DQ H[DPSOH RI KRZ D UHTXHVW PLJKW ORRN� 7KH IROORZLQJ

OLVW VKRZV DQ H[DPSOH UHTXHVW ZLWK WKH HOHPHQWV RI WKH UHTXHVW LQ ILJXUH ����

� 7KH PHWKRG LQ ILJXUH ��� LV ´*(7´�

� 7KH VFKHPH LQ ILJXUH ��� LV QRW VSHFLILHG� EXW LW LV ´KWWSV´�

� 7KH KRVW LQ ILJXUH ��� LV ´JRRJOH�FRP´�

� 7KH SDWK LQ ILJXUH ��� LV ´�WHVW´�

� 7KH TXHU\ VWULQJ LQ ILJXUH ��� LV ´JLE �´�

� 7KH KHDGHU QDPHV LQ ILJXUH ��� DUH ´+RVW´� ´&RRNLH´� ´8VHU�$JHQW´� ´7HVW�

+HDGHU´ DQG ´&RQWHQW�/HQJWK´�

� 7KH ERG\ LQ ILJXUH ��� LV ´VRPH&RQWHQW´�

� 7KH UHTXHVW 85, LQ ILJXUH ��� ZRXOG EH ´KWWSV���JRRJOH�FRP�WHVW"JLE �´�

7KH+773SURWRFROPHVVDJHV LV GHVLJQHG WR EH UDWKHU VLPSOH DQG HDVLO\ XQGHU�

VWDQGDEOH >�@� +773 LV DOVR GHVLJQHG LQ D ZD\ WKDW DOORZV VHVVLRQV E\ XVLQJ +773

FRRNLHV� UHVXOWLQJ LQ UHTXHVW VKDULQJ WKH VDPH VWDWH� 7KHUHIRUH� WKHUH GRHV QRW

QHHG WR EH DQ\ FRQQHFWLRQ EHWZHHQ WKH FXUUHQW VWDWH DQG WKH FXUUHQW FRQQHFWLRQ

WR WKH VHUYHU� )XUWKHUPRUH� WKH +773 SURWRFRO GRHV QRW FRQWURO WKH FRQQHFWLRQ



)LJXUH ���� ([DPSOH +773 5HVSRQVH

VLQFH WKLV LV GHWHUPLQHG XSRQ WKH WUDQVSRUWDWLRQ OD\HU LQ WKH 26, PRGHO� +RZ�

HYHU� WKH +773 SURWRFRO PXVWV KDYH D UHOLDEOH FRQQHFWLRQ VR WKDW SDFNDJHV DUH

QRW PLVSODFHG� LQ DGGLWLRQ LW QHHGV WKH DELOLW\ WR SUHVHQW DQ HUURU LI D VLWXDWLRQ

OLNH WKLV RFFXUV� &RQVHTXHQWO\� WKH +773 SURWRFRO XVHV WKH 7&3 VWDQGDUG LQVWHDG

RI WKH 8'3 VWDQGDUG� 'XH WR WKLV VHW RI SUH�GHWHUPLQHG SURFHGXUHV� D 7&3 FRQ�

QHFWLRQ PXVW EH HVWDEOLVKHG EHWZHHQ ZHE DSSOLFDWLRQ VHUYHU DQG WKH XVHU DJHQW

ZKHQ WKHUH LV D QHHG IRU FRPPXQLFDWLRQ >�@� )LUVWO\� WKH XVHU DJHQW PXVW RSHQ

D FRQQHFWLRQ RU PXOWLSOH FRQQHFWLRQV RU UHXVH D FRQQHFWLRQ� 6HFRQGO\� WKH XVHU

DJHQW VHQGV D +773 PHVVDJH� )LJXUH ��� LOOXVWUDWHV DQ H[DPSOH�

7KHQ WKH ZHE DSSOLFDWLRQ VHQGV D PHVVDJH EDFN� ZKLFK PD\ ORRN OLNH WKH UH�

VSRQVH LQ ILJXUH ����

��� &URVV�6LWH 6FULSWLQJ

,Q VKRUW &URVV�6LWH 6FULSWLQJ �;66� LV D FRPPRQO\ NQRZQ YXOQHUDELOLW\ ZKHUH

WKH DGYHUVDU\ JHWV FRQWURO RYHU WKH YLFWLP¶V EURZVHU E\ FRGH LQMHFWLRQ >�@� 7KLV

FRQWURO FDQ SRWHQWLDOO\ EH XVHG WR KLMDFN VHVVLRQV RU SHUIRUP XQZDQWHG DFWLRQV

RQ EHKDOI RI WKH YLFWLP� $ FRPPRQ SD\ORDG IRU ILQGLQJ ;66 YXOQHUDELOLWLHV LV



´�VFULSW!DOHUW�����VFULSW!´� WR VLPSOLI\� LI WKLV SD\ORDG LV UHIOHFWHG LQ WKH UHVSRQVH

\RX KDYH IRXQG D YXOQHUDELOLW\� 7KLV LV D SURRI�RI�FRQFHSW SD\ORDG ZKLFK VLPSO\

VKRZV WKDW \RX KDYH IRXQG D YXOQHUDELOLW\� DQG WKLV LV WKH SD\ORDG ZH ZLOO EH XVLQJ

ZKHQ H[SODLQLQJ FDFKH�UHODWHG YXOQHUDELOLWLHV�

��� :KDW LV D SUR[\"

$ SUR[\ LV D OLNH D SRVWPDQ IRUZDUGLQJ WKH PHVVDJH WR VRPH GHVWLQDWLRQ >�@� $

SUR[\ FDQ EH XVHG IRU PXOWLSOH SXUSRVHV� HLWKHU IRU SHUIRUPDQFH RU VHFXULW\ UHD�

VRQV� ,Q WKLV WKHVLV ZH DUH H[SOLFLWO\ GLVFXVVLQJ +773 SUR[LHV� 7KHUH DUH PXOWLSOH

RWKHU IRUPV RI SUR[LHV� VXFK DV 62&.6 SUR[LHV� )73 SUR[LHV� 66/ SUR[LHV� EXW

WKRVH DUH QRW UHOHYDQW IRU WKLV WKHVLV� )RU WKLV WKHVLV ZH ZLOO EH PRVWO\ EH ORRNLQJ

DW UHYHUVH SUR[LHV� DOWKRXJK IRUZDUG SUR[LHV DUH DOVR KLJKO\ UHOHYDQW� $ IRUZDUG

SUR[\ LV D SUR[\ XVHG RQ WKH FOLHQW VLGH� WKH SUR[\ IRUZDUGV WKH PHVVDJHV WR WKH

GHVWLQDWLRQ GHFLGHG E\ WKH FOLHQW >��@� 7KLV LV D SUR[\ WKH FOLHQW FDQ GHFLGH WR XVH

RU QRW� LW DOVR GHFLGHV KRZ WR XWLOL]H LW� $ IRUZDUG SUR[\ LV YHU\ XVHIXO IRU JLY�

LQJ RWKHUV DFFHVV WR VRPHWKLQJ RQ DQ LQWHUQDO QHWZRUN� ZLWKRXW JLYLQJ DFFHVV WR

HYHU\RQH HOVH� VLPLODU WR D 931 >�@� ,W LV DOVR XVHIXO IRU LQVSHFWLQJ WUDIILF� IRU H[�

DPSOHV WR EORFN FHUWDLQ FRQWHQW� VXFK DVPDOLFLRXV ZHEVLWHV� RQ WKH ORFDO QHWZRUN�

,W LV DOVR XVHIXO IRU PRGLI\LQJ UHTXHVWV RQ WKH IO\� ZKLFK LV D QHFHVVLW\ RI SHQHWUD�

WLRQ WHVWHUV� +RZHYHU� ZH DUH QRW JRLQJ WR GLVFXVV IRUZDUG SUR[LHV IXUWKHU LQ WKLV

WKHVLV� DV LW ZRXOG DFW LQ WKH H[DFW VDPH PDQQHU DV WKH UHYHUVH SUR[\ ZRXOG� $W�

WDFNLQJ D IRUZDUG SUR[\ LV DOVR D PXFKPRUH WDUJHWHG DWWDFN� PHDQLQJ LW ZRXOG EH

PRUH VSHFLILF DQG LW ZRXOGQ¶W DIIHFW DV PDQ\ SHRSOH�

$ UHYHUVH SUR[\ LV D SUR[\ VHW XS RQ WKH VHUYHU VLGH >��@� 7KLV LV D SUR[\ WKH HQG

XVHU VHOGRP FDQ FKRRVH WR XVH RU QRW� $ UHYHUVH SUR[\ LV RIWHQ XVHG LQ IURQW RI D

ZHE DSSOLFDWLRQ DQG HQG XVHUV DUH VHOGRP WDONLQJ GLUHFWO\ WR WKH ZHE DSSOLFDWLRQ�

7KH UHYHUVH SUR[\ WKHQ WDNHV WKH LQIRUPDWLRQ JLYHQ WR WKH ZHE DSSOLFDWLRQ� :KHQ

LPSOHPHQWLQJ D UHYHUVH SUR[\ LQ IURQW RI D ZHE DSSOLFDWLRQ� LW JLYHV WKH SRVVLELOLW\

RI LPSOHPHQWLQJ FDFKLQJ� ORDG EDODQFLQJ� VHFXULW\ PHFKDQLVPV DQG PRUH� 7KH

ELJJHVW GLIIHUHQFH EHWZHHQ D IRUZDUG DQG D UHYHUVH SUR[\� LV WKDW WKH GHVWLQDWLRQ

RI WKH UHYHUVH SUR[\ LV QRW FRQWURO�DEOH E\ WKH HQG XVHU� (YHU\WKLQJ WKDW FDQ EH

GRQHZLWK D SUR[\ LV QRW LQ VFRSH IRU WKLV WKHVLV� EXW WKH LPSRUWDQW WKLQJ LV WKDW WKH

SUR[\ UHOD\V LQIRUPDWLRQ WR WKH ZHE DSSOLFDWLRQ� DQG FRQWUROV HYHU\WKLQJ FDFKLQJ

UHODWHG�



��� :KDW LV FDFKLQJ"

,Q ODWHU \HDUV DV WKH LQWHUQHW KDV HYROYHG DQG WKHUH KDYH EHHQ PDMRU DGYDQFHV LQ

WKH FRPSXWHU WHFKQRORJ\� WKH GHPDQGV RQ WKHZHE LQIUDVWUXFWXUH KDYH JURZQ >��@�

$Q LQFUHDVLQJ JURZWK RI WKH LQWHUQHW ZLWKRXW DQ\ SHUIRUPDQFH HQKDQFLQJ PHD�

VXUHV� ZRXOG OHDG WR VHUYHU RYHUORDGLQJ� LQ WKH IRUP RI WHUULEOH VHUYLFH UHVSRQVH

WLPHV DQG D ODFN RI HIILFLHQF\� &DFKLQJ UHVROYHV WKLV LVVXH� DV LW HQKDQFHV WKH SHU�

IRUPDQFH E\ VWRULQJ D FRS\ RI FHUWDLQ GDWD IRU ODWHU XVDJHV >��@� )RU LQVWDQFH� D

FRS\ RI D ZHE SDJH IURP D ZHE DSSOLFDWLRQ� :KHQ WKH FOLHQWV VHQG DQ +773 UH�

TXHVW IRU GDWD IRU WKH ILUVW WLPH� WKH ZHE DSSOLFDWLRQ SURYLGHV DQ +773 UHVSRQVH�

7KH ZHE DSSOLFDWLRQ JHQHUDWHV D UHVSRQVH DQG VHQGV LW WR WKH FOLHQW� $QG DV D UH�

VXOW� WKH UHTXHVWHG GDWD LQ IRUP RI LPDJHV� &66� ILOHV� +70/ GRFXPHQWV DUH SUR�

YLGHG WR WKH FOLHQW� 7KH VHFRQG WLPH WKH FOLHQW UHTXHVWV GDWD IURP WKH ZHE DSSOL�

FDWLRQ� WKH SUR[\¶V FDFKH LQWHUFHSWV DQG UHWXUQV D FRS\ RI WKH FROOHFWHG GDWD ZLWK�

RXW LQIRUPLQJ WKH ZHE DSSOLFDWLRQ� 7KLV VDYHV WXUQDURXQG WLPH� EDQGZLGWK DQG

UHGXFHV WKH ORDG RQ WKH VHUYHU VLJQLILFDQWO\ VLQFH WKH FOLHQW GRQ¶W KDYH WR UH GRZQ�

ORDG GDWD GLUHFWO\ IURP WKH ZHE DSSOLFDWLRQ� 2IWHQ WKH ZHE DSSOLFDWLRQV GRQ¶W VHH

WKH UHTXHVW� VLQFH WKH ZHE FDFKH DOUHDG\ KDV WKH GDWD VWRUHG� 7KH SUR[\ GHFLGHV

ZLWK KHOS RI D FDFKH NH\� LI WKH UHTXHVW LV WKH VDPH DQG LI WKH FDFKH DOUHDG\ KDV D

UHVSRQVH VWRUHG IRU LW� :KHQ D FOLHQW LV UHTXHVWLQJ D ZHE SDJH PXOWLSOH WLPHV� LW

PD\ EH D ZDVWH RI UHVRXUFHV WR FUHDWH D QHZ UHVSRQVH IURP WKH ZHE DSSOLFDWLRQ

HYHU\ WLPH� 7KH VROXWLRQ WR WKLV LV FDFKLQJ�

$ PDMRU SRUWLRQ RI D ZHE DSSOLFDWLRQ FDQ EH VWRUHG LQ WKH FDFKH IRU D ORQJHU

SHULRG� 6RPH GDWD PD\ LQFOXGH VHQVLWLYH LQIRUPDWLRQ VXFK DV FUHGHQWLDOV� RU SHU�

VRQDO LQIRUPDWLRQ� &DFKLQJ FRKHUHQW GDWD FRXOG KDYH GHYDVWDWLQJ HIIHFWV RQ XVHUV�

,W LV YHU\ LPSRUWDQW WR UHYLHZ WKH VHW�XS RI WKH FDFKLQJ PHFKDQLVP WR PDNH VXUH

RQO\ QRQ�VHQVLWLYH GDWD LV FDFKHG� 6FULSWV DQG RWKHU FRQWHQW WKDW DUH PRGLILHG

IUHTXHQWO\ VKRXOG QRW EH FDFKHG HLWKHU� DV WKH FDFKH PD\ WDNH D ZKLOH WR XSGDWH�

&DFKLQJ LV XVHG LQ YDULRXV ORFDWLRQV DQG KDYH GLIIHUHQW HIIHFWV� :H DUH RQO\ ORRN�

LQJ DW FDFKLQJ LQ +773 SUR[LHV LQ WKLV WKHVLV� RWKHU FDFKLQJ PHFKDQLVPV VXFK DV

ORFDO VWRUDJH DQG '16 FDFKLQJ� LV RXW RI VFRSH�

,Q ILJXUH ��� WKH ILUVW UHTXHVW VHQW IURP D FOLHQW JRHV WR WKH ZHE DSSOLFDWLRQ�

ZKLFK FUHDWHV DQG UHWXUQV D UHVSRQVH� 7KH FDFKH UHFRJQL]HV WKH IROORZLQJ UHTXHVW

DQG NQRZV ZKDW WKH ZHE DSSOLFDWLRQ ZLOO UHWXUQ� 7KH SUR[\ WKHQ MXVW UHWXUQV WKH

UHVSRQVH LQVWHDG RI LQYROYLQJ WKH ZHE DSSOLFDWLRQ�



)LJXUH ���� 6DPSOH WUDIILF WKURXJK SUR[\ ZLWK FDFKLQJ HQDEOHG�

��� 3UR[\ VHWXS

7KH SUR[\ FDQQRW VLPSO\ FDFKH HYHU\WKLQJ� WKLV ZRXOG RYHUORDG WKH VWRUDJH� DQG

LQ WXUQ PDNH HYHU\WKLQJ VORZHU >��@� $V D FRPSURPLVH WKH GHYHORSHU PXVW FUHDWH

VRPH UXOHV IRU WKH FDFKLQJ� WKLV RIWHQ LQYROYHV XVLQJ VRPH NH\V� 7DNH ORJRV IRU

H[DPSOH� WKHVH GRHV QRW QHHG WR EH VHQW IURP WKH ZHE DSSOLFDWLRQ HYHU\ WLPH�

WKHVH FDQ EH VWRUHG LQ WKH FDFKH� ,I WKH ORJR LV GLIIHUHQW IURP D GHVNWRS FRPSXWHU

DQGPRELOH SKRQH� WKH VDPH ORJR FDQ¶W EH XVHG� 7KH ORJR IURP WKH GHVNWRS YHUVLRQ

ZLOO PRVW OLNHO\ EH WRR ELJ IRU WKH SKRQH DQG ZLOO UHVXOW LQ D EDG ORRNLQJ ZHEVLWH�

7KH REYLRXV VROXWLRQ KHUH LV WR FDFKH EDVHG RQ WKH 8VHU�$JHQW KHDGHU� L�H� XVLQJ

WKH 8VHU�$JHQW KHDGHU LQ WKH FDFKH NH\�

1RUPDOO\ D SUR[\ XVHV WKH VFKHPH �H�J�� KWWSV�� KRVW KHDGHU� SDWK� DQG TXHU\

VWULQJ WR IRUP D NH\ IRU WKH FDFKH� 0RVW FDFKHV DUH WKHQ FDSDEOH EHLQJ E\SDVVHG

E\ FKDQJLQJ WKH TXHU\ VWULQJ� ZKLFK VHOGRP KDV DQ LPSDFW RQ WKH IXQFWLRQDOLW\ RI

WKH ZHE DSSOLFDWLRQ LWVHOI�

$V DQ H[DPSOH� D FDFKH NH\ FDQ ORRN OLNH WKLV�

´*(7_KWWSV_ZZZ�H[DPSOH�FRP_�SURILOH"JLE �´� ZKHUH WKH FDFKH NH\ PXVW

PDWFK WKH QHZ UHTXHVW IRU WKH FDFKHG UHVSRQVH WR EH UHWXUQHG� 7KH FDFKH NH\

PD\ LQFOXGH DQ\ HOHPHQW RI WKH UHTXHVW WR IRUP QXPHURXV GLIIHUHQW FDFKH NH\V�



DOO GHSHQGLQJ RQ WKH UHTXLUHPHQWV RI WKH ZHE DSSOLFDWLRQ�

(YHU\WKLQJ QRW LQFOXGHG LQ WKH FDFKH NH\ LV VR�FDOOHG XQNH\HG SDUDPHWHUV�

WKHVH DUH YHU\ LQWHUHVWLQJ IRU ILQGLQJ YXOQHUDELOLWLHV� 7KH VHUYHU PD\ RU PD\ QRW

GLVSOD\ ZKHWKHU WKH UHVSRQVH LV FDFKHG RU QRW� LW PD\ DOVR GLVSOD\ KRZ ORQJ WKH

FDFKHG UHVSRQVH LV YDOLG� 'LVSOD\LQJ WKHVH KHDGHUV LV FRPPRQO\ WKH GHIDXOW FRQ�

ILJXUDWLRQ IRU PXOWLSOH W\SHV RI SUR[LHV� KLGLQJ WKHVH KHDGHUV ZRXOG EH D JRRG

LGHD IRU VHFXULW\ UHDVRQV� 6RPH SUR[LHV PD\ IRU H[DPSOH GLVSOD\ DQ (�WDJ KHDGHU�

WKLV LV D KHDGHU GLVSOD\LQJ D XQLTXH KDVK� WKLV KDVK LV FDOFXODWHG IURP WKH UHVSRQVH

ZKLFK LV FDFKHG� ,I WKLV KHDGHU YDOXH FKDQJHV� WKH FDFKHG UHVSRQVH KDVPRVW OLNHO\

H[SLUHG� 1RWH WKDW \RX PD\ VHH PXOWLSOH SUR[LHV LQ D FKDLQ ZKHUH WKHUH PD\ EH

PXOWLSOH FDFKHV VHW XS ZLWK GLIIHUHQW UXOHV�

3UR[LHV PD\ DOVR GLVSOD\ VRPH &DFKH�+LW KHDGHU RU VRPH YDULDWLRQ RI LW� WKLV

VLPSO\ WHOOV WKH HQG XVHU ZKHWKHU WKH UHVSRQVH ZDV FDFKHG RU QRW� ,W ZLOO UHWXUQ D

YDOXH RI HLWKHU ´+,7´ RU ´0,66´� 7KH /DVW�PRGLILHG KHDGHU LV D KHDGHU UHWXUQLQJ

WKH WLPH RI ZKLFK WKH UHVSRQVH ZDV ODVW XSGDWHG LQ WKH FDFKH >�@� 7KHUH DUH DOVR

D ORW RI YDULDWLRQV DQG RWKHU FDFKLQJ UHODWHG KHDGHUV� WKHVH PD\ LQFOXGH GLIIHUHQW

DQG VHQVLWLYH LQIRUPDWLRQ RI KRZ WKH FDFKH ZRUNV�

7KH LQIRUPDWLRQ JLYHQ E\ WKH SUR[\ PD\ EH LQFRUUHFW VLPSO\ WR PLVOHDG VH�

FXULW\ SURIHVVLRQDOV� 7KH SUR[\ PD\ DOVR EH VHW XS TXLWH FRPSOH[ ZLWK PXOWLSOH

SUR[LHV EHKLQG LW� LW LVPRVW OLNHO\ QRW SRVVLEOH WR GLVWLQJXLVK WKH SUR[LHV IRUP HDFK

RWKHU� 2QH SUR[\PD\ EH UHWXUQLQJ FDFKLQJ�UHODWHG KHDGHUV� ZKLOH WKH RWKHUVPD\

RU PD\ QRW� 7KLV PDNHV ILQGLQJ KRZ WR E\SDVV WKH FDFKH GLIILFXOW DQG WHGLRXV�

)LJXUH ��� VKRZV KRZ PXOWLSOH SUR[LHV FDQ EH XVHG EHKLQG HDFK

RWKHU� ZLWK GLIIHUHQW FDFKLQJ UXOHV� 3UR[\ � LV VHW XS ZLWK WKLV FDFKH

NH\� ´�PHWKRG�VFKHPH�KRVW�UHTXHVW�UHTXHVWBSDWK�TXHU\BVWULQJ´�

3UR[\ � LV VHW XS ZLWK D VLPLODU NH\� EXW RPLWV WKH TXHU\ VWULQJ�

´�PHWKRG�VFKHPH�KRVW�UHTXHVWBSDWK´� $V DQ H[PDSOH D NH\ PD\ ORRN

OLNH ´*(7+7736ZZZ�JRRJOH�FRP�WHVWJLE �´ LQ 3UR[\ �� )RU WKH VDPH UHTXHVW

3UR[\ � ZRXOG KDYH D NH\ OLNH WKLV� ´*(7+7736ZZZ�JRRJOH�FRP�WHVW´� 7KH

GLIIHUHQFH EHWZHHQ WKHVH NH\V LV WKDW 3UR[\ � XVHV WKH TXHU\ VWULQJ� 3UR[\ � GRHV

QRW� $ YDOLG FDFKH NH\ LQ 3UR[\ �� PLJKW QRW EH YDOLG LQ 3UR[\ �� 7KLV PHDQV WKDW

D UHTXHVW PD\ PLVV WKH FDFKH LQ SUR[\ �� ZKLOH KLWWLQJ WKH FDFKH LQ SUR[\ � LI RQO\

WKH TXHU\ VWULQJ FKDQJHV�



)LJXUH ���� 7UDIILF JRLQJ WKURXJK PXOWLSOH SUR[LHV ZLWK GLIIHUHQW FDFKH NH\V�

��� &DFKH SRLVRQLQJ

7KH XVH RI FDFKLQJ SURYLGHV WKH HQG XVHUV D UHVSRQVLYH� UHOLDEOH� DQG IDVW ZHE DS�

SOLFDWLRQ� +RZHYHU� WKLV SHUIRUPDQFH HQKDQFLQJ WHFKQLTXH RSHQV IRU D QHZ VHFX�

ULW\ WKUHDW FDOOHG FDFKH SRLVRQLQJ� &DFKH SRLVRQLQJ HQGV XS LQ XVHUV EHLQJ VHUYHG

PDOLFLRXV +773 UHVSRQVHV >��@� 7KH REMHFWLYH IRU DQ DGYHUVDU\ LQ WKLV FDVH� LV

WR IRUFH WKH SUR[\ WR FDFKH D PDOLFLRXV UHVSRQVH� ZKLFK LV WKHQ VHUYHG WR RWKHU

XVHUV� 7KH DGYHUVDU\ PD\ DFKLHYH PXOWLSOH WKLQJV� DOO GHSHQGLQJ RQ WKH YXOQHU�

DELOLW\ IRXQG DQG WKH SUR[\ FRQILJXUDWLRQ� 7KLV PD\ YDU\ IURP VWHDOLQJ VHQVLWLYH

LQIRUPDWLRQ� WR HVFDODWLQJ RWKHU YXOQHUDELOLWLHV�

7R EH DEOH WRPDQLSXODWH WKH FDFKH� NQRZOHGJH DERXW WKH FDFKH NH\ LV HVVHQWLDO�

:KHQ ORRNLQJ FORVHU RQ XVHU LQSXWV� WKH DSSOLFDWLRQ PD\ XVH SDUW RI WKH LQSXW WR

IRUP D FDFKH NH\� .H\HG SDUDPHWHUV DUH XVHG E\ WKH FDFKH WR GHWHUPLQH LI WKHUH LV

DQ DSSURSULDWH VWRUHG UHVSRQVH IRU WKH UHTXHVW� RU LI LW¶V QHFHVVDU\ WR IRUZDUG WKH

UHTXHVW WR WKH ZHE DSSOLFDWLRQ� ,I WKH UHTXHVW LV IRUZDUGHG WR WKH ZHE DSSOLFDWLRQ�

WKH ZHE DSSOLFDWLRQ ZRXOG QHHG WR FUHDWH D QHZ UHVSRQVH�

)RU LQVWDQFH� LI WKH DGYHUVDU\ WULFNV WKH FDFKH WR FDFKH D PDOLFLRXV UHVSRQVH�



WKH UHVSRQVH PD\ EH VHUYHG WR RWKHU XVHUV� $Q DGYHUVDU\ FDQ WKHQ H[SORLW WKLV�

ZKHUH WKH DWWDFN FDQ LPSDFW QXPHURXV XVHUV� 7KH PDOLFLRXV FDFKHG UHVSRQVH

ZLOO EH VHUYHG WR XQNQRZLQJ YLFWLPV XQWLO WKH UHVSRQVH H[SLUHV�

+RZHYHU� WKLV W\SH RI DWWDFN LV UDWKHU GLIILFXOW WR H[HFXWH� DQG WKHUH DUH PXO�

WLSOH FULWHULD WKDW QHHGV WR EH PHW� 7R EH DEOH WR VXFFHVVIXOO\ H[SORLW FDFKH PLV�

FRQILJXUDWLRQV� LQIRUPDWLRQ RI KRZ WKH SUR[\ LV VHW XS LV HVVHQWLDO� ,QIRUPDWLRQ

UHJDUG FDFKH NH\V DQG ZKHQ WKH FDFKHG GDWD H[SLUHV LV KLJKO\ YDOXDEOH� :KHQ

FRPELQLQJ WKH REVHUYHG LQIRUPDWLRQ ZLWK VRPH FULWLFDO IXQFWLRQDOLW\� RU D YXOQHU�

DELOLW\� WKH DGYHUVDU\PD\ EHJLQ H[SORULQJ H[SORLWDWLRQ RI WKH FDFKH� ,I HYHU\WKLQJ

DOLJQV� WKH DGYHUVDU\ FDQ LQMHFWLRQ VRPH IRUP RI SD\ORDG LQWR WKH FDFKH� ZKLFK

QHJDWLYHO\ LPSDFWV RWKHU XVHUV�

)LJXUH ��� VKRZV KRZ DQ DGYHUVDU\ PLJKW JR DERXW SRLVRQLQJ WKH FDFKH� 7KH

DGYHUVDU\ VHQGV D UHTXHVW FRQWDLQLQJ DQ ;66 SD\ORDG LQ DQ XQNH\HG SDUDPHWHU�

,W FDQ EH DVVXPHG LQ WKLV FDVH WKDW WKH SD\ORDG LV VLPSO\ UHIOHFWHG DQG KDV DQ ;66

YXOQHUDELOLW\�

7KH YXOQHUDELOLW\ LV QRZ FDFKHG� PHDQLQJ ZKHQ 8VHU [ YLVLWV WKH VDPH SDJH�

XVLQJ WKH VDPH FDFKH NH\� 8VHU [ UHFHLYHV WKH SD\ORDG IURP WKH SUR[\¶V FDFKH�

8VHU \ DOVR UHFHLYHV WKH VDPH SD\ORDG IURP WKH FDFKH ZKHQ XVLQJ WKH VDPH FDFKH

NH\�

3UDFWLFDOO\ SRLVRQLQJ WKH FDFKH XVXDOO\ LV UDWKHU GLIILFXOW EHFDXVH WKH FDFKH

FRQILJXUDWLRQ LV XQNQRZQ� 7KH SUR[\PD\ XVH GDWH RU QXPEHU RI UHTXHVWV LQPXO�

WLSOH ZD\V WR GHWHUPLQHZKLFK UHVSRQVHV VKRXOG EH FDFKHG DQG KRZ ORQJ WKH FDFKH

UHVSRQVHV VKRXOG EH YDOLG� ,Q DGGLWLRQ� WKHPRVW IUHTXHQWO\ XVHG FDFKH NH\V FRXOG

EH XVHG WR GHWHUPLQH ZKLFK HQGSRLQWV VKRXOG EH FDFKHG� 7KHUHIRUH� WKH DGYHU�

VDU\ PXVW REVHUYH WKH GLIIHUHQW EHKDYLRUV RI WKH UHTXHVW RQ WKH GLIIHUHQW WDUJHW

HQGSRLQWV�

7R VXFFHVVIXOO\ IRUFH WKH SUR[\ WR FKRRVH D WDPSHUHG PDOLFLRXV UHTXHVW� WKH

UHTXHVWPXVW EH VHQW DIWHU WKH SUHYLRXV UHVSRQVH KDV H[SLUHG� DQGEHIRUH DQ\ RWKHU

UHTXHVW LV VHQW ZLWK WKH VDPH FDFKH NH\� 7KLV FDQ EH GRQH E\ VHQGLQJ QXPHURXV

UHTXHVWV� FRQVHTXHQWO\ ´IOXVKLQJ´ WKH SUR[\ IRU ROG GDWD >��@� ,I WKH SUR[\ KDQGV

RXW KRZ ORQJ WKH FDFKH LV YDOLG� LW LV DOVR SRVVLEOH WR VLPSO\ WLPH WKH UHTXHVW� %HVW

FDVH VFHQDULR LV WR RQO\ QHHG WZR UHTXHVWV WR SRLVRQ WKH FDFKH�

&DFKH SRLVRQLQJ FDQEHXVHG WR UHWULHYH VHQVLWLYH LQIRUPDWLRQ IURPRWKHU XVHUV

LQ VRPH FDVHV >��@� ,I WKH SUR[\ LV VHWXS LQ DQ LQVHFXUH PDQQHU� LW PD\ EH SRVVLEOH

WR WULFN WKH SUR[\ WR FDFKH SHUVRQDO LQIRUPDWLRQ RQ DQ HQGSRLQW DYDLODEOH ZLWKRXW



)LJXUH ���� $GYHUVDU\ PDQLSXODWLQJ FDFKH WR DWWDFN DUELWUDU\ XVHUV�



DXWKRUL]DWLRQ�

,Q VRPH FDVHV� WKH SUR[\ FDQ EH VHW XS WR FDFKH HYHU\WKLQJ WKDW LV VWDWLF� WKLV

LQFOXGHV -DYD6FULSW� +70/ DQG &66 ILOHV� ,I WKH SUR[\ VLPSO\ FDFKHV HYHU\WKLQJ

WKDW HQGV LQ ´�FVV´� LW PD\ EH SRVVLEOH WR PDNH D UHTXHVW WR D VHQVLWLYH HQGSRLQW

ZKLOH PDNLQJ WKH SUR[\ FDFKH LW DV D &66 ILOH >��@�

$V DQ H[DPSOH� LIPDNLQJ D UHTXHVW WR ´KWWSV���ZZZ�H[DPSOH�FRP�SURILOH�WHVW�FVV´

WKH ZHE DSSOLFDWLRQ VHHV ´�SURILOH´� GLVSOD\V WKH SURILOH SDJH� 7KH SUR[\ VHHV

´�FVV´� WKHUHIRUH FDFKLQJ WKH UHVSRQVH� 7KH VHQVLWLYH SURILOH SDJH LV QRZ FDFKHG

XQGHU D &66 ILOH DYDLODEOH IRU HYHU\RQH WR VHH� 7KLV LV YHU\ VLPSOH WR H[SORLW� EXW

YHU\ GLIILFXOW WR GLVFRYHU DQG LV SUREDEO\ KDUGHU WR H[SORLW LQ WKH ZLOG� $Q DWWDFN

OLNH WKLV LV FDOOHG FDFKH GHFHSWLRQ� ZKHUH DQ DGYHUVDU\ PD\ WULFN WKH SUR[\ WR

FDFKH VHQVLWLYH LQIRUPDWLRQ IURP RWKHU XVHUV�

��� 3URV DQG FRQV RI FDFKLQJ

&DFKLQJ UHVSRQVHV KDV D KXJH DGYDQWDJH� QDPHO\ SHUIRUPDQFH� 7KH FDFKH ZLOO

GHOLYHU UHVSRQVHV IDVWHU WKDQ LI WKH ZHE DSSOLFDWLRQ KDG WR FUHDWH LW IURP VFUDWFK

HYHU\ WLPH� %XW WKDW LV QRW WKH RQO\ DGYDQWDJH� WKH FDFKH ZLOO JLYH WKH ZHE DSSOL�

FDWLRQ OHVV VWUDLQ� PHDQLQJ WKDW WKH ZHE DSSOLFDWLRQ KDV ORZHU KDUGZDUH UHTXLUH�

PHQWV� $V D UHVXOW� WKHUH LV D UHGXFWLRQ LQ FRVW RI UXQQLQJ WKH ZHE DSSOLFDWLRQ E\

XVLQJ D SUR[\ ZLWK FDFKLQJ HQDEOHG LQ IURQW� ,I WKH FDFKH LV VHW XS LQ D VRSKLV�

WLFDWHG PDQQHU� WKH FDFKH PD\ DOVR KLGH YXOQHUDELOLWLHV� ,Q VRPH FDVHV� LW LV QRW

DGYLVDEOH WR XVH D FXVWRP FRQILJXUDWLRQ RI SUR[LHV� DV WKLV LV GLIILFXOW WR VHW XS

FRUUHFWO\ DQG VKRXOG EH KDQGOHG ZLWK FDUH� 2Q WKH FRQWUDU\ LQ VRPH FDVHV FXVWRP

FRQILJXUDWLRQV DUH UHTXLUHG IRU RSWLPDO VHFXULW\�

7KH GLVDGYDQWDJHV RI XVLQJ D FDFKH DUH SRVVLEOH FDFKH SRLVRQLQJ YXOQHUDELOL�

WLHV DQG VHWXS FRPSOH[LW\� :KHQHYHU VHWWLQJ XS FDFKLQJ� WKHUH LV D ULVN RI FRQILJ�

XULQJ WKH SUR[\ LQFRUUHFWO\� OHDGLQJ WR VHYHUH ULVNV� 7KH SUR[\ LV GLIILFXOW WR VHW XS

FRUUHFWO\� DQG HYHQ PRUH VR LI WKH ZHE DSSOLFDWLRQ LV FRPSOLFDWHG�

7KHUH DUH H[WUD ULVNV WR FRQVLGHUZKHQ VHWWLQJ XS FDFKLQJ� HVSHFLDOO\ HQGSRLQWV

WKDW LQFOXGH VHQVLWLYH LQIRUPDWLRQ� +DUPOHVV ORRNLQJ YXOQHUDELOLWLHV SRVH D ELJJHU

WKUHDW ZKHQ XVLQJ D FDFKH HQDEOHG SUR[\� $OO G\QDPLF FRQWHQW VKRXOG EH UHYLHZHG

EHIRUH HQDEOLQJ FDFKLQJ� +DUPOHVV YXOQHUDELOLWLHV VXFK DV VHOI�;66 �D YXOQHUD�

ELOLW\ RQO\ DIIHFWLQJ WKH DGYHUVDU\� DUH VXGGHQO\ FULWLFDO YXOQHUDELOLWLHV DIIHFWLQJ

HYHU\RQH� &DFKLQJ FDQ EH VHHQ DV D ERRVWHU RI YXOQHUDELOLWLHV� DQ\ YXOQHUDELOLW\ LV



XVXDOO\ D ORW ZRUVH ZKHQHYHU FRPELQHG ZLWK FDFKH SRLVRQLQJ� $QRWKHU GLVDGYDQ�

WDJH RI XVLQJ FDFKLQJ LV WKDW WKH LI WKH FRQWHQW RI WKH DSSOLFDWLRQ ZHUH WR FKDQJH�

WKH FDFKH ZRXOG QHHG WLPH WR XSGDWH LWV FDFKHG FRQWHQWV� 'HSHQGLQJ RQ WKH FRQ�

ILJXUDWLRQ� WKLV FRXOG WDNH VHFRQG� PLQXWHV� KRXUV RU HYHQ PRQWKV� ,I WKH FDFKH

WDNHV WRR ORQJ WR UHIUHVK� WKH FDFKH PXVW EH PDQXDOO\ FOHDUHG�

���� 3RUW6ZLJJHU

3RUW6ZLJJHU LV DQ ZHE VHFXULW\ RUJDQL]DWLRQ� ZKR PDLQO\ IRFXVHV RQ GHYHORS�

LQJ VHFXULW\ WRROV OLNH %XUS 6XLWH� ZKLFK LV D VXLWH RI WRROV LQ RQH SURJUDP >��@�

3RUW6ZLJJHU DOVR KRVW HGXFDWLRQDO FRQWHQW WR LPSURYH SHRSOHV DZDUHQHVV ZKHQ LW

FRPHV WR ZHE DSSOLFDWLRQ VHFXULW\�

���� 3HQHWUDWLRQ WHVWLQJ

3HQHWUDWLRQ WHVWLQJ FRXOG VLPSO\ EH H[SODLQHG OLNH D VLPXODWLRQ RI D UHDO�ZRUOG DW�

WDFN� ZKHUH WKH FXVWRPHU JHWV D UHSRUW RI WKH YXOQHUDELOLWLHV IRXQG� LQVWHDG RI WKH

YXOQHUDELOLWLHV EHLQJ H[SORLWHG IRU PDOLFLRXV SXUSRVHV >��@� 7KLV PHWKRG DOORZV

IRU D PRGHUQL]HG ZD\ RI FKHFNLQJ IRU YXOQHUDELOLWLHV DQG GHILFLHQW VRXUFH FRGH�

3HQHWUDWLRQ WHVWLQJ LV VXSSRVHG WR VKRZ DOO WKH IODZV PDGH GXULQJ GHYHORSPHQW�

DQG KRZ WR RSWLPDOO\ LPSURYH WKHP� )RU WKLV SXUSRVH� SHQHWUDWLRQ WHVWHUV PXVW

EH IDPLOLDUZLWK� DQGPDVWHU DGYDQFHGKDFNLQJPHWKRGV� $ SHQHWUDWLRQ WHVWHU DOVR

PXVW EH YHU\ PHWKRGLFDO� DV DQ\ RYHUVLJKW FRXOG EH GLVDVWURXV� )RU DQ DGYHUVDU\�

DQ\ YXOQHUDELOLW\ LV FRQVLGHUHG D ZLQ� IRU D SHQHWUDWLRQ WHVWHU DQ\ YXOQHUDELOLW\ LV

FRQVLGHUHG D IDLOXUH� 7KLV PHDQV WKDW SHQHWUDWLRQ WHVWHUV PXVW VXFFHHG ���� RI

WKH WLPH� ZKLOH DGYHUVDULHV RQO\ QHHG WR VXFFHHG RQFH�

���� %XJ ERXQW\

%XJ ERXQW\ SURJUDPV DUH YHU\ VLPLODU WR SHQHWUDWLRQ WHVWLQJ� WKH GLIIHUHQFH LV WKDW

WKHVH SURJUDPV RQO\ SD\ IRU ZKDW UHVHDUFKHUV ILQG >��@� 2Q WKH RWKHU KDQG� SHQH�

WUDWLRQ WHVWHUV DUH SDLG WKH VDPH DPRXQW UHJDUGOHVV RI WKH QXPEHU RI LVVXHV� %XJ

ERXQW\ SURJUDPV LV D ZD\ WR DOORZ UHVHDUFKHUV WR IUHHO\ WHVW DQ DSSOLFDWLRQ� 5H�

VHDUFKHUV DUH WKHQ H[SHFWHG WR GHOLYHU DQ\ VHFXULW\ LVVXHV WR WKH UHVSHFWLYH FRP�



SDQ\� ,I WKH LVVXH LV GHHPHG FULWLFDO HQRXJK� WKH UHVHDUFKHU ZLOO EH JLYHQ VRPH

NLQG RI UHZDUG IRU WKHLU HIIRUWV� %XJ ERXQW\ LV JUHDW IRU SHRSOH WKDW ZDQW WR ILQG

VHFXULW\ LVVXHV� HLWKHU DV D KREE\ RU DV D IUHHODQFHU� 7KHVH SURJUDPV DOORZ VNLOOHG

SHRSOH WR XVH WKHLU VNLOOV LQ D OHJDO PDQQHU� LQVWHDG RI FRQGXFWLQJ LOOHJDO DFWV�



&KDSWHU �

'HPRQVWUDWLRQ

��� WKHH&% GHPRQVWUDWLRQ

,Q WKLV VHFWLRQ� ZH ZLOO JLYH D GHPRQVWUDWLRQ RI WKH IXQFWLRQDOLW\ RI WKHH&%� 7KH

GHPRQVWUDWLRQ LV SUHVHQWHG LQ WKLV VHFWLRQ E\ H[SODQDWLRQV DQG VFUHHQVKRWV�

$V D GHPR ZH ZLOO EH WHVWLQJ D VHOI�PDGH ZHE DSSOLFDWLRQ IRU D &URVV 6LWH�

6FULSWLQJ YXOQHUDELOLW\� 7KLV LV DQ LQWHQWLRQDOO\ YXOQHUDEOH DSSOLFDWLRQ� 7KH HQG�

SRLQW RQ WKH DSSOLFDWLRQ ZH ZLOO EH WHVWLQJ KDV WKH VRXUFH FRGH VKRZQ LQ FRGH

VQLSSHW���

� @app.route("/unkeyedHeader")
� def unkeyedHeader():
� return request.headers.get("testHeader")

&RGH VQLSSHW ���� 6LPSOH S\WKRQ ZHE DSSOLFDWLRQ HQGSRLQW�

7KH VRXUFH FRGH LV TXLWH VLPSOH� LW UHWXUQV WKH YDOXH RI WKH KHDGHU ´WHVW+HDGHU´

EDFN LQ WKH UHVSRQVH� $Q REYLRXV IODZ LV WKDW WKH DSSOLFDWLRQ GRHVQ¶W YDOLGDWH RU

VDQLWL]H WKH LQSXW IURP WKH XVHU EHIRUH UHWXUQLQJ WKH GDWD� $Q DWWDFNHU FDQ WKHQ

UXQ DUELWUDU\ -DYD6FULSW FRGH GXH WR WKH QDWXUH RI WKH FRGH� 7KH RQO\ LVVXH IRU

WKH DWWDFNHU LV WKDW KH FDQ¶W VHW WKH WHVW+HDGHU YDOXH IRU RWKHU XVHUV� KH ZRXOG

KDYH WR KDYH DQRWKHU YXOQHUDELOLW\ RUPDNH RWKHU XVHUV FKDQJH LWPDQXDOO\� 7KDW¶V

QRW PXFK RI D GDQJHURXV YXOQHUDELOLW\ RQ LWV RZQ� /HW¶V QRZ ILUVW ORRN DW KRZ D

YXOQHUDELOLW\ VFDQQHU ZRXOG KDQGOH WKLV�

,Q ILJXUH ��� DQG ��� \RX FDQ VHH D QRUPDO UHTXHVW WR WKH WHVW DSSOLFDWLRQ� DQG

LWV GHIDXOW UHVSRQVH�

,Q WKHH&%� ZH PRGLILHG WKH UHTXHVW� $V VKRZQ LQ ILJXUH ��� WKH ´WHVWKHDGHU´

��



)LJXUH ���� 'HIDXOW UHTXHVW WR WKH ZHE DSSOLFDWLRQ HQGSRLQW�

)LJXUH ���� 'HIDXOW UHVSRQVH IURP WKH ZHE DSSOLFDWLRQ�



)LJXUH ���� &KDQJLQJ WKH WHVW+HDGHU KHDGHU YDOXH�

)LJXUH ���� 7KH UHVSRQVH LV FDFKHG� DQG KDYH WKHUHIRUH QRW FKDQJHG�

KHDGHU YDOXH KDV EHHQ FKDQJHG IRU D QHZ YDOXH�

6LQFH D FDFKLQJ PHFKDQLVP LV LQ XVH WKH UHVSRQVH KDV QRW EHHQ FKDQJHG� DV

\RX FDQ VHH LQ ILJXUH ����

)XUWKHUPRUH� D YXOQHUDELOLW\ VFDQZLWKLQ %XUS 6XLWH ZDV VHW XS DQG XVHG� 7KLV

VFDQ ZDV VHW XS WR GHWHFW HYHU\WKLQJ UHODWHG WR ;66 DQG FDFKLQJ UHODWHG YXOQHUD�

ELOLWLHV DV \RX FDQ VHH LQ ILJXUH ����

,Q ILJXUH ��� \RX FDQ VHH WKH YXOQHUDELOLW\ VFDQQHU VHDUFKLQJ WKURXJK WKH WHVW

DSSOLFDWLRQ ZLWK YDULRXV SD\ORDGV�

$V D UHVXOW RI WKH VFDQ� %XUS 6XLWH¶V LVVXH DFWLYLW\ ORJJHU GLG QRW ILQG DQ\ YXO�

QHUDELOLWLHV� DV VKRZQ LQ ILJXUH ����



)LJXUH ���� 6HWWLQJ XS %XUS 6XLWH WR GR D YXOQHUDELOLW\ VFDQ�

:KHQ UXQQLQJ WKHH&%� LW IRXQG WZR ZD\V RI E\SDVVLQJ WKH FDFKH RQ WKLV SDU�

WLFXODU HQGSRLQW� VKRZQ LQ ILJXUH ��� � +RZHYHU� LQ WKLV GHPRQVWUDWLRQ ZH ZLOO EH

XVLQJ WKH VHFRQG ZD\� E\ DSSHQGLQJ D VODVK ��� DIWHU WKH ILUVW VODVK LQ WKH SDWK�

,Q ILJXUH ��� \RX FDQ VHH DPRGLILHG UHTXHVW� PRGLILHG DFFRUGLQJ WR WKH UHVXOWV

RI WKHH&%� IRU WKH SXUSRVHV RI E\SDVVLQJ WKH FDFKH� (DFK SDWK FDQ RQO\ EH XVHG

RQFH WR E\SDVV WKH FDFKH� DV WKH FDFKHZLOO FDFKH WKH QHZ UHVSRQVHZLWK WKH FXUUHQW

SDWK ZLWKLQ WKH FDFKH NH\� 7KH FDFKH GHWHFWLRQ WRRO XVHV XS WKH SDWK XVLQJ WZR

VODVKHV� WKHUHIRUH LQ WKLV UHTXHVW WKHUH DUH WKUHH VODVKHV LQ WKH SDWK�

)XUWKHUPRUH� WKH FDFKH ZDV LQGHHG E\SDVVHG DV VHHQ LQ ILJXUH ����� WKH QHZ

´WHVW+HDGHU´ KHDGHU YDOXH LV UHIOHFWHG LQ WKH UHVSRQVH� VKRZLQJ WKDW WKH ROG

FDFKHG UHVSRQVH ZDV QRW XVHG E\ WKH SUR[\�

,Q )LJXUH ���� \RX FDQ VHH D PDOLFLRXV SD\ORDG EHLQJ LQVHUWHG LQWR WKH ´WHVW�

+HDGHU´ KHDGHU� $QRWKHU VODVK LV DOVR DGGHG WR WKH SDWK WR DJDLQ E\SDVV WKH FDFKH�

1H[WO\� LQ ILJXUH ���� VKRZV WKDW WKH PDOLFLRXV SD\ORDG LV UHIOHFWHG LQ WKH UH�

VSRQVH� RQFH DJDLQ E\SDVVLQJ WKH FDFKH� 7KHUH ZDV DOVR SURYHG WR EH D ;66 YXO�

QHUDELOLW\� LW LV SRVVLEOH WR PDNH WKH ZHE DSSOLFDWLRQ UHWXUQ DUELWUDU\ -DYD6FULSW

FRGH�

7KHUH ZDV DOVR D QHZ UHTXHVW ZLWK WKH ´WHVW+HDGHU´ KHDGHU UHPRYHG� VKRZQ

LQ ILJXUH ����� 7KLV LV WR FKHFN LI WKH PDOLFLRXV SD\ORDG LV VWLOO FDFKHG LI WKH KHDGHU

LV UHPRYHG�

:KHQ WKH SD\ORDG LV QRZ FDFKHG E\ WKH SUR[\� LW ZLOO DIIHFW HYHU\ XVHU JRLQJ

WR WKH VDPH HQGSRLQW� WKLV LV VKRZQ LQ ILJXUH �����

$V DQ H[DPSOH ZH PDGH WKH ZHE DSSOLFDWLRQ VWRUH D PDOLFLRXV SD\ORDG LQ WKH

´�XQNH\HG+HDGHU´ SDWK� XVLQJ WKH VDPH SDWK DV LQ ���� 7KLV UHVXOWV LQ D QRUPDO



)LJXUH ���� $ VFUHHQVKRW RI WKH YXOQHUDELOLW\ VFDQQHU UXQQLQJ�



)LJXUH ���� %XUS 6XLWH¶V LVVXH DFWLYLW\ LV HPSW\� PHDQLQJ QR LVVXHV IRXQG�

)LJXUH ���� 7KH FDFKH GHWHFWLRQ WRRO ILQGLQJZD\V WR E\SDVV WKH FDFKHPHFKDQLVP�

)LJXUH ���� $GGLQJ WZR VODVKHV��� WR WKH SDWK� DV RXU WRRO VXJJHVWHG�



)LJXUH ����� 7KH PRGLILHG YDOXH LV UHIOHFWHG� WKH FDFKH ZDV E\SDVVHG�

)LJXUH ����� $GGLQJ D PDOLFLRXV SD\ORDG WR WKH UHTXHVW�



)LJXUH ����� 7KH SD\ORDG ZDV UHIOHFWHG�

)LJXUH ����� 5HPRYH WKH SD\ORDG WR FKHFN LI WKH YXOQHUDELOLW\ LV SHUVLVWHQW�



)LJXUH ����� 7KHPDOLFLRXV SD\ORDG LV VWLOO UHIOHFWHG�PHDQLQJ WKH SD\ORDG LV VWRUHG
LQ WKH FDFKH�

)LJXUH ����� $IWHU D VXFFHVVIXO DWWDFN� DQ HQG�XVHU JRHV WR WKH WHVW DSSOLFDWLRQ OLNH
QRUPDO�

FDFKH NH\ EHLQJ XVHG� DQG WKLV DWWDFN ZRXOG DIIHFW HYHU\ XVHU JRLQJ WR WKLV HQG�

SRLQW�

)LJXUH ���� VKRZV D QHZ DQG QRUPDO UHTXHVW EHLQJ VHQW WR WKH DSSOLFDWLRQ�

7KH YLFWLP LV WKHQ VHUYHG ZLWK D PDOLFLRXV SD\ORDG� ZLWKRXW SHUIRUPLQJ DQ\

XQXVXDO EHKDYLRU� VKRZQ LQ ILJXUH �����



)LJXUH ����� 7KH XVHU UHFHLYHV WKH PDOLFLRXV SD\ORDG�



&KDSWHU �

0RGHO

��� )LQJHUSULQWHU

2XU FRGH LV GLYLGHG LQWR PXOWLSOH VHFWLRQV WR PDNH WKH FRGH PRUH PRGXODU� PDN�

LQJ LW HDVLHU WR H[WHQG RU UH�XVH FRGH� 7KH ILQJHUSULQWHU PHDVXUHV GLIIHUHQFHV DQG

VLPLODULWLHV LQ UHVSRQVHV� 7KHUHIRUH� WKH ILQJHUSULQWHU PXVW ILUVW ILQG D EDVHOLQH�

,W GRHV WKLV E\ VHQGLQJ PXOWLSOH UHTXHVWV DQG ILOWHULQJ RXW G\QDPLF FRQWHQW� %\

LJQRULQJ DQ\ G\QDPLF FRQWHQW� LW LV HDVLHU WR ILQG HVVHQWLDO GLIIHUHQFHV LQ WKH UH�

VSRQVHV�

��� 2YHUYLHZ

WKHH&% LV KLJKO\ GHSHQGHQW RQ WKH ILQJHUSULQWHU PRGXOH ZH GHYHORSHG DQG GH�

VLJQHG� 7KH ILQJHUSULQWHU¶V PRVW VLJQLILFDQW IHDWXUH LV GHWHUPLQLQJ WKH H[SHFWHG

UHVSRQVH WLPH IRU XQFDFKHG FRQWHQW DQG FRPSDULQJ LW WR QHZ UHVSRQVHV� 7KH ILQ�

JHUSULQWHU ZLOO GHWHFW ZKHWKHU WKH QHZ UHVSRQVH LV FDFKHG EDVHG RQ WKH UHVSRQVH

WLPH�

,I WKH UHVSRQVH KHDGHUV DUH VLPLODU WR WKH SUHYLRXVO\ VHHQ KHDGHUV� WKH ILQ�

JHUSULQWHU GHWHUPLQHV WKDW WKH UHVSRQVH LV FDFKHG� /DVWO\� WKH ILQJHUSULQWHU DOVR

SDUVHV ;0/�+70/ GDWD� +70/ LV YHU\ FRPPRQO\ XVHG LQ +773 UHVSRQVHV� DQG

WKH ILQJHUSULQWHU ZLOO GHWHFW LI WKH +70/ GRFXPHQW LV FKDQJHG LQ YDULRXV ZD\V�

7KH ILQJHUSULQWHU LV RQO\ ORRNLQJ DW WKH UHVSRQVHV DQG GHWHUPLQLQJ GLIIHUHQFHV

RU VLPLODULWLHV� :H DOVR GHYHORSHG D FDFKH3UR[LHV PRGXOH� 7KLV PRGXOH LV UH�

VSRQVLEOH IRU FUHDWLQJ WKH YDULRXV UHTXHVWV WKDW DUH VHQW� ,Q WKH FDFKH3UR[LHV� LW

��



)LJXUH ���� )LJXUH VKRZLQJ WKH HIILFLHQF\ LQFUHDVH E\ XVLQJ D FDFKH�

LV SRVVLEOH WR FUHDWH SD\ORDGV IRU VSHFLILF SUR[LHV� ,Q WKHH&%� ZH LPSOHPHQWHG D

IHZ SUR[LHV� VXFK DV *HQHULF� $SDFKH� 1JLQ[� DQG 5XE\� (DFK RI WKHVH LPSOHPHQ�

WDWLRQV KDV D OLVW RI SD\ORDGV VHQW VHTXHQWLDOO\�

��� 7LPLQJ

:KHQ QDYLJDWLQJ WKURXJK ZHEVLWHV LQ WKH EURZVHU� WKH EURZVHU VHQGV VRPH UH�

TXHVWV DQG UHFHLYHV VRPH UHVSRQVHV� 7R SURYLGH D VPRRWK EURZVLQJ H[SHULHQFH�

WKH ZHEVLWH QHHGV WR VHQG UHVSRQVHV DV TXLFNO\ DV SRVVLEOH DIWHU D UHTXHVW LV VHQW�

7KH UHVSRQVH WLPH GHSHQGV RQ PXOWLSOH IDFWRUV� VXFK DV WKH WUDYHO OHQJWK� KDUG�

ZDUH RQ WKH VHUYHU ZKLFK UXQV WKH ZHE DSSOLFDWLRQ� $Q HDV\ ZD\ WR UHGXFH UH�

VSRQVH WLPHV LV WR VHW XS D SUR[\ ZKLFK FDFKHV IUHTXHQWO\ XVHG GDWD� $IWHU LPSOH�

PHQWLQJ FDFKLQJ� WKH ZHE DSSOLFDWLRQ ZLOO UHVSRQG D ORW TXLFNHU ZKHQ SDJHV DUH

YLVLWHG PXOWLSOH WLPHV� 5HVSRQVH WLPHV DUH WKHUHIRUH HVVHQWLDO IRU WKHH&%�

7KH IDFW WKDW WKH GHYHORSHUV WU\ WR PDNH WKH UHVSRQVH WLPHV DV VKRUW DV SRV�

VLEOH� PDNHV LW HDVLHU WR FUHDWH D FDFKH GHWHFWLRQ WRRO� &RQVHTXHQWO\� LW JLYHV XV

WKH SRVVLELOLW\ WR GHWHFW ZKHWKHU D UHVSRQVH LV FDFKHG RU QRW� SXUHO\ EDVHG RQ WKH

UHVSRQVH WLPHV� WKHH&% LV FUHDWHG ZLWK WKLV LQ PLQG� WKHUHIRUH WKH ILQJHUSULQWHU



PRGXOH ILUVW SHUIRUPV D FDOLEUDWLRQ�

5HVSRQVH WLPHV DUH QRW UHOLDEOH DV WKHUH DUH PDQ\ IDFWRUV DQG ZD\V IRU WKH

GDWD WR EH GHOD\HG� 7KLV PHDQV WKDW D VLQJOH UHDGLQJ PD\ EH HQWLUHO\ RII� WKLV LV

HDVLO\ GHWHFWDEOH E\ D KXPDQ� EXW QRW E\ D SURJUDP� 7KHUHIRUH� D UDQJH RI WKH

VHHQ UHVSRQVH WLPHV ZLOO EH VWRUHG GXULQJ WKH FDOLEUDWLRQ SKDVH� 7KLV UDQJH FDQ

EH IRU H[DPSOH ��� VHFRQGV WR ��� VHFRQGV� ,I WKHH&% GHWHFWV D UHVSRQVH ZLWKLQ WKH

FDOLEUDWHG VFRSH� WKH UHVSRQVH LV FRQVLGHUHG XQFDFKHG� )RU LQVWDQFH� LI D UHVSRQVH

LV GHOLYHUHG PXFK HDUOLHU WKDQ WKH SUHYLRXV ORZHVW YDOXH� WKH UHVSRQVH LV PRVW

OLNHO\ FDFKHG� :H FXUUHQWO\ GRQ¶W KDYH DQ\ EHWWHU VROXWLRQV WR WKLV SUREOHP� DQG

WKHH&% LV UHO\LQJ RQ FRQVLVWHQW UHVXOWV� 7KLV PLJKW UHVXOW LQ VRPH IDOVH SRVLWLYHV�

KRZHYHU� WKLV FDQ EH VROYHG E\ UXQQLQJ WKHH&% PXOWLSOH WLPHV�

0HDVXULQJ WKH UHVSRQVH WLPHV RI WKH UHTXHVW WLOO WKH UHVSRQVH LV WKH PRVW HIIL�

FLHQW ZD\ RI GHWHUPLQLQJ ZKHWKHU WKH UHVSRQVH LV FDFKHG RU QRW� HYHU\WKLQJ HOVH

DGGHG LV DGGHG WR PLQLPL]H IDOVH QHJDWLYHV�

+XPDQV FDQ HDVLO\ GHWHFW VSLNHV LQ UHVSRQVH WLPHV� DQG UHPRYH WKH LQYDOLG

UHVXOWV� WKLV WKHQ PDNHV IRU D KLJKO\ HIILFLHQW ZD\ RI GHWHUPLQLQJ KRZ WKH SUR[\¶V

FDFKH LV VHW XS� +RZHYHU� WKLV LV YHU\ GLIILFXOW WR DXWRPDWH VLQFH WKH SURJUDP FDQ¶W

WHOO ZKLFK UHVSRQVH WLPHV DUH FOHDUO\ LQYDOLG�

,I WKH UHVSRQVH WLPH IRU D UHVSRQVH LV GHOD\HG IRU VRPH UHDVRQ GXULQJ WKH FDO�

LEUDWLRQ� WKH UHVXOWV RI WKHH&% LV PRVW OLNHO\ XVHOHVV� 2Q WKH RWKHU KDQG� LI WKH

UHVSRQVH WLPH IRU D UHVSRQVH LV GHOD\HG DIWHU WKH FDOLEUDWLRQ DQG GXULQJ WKH VFDQ�

D VLQJXODU IDOVH SRVLWLYH PD\ DULVH� $Q HDV\ VROXWLRQ WR WKLV SUREOHP LV WR GLVSOD\

WKH FDOLEUDWLRQ GDWD WR WKH XVHU� 7KH XVHU WKHQ PXVW PDNH D VHQVLEOH GHFLVLRQ

ZKHWKHU WR WUXVW WKH UHVXOW RU QRW�

$QRWKHU VLGH RI WLPLQJ LV WKH GHOD\ EHWZHHQ WKH UHTXHVWV� ,I WKH WHQ UHTXHVWV

LQ WKH FDOLEUDWLRQ SKDVH ZHUH WR EH VHQW WRR TXLFNO\� WKH ZHE DSSOLFDWLRQ PLJKW

QRW KDYH EHHQ JLYHQ WKH WLPH WR FKDQJH G\QDPLF FRQWHQW� &HUWDLQ KHDGHUV PD\ EH

FKDQJHG LQ LQWHUYDOV� VXFK DV D 'DWH KHDGHU� 7KH 'DWH KHDGHU PD\ IRU H[DPSOH

EH FKDQJHG HDFK PLQXWH� 7KHUHIRUH� WKH FDOLEUDWLRQ SKDVH PXVW ODVW ORQJHU WKDQ

RQH PLQXWH WR UHPRYH WKH 'DWH KHDGHU� ,Q WKLV FDVH� LI WKH 'DWH KHDGHU GRHVQ¶W

XSGDWH EHIRUH WKH FDOLEUDWLRQ SKDVH LV GRQH� DOO WKH UHVXOWV ZLOO EH LQFRUUHFW� 7KH

VROXWLRQ WR WKLV LV WR LPSOHPHQW D GHOD\ EHWZHHQ HDFK UHTXHVW� WKLV LV DQ RSWLRQDO

DUJXPHQW WR WKHH&% ZLWK WKH GHIDXOW YDOXH RI ]HUR VHFRQGV�



&KDSWHU �

,PSOHPHQWDWLRQ

��� ,QWHUIDFHV

$ JUDSKLFDO XVHU LQWHUIDFH� PRUH FRPPRQO\ NQRZQ DV D *8,� LV DQ LQWHUIDFH ZKHUH

D XVHU LQWHUDFWV ZLWK YLVXDO HOHPHQWV VXFK DV LFRQV DQG PHQXV� 0RVW SHRSOH DUH

XVLQJ JUDSKLFDO XVHU LQWHUIDFHV GDLO\� $ *8, DOORZV IRU LQWXLWLYH QDYLJDWLRQ LQ

SURJUDPV DQG LV XQLYHUVDOO\ GHVLJQHG� *8, SURJUDPV DUH RIWHQ PRUH PHPRU\

DQG &38 LQWHQVLYH�

&RPPDQG OLQH LQWHUIDFH� RU &/,� LV DQ LQWHUIDFH IRU XVH LQ WKH WHUPLQDO� &/,

LV GHVLJQHG WR EH XVHG ZLWK WKH NH\ERDUG� ZLWK PLQLPDO PRXVH LQWHUDFWLRQ� 7RROV

XVLQJ &/, DUH XVXDOO\ XVLQJ OHVV PHPRU\ DQG &38 SRZHU� 7KH RXWSXW RI &/, WRROV

FDQ HDVLO\ EH XVHG DV DQ LQSXW WR RWKHU WRROV� PHDQLQJ LW LV SRVVLEOH WR FUHDWH D

FKDLQ RI WRROV SURJUDPPDWLFDOO\�

:KLOH ERWK WKH &/, DQG *8, KDYH WKHLU DGYDQWDJHV DQG GLVDGYDQWDJHV� WKH

FKRLFH RI ZKLFK WR FKRRVH LV RQO\ SUHIHUHQFH� :H FKRVH WR XVH D FRPPDQG OLQH

LQWHUIDFH IRU WKHH&%� 7KHUH DUH PDQ\ &/, WRROV WKDW UHWXUQV 85/V DV WKHLU RXWSXW�

E\ EXLOGLQJ D &/, WRRO� LW LV RIWHQ HDVLHU WR XVH WKH RXWSXW RI WKHVH WRROV DV WKH LQSXW

WR WKHH&%� )RU VRPHRQH ZKR NQRZV KRZ WR XVH D WHUPLQDO� &/, EDVHG WRROV FDQ

EH D ORW PRUH HIILFLHQW WR XVH� &/, WRROV DOORZV WR FKDLQ PXOWLSOH WRROV� XVLQJ WKH

RXWSXW RI WRRO � DV WKH LQSXW WR WRRO �� 7KLV PHDQV WKDW ZH FDQ XVH VRPH RWKHU WRRO

WR GLVFRYHU 85/V DQG VHQG WKHVH 85/V WR WKHH&% ZLWKRXW PXFK KDVVOH�

:H FKRVH D &/, EHFDXVH LW KDV OHVV &38 DQG PHPRU\ FRQVXPSWLRQ� DQG EH�

FDXVH RI WKH WRRO FKDLQLQJ SRVVLELOLWLHV� 7KH WRRO FKDLQLQJ SRVVLELOLWLHV DUH SUDFWL�

FDO� DV PDQ\ &/, WRROV RXWSXW LQ WKH IRUP RI 85/V�

��



��� &DFKH3UR[\

:KHQ GHYHORSLQJ WKHH&%� ZH ZDQWHG WR EH DEOH WR GLVFRYHUPHWKRGV WR E\SDVV WKH

FDFKH� WKHUHIRUH ZH LPSOHPHQWHG WKH &DFKH3UR[\ LQWHUIDFH JLYLQJ WKH DELOLW\ WR

LPSOHPHQW YDULRXV SD\ORDGV� 7KLV UHVXOWV LQ D PRUH GLYHUVH DQG IHDWXUH ULFK WRRO�

7KH &DFKH3UR[\ LQWHUIDFH VSHFLILHV WKH IXQFWLRQV D VWUXFW QHHGV WR LPSOHPHQW WR

EH FRPSOLDQW ZLWK WKH LQWHUIDFH� VKRZQ LQ FRGH VQLSSHW ����

,QLW LV WKH IXQFWLRQ WKDW QHHGV WR EH UXQ EHIRUH WKH VFDQQHU VWDUWV� WKLV IXQFWLRQ

DGGV WKH DSSURSULDWH IXQFWLRQV WR D OLVW LQ WKH VWUXFW� 7KH 1DPH� &XUUHQW3D\ORDG

DQG 3D\ORDG/HQJWK IXQFWLRQV ZLOO UHWXUQ D VLPSOH YDOXH� WKH QDPH RI WKH SUR[\�

WKH FXUUHQW SD\ORDG LW LV DW DQG WKH WRWDO OHQJWK RI SD\ORDGV UHVSHFWLYHO\� 7KH5HVHW

IXQFWLRQ VLPSO\ UHVHWV WKH FXUUHQW SD\ORDG YDULDEOH� ZKLFKPDNHV LW UHDG\ WR EH UH�

XVHG� 1H[W5HTXHVW LV WKH IXQFWLRQ WKDW H[HFXWHV WKH SD\ORDGV� LW ZLOO PRGLI\ WKH

EDVH UHTXHVW� VHQG LW� DQG FRPSDUH WKH QHZ UHVSRQVH WR WKH EDVHOLQH 5HVSRQVH

VWUXFW�

� type CacheProxy interface {
� NextRequest(req *http.Request) bool
� Name() string
� Init() error
� CurrentPayload() int
� PayloadLength() int
� Reset()
� }

&RGH VQLSSHW ���� 7KH &DFKH3UR[\ LQWHUIDFH�

$V DQ H[DPSOH IRU WKH LPSOHPHQWDWLRQ RI WKH &DFKH3UR[\ LQWHUIDFH� WKH FRGH

IRU WKH $SDFKH VWUXFW LV VKRZQ LQ FRGH VQLSSHW ���� 7KH SD\ORDGV YDULDEOH LV D

VOLFH RI IXQFWLRQV� WKHVH DUH WKH SD\ORDGV WKDW ZLOO PRGLI\ WKH UHTXHVWV� 7KH FXU�

UHQW3D\ORDG YDULDEOH VSHFLILHV WKH FXUUHQW SD\ORDG DQG LV XVHG DV DQ LQGH[ LQ WKH

SD\ORDG¶V YDULDEOH�

� type Apache struct {
� currentPayload int
� payloads []func(req *http.Request) error
� Opt *Options
� }

&RGH VQLSSHW ���� $SDFKH VWUXFW



&RGH VQLSSHW ��� VKRZV D VLPSOH SD\ORDG WKDW ZLOO EH XVHG ZLWK WKH $SDFKH

VWUXFW� 7KLV IXQFWLRQ FORQHV WKH RULJLQDO UHTXHVW� DSSHQGV D VODVK DIWHU WKH ILUVW

VODVK LQ WKH SDWK� 7KH UHTXHVW LV WKHQ VHQW� DQG WKHQ WKH UHVSRQVH LV FRPSDUHG WR

WKH FDOLEUDWHG 5HVSRQVH VWUXFW� $GGLQJ D VODVK LQ WKLV PDQQHU LV D WHFKQLTXH WR

WU\ WR DYRLG WKH FDFKH�

� func (p *Apache) addSlash(req *http.Request) error {
� reqClone := req.Clone(p.Opt.Ctx)
� path := reqClone.URL.Path
� path = path[:1] + "/" + path[1:]
� reqClone.URL.Path = path
� resp, duration, err := p.Opt.sendRequest(reqClone)
� if err != nil {
� return err
� }
�� p.Opt.checkResponse(resp, duration , p.Name(), "appending a /")
�� return nil
�� }

&RGH VQLSSHW ���� 6DPSOH SD\ORDG XVHG IRU WKH $SDFKH VWUXFW�

,Q FRGH VQLSSHW ��� WKH SD\ORDGV YDULDEOH LV SRSXODWHG� ,Q WKLV FDVH RQO\ WKH

DGG6ODVK IXQFWLRQ LV DGGHG�

� func (p *Apache) Init() error {
� p.payloads = []func(req *http.Request) error{}
� p.payloads = append(p.payloads , p.addSlash)
� return nil
� }

&RGH VQLSSHW ���� ,QLW IXQFWLRQ�

&RGH VQLSSHW ��� VKRZV WKH 1H[W5HTXHVW IXQFWLRQ� WKLV IXQFWLRQ LV FDOOHG EH�

IRUH HYHU\ WLPH D QHZ SD\ORDG LV VHQW� 7KLV IXQFWLRQ ILQGV WKH FXUUHQW SD\ORDG

LQGH[� LQFUHDVHV WKH LQGH[� DQG H[HFXWHV WKH IXQFWLRQ DW WKH FXUUHQW SD\ORDG LQ�

GH[ ZLWKLQ WKH SD\ORDGV VOLFH�

� func (p *Apache) NextRequest(req *http.Request) bool {
� currentPayload := p.CurrentPayload()
� p.incCurrentPayload()
� if currentPayload >= len(p.payloads) {
� return true
� }
� p.payloads[currentPayload](req)



� return false
� }

&RGH VQLSSHW ���� 1H[W5HTXHVW IXQFWLRQ�

��� ([HFXWLRQ IORZ

WKHH&% LV VHW XS WR FKHFN IRU FDFKLQJ ERWK RQ LQYDOLG DQG VSHFLILF SDJHV� $Q LQ�

YDOLG SDJH LV DQ HQGSRLQW WKDW LV DVVXPDEO\ QRQ�H[LVWHQW RQ WKH ZHE DSSOLFDWLRQ�

$ VSHFLILF SDJH LV DQ HQGSRLQW WKDW LQFOXGHV VRPH IXQFWLRQDOLW\ WKDW FDQ¶W EH IRXQG

RQ LQYDOLG SDJHV� 7KH HDVLHVW ZD\ WR FKHFN IRU FDFKLQJ LV WR FKHFN DJDLQVW LQYDOLG

SDJHV� %\ FKDQJLQJ WKH SDWK RQ HDFK UHTXHVW� DOPRVW DOO ZHE DSSOLFDWLRQV JLYH DQ

XQFDFKHG UHVSRQVH� 7KH UHVXOWV WKHQ EHFRPHPRUH FRQVLVWHQW� ,I LQYDOLG SDJHV DUH

VHW XS QRW WR FDFKH DQ\ UHVSRQVHV� WKLV VWHS LV XVHOHVV DQG ZRQ¶W UHWXUQ DQ\ XVHIXO

LQIRUPDWLRQ� $QRWKHU GLVDGYDQWDJH LV WKDW VRPH VSHFLILF SDJHV PD\ LQFOXGH FXV�

WRP FDFKH FRQILJXUDWLRQV� ZKLFK WKH WRRO ZRQ¶W SLFN XS RQ ZKHQ VFDQQLQJ DJDLQVW

LQYDOLG SDJHV�

&KHFNLQJ DJDLQVW VSHFLILF SDJHV JLYHV PRUH LQIRUPDWLRQ DERXW FDFKLQJ UXOHV

VHW XS IRU SDUWLFXODU HQGSRLQWV� 7KHVH FDFKLQJ UXOHV DUH KDUGHU WR GLVFRYHU DQG

PD\ XQFRYHU YXOQHUDELOLWLHV� WKHH&% UHOLHV RQ E\SDVVLQJ WKH FDFKH GXULQJ WKH

FDOLEUDWLRQ� KRZHYHU� LW FDQ¶W EH FHUWDLQ WKDW LW PDQDJHG WR DYRLG WKH FDFKH� 7KH

VFDQ DJDLQVW LQYDOLG SDJHV WKHQ JLYHV UHOLDEOH LQIRUPDWLRQ� DQG WKH VFDQ DJDLQVW

DQ\ VSHFLILF SDJH PD\ RU PD\ QRW ZRUN DV LQWHQGHG� 7KH VFDQV DJDLQVW VSHFLILF

SDJHV ZRUNV IRU PRVW ZHE DSSOLFDWLRQV DQG UHVXOWV LQ EHWWHU LQIRUPDWLRQ WKDQ WKH

VFDQ DJDLQVW LQYDOLG SDJHV�

��� )LQJHUSULQWHU

7KH ILQJHUSULQWHU PXVW ILUVW ILQG D EDVHOLQH� ,W GRHV WKLV E\ VHQGLQJ PXOWLSOH UH�

TXHVWV DQG ILOWHULQJ RXW G\QDPLF FRQWHQW� )RU WKH FDOLEUDWLRQ SKDVH� D 5HVSRQVH

VWUXFW LV XVHG� 7KLV VWUXFW KROGV DOO FDOLEUDWHG GDWD DQG LQIRUPDWLRQ DERXW ZKDW

GDWD LQ WKH UHVSRQVHV DUH FRQVLGHUHG VWDWLF�

� type Response struct {
� disabledModules *disabledModules
� responseCode int



� pageTitle string
� headers http.Header
� tags []*tag
� regex map[*regexp.Regexp]int
� responseTime []time.Duration
� verbose bool
�� }

&RGH VQLSSHW ���� 5HVSRQVH VWUXFW

9HUERVH LV XVHG WR VSHFLI\ LI YHUERVH PHVVDJHV VKRXOG EH UHWXUQHG� VKRZQ

LQ FRGH VQLSSHW ��� 1H[W UHJH[ LV XVHG WR VSHFLI\ D UHJH[ VWULQJ WR VHDUFK IRU�

DQG WR FRXQW WKH LQVWDQFHV RI WKH UHVXOWV� $GGLWLRQDOO\� GLVDEOHG0RGXOHV GHWHU�

PLQHV KHUHZKLFKPRGXOHV �H�J�� KHDGHUV� VKRXOG EHGLVDEOHG� ,I WKH UHVSRQVH&RGH

ERROHDQ LV WUXH� WKHH&% ZLOO RYHUORRN DQ\ FKDQJHV LQ WKH UHVSRQVH FRGHV� SDJH7L�

WOH FDQ EH GLVDEOHG LQ WKH VDPH ZD\� DV ZHOO DV DQ\ VSHFLILF KHDGHU� WDJ� RU UHJH[�

7KH GLVDEOHG0RGXOHV VWUXFW LV GHILQHG LQ FRGH VQLSSHW ����

� type disabledModules struct {
� responseCode bool
� pageTitle bool
� headers map[string]bool
� tags map[string]bool
� regex map[*regexp.Regexp]bool
� }

&RGH VQLSSHW ���� GLVDEOHG0RGXOHV VWUXFW

,I DQ\ RI WKH ERROHDQ YDOXHV LQ WKH GLVDEOHG0RGXOHV LV WUXH� WKHH&% ZLOO RYHU�

ORRN WKH UHVXOWV� LQ DQ\ FDVH� ,Q WKH &UHDWH5HVSRQVH IXQFWLRQ� WKHH&% UHFHLYHV

WKH QHHGHG LQIRUPDWLRQ DERXW WKH UHVSRQVH� DQG FUHDWHV DQ DSSURSULDWH 5HVSRQVH

VWUXFW� 0RVW RI WKH IHDWXUHV LQ WKH ILQJHUSULQWHU LV UHGXQGDQW LQPRVW FDVHV� /RRN�

LQJ DW UHVSRQVH WLPHV LV FRPPRQO\ PRUH WKDQ HQRXJK� +RZHYHU� ZKHQ WKH UH�

VSRQVH WLPHV FDQ EH DFFXUDWHO\ GLIIHUHQWLDWHG� UHVSRQVH WLPHV FDQ¶W EH XVHG� )RU

LQVWDQFH� PXOWLSOH SUR[LHV PD\ EH FKDLQHG WRJHWKHU� ZKHUH WKH ODVW SUR[\ �IURP

WKH HQG XVHU� PD\ EH YHU\ FORVH WR WKH ZHE DSSOLFDWLRQ� 7KH GLIIHUHQFH LQ FDFKHG

DQG XQFDFKHG UHVSRQVHV IURP WKH ODVW SUR[\� PD\ WKHUHIRUH EH QHJOLJLEOH� 7R ILJ�

XUH RXW ZKLFK UHVSRQVHV DUH FDFKHG� WKH ILQJHUSULQWHUPXVW ORRN DW RWKHU HOHPHQWV

RI WKH UHVSRQVH� %HFDXVH RI WKLV XQFHUWDLQW\ ZH FUHDWHG D ILQJHUSULQWHU ZKLFK ZLOO

UHFRUG PXOWLSOH UHVSRQVHV DQG UHPRYH DOO G\QDPLF FRQWHQW� LW ZLOO FRPSDUH UH�

VSRQVH FRGHV� KHDGHUV� +70/ WDJV DQG UHVSRQVH WLPHV� 7KH LGHD EHKLQG WKH ILQ�



JHUSULQWHU LV WKDW LW ZLOO GHWHFW WKH VPDOOHVW RI GLIIHUHQFHV ZKLFK QRW HYHQ D KXPDQ

FDQ GR UHOLDEO\� $OWKRXJK WKH ILQJHUSULQWHU GRHV QRW ORRN DW WKH HQWLUH UHVSRQVH�

LW ZLOO GHWHFW WKH PRVW RI FKDQJHV�

7KH FDOLEUDWLRQ SKDVH LV FULWLFDO WR FUHDWH D SURSHU EDVHOLQH� ,I DQ\ FKDQJHV

DUH GHWHFWHG GXULQJ WKH FDOLEUDWLRQ SKDVH� WKH FRKHUHQW PRGXOH �ZLWK DSSURSUL�

DWH YDOXHV� ZLOO EH GLVDEOHG� )RU LQVWDQFH� WKH FKHFN5HVSRQVH&RGHV IXQFWLRQ ZLOO

FRPSDUH WKH FXUUHQW FDOLEUDWHG UHVSRQVH FRGH ZLWK WKH QHZ UHVSRQVH FRGH� ,I WKH

QHZ UHVSRQVH FRGH LV GLIIHUHQW� WKH UHVSRQVH&RGH LQ WKH GLVDEOHG0RGXOHV LV VHW

WR WUXH� 7KH FKHFN5HVSRQVH FRGH LV VKRZQ LQ FRGH VQLSSHW ����

� func (resp *Response) checkResponseCodes(rCode2 int) {
� if resp.responseCode != rCode2 && !resp.disabledModules.

responseCode {
� resp.disabledModules.responseCode = true
� if resp.verbose {
� log.Println("Not using response code.")
� }
� }
� }

&RGH VQLSSHW ���� )XQFWLRQ FKHFN5HVSRQVH&RGHV

0RVW RI WKH ´FKHFN´ IXQFWLRQV DUH ZULWWHQ LQ D VLPLODU PDQQHU� VRPH DUH PRUH

FRPSOLFDWHG EHFDXVH WKH YDOXHV DUH QRW RQO\ LQWHJHUV� )RU LQVWDQFH� FKHFN+HDG�

HUV UHTXLUHV DOO WKH KHDGHU QDPHV DQG YDOXHV WR EH FKHFNHG� FKHFN+HDGHUV WKHQ

EHFRPHV ODUJHU WKDQ FKHFN5HVSRQVH&RGHV� DQG WKHQ ORRNV OLNH WKH FRGH VKRZQ LQ

FRGH VQLSSHW ����

� func (resp *Response) checkHeaders(h2 http.Header) {
� for k, v := range resp.headers {
� if v2, ok := resp.disabledModules.headers[k]; ok && v2 {
� continue
� }
� v2, ok := h2[k]
� if !ok {
� resp.disabledModules.headers[k] = true
� if resp.verbose {
�� log.Println("Not using header: ", k)
�� }
�� } else {
�� for i := 0; i < len(v); i++ {
�� v3 := v[i]



�� if len(v2) <= i {
�� resp.disabledModules.headers[k] = true
�� if resp.verbose {
�� log.Println("Not using header: ", k)
�� }
�� continue
�� }
�� v4 := v2[i]
�� if v3 != v4 {
�� resp.disabledModules.headers[k] = true
�� if resp.verbose {
�� log.Println("Not using header: ", k)
�� }
�� }
�� }
�� }
�� }
�� }

&RGH VQLSSHW ���� )XQFWLRQ FKHFN+HDGHUV

7KH QHVWHG ORRSV DUH UHTXLUHG� EHFDXVH *RODQJ VWRUHV WKH YDOXHV RI GXSOLFDWH

KHDGHU QDPHV LQ D OLVW� :KHQ FRPSDULQJ ;0/ GDWD� WKHH&%PXVW EH DEOH WR SDUVH

;0/ �+70/�� )RU WKLV SXUSRVH� D IHDWXUH WR SDUVH ;0/ ZDV DGGHG� 7KH PRVW

LPSRUWDQW SDUW RI WKH SDUVHU LV WKH SDUVH;0/ IXQFWLRQ� VKRZQ LQ FRGH VQLSSHW

�����

� func (resp *Response) parseXML(bodyString string) bool {
�

� // variable initialization
�

� for i := 0; i < len(bodyString); i++ {
� if escaped {
� escaped = false
� continue
� }
�� char = strings.TrimSpace(string(bodyString[i]))
�� if i == 0 {
�� if char != "<" {
�� return false
�� }
�� }
�� if char == "\\" {



�� escaped = true
�� continue
�� }
�� insideString=checkInsideString(char, insideString)
�� if insideString != "" {
�� continue
�� }
�� name, started, nameFinished = resp.checkCharString(char, name,

started, nameFinished)
�� }
�� if started && name != "" {
�� resp.addTag(name, 0.5)
�� }
�� return true
�� }

&RGH VQLSSHW ����� )XQFWLRQ SDUVH;0/

7KLV IXQFWLRQZLOO JR WKURXJK HDFK FKDUDFWHU LQ WKH;0/GRFXPHQW DQG GHWHUPLQH

LI WKH FXUUHQW FKDUDFWHU ZLOO RSHQ D QHZ VWULQJ� VWDUW D QHZ WDJ� RU HVFDSH WKH QH[W

FKDUDFWHU� 7KH FKHFN,QVLGH6WULQJZLOO FKHFN LI WKH FXUUHQW FKDUDFWHU LV D TXRWH DQG

XSGDWH WKH LQVLGH6WULQJ YDULDEOH WR DQ DSSURSULDWH YDOXH� HLWKHU DQ HPSW\ VWULQJ

RU D VLQJOH TXRWH RU D GRXEOH TXRWH� FKHFN&KDU6WULQJ LV UHVSRQVLEOH IRU FKHFNLQJ

LI D QHZ WDJ KDV RSHQHG RU FORVHG� DV ZHOO WR GHWHUPLQH LI WKH WDJ QDPH LV D YDOLG

QDPH� ,Q WKH HQG WKH SDUVHU ZLOO ILQG HYHU\ WDJ LQ WKH GRFXPHQW DQG FRXQW WKH

QXPEHU RI HDFK WDJ IRXQG� 7KLV SDUVHU ZLOO QRW VWRUH WKH YDOXHV� DV WKLV PD\ EH

YHU\ ODUJH�

7KH ODVW SDUW RI WKH ILQJHUSULQWHU LV WKH FRPSDULQJ RI WKH EDVHOLQH UHVSRQVHV

DQG D QHZ UHVSRQVH� 7KHVH IXQFWLRQV XQGHU ´FRPSDUH�JR´� ZKLFK DUH UHVSRQVLEOH

IRU FRPSDULQJ QHZ YDOXHV DJDLQVW WKH FDOLEUDWHG YDOXHV� DUH VLPLODU WR WKH FDOLEUD�

WLRQ SDUW� FRPSDUH5HVSRQVH&RGHV GRHV WKH VDPH WKLQJ DV FKHFN5HVSRQVH&RGHV�

H[FHSW WKDW LW GRHV QRW XSGDWH WKH EDVHOLQH 5HVSRQVH VWUXFW LI GLIIHUHQFHV RFFXU�

FRPSDUH5HVSRQVH&RGHV LV VKRZQ LQ FRGH VQLSSHW �����

� func (resp *Response) compareResponseCodes(rCode2 int) bool {
� if resp.responseCode != rCode2 && !resp.disabledModules.

responseCode {
� if resp.verbose {
� log.Println(fmt.Sprintf("Previous response code: %v, new

response code: %v", resp.responseCode , rCode2))
� }



� return false
� }
� return true
� }

&RGH VQLSSHW ����� )XQFWLRQ FRPSDUH5HVSRQVH&RGHV

$IWHU WKH FDOLEUDWLRQ SKDVH LV ILQLVKHG� WKH ILQJHUSULQWHU LV ORRNLQJ IRU VLPLODU UH�

VSRQVH WLPHV WR WKH FDOLEUDWLRQ SKDVH� 7KH ILQJHUSULQWHU VKRXOG ORRN IRU VLPLODU

UHVSRQVH WLPHV VLQFH WKH ILQJHUSULQWHU WULHG WR DYRLG WKH FDFKH LQ WKH FDOLEUDWLRQ

SKDVH� ,I WKH UHVSRQVH WLPH LV VLJQLILFDQWO\ IDVWHU WKDQ LQ WKH FDOLEUDWLRQ LW PHDQV

WKDW WKH UHVSRQVH LV SUREDEO\ FDFKHG� DQG WKH SD\ORDG IDLOHG�

+RZHYHU� ZKHQ ORRNLQJ RYHU RWKHU GLIIHUHQFHV �H�J� KHDGHUV�� WKH ILQJHU�

SULQWHU VKRXOG ORRN IRU GLIIHUHQFHV� ,I DQ\ FKDQJHV DUH GHWHFWHG� LW SUREDEO\PHDQV

WKDW WKLV LV D QHZ UHVSRQVH� DQG QRW WKH ROG FDFKHG RQH�



&KDSWHU �

7HVWV

��� 'RFNHU

'RFNHU LV D VLPSOH ZD\ WR FUHDWH D VHPL�LVRODWHG PDFKLQH WKDW LV UXQQLQJ IRU RQH

VSHFLILF SXUSRVH� VLPLODU WR D YLUWXDO PDFKLQH >��@� ,W LV HDV\ WR VHSDUDWH SURMHFWV�

ZKLFKPD\ UHTXLUH GLIIHUHQW GHSHQGHQFLHV� &UHDWLQJ D GRFNHU LPDJHPDNHV LW SRV�

VLEOH WR VHSDUDWH DQG UH�XVH SURMHFWVZLWKRXW OLEUDU\ FRQIOLFWV� :H FUHDWHG D GRFNHU

LPDJH IRU HDFK FRPSRQHQW LQ RXU WHVW DSSOLFDWLRQ� PDNLQJ LW YHU\ HDV\ WR GHSOR\

WKH DSSOLFDWLRQ RQ DQ\ FRPSXWHU�

��� 'LJLWDO 2FHDQ

'LJLWDO 2FHDQ SURYLGHV GURSOHWV WKDW FDQ EH UHQWHG IRU D ORZ IHH >��@� $ GURSOHW

LV D YLUWXDO PDFKLQH WKDW FDQ EH DGMXVWHG E\ WKH LQGLYLGXDO¶V QHHGV� 7KLV IHH LV

SD\HG KRXUO\ DQG FDQ EH FDQFHOOHG DW DQ\ WLPH� 7KHUHIRUH� 'LJLWDO 2FHDQ LV SHUIHFW

IRU RXU VFHQDULR� ZKHUH ZH ZDQW WR TXLFNO\ PDNH VRPH WHVWV DJDLQVW D SXEOLF WHVW

DSSOLFDWLRQ� :H XVHG D GURSOHW IURP 'LJLWDO 2FHDQ WR KRVW RXU WHVW DSSOLFDWLRQ

DQG UDQ YDULRXV WHVWV WR FRPSDUH DJDLQVW WKHH&%�

��� *RRJOH

*RRJOH KDV D EXJ ERXQW\ SURJUDP DOORZLQJ UHVHDUFKHUV WR IUHHO\ WHVW VRPH RI WKHLU

DSSOLFDWLRQV� LQFOXGLQJ EXW QRW OLPLWHG WR ´JRRJOH�FRP´ DQG ´\RXWXEH�FRP´ >��@�

,Q RXU WHVWLQJ ZH KDYH XVHG WKHVH WR ZHEVLWHV WR TXLFNO\ WHVW WKHH&% DQG WR FKHFN

��



LI DQ\ QHZ FKDQJHV SHUIRUP DV ZDQWHG� :H DOVR ORRNHG RQ WKH UHVXOWV DQG FRQVLG�

HUHG LI WKH\ ZHUH UHDVRQDEOH DQG FRQVLVWHQW� 7KLV KDV EHHQ D JUHDW ZD\ WR GRXEOH

FKHFN WKDW HYHU\WKLQJ ZRUNV DV LW ZDV SODQQHG�

��� 3HUIRUPDQFH DQG EHQFKPDUNV

([HFXWLRQ WLPH LV QRW RI HVVHQFH ZKHQ FKHFNLQJ IRU FDFKLQJ�UHODWHG GDWD� 6LQFH

VSHHG ZLOO OLNHO\ LQYDOLGDWH WKH UHVXOWV� DV DGGLQJ PRUH VSHHG KDV XQNQRZQ FRQ�

VHTXHQFHV� 7KH UHVXOWV RI VSHHGLQJ XS WKHH&% ZLOO YDU\ GHSHQGLQJ RQ KRZ HDFK

LQGLYLGXDO SUR[\ LV FRQILJXUHG� $V PHQWLRQHG SUHYLRXVO\� VRPH KHDGHUV DUH XS�

GDWHG LQ LQWHUYDOV� H�J�� HDFKPLQXWH� 7KHUHIRUH� WKH FDOLEUDWLRQ SKDVHPXVW HLWKHU

EH ORQJHU WKDQ RQH PLQXWH� RU WKHH&% PXVW ILQLVK EHIRUH RQH PLQXWH� 7KH UH�

VSRQVH WLPHV PD\ DOVR YDU\ EHFDXVH RI DQ LQFUHDVH LQ UHTXHVWV LI ZH ZHUH WR VSHHG

XS WKHH&%� 7KH UHVXOWV ZRXOG WKHQ EH YHU\ KDUG WR LQWHUSUHW� ZKLFK LV DQRWKHU

VWURQJ DUJXPHQW IRU VORZLQJ GRZQ LQVWHDG RI VSHHGLQJ XS� )LQLVKLQJ WKHH&% LQ

RQH PLQXWH LV QRW UHDVRQDEOH� WKHUHIRUH VSHHG WHVWV DUH LUUHOHYDQW ZKHQ EHQFK�

PDUNLQJ� +RZHYHU� ZH FRPSDUHG WKHH&% WR WKH UHVXOWV RI %XUS 6XLWH¶V FDFKLQJ

UHODWHG WHVWV DQG RWKHU VHUYLFHV FKHFNLQJ IRU FDFKLQJ LQ ZHE DSSOLFDWLRQV� 7R WHVW

WKH SURJUHVV� ZH PDGH D VLPSOH WHVW DSSOLFDWLRQ WR WHVW WKHH&% DJDLQVW� 7KLV WHVW

DSSOLFDWLRQ KDV D IHZ HQGSRLQWV ZKLFK KDV VRPH GLIIHUHQFHV LQ EHKDYLRU

��� %HQFKPDUNLQJ ZLWK WHVW DSSOLFDWLRQ

:H DOVR XSORDGHG RXU WHVW DSSOLFDWLRQ WR 'LJLWDO 2FHDQ IRU D FRQVLVWHQW ZD\ RI

WHVWLQJ WKHH&%� 7KLV WHVW DSSOLFDWLRQ JLYHV XV WKH RSSRUWXQLW\ WR WHVW WKHH&% XS

DJDLQVW RWKHU VFDQQHUV� $V D UHVXOW� ZH FRXOG VHH KRZ HDFK RI WKH GLIIHUHQW WRROV

SUHIRUPHG� DQG ZKLFK WRRO WKDW SHUIRUPHG WKH ILQHVW� 7KLV ZDV YHU\ EHQHILFLDO IRU

IXUWKHU GHYHORSLQJ WKHH&%� )RU LQVWDQFH� WKH ZHE DSSOLFDWLRQ FDFKH�FKHFNHU�FRP

FRXOGQ¶W ILQG D IRUP IRU FDFKLQJ PHFKDQLVP LQ RXU WHVW DSSOLFDWLRQ� 5HVXOW SUH�

VHQWHG LQ WKH ILJXUH ����

$GGLWLRQDOO\� %XUS 6XLWH¶V FDFKH WHVWV FRXOG QRW ILQG DQ\ NLQG RI FDFKLQJPHFK�

DQLVP HLWKHU� ,Q WKLV FDVH %XUS 6XLWH¶V VFDQQHU ZDV DGGLWLRQDOO\ FRQILJXUHG WR

ORRN DW ;66 DQG FDFKLQJ UHODWHG YXOQHUDELOLWLHV� KRZHYHU %XUS 6XLWH UHWXUQHG QR

UHVXOWV� 7KLV LV SUHVHQWHG LQ WKH LVVXH DFWLYLW\ ORJ� VKRZQ LQ ILJXUH ����



)LJXUH ���� 7HVW $SSOLFDWLRQ VFDQQHU IRU FDFKLQJ ZLWK &DFKH &KHFNHU

)LJXUH ���� %XUS¶V ,VVXH $FWLYLW\ 6FDQQHU GLG QRW ILQG DQ\ FDFKLQJ PHFKDQLVPV



)LJXUH ���� WKHH&% GHWHFWHG FDFKLQJ PHFKDQLVPV DQG SRWHQWLDO E\SDVVHV�

)LJXUH ���� WKHH&% VFDQQLQJ IRU FDFKLQJ PHFKDQLVPV DJDLQVW ZZZ�JRRJOH�FRP

,Q FRPSDULVRQ WKHH&% GHWHFWHG WKH XVH RI FDFKLQJ� DQG KRZ WR FLUFXPYHQW LW�

6KRZQ LQ ����

��� %HQFKPDUNLQJ ZLWK ZHE DSSOLFDWLRQV

'XULQJ GHYHORSPHQW ZH UDQ WKHH&% DJDLQVW JRRJOH WR FKHFN WKDW WKHH&% UDQ DV

LQWHQGHG� :H DOVR PDQXDOO\ WHVWHG WKH UHVXOWV WR GHWHUPLQH WKH SHUIRUPDQFH RI

WKHH&%� 7KH JRDO ZDV WR JHW WKH VDPH UHVXOWV IURP WKHH&% DVPDQXDO WHVWLQJ� ZLWK�

RXW DQ\ IDOVH SRVLWLYHV� RU IDOVH QHJDWLYHV�

)LJXUH ��� VKRZV WKH UHVXOWV RI WKHH&% UXQQLQJ DJDLQVW JRRJOH�FRP� WKHH&%

IRXQG WZR ZD\V RI E\SDVVLQJ WKH FDFKH DW WKH URRW SDWK ���� )LJXUH ��� VKRZV

WKH UHVXOWV RI FDFKH�FKHFNHU DJDLQVW WKH VDPH HQGSRLQW� DQG UHYHDOHG WKDW JRRJOH

LQGHHG ZDV XVLQJ FDFKLQJ� D VLPLODU UHVXOW DV WR WKHH&%�

)LJXUH ��� VKRZV WKH UHVXOWV RI WKHH&% UXQQLQJ DJDLQVW \RXWXEH�FRP� WKHH&%

IRXQG WZR ZD\V RI E\SDVVLQJ WKH FDFKH DW WKH URRW SDWK ���� )LJXUH ��� VKRZV WKH

UHVXOWV RI FDFKH�FKHFNHU DJDLQVW WKH VDPH HQGSRLQW� DQG UHYHDOHG WKDW <RXWXEH

LQGHHG ZDV XVLQJ FDFKLQJ� D VLPLODU UHVXOW DV WR WKHH&%�



)LJXUH ���� &DFKH &KHFNHU FKHFNLQJ IRU FDFKLQJ PHFKDQLVPV DJDLQVW
ZZZ�JRRJOH�FRP

)LJXUH ���� WKHH&% VFDQQLQJ IRU FDFKLQJ PHFKDQLVPV DJDLQVW ZZZ�\RXWXEH�FRP



)LJXUH ���� &DFKH &KHFNHU FKHFNLQJ IRU FDFKLQJ PHFKDQLVPV DJDLQVW
ZZZ�\RXWXEH�FRP



&KDSWHU �

'LVFXVVLRQ

��� 9XOQHUDELOLW\ VFDQQHUV

9XOQHUDELOLW\ VFDQQHUV SUREHV IRU GLIIHUHQW W\SHV RI YXOQHUDELOLWLHV� LQ WKLV FDVH

ZLWKLQ D ZHE DSSOLFDWLRQ� >��@� WKHH&%� WKDW ZH FUHDWHG LV QRW D YXOQHUDELOLW\

VFDQQHU� DV LW GRHV QRW ILQG YXOQHUDELOLWLHV LQ DQ\ ZD\� ,Q FRPSDULVRQ WKHH&% LV D

WRRO IRU GHWHFWLQJ LI D ZHE DSSOLFDWLRQ XVHV D IRUP IRU FDFKLQJ PHFKDQLVP�

+RZHYHU� YXOQHUDELOLW\ VFDQQHUV FRPPRQO\ WHVW IRU FDFKH SRLVRQLQJ YXOQHUD�

ELOLWLHV� %XUS 6XLWH IRU LQVWDQFH� LQFOXGHV RQH RI WKH PRVW VRSKLVWLFDWHG ZHE DS�

SOLFDWLRQ YXOQHUDELOLW\ VFDQQHUV� :KHQ UXQQLQJ D YXOQHUDELOLW\ VFDQ IURP %XUS

6XLWH DJDLQVW RXU VLPSOH YXOQHUDEOH DSSOLFDWLRQ� %XUS 6XLWH ILQGV QR LVVXHV� HYHQ

WKRXJK D ;66 YXOQHUDELOLW\ ZDV LPSOHPHQWHG� 7KH SUREOHP LV QRW WKDW %XUS 6XLWH

ODFNV LQ SHUIRUPDQFH� WKH SUREOHP LV WKDW FDFKLQJ LV UDWKHU FRPSOH[� ,Q WKLV FDVH

LW LV QRW SRVVLEOH WR ILQG WKLV W\SH RI YXOQHUDELOLW\ E\ FKDQJLQJ RQH SDUW RI WKH UH�

TXHVW DW D WLPH� ZKLFK WKH %XUS 6XLWH¶V VFDQQHU PDLQO\ GRHV� ,W FDQ WKHUHIRUH EH

EHQHILFLDO WR UXQ WKHH&% EHIRUH UXQQLQJ DQ\ W\SH RI YXOQHUDELOLW\ VFDQQHU�

%\ ILJXULQJ RXW KRZ WKH FDFKLQJ ZRUNV ILUVWO\� LW LV SRVVLEOH WR E\SDVV WKH FDFKH

RQ HYHU\ UHTXHVW LQ WKH YXOQHUDELOLW\ VFDQQHU� 7KLV PDNHV WKH YXOQHUDELOLW\ VFDQ�

QHU PLQLPL]H IDOVH QHJDWLYH UHVXOWV DQG FDQ UHVXOW LQ ILQGLQJ KLGGHQ DQG FULWLFDO

YXOQHUDELOLWLHV� +RZHYHU� WKLV LV QRW WKH LQWHQGHG ZD\ RI XVLQJ WKH VXSSRVHG YXO�

QHUDELOLW\ VFDQQHU� WKLV PHDQV WKDW FDFKH SRLVRQLQJ UHODWHG WHVWV ZLOO SUREDEO\

IDLO� 7KLV FDQ EH PLWLJDWHG E\ UXQQLQJ WKH YXOQHUDELOLW\ VFDQQHU WZLFH RU UXQQLQJ

WKH FDFKH SRLVRQLQJ WHVWV VHSDUDWHO\�

��



��� &DFKH GHWHFWLRQ WRROV

7KHUH H[LVWV YDULRXV ZHEVLWHV IRU FKHFNLQJ LI D ZHEVLWH XVHV D IURP IRU FDFKLQJ

PHFKDQLVP� 7KHVH ZHEVLWHV RIWHQ UXQ VLPSOH FKHFNV IRU GHWHUPLQLQJ LI WKH VSHFL�

ILHG ZHEVLWH LV XVLQJ D FDFKH� :HEVLWHV OLNH KWWSV���ZZZ�JLIWRIVSHHG�FRP�FDFKH�

FKHFNHU� RU KWWSV���FDFKH�FKHFNHU�FRP� SHUIRUPV VXFK FKHFNV >��@ >��@� %\ VHW�

WLQJ XS D ZHE DSSOLFDWLRQ DQG VSHFLI\LQJ D 85/ WR WKHVH WZR ZHEVLWHV� LW LV RE�

YLRXV WKDW WKHVH WZR ZHEVLWHV RQO\ FKHFN WKH KHDGHUV WR GHWHUPLQH LI FDFKLQJ LV

LPSOHPHQWHG� 7KLV LV FOHDU EHFDXVH WKH ZHE DSSOLFDWLRQ RQO\ UHFHLYHV RQH UH�

TXHVW� :LWK RQH UHTXHVW LW LV QRW SRVVLEOH WR GHWHUPLQH GLIIHUHQFHV LQ UHVSRQVH

WLPHV� WKHUHIRUH WKH RQO\ VROXWLRQ LV WR ORRN DW FDFKLQJ UHODWHG KHDGHUV� 6LPLODUO\�

YXOQHUDELOLW\ VFDQQHUV PRVWO\ FKHFN IRU KHDGHUV ZKHQ GHWHUPLQLQJ LI FDFKLQJ LV

HQDEOHG� 6RPH H[FHSWLRQV H[LVW LQ FHUWDLQ WRROV� ZKHUH VLPSOH FDFKHEXVWHUV DUH

LPSOHPHQWHG GXULQJ WKH HQWLUH VFDQV� 7KHVH FDFKHEXVWHUV ZLOO E\SDVV PRVW FRQ�

ILJXUDWLRQV� EXW LW LV QRW SRVVLEOH WR EH FHUWDLQ WKDW LW ZRUNHG ZLWKRXW PDQXDOO\

ILJXULQJ RXW KRZ WKH FDFKLQJ LV VHW XS� 7KHUHIRUH� LW PD\ RU PD\ QRW EH IDOVH QHJ�

DWLYHV LQ WKH UHVXOWV� 7KH FDFKH GHWHFWLRQ WRRO WKHH&% WKDW ZH PDGH� LV PDGH WR

SUHYHQW IDOVH QHJDWLYH UHVXOWV� DV ZHOO DV WR JDWKHU LQIRUPDWLRQ WR XQFRYHU PRUH

YXOQHUDELOLWLHV� +RZHYHU� DV WKH ILQJHUSULQWHU SDUW RI WKHH&% LV PDGH WR PLWLJDWH

IDOVH QHJDWLYHV� LW PLJKW LQFOXGH VRPH IDOVH SRVLWLYHV LQVWHDG� :KHQ GHYHORSLQJ

WKHH&% ZH ORRNHG DW GLIIHUHQW ZD\V RI DYRLGLQJ WKH FDFKH� DQ IRXQG RXW WKDW WKH

PDLQ ZD\ RI DYRLGLQJ WKH FDFKH PHFKDQLVPV LV WR XVH D IRUP RI FDFKHEXVWHU� ,Q

VRPH FDVHV� LW FDQ EH DV VLPSOH DV DGGLQJ D UDQGRP *(7 SDUDPHWHU WR WKH HQG RI

WKH TXHU\ VWULQJ� ZKHUHDV VRPHWLPHV LW FRXOG EH D ORW KDUGHU VLQFH WKH FDFKHV DUH

VHW XS ZLWK GLIIHUHQW FRQILJXUDWLRQV� 2SWLRQDOO\ LW LV SRVVLEOH WR ZDLW WLO WKH FDFKHG

UHVSRQVH LV H[SLUHG� :KHQ D FDFKH LV LGHQWLILHG� LW LV DOVR XVHIXO WR NQRZ DERXW WKH

FDFKH NH\� %\ NQRZLQJ WKH FDFKH NH\� LW LV SRVVLEOH WR UHOLDEO\ E\SDVV WKH FDFKH� DV

ZHOO DV ILQGLQJ ZD\V WR SRLVRQ WKH FDFKH� +RZHYHU� WKLV FRXOG EH UDWKHU WHGLRXV�

DQG WKHUHIRUH LW LV PRUH HIILFLHQW WR DXWRPDWH LW�

��� &DFKH UHODWHG KHDGHUV

7KH SUR[\ PD\ UHWXUQ FDFKH UHODWHG KHDGHUV LQ WKH UHVSRQVH� 7KHVH KHDGHUV LQ�

FOXGH LQIRUPDWLRQ RI ZKHWKHU WKH UHVSRQVH ZDV FDFKHG� DQG KRZ ORQJ WKH FDFKHG

UHVSRQVH LV YDOLG� $ FRPPRQ FDFKH UHODWHG KHDGHU LV WKH (�7DJ KHDGHU� 7KH (�7DJ



KHDGHU GLVSOD\V D XQLTXH KDVK SHU FDFKHG UHVSRQVH� ,I WKH KDVK LV XSGDWHG� WKHQ

WKH UHVSRQVH LV DOVR XSGDWHG LQ WKH FDFKH�

:LWKRXW NQRZLQJ DERXW WKH FRQILJXUDWLRQ RI WKH SUR[\� WKH (�7DJ KHDGHU FDQ�

QRW EH WUXVWHG EOLQGO\� 7KH (�7DJ KHDGHU PD\ EH XVHG IRU GLIIHUHQW SXUSRVHV� QRW

UHODWHG WR FDFKLQJ� RU JLYHQ WR PLVOHDG VHFXULW\ SURIHVVLRQDOV� :KHQ WKH (�7DJ

KHDGHU LV UHWXUQHG LW LV QRW SRVVLEOH WR NQRZZKLFK SUR[\ UHWXUQHG LW� DV WKHUHPD\

EH PXOWLSOH SUR[LHV LQ IURQW RI WKH ZHE DSSOLFDWLRQ� 7KH ILQJHUSULQWHU LQ WKHH&%

ZLOO GHWHFW LI WKH (�7DJ FKDQJHV DQG ZLOO GHWHFW WKH FDFKLQJ PHFKDQLVP LQ QRU�

PDO FDVHV� 7KH GLIIHUHQFH LQ WKH DSSURDFK RI WKH ILQJHUSULQWHU� LV WKDW WKH ILQJHU�

SULQWHU ZLOO FKHFN LI WKH (�7DJ KHDGHU FKDQJHV RQO\ ZKHQ DQ XQFDFKHG UHVSRQVH

LV UHWXUQHG� 7KLV PHWKRG LV JHQHUDOL]HG� DQG DSSOLFDEOH WR HYHU\ KHDGHU� DV ZHOO

DV RWKHU HOHPHQWV RI WKH UHVSRQVH� ,W LV QRW SRVVLEOH WR GHWHUPLQH ZKLFK SUR[\

UHWXUQV WKH (�7DJ KHDGHU LQ PRVW FDVHV� ,Q WKHH&% ZH DUH QRW VLPSO\ UHO\LQJ RQ

ZKDW LQIRUPDWLRQ ZH JHW IURP WKH SUR[\� ZH GHHP WKDW LQIRUPDWLRQ XQWUXVWZRU�

WK\�



&KDSWHU �

5HODWHG:RUN

��� :HE &DFKH (QWDQJOHPHQW

-DPHV .HWWOH� DQ HPSOR\HH DW 3RUW6ZLJJHU� GLG UHVHDUFK RQ FDFKLQJ DQG SRVWHG

ILQGLQJV RQ 3RUW6ZLJJHU¶V ZHEVLWH >�@� +LV UHVHDUFK VKRZV KRZ WR PDQXDOO\ E\�

SDVV FDFKLQJ PHFKDQLVPV� DV ZHOO DV KRZ WR H[SORLW PLVFRQILJXUDWLRQV� ,W DOVR

VKRZV WKH GHYHVWDWLQJ HIIHFWV D PLVFRQILJXUHG SUR[\ FDQ KDYH�

��� %XUS 6XLWH

%XUS 6XLWH LV D WRRO FUHDWHG E\ 3RUW6ZLJJHU >��@� 7KLV LV D WRRO ZLWK DGYDQFHG

YXOQHUDELOLW\ VFDQQHU FRPSDWLELOLWLHV� %XUS 6XLWH¶V YXOQHUDELOLW\ VFDQQHU FDQ VFDQ

IRU FDFKLQJ UHODWHG DQG ;66 YXOQHUDELOLWLHV� DPRQJ RWKHU W\SHV RI YXOQHUDELOLWLHV�

%XUS 6XLWH RIIHUV D ORW RI DGYDQFHG VFDQV IRU D ORW RI GLIIHUHQW ZHE DSSOLFDWLRQ

W\SHV�

��� =HG $WWDFN 3UR[\

=HG $WWDFN SUR[\� FRPPRQO\ UHIHUUHG WR DV =$3� LV D ZHE DSSOLFDWLRQ VFDQQHU WKDW

DUH ZLGHO\ XVHG DPRQJ SHQHWUDWLRQ WHVWHUV DQG GHYHORSHUV >��@� 7KLV LV D VLPLODU

SUR[\ WR %XUS 6XLWH� EXW LV FRPSOHWHO\ IUHH DQG RSHQ VRXUFH� 7KH SUR[\ LV GH�

YHORSHG DQG PDLQWDLQHG E\ YROXQWHHUV XQGHU WKH 2SHQ:HE $SSOLFDWLRQ 6HFXULW\

3URMHFW� LQ VKRUW 2:$63� =$3 FDQ LQ D VLPLODU ZD\ WR %XUS 6XLWH� EH XVHG WR VFDQ

IRU ;66 DQG FDFKLQJ UHODWHG YXOQHUDELOLWLHV� DPRQJ RWKHU WKLQJV�

��



��� &DFKH &KHFNHU

&DFKH &KHFNHU DW FDFKH�FKHFNHU�FRP LV D WRRO IRU GHWHFWLQJ FDFKLQJ PHFKDQLVPV

LQ ZHE DSSOLFDWLRQV >��@� 7KLV WRRO LV SURYLGHG E\ WKH RUJDQL]DWLRQ FDFKH ZDUPHU�

ZKLFK LV DZHE DSSOLFDWLRQ SHUIRUPDQFH HQFKDQWLQJ SURYLGHU� &DFKH &KHFNHU SUR�

YLGHV DQ HDV\ ZD\ WR TXLFNO\ FKHFN LI D ZHE DSSOLFDWLRQ LV XVLQJ FDFKLQJ� :KHQ

HQWHULQJ DQ85/ WR &DFKH &KHFNHU� &DFKH &KHFNHU ZLOO VHQG D UHTXHVW WR WKH VSHF�

LILHG 85/ DQG FKHFN LI WKH UHVSRQVH FRQWDLQV FDFKLQJ UHODWHG KHDGHUV�



&KDSWHU �

&RQFOXVLRQ

��� &RQFOXVLRQ

,Q WKLV WKHVLV ZH KDYH FUHDWHG D ZHE DSSOLFDWLRQ FDFKH PHFKDQLVP GHWHFWLRQ WRRO�

WKHH&% SHUIRUPV ZHOO ZLWK FRQVLVWHQFH ILQGLQJV� LW LV DOVR TXLWH UREXVW� ,I DQ\

HUURUV RFFXU� WKH HUURU LV GLVSOD\HG LQ WKH WHUPLQDO DQG WKH SURJUDP ZLOO TXLW�

7KLV LV WR SUHYHQW HUURUV IURP JRLQJ XQGHWHFWHG� DQG IRU HDVLHU UHVROYLQJ EXJV�

:H KDYH FUHDWHG D WRRO WKDW FDQ HDVLO\ EH H[WHQGHG ZLWK PRUH FDFKH E\SDVVLQJ

PHWKRGV� %\ FUHDWLQJ D QHZ IXQFWLRQ WKDW PRGLILHV WKH UHTXHVW LQ DQ\ SUHIHUUHG

ZD\� DQG DGGLQJ WKH IXQFWLRQ WR WKH OLVW� D QHZ SD\ORDG LV LPSOHPHQWHG�

:KHQ GHYHORSLQJ WKLV DSSOLFDWLRQ� ZH XVHG D PDQXDO ZD\ RI GHWHFWLQJ EXJV�

7KH WRRO KDV EHHQ DFWLYHO\ XVHG LQ SHQHWUDWLRQ WHVWV VLQFH DURXQG )HEUXDU\� %\

XVLQJ WKH WRRO� ZH IRXQG PXOWLSOH EXJV WKDW ZHUH ODWHU UHVROYHG� :H DOVR DGGHG

VRPH WHVWV UHJDUGLQJ WKH ILQJHUSULQWLQJ SKDVH� ZKLFK DOVR XQFRYHUHG VRPHPLQRU

LVVXHV� 7KH WRROZDV EXLOW DVPRGXODU DV SRVVLEOH� ZKLFK DOORZV IRU HDV\ H[WHQGLELO�

LW\�

��� )XUWKHU ZRUN

(YHQ WKRXJK WKH FDFKH GHWHFWLRQ WRRO SHUIRUPV DV LQWHQGHG� WKHUH LVPRUH IHDWXUHV

DQG ZRUN WKDW FRXOG EH DGGHG EHIRUH ZH FDQ FDOO LW FRPSOHWHG� 7KHUH DUH VRPH

IHDWXUHV WKDW ZRXOG DGG LPSURYHPHQWV WR WKH WRRO� EXW ZH GLG QRW JHW WKH WLPH

WR LPSOHPHQW WKHP� RU WKH\ ZHUH RXW RI VFRSH IRU WKLV WKHVLV� )RU LQVWDQFH� ZH

FRXOG KDYH DGGHG QXPHURXV PRUH SD\ORDGV� WKHH&% FRXOG KDYH EHHQ FRQYHUWHG

��



WR D YXOQHUDELOLW\ VFDQQHU� WKLV ZDV RXW RI VFRSH IRU WKH WKHVLV� DQG LV DOVR D PXFK

ODUJHU SURMHFW� 7KH DGYDQWDJH WKHH&% ZRXOG KDYH RYHU PRVW RWKHU YXOQHUDELOLW\

VFDQQHUV� LV WKDW LW ZRXOG FRQVLVWHQWO\ E\SDVV WKH FDFKH ZKLOH VFDQQLQJ�

:H FRXOG LPSOHPHQW SD\ORDGV WKDW FKHFN IRU FDFKLQJ�UHODWHG YXOQHUDELOLWLHV�

WU\LQJ WR GR FDFKH�SRLVRQLQJ�

7KH ILQJHUSULQWHU SDUW RI WKHH&% FDQ DOVR EH LPSOHPHQWHG LQ RWKHU SURMHFWV IRU

DOO W\SHV RI VFDQQLQJ� $GGLWLRQDOO\� WKH ILQJHUSULQWHU FRXOG SRWHQWLDOO\ EH PDGH WR

EH LWV RZQ WRRO� 0HDQLQJ WKH WRRO ZRXOG LQVSHFW WZR RU PRUH VLPLODU UHVSRQVHV

DQG GHWHUPLQH ZKHWKHU WKH\ DUH HTXDO RU QRW� WKLV FRXOG EH XVHG DV DQ $3, IRU

RWKHU WRROV�

7KH FRGH FRXOG KDYH EHHQ VSOLW XS LQ VPDOOHU VHFWLRQV� WR PDNH WKH FRGH HYHQ

PRUH UHDGDEOH DQG UHXVDEOH�

WKHHF% FRXOG EH XVLQJ VRPH FRQFXUUHQF\� WKLV LV VRPHWKLQJ ZH ZHUH SODQQLQJ

RQ GRLQJ DOO DORQJ� EXW PLJKW EH D ELW GLIILFXOW� %\ DGGLQJ FRQFXUUHQF\� \RX DUH

DOVR DGGLQJ VWUDLQ DORQJ WKH VDPH URXWH� WKLV FRXOG LQ PDQ\ ZD\V DGG LVVXHV LQ

SHUIRUPDQFH DQG UHVXOWV� ,I WKH ZHE DSSOLFDWLRQV SHUIRUPDQFH LV QHJDWLYHO\ LP�

SDFWHG GXH WR WKH H[WUD UHTXHVWV VHQW� WKH UHVSRQVH WLPHV PD\ EHFRPH XQVWDEOH

DQG XQXVDEOH� $QRWKHU WKLQJ WR FRQVLGHU LV ZHE DSSOLFDWLRQ ILUHZDOOV� ZHE DSSOL�

FDWLRQ ILUHZDOOV PD\ VWRS DFFHSWLQJ UHTXHVWV LI VHHLQJ WRR PDQ\ LQ D VKRUW DPRXQW

RI WLPH� ,Q WKH IXWXUH LW PD\ EH D JRRG LGHD WR LPSOHPHQW DQ DUJXPHQW WR DOORZ

IRU XVLQJ PXOWLSOH WKUHDGV� DV LW PD\ EH D QLFH IHDWXUH WR KDYH LQ FHUWDLQ FDVHV�

'XULQJ GHYHORSPHQW ZH IRFXVHG PDLQO\ RQ PDQXDO WHVWLQJ� 7HVWLQJ IXQFWLRQV

ZDV DQ DIWHUWKRXJKW� PHDQLQJ WKH WHVWV ZDV FUHDWHG DIWHU FRUH IXQFWLRQV ZDV ZULW�

WHQ� ,Q WKH IXWXUH LW ZRXOG EH D JRRG LGHD WR FUHDWH PRUH WHVWV�

0RUH DUJXPHQWV VKRXOG EH LPSOHPHQWHG LQ WKH WRRO� JLYLQJ PRUH RSWLRQV DQG

PRUH IOH[LELOLW\ ZKLOH XVLQJ LW LQ D SHQHWUDWLRQ WHVW� $V DQ H[DPSOH� WKH WHVWV

DJDLQVW WKH LQYDOLG SDJHV DQG WKH VSHFLILF SDWK VKRXOG EH RSWLRQDO� ERWK IRU XVLQJ

HLWKHU RQH RI WKHP� RU ERWK� &XUUHQWO\ LW DXWRPDWLFDOO\ GRHV WHVWV DJDLQVW ERWK�

WKHH&% FXUUHQWO\ UHOLHV RQ EHLQJ DEOH WR E\SDVV WKH FDFKH LQ WKH FDOLEUDWLRQ

SKDVH� 7KLV LV QR SUREOHP ZKHQ WHVWLQJ DJDLQVW LQYDOLG SDJHV� DV WKH SDJHV UH�

TXHVWHG DUH PRVW OLNHO\ XQFDFKHG� 7KH SUREOHP DULVHV ZKHQ FKHFNLQJ DJDLQVW

VSHFLILF SDJHV� %\ DGGLQJPXOWLSOH FDFKHEXVWHUV WR WKH UHTXHVW WR WKH VSHFLILF SDJH

GXULQJ FDOLEUDWLRQ� WKHH&% DVVXPHV WKH FDFKH ZDV VXFFHVVIXOO\ E\SDVVHG� ,I WKH

FDFKH ZHUH QRW VXFFHVVIXOO\ E\SDVVHG� WKHH&% ZLOO QRW UHWXUQ DQ\ XVDEOH UHVXOWV�

,W LV QRW HDV\ WR PDNH WKHH&% ZRUN DJDLQVW HYHU\ ZHE DSSOLFDWLRQ� EXW WKHUH LV VWLOO



D ORW RI XQXVHG SRWHQWLDO� $V DQ H[DPSOH� ZH FRXOG XVH WKH PHWKRGV GLVFRYHUHG

DJDLQVW LQYDOLG SDJHV LQ WKH FDOLEUDWLRQ SKDVH DJDLQVW VSHFLILF SDJHV�

7KH WKUHVKROG IRU GHWHUPLQLQJ WKDW WKH QHZ UHVSRQVH WLPH ZDV GLIIHUHQW LV VHW

WR ���� 7KLV VKRXOG LGHDOO\ EH FKDQJHG WR UHIOHFW WKH VWDELOLW\ RI WKH ZHE DSSOLFD�

WLRQ� ,I D ZHE DSSOLFDWLRQ LV FRQVLVWHQWO\ UHVSRQGLQJ DW H[DFWO\ �PV HYHU\ WLPH� WKH

WKUHVKROG VKRXOG EH ORZHUHG� 2Q WKH RWKHU KDQG� PRUH XQVWDEOH UHVSRQVH WLPHV�

H�J� D UDQJH RI �PV WR �V� WKH WKUHVKROG VKRXOG EH LQFUHDVHG�

,I DQ\ HOHPHQW FRQVLVWHQWO\ FKDQJHV RQO\ RQ XQFDFKHG UHVSRQVHV� WKH HOH�

PHQW VKRXOG QRW EH GLVUHJDUGHG DV LW FXUUHQWO\ GRHV� ,Q WKH WHVW DSSOLFDWLRQ� WKH

´�KWPO´ HQGSRLQW FRQVLVWHQWO\ FKDQJHV WKH +70/ GRFXPHQW RQO\ RQ XQFDFKHG

UHVSRQVHV�&XUUHQWO\ WKH ILQJHUSULQWHU ZLOO GLVUHJDUG WKHVH FKDQJHV� DV WKH\ DUH

FRQVLGHUHG G\QDPLF FRQWHQW LQ WKH FDOLEUDWLRQ SKDVH� %\ WUDFLQJ ZKLFK HOHPHQWV

RQO\ FKDQJHV RQ XQFDFKHG UHVSRQVHV� LW LV SRVVLEOH WR LQFOXGH WKH FKDQJHV LQ WKH

+70/ GRFXPHQW WR WKHH&%¶V DGYDQWDJH�



$SSHQGL[ $

,QVWUXFWLRQV WR &RPSLOH DQG

5XQ 6\VWHP

��



$SSHQGL[ %

/LQX[�0DF26

%�� WKHH&%

7R UXQ WKH WRRO RQ /LQX[ RU 0DF26� XVH WKH IROORZLQJ LQVWUXFWLRQV�

� cd theeCB
� go build
� ./theeCB -h

%�� WHVWDSS

7R UXQ WKH WHVW DSSOLFDWLRQ RQ /LQX[ RU 0DF26� XVH WKH IROORZLQJ LQVWUXFWLRQV�

� cd theeCB/testapp
� docker-compose up

��



$SSHQGL[ &

:LQGRZV

&�� WKHH&%

7R UXQ WKH WRRO RQ :LQGRZV� XVH WKH IROORZLQJ LQVWUXFWLRQV�

� cd theeCB
� go build
� theeCB.exe -h

&�� WHVWDSS

7R UXQ WKH WHVW DSSOLFDWLRQ RQ :LQGRZV� XVH WKH IROORZLQJ LQVWUXFWLRQV�

� cd theeCB/testapp
� docker-compose up

��
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