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ABSTRACT

It has been observed that humans have played a big role in many past major accidents
in escalating a chain of events into a full-fledged disaster. However, it needs to be
recognised that the human operational barrier element can affect the risk level both
positively and negatively. Understanding the human performance in a post- initiating
event scenario and how this can be included in risk assessment is therefore important.
In this thesis, we are attempting to understand the role of human reliability assessment
(HRA) in reducing the uncertainties introduced due to human operational element and
the effectiveness of current risk assessment tools in capturing human performance
within the scope of the new risk concept. This thesis also tries to discuss and present a
way in which digitization can help to improve the current risk analysis method
incorporating HRA.

Study of investigation reports, literature review, interviews and discussion with
industrial experts and reviewing the case study in the Petro-HRA guidelines are used
throughout the research process of this report to reach logical conclusions.

The first chapter defines the objective, motivation and scope of the thesis. In the second
chapter, we conduct a literature review of the current and the new risk concept, human
reliability assessment techniques used across the industries and conduct interviews of
industrial specialists from the oil and gas sector. These insights help us to understand
the current HRA’s developmental stage in Norway, its perceived limitations and
background. In the third chapter, various investigation reports have been reviewed to
understand the role and cause of human performance in the past accidents. Also,
various risk indicators have been discussed for their ability to capture human
performance. The fourth chapter reviews current risk assessment practices for their
applicability, methodology and weaknesses with respect to HRA requirements. The fifth
chapter proceeds towards understanding the HRA integration with quantitative risk
assessment (QRA), practical limitations, data requirements, modelling Human Failure
Events (HFEs) and uncertainties in HRA guidelines. These have helped us to find out
gaps and areas in the Petro-HRA guidelines, which require improvement or further
research. The sixth chapter introduces the digitisation in oil and gas sector. Here, we
present a digital solution encompassing a Multiplier Model as a solution to the
highlighted gaps along with its associated assumptions, simplifications and challenges.
Finally, the thesis ends on chapter seven by suggesting a few other alternate directions
of research which were identified during the study as holding some potential for
improving the HRA framework further.
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CHAPTER 1 INTRODUCTION

1.1 OBJECTIVE

The main objective of this thesis is:

Improvement of risk analysis with focus on the human reliability aspects in the
operational phase. Comparing current industrial practices involved in HRA and the need
for improvements offered by digitalization.

The general intention behind this thesis is to study how the digital solutions can help
us to better assess the Human Reliability factors in the post initiating event scenarios
within the new risk concept. It also attempts to review the suitability of current risk
assessment practices in the light of new risk concepts.

1.2 MOTIVATION

Accident investigations show that humans have often played a very important role in
the prevention and mitigation of major accidents. It is therefore important that the
technical design of a system reflects humans’ strengths and weaknesses in response to
a critical situation while operating in a complex system. A good design system is equally
complemented by necessary work procedures, operator’s competence and safe work
practices. However, traditionally these aspects of a design are not emphasized enough.
Understanding the human behaviour and how this can be included in risk assessments
is therefore important. To better assist the companies in assessing risk, we therefore
need to understand the ways in which human actions contribute to major accidents.
One important point remains dominant throughout the research i.e. human behaviour
is complicated and difficult to predict due to large complexities and uncertainties
involved. This calls for an improved HRA approach which deals with these uncertainties
in a much thorough manner.

Hence, in this thesis we are attempting to understand the role of Human Reliability
Assessment in capturing the uncertainties introduced due to human behaviour in post-
initiating event scenarios. We will also be assessing the effectiveness of current risk
assessment tools in capturing human behavioural elements. Finally, this thesis discusses
the ways in which digitization can help to bridge the gaps and improve the current HRA
guidelines. Study of reports and literature review will help us to find out gaps and areas
which require improvement or further research.

1.3 BACKGROUND

Humans are a form of barrier which is often the last line of defence when all the other
barriers have failed. While human performance can generate errors on one hand, it can



also prevent accidents on the other hand. Humans can generate direct or latent errors
that might cause failures. Further, in a post-initiating event scenario, i.e. when an
initiating event has already taken place, they can make errors while performing
controlling actions. We will be focussing our study to the post-initiating event scenario
assessment only.

While a lot of research is available on the technical factors’ role in a major accident
development, it is equally important to assess the human performance. This can be done
by Human Reliability Assessment which focusses on identifying, quantifying, evaluating
human error factors. The results of this assessment provide input to QRA in the form of
Human Error Probability (HEP) which is then used to model events and scenarios. The
result from QRA is then used to provide recommendations to the management during
decision making, for e.g., to implement risk reducing measures.

The result from the assessment need to be reported along with the uncertainties,
assumptions, strength of knowledge and limitations to maintain transparency of the
process. This thesis studies the HRA in the light of new risk concept by reviewing the
current techniques used in the industry. The study also helps us to identify gaps that
can be covered with the help of digital solutions, thus improving the risk analysis in the
operational phase.

1.4 LIMITATIONS OF SCOPE

e The study is limited to the operational phase of the projects in offshore oil and
gas industry.

e The guideline being referred is called Petro-HRA which has been developed as a
research project sponsored by Research Council of Norway, Statoil Petroleum AS
and DNV-GL as the industrial partner (Bye et al., 2017).

e The QRA scope includes both post and pre- initiating event scenario analysis,
however, for the sake of simplicity we will keep a post-initial event focus which
refers to the consequence side of the risk picture.

e The study is focussed on the human barrier and human performance shaping
factors (PSFs) in a post-initiating event scenario.

e The data availability is a major issue in implementing HRA, however addressing
it is beyond the scope of this thesis.

e Since human errors are prevalent in many other high risk industries like process,
nuclear, aviation, manufacturing, etc., learnings from these industries’ HRA
methods can be useful to offshore oil and gas industry as well.



CHAPTER 2 LITERATURE REVIEW

The offshore oil and gas industry is exposed to numerous risks because of which it is
important to be prepared ahead of time. Such a preparation and planning requires a
thorough and strong risk management framework. The risk assessment falls under the
umbrella of risk management. But before diving straight into the risk assessment
philosophy it is important to obtain an insight into the meaning of risk and the
underlying risk concept used to bolster it.

Risk Assessment

Risk Concept

Risk

Figure 1: Building blocks of risk assessment

The above figure 1 is a depiction of the founding blocks of risk assessment. Risk
definition forms the foundation, on which our risk concept rests followed by the roof of
risk assessment. The risk concept is our way of formalizing risk and its related elements
which may differ by the domain we consider it in. Terje Aven & Renn (2010) mention
that risk perspective is the person’s judgement about risk and could be influenced by
facts, scientific risk assessments, perception factors (like preference for risk averse
behaviour etc.), etc. Needless to say our risk perception influences our risk concept in
an implicit way and needs to be accounted. Finally, risk assessment based on the
foundational risk definition and risk concept adopted, helps us to evaluate the potential
risks related of an activity under consideration. These 3 elements have been explained
below.

Risk

Aven (2014) has complied the various risk definitions that have developed across various
times, places, industries, etc. For example,

e The French (15™ century) defined it as danger of inconvenience, predictable or
otherwise

e The Spanish (16" century) perceived it as possibility of harm or unpleasant
consequences

e The Dutch (15 century) defined it as the possibility of damage to merchandise



e The financial industry defines risk as any of the various types of risk associated
with financing, including financial transactions that include company loans in
risk of default (Scott, 2003).

e OHSAS (Occupational Health & Safety Advisory Services) defines risk as the
combination of the probability of a hazard resulting in an adverse event, and the
severity of the event (Labodov4, 2004)

e Information security risk is the potential that a given threat can
exploit vulnerabilities of an asset or group of assets and thereby cause harm to
the organization.

Similarly there are many more definitions. It is evident after studying all these
definitions that no one risk definition is globally accepted. This is also implied because
of the vast spectrum of contexts in which we try to perceive it. While the health industry
views it in a negative connotation, the financial industry perceives it as an opportunity
to gain higher returns.

Throughout our study we will be referring to the risk definition proposed by ISO
31000: 2009 which is ‘the effect of uncertainty on objectives and an effect is a positive
or negative deviation from what is expected.” This ISO 31000:2009 specified risk
definition is in line with the PSA’s definition of risk which defines risk as the
consequences of the activities, with associated uncertainty. In other words, this
reinstatement of risk definition by PSA does not impose any new requirements.

Risk Concept

The risk concept is a way of describing risk which stands in alignment with our risk
perception. Jasanoff (1999) and many other experts believe that risk is same as the risk
perception. It is important to highlight that Aven & Renn (2010) disagree with this belief
because risk perception is dependent on assessor’s personal belief, experiences etc. and
risk exists despite the risk perception and acceptability (whether the risk level is
tolerable or intolerable). Since the risk concept is in close alignment with risk
perception, it is important to emphasize on evaluating the beliefs, knowledge, expertise
etc. of the assessor who is vulnerable towards introducing personal bias in his
assessments. This difference of ‘risk not being same as the risk perception’ has been
highlighted in order to remove any fundamental inconsistencies which can arise in
believing otherwise. For example, a car driver may believe that the risk of driving fast
on a winding mountain road that may lead to an accident to be negligible, while the
transportation department expert may assess the same risk to be high. The difference
in the risk perception does not change the inherent risk in this situation which remains
present at all times.



Risk Assessment

Risk assessment is a structural approach to identify, measure and evaluate the risks in
conducting an activity in a holistic way. It can be done quantitatively, qualitatively or
an integration of both ways. Since the aim of risk assessment is to help the management
in decision making, crucial aspects such as the scope, limitations, uncertainty,
assumptions, strength of knowledge, data quality etc. should be reported in a
transparent manner. In our study we will be focussing on the role of Human Reliability
Assessment in the domain of Quantitative Risk Assessment of the offshore oil and gas
industry in helping to make better decisions.

2.1 RISK CONCEPTS

2.1.1 Existing historical risk concepts
The historical risk concepts have been discussed below highlighting their features.

2.1.1.1 Risk as a two dimensional combination of consequences and uncertainty
(G, U)

As per Aven (2014), risk is the two dimensional combination of consequences of an

activity C and the associated uncertainties U. In this concept the emphasis is on the

negative outcomes of C which is related to anything of value to humans.

Risk = (C,U)

The risk description is (C’, Q, K) where C’ is one of the consequences under investigation,
Q is the measure of uncertainty and K is the background knowledge on which €’ and Q
are based. Probability is one of the most widely used measure of uncertainty. Risk
assessors identify the consequences of interest and try to measure/estimate the
uncertainty of occurrence related to these. This risk concept restates the fact that the
future consequences of any activity cannot be predicted with accuracy and that the risk
exists objectively independent of the assessor. However, risk assessment is subjective as
it depends on the expert’s judgement. One expert might choose to ignore a particular
risk and the other may hold it to be of utmost importance. Independent of their
assessment, the risk exists in that activities’ consequences.

2.1.1.2 Risk as pair of consequences and probabilities (C, P)

This risk concept describes risk as a pair of consequences of an activity (Example: the
pedestrian being hit by a car) and the probability associated with that loss/damage
(Example: the probability of the person losing his life) ( Aven, 2014).

Risk = (C,P)

The concept allows the use of both frequentist and knowledge based probabilities. The
major shortcoming of this concept is that while the probability of the loss (pedestrian



losing his life) may be assessed/estimated to be small, the risk might be quite substantial
in reality. Aven (2014) mentions the use of risk matrix as one of the applications of this
risk concept in the nuclear industry. A risk matrix is a two-dimensional combination of
probability and consequences.

While probability is used to measure and quantify risk in this concept, it is far from
being a perfect tool. It has certain shortcomings such as not being able to reflect the
strength of knowledge dimension in the estimation of probability, quality and relevance
of data, might make very simplistic assumptions which are different from the real
scenario. Therefore, over reliance and unjustified confidence on this measure of
uncertainty can produce misleading results.

2.1.2 New Hierarchical Risk concept

This new concept of hierarchical risk concept has been proposed by Flage et al. (2015).
It has a hierarchy to inculcate the risk definition of combination of uncertainty and
consequences. It is a systematic order of 4 levels such that each proceeding level is a
subset of the previous level and demands careful registration of the unrecalled pieces of
information. This risk concept puts weight on the fact that risk exists objectively and its
assessment is subjective to the assessor. Hence, the risk assessor’s knowledge,
judgement, assumptions and simplifications need to be evaluated and justified
frequently. This can result in a transparent and logical decision making process for the
management. Further, it also presents a clear transition between risk and risk
description which is not very evident in the probability based risk definition.

The 4 risk levels in the hierarchical framework shown in figure 2 and have been
described below as per Flage et al. (2015).

Risk

Risk
assessment Scope

Risk
representation
& judgments

Risk
measures

Figure 2: A hierarchical breakdown of risk (Source: (Flage et al., 2015)



1. Risk: This first basic level assumes risk as per the risk definition of (C, U), where all the
consequences of the activity are included in C and these are unknown to everybody for
now. Risk in every domain of the system, economy, environment, management, etc. is
included and available for further study. No quantification of uncertainty is done at this
level.

2. Risk assessment scope: The assessor defines a scope for his risk assessment to fix his
target on some specific critical aspects of the activity and its consequences. At this
level, analyst focusses only on a few consequences of the activity and their parameters
from the previous level, which are of major interest to him. (Flage et al., 2015) formally
presents it in mathematical form as:

Y = (VY ..Y,) [1]

Where Y; is the attribute used to characterize the consequence C such that it can be
quantified or measured easily. Each of the above attributes have a set of possible
outcomes. The outcome space for each attribute Y can be expressed as:

Qy = 'Q‘Yl X,Qyz Xv----QYn
And a future outcome space can be represented as the vector y.

y=0wnY2Y3 Yn) € Qy

It is important to point out that this list of attributes cannot be exhaustive. The logical
reason behind this is the limited knowledge of the risk assessor. Furthermore, it is not
necessary that the attributes selected by him are completely representative of the
consequences they are meant to characterize because certain important attributes could
have been overlooked. Hence, even at this level uncertainty has not been quantified.

3. Risk representation and judgements: At this level, the uncertainty is quantified by
constructing a model for Y that is based on the knowledge about the process/activity
under consideration and the outcome set for Y. The model is created as:

Y =~ gX)

Where Y is approximated by the function g of the input X i.e. g(X). The input space for
function g is X = (X4, X>, ..., X;n)- Since the input space of X is not known, the analyst
can restrict himself to outputs generated by some states of (1. This uncertainty about
X, which is also introduced into the model g, needs to be captured and expressed in the
measure of uncertainty Q. Although probability P, is the most commonly used form of
uncertainty measure @, Flage et al. (2015) suggests the use of P along with the strength
of knowledge SoK.

Q = (P,SoK)



As can be seen from expression [1], model g will predict the outcome Y approximately.
The difference between the observed value of Y and the model prediction can be
expressed by model error (Flage et al., 2015).

Model Error () =Y — g(X)

It is interesting to note that the following types of uncertainties have been identified
and quantified:

e Input quantity uncertainty: The uncertainty associated with the future input
values to be entered in the model.

e Model output uncertainty: The uncertainty associated with the value of model
error.

e Structural model uncertainty: Since the model is only a simplified approximation
of the real world situation, some residual uncertainty will be present in the
estimate.

4- Risk measures: This risk level facilitates the communication of results of the risk
analysis to the decision makers with the help of suitable risk measures. The risk
measure M, chosen for this task should express the results along with the associated
uncertainty (Flage et al., 2015).

M=f(,Q)

The most commonly used risk measures in the Norwegian offshore oil and gas
industry is Fatal Accident Rate (FAR) and Potential Loss of Life (PLL) while
Individual Risk (IR) is used in other parts of the world, as mentioned by Vinnem
(2013). In addition, FN-curves are also frequently used. However, these risk measures
fall short of conveying the strength of knowledge dimension to the decision makers.
This can hide certain aspects which maybe important from decision making
perspective.

An effective risk measure should be able to convey the aspects clearly for which it has
been designed. Also it should be reflective of the model and sensitive to the data
being entered. The use of expected values has been criticised by many authors due to
its inability to reflect the spread of the result. On the other hand a distribution
function may express the spread vividly, but it may not be easily interpreted by the
decision makers. The choice of risk measures depends on their application.

2.2 HUMAN RELIABILITY ASSESSMENT

Before we address the HRA, it is important to understand human errors in a complex
system. Human errors have been defined by Swain (1989) as ‘any member of a set of
human activities or actions that exceed some limit of acceptability i.e. out of tolerance
action (or failure to act), where the limits of performance are defined by the system.’

Human errors have been discussed in detail by Reason (1995) in his paper, where he has
presented the information in medical context, however, it applies well to any non-
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medical high risk field as well. He stresses on the contribution of human errors to the
increased number of accidents occurring in recent times. Reason (1995) asserts that the
human-machine environment is dynamic, uncertain, has many concurrent sources of
information, long routine activities interspersed with high stress moments and consists
of complex technologies. Also at the organisational level, the activities have to be carried
out as per a fixed set of protocol with interactions among various groups. Reason (1995)
classifies that the human errors occur due to the following causes:

e (Consequences: Due to failed execution leading to slips and lapses
e Presumed causes: Due to inadequate planning at higher level causing mistakes

e Violations: Deviations from operating procedure

Barriers

Management and
organisational
factors

Violations

Figure 3: Accident development stages (Source: Reason (1995))

The above figure 3 highlights the 3 main factors i.e. the management and organisational
factors (e.g. safety culture), error inducing factors/environment and barriers to be
responsible for humans in making errors which can lead to development of an accident.
The human errors can lead to failures, whose negative consequences are either
immediately identifiable (active) or latent (making identification of failures difficult).
HRA serves this purpose of identifying, quantifying and evaluating the human errors in
a systematic way. Human Reliability Assessment as per Kirwan (1994) is achieving the
three primary goals of identifying what errors can occur (Human Error Identification),
deciding how likely the errors are to occur (Human Error Quantification) and if
appropriate, enhancing human reliability by reducing this error likelihood (Human
Error Reduction).

For example, on a drilling rig, the failure of operator in activating the safe stop function
in a drilling blowout situation is the ‘human error’, where the drilling blowout poses the
opportunity of error and failure of Blowout Preventer (BOP) system can be the
compounding event along with other factors. The human error is influenced by
numerous factors which are often difficult to identify or quantify, consequently making



it difficult to estimate the human error probability. The HRA has been formulated in a
way which facilitates this estimation with the help of a series of steps. These steps, as
shown in figure 4, have been discussed below briefly as per Kirwan (1994):

Problem Definition
1

Probabilistic Safety Assessment (PSA)
Scope

Task Analysis
1

Error identification

1

PSA integration
into logic trees

Quantification e —

1
|

) ] Impact Assessment
integration
Error Reduction ]—

]
)
)
)
)

1
Quality Assurance
|

u

Documentation

Figure 4: HRA Process (Source: Kirwan (1994))

The Problem definition involves setting the scope of the assessment i.e. limiting the
assessment to certain situations of particular interest. The next step of task analysis
helps in narrowing down to the behaviour, activities, training, skills and procedures of
consequence to the operator along with the type of equipment used. Basically it helps
us in defining how a task should be carried out. Error identification step identifies and
lists out the important and relevant potential causes of error and their effect on the
system. Representation is important because it helps us to present the information
gathered in previous steps with the help of tools like Event-trees, Fault trees, etc. The
quantification usually involves the use of Human Error Probability (HEP) as a measure
to quantify the result of the information analysed above. HEP is then used as an input
to assess the effect of human errors on the overall system reliability. The impact
assessment is done in the next stage which estimates the risk level of the system and
compares it with the acceptable level of risk. This is informative in determining the
critical factors/elements that affect the risk level more than others and can be targeted
to achieve risk reduction. This error reduction is achieved in the next stage by
implementing measures that control the Performance Shaping Factors (PSFs) that
influence HEP. Many iterations of risk level estimation through application of risk
reduction measures (or task redesigning) may be needed until the desired risk level is
achieved.

HRA involves the use of both qualitative and quantitative methods of assessment. Many
variations have been developed over time for HRA, some of which focus exclusively on
one industry. They have been classified to fall in first, second and third generation
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methods. Bell & Holroyd (2009) presented a summarised literature review for HSE, UK.
The report identified 17 HRA methods, from which we have captured only the publicly
available first and second generation HRA methods in figure 5 to limit our scope.

Tool Comment Domain
Nuclear
THERP  |A comprehensive HRA approach developed for the USNRC with wider
application
—E ASEP |A shortened version of THERP developed for the USNRC Nuclear
g
2
£ [Relatively quick to apply and understood by engineers and human Generic

HEART  [|factors specialists. The method 1s available via published research
Ipapers. (A manual is available via British Energy).

SPAR-H [Useful approach for situations where a detailed assessment is not wlft::c\ii‘;r&r
) necessary. Developed for the USNRC. Based on HEART. L
- application
=
E
2 1
=
: _ |ATHEAN [Resource mntensive and would benefit from further development. “?t;:c“igrﬁ
| E A Developed by the USNRC T
=1 = application
o
’= |
= &
=
& Nucl
- . . . ; uclear
% lerREAM [Requires further development. Awailable i a number of published with wider
references. T
application

Figure 5 1st and 2nd generation methods for HRA (Bell & Holroyd, 2009)

Figure 5 points that most of the methods, that are publicly available, have been
developed to serve the nuclear industry domain. Among these methods, THERP,
ATHEANA and ASEP are resource intensive and comprehensive HRA methods. The
HEART and SPAR-H are easy to apply, understand and useful in situations requiring
only a workably detailed analysis. The HEART is the only generic HRA tool and SPAR-
H has been developed from it to suit the needs of nuclear industry. The CREAM method
requires further development and research.

The report by Bell & Holroyd (2009), concluded that most of the methods assessed were
generic and could be used for any sector. This imposes no such requirement for applying
different methods for different sectors. However, it does point out that the first
generation methods are more suitable for projects in the beginning phase as they do not
give enough insight on the dependencies or errors. The second generation methods are
more appropriate for projects that have been using the first generation tools for some
time now and require more detailed assessment of risks. And finally, the third
generation methods have been developed from the first generation methods to suit the
industry specific data.

Now, we look at the Norwegian oil and gas industry to identify its current level of
development in the HRA methodology. For this Van De Merwe, Hogenboom,
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Rasmussen, Laumann, & Gould (2014) present an interesting and insightful introduction
to the development of HRA guidelines for the NCS in their report. It has been identified
by them, that although the nuclear and petroleum industry have fundamentally
different probabilities and consequences, similarities in task and accident
characteristics are present.

Therefore, the latest development of the joint project between the nuclear and oil and
gas industry, called the Petro-HRA, has been a significant development because of the
similarity mentioned above. The project decided to use the SPAR-H as the basis for
building the Petro-HRA guidelines due to its widely established use as a part of
probabilistic risk assessment (PRA) in nuclear industry, in as many as 70 nuclear plants
in the United States of America (K. Groth & Swiler, 2012). It can be said that since it has
a scientific basis, a detailed guide and non-extreme demands of resources, it is justified
as an apt choice for basis of the Petro-HRA. The methodology of the Petro-HRA
guidelines have been discussed in detail in chapter 5, however, figure 6 provides a bird’s
eye view of the guidelines which consists of 7 main steps in line with the general HRA
process steps described above.

' ™ ' ™ '
Quantification of Human
Define scope and errors based on nominal Risk informed
boundary of analysis values and PSF improvements
(Scenario definition) (Human error {Human error reduction)
quantification)
I | J \. I | J \,
™ ' ™
Collecting data for task
description Task modelling
(Qualitative data (Human error modelling)
collection)
[ i i
™ '
Identify activity associated
Organising information to errors, consequences, PSF,
describe steps of activity probability of error
(Task analysis) {Human error
identification)
S vy S vy

Figure 6: HRA as per Petro-HRA guidelines

The Petro-HRA has been fixed as the starting point to build our study further. This has
been done to limit the scope of our study and apply focussed efforts in studying and
improving this newly developed methodology.

2.2.1 Insights from Interviews of industrial experts

In order to gain insights on the current industrial practices and Petro-HRA guidelines,
3 industrial experts have been interviewed separately. These experts were from Statoil
as the operator company, PSA as the regulatory authority and DNV-GL as the
consultant, have also been involved in the development of the Petro-HRA guidelines.
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Interviewing leaders and experts from these 3 different organisations, performing
entirely different functions in the oil and gas industry, has helped us to understand the
expectations from HRA perceived from three different angles. The responses to the
interviews have been summarized in table 6 in the Appendix A. Responses were
obtained from Kristian Gould (Human Factors Chief Engineer, Statoil), Arne Johan
Thorsen (Leader of Process and Enquiry, Principal Engineer, PSA) and Koen Van De
Merwe (Senior Consultant for Operational Safety, DNVGL).These interviews have
helped us in forming a basic overview about the expectations and requirements from
the HRA. The chosen questions were aimed at gathering the industrial sentiment
related to the general HRA methodology, perceived shortcomings in application and
current risk analysis methods being used in the HRA. Several questions related to the
gaps present in Petro-HRA methodology were also included which can help us in
establishing their effect on the confidence in the estimates and results generated. Lastly,
the interviewees also gave some feedback based on their experience on how to improve
the HRA. The main insights derived from the interview are as follows:

1. It was established from the responses of all the three interviewees that the traditional
QRA framework focussed largely on analysing the technical design aspects of the
system. This was due to the lack of uniform HRA guidelines in the industry until now
because of which the operating companies analysed the human performance to
varying degrees of details with different approaches. This can point towards the
difficulty in benchmarking the HRA methods employed by the oil and gas industry.

2. The industrial practices in risk analysis like LOPA, BORA and SIL which are common
in other parts of the world are not applied much in the Norwegian oil and gas
industry. However, the participants of the interview were aware of some the
limitations of these methodologies because of which they might now be adequate for
HRA study. These methods suffered from the problems of laying more focus on
analysing the technical aspects of system, lack of thoroughness and awareness among
analysts in conducting them.

3. All the three experts agreed on the lack of quantification in the current HRA
methodology and stressed on measuring of uncertainty. The reasons for uncertainty
were identified as under-reporting by companies, infrequent logging of data,
assessing the Strength of Knowledge subjectively and lack of task specific data. It was
logically inferred from the responses that all the three major parties of the industry
viewed the data as a major input to the HRA methodology. Establishing the reliability
and quality of data, gaining access to database and collecting objective data from
direct sources like operators were the major improvements identified for an
improved HRA.

4. The interview responses revealed the shortcomings and gaps of Petro-HRA
guidelines which were mainly related to ignoring the dependency among PSFs, lack
of quantification of uncertainty in estimating HEP, modelling HFEs as independent
events and lack of a commonly accessible database which can help in better task
analysis and HFE modelling.
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This interview exercise sheds light on some of the potential gaps that present
themselves as an opportunity for improvement in the Petro-HRA framework by the help
of digital solutions.

2.3 DISCUSSION

The new risk perspective is a vast improvement from the previously defined risk
concepts such as (C, P), (C,U), etc. It has many highlighting features which have been
discussed here after studying and analysing the new risk perspective.

The new risk concept is a step in the direction of integrating the risk assessment to
facilitate a better decision making process. While on one hand, the new risk perspective
highlights the different levels and steps of risk assessment explicitly, on the other hand
it also facilitates smooth transition into each step ahead. This helps in maintaining the
transparency, traceability and methodical sequence in the whole process.

As per the standard procedure of risk assessment, the analysts define a scope of the
assessment to focus on a fixed set of consequences and their risk, relevant to their
assessment. However, consequences outside their scope of assessment are nevertheless
present even though the analyst might not have enough knowledge about them. These
unidentified consequences can appear as black swans in the future. It is even more
important to account for these knowledge constraints and to convey the limitation of
their assessment scope to the decision makers. This has been explicitly included in the
risk assessment scope in the hierarchical framework.

The hierarchical risk perspective is a broad framework that does not restrict itself to
probability as the only choice of measure of uncertainty. It covers the one major pitfall
of using probability as measure of uncertainty, i.e. expressing the strength of knowledge
aspect. The assumptions may hide certain uncertainties and affect the decision making.
Identifying these assumptions and simplifications, communicating them and conveying
their implications can help in a more risk informed decision making.

This new risk concept also demands our focus towards the sensitivity of model towards
inputs used in the model. The model error implicitly stresses on validating our past data,
information, inputs, choice of parameters, assumptions, simplifications in model
because they can introduce uncertainties. However, feeding these sets of data and
information into our system certainly does not reduce the importance of the results of
the analysis. But the need of a broader perspective and choice of a suitable risk and
uncertainty measure cannot be stressed upon more.

The use of this concept is helpful in assessing even a complex situations because it helps
to breakdown the task into smaller, logical and more approachable steps. For this
reason, the new risk concept is ideal to be applied in the Human Reliability Assessment
framework. The role of human performance in a major accident can be particularly
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complex to quantify and assess due to human-machine interaction which involves
capturing the behavioural aspects in the model. The new risk framework can help to
adequately target the challenge and express the associated uncertainties. Some of the
challenges have been identified from the interviews which relate to implementation of
the framework, need for focus on measuring uncertainty, under-utilisation of data,
ensuring data quality and quantification of uncertainty in the analysis. However, the
biggest change that is the needed relates to perceiving human barrier with a capability
to positively and negatively influence the risk levels of the system after an imitating
event has taken place. This can help us in the long run to identify opportunities to
improve the design of the system which can be built to enhance human performance
and ultimately the overall system reliability.
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CHAPTER 3 MAJOR ACCIDENT EVENTS

In the previous chapter we studied the various HRA methods available in the industries
and introduced the Petro-HRA guidelines. We also gained valuable insights from the
interviews of leading industrial experts about the risk analysis industrial practices and
potential gaps in the current HRA methodology. In this chapter, we will utilise the
accident investigation reports to understand the human role in these accidents. We will
try to understand the causes behind human performance with the help of DNV Loss-
Causation model. Finally, we will study activity risk indicators currently available and
discuss their ability to capture the human behavioural elements.

Offshore Oil and gas companies invest precious time, money and resources in carrying
out advanced researches to develop break-through technologies for their systems. These
technologies facilitate working in more remote locations, provide access to more
reservoirs by upgrading old system designs and help in building commercial acumen to
attain market leadership. However, this raises a question on how the benefits from
development weigh against the safety level. As shown in figure 7, PSA requires that the
operator has a management system of which risk management is an integral part. From
the company point of view, the management system consists of risk management of
which barrier management is a part. As per the PSA, the barrier functions contain
technical, operational and organisational elements. The organisational elements
represent personnel with defined roles or functions and specific competence that are
included in the realisation of a barrier function (PSA, 2013).

Operator Management System
Risk
Management
Business
Management
Barrier
Managemen

Figure 7 Barrier management in the bigger picture

As the system complexity increases over time, the human involvement, which is
currently irreplaceable, is not analysed for risks adequately. Although there have been
requirements for this for a long time, their industrial implementation is taking some
time. The recently updated Barrier Memorandum by Petroleumstilsynet (2017) includes
the regulatory requirements for good barrier management. The NCS regulatory
authority PSA directs the companies to meet the barrier performance requirements for
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barrier functions mentioned in NORSOK Z-013. The operators often develop their own
internal standards and safety mandates to build systems that are compliant to
additional external safety standards referred to by the PSA. The regulatory authorities
require that the operating companies select their own technical, operational and
organisational solutions to reduce the likelihood of occurrence of hazards and
accidents. The operating companies have the entire responsibility to demonstrate that
the advanced technology adopted by them fall within the risk acceptance criteria and
the employed barriers efficiently reduce the consequences or causes of the initiating
event. Further, they are responsible for keeping internal checks on malpractices of
personnel and process safety.

As it can be seen that the major portion of ensuring system safety responsibility lies with
the operating company itself whose internal safety guidelines, risk assessment
procedures, safety culture and senior management outlook is reflective of the safety
policy employed by them. Companies emphasize heavily on reliability of the technical
barriers. But the non-technical human barriers that form an integral part of the system
need to be assessed and developed equally. Many instances from the past where the
human elements were not given due importance in comparison to the technical
elements, have shown to accelerate a chain of events to a full-fledged disaster. Study of
such incidents in the past can help us in understanding the role of human element in
the barrier function and its performance influencing factors. This been done by
reviewing the role of humans through studying investigation reports for not only major
accidents but also small scale accidents and near-miss cases. These reports have been
collected from all over the world to study the effects of human involvement, which are
common everywhere despite of several inherent differences.

3.1 REVIEW OF INVESTIGATION REPORTS OF ACCIDENTAL EVENTS

Studying the investigation reports provides a small window in the otherwise large and
chaotic picture of the accident which took place in the past. It may not be possible for
the investigating teams to capture all the critical elements accurately due to practical
limitations like non-availability of victim accounts, damaged documental proofs in the
accident, hesitation on the part of witnesses to give an accurate and complete account
of their experience, etc. However, these reports are indicative of the overall risk picture
from a broader view and can impart important learnings.

Table 1 below presents a summary derived from the review of facts and proofs from the
investigation reports of accidents that have taken in the past along with their associated
causes.
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Although there have been many incidents in the past which have had major
repercussions, this small sample of reports has been selected to be reviewed. The human
activities, after an initiating event has taken place, can affect the consequences of the
event to a large extent. To understand this, we need to study the interactions between
various causes which lead the operator into making errors in the past accidents. After
analysing these investigation reports, several points have become evident. Incidents
involving human errors shaping up an event into a major disaster are common around
the world. Even the factors shaping the human behaviour are almost the same and these
have been presented below:

e The DNV-GL Loss-Causation model, as shown in figure 8, is a general model used
to understand the causes behind an accident. This model aids in identifying
human and organisational factors along with the technical factors. This model
has been used as a basis for assessment of investigation reports to identify and
present explanations of the causes behind human behaviour. As per this model,
human errors can be attributed to three broad categories of causes. These causes
shape the human behaviour and performance that lead to incidents or escalation
of incidents resulting in losses such as fatality, injuries, process delays, property
damage and environmental losses.

1. Immediate causes
2. Basic causes
3. Lack of control

LACK OF BASIC IMMEDIATE

CONTROL CAUSES CAUSES

Inadequate

Personal
« System Factors

Substandard
Acts or
Practices

Unintended

or Harm

« Standards Job or
System

Factors

Contact

or

Substandard
Conditions

+ Compliance

Damage

Figure 8 DNV- GL Loss Causation Model

It can be seen from these investigation reports that because of the above mentioned
causes (Immediate, Basic and Lack of control causes), the human operator/ supervisors
have made errors of near misses, lapses, violations, poor misguided judgements and
adopted unethical safety practices. Based on the study of the investigation reports, these
causations have been logically categorised into Immediate, Basic and Lack of Control
categories and have been summarized in the table 2 below:
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Table 2 Causation classification summary from accident report study

S.No. | Immediate causes Basic Causes Lack of Control
L Sub-standard practices: | System factors: Standards:
¢ Not following safety e Poor operator e Unclear guidelines and
procedures training procedures
e Managers taking e Understaffing e Poor testing and
impulsive and reactive e Overworked quality assurance
decisions by over-riding personnel standards
safety protocols e Poorly kept
¢ Insufficient investment documentation and
in maintaining safety of reporting system
the system, operator e Lack of supervision
training, emergency e Insufficient
preparedness training monitoring and
e Quick fix solutions verification by
supervisors
2. Sub-standard Personal factors: Compliance:
Conditions: ¢ Insufficient e Non-compliance with
¢ Poor maintenance of the experience industrial practices
system e Lack of equipment | ¢ Non- compliance with
¢ Inadequate emergency knowledge internal safety
preparedness procedures | e Lack of expertise practices
and leadership
3. System:

e Management
perspective of
‘Production first’
philosophy

e Poor safety culture

¢ Inadequate
communication
system

e Lack of control causations such as lack of clear guidelines and procedures, non-

compliance with industrial and internally developed practices and inadequately

maintained communication system, poor management perspective, inadequate

safety culture were observed in incidents at Piper Alpha, Texas City, Carlsbad

Pipeline rupture, Humber Refining, Montara, Deepwater Horizon, Sture H,S

exposure and Gudrun hydrocarbon leak. Except for Gudrun and Sture incidents, all

others were major accidents with large number of fatalities, property damage and

environmental effects. Evidence such as inability to comply with internally developed
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safety standards in Carlsbad pipeline rupture incident, poor Permit-to-Work system
at Piper Alpha, disregard by management in rectifying non-conformities emerging
from results of safety audit reports at Humber refining, discrepancies in well control
documentation at Montara oil spill, weak cement testing procedure and quality
assurance at Deepwater Horizon, etc. point towards the presence of lack of control
in these incidents.

Basic causes such as inadequate operator training, insufficient experience, lack of
leadership among supervisors, poor reporting and documentation system,
understaffing and over worked personnel were observed in incidents of Piper Alpha,
Carlsbad refinery, Texas City, Deepwater Horizon, Sture H,S exposure and Humber
Refining. Evidence such as over worked operator at Texas City unable to monitor
system closely, Installation Manager lacking leadership skills and unable to initiate
safety evacuation procedure at Piper Alpha, lack of training to personnel in using PPE
at Sture H,S exposure incident and supervisor unable to lead a coordinated rescue
operation from top of the plant and absence of control procedure training for
operators at Carlsbad pipeline explosion point towards the basic causes.
Immediate causes such as deviating from safety procedures, taking impulsive
decisions, implementing quick-fix solutions, poorly maintained equipment and
facility, insufficient training to operators and low emergency preparedness of
personnel on facility were observed in all the ten incidents reviewed above. Evidence
was observed to a breach of safety regulations by untrained and unlicensed
supervisor attempting to run a crane at Sture H,S exposure, budget cuts by
management leading to unsafe equipment’s functioning in Texas City, ill-equipped
operator company to handle large oil spills and lack of risk assessment process at
Montara oils pill, misinterpretation of pressure test at Deepwater Horizon.

From the cases reviewed above, poor organisational perspective on safety can be
pointed inferred because the companies did not invest adequately in maintaining
safe equipment, understaffing of the installation workforce, provided insufficient
operator training, not checking unsafe work practices, under-investment in HMI and
had unclear emergency response procedures. These causes belong to the human and
organisational factors affecting the human performance. Because of these factors, the
supervisors lacked strong leadership skills required during challenging situations and
were unable to initiate the evacuation and rescue operations systematically. After an
accident had been initiated they acted mostly out of impulse by further violating
more safety rules and exposing more people to danger, which was pointed out by
investigators in the case of Sture H,S exposure.

Management’s perspective on safety played the biggest role in these situations. Most
of the times, the management’s philosophy of ‘production first’ placed safety on the
back foot. The management failed to inculcate a safety culture in their organisation
by ensuring compliance with safety guidelines, keeping a check on non-conformities
and breaches, initiating system changes based on past learnings and investing in
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safety, training and expertise of their employees. A negligence by management in
carrying out any of these duties harboured an attitude of carelessness, non-
accountability and undertaking reactive measures by the operator and supervisors.

¢ Poorly maintained system of data collection, documentation, reporting, monitoring,
supervision and communication systems played a big role in improper data transfer
and conveying misleading information which lead to complete system breakdown
once a situation of alarm took place. Had these system functionalities been in place,
the severity of impact might have been reduced in a lot of the accidents studied
above.

e It can be concluded that as per the Loss-Causation model, human performance
shaping factors (categorised into direct, immediate and lack of control factors) such
as training, experience, organisational factors, safety culture, guidelines and
procedures, communication and leadership have been the most important factors
affecting the human performance in the major accidental events investigated leading
to loss of life, environmental damage and financial loss.

Conclusion: Ability of investigation reports in identifying the human element

The study of these investigation has been helpful in understanding the role human
performance has played in the accidents investigated. The investigators of these
accidents probed and provided detailed accounts of factors such as:

1. Working conditions of the operator

Management shortcomings in promoting safe culture
Timeline analysis of the sequence of accidental events
Training and experience level of operators

Clarity in operator work process instructions

VR W

Emergency preparedness level among the personnel on-board

The investigations reports are based on assessment of evidences from the accident site,
forensic studies and first-hand accounts of the survivors. Often, to gain an insight on
the human element when the offshore installation accident site is completely destroyed,
the survivor account can be of the greatest help. Therefore it can be said that these
reports have been able to identify the human element to some extent. However, due to
some implicit factors which were observed during the study of investigation reports, it
became clear that the reports fell short of sufficiently covering the human performance.

1. It was observed in the reports that sometimes the investigators encountered
slight resistance from the survivors while trying to obtain an accurate account of
the event. This might have been because of the human tendency to avoid taking
responsibility for any of their actions which could have escalated the event.

2. Some of the witnesses avoided answering critical questions which could provide
important information about the cause of human behaviour and their
performance.
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These factors raise uncertainty about the findings of the investigations and visibility of
critical human and organisational factors. Hence, we can say that the investigation
reports are able to provide only a crude picture about the human performance in these
accidental events.

3.2 ROLE OF CURRENT ACTIVITY INDICATORS IN CAPTURING HUMAN ELEMENT
PSA (2015¢) monitors the safety level in the offshore oil and gas industry with the help
of various indicators. These indicators, published in the RNNP report, are based on the
data collected over a period of time from various companies in the industry and reflect
the work safety level and can help in assessing its impact on the system level HSE. These
lagging indicators are both qualitative and quantitative in nature. They mainly focus on
the trend levels in the past. Some of these have been discussed below:

1. Survey Questionnaire response

A questionnaire based survey of offshore personnel caters to answering questions
relating to employee’s perception of the safety environment is conducted bi-yearly by
RNNP. This is one of the qualitative indicators that is helpful in attaining first-hand
information about the operator’s working environment quality, organisational
emphasis on developing and maintaining safety culture, work load related stress,
communication and reporting culture. The survey questions cover 5 broad aspects:

e HSE climate

e Perceived accident risk

e Working environment

e Leisure

e Health and sickness absence

e Comparison of HSE assessments offshore and onshore

The responses to these surveys are compiled and processed to reveal various positive
and negative trends in relation to management’s HSE perspective, effect of workload on
the operator, maintenance culture, raising HSE concerns affecting career growth,
transparency in reporting of accidents and hazardous situations.

The data being collected is subjective in nature, consisting of agreements and
disagreements on various statements in the questionnaire. It is necessary to point out
here that since it is subjective data collection, it can only present a simplistic view about
HSE perception among the employees. However, in order to have a detailed assessment
of trends of factors affecting human performance, the data being collected needs to be
measurable as well. If such a measurable data collection is implemented, the data can
be processed and analysed to provide insight into the trends of organisation’s safety
culture, HMI design quality, training and experience of operators, operating
environment, time- varying stress level during emergency situations, managerial
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involvement in HSE work, task complexity and organisational response to HSE
requirements.

2. Incident indicators of serious near-misses

This indicator monitors the trend of serious near-miss incidents reported by the
companies and assesses them against the integrity of barriers intact during near misses.
A positive indicator trend might present a misleading picture due to possibility of
misreporting and under-reporting of near-miss accidents by companies to project a
positive image.

This indicator can be suitable for signalling the occupational risk trends. The
occupational incidents reported for this indicator were caused due to violations of
procedure, equipment malfunction, obstruction, missing/wrong information, etc.
These may not fall in the category of post-initiating scenario events and hence this
indicator may not be suitable for capturing the human element as per the QRA focus.

3. Indicator of serious personal injuries on mobile facilities

The incident indicator for serious personal injury indicates the trend of personal injuries
to workers per million working hours. It can indicate the effects on injury trends after
implementing safety regulations changes by the regulatory authorities or internal
organisational changes. It is also suggestive of the type of safety barriers employed,
barrier maintenance standards, management emphasis on personal safety and
emergency preparedness and handling after a serious personal injury takes place on the
installation. However, this indicator is also susceptible to misreporting and under-
reporting problems due to the reputational risk faced by companies.

The personal injuries reported to PSA include all accidents at work caused due to human
activity, equipment malfunction, technical barrier element failure and working
environment exposure. This means that since the exact cause of the serious injury may
or may not be the human activity in a post-initiating event scenario, we should not
utilise this indicator as a measure of human performance. This is largely because the
indicator utilises the non-relevant scenario data in depicting the industrial trends.

4. Risk indicators of noise, chemical working environment and ergonomics

This indicator is indicative of the levels of noise, management of chemical exposure in
the working environment and ergonomic design of offshore facilities. An increased
exposure level to hazardous chemicals or noise level can lead to increased stress levels,
increased probability of injuries or making errors, stricter safety and control
requirements. The ergonomic design can be an indicative of the HMI, general health
level of the workers, complexity of system design and activity, working positions
resulting in physical disorders of long/short term strains. All these can indicate the
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organisation’s investment level in employee health and working environment stress
levels.

However, a larger amount of data is collected by the operators than the amount that is
reported to PSA. This internally collected data is under-utilized by the companies due
to lack of framework to process this data to extract meaningful results. This presents an
opportunity where with the help of digital solutions, this data can be processed to
produce results to be used by companies in order to make system level changes that can
help in improving the stress levels encountered by operators and consequently a safer
working environment. However, gaining access to this data is a practical problem but
the industry is striving hard to use this data as indicators.

In addition to this, the larger portion of data collected by companies relates to tests
conducted to assess the technical system reliability (for example, gas detection system,
emergency shutdown system, BOP tests, etc.). While these tests manage to capture the
system and component level reliability, the system testing boundary does not take into
account the need for activation by human intervention. In this way, data partially
captures the safety function performance and excludes the important human
performance.

3.3 DISCUSSION ON ABILITY OF INDICATORS IN CAPTURING HUMAN

BEHAVIOURAL ELEMENTS

Survey Questionnaire response: The Survey Questionnaires is an effective way of
gathering data directly from the operators at installations, who can provide us with
useful information that may not be known to the experts. It contains a set of questions
representative of the data relating to Human and Organisational Factors, knowledge
and expertise level of operators, safety climate in their organisation, operating
environment and quality of safety procedures. However, ensuring non-bias in survey
reporting can be a challenge along with the subjective nature of data collection.

The data that the survey collects is subjective in nature and hence difficult to quantify.
This can be addressed by adopting a measurable data collection by designing a survey
is such a form that puts forth questions that require rating and selecting performance
levels for each human element being addressed. Also, the survey can be easily updated
regularly with new questions to provide information relevant to a phenomenon under
investigation. It is an easy and inexpensive to circulate surveys and collect responses
with the help of digital technology in a stipulated time frame to produce relevant and
credible results in each surveying cycle. Analysing the relevant data portions from the
survey can shed light on industrial trends and areas requiring improvements. Also, the
problem of under-reporting can be overcome. Therefore, the Survey Questionnaires can
be adequately used to capture the human behavioural elements by making the above
stated changes in data collection methodology.
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Incident indicators of serious near-misses: The serious near- misses are reported to
the PSA by each company. However, the serious near misses indicator accounts for a
broad spectrum of incidents involving drops, falls, trips, helicopter incidents, technical
and operational failures which are not completely relevant to the human performance
owing to the nature of sources of errors. Also, it suffers from the problem of under-
reporting which raises questions on the credibility of the results and can mislead the
companies about their actual personnel safety levels. Hence, it is not suitable for
capturing human behavioural elements.

Indicator of serious personal injuries on mobile facilities: The serious personal
injuries indicator also includes the non-relevant scenario data. It suffers from the
problem of under-reporting to the PSA. Also, it is difficult to analyse the possible factors
responsible for causing the human injury due to inconsistency in reporting procedures.
This renders it less useful as an indicator in capturing human behaviour affecting
elements.

Risk indicators of noise, chemical working environment and ergonomics: These
indicators can easily represent the trends in operator working environment which shape
the human performance. Also, the internally maintained database of the operating
companies, which is installation specific can be used for their own analysis of the factors
responsible for variation in stress levels among operators and human-machine interface
quality of the control room design on the installation. Hence, it is a useful indicator to
capture the human behavioural elements.

3.4 CONCLUSION

By applying the Loss-Causation Model in assessing the investigation report, several
causes behind human errors contributing to major accidents were identified. These
causes revealed some of the important human performance shaping factors such as
safety culture, organisational perspective on HSE, operator training and experience,
HMI design, operating environment and workload induced stress level.

The RNNP collects data, every two years, through reported incidents, surveys,
interviews and workshops that presents the current risk indicator trends. However,
most of these indicators are inadequate in capturing factors affecting human
performance in the major accidents. This is because they capture non-relevant incident
data to calculate trends, which further reinstates the need to improve the data collection
methods by making use of digital solutions.

As discussed above that Survey Questionnaires and Indicator for noise, chemical
environment and Ergonomics can be used as risk indicators for capturing some of the
human performance elements. But they need to be aligned with the new risk concept
first. According to the new risk concept, these Surveys should specify its scope and
target data related to relevant human performance shaping elements which are
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important parameters for the Human Reliability Assessment. Some of these PSFs have
been chosen from the review of investigation reports after careful investigation of causes
behind human errors with the help of Loss-Causation Model.

The Survey Questionnaire needs to be developed further to include questions that aid
in collecting the relevant measurable data instead of subjective data. The measurable
data collection from Surveys can be used in conjunction with the large amount of
database maintained by companies which remains mostly unused. This presents an
opportunity to make use of digital solutions to tap information from all these data
reserves. Along with this, the sensor technology can be developed to capture data
relating to the operating environment elements such as noise, chemical exposure and
operator stress level which can be used further to accurately capture human
performance shaping factors.

Hence, these indicators will then be useful in presenting the uncertainty and strength
of knowledge to the decision makers along with the results of Human Reliability
assessment.
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CHAPTER 4 CURRENT RISK ASSESSMENT PRACTICES

In the previous chapter we have reviewed some investigation reports for identifying the
factors that affected human performance such that it escalated the initiating events into
accidents/incident. Various common performance shaping factors have been
discovered during the study. These factors need to be captured, measured and analysed
in the risk analysis process to produce a holistic risk assessment result about human
performance. For this purpose various industrial practices are available for use by the
offshore oil and gas industry during the operational phase such as BORA, LOPA and
SIL, Event Trees and Fault Trees. Most of these methods are used internationally and
have been reviewed below for their ability to capture human performance and
uncertainty in their assessments.

4.1 CURRENT INDUSTRIAL PRACTICES

4.1.1 BORA-Release

Hydrocarbon leaks are a frequently encountered initiating event at offshore units and
as per Norske Oil & Gas (2016) more than half of the hydrocarbon leaks in the past took
place because of human intervention in the process equipment areas (figure 9). When
a leak takes place, often the technical barrier systems are rendered passive to prevent
them from hindering humans, who are the last line of barrier defence, from taking
necessary actions to maintain stable production.

Designfeil Ytre last
1%

Teknisk degradering

Prosessforstyrrelser 25%,

2%

Manuell
intervensjon /
59%

Figure 9 Hydrocarbon leaks over 0.1 kg/s in the Norwegian Shelf in 2008-2015 period.
(Norkolje&gass, 2016)

While this pie diagram statistic shown in figure 9 may seem to suggest that human
intervention is a major contributor towards hydrocarbon leaks, such an approach can
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be too simplistic. We know that the human activity has an impact on the leak frequency
but we need to understand why and what influences it.

Therefore, human elements and performance shaping factors need to be identified,
modelled and analysed just like any other technical barrier function in the risk
assessment process. Hence, BORA-Release (Barrier Operational and Risk analysis of
Hydrocarbon release), a relatively new method, can be used to conduct qualitative and
quantitative risk analysis of operator error scenarios. However, due to the complex
nature of methodology, it is challenging to apply.

BORA-Release emphasizes on capturing the operational factors such as barriers and
barrier elements. It assesses the contribution of operator error to hydrocarbon releases.
It identifies the plant specific technical, human, operational and organisational RIFs
that can affect the operator performance of an offshore installation in the operational
phase. It includes only the pre-initiating events of human error. The basic building
blocks of BORA methodology are Barrier Block diagram, Event Tree, Fault Tree and
Influence Diagram (Sklet, Aven, Hauge, & Vinnem, 2005). Five basic barriers have been
identified to setup this model. These barriers are:

* Prevent loss of containment (leak)
* Prevent ignition

* Reduce cloud/emissions

* Prevent escalation

* Prevent fatalities.

As per Sklet et al. (2005), the steps involved in conducting BORA are:

1) Develop a basic risk model- The Barrier Block diagram depicts the scenario under
investigation by illustrating the effect of barriers on the event sequence and
subsequently possible consequences. Scenarios and performance of barriers are
analysed by Event Trees and Fault Trees respectively. Influence diagrams are further use
to assess the effect of Risk Influencing Factors on the initiating events of the event trees.
Since human operators are part of the barrier system, these need to be included in the
barrier functions in barrier block diagram. Failure of each barrier is modelled separately
by a fault tree.

2) Frequencies/probabilities of initiating events and basic events- This step
quantifies the industrial averages or frequencies of all initiating events of event trees
and basic events in the fault trees. Industrial average values are either calculated or
assigned based on industrial/internal databases or expert judgement respectively.

3) Identification and modelling of risk influencing factors- The Risk Influencing
Factors (RIF) are selected and modelled to include the offshore unit specific factors
affecting the occurrence of initiating and basic events. The RIFs are chosen from generic
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groups of human, organisational, operational, technical, administrative control RIFs
and any other applicable RIF is also added where necessary. One such example of RIF
diagram has been shown in figure 11.

Operator fails to diagnose
drive-off event

‘\

Stress

HMI Operating Available Traal:éng Procedure pressure
conditions time experience instructions

Figure 10 Risk Influence Diagram example

4) Assessment of RIFs

The RIFs are assessed to assign a scoring to each RIF depending on its status relative to
the industrial average. The assessment is carried out by conducting interviews and
audits at the facility or status of safety critical elements against the performance
requirements or results from questionnaire survey about HSE elements. Relevant data
can be retrieved from the chosen RIF assessment method and used to assign scoring to
the RIFs. The RIFs are then assigned normalised weights by industrial experts by means
of a discussion to compare the relative importance of RIF as per the chosen scoring

scale.

5) Calculation of industry average frequencies/probabilities of initiating events
and basic events
The industrial averages are adjusted to suit the offshore unit specific values based on
the weightage assigned to the RIFs in previous step, pertaining specifically to that
facility.

Prev(A) = Paye(a) Zinq wiQ; (Terje Aven, Sklet, & Vinnem, 2006)
Where P, (A)is the revised platform specific probability of occurrence of A, Pye(a) is
the industrial average probability of occurrence, w; is the weightage of the RIF and Q;
is the measure of status of RIF. Q; needs to be calculated appropriately by making use
of industrial expert assigned Py, as the lower limit and for P.¢,(A) and Pyjgp as the

upper limit for P, (A).
Patw fj::we Ef‘ 'sr' — A

O, = 1 if 5; =C
H!ighfpm '!j' Sr’ :F
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Where s; is the score pertaining to each RIF level of that installation.

6) Calculation of installation specific risk:

P.ev(A) , the platform specific data, is used as an input to the event and fault trees to
recalculate the installation specific risk.

Each of the above described steps can be summarized in the table 3 below:

Table 3 Summary of BORA steps

Step No. Step Comments
1 Develop a basic risk Detailed modelling of post-initiating events
model Event and Fault trees linked in a single model
2 Frequencies/probabilities | Data used is generic in nature requiring
of initiating events and | extensive data collection work

basic events Expert judgement required for human

reliability data
3 Identification and Identifies most important RIF
modelling of risk Need to limit the number of RIFs chosen
influencing factors Involvement of operators in identifying RIF is
necessary
4 Assessment of RIFs Requires specific assessment of RIFs to

produce credible results
Needs to consider sufficiently detailed scenario
specific factors

5 Calculation of industry Requires calibration of industrial statistics

average frequencies/ Transformation of scoring and assessment of

probabilities of initiating | RIF weights needs to be well established
events and basic events

6 Calculation of installation | Uses revised probabilities as inputs to produce
specific risk platform specific results.
4.1.2 LOPA and SIL

Layers of Protection Analysis (LOPA) is a semi-quantitative scenario based technique
for risk assessment used internationally in the process industry, although it is not
popularly applied in Norway (Myers, 2013). LOPA assesses the safeguards if they meet
the Independent Layers of Protection (IPL) criteria. The human actions are assessed as
a part of the human IPL. The IPL criterion are as per Summers (2003) are:

1. Specificity: the IPL is specific to a particular consequence
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2. Independence: one IPL is independent to all other IPLs i.e. performance of
one IPL is independent of initiating cause and is not affected by failure of
another IPL

3. Dependability: the IPL reduces the identified risk by a known amount

4. Auditability: IPL permits regular periodic validation of protective function.

The LOPA aims at reducing the process risk to a given acceptable level. Usually, LOPA

is done after the HAZOP review involving a multi-disciplinary team. The steps taken
during LOPA as per Wei, Rogers, & Mannan (2008) are:

1.

7.

Selecting human caused pre-initiating incident scenario and its cause. These
include the maintenance, testing, shutdown and other non-routine tasks.
Estimating the frequency of occurrence of these initiating events

Human IPL is identified as the people who perform the function of sensing,
deciding and taking final action. Their Probability of Failure on Demand (PFD)
is estimated.

By combining the initiating event frequency and human IPL’s probability, the
reduced frequency of occurrence is calculated by taking credit of the human IPL
by introducing a corresponding reduction factor.

Scenario risk is estimated by combining consequence frequency and
consequence severity.

The risk is assessed against the acceptable risk criteria level and additional IPL
are applied in case the risk is unacceptable.

These steps are carried out for cause and consequences of all significant scenarios

LOPA is used to determine the Safety Integrity Level (SIL) of a human IPL based on its

PFD.

Safety Integrity Level determination is done as an exercise of risk analysis when we need
to protect our system against a specific potential hazard with the help of a safety
instrumented function (Wikipedia, 2017). If the risk from the specific hazard turns out
to be higher than the tolerable risk level, risk reduction needs to be done (for example:
by increasing the SIL). The SIL is used for instrumentation control systems only and
requires probabilistic analysis of the elements of the system. The table below in figure
12 shows the average PFD range for various SIL levels.

Safety integrity Probability of failure

level (SIL) on demand average range (PFD avg)
1 10=! to 1072

2 102 to 1073

3 10=3 to 10—4

Figure 11 Safety Integrity Level (Iii & M., 1998)
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4.1.3 Event Trees and Fault Tree Analysis

Drive off QOperator Operator Opt?rator Final
oceurs detects stops activates outcome
drive-off thrusters EDS
Yes
Success
Yes
Yes End State 1
No
End State 2
No
End State 3
MNo

Figure 12 Example of Operator action Event Tree

In figure 13 we can see an example of an Event Tree for operator failure. Event tree
analysis (ETA) is an analysis technique for identifying and evaluating the
sequence of events in a potential accidental scenario following the occurrence of an
initiating event as defined by Ericson (2005). ETA utilizes a visual logic tree structure

known as an event tree (ET) to estimate the probabilities of the end state outcomes of

this initiating event. Event Tree models the accidental development in a post initiating

event scenario. Currently, it is being used in the QRA to model the development of

initial accidents as a function of technical systems and the efficiency of different
barriers. It can include the human actions as well to analyse the effect of failure or
success of the operator action. Further, each of the operator action’s failure is analysed

with the help of Fault Tree.

Failure to stop thrusters

HRA -
Operator failure

Failure to
decide on
segment
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Figure 13 Fault tree for human failure event. (Van De Merwe et al., 2014)

Fault tree is an analytical technique whereby an undesirable event is defined and then
the system is analysed in context of its environment and operation to find all possible
combinations of basic events that will lead to the occurrence of the predefined
undesired event (Xing & Amari, 2008).

It uses the Boolean logic to combine the lower level basic events until an undesired
system state is achieved. The basic events can be associated with technical element
failure, human errors or environmental conditions. The undesired state is called the top
event, which may be an input to the Event Tree top event frequency or the branch
probabilities in the Event Tree. It can help us in understanding the events leading up to
the undesired state of the system, which in our case is the human error and also
prioritising the critical contributors. This enables us to identify the correct causes of top
event as well. This method can be used to analyse the human failure events of both post
and pre-initiating event scenarios.
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Figure 14 Fault tree of operator barrier element failure (Sklet et al., 2005)

Figure 14 shows a Fault Tree diagram incorporating an operator failure and technical
failure in achieving the failure to stop thrusters. The figure 14 expands the operator
barrier element failure into a fault tree which shows the top event as the undesirable
event of non-activation of EDS by operator.

Table 4 in the section 4.2 lays down a summary of the uncertainty and limitations
introduced due to assumptions and simplifications made in each of the above discussed
risk assessment tools. This summary has been prepared through a thorough study of the
methodology of each of these tools.
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4.1.4 Bayesian Network Model

K. M. Groth & Swiler (2013) have suggested a Bayesian Network (BN) Model to be
applied as SPAR-H BN Model for the use of HRA practitioners. However, this method
has not been focussed upon in this thesis because SPAR-H BN model is still in the
research stages for specific application in the nuclear industry. It has not been framed
with respect to analysing the risks in oil and gas sector. Also, it does not derive its basis
from the QRA. However, since we made an attempt in the initial stages of the study to
extend and develop it for application in NCS oil and gas sector, the initial thoughts on
its implementation and structure have been presented in Appendix B.
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4.3 DISCUSSION ON THE ABILITY TO ANALYSE HUMAN PERFORMANCE

BORA-Release

The BORA-Release risk assessment method is used for analysing the Type-A human
errors which are caused by the pre-initiating events. The QRA scope requires analysing
both the post and pre-initiating event scenarios. Historically, the oil and gas industry
has analysed the causes more simplistically (e.g. use of generic data) and focussed more
on the assessment of the event’s consequences. BORA can fit well in this context as it
can help in improving the cause assessment under QRA.

However, the main challenge of the BORA-Release methodology is the complexity of
the method. As we have mentioned in the description of BORA-Release methodology,
it depends on a generic database and industrial averages for assessment which are
adjusted to plant specific estimates based on expert judgement. The expert judgement
can introduce uncertainty in the analysis due to its subjective nature. Also, the fixed
scale used for expressing the variations introduced due to RIF levels, may not express
uncertainty adequately due to the binary nature of data. Moreover, the scoring system
usually requires subjective interpretations of operator responses. It is also required to
estimate large number of probabilistic values, gather many data inputs and does not
guide enough about the level of detail we need to achieve during assessment. Lastly, the
responses gathered from industrial experts reinstated the fact that the BORA-Release
method is hard to apply due to the complex methodology of analysis which can be time
consuming and detailed. Therefore, we can conclude that BORA-Release may not be
suitable for capturing and analysing human performance.

LOPA and SIL

The LOPA and SIL methodology together are mainly used for analysing the human IPL
for its performance in a human initiated pre-initiating events scenario. However, as per
our QRA focus of assessing the human performance in a post-initiating event scenario
may not be a human initiated event. The estimation and validation of PFD of a human
IPL is a difficult task due to the need for plant specific data. Although, there are many
generic sources available for human IPL, they are more representative of the process
industry which has gathered a large database until now. Using this data for analysis in
oil and gas industry may reduce the data reliability. (Myers, 2013) states that the
companies may take too much credit of the human IPL while re-estimating the reduced
human initiated event frequency which may result in an over-optimistic estimate. Also,
adding an additional Safety Instrumented System may lead to the problem of moral
hazard of the operator performance, which is not accounted for in the LOPA analysis
results. This also raises questions on the justification of independent property of human
IPL. The LOPA study breakdowns in case of complex scenarios with more dependencies.
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Finally, applying the generic data to plant specific cases can lead to invalid results. All
these, factors make LOPA and SIL as a poor choice of technique to analyse human
performance in HRA framework.

Event Tree and Fault Tree Analysis

Application of both these methods can be used for analysing the human performance
in post-initiating event scenario. The FTA can also be used for pre-initiating events.
They are widely applied analysis due to their ability to breakdown any human failure
event into a series of sub-events contributing to it. However the fault tree may not reveal
the true underlying cause of the human error. For overcoming this there is a need for
subject matter expert. It can also become too large and complex if the fault tree is
extremely comprehensive. However, the fault tree can be modelled with the help of a
software once it has been applied sufficient number of times to gain confidence in this
technique. In spite of the shortcomings such as neglecting common cause dependency,
inability to handle multiple failures at a time and assuming constant failure rates, they
can be used to analyse the human performance in a post-initiating event scenario
because of the ease of understanding, application, using qualitative and quantitative
data, updating and communicating results, programming them into a software and
introducing improvements in analysis technique as more and more expertise is gained.

Hence, the ETA and FTA are most suitable choice of risk analysis method among all the
other methods discussed for analysing human performance in a post-initiating event
scenario of HRA. Their application in the Petro-HRA framework for conducting HRA
has also been discussed in subsequent chapters.
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CHAPTER 5 QRA, HRA AND THE NEW RISK CONCEPT

PetroHRA
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Figure 15: Scope of HRA within QRA (Van de Merwe, Qie, Hogenboom, & Falck, 2015)

In the previous chapter we focussed on analysing the applicability, simplicity of
methodology, strengths and limitations of various risk assessment techniques aimed at
assessing the human performance during the operational phase of offshore projects.
However, these risk assessment methods, should form a seamless part of a bigger
framework of guidelines for human reliability assessment for human performance. Until
recently, there were no official guidelines for the operating companies directing them
to conduct a human reliability analysis. Also, as per the insights provided by industrial
experts in chapter 2, non-standard methods were adopted across the industry which
were often vague, overly simplistic or could not efficiently estimate the changes in risk
levels due to exposure to human performance post-initiating events. Further, due to a
lack of guidelines for this purpose, the vast database of learnings from past major
accidents remained under-utilised. The offshore oil and gas industry started developing
a framework of guidelines during 2012-2017 for this purpose. This is called Petro-HRA,
which is a qualitative and quantitative method of assessment for human reliability in
the oil and gas industry in Norway. This guideline focusses specifically on systematic
evaluation of tasks affecting or leading to major accidental events. The figure 15 above,
shows the scope of HRA within QRA (as per Petro-HRA) and through this chapter we
will understand the various gaps requiring solutions for enhanced quantitative risk
assessment.

Although this guideline is intended to be used for providing quantitative inputs to
Quantitative Risk Analysis (QRA) framework, it can also be applied as a stand-alone
analysis. The Petro-HRA estimates the likelihood of Human Failure Event (HFE)
occurring in a post -initiating scenario only (Bye et al., 2017).
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Petro-HRA is being studied as main guideline for our thesis because it is the latest
developed Human Reliability Assessment guideline (developed in 2017) for the
petroleum industry and is relatively new. Petro-HRA derives its methodology from
Standardized Facility Analysis Risk-Human Reliability Analysis (SPAR-H), which has
been modified to suit the needs of oil and gas industry. Since SPAR-H evolved to meet
the needs of nuclear industry to develop nuclear power plant models, there is an
inherent difference of nature between the two industries. Hence, it becomes important
to understand the fundamental gaps and uncertainties present in the application of
Petro-HRA in the oil and gas industry and the areas demanding further research and
improvements.

5.1 RELATIONSHIP BETWEEN HRA AND QRA

5.1.1 QRA

DNV GL defines Quantitative Risk Assessment as a formal and systematic approach to
assess the uncertainty related to major accidents by estimating the likelihood and
consequences of hazardous events, and expressing the results quantitatively as risk to
people, the environment or your business. (Vinnem, 2007) says that QRA is mainly
focussed on identification of relevant hazards and describing the applicable risks to
personnel, environment and assets. The QRA concerns with the cause and consequence
analysis i.e. on both sides of the bow-tie diagram as shown in figure 16 below.

.
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= Cause analysis ‘ I Consequence analysis i =
ozl P

/ .//

e 2 -

. >

Initiating
events
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Figure 16 Bow-Tie diagram representation of risk assessment (Vinnem, 2007)

The risk assessment process follows steps as per the NORSOK Z-o013 standards referred
by the PSA for performing QRA in NCS. These steps, as described by Vinnem (2013) are
as follows:
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1. Establishing the Context: Establishing the context means defining the basic frame
conditions within which risk must be managed and it sets the scope for the rest of the
risk management process. The context includes the interface between organisation’s
internal and external environment and the purpose of the risk management activity (T.
Aven & Vinnem, 2007). Additionally, a suitable decision criteria as well as the structure
of carrying out risk assessment is also defined.

2. Identification of initiating events- It requires that all possible hazards and
initiating events should be captured for subsequent analysis. This involves the use of
HAZOP study, past accidental statistics and data, experienced professionals expert
guidance.

3. Cause analysis: This step analyses the initiating events captured in the previous step
for their causes and probability of occurrence. The qualitative techniques like HAZOP,
Preliminary Hazard Analysis (PHA), BORA, Fault Tree Analysis (FTA), Failure Mode
and Effect Analysis (FMEA) and Human error analysis technique like Hierarchical Task
Analysis or Error Mode Analysis are utilized for analysing the causes and their
combinations responsible for initiating events.

After carrying out the qualitative cause analysis, the quantitative cause analysis is done
to estimate the probability of occurrence of initiating events through Monte Carlo
Simulation, historical statistical data and Human Error quantification techniques.
These provide us with the frequency of occurrence of initiating events which are utilized
in the subsequent steps.

4. Modelling of accidental sequence- Modelling the accidental sequences falls in the
consequence side of the bow-tie presentation diagram. The sequence of occurrence of
series of steps and timing of the sequence needs to be modelled carefully as they define
the various possibilities of escalation of initiating event into a full blown major accident.
Also, whether these sequence of steps develop into a full blown major accident or not,
is a function of the performance and capacity of the safety barriers. Because of this, the
ETA needs to accurately reflect these, which makes it an important part and also one of
the challenges of QRA technique. Also while modelling of the accidental sequence, the
QRA should incorporate the technical, organisational and operational barrier elements
accurately. ETA, Cause- Consequence diagram and Influence Diagrams are commonly
used tools for analysis of the accidental sequence.

While most of the times only technical barrier elements are included in the QRA study,
the operational elements barriers like human and organisational factors (HOF) are
equally important to be analysed during the course of the study because they are the
last line of defence in the system and can either prevent or escalate the chain of
accidental events. This where the HRA plays its role in making the QRA a
comprehensive risk assessment technique by analysing the operational barrier elements

47



as well. For example, in the event of hydrocarbon leak in an offshore installation, by
analysing the operator performance (operational barrier element) in activating the
pressure shutdown valve along with the reliability of the leak detector (technical barrier
element), the QRA can achieve a comprehensive risk assessment of the scenario.

5. Consequence analysis- The oil and gas industry focusses heavily on analysing the
fire and explosion loads related to hydrocarbon leaks, blowouts, smoke and toxic
releases. This is done by using Computational Fluid Dynamics (CFD), physical model
testing and structural response analysis of accidental loads. These estimate various
release rates, probabilities of ignitions and explosion, overpressure, conditional
probabilities of fatalities, damage to equipment and structures, fire size and smoke
impact estimates.

6. Risk calculation, Analysis and Assessment- After conducting the consequence
analysis in previous step, the outcomes are compared against the risk acceptance criteria
set by the operating company and in case it is found unacceptable, additional risk
reducing measures are employed to bring the risk calculation to acceptable level as per
the ALARP evaluation.

5.1.2 Significance of HRA

e Aligns with goal of QRA

HRA is aimed at identifying the potential human failure events and estimating the
probability of their occurrence based on models, data or expert judgement. The
objective of HRA is in line with the primary objective of QRA which aims at achieving a
similar goal but on a bigger level with respect to overall potential hazards capable of
producing unwanted damage and losses. Traditionally the QRA have focussed on the
technical barriers more but now with the support of HRA, the QRA will be able to assess
the operational barriers better.

e Helps in taking risk informed decision making

In the operational phase, quantitative risk assessment should enable the management
to take risk-informed decisions relating to prioritizing and coordinating tasks often
guided by changing risk picture. Since, human performance can influence the risk level
both negatively and positively, the Human reliability assessment falls within the scope
of Quantitative risk assessment because the human operational barrier element can
have a direct impact on the risk level.

¢ Human performance affecting major accidents

The impact of human performance can be further established from the major accident
study already done in Chapter 3, where we can take learnings from disasters like
Deepwater Horizon, Piper Alpha, Montara oil spill accident, Texas City pipeline
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explosion, etc. This lays emphasis on the need for utilizing past learning from these
accidents to take adequate measures for enhancing the reliability of human
performance, for which HRA can form an excellent building block.

¢ Under represented human performance in QRA studies

As mentioned by Van de Merwe et al. (2015), until now the QRA has accounted for
human performance contribution towards major accident risk only up to a limited
extent despite the requirements in risk assessment standards such as NORSOK Z-013
and ISO 17776. Also the risk assessment methods developed currently focus on pre-
initiating event errors of the operator (for example BORA method studied in previous
Chapter 4), while the QRA focus on the post-initiating human error events. This
mismatch of scope can be bridged with the help of HRA methodology.

5.2 INTEGRATION OF HRA WITH QRA

Based on all the reasons specified above, the Petro-HRA (Bye et al., 2017), is primarily
aimed at aligning the relation of HRA with QRA at various levels such that it produces
results that can be used as inputs to QRA event tree models and aid in the process of
making risk informed decisions. The figure below shows the interaction between HRA
and QRA at various steps. Studying these integration steps in detail will allow us to
uncover various gaps present in the current Petro-HRA methodology which can be
improved with the help of new digital techniques. Figure 17 shows the Petro-HRA
methods for carrying out Human Reliability Assessment while Figure 18 shows the
elements of offshore QRA methodology. The solid red arrows show the input/output
links between QRA and HRA while the dashed lines represent the iterative nature of
steps.
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5.2.1 Establishing context

The integration of HRA begins by establishing the context such that the HRA produces
valid Human Error Probability (HEP) estimates that are relevant and representative of
the Human Failure Events (HFEs) being analysed in the QRA. Bye et al. (2017) defines
HFE as basic event in the plant response model that represents a failure or unavailability
of a piece of equipment, system, or function that is caused by human inaction or
inappropriate action. For this purpose, as is suggested by the above figures, the QRA
establishes the HFEs as inputs to the HRA to facilitate the scenario description.

5.2.1 Establishing the context

Establishing the context, which is also the first QRA step as per the NORSOK standard,
specifically lays out the need to understand the effects of operator performance on the
system safety. The context also helps in limiting the scope and objective of the HRA.
The HFE established in the QRA context should supply the HRA analyst relevant
information such as QRA model, underlying assumptions, barriers present in the
system, initiating events and its sequence, estimated timeline, etc. The analyst can then
use all this information in the subsequent steps of the HRA to model human errors and
provide feedback to the QRA. Thus, the human failure event is the first point of
integration between the QRA and HRA.

Another point to be noted is the two headed nature of the red arrow connecting the
QRA and HRA. This reflects that although the context of HFEs are determined by the
QRA, they can be modified by the HRA based on its feedback from the task analysis,
human error identification or human error modelling. This empowers the HRA to
reorganise and evolve the QRA when the need arises.

5.2.2 HEP as Input to QRA

After the task analysis and human error modelling of the scenarios defined by the HFEs,
the second important point of integration between QRA and HRA is the output of the
human error quantification step. This step quantifies the human error as the Human
Error Probability (HEP). As per Bye et al. (2017), the HEP is defined as a measure of the
likelihood that plant personnel will fail to initiate the correct, required, or specific action
or response in a given situation or by commission perform the wrong action or in other
words it is the numerical probability of the human failure event. This HEP is often time
dependent and related to the required operator action, is used by the QRA as an input
to its various risk analysis model (example: Event Trees) dedicated to analysing the
critical risks being affected by the relevant human failures.

5.2.3 Suggesting recommendations
The final integration point is at the last step where the HRA can suggest
recommendations to the installation management to achieve human error reduction
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measures based on its analysis results. The recommendations can be used as input to
define performance requirements for technical systems or safety critical operations.
These can be taken into consideration by the decision makers to effectively introduce
risk informed decision making.

5.3 HRA WITHIN THE NEW RISK CONCEPT PERSPECTIVE

After studying the integration points of HRA and QRA methods, we will study the
relevance of HRA within the new risk concept perspective. The new risk perspective has
been presented in Chapter 1 and now we will study the Petro-HRA guidelines for HRA
to see how well it conforms to the new risk perspective.

5.3.1 Need for the new risk perspective

The following points sum up the need to assess the HRA guidelines with respect to the
new risk perspective which adds value to the risk analysis process by highlighting the
gaps and uncertainties present which may not be communicated effectively to the
decision makers during decision-making process otherwise.

e Helps in identifying assumptions, simplifications and choices made

The new risk concept can be viewed as a top down approach that begins with a broad
outlook and narrows down to a more restricted focus to certain aspects of the risk. It is
a breakdown of the risk definition of uncertainty of consequences into four levels such
that each level helps us in identifying the uncertainty introduced as we are progressing
ahead with the risk analysis process. Such a hierarchical decomposition of risk ensures
that that a comprehensive risk assessment is achieved.

¢ Bridges gaps between probability based and uncertainty based risk definition
The probability based risk definition is often criticised for its narrow outlook towards
uncertainty and inability to convey the strength of knowledge aspect of the assessment.
While the uncertainty based definition is employed at the first level of the hierarchy,
the combination of consequence and probability based definition is employed at the
third level and finally the expected probability based definition is employed at the
fourth level. In this way the new risk concept tries to bridge this age old gap between
uncertainty and probability by emphasizing the need of control on the effect of
simplifications made through each level.

e Identify model error introduced
The risk model is a more simplified representation of the real world. It tries to phase
out the complexities present in the real world to ease the process of analysing our
system of interest. However, this simplification introduces uncertainties in the results
of the analysis. Phasing out certain aspects from the scope of assessment does not
remove the associated risks in the reality and hence, the new risk perspective identifies
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these as model errors that need to be communicated along with the results. Further, it
also becomes crucial to evaluate the system interactions with processes beyond the
scope of the assessment which can at times point out towards the need of revaluation
of the narrowness of the scope.

¢ Ensures comprehensiveness of the method

Communicating the risk to the decision makers depends on the method chosen by the
risk analyst. However, it also depends on the strength of knowledge, choices and
assumptions made by the analyst during the process. Conveying these critical aspects
to the decision maker ensures that he/she is aware of the limitations, boundary and
scope of the risk conveyed to him. While reporting the results to the decision maker,
the new risk perspective also may require the analyst to report the factors lying outside
the boundary of assessment that have the potential of affecting the risk, eventually
requiring a more detailed investigation depending upon its likelihood and magnitude
of its effect on the system. This paves way towards ensuring the comprehensiveness of
the method of evaluation.

Hence, to sum up, it is relevant to view the Petro-HRA method in light of the new risk
perspective and investigate the gaps present in the new methodology.

5.3.2 Conformance of HRA with the new risk perspective

3. Task analysis HTA

HFE (QRA)
1. Scenario (
definition 4, Human error [..i]
Past data identification [ Recovery opportunities ]
N r

Interviews

Discussions

p [ Recommendations |
2. Qualitative data 5. Human error 6. Human error 7. Human error
collection modelling guantification reduction
I

Risk (as per :> Risk assessment => Risk representation
PSA (CU) scope and judgement => Risk measures

Figure 19: HRA within the new risk concept perspective

Figure 19 is a snapshot of HRA components and how it aligns with the new risk
perspective’s hierarchical levels. Each level has been discussed below in detail. To better
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understand each of these steps at the four risk levels, we will take the help of an example
presented as a case study in the Petro-HRA guideline. The case study is related to the
drive off of a semi-submersible drilling unit.

Example: Drive off of a semi-submersible Drilling Unit.

The drilling unit is located in Norwegian Continental Shelf in shallow waters. The unit
maintains its position above the wellhead with the help of Dynamic Positioning (DP)
system that autonomously control a set of thrusters as shown in the figure 20. The
dynamic positioning system receives its positional inputs from Differential Global
Positioning System and Hydro-acoustic Position Reference System. In addition to this,
the operator is present in the Main Control Room as a human barrier who monitors the
system at all times and takes emergency actions when required.

For our example, it has been assumed that the drilling unit drifts off from its designated
position due to some unknown dynamic positioning system failure leading to the
initiation thrusters that drift off the drilling unit and ultimately raises specific alarms.
The operator is then required to read the situation and stop the thrusters and eventually
initiate the Emergency Disconnect Sequence (EDS) for disconnecting the riser from the
Blowout Preventer (BOP).

W

Semi-submersible Drilling Unit

|

Physical Oftsetposition
limit limits ==

\ime—
Wellhead

Figure 20 Dynamic positioning drilling operation (Bye et al., 2017)

The role of the human operator in stopping the thrusters is critical with respect to time.
This is because any unbearable delay or failure to stop the thrusters can lead to an
increase in steepness of the riser angle, which may no longer be safely cut-off from the
BOP. Further, the shallow water constraints the detection time available to the operator
and position recovery time available to the system.

54



As per the Petro-HRA guidelines, the following steps need to be carried out to conduct
a Human reliability assessment study. We will study these steps in relation to the new
risk perspective.

1. Risk (C, U)

The operator performance can lead to various consequences with associated
uncertainties. The consequence of failure or delay in stopping the thrusters from
causing a further drift may affect the personnel on the drilling unit, environmental
damage due to oil spill from wellhead, finances and reputational consequences for the
offshore installation and many other consequences which may not be recognised by the
analyst altogether. The risk of the operator performance at this level is present in an
inter-subjective sense and is entirely unknown. Hence, the HRA recognises the risk as
‘consequences of an activity and its associated uncertainty’ as the primary risk definition
and uses this to further develop the risk at the next hierarchical level.

2. Risk Assessment Scope

The steps of Scenario Definition and Qualitative data collection together fall into this
hierarchical level of the new risk perspective.

Scenario Definition: Scenario is defined for visualizing the major accident scenario for
further investigation within Petro-HRA and this makes use of the information collected
through the QRA model discussion meeting, operator interview, drilling unit site visit,
and past data. The QRA event tree model also reveals how the HFE would appear in the
event tree. The main tasks for the human operator of this HFE scenario are agreed to be
activating EDS and stopping the thrusters. The scope of the investigation is to be limited
to assessing the timeline of the actions taken by the operator and the attributes
corresponding to the consequences relate to the damage to drilling unit and
environmental impact. The uncertainty has not been quantified yet.

Qualitative Data collection: Data collection is done through the workshop with the
dynamic positioning operators and supervisors of the drilling unit. Also the DP manual
was used to gather more information about the operator response expected to be carried
out in the event of drive-off of the drilling unit. It is found that the DP manual was
unclear and provided vague instructions to the operator. An initial HTA is also prepared
to facilitate discussion during the workshop. The workshop helps in revisiting the
scenario description and improving it, identify assumptions and uncertainties involved,
fixing the boundary of the assessment and facilitates smooth transition into preparation
of detailed HTA in the next step.

3. Risk representation and judgement

At this level the risk analyst prepares an approximate model of the drive off case study
by introducing simplifications in the system under focus based on the judgements,
knowledge and data gathered through the previous level. The analyst also determines
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the uncertainties associated with parameters of his model and strength of knowledge.
The task analysis, human error identification and human error modelling fall into this
risk level.
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Figure 21 HTA analysis for drive off case study (Bye et al., 2017)
Task analysis:

Figure 21 shows the Hierarchical Task Analysis done by the risk analyst, which has been
derived from the case study of Petro-HRA guidelines, based upon the knowledge
gathered previously and makes certain assumptions while doing this. After the
workshop certain uncertainties in the HTA were removed and more details were added
to HTA. As mentioned in the case study presented in the Petro-HRA guidelines, the
HTA lists down each step in the drive off scenario that should be carried out by the
operator and the tasks have been broken down to their basic level. A further
decomposition beyond this level would not add any value to the analysis. The HTA was
charted into a tabular form to add further details regarding the assumptions and
uncertainties, details of Human-Machine Interface, person responsible for each step.
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Figure 22 Time line analysis of drive-off scenario (PSA, 2016)
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tabular representation paves way for further evaluation of operator Performance
Shaping Factor evaluation.

Since the scope of the assessment includes assessing the timeline of events, a detailed
timelines analysis was done in the case study, as can be seen in figure 22. This analysis
includes the tasks recognised during the HTA exercise. The timeline is prepared in
collaboration with the operators in the workshop. It considers independent as well as
steps to be done in parallel.

Human error identification:

Next, the possible errors that could add to the uncertainty and recovery opportunities
associated with each step were captured during the workshop along with the outcome
space of the consequences of the errors. The analyst also filters out the inconsequential
errors to be left out from further investigation in Petro-HRA. This further narrows down
the scope of the analysis to the errors which were perceived to be of higher consequence
to the drive- off scenario.

Human error modelling:

This step involved developing model of Event Tree that links operator action steps to
the consequences of the scenario. This Event Tree model is shown in figure 23 below.
Each of the top events are associated with a human failure event. In order to capture
the associated uncertainties with each step, an Operator Action Event Tree Table was
prepared that accounted for all human errors, human failure event description and final
consequences of each HFE. It has to be noted that adopting a model introduces
assumptions, uncertainty and model error in the analysis.
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Figure 23 Event Tree for drive off scenario (Bye et al., 2017)

4. Risk measures
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This level summarizes the result of the model with the help of a suitable risk measure
(Example: Fatal Accidental Rate (FAR), Potential Loss of Life (PLL), Individual risk (IR),
etc.). However, it requires quantification of the risk measure before that which is done
through Human error quantification step, which has been described below.

Human error quantification:

Jonkman, van Gelder, & Vrijling (2003) define risk measure as a mathematical function
of the probability of an event and the consequences of that event. It should be able to
reflect the strength of knowledge to provide a complete risk picture. The risk analysts
use the Human Error Probability as the risk measure to convey the uncertainty
associated with the operator performance and it is conditional on the Event Tree
developed in the previous level.

0.01]x[5]x[5]x[0.5/=[0.125]

Experience / training Human-machine
(low negative) interface
(low positive)

v
Procedures
(low negative)

Figure 24 HEP calculation step for each HFE. (Bye et al., 2017)

For estimating the human error probability, PSFs captured in the previous level were
analysed separately for each human failure event. The Petro-HRA methodology says
that each PSF is multiplied with a corresponding multiplier for that HFE as shown in
figure 24. The motivation for choosing a specific multiplier was also recorded. Further
to nominalize the HEP value, it was multiplied with nominal HEP o.01 as shown in the
figure 19. This HEP was recorded in the Operator Action Event Tree and updated the
event tree.

5.3.3 Conclusion
Following points have become evident from the discussion above:

e The Petro-HRA adopts the uncertainty based definition of risk as per the first level
of risk perspective.

e The Petro-HRA also defines the scope of the analysis, characteristics of consequences
and limits the consequences of interest as per the second level of the new risk
perspective. It does so by gathering information and data from all possible sources
available then.
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e The Petro-HRA prepares a model of the Operator action as Failure Tree model based
upon the HTA conducted in the previous level. The model involves estimating
parameters, introducing assumptions and simplifications. However, the Petro-HRA
is unable to quantify the uncertainty associated with the estimates of the risk model,
model inputs and outputs. It is also not clear how the Petro-HRA critically analyses
the assumptions. The model at this level tries to capture uncertainty with the help of
probability alone which does not reflect the strength of knowledge. Thus, we can say
that the Petro-HRA falls short of complying with the third level of the new risk
perspective.

o At the last level, the Petro-HRA makes use of HEP to convey the uncertainty
associated with the human performance. However, this is a discrete value which may
hide errors of estimation, epistemic uncertainties, model errors on which it is
conditional. It is a purely probabilistic measure which needs to be supported with
the strength of knowledge aspect as well. Since it is a discrete value it may be easy to
communicate but does not provide as much information as a continuous distribution
function can. The gaps in conforming to the fourth risk level of the new risk
perspective also need to be filled.

As a conclusion we may say that, the Petro-HRA complies with the first two levels of the
new risk perspective, however, it needs to be developed further to address the
uncertainty in analysis and conform to the third and fourth risk level.

5.4 MODELLING HFE

5.4.1 Modelling HFE with QRA
The following points provide an insight into the ability of QRA in modelling Human
Failure Events:

1. Traditionally, the QRA does not model the human failure event in detail. In fact it
does not provide sufficient guidance for understanding the human performance and
its effect on the overall risk level.

2. The risk assessment methods available (for example: BORA, LOPA, SIL) mainly focus
on pre-initiating events as opposed to the post-initiating event focus of the QRA.

3. The QRA most of the time considers only the technical barriers with little or no
recognition given to the human and organisational barriers in spite of their
significant role in some of the major accidents in the history of oil and gas industry
all over the world. It also points out to the under-utilization of the past learnings
from major accidental events.

4. Even if the human barriers are included in the assessment studies, the human
performance has always been viewed as a source of uncertainty that affects the overall
risk level negatively only. Such a negative perspective about the human performance
prevents us from looking at the human operator performance as a defence barrier
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which has the capacity of also preventing the initiating event to escalate into a major
accident.

. From the case study of the drilling rig drive-off scenario, it was seen that the original

branch of the Event Tree in QRA, did not model the scenario in detail. Further, it also
combined the tasks of ‘closing the BOP’ and ‘disconnecting the riser’ into a single
operator action. This shows that it did not model the operator action task with
adequate detail. This would give rise to a rather crude analysis of a critical scenario
and lead to underestimated results hiding uncertainties.

It can be concluded that the traditional QRA does not adequately model HFEs and does
not provide clear guidelines for doing so in its framework.

5.4.2 Modelling HFE as per Petro-HRA guidelines
In order to address the shortfalls in modelling HFE in QRA, the Petro-HRA provides
with detailed guidelines for this purpose. The following points highlight the features of

improved HRA guidelines in modelling the HFEs.

1.

The Petro-HRA guides the risk analyst to make use of the expert knowledge,
workshops, direct interaction with control room operators and documental reviews
to breakdown the operator tasks to cognitive and physical sub-steps in the HTA that
are truly representative of the actual scenario in a post initiating event.

. The quantitative data collection step specifically helps the analyst to gather all the

relevant data that can help him in building his model precisely and justify his choices
and assumptions. Also, the systematic documentation of the data enables the analyst
to trace back any non-conformities in the analyses at any point of time.

The HFE modelled in the HRA no longer combine two significant sub steps into a
single branch of the event tree model. This brings into light the significance and
importance of the steps which would have been overlooked otherwise in the original
Event Tree of the QRA.

. By making use of the experience and knowledge of the operator and supervisors, the

analyst can identify the Performance Shaping Factors that can affect the human
performance positively or negatively. This ensures that human involvement and
human performance in the operational phase is also viewed as a consequence
reducing barrier that is also capable of preventing an accident from growing.
Therefore, the HFEs are established in the appropriate context and in line with the
QRA scope of post-initiating event analysis.

. The HRA also focusses on only a few relevant scenarios from the vast spectrum of

HFEs that can take place at the installation. This limits the scope of the assessment
and allows the analyst to focus exclusively on a few critical events only.

. The HRA also identifies the external factors such as the operating environment,

physical layout of the plant, atmospheric conditions, geographical location, etc. and
their impact on the human performance. The detailed analysis may further reveal
overlooked aspects of the poorly described scenario under investigation.
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7. Since, all the subsequent steps in the HRA will be affected by level of detail to which
the task analysis has been carried out, the HEP estimation will depend on the HFEs
and their description.

All the above mentioned points point out towards the improvements in modelling HFEs
that can be achieved by incorporating the HRA guidelines in the QRA assessment.
However, there also certain uncertainties present in the HRA methodology that need to
be highlighted and addressed. These uncertainties have been presented in the
subsequent section.

5.4 DATA REQUIREMENTS

Dougherty (1997) says that human performance or the events deemed as human errors
must be at least partially stochastic in nature or otherwise a quantitative HRA may not
be possible. This human performance produces random chance events called human
failure events, whose variability is significantly observable. Such a process is called
stochastic and therefore we can say that HRA requires that this stochastically variable
process to be captured within a mathematical framework. However developing such a
mathematical framework purely by the way of expert judgement may not be accurate or
fully representative. It needs to be supplemented by quantitative and qualitative data.
The HRA requires data at various stages and these have been presented below:

1. Fundamental to establishing the basis of human error and its estimation, the data
requirement is a necessary prerequisite. The significant emphasis on describing the
‘context’ while carrying out HRA gives rise to the demand for detailed tasks. This has
also been highlighted in the Petro-HRA guidelines where the first step of establishing
the context of HFEs is followed by the need for data collection.

2. As Kirwan, Gibson, & Hickling (2008) mention, the SPAR-H methodology focusses
on the PSF approach where the scenarios are assessed keeping in mind how these
PSFs can affect the human reliability. This method makes use of key PSFs in human
error assessment and error reduction techniques. This requires reliance on a
combination on expert judgement and data about these scenarios from industrial
sources.

3. The quantification of human error correctly and comprehensively is based upon
identifying the errors in the first place. To achieve this, the Petro-HRA recommends
the SHERPA (Embrey, 1986) error taxonomy for human error identification. This
taxonomy allows structured evaluation of error modes, consequences, recovery
opportunities and PSFs (Bye et al., 2017). This also requires data to estimate the
likelihoods and probability calibrations.

4. Development of risk model requires an understanding of the system in terms of the
dynamics involved and the task complexity which is directly dependent of the data
available specific to the industry and the critical tasks.
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5. The risk model needs to be calibrated and tested against the real world scenario to
assess its prediction accuracy and reduce the model uncertainty. This points out to
the data quality and its relevance. The generic data may not be useful directly in such
cases and may require normalizing to achieve results that are representative and
plant specific.

6. Simulation techniques such as Monte Carlo simulations have become popular over
time because they help in overcoming the problem associated with using generic data
and can be manipulated to suit the customized requirements. However, they are also
heavily dependent on data to begin with. This data can be captured through the real-
time investigation and data collection of the operator performance by means of
sensors and logical controllers.

Because of this heavy requirement and reliability on quality data that is usable and helps
in ensuring the estimation accuracy of risk models, the HRA suffers from the problem
of lack of availability of enough data. Further, one will also require advanced estimation
techniques to be able to use such data once it becomes available. This provides us with
excellent opportunity to make use of digital technology to find solutions to our data
related problems.

5.5 DISCUSSION ON HRA GUIDELINES

After discussing at length about all the benefits that can be achieved by incorporating
the Petro-HRA guidelines in the QRA analysis study, we shift our focus towards the
uncertainties and limitations associated with Petro-HRA guidelines that requires
attention.

5.5.1 Practical Limitations
The following practical limitations have been identified while carrying out the HRA as
per Petro-HRA guidelines:

1. Data availability: The Petro-HRA faces one of the biggest practical limitation in
terms of data availability. Since the Petro-HRA is a fairly new framework of
guidelines, it will take some time before an adequate mechanism is setup in place
that maintains a database that captures and updates data regularly.

2. Data Updating: The QRA is usually conducted at all phases of the project starting
from the design phase with changing level of granularity, there is a possibility that
the choices, assumptions and simplifications underlying the QRA/HRA assessment
that were valid initially may no longer be justified through the course of the
assessment. This may happen because of certain system changes and design
deviations that may be encountered during the actual operational phase. This calls
for the need of a more frequent updating of the QRA assessments which may not
feasible without the use of digital solutions.
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3. Data Quality: Along with the lack of availability of data, the Petro-HRA also suffers

from the problem of ensuring the data quality. In order to get accurate estimations
and develop models that are a close representation of the real world HFEs installation
specific data is required. Also ensuring the reliability and quality of this data is a big
challenge currently because of lack of a homogenous and robust reporting
mechanism across the industry.

Underutilized data: As it was observed in chapter 3 that the PSA requires all
companies to report incidents of injury and accidents to it for the RNNP project, the
data actually reported may be far less than the actual observations. In turn, the
companies maintain a larger installation specific databases that is underutilised and
not shared within the industry. This underutilised database has a huge potential to
be used for the HRA analysis and can help in developing improved models if
employed adequately. However, gaining access to this database is a practical
limitation in itself that may need to be addressed sometime in the future and
currently it falls beyond the scope of this study report.

5.5.2 Uncertainties in modelling HFEs

The following uncertainties were found in the Petro-HRA methodology:

1.

Testing criticality of assumptions: The Petro-HRA guideline requires the risk
analyst to report the justification of assumptions, choices and simplifications to be
documented systematically at each step and reported along with the results of the
analysis to the decision maker. However, there is no clear guideline and emphasis on
testing the criticality of these assumptions that may change over time and have an
impact on the risk numbers.

. Quantification of model uncertainty: The structure of the risk model developed

for capturing the HFE may hide uncertainties that need to be captured in the form
of model error. The Petro-HRA does not guide enough in this aspect which is critical
to the new risk perspective and can lead to underestimation of model results.
Moreover, the model parameters are also accompanied by epistemic uncertainties
due to the lack of knowledge of the risk analyst or lack of data. This also needs to be
captured in the model error, which is currently lacking in the Petro-HRA guideline.

Model Input and Output uncertainty: Any model is as good as the reliability of its
input. In other words, the principle of ‘Garbage in and Garbage out’ needs to be kept
in mind while choosing the model inputs and model structure. The Petro-HRA
method has been incorporated from the SPAR-H method developed long back for
the nuclear industry that has a sufficiently large developed database by now to
evaluate its model inputs and outputs for uncertainty. However, the same model
structure and choice of inputs and output parameters may not be usable by Petro-
HRA to be applied in oil and gas industry and will need a solid framework which
guides the analyst to capture this uncertainty.
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4. Strength of Knowledge assessment: The strength of knowledge is critical to
justifying the validity of results and choices incorporate during the analysis. While
Petro-HRA reports the uncertainty only as probability, it does not suitably assess the
strength of knowledge aspect adequately.

5. Multiplier defined as a step function: The multipliers of the corresponding PSFs
are crucial in estimating the HEP which captures the risk associated with human
performance. The HRA approach is based on the non-linear time dependence of risk
such that the risk of human error increase with time in a non-linear fashion. This
forms the fundamental behind deciding the shape of the curve of PSFs. However
contrary to this, the multipliers are defined as a step function which may increase or
decrease suddenly at the particular boundary value of that range and remains
constant at all value throughout that range. This problem of increased uncertainty is
due to the discrete nature of multipliers which are reflected in the HEP estimations.

6. Choice and Inter-dependence of PSFs: The human error modelling assumes that
the PSFs are independent of each other and have no effect on each other. However,
this assumption can cost the analysis heavily in terms of uncertainty of results. It can
be logically deduced that PSFs may be dependent on each other. For example, after
the alarm, that notifies the operator of initiation of a drive off scenario, has been
raised automatically the operator may experience stress. This stress is dependent on
the time available to operator to take emergency actions and increases as the
available time decreases. Hence, assuming that the stress PSF is independent of time
can lead to misleading value of HEP.

7. Model testing: Model testing is a step in any assessment because it ensures the
relevance of the model in fulfilling the objective of the assessment. A model testing
ensures that the model error fall within acceptable range and that the results can be
used for decision making with sufficient confidence. Model testing also helps in
providing feedback for improvement of model structure, parameter relationships and
model precision, subsequently opening up a way to test the model assumptions
regularly as well. However, the Petro-HRA does not throw light on this aspect of
model testing.

It may not be possible to address these limitations and uncertainties of Petro-HRA
guidelines all at once because of the guideline being developed quite recently and
requiring a more developed structure in place before it can be altered for improvement.

However, it is possible to address some of these limitations by making use of digital
solutions and these have been targeted in the following chapter.
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CHAPTER 6 IMPROVING HRA WITH DIGITAL
SOLUTIONS

In the previous chapter we studied the Petro-HRA guidelines for human reliability
assessment. We also know that the Petro-HRA has been adopted from the SPAR-H
methodology developed for the nuclear industry and this has been modified to suit the
needs for oil and gas industry. After discussing the improvements that can be achieved
by applying HRA integrated QRA we also found certain limitations and uncertainties
associated with the Petro-HRA guidelines. We will begin this section by understanding
what is meant by digital solutions and how they can benefit us. Later we will move on
to look at the challenges and limitations which we will try to solve with the help of
digital solutions. Finally we will discuss the framework of an improved Multiplier Model
as the digital solution, its benefit and challenges for solving the limitation in HRA
guideline.

6.1 INTRODUCTION TO DIGITAL SOLUTIONS

As mentioned by Aron (2012), Digital Strategy is a form of strategic management and a
business answer or response to a digital question. Digital Solutions are a part of the
digital strategy that is often characterised by the application of new technologies to
existing activity with a focus on enabling new capabilities in the existing business. The
process of adopting the digital solution is called digitisation. There have been numerous
advancements in digital technologies in the form of broadband connectivity, wireless
mobility, cloud computing, sensors, etc.

Friedrich, Grone, Koster, & Merle (2011) say that there are various ways in which an
industry can achieve digitization such as digitized industrial transactions, digital
platforms/ tools for improving the internal value chain, digitized industrial output for
better delivery of products and services and fundamental infrastructure (example:
computing abilities, connectivity, etc.) supporting all the above.

Shaw (2014) says that the computing power currently doubles every 18 months which
enables us to solve a problem thousand times faster than conventional methods ever
can. The advanced computer algorithms replace the need for acquiring expensive
machinery to handle large amount of data. Further, the advanced methods available to
link the datasets coupled with creative data visualisation techniques enable humans to
see hidden data patterns, find associations, analyse huge datasets, etc. like never before.

Unsurprisingly, using this similar technology, giants like Amazon and Netflix are able
to suggest purchase suggestions for each individual customer by studying the
purchasing pattern and behaviours. However, the biggest breakthrough comes in the
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form of the universal nature of these tools which can be applied across any discipline,
however disparate they might seem.

Friedrich et al. (20m1) say that the pervasive adoption of a wide variety of digital, real-
time, and networked technologies enable companies, governments, and machines to
stay connected and communicate with one another, gathering, analysing and
exchanging massive amounts of data on all kinds of activities and the economic and
societal impacts those activities will have. As the digitisation trend grows by the day, it
is the responsibility of each industry and its top leaders to build the right capabilities to
maintain relevance in the digitized environment.

6.1.1 Digitization in oil and gas sector

Moriarty, O’Connell, Smit, Noronha, & Barbie (2015) say that oil and gas industry has
been digitised for long now. However, the oil and gas industry has implemented
advanced digital solutions in plant monitoring and control but lacks in many other
areas. So, we need to be aware of the areas of strength and areas requiring
improvements. The steep decline in oil prices has led to capital expenditure cuts, layoffs,
project halts, etc. Gartner (2014) says that in spite of the declining oil prices, there is a
business need to improve efficiency to achieve long term survivability. Even a recent
report by Accenture (2016) says that despite the low oil prices, majority of oil and gas
industries will continue investments in digital technologies over 3-5 years. Figure 25
shows the areas of current and future investments in digital technology in the upstream
oil and gas sector. It can be seen that big data/analytics has the maximum share of about
38% of the planned investment in the next 3-5 years. This may suggest that currently a
lot of data is being logged but the oil and gas industry lacks in utilising this for
improvement. Therefore, the industry has started to improve in this area with the help
of IoE.

+10% %

22%

Big Data/ Mobile Robotics Artificial Wearable Collaboration
Analytics devices & drones intelligence technology & social tools

M Investing Today Investing over the next 3-5 years ".,_-l Top areas of focus over the next 3-5 years 4 Fastest areas of growth over the next 3-5 years

Figure 25 Upstream oil and gas Digital Trends survey done by Accenture and Microsoft
(Accenture, 2016)
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Internet of Everything (IoE) is a networked connection of people, process, data and
things that uses the power of internet to improve the business and industry outcomes
(Banafa, 2016). In a report by Moriarty et al. (2015) which summarizes the findings of a
recent survey conducted by CISCSO, highlights that the oil and gas leaders believe that
there is a data deluge created by the Internet of Everything. In order to achieve
maximum business and operational advantage, the companies need to improve the
implementation of IoE by getting more and better data to make the most out of the
connected technologies. Therefore, the leaders named data as the number one driver of
the IoE investment. Such a view of the industry during a time when companies are
competing at low oil prices, points towards an emphasis on escalating development in
data analytics via IoE in the future. Therefore, it is possible to harness all the advantages
of IoE only if the processes are digitised and automated.

The oil and gas sector can benefit from using data analytics and digital technology for
assessing the human performance, identify/reduce uncertainties in analysis and use it
for human error reduction step for enhancing the overall system safety. In our study we
will be focussing on digitisation of data collection process and applying data analytics
techniques to assess the human performance in the post-initiating events of oil and gas
industry. This will set a foundation for future capability building, business advantage,
operational efficiency and achieving better human reliability assessment.

6.2 DEVELOPMENT OF AN IMPROVED SOLUTION

In this section, we will see how we can address the gaps in Petro-HRA discussed
previously by developing a new digital solution. We start by highlighting the challenges
and gaps in the present methodology and their effect on the assessment. Then we will
move on to specifying the assumptions and simplifications which will be used to build
our Multiplier Model under the digital solution.

6.2.1 Problems being addressed

In chapter 5 we saw, that the Petro-HRA guideline for conducting a Human Reliability
Assessment that aims at integrating with the QRA by providing input to its Event Tree
model. The initial scenario description table of the HFEs defined by the QRA, captures
the clarifying assumptions, uncertainties, boundaries of scenario, potential human
errors, consequences of errors and PSFs. The HFEs are assessed in the HRA by beginning
with creating a HTA. The HTA is expanded by adding details from data gathered during
workshops, interviews and operator response and decomposing it into certain number
of sub-levels as is justified as being sufficient by the analyst. Before applying the
multiplier model as a digital solution we will discuss the gaps in the current Petro-HRA
methodology so as to identify the specific gaps that require attention.
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The following limitations and problem in the current Petro-HRA guidelines are being
addressed in the digital solutions in order to improve the risk analysis in the operational
phase:

Discussing the gap in methodology

Continuing with the drilling rig drive-off scenario taken from the Petro-HRA guidelines,
we will be focussing on the HFE of ‘Failure to prevent wellhead damage by
disconnecting from well’. This operator performance of task of manually shutting down
all the active thrusters is crucial for the safe disconnection of the rig to prevent any
damage to the rig or equipment. We have utilized data from the PSF summary sheet
from the case study in Petro-HRA guidelines (Bye et al., 2017).

Petro-HRA PSF summary worksheet
Plant/installation Mobile Offshore Drilling Unit | Date ‘ 17.03.16
HFE ID/code 1.0
HFE scenario Fast drive-off
HFE description Failure to prevent wellhead damage by disconnecting from well
HFE sub-event Failure to detect abnormalities in rig behaviour (i.e. initiation of drive-off)
Analysts Sondre @ie, Claire Taylor
HEP HEP =0.01
PSFs PSF levels Multiplier | Substantiation. Specific reasons for selection of PSF level
Available time Extremely high negative HEP=1 Time available will not have a negative influence on detecting
Very high negative 50 the drive-off itself.
Moderate negative 10
Nominal 1 See “Human-machine interface”.
Moderate positive 0.1
Not applicable 1
Threat stress High negative 25 At this stage the DPO will not have started to experience any
Low negative 5 stress, and stress is not considered to have a negative effect
Very low negative 2 on any of the detection actions.
Nominal 1
Not applicable 1
Task complexity Very high negative 50 While the initial cues for detecting the drive off are somewhat
Moderate negative 10 vague (hearing thruster sound, visual alarms with no sound),
Very low negative 2 these factors are accounted for in the HMI PSF.
Nominal 1
Moderate positive 0.1
Not applicable 1
Experience/training Extremely high negative HEP=1 The DPOs do not train directly on this type of drive-offs, but
Very high negative 50 they are well aware of which cues may indicate a drive-off.
Moderate negative 15
Low negative 5
Nominal 1
Moderate positive 0.1
Not applicable 1
Procedures Very high negative 50 The operating manuals contain adequate information about
High negative 20 drive-off alarms and warnings.
Low negative 5
Nominal 1
Low positive 0.5
Not applicable 1
Human-machine interface | Extremely high negative HEP=1
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Very high negative 50 The warnings and alarms triggering the DPO to diagnose the
Moderate negative 10 event as a drive-off are, by themselves, clearly communicated.
Nominal 1 The challenge with shallow water is that their settings do not
Low positive 05 allow early detection. Instead the DPO have to rely on less
Not applicable 1 obvious cues, such as thruster sound. This makes the time
available to disconnect the rig short (influence accounted for
in HFE ID 4.0 and 5.0).
Adequacy of organization Very high negative 50 Adequacy of organization is not considered a performance
Moderate negative 10 driver for this event/ task step.
Nominal 1
Low positive 0.5
Not applicable 1
Teamwork Very high negative 50 The event/ task step is only carried out by the DPO on watch.
Moderate negative 10 It is standard procedure that performing the disconnection is
Very low negative 2 the on-duty DPOs responsibility.
Nominal 1
Low positive 0.5
Not applicable 1
Physical working Extremely high negative HEP=1 The physical working environment on the Bridge is acceptable
environment Moderate negative 10 and according to NORSOK standards.
Nominal 1
Not applicable 1

e Uncertainty in PSFs: The human error modelling as suggested in Petro-HRA
guideline assumes that the various PSFs chosen are independent of each other and
have independent effect on the HEP value. However, due to high time pressure,
operator may take irrational, hasty, uncontrolled actions or may be unable to perform
any action altogether within the available timeframe. This suggests that stress and
available time PSF are logically not independent of each other.

e Model uncertainty Quantification: The current Petro-HRA guidelines do not
quantify the uncertainty related to model parameters and HEP estimations
adequately.

e Subjective sensitivity to multipliers: From the current Petro-HRA suggested
methodology, it can be seen that the analyst has taken the nominal value of each PSF
level while estimating the HEP. The PSF influence on the HEP has been defined in the
SPAR-H methodology as per the effect shown in figure 24. In this figure, the nominal
human error rate lies at the junction point between the stronger error causing effect
and stronger performance enhancing effect of the PSF. As it can been seen from the
figure 26, as the performance enhancing effect of PSF increases, the human error rate
tends towards the lower side, typically in the range of 107°. On the other hand the
stronger error causing effect of PSF increases the human error rate towards the value
of 1.
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Figure 26 HEP as a function of PSF influence. (Gertman, Blackman, Marble, Byers, & Smith,

2005)

However, this figure does not clearly indicate whether the human error rate varies
linearly or non- linearly with the PSF. This is due to multipliers which have been
defined qualitatively based on subjective judgements and qualitative assessment, as
mentioned in the Petro-HRA guidelines. Deducing this relationship by subjective
interpretation due to lack of availability of data is affected by the strength of
knowledge and effect of assumptions. This subjective interpretation can become a
source of uncertainty in the HEP estimation.

e Multiplier as a step function and binary nature of data: Figure 27 shows the table
of various levels of ‘available time’ PSF that has been defined in the Petro-HRA, where
each level description is a justification for assigning the corresponding multiplier
values. In other words, the multiplier is a weightage given to the PSF level depending
on the severity of its impact on the human performance.
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Time

Muitipliers Leveis Level descriptions

HEP=1 Extremely high negative effect on Operator(s) does not have enough time to
performance. successfully complete the task.

50 Very high negative effect on performance. The available time is the minimum time

required to perform the task or close to the
minimum time to perform the task. In this
situation the operator(s) has very high time
pressure or they have to speed up very much
to do the task in time.

10 Moderate negative effect on performance. The operator(s) has limited time to perform the
task. However, there is more time available
than the minimum time required. In this
situation the operator(s) has high time
pressure, or they have to speed up much to do
the task in time.

1 Nominal effect on performance There is enough time to do the task. The
operator(s) only has a low degree of time
pressure, or they do not need to speed up
much to do the task. When comparing the
available time to the required time the analyst
concludes that time would neither have a
negative nor a positive effect on performance.

0.1 Moderate positive effect on performance. There is extra time to perform the task.

In this situation the operator(s) has
considerable extra time to perform the task
and there is no time pressure or need to speed
up to do the task in time.

1 Mot applicable. This PSF Is not relevant for this task or
scenario.

Figure 27 Levels and multipliers for available time PSF (Bye et al., 2017)

However, the multiplier is defined in the form a step function, such that the multiplier
jumps abruptly between two levels as a discrete value. For example, when the PSF level
jumps from a moderately positive effect on performance to a nominal effect on
performance, the multiplier grows by a factor of 10 from o.1 to 1. This is a source of
uncertainty because of the binary nature of data. Also, the interpretation of moderately
positive and nominal effect on performance is subjective in nature due to lack of
quantification. The Petro-HRA is currently unable to quantify the uncertainty in
estimating the PSF values by employing the use of multipliers. Also, an effect of
performance that lies somewhere between two adjacent PSF levels cannot be
adequately accounted in the multipliers.

e Discrete nature of HEPs :The HEP is calculated as per Bye et al. (2017):
Human Error Probability (HEP)
= 0.01 * Time multiplier * Threat stress multiplier
* Task complexity multiplier * Experience multiplier
* Procedure multiplier * HMI multiplier * Teamwokr multiplier
* Working environment multiplier

The nominal HEP is 0.01 when all the PSFs are at a nominal level. The discrete nature
of data variable renders the current methodology unable to differentiate between HEP
value of 1 and 0.99 and can cause interpretation problems and lack of sensitivity in the
model. Also, since the PSFs are multiplied as per the equation given above, the
uncertainty in PSF multipliers will also be subsequently multiplied resulting into an
error of large magnitude.
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Therefore, the uncertainties related to model, subjective sensitivity to multiplier, lack
of quantification of model error, binary nature of data and multiplier step function add
towards an increase in the uncertainty of HEP estimation. These gaps in the current
methodology for HRA point towards the need for improvement. Hence, we will discuss
the assumptions and simplifications in the next section, which will form a base for
developing our improved Multiplier Model aimed at addressing all these gaps.

6.2.2 Important assumptions and simplifications

We will build upon the example scenario of drive-off of drilling unit presented in the
previous chapter to illustrate the suggested solution. This has been done so that we can
compare and gain insights on the results achieved through our suggested method with
the original methodology suggested in Petro-HRA guidelines.

In order to facilitate the development of an improved Multiplier Model for the PSFs, a
number of assumptions and simplifications have been made. It is important to report
these simplifications and assumptions along with the results of the analysis, so that the
decision maker is fully aware of the uncertainties that may be introduced by these. The
simplifications and assumptions are as follows:

1. It has been recognised and acknowledged that human performance can either cause
or prevent an accident from occurring. Humans can play a role in either pre-initiating
event or post-initiating event. However, we will restrict ourselves from diving into
the part where human activity can cause an accident as it falls beyond the scope of
this study. We will focus on assessing the human role in a post-initiating event
accidental scenario, both as being able to affect the HEP level positively and
negatively.

2. In this suggested solution, only the ‘action’ tasks are considered and as per SPAR-H
methodology recommendation, the nominal value of the HEP is assumed to be o.01.
However similar approach can be extended to the ‘diagnosis’ tasks as well by
employing the nominal HEP as o.001.

3. The eight PSFs chosen are in accordance with the PSFs specified in the SPAR-H
methodology. These have been defined as per Petro-HRA guidelines as:

e Available time: After an initiating event takes place, the time for safety
systems and barriers to perform their intended function is limited. If the
activation/functioning of these barriers is dependent on the operator
action, then time duration available to operator is called the available
time.

e Threat Stress

e Task Complexity

e Experience/training

e Procedures

e Human-Machine Interface
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e  Working environment

e Teamwork

The team work PSF is assumed to be not applicable in the current HFE scenario of
‘Failure to prevent wellhead damage by disconnecting from well’ as the steps are to
be performed only by the Dynamic Positioning Operator alone.

4. We have relied on the Timeline Analysis presented in the Petro-HRA drive off
scenario to produce the distribution of ‘Available Time’ PSF with respect to the
operator activity. The Stress PSF is fitted to the available time variable based on
logical reasoning. However, the actual stress levels experienced by the operator may
differ considerably.

5. Gertman et al. (2005) define the nominal value as a value that is supposed to contain
all small influences that can contribute to errors on a task that are not covered by the
PSFs. The nominal value in Petro-HRA for all tasks is 0.01, which means that a task
fails 1 out of 100 times. The range of nominal values assigned to each PSF can change
depending on the criticality of HFE being assessed. However, the nominal range for
the current scenario has been chosen based on logical deduction and discussions.

6. All the PSFs have been scaled from o0-100 and assumed to increase non-linearly with
a continuous distribution. The scale can be thought of as a rating obtained from
surveys with:

o: the worst possible rating

100: the best possible rating

7. If one (or more) PSFs has the value of HEP = 1, then the HEP for the whole task is
set to 1 regardless of any other PSFs’ multiplier. This PSF is regarded as a strong
performance driver that will cause the task to fail for sure. In other words, the
extremely high/negative level in any of the PSFs’ level is captured as HEP = 1. This
is in accordance with the SPAR-H methodology which assumes that human error is
inevitable in this case.

8. The model filters out higher generated values and utilizes only the HEP < 1 values.
The higher values of HEP is ignored as they signify that the human error is inevitable
in those cases and require immediate rectifications. Further assessing them is beyond
our scope because HEP > 1 violate the laws of probability.

9. The sampling window has been restricted to the nominal values only, to be able to
compare with the corresponding value of the current methodology of the Petro-HRA.
However, this sampling window can be changed as per need.
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10. The values have been generated using the data generator function in-built in the R
programming language for statistical modelling. Also, each generated value is
independent and identically distributed as per the Monte Carlo Simulation technique
which has been applied in this model. However, this assumption may not hold true
in the real scenario.

6.2.3 Data Simulation Method
We have chosen Monte-Carlo Simulation for our solution model. The Monte-Carlo
Simulation has been chosen because as per Wade (2016):

o It is a widely accepted simulation technique and simple to apply.

o It helps us in developing random sequences of scenarios that fit predetermined
characteristics from a spectrum of good, bad and extreme scenarios.

e It can be used to characterise uncertainty, test the model and assess its feasibility.

e We can increase the number of simulations depending upon the required level of
precision, without requiring additionally expensive machines to handle it.

e This method can also generate values from historical data by randomly drawing
values from past data or simulating values from a statistical distribution that closely
represents our scenario. This makes it a versatile method.

6.2.4 Digital Solution Framework

The digital solutions presented in this section tries to address the problems states in the
previous section. It can be recalled that in chapter 5 we identified data requirement as
a challenge in modelling HFEs into a mathematical framework that facilitates
quantification. To fulfil this data requirement, this digital solution proposes making use
of all the available data sources identified throughout the research along with some
additionally suggested sources. In chapter 3, we suggested that survey/questionnaires
are suitable for capturing human behavioural elements but needed improvements in
terms of the collecting measurable data. Also, the risk indicators of working
environment could capture installation specific data with the help of sensors. This
digital solution suggests using the data captured by these activity indicators as one of
the inputs sources after some changes are made in the way these indicators
collect/process data. The data from these improved indicators can be subsequently used
for defining the shape of the PSF functions. All these have been discussed in the digital
solution presented below.
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Figure 28 Outline of the proposed digital solution

The figure 28 is the outline of the proposed digital solution in order to improve the HRA

in the operational phase with the help of digital solution. The solution makes a

combined use of various digital technologies available currently. The digital solution

consists of four components. These have been discussed and explained below:

1. Input: The input to this model is the data collected through various sources by using

digital means such as:

Online Surveys/Questionnaires: It was concluded in Chapter 3, the Survey and
Questionnaire can be a suitable indicator for capturing human behavioural
elements. As Sue & Ritter (2011) mention, these surveys can be used for
explanatory research which can help us in gathering empirical explanation for
the phenomenon of human error, direction and relationship between various
variables (PSFs and HEP). As has already been suggested, the questions designed
for the survey are targeted to facilitate the quantification of those factors, which
are being assessed qualitatively till now based on subjective interpretations of
the analysts.

Many easily accessible software can be used for designing the survey forms,
collecting responses, collating information and presenting the data it in a
measurable format for further analysis. For our purpose, the surveys can help us
in collecting installation specific quantitative data about PSFs such as Procedure,
Task Complexity, Human and Organisational Factors, Teamwork, Operator
training/experience level. The survey should be conducted among the
installation operators and supervisors who are asked to rate these PSFs on a
rating scale of 0— 100 depending on their perception of the level of
negative/positive effect these have on their performance. The digital surveys
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have immediate benefits in the form of increased response rate, increased
feasibility of regular surveying, effectively updating the survey questions, easy to
collect and process responses with minimum error, reduced surveying time and
reach a wider surveying population in a relatively inexpensive manner.

Sensor data: The introduction of sensors in the operator room can provide us
with a variety of information about the factors affecting human performance
after an imitating event has taken place. The following digital sensors can be
fitted in the operating environment of the operator:

e Stress monitoring sensor: Yoon, Sim, & Cho (2016) present the use of a
wearable human stress monitoring sensor patch that captures operator stress
levels by integrating the signals of skin temperature, skin conductance and
pulse rate. This sensor captures the physical and psychological stress signals
in real time.

e HMI/motion monitoring sensor: RIF (2017) presents the use of digital
sensor technology for analysing manual work processes for obtaining
findings about human-machine interactions. This is done by capturing
human motion through employing 3D motion trackers which can live-
stream the human kinematic data related to posture recognition, motion
segmentation and activity level recognition. This also provides an option for
carrying out simulations of human-robot collaboration type hybrid work
processes.

eDigital Timers and Counters: The digital timers and counters can be used
for capturing the time taken by operator during various subtasks and the
frequency of carrying out certain critical tasks. This information can be used
to construct an accurate time-line analysis.

Working environment sensor data: In chapter 3, we concluded that the
indicator of noise, chemical working environment and ergonomics can also be
used as indicator for capturing some of the operator working environment
elements that help in shaping the human performance. The data required for
these indicators can be captured with the help of digitalised sensors. As per
Shelton (2015), the ‘Digital Data Logging Sound Level Meters’ can be used to
measure, process and capture all the required parameters simultaneously with
regular logging of data. Tao (20m) lists various types of Nano sensors that can
capture allergenic particles, exhaust gases, volatile compounds, hydrocarbon
releases and provide real time exposure level data that can be stored.

Internal Database of companies: (Falck, 2016) mentions that only a fraction of
operational data logged by the companies is used for decision making. With the
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help of sensor and data processing technologies, this data can be used for online
condition monitoring and can help in making risk-informed decision making.
Further if these internal databases can be combined, collated and formatted in a
uniform way, it can benefit all the companies in the industry through data
sharing.

2. Database Management

The management of all the data collected from the digital inputs requires
infrastructure and software, which can be met through Cloud Computing. Armbrust
et al. (2010) define cloud computing as both the applications delivered as services
over the internet and the hardware and systems software in the data centres that
provide those services. The data centre hardware and software is called cloud. ‘Private
cloud’ can be used by building internal data centres of business and companies with
construction at low-cost locations. However, for our purpose we can purchase ‘utility
computing’ services provided by various Cloud Providers. The figure 29 shows this
relation between users and providers of cloud computing services.

The utility cloud computing minimizes the requirement for building large-scale data
centres, electricity, infrastructure, network bandwidth, software and hardware
availability. With the help of cloud computing we can digitise the process of data
collection, collation, data organisation and management. Further, we can also
employ cloud computing for data processing through a software.

- -

Utility Web
computing applications

Figure 29 Users and providers of cloud computing. (Armbrust et al., 2010)

3. Processing Software

After collecting relevant data from various sources, this data needs to be processed with
the help of an algorithm based software. This algorithm is based on a Multiplier Model
which is an improvement to the original guidelines presented in the Petro-HRA. The
new model is needed to address the problems of binary nature of data, subjective
interpretation of PSF multiplier level, lack of quantification of model uncertainty and
uncertainty introduced due to discrete nature of multiplier function. With advanced
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programming skills, this processing software can be develop din such a way that it can
facilitate online monitoring of the PSF levels, indicators and sensor readings in real time
along with frequent updating of newly obtained information. Since the complete
development of the solution falls beyond the scope of this study, we have focussed on
only on developing the Multiplier Model in the following section.

4. Output

The output from the Multiplier Model is the HEP, which is used as an input to the QRA
event tree model. This output is in the form of a continuous distribution function which
can be communicated to the management through a histogram or graph. The software
allows us to report the uncertainty in various parameters such as PSF levels, nominal
HEP values, time estimates, etc. by using advanced inbuilt statistical functions. We can
also conduct a sensitivity analysis by observing the extreme negative effect of each PSF
level on the HEP value.

6.3 THE MULTIPLIER MODEL

The digital solution framework presented in section 6.2, processes data through an
algorithm based software. In this section we will be focussing only on the algorithm
description of Multiplier Model of the suggested digital solution, which has been
suggested as specific solution. This Multiplier model is a systematic model for data
processing which converts the discrete PSF multiplier step function into a continuous
distribution function with the help of input data and estimates HEP by incorporating
Monte Carlo Simulation technique.

This model can process large amount of data in a short amount of time and also help in
data visualisation through means of graphs and histograms. The coding for this model
has been done in a versatile programming language called R which has been developed
specifically for handling statistical modelling. The programming software is available
without any cost and comes with advanced packages that can be used to carry out
advanced simulations and data visualization.

The following steps have been carried out for building the Multiplier model algorithm
in R programming environment:

1. To address the binary nature of data and subjective interpretation related issue of
PSFs’ multipliers, the multipliers of Task Complexity, Experience/training, Procedures,
HMI, Working environment and Teamwork have been fitted to a rating scale (0-100).
Additionally for specifying the ‘Available time’ PSF and ‘Threat stress’ PSF, the timeline
analysis is utilised such that the multipliers have been fitted on a scale of 1-60 seconds
for this example case. However, the time scale will change with each scenario being
investigated.
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2. In order to fit the data, the rating/time is plotted on the x-axis while the multiplier
value is plotted on the y-axis. The rating/time range is split into desired number of sub-
range classes and the higher value of that range class is assigned a multiplier value. For
example this has been shown for the ‘Available time’ PSF multiplier in the table 5 below:

Table 5 Available time and multiplier data points

Range | X= Upper value of
(Seconds) | Available Time | Y= Multiplier

60-49 60 0.1
50-39 50 0.8
40-19 40
20-14 20

15-7 15

8-4 8 20

5-1 5 25

This splitting of range into various smaller sub ranges is done to develop the continuous
function based on this data. The range can be split into more number of even smaller
classes which will help in increasing the fit of the data to the function line. As the
available time to the operator decreases, the PSF multiplier increases indicating an
increased negative effect on the performance. However, this does not happen linearly.

3. For development of the distribution function, the data points described above are fed
into the software to deliver the parameters of the best fitting line to a power law
distribution function. The power law distribution function is defined by (Easley &
Kleinberg, 2010) and (Clauset, 2011) as a special type of distribution function where value
of y is dependent on some power of input x, which is mathematically defined by:

p(x) = Cx™® forx = Xmin
Where C and a are parameters for the function and the distribution is only valid for

a > 1. This suitable choice of continuous distribution in our case because it adequately
represents the non-linear and almost exponential positive increase in multiplier level
with a decrease in rating/time. This fitted distribution function of ‘available time’
multiplier is shown in figure 30.
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Figure 30 Multiplier with respect time available time plot where X-axis = available time and Y-
axis (seconds) = multiplier.

4. The distribution for all other PSF multipliers is generated as per the step numbers 2
and 3. For example the distribution for ‘Experience/Training’ multiplier is shown in
figure 31 where the training multiplier is plotted against the rating scale of 0-100.
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Figure 31 Plot of Training multiplier vs. rating. X-axis: rating and Y-axis: training multiplier

5. Unlike the original methodology of Petro-HRA which specifies a single value of 1 to
be the nominal value of PSF multiplier, we have for this case assumed the nominal value
to be within a range of 0.1-1 which corresponds to a range of 40-60 seconds of available
time and threat stress. On the other hand, the nominal values of the rest of the PSF
multipliers lie along the range of 40-60 rating. With the help of Monte Carlo Simulation,
random value of ratings and time are generated within the nominal range. These values
are fed into the corresponding multiplier distribution function to calculate the
multiplier for that PSF. Each set of generated values of 8 PSF multipliers, forms one
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dataset or observation to be used for estimating HEP. For our example, we have
generated 10° datasets.

6. The HEP is estimated by multiplying nominal HEP (= 0.01) with all the 8 multipliers
within that dataset. From 10° datasets we get an estimate of corresponding 10> HEP
values. Among these values, we keep only the observation of HEP <1 and their
corresponding datasets.

7. The plot of the observations of HEP can be made either with respect to the rating or
the available time variable. The figure 32 shows the plot of HEP w.r.t the available time
in the nominal range (40-60 seconds).
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Figure 32 Plot of HEP with respect to tsam= Available time sample (seconds)

An expected value of HEP within this range is estimated as HEP = 0.00375 and the
figure 33 shows the uncertainty in this value. The uncertainty is quantified as the
standard deviation which is calculated by the software to be 0.00294.
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Console C:/Users/surbh/Desktop/R code Monty Hall problem/ =[]

D . & L e

H<-Thmi (Hsam)
0<-forg(0sam)
WE<-Twenv(WEsam)

NSRS RN

HEP<-Ti*S*C*Tr*P*H*0*wE*(0.01
—rhingd am, HEP)
> sd(HEP
[1] 0.002936239
-

Figure 33 Standard deviation of HEP from the output console of the software.

8. To visualise the effect of increase in the range size of observations on the uncertainty,
we also generate the HEP values for multipliers in the range of 40 — 70 seconds and
40 — 65 rating. The plot of HEP in this new range is shown in figure 34 below.
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Figure 34 Plot of HEP with respect to tsam= Available time sample (40-70 seconds)

The standard deviation of HEP is recalculated for this range as 0.00323 which is an
increase of approximately 10% in the uncertainty band. This can be seen from the
picture 35 which is a snapshot of the output console. Further the increase in the
uncertainty of the HEP can also be visualized from the increase in spread of the scatter
plot of HEP in figure 30 as compared to tighter spread of figure 28 which has a fewer
rogue extreme points.
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Console C:/Users/surbh/Desktop/R code Monty Hall problem/ =[]

P<—fprocedure(Psam)

H<-fhmi (Hsam)

0<-forg(0sam)
WE<-fwenv(WEsam)
HEP<-Ti*S*C*Tr*p*H*0*we*0.01
ff<-cbind(tsam, HEP)
nloti{ffl

> sd(HEP)

[1]1 0.003228907

VOO VY W VY

Figure 35 Standard deviation of HEP within the increased range of observations.

NOTE: As is shown in the figure 28, the digitisation of HEP estimation through
Multiplier Model also provides us with the option of online monitoring of PSF levels,
HEP level and more frequent updating of HEP estimates for emergency requirements
of reporting overall system risk level. This is a direct benefit that can be achieved
through automation of the system.

6.3.1 Comparison of Multiplier Model with the old methodology
The comparison between the new digitised Multiplier Model with the old methodology
has been discussed as follows:

e The suggested Multiplier model produces an expected value of nominal HEP=
0.00375. In contrast, the original methodology produces a nominal HEP value of
0.01 which is almost 2.7 times higher than the HEP value estimated with the
multiplier model. It is important to mention here that we have assessed a situation
where the nominal time is higher than what was defined as the old nominal value.
If we change the nominal value range in the multiplier function for e.g. 20-50
seconds, we may get an altogether different function. In this way we are able to
assess the impact on uncertainty without using a step function multiplier factor of
10 as used in the original methodology.

e The Multiplier model accounts for uncertainty in nominal HEP values by providing
a range of nominal HEP. This range adequately reflects uncertainty in the small
influences that can possibly contribute to errors on the task, not covered by PSFs,
while the original methodology just estimates a point value which fails to account
for this uncertainty.

e The uncertainty in Multiplier Model of HEP has been captured by the standard
deviation. On the other hand, the single point value of nominal HEP=o0.01 in the
original methodology points towards a standard deviation of zero which signifies
that no uncertainty is present in the estimation. This is logically unreasonable given
the number of simplifications and assumptions made during calculation which have
been discussed already in previous sections.
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e The Multiplier model can be extended further to generate confidence intervals of
nominal HEP values. For example, a confidence interval of 0.0020-0.0095 suggests
that the expected value of nominal HEP value lies within this range with a
confidence of 95%. Similarly this range can be expanded to a confidence on 99%.
Such advanced statistical inferences cannot be derived by the original methodology
which lacks quantification of uncertainty.

6.4 IMPROVED HRA WITHIN THE NEW RISK CONCEPT

The following improvements can be achieved through the application of the proposed
digital solution for HRA in the operational phase:

1. Uncertainty addressed:

The digital Multiplier model is a step towards better addressed uncertainty, which has
been the main weakness, addressed in chapter 5, in the current Petro-HRA guideline
due to lack of quantification of data. The new model reports the uncertainty in HEP
estimates through standard deviation, and expected HEP value in a particular range of
available time/ ratings. By increasing or decreasing this range, we can observe an
increase/decrease in the uncertainty levels which has already been demonstrated in the
discussion in previous section 6.2.5. By presenting HEP as a function of available
time/rating, it becomes easier to visualise the uncertainty in estimates when compared
with reporting just a single HEP value without quantified uncertainty values.

2. Flexibility to change and update modelling parameters:

The Multiplier Model requires setting forth a range in the rating scale (0 — 100) for each
PSF multiplier level, depending upon the severity of its effect on the human
performance. However, we have the flexibility of changing, increasing or decreasing this
multiplier range. In fact, splicing up the range into many classes can reduce the
uncertainty and help in obtaining a more accurate PSF multiplier distribution function
as more and more data becomes available.

The problem related to subjective interpretation and binary nature of PSF data has been
solved with this model because of the introduction of continuous distribution functions
of parameters, the shape of which can be initially set by the subject matter experts. Later
on, the newly acquired data from digital means can be used for identifying the actual
shape of distribution curve.

3. Step towards achieving dynamic HRA:

The digital solution involves developing a software which solicits data inputs and
automatically produces outputs through simulations based upon the assumptions,
simplifications, mathematical relationships and rules fixed by analysts that are
encrypted in the algorithm governing the calculations. The system is highly dynamic in
nature because of the option of flexibility, as already mentioned in the previous point.
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Also, the use of real time data logging sensors pave the way towards leading risk
indicators for major accidents. Hence, our digital model can evolve with time and
availability of data, which is a step towards achieving dynamic HRA.

4. Reduced processing time and errors:

By introducing digital processing technologies, we can remove all the computational
errors that can seep while handling large amounts of data manually. Also a reduced
computational time helps us in generating risk reports during emergency situations
quickly and accurately.

5. Targeting more HFEs:

A generic software can be developed which can help in conducting HRA study for more
number of HFEs without the requirement for repeated programming of algorithms for
similar HFEs each time. Such a software would save on time and money.

6.5 LIMITATIONS AND CHALLENGES OF DIGITAL SOLUTIONS

Inspire of all the potential benefits that can be achieved through the digital solutions
proposed, it is also accompanied by several limitations and challenges during its
application. These have been discussed below:

1. Data availability

It has been recognised that the solution being suggested is a data-dependent. However,
the objective of this thesis does not focus on assessing how to overcome the data
availability limitation as it falls beyond our scope currently. However, we do recognise
that this is a major limitation which will need to be addressed before applying this
solution in the practical context.

2. Model Testing

In order to test the prediction and forecasting accuracy of any model, data is required.
The lack of data availability proves as a hindrance in testing the model being presented
as a solution. However, in order to validate and check the reasonability of the result
obtained from our model, we have assessed it against the current methodology’s results
and drawn contrasts and conclusions. It is also possible to test this model in the future
when relevant data is available.

3. Violation of law of probability:

In the current Petro-HRA methodology for estimating the HEP, the PSFs levels are
generally signified by multiplier levels in the range of 0.1 — 50 depending upon the
severity. However, this violates the principle of probability as it can produce HEPs
greater than 1. We recognise this weakness of the model and restrict ourselves to
assessing the values that fall within the principles of mathematics. With the availability
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of data in the future, this weakness of model can be targeted by building normalised
multiplier levels that produce HEP estimates that are compliant with the laws of
probability.

4. Underutilized internal database of companies:

As it was pointed out in chapter 3, most of the oil and gas companies maintain a large
internal operational database that stands underutilized. The problem of collating these
industry wide databases presents itself as a unique opportunity that can be exploited
with the help of digital solution. However, ownership and gaining access to these
databases is a management and administrative issue which falls beyond the scope of
this study.

5. Investment requirements:

Although the proposed solution was formulated by researching for the low cost digital
technologies such as sensors, utility cloud computing services, cost-free programming
software etc., the total implementation cost of this solution may amount to a
considerable investment sum required from the companies for installing elements such
as sensors, digital monitors, electronic components, hardware and software
requirements, digital software training to operators and analysts, etc. In the current
scenario, where the oil prices are at a low level, such an investment might not seem
feasible to the management. Therefore, it will be required to conduct and present a cost-
benefit analysis to the higher management to justify the benefits obtained from
incurring expenditure on such a solution. The cost-benefit analysis falls beyond the
scope of current study.
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CHAPTER 7 CONCLUSIONS

In this final chapter, we will be presenting the main findings throughout the whole
study of the thesis and the inferences derived from them. Finally we will be summarizing
the recommendations for future research and improvements.

.1 INFERENCES

There have been numerous findings throughout the study that have helped in building
up this thesis study. These have been used to derive logical inferences through each
chapter and these are presented in a concise manner below:

1.

The interviews from the leading industrial experts from the operator, consultant
and regulatory company’s perspective revealed that the human reliability assessment
is currently at the developmental stage within the oil and gas industry. Before the
development of the Petro-HRA guidelines, there was no uniform guidelines to assist
the companies in carrying out the HRA studies in the oil and gas industry of Norway.
Because of the lack of standard guidelines, the companies carried out the traditional
QRA analysis for capturing human performance as per internally developed
guidelines which ranged from following extremely divergent methods to not carrying
out the human performance analysis. The lack of measuring uncertainty, under-
utilisation of data and ensuring the quality of data were some of the requirements for
improving the HRA methodology implementation.

. The literature study infers that most of the first and second generation HRA tools

have been developed in the nuclear industry and it has advanced more in developing
the HRA techniques. By acquiring enough database by now, it has enabled them to
test their models. As compared to them, the Norwegian oil and gas industry has just
recently begun applying and developing its Petro-HRA guidelines with SPAR-H as
the basis. Therefore, the Petro-HRA has been established as the main subject of our
study.

It is also inferred from the interviews and literature review reports that in spite
of logging of large amount of data, there is a problem of sharing internal database
among the oil and gas companies because of which it currently remains under-
utilised. This has led to the problem of data access and ownership which falls beyond
the scope of our thesis. This has been a major finding in helping to limit the scope of
the study such that we develop a model which utilised the data in a better manner
assuming that the data becomes available in the future.

. The study of the risk indicators in their ability to capture the human performance

reveals that the Survey/Questionnaire and risk indicator of noise, chemical working
environment and ergonomics are the most suitable risk indicators for capturing some
of the human behavioural element. These have been suggested to be utilised further
in the improvement of the HRA framework in the digital solution framework.

. A study of numerous investigation reports of the past major accidents helped in

understanding the role of human performance in escalating the initiating event to a
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10.

major disaster. Through the discussion already presented, it can be inferred that as
per the Loss-Causation model, there were immediate, basic and lack of control causes
responsible for the poor human performance after the initiating event took place.
The performance shaping factors of training, experience, organisational factors,
safety culture, guidelines and procedures, communication and leadership have been
the most important factors affecting the human performance in the past accidental
events investigated leading to loss of life, environmental damage and financial loss.
We may need several other indicators along with the two mentioned in the previous
point in order to describe the human behaviour. However, we will require more data
to describe them which might not exist currently but be available in the future.

. A study of the current risk assessment practices has led to the inference that the

BORA, SIL and LOPA fall short in adequately assessing the human performance as
per our post-initiating event scenario focus of QRA. However, Event Trees and Fault
Tree methods are easier to apply because of their ability to analyse the post-initiating
event, ease of understanding, communicating results and updating estimates.
Therefore, the thesis focusses on improving the inputs to these methods and
reducing the uncertainty of their estimates.

This thesis study has analysed the current Petro-HRA methodology and its
integration with the QRA. It has been inferred from the study that the Petro-HRA
helps in capturing the human performance better than the traditional QRA
methodology. Also, the HRA integrated QRA fits in the level 1 and 2 of the new risk
perspective framework. However, Petro-HRA lacks in capturing the uncertainty and
strength of knowledge aspect adequately because of which its needs to be improved
to bring it closer to fit in the level 3 and 4 of the new risk perspective.

. The lack of capturing model uncertainty and input parameter uncertainty has

provided us with an opportunity to develop a digital solution framework which can
address this gap. The digital solution has been the focus of this thesis because it
provides us a way in which we can achieve improvements in current HRA
methodology in line with the adoption of Internet of Everything (IoE) approach by
the industrial oil and gas leaders. This approach aims at increased focus on gathering
and utilising the data better by employing digital technologies which has also been
inferred as the focus of this study. The framework of this digital solution has already
been presented.

. Within the digital solution framework, a more intentional focus has been put on

developing the Multiplier Model which targets the fundamental gaps of framework,
i.e. quantifying the uncertainty in HEP estimates of the operational phase obtained
from the current HRA methodology. The sources of uncertainty has been identified
as the subjective interpretation of PSF multipliers, lack of quantification of model
uncertainty, binary nature of data and discrete step function of PSF multipliers.
Lastly, the Multiplier Model as part of the digital solution to improve HRA in the
operational phase is accompanied with various practical limitations related to
violation of law of probability, data availability, practical limitations encountered in
model testing and need for investment for its implementation.
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=7.2 RECOMMENDATIONS FOR FURTHER RESEARCH

Research is a means of striving towards improvements in the current methodologies.
The current Petro-HRA also presents various opportunities for research in the future
that can help in developing this guideline, derived from SPAR-H which was originally
developed for the nuclear industry. This will help us to develop the Petro-HRA so that
it meet the needs of oil and gas industry more closely than it currently does. It is
particularly easier to introduce changes in the initial developmental phase because the
Petro-HRA has been developed only recently and is flexible to changes that would be
easier to implement. The following areas have been recommended for further research:

1. Multiplier functions’ shape

The shape of the multiplier function of PSFs has been presented in the current model
as a general solution only. However, a more representative shape of the PSF multiplier
functions can be obtained with further research and testing against more relevant data.

2. Operator- Behaviour Simulation Model

Based upon the inputs from operators and installation personnel, Operator Behaviour
Simulation Model can be developed which can simulate the operator task execution
during critical scenarios. One such model has been suggested by Trucco & Leva (2007)
which has the capability to take into account operator-machine interaction more
closely. These simulations can help in estimating the human error probability in these
specific scenarios more accurately because they assume human as an information
processing system rather than a reactive entity. If developed, this model can aid the
transformation of static HRA to dynamic HRA free from subjective interpretations,
enhanced tractability and better explanatory casual model. This would also be a giant
leap towards digitisation of the HRA process.

3. Bayesian Analysis and Analytical Network Model

The Bayesian Analysis has gained popularity in recent times and is a potential
improvement method which helps in updating the model as and when new data
becomes available. K. M. Groth, Smith, & Swiler (2014) and K. M. Groth & Swiler (2013)
suggest a similar framework which utilises the Bayesian Network Model to formally use
the simulator data to refine the estimation of HEPs as per the SPAR-H methodology. A
similar Bayesian Model can be developed for HRA in the oil and gas industry. It has been
suggested to improve the Bayesian Model further by employing the ANP models which
also include the inter-dependency among the PSFs. Therefore, the Bayesian Method
combined with the ANP model can be a very precise solution which helps is estimating
the HEP very accurately in each HFE. An attempt at developing a Bayesian Network
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Model incorporating ANP has been presented in the Appendix B which can form a basis
for further research.

4. Stress Testing

This method is a type of scenario analysis which can be researched and employed as a
way of testing the assumptions and simplifications made in the modelling of the HFEs.
The Stress Testing is a simulation technique which is actively employed by the financial
industry as a part of the regulatory requirements after the Financial Crisis of 2007
(Schuermann, 2014). Under this simulation, one of the critical factors (assumptions) can
be stressed (violated) to extremely high levels (for example: the available time can be
reduced to really low value along combined with high stress levels) to test the resilience
of an exposure to the deteriorating conditions. The scenarios to be tested against can
be also be derived from the past major accidents to test the human performance in the
current system. This can be highly useful in identifying the design changes required to
improve system resilience in selected critical HFE situations in the future. The method
of relevant scenario selection for stress testing has also been suggested for further
research.
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APPENDIX B

This Bayesian Model has been developed as per the framework suggested by K. M. Groth

& Swiler (2013) in their paper. A brief methodology has been described here which may

be used as a basis for further research. The coding of the model was done in R

programming language with the help of several advanced packages easily available

online.

The model has been built for estimating the HEP of the drilling unit drive off scenario

from the Petro-HRA guideline case study.

Inputs for the model:

1.

Picking up the critical Performance Shaping Factors from the case study
provided in the Petro-HRA guidelines.

Dependency among PSFs was logically deduced for the HFE of ‘failure to prevent
wellhead damage by disconnecting from well. However to develop these
dependencies in the actual project analysis we require the assistance of industrial
experts and operator inputs. Also, the dependencies may change with the HFE
being investigated.

Data set for probabilities of PSF level needs to be collected over time from the
surveys of operators and supervisors. However, currently due to unavailability of
the model specific data we derived values from the SPAR-H database. We
acknowledge that this data being used may not be representative of the HFE
being analysed and will compromise on the accuracy of the results.

The base probability of Failure/ No failure events have been taken from the Case
study in Petro-HRA guidelines to set as a starting point of the Bayesian model.

How the Bayesian Network model was formed

1.

We modelled the dependency of each PSF and logically tried to connect them
to Operator ailure/ No failure event.

With the help of Monte Carlo simulation, we generated observation datasets of
combinations of different PSF levels and failure/non failure observations based
on SPAR-H method’s PSF probability allocations.

With the help of Bayes formula, we calculated the conditional probabilities of
variables from the data sets.

Finally, we fitted the data into bayesian network model which can be used to
update and generate conditional probabilities of interest.

Outputs from the model

1.

We can obtain numerous conditional probability of each node. For example,
Probabiltiy of observing high stress given not enough available time i.e. P(Stress|
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Available Time) or probability of observing a no failure event given a poor
operating environment and low stress level i.e. P(No Failure event|Operating
Environment, Stress)

2. We can find answers to specific critical questions such as:

e What is the probability of getting a failure when the operating
environment is poor and stress level is high?

e What is the probability of having high stress when the Time available is
barely adequate and the operator has low experience?

3. The model can provide us with updated probabilities which can be used to assess
the safety level based on given conditions.

Benefits

1. Causual (PSF-> Failure) and Evidential (Failure-> PSF) inference is possible
with the help of Bayesian analysis. For example:

Console -/ =[]
;—ép;&é;;(bn, event = (Fe == "NoFailure") ,

+ evidence = 1ist(C = "moderate"), method = "1w™)

[1] 0.7811

= cpquery(bn, event = (C == "moderate") ,

+ evidence = 1ist(Fe = "NoFailure"), method = "Tw")

11 .0 33522449

; quuery(bn, event = (C == "nominal™) |,

- evidence = 1ist(Fe = "NoFailure"), method = "1w")

[1] 0.5052663

Figure 36 Casual and evidential query from the Bayesian Network Model.

We can obtain evidential estimate of observing a nominal complexity in the
operator task when we observe no failure event.

2. We can enter the newly collected observations and update the model
probabilities. Any observation that may have a few fields missing can also be
easily entered. The trickle-down effect of adding the newly obtained information
can be seen in the updated failure probabilities. Hence, the model is sensitive to
the data inputs and accuracy increases as more data becomes available.

3. We can do soft programming of the model to include more PSFs and their
additional levels. This makes it a flexible model.

4. Project specific HEP can be used as an input to the QRA event trees.

5. The programming software used is R. It is available freely and has highly specific
packages available which are designed specifically for the Bayesian Network. So
advanced computational functions can also be explored as the model develops.

6. We can directly see the effects of “stressing/schocking” one of the PSF to extreme

values and its effect on the HEP estimates. It can also be used to conduct a
sensitivity analysis.
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7. Graphical representation of probabilities makes it easier to communicate the
results of analysis.

Limitations

1. The model is quite data intensive and data sensitive. Ensuring the quality and
reliability of the data may present itself as a challenge.

2. It requires programming skills for initial model setup and some training for
utilising the software may also be needed.

3. Improves accuracy with more number of observations and may need the
subjective probabilties in case of lack of data.

¢
A

ONG
2

Figure 37 Structure of relationships between PSFs and failure event in the Bayesian
Network Model.

T®-®<®

The figure 37 is the logical structure of the relationships between PSFs nodes and failure
events. The table 7 shows the various PSFs and their different possible levels. This has
been picked up from the SPAR-H methodology. Figure 38 is a depiction of the
conditional failure probability estimates of different levels of PSFs of Stress and
operating environment. A similar conditional probability estimate is done for all the
other 7 PSF estimates. This ultimately produces the final HEP estimate of observing a
failure/no failure event as shown in figure 39. This final figure helps us to visualize the

how the effect of updating the new observations is incorporated in the Bayesian
Network Model.
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Table 7 PSFs and their categories of level

KEY Categories/levels
Fe - Failure Failure
Event No Failure
S- Stress Nominal
High
Extreme
Ti- Time Extra
available Nominal
Barely Adequate
TE- Training/ High
Experience Nominal
Low
OE- Operating | Good
Environment Nominal
Poor
SC- Safety Good
Culture Nominal
Poor
HMI- Human Good
Machine Nominal
Interface Poor
Misleading
HOF- Human Good
Organisational | Nominal
Factors Poor
C- Complexity | Nominal
Moderate
High
Failure
. . . . °? ° °° 2 ‘
o=t £ =
g o | | N
f omine i Sateme
| | N
nominal high sxtreme
5 e | ] N
UfU UfE Uf4 UfE UfB ‘ ‘ I UfU U.‘Z U.‘d UfE U.‘E
Pr(Fe | S,0E)

Figure 38 Bars showing estimates of conditional failure probability based on
different combinations of Stress and operating environment PSF level observations.
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