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"Certification from one source or another seems to be the most important thing to people
all over the world. A piece of paper from a school that says you’re smart, a pat on the
head from your parents that says you’re good or some reinforcement from your peers that

makes you think what you’re doing is worthwhile. People are just waiting around to get
certified.”

"A Conversation With Frank Zappa" by Dave Rothman, in Oui (April 1979)






Abstract

Hyperledger Fabric is a novel blockchain technology platform that is modular and
adaptable in terms of applying it to use-cases: The architecture is modular, which makes
it accommodate a variety of use cases such as consensus, privacy, and memberships.
The smart contract is adaptable to the architecture too, making the data-modeling
very flexible. The benefit of this framework relies on its ability to remain private by
both separating and merging transaction ledgers from different network participants.
Furthermore, we aim to create a solution for verifying academic records in a decentralized
manner. With the use of blockchain technology for use cases like this, we establish a
new way of gaining trust, transparency, and accountability for those entities that issue
academic records. Though not as transparent as permissionless blockchain systems, we
seek to see the benefits of choosing a system like Fabric over systems such as Ethereum.
Our smart contracts are designed to be modular and has support for the modularity of
the architecture in Hyperledger Fabric. Nevertheless, the modularity comes at a cost of
an increased amount of configuration required to make the network work. We share some
of our experiences on how working with Hyperledger Fabric is like, which we believe is
important for future decisions to decide to use Fabric or not. Moreover, we attempt to
address this by assessing different common issues with frameworks like these - namely,
the configuration needed to provision blockchain systems to those who want to adopt it.
However, we also experiment with the framework where we measure the impact of the
different features of the Fabric chaincode package, and how they affect the execution

times.
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Chapter 1

Introduction

1.1 Motivation

Today certified documents are mostly paper-based. The validity of a physical document
is usually provided through a process of certification. This certification typically involves
humans working in a trusted centralized entity that vouches for the validity of the
material itself. However, these processes are time-consuming and are prone to human
errors and fraud. Many organizations today provide digital signatures to facilitate
signing of documents in the digital world in a centralized manner. Durumeric, Zakir,
et al [1] showed that this centralization has in the passed been shown to be unreliable.
Moreover, centralized systems also makes it hard to recover and verify these documents -
especially in between computer systems as they would need to adapt to each other. With
the help of blockchain, one can address this problem by imposing a global state and
execution of storing documents as records. The immediate benefit of this is the reduction
of time-usage, costs, and a comprehensive agreement on how to distribute academic
documents. Hyperledger fabric utilizes the concept of a permissioned blockchain, unlike
other systems such as Ethereum, which is open for anyone. Together with encryption,
access control, and chain code one can create closed systems for academic entities to
communicate authorized updates to records, which will be stored globally while providing

a tamper-proof transaction history for all actions done in the system.

1.2 Problem Definition

Rather than relying on the centralization of information systems and integration across
different entities, one can use the blockchain as a global ledger to perform integrity checks.

This technology can be applied to the process of verifying documents used in real-world

1
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processes that are fundamentally transactional and adheres to trust and ownership. More
specifically, the BBchain project aims to model such a system in regards to academic
records verification. Currently, some countries have strict processes (and costly for the
subject), which applicants will have to go through to certify their educational history
[2]. The lack of a global consensus of how academic records[3, section VII] are processed
and verified does indeed impose several problems. One of them is concerning trust - how
can an educational entity trust domestic entities when there is no universal protocol
to provide Proof of Qualification (POQ)? As a result, the process of verifying such
documents require human interactions accross different organizations to trace the issuing
and validation of academic records. As more people are involved in the verification
process it does require time and human resources, which will impose costs to the issuer
of the document and the verifier of it. Moreover, the process of checking integrity relies
on the systems of those who issue the academic record. What if a student was able to
tamper with the registered grades, and no repudiation system was implemented? Then
the verification part on the other side will fail as there will be no record of it. As a
result, this is where the POQ would fail indeed. If the POQ was tampered with from
its original source - how would the intermediate organizations know this? Consequently,
situations where these verifiying entites will accept a forged academic record without

any guarantees of it being in its original form.

With the help of Hyperledger[4] we can design a closed system where educational instances
all over the world can join and run a standardized set of processes to handle academic
records. Fabric utilizes the Public Key Infrastructure (PKI) for identifying authorized
entities that can do operations in the system on the blockchain shared would indeed
help in solving the problem in regards to attestation of academic records across different
organizations. Preferably than having many centralized servers that hold documents
for each region, we propose a system developed with a private blockchain infrastructure
with policies and processes (code) that will be shared by all participating universities
in the network. We argue that this makes the process of verifying documents easier:
participants of the system will be able to prove a claim of grades, certificates or other
qualifications made by students. Moreover, other universities does not need to reveal the
original the document itself to other universities as we represent them using cryptographic
has functions. These functions allows for representing a document uniquley by its content
and yet verifiable if some other entity put the same document through this function.

Nevertheless, as everyone uses the same system: we argue that all universities participating
in the network can verify any document claimed by some student reduces the time needed
for verifying the original and its source. Therefore, the required buracreacy by having
trusted third party entities that vouches the validity of documents is no longer required.

Thereby also reducing the time needed for proving academic records.
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In this thesis we aim to reduce the process of ensuring that an academic record is verified
without all the bureaucracy of intermediate organizations involved. However, we are not
solving the probability of external corruption. Such as dishonest and fraudulent behavior
of users of a computer system, this is also known as the oracle problem. In short, the
oracle is some real-world entity outside the system which inputs data into the system.
The oracle is the entity that empowers the blockchain’s view of the external world [5].
So if the oracle gets compromised, so does the system. We therefore assume that this
must be controlled by external systems, and not the blockchain itself. The scope of lost
or stolen identities is therefore not up to the blockchain system to solve as it will only be

a distributed and immutable transaction log.

1.3 Blockchain Usecases and Examples

Commonly, when hearing about Blockchain, words like cryptocurrency and bitcoin comes
to mind. Though, we would like to introduce the concept of Blockchain as a Service
(Baas). Primarily, the principle builds upon creating applications for real-world scenarios
using the strength of the blockchain technology. Then deploy this to a server-group which
is distributed all around the world, like in the cloud. The most important thing about
the BaaS principle is that it gives the strength and the completeness of the blockchain
technology - namely, the consensus part where all nodes should have the same value, and
an immutable log of events. These two combinations give the participants in the network:
security, transparency, and agreement; the first one being that none can change the log
without having to convince the majority of nodes, secondly - everyone sees the changes
done, lastly - everyone should have the same view of what happened [6]. These three

attributes are essential for many real-world cases, as we will describe in this section.

A South Korean University created a distributed ledger using blockchain for students to
verify their academic records as a result of the Coronavirus. This mitigated the need to
attend physically to an office to interact with other humans with the potential of being
infected by the Coronavirus [7]. Furthermore, in current times where climate change
is an emerging threat to humanity and infrastructure. One can decouple the need for
centralized data and rather store it into the blockchain. The idea behind a blockchain
is that it contains a chain of events that occurred to the state, e.g., a change of bank
account balances. All transactions are put into blocks. If any of these blocks are changed,
then the next event will be invalid as blocks reference eachother through unique addresses

that are represented by the transactions the block contains. As a result, blockchain
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makes it possible to have a common perception of the truth in an open and distributed

log that can be used to verify claimed truths from un-trusted sources.

This kind of distributed and immutable record log will help us protect essential data
such as academic records, health journals, drivings licenses, and more from disasters or
corruption. Moreover, refugees who come to new places might only have a paper-like
scheme that describes their history from their home country which makes it hard to trust.
A blockchain system to verify their attributes would indeed give them more credibility in

terms of applying for a visa, working career, and establishment.

In terms of private and public sector, there are challenges in terms of reaching consensus
with the contracting of shared assets and agreements. In this context, a common
approach for contracting is that lawyers/diplomats/politicians from both parties are
joining together in meetings in order to define the content of the contract. Once done,
the task can start, and upon finalizing of some project one will need to file in that the
contract is finished. Upon finalization, there is a significant amount of bureaucracy
involved to ensure that all involved parties have met the scope of the agreement. This
includes verification of all contracts to ensure share the same definitions of the scope.
E.g. requirements, finalizing date, budget, etc. This would indeed impose extra time and
cost to all involved parties. Having a shared ledger where all participants have clearly
stated their role and ability to change the state of the contract would indeed help in

lower costs and time spent to agree on the final result.

1.4 Contributions and Outline

This thesis will in summary make the following contributions:

e We propose a general purpose document verification using a modular data model
which allows for cooperation between organizations, using the Hyperledger Fab-
ric framework. We also attempted to fulfil the Decentralized Identifiers (DIDs)

specification.

e We give a thorough insight on how Hyperleder Fabric Works and how it compares

to unpermissioned blockchain technologies.

e We address one of the bigger issues with distributed systems - which is configuration
of large networks. We surveyed multiple implementations of how to provision private
blokchain networks (like Hyperledger Fabric) - and found better ways to improve

the configuration Fabric proposes in their examples.
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o We analyse our implementation by deploying or architecture on powerful cluster to

assess different parts of how the Fabric system works.

e Sharing our experience working with Fabric - the amount of required technologies

to use the framework makes it extremely coupled to work with.

The remainder of the this thesis will be like the following.

Chapter 2. Gives the relevant background and comparision in between permissioned
and unpermissoned blockchain systems.

Chapter 3. Gives insight in the basic technology stack and how it is like to get and
running with Hyperledger Fabric.

Chapter 4. Provides relevant information about the BBchain project and other relevant
litterature studies to further emphasize the difference in between the permissioned and

unpermissioned networks.
Chapter 5. Will cover the design and overview of decided system architecture.

Chapter 6. Provides an experimental evaluation of the Fabric framework using our

implementation.
Chapter 7. Describes lessons and experiences with learned while working with fabric.

Chapter 8. Concludes our work and gives future directions.






Chapter 2

About the blockchain

This section gives an introduction to the concept of blockchain. Then we will discuss two

different blockchain system models. Namely, permissioned and unpermissioned systems.

On the latter, we’ll provide insight into the theory to establish a difference amongst these

two schemes. We will define the concept of how unpermissioned systems work in general

and will not deep dive into the subject as this is out of the scope of this thesis. Then,

we will define the permissioned model and mention how Hyperledger Fabric work, and

provide theory into core concepts which Hyperledger Fabric utilizes in the system. This

section will define the theory needed to understand the concepts which this paper will

address during its evaluation.

Unpermissioned(General) vs. Permissioned (Fabric)

Aspect

Permissionless (General)

Permissioned (Hyperledger Fabric)

Fault Tolerance

Tolerates 2f + 1 Byzantine Fault Tolerance
or PBFT

Fabric Tolerates only Crashes (at least half
of the network must be up), some systems
provides PBFT.

proposals

Consensus Incentive-based "race" to propose blocks Specific nodes handles transactions through
traditional consensus protocols
Trust Majority need to be honest and agree on | Only authorized entities can do operations

Architectural model

Inherently Distributed (anyone can join)

Authorized nodes with specific role to com-

plete the underlying consensus model

Other

Smart Contracts is executed on all nodes -

majority must agree on execution results

Policy-centric - all nodes does not have to
execute the same transaction for it to be
included in a block, only a subset of peers

defined in a policy

Table 2.1: Brief description of differences.
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2.1 The blockchain

Blockchain is known for being inherently distributed in terms of its architecture. The
main idea is to run program executions on all peers in the network and not rely on a
centralized entity to do the job. Once execution finishes, all nodes will commit their view
of the current world state. This world state can be seen as a global transaction log. The
purpose is to maintain a record where the majority agrees on all transaction proposals. In
this chapter we want to emphasize on why this concept works and how it can be utilized
in a distributed manner and for both permissioned and unpermissoned system model
assumptions. However, they are both supposed to be distributed. In computer science
one will have to preserve that network nodes are always doing the same (Consistent),
always ready (Available), and tolerate the system gets segmented (partitioned). Though
ensuring all of these properties is a fundamentally hard problem to solve, which leads us
to the CAP-theorem.

Theorem 2.1. The CAP theorem [8] states that it is impossible for a distributed system
to guarantee (C)onsistency, (A)vailabity, and (P)artition Tolerance. Distributed systems

can give following combinations of guarantee CP, CA, or AP.

Following the theorem above, the Consistency in the context of the blockchain is that it
will avoid to have two views of the world-database. The Awailability is when transactions
submitted by users is permanently stored in the chain and available to everyone. Partition
Tolerance in a blockchain context refers to the ability for the system to continue operate
by committing blocks despite a fraction of crashed/malicious nodes. Permissioned
and permissionless Systems focuses on preserving Availability and Partition Tolerance
(AP) and eventual Consistency, but cannot guarantee all. Nevertheless, unpermissioned
assumes any entity can join the network, whereas permissioned only allow for a certain
set of defined identities to join. Unpermissioned systems must carefully consider that
malicious behavior can happen and break the properties of CAP, hence they tolerate that
only a certain threshold of dishonest nodes. On the other hand, permissioned models
(such as Fabric) only allows for nodes to crash as dishonest behavior will be identified

through digital identities.

2.2 The Hash Chain

A hash chain [9, Section 3.2] is a data structure that can be viewed as a linked list.
Each node is referred to as a block. Each block B has a pointer B.prev to a preceding
block and has a variable B.prev.Hash. The node also hold data, B.Data which contains
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some representation of an object. Each node will have a hashing address of its own
concatenated with the previous block. A hash function has the following properties [10,
Chapter 11]:

1. Given some data D, it is fast to compute H(D) = X .

2. It is deterministic, two objects holding the exact same values results in the same
hash, e.g. if D = D’, then H(D) = H(D')

3. Given a set of distinct data objects S, where s C S, s = {D’, D"} , then VD'D"
there exists no solution s.t H(D') = H(D").

4. A small change in D should yield a new uncorrelated hash value. I.e. given
D,HD)= X —- AD = H(AD) =Y, where X #Y.

The hash pointers will represent an address to a certain block in memory. The definition

of a block address is given as follows:

1. A genesis block is the initial block in the chain. It’s By.prev = nil. Its Bg.Hash
field will therefore be defined as H(By.Data)

2. Any subsequent blocks B, of the genesis block will have B,.Hash defined as
H(H(B,.Prev.Hash||B,.Data)) *.

Theorem 2.2. If hash functions with properties 1 — 4 is used in a hash chain. And
all the blocks in the chain points to the previous block through hashing addresses. Then
tampering with any block B, which is already referred in some B,,.Prev.Hash would

require to change all subsequent blocks.

Proof. Let’s assume that we have a hash chain C = By — Bs — By — B1 — Bgenesis
and Bj.Data was changed by some entity. Then, according to property 4 the By.Hash
would change significantly. As a result, the block B2 would no longer hold a valid pointer
address to the previous known block. Therefore, the hash addresses for subsequent blocks
H(H(B,.Prev.Hash||B,.Data)) would also be invalid and blocks must be changed
accordingly. O

With these properties we can maintain a log of transactions that are included in blocks
that are pointed to each other using the Merkle tree root hash. Changing any transactions
will break the reference of the block(s), as a result these would indeed require some entity

to touch all subsequent blocks in order to produce a valid hash chain.

1Some implementations do include more fields concatenated with each other. Such as timestamp etc.
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2.2.1 The Merkle Tree

The Block.Data field is usually structured as a binary tree. This is to ensure that
each block can hold several transactional data points which can later be retrieved
in an efficient way. Each intermediate node in the Merkle tree is calculated with

H (hashieficnitd||hashrighicniia) whereas the leaf nodes contains the data.

/ o N\
calculated
%

/ \
hi1 121344 =
| H(ATIh2)
AN /

J/

S

// h N\
[t 2= H(bt ||\‘
\ h2) /

/ S N
( \
| h2=H@) |
\\\ ///

| t1 || e | | B | t4

Figure 2.1: Verification of transactions in Merkle tree.

The Merkle tree [11, Chapter 1.2] allows for committing of multiple values to a block.
It can be viewed as an optimization for multiple reasons. The first one being that
rather than publishing [H (t1), H (t2), H(t3), H(t4)] one can publish a Merkle root hash
Hperkleroot- Furthermore, coupling transactions together into one root opens for a quicker
verification of data. As showed in in figure 2.1. To verify t2, one have to re-compute the
blue nodes and retrieve the red nodes. The new root node would then be compared with

the old one. If they’re equal we know that no transactions has changed.

Lemma 2.3. Let H, be the root of the Merkle tree Tp,erpie- The Block By.Hash will

point to H,, such that if any nodes in Ty,eriie changes, then also the value of H, changes.

Proof. Let’s assume a hash chain where each block B, has a field B,.Data which
holds several transactions in a Merkle tree. The B,.Hash points to the root node
of the B,.Data.Root. A small change in any of the nodes would indeed change the
B,,.Data.root significantly. Resulting in invalid hash addresses of subsequent blocks. [

Definition 2.4. From Lemma 2.3 we can use the tree as an optimization to the Hash

Chain as any changes will be reflected in the root hash. Theorem 2.2 still holds.

The other benefit of the Merkle Tree is that it allows for Proof Of Membership. By that

we mean that if some transaction T, is claimed to be in some block. Then the system
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can verify this by only assessing those nodes on the path from the leaf of 77 itself up to
the root. Which is approximately O (log(N)). Ethereum and Hyperledger uses Merkle
Tree in order to achieve multiple transactions into one block. The implementation of it
is not a pure Merkle Tree, but a Merkle Patricia Trie. However, the basic concept is still

the same.

2.2.2  Reaching Consensus (Agreement)

The blockchain is essentially a distributed hash chain of states which cannot be modified
once committed. However, just distributing a data structure is not enough to enforce
that the state cannot be modified by some entity. There needs to be some consensus

amongst the peer nodes in order to achieve the same agreement.

Definition 2.5. Consensus protocol. There exists N nodes in the network. They want
to propose some value that all nodes should agree on. The consensus protocol must

enforce the following interface and properties [12].

Module 2.1 Consensus

Module:
| Name: Consensus, instance c.

Events:
Request: ( < PROPOSE, r | value v > ): Attempt to write a value.

| Indication: ( < DECIDE, r | value v > ): Commit value.

Properties:
Termination. All behaving nodes should agree upon the same value to commit.

Validity. All proposed values must source from behaving nodes.

Agreement. No nodes should decide differently.

| Integrity. No node commits the same proposed value twice.

The Agreement property of the Consensus protocol is vital for keeping the integrity of
the blockchain. Together with Termination and Integrity ensures that every honest node
should only commit some proposed value once and no nodes should commit a different
value at some time 7T'. The Validity will enforce that no node will suddenly commit a
value invented by itself [12]. However, in a open system one must carefully consider
Byzantine Faulting nodes. These are nodes that might not behave according to their
specification. As a result, the network must ensure that they agree on identifying these
nodes to agree on proposals only from honest nodes. A system model like this assumes
that 3f 4+ 1 nodes are behaving according to their specification. The term "time" in
Consensus algorithm is abstracted to epochs. An epoch is a round of proposals and

Decide messages. The reason for this is that distributed systems are usually all around
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the world. Due to the nature of CPU clocks and the lack of synchronization of clocks

amongst computers, the abstraction of time into epochs is needed.

Enforcing these properties is where the permissioned and the unpermissioned schemes

diverges in terms of reaching Consensus.

2.2.3 Identifying Clients That Interacts Within The Consensus

Both System Models adapt a mechanism for proving the ownership of some identity. For
unpermissioned systems these are identified through public hex-addresses whereas for
Fabric, there exists an address tied to a name, more specifically the X.509 standard.
Though at its core, they both utilize concept of having a Private Keyprivate and a Public
Keypupiic key. These two pairs of keys are pre-selected before the clients issue transactions
towards the blockchain. For fabric this is done through Certificate Authorities, whereas
for unpermissioned systems they have client applications which does so [13]. The trans-
formations of these is dependent on the underlying encryption algorithm. Furthermore,
the Keypupiic can be known to everyone and Keyprivate has to stay secret to the entity
which holds it. The Keyprivate is used for decryption(D(PrivateKey, Ciphertext) and
Keypupiic is used for encryption(E(PublicK ey, Text)) that produces a ciphertext C. A
ciphertext is essentially a scrambled text hidden by the encryption algorithm. In order for
it to be secret there needs to be some assumptions. First, the private key is kept secret.
Secondly, it must impractical to deduce the original text T' from C' without knowing
Kprivate- Lastly, even though knowing the encryption algorithm one cannot determine

the original text T

Scenario 2.1. Let us assume that entity A wants to forward a secret value X to entity B.
A knows the Keypupics and does the following operation C' = E(Keypupiics, X ). A then
forwards C' to entity B. Then B can get X by following operation X = D(Keyprivater, C)-
However, an adversary can try to deduce T" with Keypyuicp and attempt to find
Keyp,ivaten Such that 7" = D(Keyp,;paren, C) where T' ==

Given the Scenario 2.1, even if the adversary tries to find the private key, the best
attempt is to search through the whole possible key-space and attempt to find the right
private key. In practice, with current computer systems - this would require that the
adversary spend significant amount of time to attempt to find the right key that upon
finding the right private key Keyprivaten, it will already be deprecated and no longer
used.

Since we are now able to hide information, we still cannot prove its authenticity, i.e., that
it has not been tampered with by some adversary. As a result, it is possible to reverse

the operation. By reversing we mean that entity A can sign the value by hashing the
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value X and then encrypt it with Keyprivatea, s.t. M = S(KeYprivatea, H(X)). Signing
here is when A uses its private key to encrypt the message and others can reverse the
operation using A’s public key. Upon receiving the message M, entity B can verify if
entity A really sent the message by calculating H(X) = V(Kprivatea, M). Since A keeps
the private key secretly, no one else can create this proof. B can then verify the original
message H (X, eceived) == H(X), if true,then B can be sure that A sent the message
and that it was not tampered with. This is called Digital Signatures [10]. This is what
Fabric is relying on in its trust model of the system together with encryption of traffic.
Unpermissioned systems also do this, but only to identify client users with the help of

digital signatures.

2.3 Unpermissioned Blockchain

This scheme runs a public ledger where anyone is eligible to join and participate in the
network. The main challenge is that there is no specific identity tied to the different
entities in the system, e.g. name, address, birth date etc. Which could be used for
auditing purposes or other system-like decisions to detect non-behaving nodes. Typically,
each node and client is only represented by some address. Creating a consensus protocol
which follows Definition 2.5 is challenging as one cannot trust the network since it is open
for anyone to join it. More specifically, how does the network prevent faulting/arbitrary

nodes in proposing values?

2.3.1 The Architecture

As mentioned, the architecture of unpermissioned systems is open for anyone to join and
participate regardless. As a result, the system is inherently distributed. However, there

is typically roles amongst the nodes which defines their behavior.

o Validators (Peers). Enforcing the Validity, Integrity, Agreement properties of the

Consenus protocol.

o Proposers (Miners). Proposes values whenever they are eligible to do so.

The typical pattern [14] [15] of interaction with the unpermissioned blockchain is depicted
in the figure below. Transactions are usually issued from the outside world and is typically
a broadcast. The Peer nodes will then store this transaction and will work out the
consensus protocol. There are nodes which Proposes values and Validators which verifies

if they agree on the proposals (Can act as both). A proposal in this case would be a
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4.Validate
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Figure 2.2: Some entity issues a transaction in a unpermissioned system. A vote is

considered valid once 2/3 of the network agrees on the final solution. In step 2 nodes

broadcasts to their neighbouring nodes such that everyone in the network finally sees
the transaction. Neighbouring nodes is also peers, but becomes validators.

block which holds transactional data (using a Merkle Tree) and references to the previous
block.

2.3.2 Consensus Protocol

Unpermissioned systems such as Ethereum infer a consensus protocol called Proof Of
Work [16]. This algorithm exploits the properties of cryptographic hash functions in order
for nodes to be allowed to propose blocks. The focus here is to impose an incentive on
the peers before they are allowed to propose a value. The basic concept is to brute-force

a cryptographic hash function in order to achieve an acceptance by the network.

Definition 2.6. Let H be some cryptographic function used in a Proof-Of-Work scheme,
Hash function(Nonce, [|data, Block) which calculates H (nonce||By,—1.Hash||D1||Dzl|..||Dy).
We then define a hexadecimal puzzle P = Hash function(Nonce',[|data’, Block") . P
must satisfy the target hexadecimal value d. If P falls into the target space < d, and
Nonce, [|data’, block! are valid. We then allow a peer to propose a value. Else, reject
proposal and wait for a valid P. The target value d can be adjusted accordingly (larger

or smaller search space).

The nonce is a randomly (and independently) value picked for each try, we then have
independent trials for success which gives 1/p probability. Based on the definition above
a node will require to take all the data it has collected for a particular block b and try to
compute the puzzle with the help of a nonce. The process of making a proposal can be
viewed as a race between nodes. The node that is able to find the right hash-value with

some nonce can propose a block. If too many nodes gets too strong there is possibility
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to increase the puzzle spaces such that the nodes require more time to produce blocks.
Reducing the likelihood of getting block proposals at the same time. This is common for
unpermissioned systems whenever they observe that the frequency of stale blocks etc is

occurring at faster rates as this would signify that more nodes are getting stronger.

All other participating nodes can then verify different attributes of that particular block.
So if any node changes that data, it will eventually be detected as the hashes in a Merkle
tree would not match. The participating nodes will also verify whether the nonce hashes
to the same provided result. If everything verifies, it can be committed. The takeaways

from the Proof of Work scheme in short is:

e Free of Censorship. Another node cannot prevent others in calculating the Proof
Of Work.

o Fuilure resilient Failing nodes won’t affect others in calculating a PoW.
o An adjustable difficulty to number of Proposals.

» Calculating a PoW requires resources (in terms of Hashing Power).

o Each participant has equal likelihood of proposal for each epoch.

e A progress-free puzzle, the previous result doesn’t help in finding the final solution.

The key take away here is the incentives that the Proof Of Work gives. Hashing Power
is proportional to the computing power of a machine. This means that resources are
spent in order for a miner to consider it profitable. Altering transactions and providing a
fake nonce, would indeed result in an invalid proposal. As a consequence, the miner has
lost resources (in terms of energy consumption). Most blockchain systems impose Block
Rewards which is typically a fixed value and transaction fees. As a result, it will form
an encouragement for the nodes to behave because if not, it wouldn’t be profitable. See

algorithm below.

Algorithm 2.2 Miner Decision Algorithm
Result: Propose? True/False

propose = nil;

if (Block.Reward + Block. Transactions.Fee) > (hardware.Cost + cooling + electricity)

then
| propose = True;

else
| propose = False;

end
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2.3.3 Chain Rules
Systems such as Ethereum defines some basic rules that each proposer should follow.

e Once a Proof-of-Work solution is found, publish the block immediately.

o Always extend the longest known chain in the network.

These rules can be exploited. An attacker that breaks the first rule is performing a Selfish
mining attack. In essence, the attacker doesn’t publish his blocks and hopes to generate

a chain that is longer than the longest public known chain. The attacker will therefore

-

fork out from the public chain.

A »
> >

Figure 2.3: Selfish miner keeps a secret chain without broadcasting newly mined blocks.

Once the Selfish miner’s private chain is either equal or longer than the public chain, he
publishes it and hopes that others will adapt the secret chain as the new longest chain.
The immediate benefit of this attack is that selfish miner will get a larger proportion of
block rewards. According to [17] a selfish miner can profit with this attack by having a
hash power o > 30%.

Definition 2.7. We say that an entity with o hashing power gets proportional amount
of blocks according to its a. Given that each committed block represents an epoch, then
the expected amount of blocks after X epochs is given as Epjoers(X) =a * X, where

0 < a <1 and X is strictly increasing.

Moreover, when an attacker achieves o >= 51% power in the network it is possible to
perform a double spend attack. This allows the attacker to changes values of transactions
in the block and then ensure that peering nodes accepts this (since the attacker controls

majority of the voting).

Theorem 2.8. A unpermissioned blockchain can only give probabilistic guarantees that

a block is eventually committed.

Proof. Let’s assume a selfish miner with hashing power oo = 51% starts to create a secret

chain ¢/. Let’s assume the number of epochs v = 1000. Then the expected amount of
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blocks for the selfish miner is 510. At some point, the selfish miner will be in the lead
and is able to publish ¢/. For all received transactions Tx the miner has altered the
transactions such that ATx. We then have a series of blocks that breaks the integrity
of the original data. As a result, we can only rely on honest nodes § = 1 — a = 0.49.
We then say that we are 0 certain that the block actually gets committed in its original

state. O

Even though this attack is possible it is yet hard to perform in practice. The reason
being that it is simply not profitable enough for any entity to do so, being honest is more
profitable in the long run, see Algorithm 2.2. This means that once we say a block is
committed in a PoW-scheme, it will only be in a probabilistic manner as there is some
chance that the integrity of the chain will be broken. We can say that the properties
defined in definition 2.5 is ensured through incentives for BFT-nodes by imposing a
dilemma on the network. The PoW scheme enforces Validity by letting a node propose
when it claims that a solution to the puzzle is found. If the network doesn’t validate the
proposal, then the proposer has wasted resources. Integrity, if a node tries to issue the
same transaction twice, then it would be detected through the Merkle tree, such that
the participating nodes can reject the proposal. The Termination property is enforced
by the longest chain rule. If a block ¢’ is contained in a chain ¢’ and there is sufficient
subsequent blocks committed to the chain, we can be confident that honest nodes will
eventually agree on that particular block. The agreement property will only hold for the
majority of honest nodes (over 50 percent). Furthermore, the also PoW-scheme ensures
that the likelihood of concurrent proposal of blocks is small. However, this will no longer
hold at the moment there is a powerful selfish miner attempting to rewrite the hash

chain history.

2.3.4 Storing sensitive data in a blockchain

As mentioned earlier, anyone can run and participate in the public blockchain net-
work. In order to join the network one would require a private and a public key
K = [Kprivates Kpupiic] such that the user can identify itself through the public key
infrastructure that the underlying blockchain technology requires. Furthermore, any
business logic coded into these systems will be available to anyone. Meaning that any
transactional information that is stored in the chain will be reflected at all participating
nodes in the network. Consequently the common practice is therefore to store such data
off-chain and rather use the public blockchain for integrity checks. This means that
the process of forwarding documents occurs off-chain. Furthermore, since there exists

no central authority that vouches keys it is also harder to manage those cases where
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the client loses the key combination. A question that arises then is: How is the keys
recovered and if not, how to ensure that the old key combination tied to specific data

can be reassigned to the new keys.

2.4 Permissioned Blockchain

The permissioned blockchain maintains a list of identities which can participate within
the system. Unlike the unpermissioned system, there is no block propagation with a
nonce which is expected to match a certain (PoW) difficulty. In the beginning of this
chapter we abstract the core concept of committing blocks without the help of a Proof of

Work-scheme.

2.4.1 Consensus Protocol

The system model in the permissioned blockchain assumes that there is N participants
within the network. Typically these nodes can propose and decide values with the help
of digital signatures. We therefore abstract this scheme as Proof of Certification. This
means that for each proposal of blocks, in order to decide, there must be a majority of
nodes that agree (with digital signatures) to the state change to the system. Depending
on the system model we can define a certain threshold on how many nodes that need to
agree on some proposed value. For a Crash fault tolerant model (CFT) we can tolerate
that N/2 of the network has crashed and the required amount of votes cast by the
network to be:

N+1w 2.1)

St = |
Whereas in the Byzantine Fault Tolerant (BFT) model there can be f faulty nodes and
the network must consist of n nodes where N = 3f + 1 to tolerate f. This model require
Sbhftmin Of signatures in order to decide and commit a block. We define Sy, . as an

equation [18]:

IN + 1} 2.2)

Sbftmin = ’7 3

This means that at least 2/3 (in BFT) or 1/2 (in CFT) of N nodes in the network will
have to agree on the same value before deciding to accept the new block. Upon agreement
(either following S¢ft,... or Syft,...), we say that a block is confirmed. The block will
then contain a field which holds a set of signatures to prove that nodes in the network
agreed upon that particular value. Furthermore, a node cannot sign any arbitrary blocks

as the validating nodes will eventually detect this.
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Definition 2.9. Each block ¥’ must point to a previous block, b'.previousBlock. A node
will only consider a valid block if &’.depth is greater than previously signed depth d’ and
b .previousBlock is a valid block in the ledger L. A node therefore requires v'.depth > d’
and b'.previousblock € L.

Following definition 2.9 a node will not sign any blocks which aren’t apart of the previous
known history or more than one block at the same depth. Furthermore, trying to extend
a depth lower than the highest known depth is invalid, this can be seen as the longest

chain rule in the unpermissioned system.

Definition 2.10. The signatures S collected in the blocks is only valid if S’ is a known
identity in the system. Upon majority of S,,;, signatures, a block has a Certification

and is now eligible to be committed to the ledger.

Compared to the unpermissioned model, there cannot exists a fork. The reason being
that the underlying model of systems like Hyperledger works differently as they rely on
deterministic consensus algorithms like RAFT which helps in determining the order of
which transactions should be put in a block. Though blocks need to be valid Hyperledger
allows for a fine-grained definition on how different transactions should be considered
to be valid before appended to the block. We refer to this as a rule-set. It is common
to write a rule-set which only impose execution on a subset of nodes that needs to
execute the transaction, and finally send their result to validation nodes. The validation
nodes then decides whether the transaction fulfils the rule set, and that the executing
nodes agree on the outcome of the transaction. These rule-sets can be defined by a
sequence of AND and OR operators. The AND operations in this case are more strict as
it would require more nodes to see the transaction and then execute it on their view of
the world state. The ownership of execution are proven through digital signatures such
that the validation can see whether the requests originated from a node within the rule
set. An immediate benefit of this is that it allows for scaling transactions by allowing for
Horizontal scaling in the system and eliminate bottlenecks such as letting many nodes

execute duplicate transactions. Refer to the transaction flow in the figure below.
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Figure 2.4: Issuing a transaction to executing nodes (peers) and then validate and
finally produce a block.

1.Propose

2.Response

Definition 2.11. Assume a network with N nodes, though only a subset of these nodes
needs to execute a transaction. We can therefore define a rule-set R = A A B A C' which
requires nodes with identity A, B, and C to execute Transaction 7”. Once done, the final
result can be forwarded the validating nodes of the network which checks the result of
the different executions T' = [Ty == T == T/] = TRUE . Furthermore, the validators
checks the signature field of each transaction in the rule R to verify with the respective
public keys of the identities. A rule may be relaxed by using R’ =T V T V T{. which
then require that one of the A, B or C should execute and sign that transaction to

consider it to be valid before appending it to the next block.

Following the definition above, once the transaction is considered to be valid it can be
prepared to be included in a future block which will eventually be forwarded to the rest
of the nodes in the network.

Comparing the permissioned model transaction flow in fig. 2.4 with the unpermissioned
in fig. 2.2 shows that the permissioned model has a different way of producing blocks. In
the permissionless system, all nodes which takes part in the consensus are allowed to
propose a block, and then other nodes (including block proposers) validates the Proof Of
Work puzzle and the included Merkle tree within the block. On the other hand, in the
permissioned model, there are exists a distinguished set of nodes that performs these
tasks. The peers executes the transaction and signs it, but cannot produce blocks, and
the validators cannot produce transaction results, but may only validate transactions

and create new blocks which is maintained by the peers too.
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Two blocks cannot contain the same transaction as this is controlled by the validators.
This means that any attempt to execute a transaction on the world-state twice in the

same epoch will not be possible.

Proof. Let’s assume the majority of the network is behaving with a current state of the
ledger L = [A, B,C, D]. At some time t’ there can be two proposals of blocks to the
network. Then, according to theorem 2.9 and a block cannot get majority of vote and no

split-votes. As a result, one of the blocks will be discarded and a fork won’t happen. [

From above, the block creation under the CFT will always ensure that the ledger will
be in a consistent state as there cannot exist two different views of the ledger. Though,
the proof above doesn’t hold for Byzantine Fault model, the ledger may be corrupted if
peers in the network behaves maliciously. Such an attack on Hyperledger Fabric would
cause severe outcomes as the official release of the framework currently only supports
the CFT model. Hyperledger supports pluggable Consensus protocols [19] amongst the

validating nodes. Some of these are Raft, which has the following specifications [20]:

Module 2.3 RAFT

Module:
| Name: Raft, instance ¢ implements Consensus 2.1

Events:
ElectLeaderEpoch: ( < VOTE | *addr node - ): Casts a vote for a candidate in

epoch.
Follower: ( < COMMIT | value v > ): Listen for decisions to replicate log.
| Candidate: ( < NEWLEADER | *addr node > ): Enroll for leadership.

Properties:
Strict Ordering. All nodes agree on order of a set of transactions stored in one

replicated log.

Election Safety. For each epoch, there can only exist one leader

Leader Append-Only. A leader will only append values to the log; It will never delete
an entry.

Log Matching. If two or more logs contain the same epoch, value and index, then all
the entries are identical.

Leader Completeness. Any given log entry committed in some epoch, will always be
present in logs of leaders in higher epoch rounds.

State Machine. A entry in the log in some index will always be the same for each

L server.

The protocol doesn’t handle Byzantine failures, but will handle the common failures such

as network partitions, delays, packet loss, duplication and re-ordering [21].
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Raft must be initiated by a proposal which initiates an epoch. For each epoch there
should only be one leader. The rest of the servers are then acting as followers which
is passive. By passive, we mean that they don’t perform any IO-operations than what
the leader tells them to. By this, we mean that the followers never issues request other
than replying to both candidates and leader requests. External clients communicates
commands (transaction proposals responses from peers) to the leader of the epoch. The
leader will the ensure that all followers obeys the strict ordering of commands. It does
so by detecting whether the followers are in an inconsistent state (by logs comparison),

there are multiple scenarios which RAFT must handle in the followers.

o Inconsistency. A follower log is incomplete. I.e. not all epochs are included.
o Missing Entries. A follower doesn’t have a complete view of the log.

o Non-existing values. A follower has values which doesn’t exist in the leader’s log.

In each epoch, there can only be one new entry with an index which is only provided
by the leader. Further, the leader will also perform a Remote Procedure Call known
as AppendEntries. This is where the leader includes the current epoch and its latest
index in log. Upon receival, the follower will return either the corresponding value or
nil. The leader can therefore (during normal operation) determine whether the followers
are consistent in the logs or not. If the AppendEntry message detects anomalities in
the log, then the leader will attempt to find the part in log which both the leader and
follower agree on. Then overwrite the subsequent log entries at the follower and update
it accordingly to the leader’s view of the log state. As a consequence, Log Mathcing
property is preserved. However, if a follower cannot reach a leader it might end up
electing itself as a leader, subsequently executing commands which is not consistent with
the actual leader of the epoch. As a result of this, RAFT imposes a leader election
restriction. Lets assume three servers N = [Ny, No, N3| with logs L' = [Ly, Ly, L3] with
respective log entries I’ = [{1,3,4},{1},{1,2}]. During the candidate state, nodes will
have to reach out to the majority of network in order to gain votes. All nodes will prefer
those candidates which are the most up-to-date and ignore those candidates which have
lower log entries than itself. Therefore, in this case, nodes N1, N3 will silence No during
leader election (due to more updated log), and N; will precede over N,. This way, the
candidate with highest log will be elected as the next leader. This means that candidates
with incomplete logs never gets elected, preserving the Leader Completeness property.
Furthermore, if two or more candidates tries to be the leader at the same time, then they
have a Split Vote. RAFT solves by letting nodes back off at random times, reducing the

likelihood of conflicting leader elections. A follower will only cast one vote for each epoch,
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which means that there can only be one leader elected with majority which ensures that

Election Safety property.

{1,344 $1 {1.3,4,4,10
{1.3,4,4) S2 {1,3,4,4,104
{1,344} 3 {1,3,4,4,10}

Time

RV - Request Vote
V - Vote
HB - HeartBeat
{} - Server Transaction Log

Figure 2.5: A normal epoch of RAFT. S1 requests for a vote, gets a majority and
forwards Heartbeats to indicate it is alive. External client proposes a value and network
decides on appending new value to the log.

In Hyperledger the ordering nodes (previously known as Validators) runs the RAFT
protocol. The proposals are received by the clients which have previously run their
transaction according to their respective rule-sets (See 2.7). The leader of the network
will then run the validation of the rule-set to check the validity of the transaction T to see
whether the T;gnatures fulfils the rule-set. If the rule-set is fulfilled, and all transaction
proposals in Tpyoposalp..,, are consistent in their execution, then the orderer will forward
that transaction in to a so-called Ordered blockcutter method. Once the blockcutter
is ready to form a block then the leader of the network will propose the block to the
logs of the follower of validation nodes in the network. When done, the new block will
be forwarded to each leading peer in the peer organizations which will append this to
their ledger and then finally gossip the block to other peers within the peer organization
[22]. Since the RAFT protocol is CFT, any anomalies will not necessarily be detected by
the orderers. Nevertheless, each peer will go through the transactions in the block and

validate it.

There are radical differences in between the consensus approach for private and public
blockchains. As discussed, the public blockchains are giving probabilistic determination
versus the private blockchains where the block commitment is done through a voting
system, giving deterministic commitment of block sequences. Moreover, each of the
models have different assumptions in terms of CFT (for Hyperledger) and BEF'T for public
blockchains. Given that the Proof-of-Stake scheme is emerging in some permissionless
blockchain systems (such as Ethereum) does indeed impose a faster consensus protocol

and the protocol will still work given that only a fraction of the nodes misbehave. For
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public blockchain systems there will always be a risk of Sybil attacks, meaning that there
must exists an mechanism to give incentives on those nodes which tries to cheat the
system. In contrast, private systems has white-listed the participants (i.e. known set
of identities). These identities can be held responsible and held legally accountable by
their actions. As a result, a common way of arguing of the system model in permissioned
blockchains is that running a costly consensus process (such as Proof-Of-Work) isn’t
necessary as each network participant obey contractual obligations to behave correct.
Consequently facing incentives from the outside world (in terms of fines, legal processes

etc.) [23].
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2.4.2 The Hyperledger Fabric Architecture

Hyperledger separates the network in to roles for all participants in the network to handle

the consensus procedure [21].

Orgi

o i
Channel .~

Figure 2.6: Simple overview of Architecture.

o Peers. Peers holds the chain code (smart contract) and maintains the ledger. Some
peers might act as Endorsers which means they are a part of a rule set, these nodes
verifies a transaction by assessing whether the transaction holds the necessary and
sufficient conditions, like provisioning of required signatures around some database
asset. A peer must also be connected to a NoSQL database system which will
hold a snapshot of the state(s) stored in ledger. A peer can also be assigned the
Anchor Peer role, an anchor must exist for each organization to enable gossiping

to discover other peers that are part of another organization.

e Orderers. Controls the channel abstractions and access control attached to them.
All endorsed transactions are batched amongst the orderers to form blocks and
eventually push these to the peers. Peers can reach other peers through the Orderers.
Without these nodes Peers across organizations (consortiums) cannot reach each

other. The orderers can be seen as the controllers and viewers of the network.

e Clients. Authorized clients initializes transactions towards the Peers and ordering

service(s).

o Membership Service Provider (MSP). Ensures that all nodes are tied to a certain
identity. The MSP is a white-list approach to define allowed entity in the network.
Each node must acquire an MSP. Though this Service doesn’t exists as an entity it
doesn’t in the architecture it will be located at each node. If the MSP did not exist,

the network would not function as this carries the trust in between different nodes.
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Hyperledger Fabric is organization-centric. Meaning that all network participants must
contain a certain sub-set which in this context is abstracted as an organization. For each

organization there exists multiple deployed peers or orderers.

An FEndorsing peer is a peer running a smart contract. Its task is to simulate the
transaction proposal in order to validate the corresponding result of that transaction.
Though, a peer which is not an endorser is also known as a Committers. They receive
orderered state updates, in this case in form of blocks from the ordering service. Whenever
a new block is received, the peer will validate the transaction and commits the changes
on its local copy of the ledger. The ordereres runs the Consensus protocol to ensure
that the transactions are strictly orderered to make sure that peers agree on the block
and that the system is in deterministic state. In the context of Hyperledger the RAFT
consensus protocol will work like the following. The client initiates a proposal for the
network peers to simulate the transaction. Upon finishing the transaction the peers will
return an endorsement to the client. Once the correct amount of endorsements is received
(defined by a policy), then the client will forward the transaction with endorsements to
the leader of the network, namely one of the orderers. They must decide whether the
signed endorsement from the peers is valid or not and agree that there exists a strict
ordering of the transactions such that any inconsistencies in the blocks does not occur.
If the required signatures is valid, the orderer will create a block and forward it to the
peers to append a new block to their ledgers. An architecture like this can be defined as

a Frecute-Order-Validate model.

Ordereres Ordering Service %

— 4. Verify Endorsment

5. Commit
CLIENT 3. Endorsment OK

1.TransactionProposal Endorsment
Policy
Peer0.0rg1
2.Simulatelnvocation

\\ Peer1.0rg2

Peer2.0rg3

|

.

Peer3.0rg4

Figure 2.7: Transaction flow. Endorsing peers is required to execute the transaction
and agree on producing the same value before the orderers can validate and produce a
block.
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2.5 Transaction types

In Hyperledger Fabric, there exist two types of transactions that can be sent towards the
network, namely Invoke and Query. The invoke function executes a specified function in
conjunction with parameters to pass. Usually, these parameters manipulate some asset
which is stored in the ledger. The asset modified is usually controlled by a so call smart
contract. A smart contract is essentially a piece of code that has functions which that
does read and write operations on the peers’ database. Once retrieved the contract can
modify the asset and then commit again. A smart contract in Hyperledger Fabric is also
known as chaincode. The invoke function may involve modification/query of the ledger,
and the corresponding contract produces a success or failure response. Query, on the
other hand, may only view the state and works similarly as the invoke function. Any
attempt to modify the state here won’t be committed as it will be executed only as a
read operation on a specific peer. Back to the invoke function, there must exist a subset
of peers that handles the transaction proposal that is required to endorse (simulate) the
transaction on the relevant contract, which is set during setup/update. The client must
have a protocol which allows for which peers to communicate with to execute a particular
transaction and is responsible for collecting the endorsements too, before forwarding it
to the ordering service such that the defined policy is fulfilled. Any transaction without
a fulfilled endorsement would fail [24].

2.6 Endorsement Policy

The Endorsement Policy (previously known as rule-set) reflects the business logic of
which organization that participates with the agreement on the current chaincode (i.e.
the simulation of the transaction). These policies are defined as simple expressions
that should evaluate to either true or false. An endorsement policy in this case would
be defined as "OR(’Orgl.member’, ’Org2.member’)" where one or both of peers
within the organization one and two must endorse the transaction before deciding the
block. The client that invokes a certain transaction will go through the Endorsement
System Chaincode that checks whether the client can invoke that transaction on the
channel. After validation, and if successful, then the endorsing peer can execute the
relevant chaincode to simulate the transaction. Once the client has got enough responses,
it will forward all the endorsement to the ordering service. If the transaction(s) are
equal (in terms of output result) and have valid signatures, then the block is forwarded
back to the peers. As a final check, the final validation of the endorsement is performed.
The checks happens in the Validation System Chaincode (VSCC), which is associated

with a particular chaincode. The main job of the VSCC is to ensure that there are
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valid signatures from valid certificates for the message - i.e., that the policy fulfills the
requirements set by the system administrator. These policies are kept and maintained
by the admin-role of the network [25]. The endorsement policy is also pluggable which
means specific logic can be put here [26].

Double Spending and sybil attacks in Hyperledger are handled like the following.
Sybil attacks cannot accrue without adding new nodes to the network. These have to
be white-listed by the system administrator(s) and gets incentives (externally) for not
behaving. One cannot simply add new nodes to the network - they have to be approved by
an authorized person. Furthermore, an issue that arises with the transact-order-validate

model is the following:

Scenario 2.2.  Assume that an client issues n transaction proposals P = [Py, P, Ps]
where all P,, applies changes to some chaincode asset A in the respective order. Then let’s
assume that an endorsing peer N experiences significant amount of requests resulting in
a Transaction proposal endorsement time delay 7" >> T,cqan such that in the validation
phase at the peers that Proposal P; is delayed and the subsequent Proposals are executed
and manipulates the ledger. Then we risk updating an object in the ledger to an

inconsistent state. Given the scenario from above, there can exist a possible double

spend attacks in the context of permissioned blockchains running a transact-order-execute
model. However, Hypereledger fixes this through the concept of Multiversion Concurrency
Control (MVCC) which is called before the VSCC. This is an mechanism which doesn’t
allow a peer to write a proposal if there exists a set of outstanding transactions with an

earlier timestamp in the stored proposal-set (from the transaction phase) [27].

Definition 2.12. We can formulate the MVCC as the following. A transaction proposal
T’ cannot be applied as long as their exists a Transaction set T = {11, T, T5,...,Tn}
where Proposal Time Stamp (PTS) PTS(T;) < PTS(T").
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The endorsement policy can be abstracted in to the following model:

Module 2.4 Endorsement Policy (Rule-set)

Module:
| Name: instance Endorsement Policy extends Chaincode;

Events:
Invoke: ( < Transaction, T' | Txvalue > ): Execute transaction and produce result.

Sign: ( < Transaction, T' | SigningKey > ): Sign Transaction.
Detection: ( < Transactions, T' | [[Transaction, xpemF'ile > ): Check the integrity
| and consistency of the Transaction Executions.

Properties:
Scoped. According to the policy a set of peers must execute the transaction for it to

be considered to be valid.
Verifiable. Other nodes can verify the transaction result and that it was produced by
the correct peer(s).

Strict erecution. Any unauthorized peer which is not part of the policy will not be

able to take part of the voting of transaction.

To summarize the module 2.4 - the endorsement policy is tied to the chaincode. A
chaincode will then impose a requirement that a subset of peers must execute the
transaction proposal issued by the client - which is the Scoped property defined above.
Once the client has gotten enough Proposal Responses it can be sent to the ordering
service. The orderers will then verify whether the policy is fulfilled - by inspecting
whether there is an inconsistency in the transaction results and that the signatures are
belonging to the set of nodes which the policy requires - utilizing the Verifiable property.
Moreover, any unauthorized peer executing the transaction which in the proposals sent

to the ordering service will be denied - thereby the Strict Execution property.

2.7 The Message Servicing Provider

As Hyperledger Fabric is dependent on user management, there exists a so-called Mes-
sage Servicing Provider. Without this entity in the network, the assumptions of the
Permissioned Model breaks. The MSP is the main component of Hyperledger that
issue certificates, validation of certificates, and authentication of users. An MSP might
define its notion of identities and rules that the identity validation/authentication should
obey. However, the default implementation of issuing identities in HLF is through x509
certificates. For the MSP to work, it expects a set of predefined folders that reflect the

organization internally. More specifically, the MSP defines the inbound definition as who
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is the admins, users, clients, etc. And a validation part which allows for verification of
that MSP’s identities. Furthermore, the MSP also states which Certificate Authorities
(CA) are accepted to establish a trusted domain through a listing of their members, or
which CAs that can issue valid identities for adding new users.

With the help of these certificates, the MSP can translate a particular identity to a
specific role that determines what rights a specific identity has within the system/context
it resides. More specifically, all peers can be assigned the "peer" role, all admins can have
the "admin" role, and all application users can be assigned the "client" role. Through
these roles, Hyperledger allows for extensive and modular policy definitions that can set
accordingly for the business application.

For two or more organizations to be able to authenticate each other through their re-
spective MSPs, they most form a common communication channel. When the channel is
configured and initialized, the two organizations are aware of each other’s MSPs allowing
for easy user management across the different businesses. This way, it’s possible to define
channel policies that build upon the MSPs that have joined the channel, giving a more
fine-grained policy definition. As an example, there could be two organizations, one
and two that have formed a channel. By default, both Admin from OrglMSP and
Org2MSP will be administrators of the channel. However, let’s assume Organization 2
is a subsidiary of Organization 1. Given the context, maybe the admin of Orgl is the
"true" admin of the channel, such the channel policy reflects that only the administrator
of Organization 1’s MSP can perform admin-like tasks. Also, each component that
resides within the network must have an MSP defined, and they all have to have their
unique ID (especially if organizations is joining the channel) meaning that faking another
MSP by having the same ID as one another wouldn’t work unless the genesis block of

the current blockchain located at the joined peers needs to be changed.
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Org1MSP Org2MSP

CA.Org1.com CA.Org2.com

Org2

Channel MSP

View of Peer ledger
in Channel

Channel1:
Org1MSP Datal Data2
Org2MsP ] Hash... Hash ...
Policy <1>

Genesis block

Figure 2.8: MSPs in channel 1 are "Merged" such that all nodes are aware of each
others identities. Policies in the channel definition can then be built on top of these
MSPs.

To summarize the capabilities of the MSP we can abstract its core functionality in to a

interface module.

Module 2.5 MSP

Module:
Name: instance MSP;

Certificate Authority: MSP uses CA extends PKI interface; Identity: Uses the
L X.509 standard.

Events:
Verify: ( < Identity, I | xpemFile > ): Verify Membership.

Revoke: ( < Identity, I [*pemFile = ): Revoke Access of user.

GetRights: ( < Identity, I | *v,*pemFile > ): Retrieve the role and affiliation of
the user.

Add: ( < Identity, I | xUserDefinition,*xadmimKey > ): Add a new user to the
L MSP.

Properties:
Unique. There cannot coexist two or more MSPs with the same ID in a channel/net-

work.

Verifiable. All identities in the network can be verified at the CA.

Shared. All Organizations participating in the same channel will have a view of the
roles located at the MSP.

Trusted. Only a subset of entities can generate and verify the content of the MSP




Symbols Chapter 2 About the blockchain

As a general rule, there should exist an equal amount of MSPs as there are organizations.
The exclusive relationship between an identity and the MSP makes it logical to define the
MSP as the Organizational name. Furthermore, we say that MSP is Shared. Through
sharing doesn’t mean that other MSPs have direct access to that MSP’s secret keys
etc. However, they can establish a relationship between the identity (pemFile) and the

corresponding role such that policies on the channel level can be defined and enforced.

2.8 Channels

Hyperledger Fabric (HLF) seems somewhat to be a single blockchain network. However,
in more extensive networks, some peers might want to execute private transactions that
must stay confidential from the rest of the world state of other peers. HLF introduces the
idea that these transactions can be stored on the blockchain, albeit as a separate ledger
and a snapshot database. These nodes would request the ordering service to install a

new channel for them. We can abstract a channel into the following module.

Module 2.6 Channel

Module:
Name: Channel, instance C, Uses RAFT instance;

| Variables: Ledger, instance L

Events:
Request: ( < CREATE, channelConfig | *peerOrganization[], *ordererOrganiza-

tion[], *adminKey > ): Order a new channel to the network.

Request: ( < JOIN, channel | *peerAddress > ): Join peer to Channel.

Propose: ( < DECIDE, value | *v, *peerAddress[] > ): Commit a value for the

channel.

Update: ( < CONFIG, channel | *configBlock, *adminKey > ): Update the
L current view of the channel.

Properties:
Isolated. Only permitted nodes in the network can process the transactions within

the channel definition.
Immutable. Channel definitions are permanent.
Immutable Transaction History. A channel maintains an immutable transaction

history.

Controlled Partition. All unauthorized identities are blocked from joining the channel.

Considering the abstraction above. The channel is maintained by the ordering service
O which runs the RAFT consensus mechanism. Note that for each channel there will

be one RAFT instance. The Isolation property ensures that only peers can view and
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and append blocks to their channel ledger L. Channels C' = [C1, Cs] at O will work in
isolation such that C; U Cy where transaction queue C; = [11,Ts, T5] and Co = [T3, T4].
The configuration of the channel is immutable in such case that it is stored as the genesis
block of those peers participating the channel. We say it is émmutable as a result of this.
M However, there is possibility to issue a change to the current view of the network by
changing the participating organizations that will join. Not altering and updating the
channel view, there cannot exists arbitrarily organizations to a channel without issuing
an update on behalf of the system administrator [28] [29]. Moreover, an ordering service
may serve several channels and a peer organization may join multiple channels to act as

an endorser or committer.

2.9 Private Data Collections

Channels does indeed partition the network in a such way that transactions and ledgers
are isolated from each other. However, creating a channel for each set of organizations that
requires so do create overhead in terms of administrative tasks. As a result, Hyperledger
Fabric introduces the concept of Private Data Collections (PDC). A PDC allows for
hiding sensitive information within a channel from entities which are not supposed to
write/read it. As a result, the sensitive information itself are not disseminated in the
transaction flow. More specifically, the peer invoking a private transaction plays an
important role that involves in gossiping that private data to other authorized peers
in the network as the blocks disseminated by the ordering nodes will only contain a
SHA256-digest of the transaction. The PDC is associated to a specific contract and will
be referenced to in the particular contract through a key-value approach. Note that one
contract may have multiple PDC-definitions such that many organizations can use the
same contract but call with a different collection definition. There are multiple benefits

of having a Private Data Collection:
e Sensitive Data is not stored on the blockchain.

e Required Configuration is reduced.

e Though data is kept private, all other peer nodes in the channel will hold a digest

of the original document.
e Multi-tenancy private data sharing.
The PDC are strong for organizations that wants to share a common asset but doesn’t

want to share all details with other organizations that also requires to know about the

asset.
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Scenario 2.3. Assume a channel C' with three organizations Orgs = [Org;, Orgs, Orgs].
Furthermore, Org; is selling important products P in some industry. Then, let’s assume
that Org; and Orgs have done a deal where Orgs wants N amount of product P at some
lower price compared to what Orgs gets. Though, Org; wants this to be a deal with
only Orgo. Then, rather than storing that deal in a separate channel they can define a
set of PDCs PDCorgs = [PDChyrivatedeals, o002 PDCprivatedeator 93]. Where the constraints
= Orgy UOrgs and PDCyivatedealyr,, = Orgr U Orgs.
As a result, both Orgs and Orgs gets their respective deals - yet without knowing the

are defined as PDC)p ivatedeal

orgo orgs

details of each other.

From the scenario above, the details about the respective deals are kept private. Though
if there would be a dispute between some of the organizations about the integrity of the
respective deals, then they can use each others peer nodes to validate the integrity by

comparing digests stored on the ledger.

2.2 Gossip

2.1 Response(data = hash(data))

1.Propose

Figure 2.9: Proposal responses from Peers using PDC is hashed. Sensitive information
are gossiped to other authorized peers

The sensitive information are stored in the peers’ private data store i.e., its local Database.
A PDC policy can also specify whether the information can be read/written by other
members that may not be included in the policy. Furthermore, some sensitive information
may only be retained for some period as a consequence of government regulations or
policies like GDPR that requires the system to do so. PDC allows for defining for how
long the data should be persisted in the private data store depending on the amount of
blocks that have been added after the transaction digest was committed in to a block in

the respective ledger.
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Module 2.7 Private Data Collection

Module:
Name: Private Data Collection, instance PDC, Uses Channel instance;

| Variables: PrivateDataStore, instance PDS;

Events:
PutPrivateData: ( < PUT, TransientValue | Txvalue, PDCKey, Identity, PDS

> ): Put private data in a collection.

GetPrivateData: ( < GET, PrivateValue | PDCKey, Identity, PDS > ): Get
private data from collection.

Purge: ( < NewBlockEvent, PDClyu, | PDC[|, Blockpymper = ): Purges the PDS

for information which requires so.

Properties:
Private. Unauthorized entities attempting to access the PDC will be denied.

TimeScoped. Private details may be time scoped and eventually purged.

| Verifiable. Ledger at non-participating peers may verify the integrity of the data.

The PDC lifecycle is per channel and is defined on per chaincode instance. Upon initial-
izing of the chaincode the administrator of the network may define which organizations
that should share the private data and also whether the private data should be purged
after IV blocks in the ledger L. Also, the definition of a PDC requires to specify an upper
and lower bound of the amount of peers which should get the data for the first time the
network sees a private value. This is for replicating the data in the case of a peer-crash.
Peers that may not have the private data yet may lazely pull this upon endorsing some

transaction [30].
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2.10 Policies in general

The policies in Hyperledger can be abstracted in to a hierarchy. Different types of policies
affects different parts of the application cycle including administrative tasks, access rights,

transactional rights and so on.

System Channel

Orderer organizations Consortium organizations
System Channel |

Grouping Organizations and defines Ledger Structure Ledger structure

Consortium members

Channel modification }

Consortium policeis

Application Channel

Application channel

Channel Memberships

Consensus riid sy
Organizations Policies

Chaincode, Channel network changes

ACLs and Chaincode

ACLs and chaincode
5 Chaincode
3 Ledger Data
L Transactions, data, endorsement policies }
(a) Overview (b) Hierarchical policy structure

Figure 2.10: Hierarchical structure of policies.

The system channel is the most top definition of an organized group in Hyperledger. The
system channels define which ordering organizations that enforce the memberships of
the channel and dissemination of blocks and which organizations (consortiums) that can
transact within the channel. The ordering service runs the consensus protocol defined
through configuration and decides how blocks are issued. Organizations that are part
of the consortium can issue new channels and add new organizations to the channel
itself, note that not all organizations need to be part of the consortium. Furthermore,
the Application channel defines the possibility to add and remove members from the
channel. The ACLs and chaincode gives the ability to define Endorsement Policies
for chaincode. There is also a way of defining access control on specific functions that
map to a certain policy defined on the application/channel level. Undefined policies
in a given system level would either precede to a default policy or inherited from the
level above. Managing different kinds of policies is done by different participants of the
network (ref figure above). The organizations manage any channel modifications in the
consortium (System Channel level). Subsequently, the management of memberships and
organizational policies are also maintained by the organizations together with maintaining
the ledger data and chaincodes. On the other hand, blockchain structure, consensus
protocols, and consortium definitions remain maintained by the orderer organizations.

The "partition" of which organizations that maintain the policies is natural in terms of
the delegated responsibility. The orderers manage which organizations that are part of a

channel (i.e., the blockchain structure), whereas everything else that is business agnostic
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such as policy definitions and memberships are of concern for those organizations that

require it.

2.11 Final words on differences

We’ve now established the differences between permissioned and permissionless systems.
More specifically, the permissionless systems do, in general, assume that the peering
nodes maintain an abstracted business process in terms of code which is open for anyone.
In contrast, the permissioned system only a subset of nodes that is eligible to run and
execute the process. The appending of blocks in the permissionless model is done by a
hard cryptographic puzzle that is solved by nodes that act as validators. Any attempt to
cheat the system results in costly financial penalties for the byzantine fault node. In this
case, Hyperledger Fabric doesn’t have any incentives for such behavior. Nevertheless,
HLF expects that all members are predefined before performing tasks within the network.
Consequently, the authorized list of identities of such systems allows for defining incentives
like laws, policies, and financial penalties as everything is traceable and tied to a specific
entity in the real world. As a result, the consensus protocol used is a leader-follower model
that doesn’t rely on substantial computing power such as PoW to produce blocks. As
discussed, the downside of the PoW-scheme is that it doesn’t produce a final deterministic
view of the chain. More like probabilistic guarantees. Consequently always having risks
of potentially getting a skew hashing-power distribution in the network that can lead to
two or more versions of the original chain if a miner chose to go byzantine. Contrary to
the permissionless model, the permissioned system collects a majority of signatures and
disallows split votes meaning that only one view of the chain can exist (given that all
nodes behaves).

Another benefit of the permissioned model is that the expected performance in terms of
transactions that can it can handle per second is greater than what permissionless systems
would produce. However, the system architecture (especially Hyperledger) does get more
advanced and would require more configuration to run properly. Furthermore, the key
distribution and defining the white-lists (MSP) in HLF is harder than the permissionless
systems as anyone with a public-key value pair (in the right format) can join. The
decoupling of centralized distribution means that the business logic itself can define a
allowed list of members with right key pairs that are eligible to execute the business logic.
Despite the key distribution, as everything is publicly available on the ledger, storing

sensitive data is more laborious.






Chapter 3

Working with the Hyperledger

Environment

3.1 Configuration

This chapter gives an introduction to the different aspects of configuring a Fabric network.
However, this chapter is not necessary to understand the rest of the paper. However,
the chapter aims to provide the necessary information required to understand and setup
a testing network to explore with the capabilities Hyperledger provides. We also give
suggestions based on experiences while configuring the framework. The reason for
including the configuration section is because the framework is heavily dependent on the
configuration to work according to requirements of the project. Specifications include
everything from access control lists, distribution of cryptographic material, channels,

consensus protocols to run, installing and instantiating chaincodes.

39
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Summary of working with Fabric

Aspects Comment

Architecture Docker images need to be configured with scripting files.

Deploying to Production | Hard to maintain as all nodes require configuration which is specific for

each organization.

Updating the network Manual process, needs scripting files and admin privileges to change
configurations.

Consensus Pluggable, ability to chose between Solo, KAFKA, or RAFT.

Performance Adjusted in the configtx.yaml file, more specifically - block parameters.

Chaincode (smart con- | ChaincodeStub API provided for more popular developing platforms such
tract) as Java, GO and NodelJs.

Business requirements Modeled in channel configurations and policies such as endorsements,

private data collection and channel policies.

Application Development | Additional SDK requried for external communication must be added.
Available for platforms such as Java, GO, NodeJS, and Python.

Table 3.1: Brief description of how to get started.

3.1.1 Testing and development environment

To test and develop the algorithms, we needed a proper testing environment to execute
and deploy code while observing the output results. One could set up the required
architecture manually by installing Hyperledger binaries to different hosts and connect
them. However, this is cumbersome and time-consuming. The solution was Docker.
Docker is a technology that works like a virtual machine (VM). Unlike traditional VMs,
Docker aims to share the same kernel on the host machine rather than having one kernel
for each Operating system; this provides less overhead and better utilization of the host
machine’s resources. Hyperledger has docker images for all the required components in
the architecture that can be pulled and used both for testing and distribution (distribute

docker images).

Docker

The Docker engine is essentially an infrastructure which plumbs a set of binaries into
images abstracts them to containers when run. The Docker engine consists of many small
specialized parts which enables the engine to run almost all installable/downloadable
software within the containers. Everything from Network Interface, Storage, and more.
Due to its low overhead and ease of use, it makes the process of installing software easy
[31, Chapter 2].
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Docker images — can be seen as classes for those who are used to the OOP-paradigm.
Images can be stacked upon each other and can be represented as a single object
(container). This way, all images(classes) are “loosely coupled”, which means that the
“scalability” of images is significant, making it possible to create containers with a lot of

features from different branches of software on top of each other.

Ubuntu
Image

Hyperledger
Image

container

Custom
image

Figure 3.1: A docker image becomes a container.

How is the images built? This can be done by providing a “Dockerfile” in the desired
project folder. These files does not have any file extension. It holds a set of instructions
used by docker to form a new image. This could be everything from installing a certain
program or pulling other images to build on top of. This way its possible to reuse existing
images to build a custom image. A way of utilizing this is that a software provider can
pull the original Hyperledger image(s), provide the custom software and configuration
and then distribute it to external organizations as an image to be built as a container
that eventually can exist as a pod in Kubernetes. Hyperledger is dependent on running
on a predefined private network of nodes. Docker-compose is a way of creating a local

network on the host machine to facilitate multi-host applications using containers.

A yaml file (refer to listing A.1 for details) consists of a key-value specification. For
docker-compose one would requiretThe networks key which allows for defining one or
more networks with properties such as IP-addresses, network drivers and more. Secondly,
docker-compose must have Services which refers to the containers/hosts that will be
part of the network. A service could point to an existing image in the Docker repository
or to a Dockerfile which that container should build and run. In terms of Hyperledger,
configuration of environment variables is required under the environment section, refer

to Hyperledger’s github code base for more configuration parameters [32].

Since Docker runs on a single host machine, it is wrong to assume that the performance
is equivalent to a real world multi-host environment. This is due to the fact that
the containers we are running is actually using the same RAM, CPU power and disk.
Moreover, most Operating Systems work with context switching which also creates
overhead, meaning that the containers isn’t necessarily being run in parallel. Therefore,

we only used Docker as a testing environment for developing and testing of the chaincode.
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3.2 Deploy Hyperledger to Production Using Docker Images

A possible way to deploy hyperledger into production is to use the containerized applica-
tions within Kubernetes. In essence, Kubernetes is a orchestration tool that manages
containerized applications across several cluster machines. The idea here is to allow for
up-scaling and down-scaling of applications without having to worry about configuring
addresses, ports, and more for each time a container dies. Kubernetes therefore provides
predictability, scalability and high availability. The master server acts as a main gateway
for the cluster creation and generation of resources. The master will issue commands
through its API to nodes that isolates different applications in to docker containers known
as a pods. A pod represents multiple instances or a single instance of an application.
As pods are created and deleted continuously(not persisted) they end up with different
addresses each time. Consequently it would be hard to manage during run-time. The
Kubernetes services will then act as a selector that routes requests to containers that are
running. The Services is essentially a group abstraction of pods and routes requests to
pods by discovering them through their service name. However, as Kubernetes runs in
isolation there cannot exists external requests to communicate with the internal cluster.
A common way to handle this problem is to put a load-balancer or an ingress in front of
the cluster. Essentially, a load balancer will be exposed to the public network, through
NAT one can map an external port to an internal port related to a certain service
[33]. It is also common to use an ingress, which essentially can be seen as another
type of Load-balancer. What distinguishes the ingress from the traditional LB is that
it creates a rule set that maps rules towards backend services. A way of doing this is
to create a rule-set based on hostname of the internal service, such that the user(s) can
write hostnames to access the services they require (as in this case that could be the

peer.<org>.no, orderer.<org>.no, etc.)

Koo HLF custr
,/'

Figure 3.2: Simple Kubernetes Cluster for hyperledger fabric.

As depicted in the figure above, volumes are persisting data as containers are mortal,

i.e. by mortal we say that the containers lifecycle is essentially is getting started and
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killed without leaving anything behind. Kubernetes solves this by a so called persistent
volume. Volumes can in the context of Hyperledger persist ledger data, certificate data
for users, and will also be helpful during the update strategy of the cluster. Furthermore,
as discussed, Hyperledger requires to a certain extent a lot of configuration. In this
case, to persist configuration files can be put into a Kubernetes configmap resource.
A configmap is basically an entity located in the cluster that holds configuration data
that the pod will consume during provisioning of the container through a volume [34].
With this, the cluster can grow with minimal configuration changes if the organization
would require to get more resources in terms of peers and ordering services. Furthermore,
keeping sensitive data such as certificates, passwords for the CA can be stored in secrets
[35].

3.2.1 Helm Charts for provisioning Kubernetes Resources

Even though Kubernetes is made for scaling applications with ease - it will still require
coding of Kubernetes resources - and will probably be duplicate configuration files as

many peers require the same.

o Secrets. One for each peer/orderer/org.

« Services. One for each peer/orderer/org.

o Configmaps. One for each peer/orderer/org.
e Pods. One for each network participant.

e Volumes, depending on architectural design decisions.

In the long run this wouldn’t scale for operators of the blockchain network. There needs
to be done automation of these configurations in order to save costs, time and human
errors. This is where the concept Helm Charts comes to play. Helm Charts allows for
defining scripts in YAML files known as templates. The templates are configured and
reflected through what we call the metadata files, these files include everything from
required host names, crypto material and so on. Helm charts reads this properties and
translates them accordingly into their respective Kubernetes resource definitions. This
way an operator may only write meta data in a subset of files and run a few helm
commands in order install/upgrade the desired resources for his/her network. As a result

deploying and maintaining the network is much easier.
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3.3 Configuring the Framework

The images built and distributed by Hyperledger contains the required software to utilize

the framework. These core components of the network includes:

o Certificate Authority. The Authority of the network vouching and validating X.509
Certificates.

e Peers. The Nodes of the network which maintains the ledgers and maintains the

lifecycle of the Chaincodes (Smart Contracts).

o KeyValue Data store. A Key Value Database which maintains a snapshot version

of the Ledger located at the peer.

e Orderers. Runs the consensus protocol to be configured.

However, these images are not pre-configured and provides the software-components
for each participant in the network. The configuration must be done per node. A
recommendation here is that the network administrator should have an idea of how the
project scope is defined in order to create a proper topology for Hyperledger to run on
according to the application. The framework is heavily dependent on policies and the
configuration of the network to work properly. There are multiple steps such as defining
the scope of Messaging Service Provider (MSP), configuring the Hyperledger Fabric Key
material (Public Key Infrasctruture), channels, endorsement policies and so on. Due to
the amount of steps required it was discovered that this process were prone to human

errors in terms of configuration mistakes.

3.3.1 Configuring Initial Certificates with cryptogen

Before configuring and running the Hyperledger Fabric network one will need to create
certificates and signing keys that is used for the MSP of all peer and ordering organizations.
Two peers cannot initate communication without these keys as they wouldn’t recognize
their respective MSPs. Cryptogen is a tool provided by Hyperledger to make the process
of generating Hyperledger fabric key material easier. The tool looks for the crypto-
config.yaml (See listing A.2 for details) file in the same directory the command is called
from. This file will contain all the entities in the network, such as those organizations
that manages orderer and peer nodes. For each organization, one can also specify the

amount of users in each organization.

cryptogen generate --config=./crypto-config.yaml

Listing 3.1: Command for generating all required keys for the network.
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The cryptogen ! tool will read the YAML file and generate a corresponding crypto-config
folder in the current directory. The created folder will contain information such as
cryptographic keys. For organizations, there will be a corresponding folder with the
necessary material, which will be added to the corresponding MSP of different nodes
during the bootstrapping of the network. Properties for the organization’s Certificate
Authority can also be put here. Such as Subject Alternative Name (SAN), which can

hold parameters such as IP addresses, DNS names, and more.

Node OU configuration (remapping of

MSP N
B config.yaml| identity roles

D — CA certificates that signs for the

cacerts organizations certificate
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-

Organization administrators certificate
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signer.k
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signcerts
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tisca-<domain>-
cert.pem

Figure 3.3: Generated MSP structure.

The generated structure of the MSP must then be mapped accordingly to the different
containers in docker such that the endorsement policies and more should work as expected.

Failing in doing so may result in multiple errors when starting the network.

3.3.2 Generating Channel Artifacts

In order to create the topology of the network one would need the following:

o The Genesis block. Contains specific information of which certificates (from which
organization) that can serve the initial fabric blockchain for the channel. There

will be one genesis block for each channel created.

e Channel config.

LCryptogen should only be used for testing purposes and not for production environments.
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o Anchor peers. Anchor peers need to be configured for each organization. These
nodes acts as a supporting node within the organization. It syncs with other

organizations ledger’s using the builtin gossip protocol.

All these are configured in the file configtz.yaml which is read and used by the configtzgen
tool. A channel can be defined as shown in listing A.3. Essentially, a channel is defined
as a profile. Within the profile there exists a consortiun. The consortium is a collection
of non-ordering organizations of the network which the orderer is going to serve and
allow for administrative tasks within that channel (like adding new members etc). These
organizations will be the initial organzations that form and join the channel. Furthermore,
a channel may support different versions of running nodes, known as Capabilities. This
needs to be specified in the configtx file to ensure that client applications and channel
nodes can run on different binary versions which may produce inconsistent results as the
framework changes over time. Defining capabilities allows for cross-version compatibility
which allows for different nodes running different versions to communicate with each other
regardless.?. Furthermore, other than the configuration block of the channel definition
the ordering service also need to know about the Anchor peers for each organization.
Each organization has set their respective MSP information as well as crypto material
including certificates, keys, hostnames, port information in regards to anchor peers as

shown in listing A.4.

Here the organization refers to the MSP directory which is where the cryptographic
material (represented in a folder) generated with cryptogen is stored. The ID parameter
of the MSP must be unique for each channel as the channel abstraction would shared all
participants local MSPDir. Furthermore, anchor peers are defined here as well. A good
practice would be to have redundant anchor peers for high availability, since these nodes
are critical in synchronizing with other organizations when it comes to configuration
changes in the channel - like newly added organizations or other changes to the genesis
block. An organization without anchor peers will not cause any crashes. But in a case of
a partition where a peer organization loses connection with the orderering service, then
other peers in the same channel will receive updates from neighbouring peer organizations.
The same applies if a project uses private data collections extensively. If a node doesn’t
have the latest private data - then the anchor peer(s) will need to get this data from
another organization through the gossip protocol.

To generate the required genesis block, one can use the following command in the same

directory where the configtx.yaml file is located.

// create the genesis block for channel definition.
configtxgen -profile UniversityChannel -outputBlock ./channel-artifacts/genesisunichannel.block

-channelID unichannel

*https:/ /hyperledger-fabric.readthedocs.io/en/release-1.4/capabilities_ concept.html
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// create anchor peer config
configtxgen -profile UniversityChannel -outputAnchorPeersUpdate

-/channel -artifacts/UniAnchors.tx -channelID unichannel -asOrg <0rgID here>

Listing 3.2: Creating a genesis block.

The UniversityChannel keyword corresponds to the same profile defined in the Channel
profile listing. Furthermore, to generate the anchor peer configuration used by the
network one will need to execute the anchor peer command for each organization while
changing the name for the asOrg parameter.

It can also be defined Access control List for each channel. In Hyperledger these are
defined as policies and will be defined on the entity type. An entity type can be defined

as a specific peer, member, client or admin. There exists two types of Policies [36]:

o Signature Policy. Evaluates the access control based upon the MSP principals.
It supports combinations such as AND, OR and NOutOf which makes it possible
to create rules like : "Admin of UiS and UiO or 8 of 15 organizational admins

approve this".

o ImplicitMeta policy. Allows for referring to other policies (utlimately signature
policies) to be evaluated up against. E.g. "Majority of admins in the channel".
However, these policies seems to be less flexible in comparison to evaluating the

signatures.

If a channel has two Organizations joined in, then the "Any Writers" policy would fallback
to the Organizational policy definition. This means that users from both organizations
have the same rights as within their own organization unit. However, this can be overriden
by specifying the new policies under the channel profile. A policy would can be defined
for applications (clients), channels and organizations, same structure applies for all policy

definitions as depicted in listing A.5.

An important note while developing with Hyperledger Fabric is that identities defined
in the Rule section can be users, whereas in Endorsement policies these identities must
be Peers in the network to sign and validate transactions. Readers in this case will be
allowed to read the state of the ledger. Writers will be allowed to propose new values
that are to be appended to the ledger. Admins are allowed for more administrative
operations such as updating channels, initiate chaincodes etc. Though, the format given
above is the general structure for defining System, channel and transaction policies in

Hyperledger.

The orderer also has a set of parameters that can be defined before bootstrapping the

network. These parameters include which consensus protocol to run, adresses of other
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orderers, and list of organizations which are defined as participants on the orderer side
of the network. Moreover, adjusting block frequency is possible. The block frequency

can be set by variables such as:

e Number of messages. This is the upper limit of number of messages to include

in a block.
e Absolute Max Bytes. Maximum size of messages to include in a block.

e Preferred bytes. A preferred value for message sizes from a message. A message

size larger than this value will result in a larger batch size to form a block of.

e Batch timeout. How long to wait for cutting the block after receving a transaction.

These parameters need to be configured according to the application the ordering service
will run in. More specifically, they tell when the ordering service when to stop, create
a block and send it before creating a new one (refer to the configuration of these in
listing A.6).

Furthermore, the configuration of the consensus is done under the orderer profile. As
discussed, there are multiple ways of configuring which consensus type that can be used
(SOLO, KAFKA or CFT RAFT) though KAFKA and SOLO are deprecated as of version
2.0 in Fabric. There has been research on providing a Practical Byzantine Fault Tolerant
protocols for the project, though this is still not included in their official distribution
files yet. Hyperledger is flexible in the terms of which consensus protocols it can run.
There are projects which have defined their own software module which can be used
together with HLF. This modular concept allows organizations to chose which of these
consensus-providers to use and works best for their business need. E.g. organizations that
already have expertise on KAFKA or Requirements of high performance CFT (RAFT),
or lastly requirement of Byzantine fault tolerant ordering service. We utilize RAFT
in our project which can be configured specifically for the project. The TickInterval
is the time in between two HeartBeatTicks sent by the RAFT-leader. Moreover, the
ElectionTick property tells followers in a current term that, if a node has not gotten 10
tick messages from the leader - it will set itself to candidate. The HeartbeatTick means
that a leader maintains its leadership by every HeartbeatTicks. The MaxInflightBlocks
is the number of appendBlocks messages the ordering node will allow for during an
optimistic replication phase. Essentially, an optimistic replication phase allows for how
much two or more nodes may diverge in their current replication log. This allows for
a lazy commit of blocks. Lastly, the SnapshotintervalSize tells RAFT when to take a
snapshot of the log and save it to its persistent storage [37]. Though, changing these

parameters such as attempting to set the ElectionTick and the TickInterval to low values
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(for performance gains) may lead to a state of the system where a leader cannot be
elected. We therefore propose that the system administrator should thoroughly test this

before moving to production.

3.3.3 Defining channels

Orderers maintain the channel configuration and holds the information of which orga-
nizations that participates in the consortium. Note that the consortia of the channel
defines which organization that are joining the network initially but are able to add
other organizations to the channel at a later point. The purpose of the Consortia is that
the organizations that joins initially are able to govern the channel with policies and
more. This is powerful for those scenarios where there is only a subset of organizations
should have the ability to define application policies and more. Though, not including
organizations into the consortia does indeed pose constraints such as; not allowing for
channel creation, not allowed to add new organizations, and MSP structure needs to be
included. More specifically, an organization that is not part of the consortia must include
their entire MSP structure to the channel configuration. As a result, organizations that
joins afterwards needs to consult the system administrator of the consortium which then
have to include the new channel artifacts (MSP) and issue a new reconfiguration block
to the orderers and the rest of the network. This is where the configtzlator is used to
create a new block - by using the previous one. The general idea here is that some of the
organizations in the Consortia needs to fetch the latest config block from the ledger and
then use the configtxlator to convert it to a JSON-format. With the help of tools like
jq one can specify where in the produced JSON the new configuration data should be

included and then create a new block-file again.

Full block
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Org1 "channelHeader",
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Figure 3.4: Flow of updating channel configuration.

The process is depicted in the figure above. Once the new block file is ready for submit,
one of the authorized peers needs to issue that block the ordering services in order to

take effect. If sucessful, then the new organization may include their peers.
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3.3.4 Starting The Network

When crypto-material and required channel artifacts are generated the project should
be able to be started. The general steps to get the network started is to utilize the
fabric tools docker image to configure the cluster. Essentially, this image the commands
required for managing the network. It can hold certificate data such that admin-like

tasks can be done in the cluster.

e Create the Genesis block. All channel definitions will be contained here.
e Create Anchor Peers. Defines which peers that acts as anchor peers.

e Create channel. Create channel and instantiate it (once per channel definition).

Update anchor peer configuration.

o For All Peers. Join channel(s), install and instantiate(once per channel) chaincode.

The network is then up and running. The examples of Fabric configures docker images
using bash-scripts which configures the cluster through the fabric-tools images. Note
that some configurations also require to set specific environment variables for both peers,
orderers, and the CA. For example extended timeout values and CouchDB addresses.

The fabric tool image must have set the right MSP configuration parameters in order for

it to apply changes to any node in the fabric-network, as shown in [38].

peer channel join -b <channel_name>.block
peer chaincode install -1 java -p your/path -n <name>

peer chaincode instantiate -n <chaincode_name> -C <channel_name> -P ’AND(A,B,C)’ --collections config °’

Listing 3.3: Fabric Tools commands, executed with 'docker exec <ENV> ...

The commands in listing 3.3 is run from the fabric-tools container towards the peer/orderer
defined in the environment variables within the container. In this case, a peer joins a
channel by fetching the genesis block from the orderer. Then it will install some Java
chaincode (installation needs to be done on all endorsing peers), and then instantiate
with an Endorsement Policy and a Private Data Collections. This is how fabric proposes

to configure their containers.

3.3.5 Concluding the Configuration of Fabric

Fabric requires configurations on all parts of the application. From the point where
chaincode is ready for deployment one need to configure an endorsement policy (optionally

a PDC). Moreover, once the chaincode is ready one will have to find out which channel
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that particular chaincode may run in. For a channel to work one must have an ordering
organization that will hold the configuration of the consortia and corresponding policies
for channels, applications and organizations. When a channel is defined then the channel-
artifact need to be issued to the relevant ordering nodes. Then, rather than automatically
allowing peers for the organizations which participates in a channel to join - e.g. through
a discovery protocol (with the help of signatures to prove ownership) they will have to
manually join themselves. Fabric shows that doing so requires a bash-script that uses
the fabric-tool docker image for peers to join a new channel definition. Furthermore,
updating to a newer version of fabric requires that the content of the ledger(s) etc. are
copied manually and persisted on some other disk. This is more manual work - and will
indeed be a candidate for adding a new script for such behavior. Moreover, updating
the channel requires to fetch the current block, decode the block-definition to a JSON
format using a new tool - namely, the configtxlator [29]. Then apply the changes to the
JSON-file and finally encode it back the .block format. Following the examples of Fabric
- this is also a new bash-file. All-in-all a lot of YAML files and bash-scripts is required

for running a Fabric network locally.
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3.4 Programming in Hyperledger Fabric

Configurations as previously discussed are a declarative way of working with the environ-
ment. The commands only enable functions/logic for the framework. These parts of the
systems are typically used by operators/service people. In this section we look at the

possibilities of creating a programmable logic - which is more aimed for developers.

3.4.1 The Chaincode API

Chaincode is an API available for Java, NodeJS, and Go. Chaincode allows for putting
transactions on the ledger in any format. The API itself has the the following definition

which all languages follows.

Module 3.1 Chaincode

Module:
Name: Chaincode, instance cc uses Private Data Collections 2.7, Endorsement

| Policy 2.4, MSP 2.5, X.509Interface

Events:
Init: ( < INIT | values[] parameters > ): Initialized once the chaincode is instantiate

and after upgrades.

Invoke: ( < INVOKE | value v > ): Invoke a function to commit a value v.
PutData: ( < COMMIT | value v > ): Commit value v to the state database.
GetData: ( < READ | key K > ): Read a value associated to K from the state
L database.

Properties:
Strict Execution. All endorsing nodes that is required to execute must produce the

same results.

Privacy. Upon using PDC, all information is only propagated to a subset of authorized
peers. All other data is protected by the channel policy.

Locked. A state database key cannot be changed within the same block.
Identifiable. All callers are identified through their X.509 certificates.

To invoke and commit a value, one will have to call the Invoke function. A typical pattern
here is a switch( case..) that passes the arguments in the call to a corresponding method.
The chaincode only contains a set of APIs to update the underlying state-database,
namely the CouchDB instance (no direct commit to the ledger itself). Once a chaincode
execution finishes, the peer will create a read-write-set. A read-set is essentially the
old value of the updated key, and the write-set is where the actual updated value(s)

are. The read-write set will be used by the other peers in conjunction with the digital
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signature of the endorsing (or executing peers) node(s) to verify the transaction result.
If any disagreement exists, then the validation phase would fail, and the transaction
will be discarded in the ledger, thereby the Strict Ezecution property. The updating of
the ledgers only happens when the peers see a consistent read-write set. Deterministic
code is important for chaincode to work. Though, all these processes are abstracted
away from the chaincode developer. The primary concern of the developer is to model,
develop, and test the code. To test the code without a running cluster, a developer
will have to rely on mocking the chaincode API to replicate the Fabric’s behavior.
Nevertheless, to identify users, one can use the Clientldentity [39] library, which allows
for identifying different users from each MSP (not supported in the testing framework for
v.1.4.5). This allows for fine-graining of Access Control down to the data-base key level.
Furthermore, when using private data collections in chaincode one will have to refer
the collections name through the PutPrivateData(PDCKey, Key, data) method. The
data-field in PutData/PutPrivateData is typically in JSON-format. PDCs presevere the
Privacy property as previosuly described in Chapter 2. Chaincode also has a capability
of calling other chaincodes located both on the same channel and different channels
(given that the channel policy allows the chaincode-caller to access). Essentially this
capability is an invoke call from the chaincode. Note that a peer may have N chaincodes.
From Fabric v2.0 there exists a new lifecycle of how the chaincode is installed. More
specifically, organizations may vote in order to agree on the chaincode defition. This
allows organziations to view the definition, sign it, and then vote. Upon majority, the

code will be ready to be committed and used on the channel [40].

3.4.2 External Communication With Hyperledger Fabric

Fabric provides several SDKs for external communication through gRPC calls, some of
them include the Hyperledger Java SDK [41]. The SDK is pulled as a dependency to
a Gradle/Maven project. It is a low-level API that allows for controlling the network
externally, some of these operations include installing chaincode, instantiating chaincode,
and invoking & querying chaincode. Furthermore, the SDK allows for communication
with the fabric CA, meaning that users can be registered with the client - as long as the

admin/other authorized entity approves it.

Moreover, they also allow for subscription to block events on the channel. Using the
Block Events makes it possible to even write tests on top of the SDK. As chaincode lacks
testing possibilities during the Software Development Life Cycle (SDLC) one can use
tools like Maven to write tests that issue transactions towards a deployed chaincode using
Docker and assert whether the transaction was committed or not. Maven is essentially a

way of building, managing, and testing Java code.
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Figure 3.5: Fabric SDK allows for defining user-wallets. TLS is optional (but recom-
mended).

Nevertheless, for the SDK to work, one must statically configure the network architecture
through connection profiles. Essentially it is yet another YAML-file that needs to be
defined for the SDK to read s.t. It knows the addresses of the ordering-, CA-, and peer-
addresses. Moreover, a REST-API like approach can be created for external applications
to communicate with the cluster so they can talk to the cluster through a rest-service.
Alternatively, a strategy (for decentralization purposes) is to create a java client, or a
JavaScript client (using the NodeJS API) for clients to issue transactions towards the
cluster. The SDK has many possibilities and works like an external toolbox that connects

the external world to a Fabric network.
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Related Works

This chapter covers the material studied in order to get ideas for the design approach,
more information about the hyperledger framework, such as improvements, guidelines on
how to develop secure chaincode. The basic idea is to establish an relationship between

Hyperledger and the Bbchain project and create a similar solution approach as Ethereum.

4.1 The BBChain Project - Verifying Academic records

The Bbchain project at the University Of Stavanger uses Ethereum to develop a platform
for academic institutions to verify academic records [42]. In essence, Ethereum is a
permissionless system that allows for running Smart Contracts that runs on a public
ledger. The Contracts provides for a limited set of executable commands to produce a
final result. Depending on the resource consumption of the set of commands will consume
something called Gas. The gas in Ethereum is a way of constraining the invoker to
execute arbitrarily amount commands towards the system. Depending on the market
situation, the client obtains gas by paying for Ether (which is the currency of the system)
in exchange of value of a real-world currency (e.g. Dollars).

Consequently, if a user in the system decides to transact expensive transactions, then
the gas usage will increase accordingly. Whenever the Etherum Virtual Machine detects
that the transaction gas limit attains, and if the transaction execution-set still got
commands to execute, then the EVM will undo all operations if the funds are not
sufficient. Furthermore, similar (yet more expensive) incentives are given to the system’s
miners as a result of the PoW-scheme. As the system is a child of the permissionless
model they deploy a P2P architecture where the role distribution for the backend service
includes [43]:

55
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o Light Nodes. Requests the current state of the ledger and validates block headers.

The required resources in terms of CPU power is minimal from the peer.

o Fast nodes. Retrieves all the block headers but does not validate any previous

transactions until the current one.

e Full Nodes. Maintains all history, and all intermediate states are computed on the

fly. Unneeded transitions are pruned from the system.

e History Nodes. Sames as full nodes, but stores all state transitions.

The nodes in the network differ in terms of how they reflect the ledger history. Compared
to hyperledger, these are committers (passive nodes) and endorsers (acting nodes). The
acting nodes check whether the state-change is valid, whereas committers only listen for
blocks and trusts that the endorsers did the right thing. Additionally, Hyperledger deploys
nodes with a separate set of tasks to perform to form a consensus within the network
(orderers and peers). As a result of the different roles, Hyperledger’s transaction flow is
more complex (in terms of steps) compared to Ethereum where a transaction engages

the Proof-Of-Work algorithm at the moment where the network sees the transaction.

4.1.1 Attacks in Ethereum

The longest chainrule described (LCR) in Chapter 2 applies to Ethereum, however, they
use a protocol known as Greediest Heaviest Subtree (GHOST). GHOST is a way of
optimizing the most extended chain rule to increase the scalability and performance of
the blockchain protocol. The nodes will continuously extend the chain, which has the
highest amount of leaves. One can optimize throughput as one doesn’t care about the
length of a single chain, but the chain with the most leaves. The rationale behind this is
that one can increase the block frequency and increasing the likelihood of disagreement
(from the LCR view) though, as the new rule applies, these "disagreements" will not be
significant. Further, as previously discussed in Chapter 2, the hashing power required
to create two versions of the chains in Ethereum is working at under 30 % of the total
mining power, given that the selfish miner holds the majority of the network capacity.
As described in [44], the selfish mining attack is successful when the selfish miner has a
significant influence on the network capacity v. With v we mean that the broadcasted
blocks produced by the selfish miner are disseminated and received by honest miners
before they receive any of honest miners blocks’ Nevertheless, they concluded that
this could be leveraged to some extent if they consider both frequencies of blocks on
the main chain and uncle blocks yielding better security than other systems such as

bitcoin. Additionally, as the likelihood of successfully performing a selfish mining attack
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increases with the network capacity v of the selfish miner, one can perform this attack
by silencing the network’s nodes. As described in [45] by Xu et al. the Ethereum node’s
13 connections can be controlled by an adversary which lures the target node, ultimately
the nodes’ view of the world state can be manipulated resulting in a disagreement of the
network. Alternatively, the adversary can only choose to forward blocks by some mining

pool. Consequently making the selfish mining attack easier.

Smart contracts in Ethereum is compiled and interpreted by the Ethereum Virtual
Machine. The purpose of the EVM and the solidity language is to ensure that code
produced is Turing-complete yet not time-consuming in its operations. I.e., complex
data structures could significantly impose slow execution times, especially for larger
distributed contracts. As a result the programming structure are simpler than it would
become in languages like Python, Java etc. In [46] Nicola Atzei et al. concluded that
the solidity language itself doesn’t have any vulnerability that can be exposed though
code patterns produced by developers might lead to exploits. An example of such is the
DAO attack, where execution patterns resulted in an undesirable state of the ledger,
such that the program’s desired logic fails in updating accordingly. They surveyed ways
to mitigate this and concluded that tools like Static Analysis Tools (SAST) that analyses
code flows of smart contracts could greatly reduce the likelihood of deploying vulnerable

smart contracts to the public.

4.1.2 Ethereum Data Storage

TThe smart contract technology of Ethereum is known as Solidity. In short, the Solidity
contract shares concepts with the Object Oriented Programming model. The contract
has a set of public fields controlled by methods that can be called on externally. These
fields are the state that will be distributed to the network and eventually committed
to the ledger. Whenever the system has completed the change, then that change will
be publicly available to anyone participating in the ledger. As a result, the BBchain
project cannot store sensitive information within the smart contract fields. Their current
strategy is to implement the Ethereum SWARM to their technology stack [47]. The
storage system deploys a decentralized Peer-to-Peer network architecture where all files

that are stored have the following properties.

o Files are referenced through its hash representation.

e Chunks, represents a limited size of data unit.
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o Manifest, abstracts a collection of files into a manifest. Referenced through root
hash.

The storage nodes will coexists together with the ethereum nodes, and will require
that the client bridges the connection in between them. Furthermore, the storage is
collision-free (for two different blobs), and identifiers are deterministic such that data
with the same content will always get equal value. Whenever a swarm node receives
a blob, it will split that blob into chunks and distribute them to different nodes. The
Distribute Pre-image-Archive (DPA) will then calculate which nodes can store which
pieces. Which nodes (or bins) will be collocated based on their distance in terms of
their respective addresses. Related chunk addresses are stored in bins close to each other
(none of the nodes decides which chunk they will get). The system extends the idea of
incentives for the storage nodes. The nodes deposits a unit of a particular economic value,
upon request for delivery, the database will give credit to itself, and whenever requesting
a chunk, it will debit itself. The basic idea here is that the storage provider deposits
money to provide security for the chunk. An attacker cannot corrupt these chunks and
attempt to send it as the original blob, making it harder to fake the system as the root
hash will be different. If the storage provider fails to provide the fragment, then the
incentives mechanism applies - failing in transmitting the right values means that the
providing node has lost its "bet". Consequently, nodes should decide to disconnect from
these nodes too [48].

Moreover, there are challenges with the system as data can get corrupted, the different
storage nodes replicate different chunks (based on the hash), if one node fails to give a
part of the file, another one must be able to assist. This impediment results in a trade-off.
If using high replication, then the system requires more nodes with the data, which
means retrieval is faster. The consequence is that the system will consume significantly
more space. If less replication, then the system depends on particular nodes not to fail,
which imposes a higher risk of losing data. As a result, there is no guarantee for the
chunks of getting persisted at nodes if the nodes go malicious. Hyperledger, on the other
hand, does not have an approach like this, the data is stored on the ledger tied to the
respective channel. With this, all transactions, intermediate states, etc. are stored in
the ledger whereas the CouchDB only contains the snapshot of the last block, L.e., the
CouchDB can equal to Ethereum’s Light nodes

4.1.3 BBChain System Design

The BBChain project [49] utilizes the concept smart contracts to represent different

entities of a system. They want to aggregate the data to verify based on the affiliation of
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the entities in the system, which means that the entities with higher affiliations such as
teachers and faculty leaders will have the authority to aggregate the data produced in the
lower parts of the hierarchy. The idea is to utilize the Ethereum Public Key cryptography
to register users in the system. Each student, teacher, and faculty management identifies
themselves with their Public/Private Key combination. The smart contracts will maintain
these keys so they can control information flow, entities’ ability to invoke functions,
and information association. The idea is to create a data model s.t. Teachers can issue
transactions containing information about a document. Once a document is registered,
other roles such as assistants can verify the state of that document. This way, the issuing
of information requires an endorsement of stakeholders that is authorized to verify a
particular claim about another entity, i.e., a student’s grade/diploma. Once a set of
courses are finalized, in terms of time, and they all form a degree. Then the responsible
entity that issues diplomas can call an aggregation function that reads the state of all
the sub-contracts and calculate a unique identifier using digest-values (or hash values) to
commit a token-value (aggregated digests). Once done, and after some time 7" the token
will be stored in a block in the Ethereum ledger. At this point, a student has a token-like
value, which is representing a digest of the diploma in the ledger. Third-party entities
can verify this token by using real-world documents to re-calculate a hash value that
can be verified up against the ledger. Note that this token-value is distributed all over
the Ethereum nodes, which is currently 7500 nodes distributed across the globe . As
previously described, the BBChain project planned to store these academic documents
off-chain as depicted in the figure below and then have the client to relay these hashes to
the ledger.

"https://ethernodes.org/
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Figure 4.1: Clients is relaying data from distributed storage to smart contracts.

To verify the final diploma external clients may use the client application to invoke query

transactions on the relevant smart contracts to do the following assertions:

o Timestamp. When was the last time someone changed the state of the course

digest.

o Integrity. Through comparison of hashes a third party may verify the integrity of

a claim.

o N-eye-approval. A set of N stakeholders that verify whether a subject was qualified

for a certification.

The Faculty in Figure 4.1 will contain a final hash of the diploma after the faculty
leader has aggregated all the digests for the sub-courses. Compared to a single records
system, an adversary/corrupt node will need to convince most GETH nodes to accept
value-changes. On the other hand, using a single (and maybe a replicated) system, a
change of a value in a database is much easier. Even though its harder to convince the
ETH nodes, it is still hard to avoid external factors such as human corruption. However,
this issue is arguably not up to the blockchain to solve.

Nevertheless, while running these contracts on the public ledger means that the consensus

will happen not only for these smart contracts but also for all other contracts. As
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Ethereum relies on the Pow-scheme each invocation needs to include gas and a transaction
fee. The higher the fee the faster the expected commit time would be as this would give
incentives to the miners (or Validators) to include that transaction in the next block.
The Profit algorithm 2.2 describes this behavior in Chapter 2. Spain et al. [50] describes
that transactions with higher transaction fees requires less time tbefore committed to
a block compared to those transactions that have lower fees. Furthermore, they also
discovered that the average transaction throughput was around 161 transactions per
minute. They also found that Ethereum produces approximately 4 blocks per minute.
There is a median value of 22 seconds to wait for the inclusion of transactions in a block.
Together with a slow block propagation, a client would likely need to wait for a while
for a confirmation that the transaction is included in the ledger. However, there exist
techniques which let uncorrelated transactions to execute in parallel ledgers, commonly

known as Sharding.

4.2 Decentralized ldentifiers

DID definitions [51] [52]

Name Comment

Subject The owner of the data of which a set of claims are made.

Claim A statement about a subject, e.g. a property.

Credential Is a set of one or more claims by some entity. May include metadata such

as information about the issuer and proof to verify the data content.

Issuer Asserts claims about one or more subjects.
Verifier An entity which receives one or more credentials for processing.
Zero-knowledge proof Proving an attribute about a subject without revealing it.

Table 4.1: Decentralized Identifiers Definitions.

Decentralized Identifiers (DIDs) is a specification that is getting more attention as the
rise as decentralized systems are emerging in the market. Essentially, a DID identifies a
certain subject, which could be anything represented in the real world. The basic idea is
to let the subject have control over the DID independently of any centralized registries
such as identity providers, certificate authorities, and more. Each DID can be located at
a certain URL allowing for trustable interactions between verifiers and the subject. A
DID can represent a cryptographic representation of some documents. Each document
can have multiple methods such as verification, revocations, or other controls. With this
approach, subjects do not have to worry about how information is stored and handled
in different parts of the web—hence losing control over how the information is stored,

used, and accessed by third parties. By accessibility, we mean that some service stores
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information about a subject but relays it to third parties for business purposes. When
the information is scattered around, it is hard to control it. Currently this is governed
by the GDPR. Furthermore, not all actors take proper security measures to protect the
confidentiality, integrity, and availability of information about the subject. As a result,
DIDs aim to solve this by decoupling the need for giving some information in pure text to
third-party actors. The basic idea is that the subject (i.e. controller of information) may
define who can access and verify a certain claim about a person. We give an example in

the Scenario 4.1.

Scenario 4.1. Let us assume that a student supposedly wants to buy a book from an
online bookstore. The book store claims that all students gets 40% discounts on books if

they login through a identity provider tied to the university.

Traditionally, the way of solving scenarios like these is to let the Identity Provider of
the University share such information. Though only proving that the university knows
about the entity. However, the bookstore ends up with information about the subject
in its database. What if the bookstore could relate to a decentralized system to verify
information about the subject? Rather than giving information about the subject we
can verify the subject’s claims about a certain set of attributes - which in this case
is the student’s enrollment. Rather than exposing the full identity in terms of email,
grades, an other information but rather a zero-knowledge proof. According to the DID
definitions [53], in Scenario 4.1 the university will be a Issuer. The Issuer here is some
organization that vouches for a statement around a subject, which could be anything from
enrollment, participation in courses, or diplomas. These types of information are known
to be Credentials. A credential is a claim made by an issuer - and a verifiable credential
is tamper-evident credential that can be cryptographically verified. On behalf of the
student’s permission, the bookstore may ask the relevant URL to verify enrollment. Once
the student decides that the bookstore does not need to read these types of information
anymore - then a Revocation may be done. Revocation is stronger in Decentralized
Identifiers. DIDs aims to protect the subject in their decision to revoke access of personal
information to other parties using it. After revocation the bookstore will only know that
the enrollment status of the student at the university. This does not only change the
idea of information sharing - but it also provides minimal information disclosure to other
parties while also knowing what was shared.

Furthermore, with approaches like these, one can also mitigate the idea of 'Self-asserted’
information - like, for example, a student providing an academic record to an employer.
The employer will then have to assume that the grades are correct - and not tampered.

With an underlying Decentralized Ledger like a blockchain the student can still give that
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Figure 4.2: Idea of Decentralized Identifiers.

employer the diploma - but the employer may verify the integrity of this diploma with
the blockchain as depicted in Figure 4.2.

4.3 Sharding the Blockchain

As described in the previous section, permissionless systems are known to be slow in their
throughput of transactions. As a consequence, this is one reason why the technology
isn’t deployed to large-scale systems in the market yet. Still, there are attempts to make
such systems more scalable in terms of transactions throughput. Some of these attempts
are known as Sharding. The concept of the Sharding lies in the way the ledger-structure
is distributed. Rather than maintain one ledger for all transactions, one node can have

many ledgers for uncorrelated transactions. Sharding can be defined as follows [54]:

Definition 4.1. A Protocol which outputs some result R based on some result of a

subset of independent processes P;.

As Loi Luu et al. [54] describes, each process within the subsets of X; needs to
have a constraint function which validates transactions in X; s.t , Vz; € {1..k},
VALIDATE(z;)=> TRUE. The basic idea here is that whenever a set of disjoint
transactions hits the system, then one can forward them to their respective shard for
processing. Thus, rather than processing them sequentially, they can be parallelized and
processed in isolation. Upon finishing, the validation function can assess the final result(s)
of each shard and determine whether the outcome can be committed for an example
in the main ledger or syncing with another ledger. Their protocol Elastico segments
the available computing power in to Committees. Each committee contains a static

number of members, which runs a byzantine fault-tolerant protocol; these partitions
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are their shards. On top of these shards, a final committee merges the results from the
shards, validates it, and then commits. With this approach, blockchain systems can scale
horizontally and linearly of the shards. Although scalability is important, it imposes
some challenges for permissionless models as they lack trust in the system (i.e., a PKI
to trust). An adversary might simulate many processing units, thereby creating a Sybil
attack. These attacks would indeed impact the security as there exists fewer nodes per
chain affecting the Safety property of the blockchain, as an adversary can silence honest
miner nodes and form its pool to create blocks within the shard. However, Sharding is
not yet implemented in the current version of the EVM, though they plan to roll the
feature of sharding into different phases. According to their road map [55], they will
initially attempt to decouple the need of the PoW-consensus algorithm and move to
a Proof Of Stake Scheme that has significantly better throughput, yet maintains the
incentives that PoW-scheme gives. Essentially Proof-Of-Stake is when miners put their
stakes to create a block - failing in doing so will indeed result in a lost stake, thereby an
incentive. What PoS essentially do is to replace the Resource usage in PoW and shift
it over to a betting system. Furthermore, the Ethereum Developer team will focus on
integrating a sharding feature for the EVM gradually to increase the scalability and
usability of the framework such that it can cope up in performance with existing systems
such as credit card processing.

Besides this, Hyperledger’s channel abstraction 2.6 defined in Chapter 2 does provide
a way of sharding the transaction ledger in Fabric’s environment. The reason be-
ing that each channel will run its own set of rules, Consensus instances, and ledgers.
To synchronize a set of ledgers into a single one they have the following function in
their ChaincodeStub API, which allows for reading states from other channels using
stub. InvokeChaincode(ccName, channelName, args..). This function will not allow for
writing values in other ledgers, however it can be used to aggregate results from N
channels into one specific channel. Then deploying a chaincode that aggregates the
results from other chaincodes located in different channels. This way, the external
application can load-balance their traffic to different chaincodes located on different
channels. Isolated instances of RAFT means that blocks will not get filled with other
transactions created by other chaincodes during the RAFT term(s). Fitting this into
definition 4.1 - the VALIDAT E(z;) function is the endorsing peers and orderer’s job,
per channel instance. Upon reading a value V, from chaincode(s) in different channels
Cshards = [Cpuir] the invokeChaincode function will not perform any validations of the
state read - it needs to be assumed that read value V, is correct as it is reflected in the
ledger of the peer. Though this is a weak assumption considering the Safety property in
the case where the request Ceyprent|[currChaincode) QuliData Cpuit[chaincodel d] where
Ceurrent # Cpun may be forged by the ledger. Though we argue that this is safe as

described in our Experimental Chapter - any inconsistency in the peers’ ledger is detected
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and the chaincode container will crash. If malicious request forgery would occur, it would
indeed be out of bound of what the system model assumption is - namely, Crash Fault
Tolerance. Though what we cannot assume is that the ordering service for that channel
is honest, meaning that the blocks produced by it might be conflicting with what the

original proposal(s) was.

4.4 A Practical Byzantine Fault Tolerant Ordering Service Pro-

tocol

As previously described, Hyperledger Fabric supports pluggable consensus, and currently,
there is no official consensus implementation to tolerate Byzantine Faulting ordering
nodes. Though making a consensus protocol truly BFT is hard. Therefore, current
solutions offer practical BFT, which means that the algorithm optimizes only a few
aspects of this system assumption. Marko Vukoli¢ et al. proposed a BFT ordering
service for Hyperledger Fabric v1.3 that used a wrapper around their existing BFT-smart
consensus protocol. They override the default implementation of the HLF protocol by
specifying configuration paths in the relevant docker images s.t. their implementation
can be run instead. Moreover, their protocol is implemented in Java, exploiting the netty
framework to handle many concurrent requests simultaneously, which is arguably the
benefit of the framework. They also allow for authenticated view changes during run-time,
meaning that re-configuration can happen while the consensus runs. Furthermore, they
adapt a transaction flow that let multiple clients propose at the same time. Within
the same epoch, the Java Netty framework will forward the request(s) to a message
processor that handles the message and puts in a decided queue, which is included in the
replies upon finalizing the current consensus round. To decide a value in a round, the
processing needs to issue a Write and Accept messages, which are cryptographic hash
representations of the original batch of transactions sent from the leader node. They
will validate the MAC to check the integrity of the message whenever a replica receives
one of these messages. With digital signatures, they claim that its hard to forge these
requests, which may trigger new leader changes as a result of not being able to decide in
an epoch. This way, they are more resilient against malicious behavior in BF T-smart.
So to decide a value the assumption is that when a node gets 2/3 + 1 of correct Write
messages, an Accept will be sent to indicate that the transaction(s) have been decided
for the current consensus round [56]. To implement this in the HLF-environment they
created a Frontend node, which utilizes the Hyperledger Fabric Java SDK to create a
communication protocol that talks to the ordering nodes from the peer(s) trust domain.
The purpose of these nodes is to relay the transactions on behalf of clients and ensures

that relevant peers receives block for their channel. The frontends will collect these
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blocks and check if there is 2 f + 1 matching blocks from the ordering nodes whenever the
ordering services produce blocks. Comparing this to the standard solution with RAFT,
what they do is essentially relaying transactions and blocks through a new node type
(the frontend). This node type collects a majority of Votes from the ordering nodes
to ensure that they all produce the same block. In the RAFT implementation, only a
leader ordering node will forward blocks to the peers after it has been able to replicate
a certain block in the logs of the follower nodes. BFT-smart does this differently, as
all ordering nodes must return the same block as the majority is formed, making it
more resilient for malicious behavior between the ordering nodes. Nonetheless, what
BFT-smart doesn’t protect against is a traditional DoS attack from the leader in the
network to reduce the throughput of the system. Furthermore, the change of view in the
network is supported amongst the ordering ndoes. But, the change of view between the
frontends is not supported as Hyperledger’s Go implementation doesn’t have support for

transfer ledgers between processes [57].

Ordering
service client

Figure 4.3: BFT-smart HLF architecture.

4.5 RAFT Practical Byzantine Fault Tolerance

Even though BFT-smart implements a beginning for a BFT protocol for Hyperledger,
there also exists work on creating a BFT protocol for the RAFT consensus protocol.
The current implementation only tolerates nodes that crashes, not nodes that lie. What
if some orderer randomly sent vote in an epoch and to a node which doesn’t have an

updated replicated log. Believing it is the most updated node and elects itself as a leader.
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These behaviors will cause a scenario where two nodes will be elected as leader in the
same epoch. As a result of this, there exists significant research on making RAFT BFT.
According to Fabric RAFT is the first step towards getting a decentralized and BFT
ordering service. As proposed by Copeland et al. they created Tangaroa which is RAFT
with Practical BFT properties. They use digital signatures extensively to authenticate
messages exchanged by the protocol while integrity checking the messages. Digitial
signatures are to ensure that the messages can’t get forged nor sent by unauthorized
entities. The digital signatures help in the verification of a leader that claims to be elected,
upon the election event the followers will validate and count all the RequestVoteRespones.
By validating all leader elections will preserve the liveness property as all new leaders
need to prove that they got a majority of votes by the followers.

Furthermore, in the CF'T Raft the leader will forward the current commit index during
the AppendEntries. This can create problems where a malicious leader can tamper
with the index, resulting in proposals not being included in the final replicated log. In
Tangaroa, they move this logic to the followers. Upon committing values, the followers
will maintain the latest committed term index. This means that the leader cannot
increase the term index until all previous logs have been replicated and committed.
The storing of the term index at the follower nodes ensures that Safety is preserved as
followers can decide whether the quorum of nodes has adapted the value and that they

follow the same ordering.

Furthermore, they also allow clients to interrupt the current leadership election if the
election doesn’t make any progress. They do this to enforce the liveness property as
described in Chapter 2. The liveness is preserved because the external application can
restore the availability of the system.

When it comes to the RAFT-logs they deploy an incremental hashing strategy, this
means that each replica will create a linked-hash-list where each appended item is hashed
together with the previous log entry. Other nodes can then verify the log quickly by
assessing the hash and verify the corresponding signature of the message. This will
preserve the Safety property as leaders may not forge, modify, delete or re-order the client
requests issued to the system. Nevertheless, malicious nodes in the network may attempt
to start new leader elections even though they’re not necessary. This will influence the
Liveness of the system as frequent leader elections may slow down the consensus. To
deal with this, they infer the following restrictions to cast votes. The first is if followers
receive heartbeats from a leader, then all new RequestVotes will be effectively ignored.
Secondly, only eligible nodes may ask for a reply on RequestVotes, meaning that the
node’s term index, hash of log entry must be up to date, and that a vote from the node
is sent in the current term. Whenever a node believes claims that it is a leader. Then

the followers will expect that the candidate will forward heartbeat messages with all



Symbols Chapter 4 Related Works

the signed votes. Followers will then only listen to proposals from that leader, given
that the signatures are valid and form a majority. They also claim that implementing a
round-robin leader election algorithm will remove the possibility of getting split votes,
which means that malicious nodes cannot be elected as the current leader. Using the
round-robin approach, they will achieve a RAFT protocol where each term will circularly
have an alternating leadership. Meaning that for each term a non-faulty node will be
elected as leader. This means that the network can detect whether the elected node is
faulty or not and ensure that a correct leader is always running the network as long as

2f 4+ 1 nodes are assumed to be correct [58].

4.6 Best way to deploy Hyperledger Fabric Project To a De-

velopment/Production environment

Each Hyperledger fabric (HLF) component requires a specific Membership Service
Provider and certificates. With the help of Docker the process is somewhat error prone
yet manageable. Once successfully configured its relatively easy to have an environment
to develop on. The docker images retrieve their configuration through their mounted
volumes on the host machine which allows for just providing external commands to start
the network. However, shared storages is not necessarily always available. Furthermore,
it is not a good practice to store all the MSP-information at one place which introduces
a single point of failure. As a result, deploying the HLF project is challenging in terms of
real-world systems in order to manage keys and more in a secure way and manageable way.
In regards to pushing the configuration to the network such as channels and chaincodes
through bash scripts is either not a proper solution as they would increase in size and
become challenging to maintain. In this subsection we assess some of the existing work
out there that addresses some of these problems. We summarize deployment issues to

this table (based on the provided Hyperledger Fabric Samples).
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Fabric Architectural Concerns Deployment

Concern

Comment

Affecting

Bash Scripting

N scripts for N installations

Maintainability of Config-

uration gets exhausting

Docker compose files Port num-

Hard to maintain port numbers at pro-

Maintainability gets ex-

bers duction site hausting
Network maintenance using bash | Lifecycle of chaincodes in bash scripts is | Network Operations
scripts hopeless as they require different names, | doesn’t scale for dis-
same for channels and joining peers to | tributed systems
a channel
MSP Each node must have a specific MSP at- | Increasingly difficult to

tached to it (including TLS certificates)

scale MSP distribution for

larger systems

Assuming access to containers

Kubernetes doesn’t work like that, con-

tainers (pods) are abstracted away

Moving to production re-
quires total refactoring of

current setup.

Assuming usage of single volume
ina VM

Only works for a single virtual machines.
Such behavior doesn’t work in Kuber-

netes

Affects scalability

Other

In general a lot of configuration required
for network to operate. General solution
is to extensively rely on static scripting
files.

Understand-ability

Table 4.2: Issues with Fabrics Architectural assumptions.

4.6.1 Existing Work On Launching/Populating the Hyperledger Fabric Net-

work

AidTechnology is a company which works on decentralized applications? that follows

the W3C standards for Decentralized Identifiers, located in in Dublin, London and New

Work. Last year they had a workshop on how to deploy the HLF network on Kubernetes.

They exploit the Helm framework with the help of Charts. A chart (in context of

Kubernetes) is a collection of files that describes a set of Kubernetes resources. It expects

a certain file structure in order to work [59], see [60]. The charts are essentially bundles

of templates defining Kubernetes components. Charts for HLF 3 are demonstrated using

Kubernetes on Azure, however as demonstrated in the video workshop [61] part 1 and

part 2[62] the process of manually generating the MSPs and the corresponding crypto

material still persists. This includes manually creating secrets for TLS-communication

Zhttps:/ /www.aid.technology/

3https://hub.kubeapps.com/charts?q=hlf
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and MSP certificates too. Moreover, one would also need to manually deploy and
configure n copies of Peers, CouchDb, Orderers, CA separately. As a result the process
of launching the HLF network are still time consuming and would be hard to maintain as
the configtx.yaml and cryptoconfig are still used with additional files. The time required
for provisioning a network is still not reduced and would likely to become a expensive
and a time-consuming process in real-world project.

Another Contribution found on Github, by feitnomore [63] does not use the Helm
framework and only plain kubernetes yaml manifest files. The solution to distribute
configuration to launch the network is to have a shared file system with the help of a
Network File System server setup. The shared storage will then contain the relevant
scripts (same as with the docker-compose system) and configuration files needed. The
NFS file would require to have the fabric-tools in order to run the configtxgen and
crypto-config to generate the necessary data. Meaning that configuration and setting
the right parameters are done outside of the server. However, for each node in the
network there must exist a kubernetes yaml manifest file. This results in equal amount
of configuration required as with the docker-compose network (in addition to Kubernetes
service files + the shared file system). In order to populate the network with channels
and chaincode one would still require the process of creating scripts to configure peers
and orderers - which is the same as with docker-compose.

On the other hand, APG and Accenture have a Github Repository [64] for configuring
Hyperledger Fabric network easily through Helm charts, with inspiration from [61] [62].
Though, they automate processes of configuring, updating, and backing up data through
Argo workflows which uses the already existing crypto-config and configtx files. In their
approach they extensively use these charts to read and build the network from the
configtx.yaml and crypto-config files, only with an additional network definition file to
create the required Kubernetes resources. The .yaml files in crypto-config and configtx
works nicely with Helm as they rely on parsing .yaml files in their chart components.
Compared to the other approaches discussed, it is much faster to get up and running with
a Fabric network as all the requirements of knowing Kubernetes resources are abstracted
away. As a result, they only introduce one file that the network administrator need to
fill out for a kubernetes cluster. This file is a network file which specifies which channel
each organization need to join, and where to install specific chaincodes. The helm charts
will then create the Orderer- Peer-Organizations defined in the crypto-config accordingly.
They also create all the crypto-material, pods, services, configures the resources, and
launches the network. In this approach there is minimal requirement to create scripts
to provision the required architecture for the project. A non-technical person would be
able to start a Fabric-network on Kubernetes Cluster without any prior knowledge about

Kubernetes, bash scripting, nor fabric concepts and configuration. Furthermore, Helm
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also allows for updating the Helm Charts by updating the values file - meaning that one

doesn’t need to reinstall all the resources within the cluster.

Override Service default Create Kubernetes

settings ) Resource )
Helm Client Tiller

API Server

values.yaml|
Kubernetes Resources

Figure 4.4: Helm abstracts away the need for configuring Kubernetes resources. A
service here is essentially any software which can run in K8s.

To configure the network they use Kubernetes workflows. Workflows allows for running
pods to configure the network. The standard way of defining workflows in Kubernetes
doesn’t allow for orchestrating sequential or parallel workflow jobs. As a consequence,
they leverage this work to the Argo-framework. Argo allows for defining both sequential
and parallel workflows which means that they can get rid of the bash-scripting and rely
on the pods - which in turn only reads an existing .yaml file defined in previous steps.
Furthermore, there is also minimal amount of addition configuration files to be added.
As a result, the process of launching the network is less error prone, less time consuming
and much easier to maintain as there is almost no required scripts in order to run and
maintain the network. The Argo workflows makes the process of updating chaincode,
configuration an easy process for the operator. PIVT proposes a important step for

Hyperledger Fabric to become more close to a production ready system.

4.6.2 Cross Kubernetes Communication in PIVT

The MSP is created by the configtxgen tool located in the Fabric Binary files. Though
this works fine for a local environment it also imposes some challenges. Recall that the
MSP contains vital information such as secret keys, trusted certificates (like which CA
should issue new users), and details of the organizations administrator. For a project
running in different Kubernetes clusters one will have to run this tool for N clusters.
Furthermore, the ordering/peer nodes will have to be configured with a either an ingress
or a load-balancer to allow for external communication. Server technologies such as
Nginz has helm-templates that can be overridden. Essentially, the service type and
port need to be configured accordingly - making it easy to expose the fabric cluster to
external applications. Furthermore, each of the peers/orderers need to be reachable
by their respective service name and port number in order for cross-communication to

work. This part of the PIVT project is where it can get cumbersome, as each of the
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host-alias:ports combinations need to be merged in to each cluster which then needs a
restart for changes to take effect. Note that nodes outside a certain cluster may run as

bare-metal installations or docker containers - though, not recommended.

4.6.3 Backing Up Data In Kubernetes in PIVT

PIVT introduces a way of backing up data in the cloud using the Argo workflows.
However, to back up data in the cluster a persistent storages needs to be initiated
with a persisted storage. To do so, the Argo tool must be configured to use a local
repository - the Minio tool is the recommended way of doing this. Argo will then use
this repository to pull the data out from the cluster to its local repository which in this
case will be Azure Blob Storage. The system then need to enable persistence on startup,
the system administrator extends the values file included for the Fabric Helm charts
to enable persistence respective to peer/orderer/CouchDB. The keys read by the chart
assumes a false/true value. If enabled, the chart will enable the default Kubernetes
storage-class resource. The workflow for backing up the data will then disable the
peer /orderer/CouchDB containers and mount a Rsync container in the pods. The Argo
Workflow will then have to traverse the different pods, get the data from the Rsync
container, and push it to the Azure Blob Storage. During restoring of the state(s) the
Argo-restore-workflow will pull the data from the Azure Storage and then re-traverse
all the pods and write the respective content of peer/orderer/CouchDB. Note that the
system needs to be down during these executions. If we compare this to other solutions -
using the docker-compose solution, one will have to copy ledger data from peers, data
files of the corresponding DB, and orderer files out from the container and in to a docker-
volume. Then Docker containers must then be mapped to volumes. This means that
respective data etc is directly written to a persistent storage meaning that no downtime
is required. Same can be done using the NFS-approach where each of the node in the
network has a persistent volume in the NFS though it would require more Kubernetes
resource definitions. Nevertheless, as these approaches already extensively rely on N
config-files for N organizations adding more configuration will not mitigate the issue of
already having to rely on multiple files for getting a network up and running. In terms
of ease and usage - the PIVT-way of doing it seems like the fastest and easiest solution
to adapt for a Fabric Project backup. Though it will assume that Fabric architecture

runs in a cloud environment.



Chapter 5

Design and Implementation

This chapter will give an insight on how we chose to replicate a similar system for
vouching/verifying academic records as done in the BBchain project. Note that the
system will deviate in some terms as HLF have other assumptions as the permissionless
scheme(s) such as Etereum. We first give an overview and the reasons of taking the
approach we did. Then we will provide a more detailed view of the implementation itself

by describing how we can derive the features discussed in the overview.

5.1 Data model design

Academic institutions today typically have faculty, courses, and people who participate
in a course. The general structure is that a student must finish a set of courses before
the faculty can issue a diploma of certification. The BBchain project initially assumed
this approach when vouching for academic records. Data modelling these hierarchies is

found in fig. 5.1.
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B(n) >{ B(n-1) > B(n-2) > B(1)

Figure 5.1: Initial Data model for BBchain project for academic verification.

Here the idea is to let the courses to handle the part of issuing information (or credentials)
specifically tied to a particular course, e.g., the grades, assignments etc. Each course
will then store N credentials on the ledger, where each of the credentials signifies a
coursework. The meta-data stored on the ledger is timestamp, block number, issuer
address, student address and a final concatenated digest of the coursework(s) representing
the course proof. To finally commit the digest there need to be a set of owners that need
to sign this information before it can be regarded as valid. Typically these are people
which is related to the grades-process. There is three benefits of storing the meta-data

this way.

Scenario 5.1. Assume some external entity that wants to ensure whether the cre-
dential of some finalized document D. Where D is formed by a hash-concatenation of
Hpyiatizea = H(H (Dcourse1) || H(Deourse2) || H(Deourse3). Then to verify that document

one will need to retrieve digests for all three documents (in sequence) to check whether

!/
Dfinalizedcalculated

Toerity = HDinatizea ==
There are several assumptions in the scenario given. First one being that the digests are
stored on an immutable ledger L s.t. no one can change the state of the final proof once
signed. Secondly, the entity verifying the document has access to all the three documents
externally so hashes can be calculated for checks. Moreover, those entities signing the
credential cannot be impersonated by some other entity. Lastly, assuming that the hash-
algorithm is not broken and that the Private keys used is kept secret then the verifying
entity can be sure that the system reflects the true state of the document D. Moreover,

using the timestamps and digests the entity can know when and what was issued at a

certain point in time. Meaning that if Ty, ty is true, then the document is in its true
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original form as when it was originally signed by the course administrators and the student.

Each of the nodes in the graph 5.1 are deployed as smart contracts. The idea of the
faculty node is to aggregate all the course-digests to one single hash as described in
Scenario 5.1. Though only an administrator of the network should be allowed to do so,
i.e., the faculty leader. The same applies for the course contracts where entities such
as teachers have the ability to give results of exams, teaching assistants gives results on
assignments, and finally when student agrees, he/she can sign and the credential can be

seen as valid. We can form an algorithm for the aggregation of digests as the following.

Algorithm 5.1 Aggregator
Result: A list of valid aggregated proofs.

contracts := [] ; // Ordered set of contracts.
mapOfDigests; // Aggregated set of proofs for each user.
owners|] ; // Who may invoke the aggregate function.

if client.identity € owners then

for user € mapO f Digest do
aggregate(contracts, user, contractIdr, mapO fDigest) concatenatedSubDigest :=

mapOfDigest.get(user) mapOfDigest.put(user, sha256.hash(tmpConcatenatedDigest))
end
function aggregate (contracts, user, contractIdx, mapO f Digest):

if contractldx > contracts.size then

‘ return ; // All contracts are iterated through, end recursive call.
else
subDigest := contracts[contractIdx].call("readProof")) tmpDigest := mapOfDi-

gest.get(user) mapOfDigest.put(user, tmpDigest.concatenate(subDigest))
end

contractldx = contractlIdr+1 return aggregate(contracts, user, contractldz, linkedList);

// Recursively concatenate credentials/credential proofs digest.

The Algorithm above will have a map of initialized users. The procedure will go through
the keys of the map and call the Aggregate function. The aggregate function recursively
go through all contracts and append the digest values s.t. concatenatedSubDigest :=
(Hi||Hzl|...||Hr), and finally creating a hash value that represents a credential. Both
Ethereum Smart Contracts and Hyperledger Fabrics’ chaincode do support operations
like this.

Though, this data model fits the use cases of verifying academic records it will somewhat
be limited for other uses cases where the organizational structure is more complex in
terms of depth. As hyperledger is highly configurable in terms of architecture we want
to create a data model which supports various configurations and interactions between

organizations. Therefore, we abstract away the idea of Courses and Faculties and rename
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these to Issuers. The task of these is to either collect a set of Credentials or a set of
Proofs. A Credential Proof is essentially a way of proving that a subject has acquired
the credentials needed to sign-off that they form some kind of qualification - which in
this case could be a Academic Record like a diploma or a course. Assuming that most

organizations follows a tree-like hierarchy one can build up a credential in a bottom-up

Aggregator

manner.

Figure 5.2: Generic Data Model. A issuer creates a proof based on N credential leafs.

In Figure 5.2 we propose the generic way of registering credential towards Issuers. Upon
finalizing all the required Credentials (leaf nodes) there exists a proof. To form a proof,
then an authorized entity need to Aggregate the credentials. Then all the intermediate
nodes are aggregators of which authorized entities may only call (typically entities which
is higher up in the hierarchy). At the top we have the final proof which will consists
of all the child proofs. We can define our data model as a Graph G = (V, E) where V
stands for Vertices and Edges E are the connection between a Vertex of type P or type
C where P = Proof Node and C = Credential Node. Graph G is a finite directed graph
with no cycles. Meaning that all intermediate nodes cannot point to the same Vertex at

the same height H or any H — n where H > n and n > 0. Following with defintions.

1. Each Branch Vertex C represents a credential. Where a credential can be any data
provided by the outside world, e.g. a document, chaincode accepts N documents

(credentials).
2. Yy ¢ {C} represents the ProofNodes P, these are chaincodes.
The general idea is to allow the operations/service teams to define the overall hierarchy of

the organization they are installing the system on. The P vertices and relation between

them are important to correctly model the nature of how the organizational hierarchy. A
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vertex of type P can collect credentials - but may also collect proofs from [Py, P, Ps, .., Py]
depending on the references defined in the chaincode. For each Aggregator in the graph,
an aggregation needs to happen before the next one. The idea here is that authorized
people will be able to pull data from P or C vertices. Note that both types may refer to
multiple nodes in height H + 1 in cases where the Credentials/CredentialProofs might
be used for several different Credential proofs at a higher height. The top level will
then introduce a final proof signed off by the top-leader (ideally) for that final proof.
The general idea is that we build up on a trust-chain at the issuer. The leaf nodes are
produced by either teaching assistants, these credentials then form the base of a final
proof. Then the final diploma (top level proof) consists of an aggregation from all of the
nodes under it containing the faculty and everyone else that took part of the signing
process. The aggregators are protected such that only a set of known identities can call

this function and pull data.

5.1.1 The Issuer interface

Following the definitions from previous chapter in table 4.1 we need the Issuer instance

to obey an interface which allows for creating verifiable credentials.

Module 5.2 Issuer Interface

Module:
| Name: Issuer, instance I Uses Chaincodelnterface section 3.4.1

Events:
isRevoked: ( < READ | Key k > ): Assess whether the key k is revoked or not.

registerCredential: ( < COMMIT | Subject key, Credential ¢ > ): Provides a credential
for a subject identified by key.

revokeCredential: ( < COMMIT | Subject key, Credential ¢ > ): Revoke the a credential
for a subject.

confirmCredential: ( < COMMIT | Subject key, Credential ¢, PrivateKey K > ): Some
authorized identitfy confirms that a credential conforms to the expected result.
verifyCredential: ( < COMMIT | Subject key, Credential = ): A verifier may verify the
validity

aggregateProofs: ( < COMMI | Subject[] keys, Chaincodes|] contracts > ): Aggregate the
refered chaincodes set upon initialization in the issuer definition.

Properties:
Zero-knowledge proofs. A claim can be verified without revealing the actual secret.

Verifiable. The origin and validity can be verified.
Signed. Only entities with a given private key may confirm and register credentials.
Controlled. The subject may control access by external parties.

Locked. Some malicious entity cannot change a proof at a node without convincing the rest

L of the network.
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Module 5.2 can be implemented as a chaincode using the init function to set the definition
of the issuer - such as registering users, owners (authorized) nodes, and alternatively
all the chaincodes to pull data from. To mitigate the risk of recursive calling between
chaincode all levels need to aggregate and store the proof before Algorithm 5.1 can be
executed. Nevertheless, the events in Module 5.2 can be implemented in the Invoke
function. Furthermore, before an issuer decides whether a subject’s proof is valid a
quorum property will be used to assess how many credentials have been asigned by the
owners before setting a credential validity to true. Upon #credentials == quorum an
issuer will update the proof-status, change its validity from false to true and commit the
result on the ledger. Whenever the aggregation happens the issuer being called on will

assess the value of the proof to check if its valid before pulling it.

5.1.2 The Recorder Interface

As we will discuss later. All the issuers will use Private Data Collections to keep the
credentials secrets such that the unauthorized nodes in then Channel 2.6 cannot view
the private details about subject. Furthermore, we’d like the meta-data to finally be
exposed to all members of the channel. We also want the possibilities to not only verify a
credential, but also the original content of a proof (i.e., the original assignment submission,
course-certificate, etc.). We therefore introduce the Recorder which eventually will be the
holder of the proofs for different subjects in a trie-like manner. Furthermore, a course
also changes every year - meaning that we cannot deploy a chaincode for each of these
as it would simply not scale in the long run. We therefore allow for modification of
which students is participating in a certain course. Though this is only allowed once for
each duration of the course, e.g., twice a year (depending on how long a course/degree

duration is).

Figure 5.3: The recorder builds up a trie based on the proof-tree from an aggregator.
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The idea in Figure 5.3 is to create a trie such that it is easy to verify a claim. E.g., a
student claims that he or she finished a course in Web-programming. Then rather than
verifying the whole degree (or some other document) one can provide the hash of the
course and let the verifier check if this exists. The link between a recorder and the issuers
is that the root issuer has a link to the recorder on the same Fabric channel to push the
final generated proof. The recorder then resolves the credentialproof to a trie where each

node will reference a hash of a proof / credential data.

Algorithm 5.3 Building Trie
Result: Trie

TrieNode root := null

function insertTrie (Key,Node):
if root == null then
| root := new TrieNode()
TrieNode current := root List[] keys = resolveKeys(key) insertElement (keys, current)
function insertElement (TrieKeys, currentNode):
Trienode node subKey := TrieKeys.First() if currentNode.children.hasKey(subKey) then
currentNode =  currentNode.children.get(subKey) insertElement ( TrieKeys,

currentNode)
else if TrieKeys.isEmpty() then
| node := new TrieNode(current Node.Hash) current.children.push(subKey, node)

else
node := new TrieNode(currentNode.Hash) currentNode.children.push(subKey, node)

insertElement ( TrieKeys, currentNode)

Consolidating the Algorithm 5.3 - the idea with the Keys is to use the credential proof’s
descriptions to push an object to the Trie. E.g., "degree.computer.coursel.project2".
The algorithm insertElement will then traverse the tree to insert the element in right
position. Similiar key-structure is needed while asserting claims about parts of the degree.
Each node will reference the hash of the credential (leaf nodes) and credential proofs
(intermediate nodes).

Whenever the aggregating Issuer has finished pulling the data it will commit the proof
and forward it to the recorder - given that a Recorder’s address is defined in initialization
of that Issuer. Before the Issuer does so, it will need to consult all the proofs and validate

whether the proof for each registered user is valid.
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Algorithm 5.4 CredentialProof to Trie
Result: Trie which contains hash values of Credentialproofs in intermediate nodes and hash of

actual document in leafs.
TrieNode root := null
function createTrie(CredentialProof root):
Trie trie := new Trie() ; // Initialize Trie
Stack keys := new Stack() ; // "root.course.credentiall"
LinkedHashSet visitedNodes := new LinkedHashSet() ; // keep track of visited nodes.

DFSProof (keys, root,visited, trie) return trie
function DFSProof (proof Keys, node, visited, trie):

currNode := node if not currNode.key € visited then

if (type of currNode == ’proof’) then

keys.push(currNode.getDescription()) ; // Keys used to traverse trie.
visited.push(currNode) ; // Do not visit node again.

trie.insert(kb.peekString(), currNode) ; // A proof is not a leaf, don’t pop

key.
for node € currNode.children do
DFSProof (keys, visited, node, trie) ; // keep traversing children.
keys.pop() ; // Child node visited, pop key.
end
else
keys.push(currNode.getDescription()) ; // The node is a leaf node
trie.insert(keys.pop(), curretNode); // Pop current key as this is a leaf

The Algorithm 5.4 is executed by the Agggregator with a registered recorder chaincode-
address. The Trie is only built whenever the quorum of credentialproofs collected are
marked as wvalid. The stack of keys is used to build up the underlying Trie as showed
in Algorithm 5.3. When the Trie is Committed it is ready for the Verify method in
the Interface 5.2. A student can forward a Hash value to a external party together
with the corresponding key - the verifier will then know if the student was enrolled in a
course, finished some important assignment, or if a degree is finalized. Furthermore, the
verifier can also forward the hash-representations of exams, diplomas, assignments, and
projects s.t.validation may happen. Furthermore, if the verifier is unsure of the origin of
information he can verify the creation of the chaincode (e.g. the metadata stored upon
initialization the chaincode) - and check the identity which created it (E.g., the faculty
leader).
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5.2 Implementing Design in Hyperledger Fabric Environment

This chapter will dig more into the technical section of the implementation and will explain
how fabric-concepts comes in to play for the chaincode-types Issuers, Aggregations, and
Recorders. We will first give an overview of the architectural design choices in relation

to channels. Then, we will emphasize on how the chaincode is implemented in Java.

5.2.1 Hyperledger Channel Setup

A solution to provide Academic records on different channels would be possible. However,
as previously shown - this would significantly increase the amount of configuration
required. As a result, we only define one channel where all the universities should
interact with the same ledger. Each university will adapt our data model, deploy it to
their endorsing peers. Additionally, we argue that Hyperledger scales well Horizontally
as all peers does not have to execute the same chaincode, which is the consequence
of Endorsement Policies 2.4. Furthermore, we also handle critical information and do
not want the ordering nodes and unauthorized peers (other universities) to see this
information. As a result, only the organizations defined in the Endorsement Policy and
the same organizations reside in the Private Data Collections 2.7. Consequently, the
non-authorized universities and the ordering nodes will only work with digests of the

transacted values which reside within a university as depicted in Figure 5.4.
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Figure 5.4: A university will never reveal its information to the rest of the network
when interacting with clients.
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The flexibility of both the Endorsement Policy and Private Data Collections allows for
collaboration between one or more organizations - say an exchange program. E.g., a
Norwegian university deploys a chaincode which can interact and transact with courses
defined for exchange students in other universities. The collaboration would require
either an "'OR(A,B)’ or "AND(A,B)’ policy for both the endorsement policy and private
data collection. We also use Transient fields of chaincode to hide the parameters sent to
the peer nodes as well, as these are normally included in the transaction proposals.
e=i]

Endorsement Policy AND(UiS', NTNU')

= =
A

University of Stavanger

AN

Peer0 Peer1 Peer2 Peer0 Peert Peer2

Figure 5.5: Collaborations can be modeled through endorsements.

In Figure 5.5 all peers in each organization will install the chaincode - the universities can
then define a common set of credentials/credentialproofs to issue where entities from all
universities need to sign the credential(s). The Application Channel must have relaxed

policy registerd at the ordering service.

Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
Writers:
Type: ImplicitMeta
Rule: "ANY Writers"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"

Listing 5.1: Application Channel definition.

This allows for a relaxed policy in terms of cross-organization collaboration within the
same channel as these will default to the organizations policy definitions. However, a
problem that occurs then is that users might read or write to other chaincodes. To cope

with this problem Hyperledger introduces the concept of the ClientIdentity library [65]



Symbols 83

that can be used in the chaincode. Essentially this allows for retrieving the transaction
caller’s ID which is retrieved from the caller’s certificate. The Authenticity of caller is
guaranteed by digital signatures as described in Chapter 2. As a result, at the chaincode-
level, one can fine-grain access-control all up to specific users. We utilize this for both
aggregating credentials, registering credentials, confirm credentials, and reading the
credentials such that only authorized entities may be allowed to finish an invocation.
This also opens for less configuration of the channel itself, and allows the operations
which installs and instantiate the chaincode to define which users may be part of the

administrative tasks.

5.2.2 The Java Implementation

We introduce the general concept of the implementation of our chaincode. We do only have
one chaincode as this would make the deployment process easier as managing different
types would be harder to manage. The type of chaincode is resolved automatically upon

initialization. The initialized parameters will be committed to the ledger.

o The Issuer - must be initialized with participants (students), description (course
name), time-scope (duration of course), quorum (i.e. how many credentials),
organizational identifier (meta-data only), collectionsld (name of the Private Data

Collection), and a set of sub-administrators (e.g teaching assistant, censor, etc.).

o The Aggregator - must have the same parameters as the issuer, but will require an

array of chaincode ID to pull data from.

e The root Aggregator will require a Recorder-chaincode ID to publish the final

credential proof.

The aggregator may exist for IV levels depending on the Hierarchy of the data model

and organization.
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Figure 5.6: Simple structure of Chaincode Types.

Whenever a client initializes the init event, the Java code will attempt to understand
the transaction context is wanted. We have implemented an abstract class known as
a Procedure. A Procedure consists of two phases, namely Validate and Apply. Before
creating the Procedure, the Transaction Creator Hub will parse the chaincodeStub
parameters from the client such that the Procedure object can do a get() on those
transactions parameters it expects. Essentially, the purpose of the Transaction Creator is
to make the provided parameters easier accessible through methods when programming
Procedures - and in the right type (string, integer, etc.). Rather than operating with
a single list of parameters, which is how the Chaincode API injects the provided client

Parameters. See Figure 5.7 to see the flow.

Client Upon Init/Invoke TransactionCreatorHub TxProcedure

Expected
Parameters?

INVOKE/INIT

Throw new
InvalidTransactionExceptiom

TxValidation Failed

TxValidation Success

Create Procedure ...
L,

Figure 5.7: Transaction Creator Resolves Parameters which is persisted in a TxProce-
dure.

Upon finishing bundling the client parameters into the TransactionContext from the

list returned by Chaincode.get Parameters(), it will be injected into the corresponding
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Procedure as shown in Figure 5.8.

Client Upon INIT/INVOKE Resolver Procedure

INVOKE/INIT

TransactionContext

ProcedurelnstanceType

Procedure.Validate( ionContext)

YES Throw new ValidationFailureException

RETURN Failure VALIDATION FAIL

VALIDATION PASS ‘

Procedure. Apply(TransactionContext)

RETURN Success

Figure 5.8: TransactionContext used inside Procedures.

The Validation phase goes through all the client parameters in the TransactionContext
and ensures the following: the client is allowed to do the operation (ClientIdentity), the
parameters provided are of right type, the operation brings to a legal state; we do so
as the Chaincode API handles all client parameters as strings - which is not type-safe
and to avoid non-determinismic data patterns. As a result, the structure needs to be
enforced by some Java classes such that malformed documents cannot be submitted to
the DB/Ledger. For each of the documents stored on the CouchDB we built a Data
Access Object Class which all documents inherits. This abstracts away the need for

how-to commit an object to the state database.

CouchDB

DAOClass

ChaincodeObject

Credential

Figure 5.9: All Java Objects stored in CouchDB uses the DAO.

The DAO (fig. 5.9) translates the Java Object into a JSON format (which is what the
CouchDB prefers). The idea of the DAO is that credentials is build up using get() and
set() methods. Upon finishing the object.Commit() can be called. The committing
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of objects is stored with <nameOfObject>.<Subject>.<issuer/recorder-Description>.
Moreover, all the objects have fine-grained access control. This means only a subset of
entities may view, edit, and commit changes to the corresponding ledger-object. This
logic can be viewed as row-level security in Relational Database Systems. Furthermore,
whenever a credential or credentialproof is finalized the transaction ID will be persisted
to the object. This means that whenever the root-proof is finalized and the student has
obtained the credential proof (in plaintext) is stored off-chain (in a local disk or DB) the
client can then query the Hyperledger Fabric System with this transaction ID to get the
block meta-data. This is a powerful way to check when a certain credential proof was
committed to the ledger which will also give the verifier an idea of when a credentialproof

was finalized.

5.2.3 Access Revocation and Purging Data

Following the Decentralized Identifiers definition there needs to be a possibility for the
issuer to revoke a credential proof for cases where maybe a student has cheated the
system. Therefore, the Recorder Chaincode will have the revocation method and not
the Issuers. The Issuers will purge all the stored credentials in their corresponding
data-store as these do not need to be retained for ever. This is done to reduce the storage
consumption of the db instance (if we assume millions of users). We also assume that
the final credential proof is replicated to an off-chain database, and only hash of the
data remains in the ledger as an immutable evidence of the transaction. Thus, clear-text
credentials/credentialproofs has has a limited lifespan, and will be automatically be
purged after existing unchanged on the blockchain for a designated number of blocks
(defined in the PDC). Hence why revocation is not implemented at the issuers and only at
the recorder as information here will be persisted forever. Furthermore, as Hyperledger
Fabric is a permissioned system external verifies must be granted access. Our idea here is
that the Subject can request enrollment on behalf of a third-party. And when an admin
allows for it, a temporary certificate is generated. Upon granting access, the third-party
can then start to verify claims of a student. Either through pure hash-values provided by
the student - or the student reveals his/her set of credentials to the thirdparty which can
then assert the content of the credential proof as depicted in the Appendix listing B.1.
Depending for how long the third-party needs access the lifespan of the certificate can be
specified, or alternatively revoked based on the subject’s request to the administrator of
the CA. This way the Subject can control for how long the information should be read

by external systems.



Symbols 87

i Assert Claims @

Certificate R '

Enroll Temporary Certificate for B

Subject Certificate Authority Admin

Figure 5.10: Subject may enroll temporary users for ledger access.

The subject for a university may enroll a temporary user. Upon granting the x509
Certificate and the corresponding secret key it can be forwarded to the verifier. The
verifier may then invoke queries towards the relevant channels and organization identifier

to assert some claim made by the student.

5.3 Architecture

Our Data model is also flexible in terms of how the operations/service team model the
Fabric network. We propose that the different universities is abstracted into Availability
Zones, e.g. North-, Middle-Europe, West-, and East-Europe. Each of these zones can be
modeled as one channel or more. Moreover, we then propose that all universities also

participates in a global channels where the Recorder instance will store the Trie.

International Channel
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Figure 5.11: Multi-channel divided into availability Zones.

In fig. 5.11 all the aggregating chaincodes are located at the international channel. What

we argue is a powerful utility here is that the aggregating chaincodes can pull data from
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other availability zones. However, after tests we need to make the following assumptions

for these patterns to work.

e A peer must have all the chaincodes it wants pull credential proofs from installed

and instantiated.

e The peer node that has the aggregating chaincode must participate in the same

channel as the other.

Furthermore, we also argue that there should be an international entity which governs
the ordering service. More specifically, having multiple ordering nodes require more
configuration of different nodes and only complicates the system set up. Hence, some
trusted entity should manage the channel configurations in the different availability
zones. We also want to see that the entity managing the ordering service also has
root /intermediate Certificate Authorities that the universities need to obtain their trust
relationship from. Furthermore, we also suggest that (if using cloud) to install the
ordering nodes to different zones accross the world. Recall that for each channel the
ledger and proposals are completely isolated - meaning that the availability zones will not
be aware of the transactions that happens in the different channel configurations. The
aggregator has the ability to be initialized with chaincodes resided in different channels
through specifying chaincodename:channelname which in turn allows for viewing states

between multiple channels, given that the assumptions in 5.3 are followed.



Chapter 6

Experimental Evaluation

This chapter will perform evaluations on the design previously described in Chapter
4. This aim is to experiment with the concepts used in the in the final design to see
how Hyperledger Fabric behaves in different scenarios. As the framework is extremely
policy-centric we aim to see what happens if unauthorized nodes attempts execute
actions they’re not allowed to. We’ll also see how the proposed system works under a
certain workload on a real cluster with N nodes. In the test-setup we utilize the PIVT
project (with some modifications) in the BBChain cluster (N=30 hosts) to provision our
Hyperledger Fabric nodes. Each organization is tied to a node, meaning that n peers, n
couchdbs and 1 CA is collocated within a host (see Figure 6.1). Each of these hosts have
8 cores of CPU Power, 32 GB ram and more. Though they are powerful we cannot get a
way of the Operating systems’ context switching while running experiments. As a result,
this might have impact to the final results we’re collecting. Furthermore, we represent one
client for each organization. We will refer to this as the client test-procedure throughout
the text. This test-procedure is to register credentials, confirm them, aggregate them,
verify and revoke. The clients are deployed as a maven test (for simplicity) running with
the Hyperledger fabric SDK that deploys many requests with a thread-pool of significant
size to attempt to mock concurrent users doing operations towards the system. While
the client is running we utilize a service called Prometheus to scrape endpoints on all
nodes in network to gather data from the hyperledger fabric cluster. These data are
further sent through a push-gateway to a service called Grafana to display data with

more advanced queries.

89
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Figure 6.1: Kubernetes setup on the cluster. Collocating each organization to one host.
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6.1 Same chaincode but with different Collections definition

The collections policies are defined per chaincode during instantiation and is key for
keeping data private within the organization. It is therefore important in this design
that the chaincodes which interacts with each other that the policies are consistent and
that data is kept confidential. However, how does HLF cope with information leakage as

described in the scenario below.

Scenario 6.1. Let’s assume that three organizations are running an instance of the
BBChain projects on the same channel. The organizations has the following running
instances of chaincode with their respective collection policy on the same channel C
Chaincodesqrgi = {C1,Co,C3}, Chaincodesyrga = {C4, Cs, Cs} and Chaincodesorgz =
{C7}. All of these Chaincodes contain sensitive information about the user’s grade in
the private data collection. Let’s assume that the admin of Organization 3 is malicious
and wants to initiate chaincode instances of C'haincodes, g1 s.t. Private Data Collection

PDCyp43 = Chaincodesyrgz U Chaincodeoygi -

With the scenario given above we wanted to see how Hyperledger would deal with
instantiation of the same chaincode instance on the channel such that the unauthorized
organization would gain access to the private data collection of the other organization,

potentially getting access to the data through the gossiping in between the peers. The
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results showed that this wasn’t possible for the malicious organization as it would
effectively break the Policy definition of the collection resulting in an endorsement failure
when organization 3 attempted to synchronize their peers with the transaction history.
Furthermore, when the client gets malicious and forwards the transaction to peers which
are committers (and not part of the collection) but have the chaincode installed on
it. Consequently the committing peers discovers that they haven’t instantiated the
chaincode. Upon the discovery the peers will issue a new container to build and run the
chaincode, the installation finishes successfully though at the moment they attempt to

perform the proposal they’ll immediately fail the transaction.

6.2 Inconsistency in the Chaincode

Inconsistencies is dangerous for Distributed Ledger technologies and must be avoided
at all costs to keep the integrity of the data stored. For HLF fabric we tested the
network by manipulating the ledger resulting in a disagreement amongst the participants
of the network. To do so, we altered the physical ledger through SSH into some peer
container and change the underlying ledger of the channel. A common way of handling
inconsistencies in Distributed Systems is to force the right order of transactions on those
nodes that doesn’t agree on the current world state, especially if there is majority of

nodes agreeing on each other.

Scenario 6.2. Assume a network with N = 6 peers running on the same channel and all
peers are endorsing nodes. The current state of the Ledger Ly = [Vi, Va, V3, Vy]. Then
we assume that an attacker changes the ledger at peer Py s.t. Ly # Lqy. Consequently

creating an inconsistency and disagreement whenever proposal are created. After doing

so, we initiated a transaction proposal on the channel against a chaincode the attacked
peer endorsed for. The system handled the inconsistency by terminating the running
container of underlying chaincode. Consequently, the container went into exited state and
required attention from the System Administrator through rebuilding the container and
restart to retrieve the latest transaction history. This seemed somewhat like a limitation

in terms of handling scenarios like this.

6.3 Java Chaincode Concurrency

In the initial testing of the performance of Hyperledger it was discovered that a high

percentage of concurrently sent requests was rejected by the chaincode container, meaning
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that multiple users will be denied service. From a security point of view this is a
vulnerability that could be exploited. As an example, let’s say that an external user
invoked the some operation multiple times using concurrent pattern. Then, other users of
the system might risk in getting denied service which could potentially stop the system

from working as expected.

rejected fron org.hyperledger . fabric.shin. inpl Innvocation

Figure 6.2: Transactions are rejected by the chaincode as a result of the pool size = 1,
active threads = 1

As depicted in the figure above. The Java Chaincode runs on one single thread. Meaning
that whenever there was someone else that invoked the chaincode it will collide with the
current thread resulting in a Rejected ExzecutionFxception. The error was found in the
message handler of the peer which makes sense why the concurrency wasn’t handled well,
see figure below. A proposed solution here is that the thread-pool should be adjusted
according to the number of invocations. Rather than relying on a static thread-pool one
can implement a dynamic way of setting this s.t. the needed resources are allocated to
those containers which requires so. This would indeed give a better resource usage but
also a better way of handling high concurrency situations.
public InnvocationTaskManager(ChaincodeBase chaincode, ChaincodeID chaincodeld) {

this.chaincode = chaincode;

this.chaincodeld = chaincodeld;

Properties props = chaincode.getChaincodeConfig();

queueSize = Integer.parseInt((String) props.getOrDefault( key: "TP_QUEUE_SIZE", defaultvalue: "1"));
maximumPoolSize = Integer.parseInt((String) props.getOrDefault( key: "TP_MAX_POOL_SIZE", defaultvalue: "1"));
corePoolSize = Integer.parseInt((String) props.getOrDefault( key: "TP_CORE_POOL_SIZE", defaultValue: "1"));
keepAliveTime = Long.parseLong((String) props.getOrDefault( key: "TP_KEEP_ALIVE_MS", defaultValue: "5000"));

workQueue = new LinkedBlockingQueue<Runnable>(queueSize);
logger.info(() -> "Max Pool Size" + maximumPoolSize);

taskService = new InnvocationTaskExecutor(corePoolSize, maximumPoolSize, keepAliveTime, unit, workQueue,

threadFactory, handler);

Metrics.getProvider().setTaskMetricsCollector(taskService);

Figure 6.3: Hard coding of threading parameters
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6.4 What is sent to the orderers and other Peers during Pro-

posal Phase when using PDC?

Even though Private Data Collections were utilized there was also raised questions
whether the Proposal values that was sent to the orderers in clear text or not. To test
for this, we utilized the HLF client API which has features for interacting with the
blockchain. E.g. before the proposal are forwarded to the ordering services we can review
the Read/Write-set that the client has received in the response. If data was visible in
this part of the application then the purpose of the Private Data collection would be

gone as information would have been disclosed.

The R/W-set is generated by the endorser and used by the committers to validate the
transaction(s) The Read Set contains the values for a certain key K ..qq and versioning
of the chaincode object before a commit whereas the write set will have Kread,,gq.4 With
the newest committed value without versioning. In general this can be viewed as the
Simulation response created by the chaincode-executing peers (Note that this is what
HLF utilizes in their MVCC mechanism as described in the scenario described in Chapter
2. 2.2). And will as a result of this be forwarded to the committing Anchor peers in
each organization from the orderer to validated whether the update was valid or not.
Tests indicates that all operations (read + writes) done in the private data collections are

never forwarded in the read/write sets. However, all state-changes done to non-private

collections are disseminated to all participating peers on the channel.

ns_rwset {
namespace: "DAT520"
rwset: "\n\024\n\016IssuerInstance\022\002\b\b\n\017\n\ttype_self\022\002\b\004"
collection_hashed_rwset {
collection_name: "issuerCollections"
hashed_rwset: "\n\"\n \221S\305\375\333=\002\372\376K\256\365EX\201\313\271\224\000M\264Mb\3
pvt_rwset_hash: "\254\372\276\214\206,\345\220,\v\320\205\004\220e\231\37700L~\0063j\201\0201

Listing 6.1: read write operations on PDC are only forwarding hashed values of

transaction results.

As a result, all other peers will commit this hash-value to their ledger and will act as a

proof and a timestamp of some committed asset.

6.5 Adjusting the block parameters

Performance of the system could be adjusted according to block parameters such as batch

size, block size, timeout before creating a block, and maximum transaction count per
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block. We utilized the cluster resources to optimize for the best throughput and latency
combination. To measure the impact of the reconfiguration we look at the number of
transactions inside the ledger. Then we look at the ordering service to see how long it
will take to process a proposal as this will indeed impact the response time for replying
with an acknowledgement back to the client nodes. The table under shows different
scenarios we've tested. We vary the batch timeout, transaction count and block size to

get an idea of which of these will influence latency/throughput the most.

Scenario 6.3. We are assuming two of our test-clients in their respective organizations
that fires transactions towards the cluster with a "Fire-and-forget" approach. Meaning
they’re not waiting for a confirmation. The approach here is to pack as many requests
asynchronously within one time unit rather than focusing on a Poisson arrival rate.
Metrics were then collected with Grafana. We measure the rate of transactions put in the
ledger and compare it to the average time the orderer spend to complete a transaction

proposal for four different chaincodes as "Issuer" types.

Block Parameters

Case | Timeout Message Max Bytes | Preferred Throughput | Proposal

(ID) Count Max Bytes | (Tx/sec) latency
(seconds)

(1) 2 seconds 10 99 MB 512 KB 116 4.71

(2) 2 seconds 30 99 MB 512 KB 153 6.65

(3) 2 seconds 50 99 MB 4048KB 125 48

(4) 0.5 second 100 99 MB 512 KB 210 9.1

(5) 0.5 second 120 99MB 512 KB 190 8.7

Table 6.1: Adjusting block parameters scenarios.

The block size should be set to high if there is a constant flow of many transactions per
seconds or if transactions are in general large, such that as many data points are packed
into a block. The Transaction count should be set to high/low depending on the amount
of requests client application(s) is producing per second. Whereas the batch timeout
should be set depending on the latency of the transactions. Following equation can be

used to get an idea of what the Timeout parameters should be set to.
BatchTimeout = T'S(Txo) + avg(Tiz ppy) (6.1)

Where TimeStamp(7T'zg) TS denotes the timestamp of the first transaction received and

Tia ppp is defined by the round-trip from issuing a transaction to the point it fulfils the
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endorsement policy.

Tt:vRTT = lendorsement + TnetworkLatency where

(6.2)
Tendorsement = T(PeeTSpolicy) + TclientResponse

The time needed for endorsements is varying because T(Peerpolicy) will be dependent
on the endorsement definition of the respective chaincode, however, as a general rule,
more complex policies such as ’AND()’ and 'N-OutOf’ policies are likely to spend
longer time than "OR()’ policies to be processed. Furthermore, from equation 6.2 we
can deduce that for blockchain networks that are distributed across the world might
require ThetworkLatency >> Tavg meaning that the BatchTimeout should be adjusted
accordingly. Furthermore, as our clients was on the same network the round-trip-time
for forwarding endorsements, collect them, and send it to the ordering service was low,
i.e. we assume a low TepworkLatency Value, we also utilize ’OR/()’ policies which means
that the Tendorsements time value was also low. As a result, the batch timing was set to
0.5 seconds. As a result, the block optimization can be done by adjusting the number of

transactions and batch size (in bytes) in order to optimize the throughput.

:::::::

1:0 0ps Mai: 451aps Sug 211 ps

(b) 160 Transactions per block and 512KB block size

(c) 10 Transactions per block and 512KB block Pro-  (d) 160 Transactions per block and 512KB orderer Pro-

posal time posal time

Figure 6.4: Comparison in throughput between the initial (a) setting and the new
setting in (b)

By taking base in scenario 5 from table 6.1 we further adjusted the transaction count to
160 transactions per block which yielded a result of 211 transactions per second in the

ledger during the client test-procedure with an average proposal time of 7.91 compared
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to the Hyperledger Fabrics’ standard setting which had a proposal time of 4.71 seconds.

From our observations we have defined three cases:

e Case 1. By setting the number of transactions in one block to be around the ex-
pected transaction arrival rate gives a significant increase in throughput. Although,
from our observations the time needed for completing the proposal at the ordering

service increased compared to smaller sized blocks.

e Case 2. Setting a blocksize larger than the actual transaction arrival rate increases
the time for getting confirmation of a block commit. Meaning the block-cutting
parameters are not met which results in the orderer to hold the transaction for
a longer time before issuing a new block to the peers. No significant change in

throughput on the ledger.

e Case 3. Small amount of transactions per block decreases the time needed
for completing the proposal at the ordering service. However, at a cost of the

throughput.

Based on our findings we therefore guideline that applications which requires low latency,
lower block size should be used, whereas for networks which require a high throughput
and doesn’t focus on latency should apply for larger blocks. For applications that require
something in the middle should model their block size to be somewhere near the average
transaction arrival rate.

Rather than statically settings these parameters is to let the ordering service optimize

these during run-time. Some parameters to optimize for can be the following:

o Latency of clients and validation the Endorsement policy - batch time out.
o Average document size in transactions, e.g. the payload - preferred max bytes.

e Expected transactions per time unit - transaction count

At the moment these parameters requires a reconfiguration of the ordering nodes -
meaning that for an existing system one would need acquire the configuration block from
the ordering services and update it which needs to be done by the system administrator
of the relevant ordering services. Then the administrator will have to conduct tests for
which set of parameters that will influence the transaction throughput the most. Note
that as the network grows - so does the number of transactions that can be processed.
Which means that this should be evaluated upon reconfiguration of the view in the

network.
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6.6 Performance Metrics Chaincode

6.6.1 Endorsement Policies

The endorsement policies can as previously described be defined as ’AND()’ or "OR()’
policies, stating the relationship between nodes to endorse a transaction. The OR’
policies only requires a single peer to simulate the transaction proposal, whereas the
"AND()’ will require that all the peers defined in the policy must execute and sign the
transactions. There are two trade-offs here. First one being that more peers requires
to execute a transaction, meaning that higher proposals time are expected as more
nodes need to receive the request, perform it, and return to the client. Furthermore, the
verification process of the transaction will require more time, as more signatures must be
validated before including the transaction. Using the ’OR’ policy, the client can load
balance the traffic to its peering nodes, meaning that less of them need to be occupied for
performing duplicate transactions. On the other hand, In the case of the "AND’ policies
one would indeed waste the computing power of the peers as duplicate operations need

to be performed in the network.

The test-case uses the test-procedure as previously described in the beginning of the
chapter. In this section we show how the endorsement policies affects the throughput
of the system. We first show a ’OR()’ endorsement policy for our chaincodes, meaning
that we only require one peer to execute the transaction. We utilized a load-balancing

technique such as the following:

Algorithm 1: Simple Load Balancer

Config := init(NetworkConfig);

function handleRequest (Request, FventData):

forwardToList := List();

foreach org C FEventData.org do
node := RandomPickOrgN ode(org, Request.getTransactionType());
forwardT oList.append(node) ;

end

return forwardTransaction(forwardToList, EventData);

Our test-clients utilized this approach for forwarding their requests to the network. The
RandomPickOrgN ode algorithm picks a random orderer or peer based on the transaction
type. If the transaction needs to forward the request to multiple organizations then the
algorithm will keep adding to the list of receivers of the transaction (picking one from
each). However, if using cloud architecture we propose to create a peer/orderer load-

balancer that balances requests towards the orderers and peers based on how occupied
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the nodes are (in terms of pending proposals). The random picking of nodes to process
transactions are seen as an optimization, at the moment the orderer produces a block,
then all peers will finally get the changes done at the initial peer and reflect it through

their world state.

g Impact of Endorsement Policies Peer Block Processing Time
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ordering service.

Figure 6.5: Ordering service and peer statistics.

As depicted in fig. 6.5 - the more restrictive policies for chaincodes the more time is
required for the ordering service to process transactions. Recall that the validation of
transactions includes: inspecting that all endorsing peers have consistent results, and all
signatures are valid; As transactions takes longer to process for the transaction queue
for the the ordering service will increase as more proposals arrives. Consequently clients
will have to wait for longer time in order to wait for a block event. Moreover, we also
observe that time needed for processing the block at the peer node does not show any
significant impact as a result of the endorsement policies. Based on this we see that
the bottleneck resides at the ordering service whenever transactions increase in terms of
required endorsing nodes of the network.

One could measure the impact in terms of throughput of the system, however, with the
metrics exposed by the Prometheus this was not be possible as the ledger transaction
count is reflecting the number of transaction processed once the block is received -
meaning that the block itself is delayed and the number of transactions put on the ledger
would likely be equal anyway. We argue that in this case the bottleneck is not located at

the peers, but at the ordering service as the time-delay for a block event is increased.

The limitation is therefore on the metrics Fabric exposes.
Furthermore, to get an idea of what the limited factor of Chaincode execution at the peers

we collected statistics of other aspects such as gossiping of private blocks, CouchDB data,
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and Shim requests. Essentially, shim is the underlying API package chaincode utilizes
to connect to the world-state database. Every write and read done by the chaincode is

counted in the test.

Shim Requests CouchDB Average Time for I/O
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Figure 6.6: Chaincode related statistics.

From observations in fig. 6.6 we see that the CouchDB instance spends more time in
executing its operations as the number of requests that the peer receives. However,
we have reasons to believe that this effect amplifies as all peers for one organization is
collocated at the same node in the cluster. Nevertheless, the amount of I/O-operations
will directly impact the average time to execute a chaincode invocation. The Average
Shim Request Time is lower than the DB-request processing time, which is explained
that not all shim package requests interact directly with a database. Furthermore,

clients waiting for block events will need to wait for Tyuit = TChaincodeTimeEvecution +
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TEndorsementValidation + T BlockValidation- To measure the TBiock v alidation We measured the

time needed to validate private data blocks and how the gossiping impacts this.
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Figure 6.7: Times for Committing private data.

As shown in fig. 6.7 we see that there is a strong correlation between commit time of a
private block and the time needed for a peer to fetch it. PDCs are only gossiped once a
peer finds out that its stored collection is outdated. Upon finding out, it will request a
fetch of the most updated private collection. The fetch time directly impacts the time
taken to commit a private data block. Which means that this will significant increase
Twait- Nevertheless, the spike of pushing data in fig. 6.7 (a) is due to the pushing to the
amount of required peers that need to hold the private data (defined in the policy).

As a result, our findings on chaincode metrics we propose a following guideline for future

development of chaincode.

o Restrict the amount of I/O operations to state database in chaincode as this would
increase the amount of shim requests towards the CouchDB. The higher amount of
DB requests per invocation, the lesser the throughput, and higher block latency
(see Tyait). Furthermore, concurrent requests gives higher average time for the

CouchDB to finish its operations.

e Advanced endorsement policies significantly increases the wait time for clients to

get confirmation that their transaction is included to a block.

e The gossiping of private data increases the time needed for peers to get a fresh

view of some private state. Which directly impacts the chaincode execution time.
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6.7 Failing Transactions

Hyperledger is complex in terms of communication between the different nodes in the
network. However, this opens for possibilities to attack different kind of applications to
deny service. In this section we will discuss different attack vectors that may lead to an
exploit. The first one to discuss is the client SDK from Hyperledger. The client is the
"brain" which drives the consensus and appending of new blocks. Recall the transaction
lifecycle, a client must initiate the transaction, collect the required endorsements from
the respective peers, and then forward the transaction to the ordering service. A possible
way of denying the service here would be to perform a sybil attack in terms of exhausting
the network interface of the client, meaning that the client won’t be able to forward
the ProposalResponses from peers to the orderers resulting in peers that will execute
the simulation without achieving a block for it. Furthermore, if the chaincode updates
ledger objects with the same key multiple times then the MVCC will kick in and fail
the transaction, meaning that no peers will be able to commit their simulation proposal
and no blocks will be produced. If the attacker knows any keys in the system that is
frequently updated then that person can exhaust the system. The MVCC attack can
be formulated as the following, let’s assume a set of transactions included in a block

proposal.

Scenario 6.4. Worldstate: (Credentiall, Value : B, v1), (Credential2, Value: C, v1),
(Credential3, Value: E, v1) (Proofl, value: Approved, v1)

T1 -> write(credentiall, v1’, valueB), write(credential2, value A, v1’)

T2 -> read(credential3,vl), write(proof1, Not Approved, vl’)

T3 -> read(credentiall,vl, B) , write(credentuall,vl’, D)

Note that this scenario is an example of Definition 2.12. Before creation of the block,
the MVCC will validate the read-write set to determine whether any reads/writes are
happening on an updated version of the object. In this case T3 won’t pass the validation,
as a result of the write from the first transaction. Transactions one and two will pass
the validation as there are no conflicts in between the keys updated so they are inlcuded
in the block. However, Transaction T3 will be discarded resulting in a failure of T3
that will be denied by all the relevant peers in the cluster. This was discovered during
development as some of the chaincode updated the same key several places within the
batchtimeout of the block creation. We therefore propose that all keys should be unique
and non-overlapping to avoid these kinds of problems. Furthermore, this attack is indeed
possible for our application as the key creation is deterministic and related to the user.
By knowing the issuer description and user name an attacker (that has the authorization
to do it) might exhaust fake updates towards the system when updating credentials and

proofs occur. As a result, we might risk in getting a denial of service attack as the MVCC
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will either deny the attacker or the honest user of the network. It is therefore important
block creation time is not set to too high as this would increase the likelihood of MVCC
READ/WRITE failures. Adjusting parameters previously discussed is therefore vital to
keep as low as possible. Furthermore, if we assume a man in the middle attack and that
TLS is enabled, the MITM can malform the request to deny the client in forwarding
its proposals. If this happens on the intra-net of the network where also the blockchain
runs, it could potentially deny all known nodes to extend the ledger. The same type
of attack is possible in the permissionless world, however, as any client can join the
effectiveness of these types of attacks are debatable as users can be scattered around
the world and not in a "centralized" manner as Hyperledger tends to do as it requires to
know its peers. Furthermore, another limitation that can lead to a potential denial of
service is to exhaust the leading peer of the business network. The immediate effect of
this is that this will strict the block propagation towards the rest of the business network
meaning that the MVCC could further be attacked as there will be no new commits

unless a new leader is elected and not denied service.

6.8 Setting up Fabric In Azure

After using the Helm Charts and Argo we wanted to see how it was like to deploy a Fabric
Network to a cloud-service such as Azure. We chose Azure as the provides free-credits
for students at the University Of Stavanger. Then we utilized the Kubernetes Services
[66] [67] - when setting up the cluster the Cloud Developer may chose to use multiple
primary /master Kubernetes nodes. Though, for the sake of this project we chose one
primary node. Then we allocated 10 nodes for our cluster. Once ready a primary node
can be used to configure the cluster itself. Before starting the cluster the required tools
such as Helm, Argo and other dependencies PIVT requires must be installed. Running
the relevant commands for provisiong a fabric network using PIVT is the same as with
the cluster at the universities - and requires no changes to it. Whenever this is done,
and the project is up and running one must expose the cluster for applications. This is

where the load-balancers comes to play.

apiVersion: vil
kind: Service
metadata:
name: hlf-peer-external--uis--peer0-0
labels:
name: hlf-peer-external--uis--peer0-0
component: hlf-peer
fqdn: peerO.uis.no

addToExternalHostAliases: "true"
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spec:
type: LoadBalancer
selector:
name: hlf-peer
app: hlf-peer--uis--peer0-0
ports:
- protocol: TCP
port: 7051

name: grpc

Listing 6.2: Create a load balancer for a peer.

The load-balancer above will expose a public IP together with a port that can be used
by the clients to talk to a specific peer in the cloud (here the peerO for UiS). The
loadbalancer will listen for grpc calls from the external applications. The provisioning of
the load-balancer is done by Azure and may take some time. Therefore we can conclude
that PIVT brings the scalability of configuring and provisioning fabric networks across
platform really easy - as long as the platform has Kubernetes installed on it. Furthermore,
we did not test our implementation here as Trial-accounts are restricted in terms of

resources, e.g., 1 core CPU per node.

6.8.1 Deploying Fabric Network to different Availability Zones

Even though the PIVT project works nicely with a single Kubernetes cluster, we wanted
to attempt to configure a truly distributed system by having two independent Kubernetes
cluster as this would also reflect a truly distributed system. Moreover, in a multi-tenancy
network, different nodes will likely be running as bare-metal nodes, docker containers, or

located in a Kubernetes cluster distributed around the world.

Scenario 6.5. Assume a network where a university in North America (NA) wants to
deploy a Fabric network to distribute and create credentials. Furthermore, a university
in Asia would like to interact with this network. They both deploy their Kubernetes
cluster using the PIVT project but need to establish a connection for communication.
The university in NA decides that the initial ordering service will be provisioned in their

cluster.  For example 6.5 to work we replicated our initial Azure Kubernetes Service

but provisioned in the West-Asia (WA) region. Though this time, for simplicity, we
configured a single ordering service, single peer for three other organizations. In the NA

region, we deploy one ordering service and peer organization, and we deployed two peer
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organizations for the WA region. To allow for cross-cluster communication following
needs to be done.
1. Create crypto-configuration for each organization.

2. For each communicating organization, copy the individual MSP file from both rele-
vant peer and ordering organizations into the corresponding crypto-config file such
that all nodes in the network will have the same crypto—con fig/peerOrganization/MSP
and crypto — config/ordererOrganization/MSP file structure.

3. Create LoadBalancers/Ingress for all peers and ordering nodes.

4. In Kubernetes, launch the network without enabling pods - only the services that
routes traffic to corresponding docker containers are enabled such that IP addresses

can be collected.
5. Collect both internal and public (LoadBalancers and Ingresses) IP addresses.

6. Include all IP addresses into the Kubernetes resource files, more specifically to the

Stateful-sets of both peer and ordering resources.

7. Upgrade the network using helm to initialize pods.

e
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Figure 6.8: Overview of Configuration

This process does work for small clusters. Though, the scalability and maintainability of
configuring larger systems are questionable. The amount of copying required is basically
N where N is the amount of participating organizations. One will have to manually
provide all the allowed public keys (from the MSP-file) to make both the peer and
ordering nodes from NA- and WA-regions to allow for interaction in between them. An
idea here is to utilize Ethereum’s smart contract, where organizations can agree on which
public keys (or x.509) certificates to trust. Then, upon startup of each node, the system

administrators of the different organization(s) can build an interface that allows for
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building up these MSP files dynamically based on a shared trusted resource - namely the
public blockchain. Furthermore, the IP-addresses will be in the allowed-list of the smart
contract such that these will be injected in the resource files upon startup of containers
within the Kubernetes Cluster. The process we tried in Azure will require that for each
time the Kubernetes Services are restarted, as new IP addresses will be allocated upon

provisioning of new Kubernetes clusters.






Chapter 7

Lessons Learned

This chapter will provide some insights on how the experience with developing with
Hyperledger was like. This involves everything from running a development environment,
debugging, creating chaincode and other experiences such as tracing errors produced in

the framework.

7.1 Golang vs. Java Chaincode

Hyperledger Fabric supports Javascript, Java and Golang to define the business process
in chaincode. In this project it was an attempt to write in Golang and Java.

In terms of readability and compact code, Golang is superior to Java. However, in terms
of unit-testing the code Java is stronger. The reason for this is that Hyperledger Fabric
mocking framework has limited set of capabilities. It was discovered while writing the
code that the mockstub object didn’t support certificates while testing. This imposes a
major issue in order to test application logic, especially in this project where most of the
operations done in the chaincode requires identification of the users. In contrast, the
same applies for the Java version, however, testing frameworks such as jUnit and mockito
allows for easily mocking of real java objects. Making it easier to mock up HyperLedger
Fabric behavior. However, in terms of developing with both the Languages it’s up to
the application developer to choose which language to go for. They both have the same

API-definition meaning that none of the language imposes loss of application behavior.

When a peer in a channel instantiates the Java Chaincode, a new container is created
by the peer to generate the jar-artifacts required for the chaincode, in this project this
node will use maven and pull the required dependencies in order to build the main class.

A important note here is that it is only possible to deploy/instantiate one chaincode at
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the time. This means that for each chaincode there must exists a new project. This is
the reason why the "Chaincodelnstance.java" was developed to be "one instance multiple
types" as it would lower the need of installing multiple chaincodes on the different peers.
Furthermore, using Java also increases the build time of the chaincode as a separate
container is created for building the code within the Java Environment, furthermore this
container allocates 1.8GB of disk space. As a result, the build process of Java chaincode

does bring more overhead compared to GO.

7.2 Client Software Development Kit

The SDK provided by Fabric is available for Java, Go, NodeJS and Python. Even though
there exists wide support for different languages we found it very hard to use them as
there was lack of documentation and best-practices. The only way to grasp how to use
these SDKs is to scan through many unit-tests written by different developers. Moreover,
like the Python and JAVA SDK does not have a sufficient documentation in terms of
examples compared to the NodeJS. As a result, the developer will have to attempt to
translate the NodeJS examples over to the other languages. However, we find it strange
that the naming conventions for all SDKs are different. E.g. for nodeJS a ’gateway’
object need to be created, whereas in the Java World this is abstracted as a channel. Not
only a bad practice, but also confusing for the application developer in the case where

projects requires integration from two or more worlds.

7.3 Hyperledger Fabric Configuration Errors

What makes it hard and time consuming while developing with Hyperledger fabric is
that some of the environment variables in the peers/orderers/cas could be wrongly set
which results in a container that silently fails. The same applies if there is a small error
within the configtx.yaml and crypto-config. As an example, providing channel names
with capital letters will make the initialization of the channel to fail, however, no clear
"ERROR" message are given and only a print statements are given somewhere in the log,
making them hard to detect. This made the process of configuring the containers and the
network time-consuming as a lot of investigation are required to find out what actually
went wrong. The Docs of Hyperledger is helpful for understanding the theory, however,
possible configuration parameters and other "tips and tricks" are scattered around in
files within their git repository. This made it hard to grasp what the "best practices"
are when setting up the fabric network, resulting in a lot of back and forth and usage of

communities for support. The "Bringing Your first Network up" example were helpful and
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is the example they refer the most to in the documentation. However, there is no clear
example of how each component really works together. There are shell scripts which are
approximately around 2000 lines + which sends commands to the docker cluster to make
it ready for use. There are smaller examples to follow too, but they are essentially too
small to even deploy a simple chaincode on to it. However, a fresh I'T student wouldn’t
necessarily understand how the technology stack of creating a network would work making
the process of understanding the core concepts of how to program and setting up the local
environment. Also, the fabric-tools may change for each major version. Even though
these tools change there is nothing that performs integrity checks in the hyperledger
containers to ensure that the configuration is consistent in terms of versioning. The
direct consequences here is that the network will produce errors that aren’t related to the
real problem (which may be the versioning). Throughout this project there was spent
significant time on ensuring whether it was a configuration issue, versioning problems
or environment issues. In regards to the environment issues we mean that volumes,
containers, and networks might be reused by the docker environment potentially leading
to a inconsistencies in the configuration read by the peers, orderers, and CA’s. A mix of
all of these problems makes it really hard to grasp the core problem of why the network
isn’t functioning properly. The consequence is that it leads to a "trial and error" process
which may cause changes that cause new issues which masks the old ones. As an example,
it was discovered was that chaincode images which are dangling and might contain errors
will be reused when instantiating the chaincode from a peer resulting in not building
the newest code changes. A way they could have solved this is to create new images
with a new hash together with a salt value resulting in not using older images to build
new chaincode-instance containers rather than always assuming the same name for the
dev-<chaincodename.version>-peer(n), this would always trigger a new docker image
build as it wouldn’t find an existing one already, which has the old chaincode within it.
This means that whenever there is a change of a chaincode, one must ensure that the
docker environent doesnt use the cached images on the host while upgrading/changing of
code. It will therefore be expected that maintaining and developing with Hyperledger as
one developer is time-consuming (especially in the beginning) as there is a lot of files
to take care of that may contain configuration mistakes resulting in one or multiple

problems.

7.4 Chaincode vs Solidity

Ethereum has a high-level Object Oriented programming language which allows for
contract development. Syntax is similar to other known programming languages, such as

Java, Javascript, Python, etc. This makes it easier for a developer to abstract everything
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that has to do with the blockchain and instead focus on application logic. As a result of
this, getting into developing with Ethereum is quick and easy. Ethereum’s solidity is
a coding language created for open blockchain systems. In the contrary, Hyperledger
only provides an API through different languages. The most common API to use is
the ChaincodeStub which has methods such as Init and Invoke. In the beginning,
this feels extremely limited and simple. However, since the API is available in Java it
allows for a greater amount of advanced operations in the code than Solidity. However,
this comes with a price. In Ethereum, application developers have incentives for writing
memory consuming code through the concept of Gas. The incentive approach is a good
practice for creating an application that should run on an immutable ledger allowing
for fewer programming mistakes. However, less advanced data structures are available,

making the programs relatively simpler than what it did in chaincode.

The freedom was the immediate effect and gives the ability to use third party tools. As
a result, the code was more prone to errors then experienced with Solidity. When it
comes to application testing Solidity can use Ganache [68] as a underlying ledger running
on the Host machine. With the help of the NPM and the Truffle framework [69] to
create unit tests and quickly test the smart contract while deployed to an actual instance
of the Ethereum Virtual Machine running on a local ledger or Continuous Integration
(CI) Pipeline. For fabric, this would require to configure the docker-compose files for
a CI pipeline to work or to run test against a physical Fabric system. The immediate
downside of not having a simple testing VM like ethereum is that while developing with
chaincode one must mock up a backing ledger class/object that runs simple unit tests.
Furthermore, some methods are missing from the included testing framework in the
chaincode-shim package, resulting in assumptions that might not hold for a real-world
system. Alternatively, the developer may run a docker-compose fabric network - which
requires more time to setup than Ganache and Truffle. However, with the help of the
fabric-java-sdk it is possible to write tests that run on the ledger. But this requires an
already working network with keys to run correctly. Furthermore, the test needs to be
aware of the crypto-material such as admin keys/certificates addresses of nodes, etc.
As a result of the topology change, the tests itself need to be changed too to recognize
the topology. A possible improvement here is that Hyperledger could have provided an
update where the SDK reads the configtx.yaml and the crypto-materials directories to
load the configuration into the run-time environment of the test itself. If the SDK utilized
these files, that would have made the development of chaincode much more manageable
as less configuration is required. Another issue with the SDK is that it requires the
developer to learn yet another paradigm within the environment, making it more complex
to use/interact with the system. Solidity doesn’t require such as all nodes running the

ledger has the same code/role, making it much easier to develop and test with during the
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development life-cycle. Furthermore, the technology stack in Hyperledger is significantly
larger than Solidity, meaning that debugging and reading stack-traces becomes more
time consuming. Furthermore, requiring to rebuild and re-instantiate the chaincode to a
fresh docker environment is time consuming. Especially if the environment gets more
advanced in terms of business complexity. The reason being that the context switching of
the Operating System must happen more often as the the concurrent processes increases,
leading to a throttled system. Ethereum can use tools like Ganache [68] which is managed
by its own in terms of handling overheads (clearing volumes, starting fresh environments,
inspect results) making the Software Development Cycle much quicker compared to
chaincode. However, in the context of the BBChain project HLF does have an advantage
in terms of having a data storage within its environment. For permissionless systems,
like Libra and Ethereum they’ll need their own distributed storage in order to store the
meta-data on-chain. As of this date ! they would need to develop a distributed storage
to hold the data making the Hyperledger Fabric more mature for the real world in terms

of testing.

7.5 Collections vs. Channels
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Figure 7.1: Channels vs Collections. Collections stores data on an authorized peer
rather on the ledger. The hash is instead stored on the ledger.

From experience, evaluation, building, and operation Distributed Ledger solutions in an
HLF environment (that scales) private data collections helped in scaling the operations

a lot easier. Rather than defining policies for each channel, and for each participating
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organization, one can use collections. Multiple collections allow for one channel even
though privacy is a requirement for assets - in this case Credentials and CredentialProofs.
An important note here is that all proposals on the channel only contain hash values,
and the nodes defined in the collection policy store the actual data itself. Essentially,
collections allow for more fine-grained separation of organizations within one channel.
Moreover, rather than having separate ledgers and potentially fewer peers to maintain
that ledger, this allows for a multi-tenancy cooperation between organizations. As a
consequence, the network also achieves a higher crash fault-tolerance (BFT in the future)
as there are more participants on these types of channels rather than many small ones.
Let’s assume a scenario where there are many organizations on one channel, and two
specific organizations want to create a shared state. Then, in the "classical" approach,
one would require to update the network with a new channel which is specific to those
two organizations. This specification would require to update the genesis block in the
orderers to accept new channels and transactions within these. Afterward, one needs to
install chaincode. In the "collections approach" one would still utilize the same channel
but only install the required chaincode on the peers together with a collections policy.
However, since they all participate in the consensus protocol, as a result it will affect
the final throughput. It depends on the application that runs the HLF-framework. If
we would assume an application that handles for an example credit card transactions,
then channels would have been a better approach. The channels are better because one
can use the concept of sharding to isolate the consensus epochs within each channel,
ultimately increasing throughput. Even though transactions per time unit would increase,
it will also have a significant impact on the required maintenance on the network, which
would infer extra cost and time spent. Therefore there must be an evaluation between
performance vs. costs - relative to the collections approach or even other projects such

as Ethereum.

7.6 PIVT project: Chaincode and Helmcharts

Even though the PIVT project was helpful in reducing the amount of configuration
needed we spent significant time debugging errors. Currently, Helm does not have any
logs or transactions events which gives the developer insight in errors while provisioning
resources. For our project, when integrating PIVT with our chaincode we got the
error 'Helm relase not found’ - which was not telling us anything about the error at
all. Apparently, Helm Releases that creates Kubernetes ConfigMaps that exceeds 1MB
makes the deployment to fail [70]. This issue was related to the size of the Chaincode
included in the project structure folder consequently requiring refactoring of code to keep

the chaincode files small in terms of size (less than a MB). Therefore, we suggest that
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for larger projects that require larger chaincodes (in terms of size) to be written in Go as
the language requires less code for the same logic with languages like Java - resulting in

smaller files in general.

7.7 Other comments

During testing and development there was discovered that the default THREAD POOL
size of the java chaincode container was set too low, where basic operations was time
consuming. To resolve this issue we had to be add a resource directory in the same
relative path as the main chaincode where the thread pool was adjusted up to 5. The
size of this pool is naturally dependent on the application and what operations that
are done. Having a too large number would result in competing between threads to
allocate CPU and memory resources and if it was too small it could end up with a small
throughput. As of [71] they recommend a thread pool size of Nopy + 1threads whenever
there is resource usage in terms of I/O operations and database connections. With the

assumption that most modern computer systems today have a Nopy of 4.
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Conclusion and Future Directions

8.1 Future Directions

We propose for future investigations on using Fabric as a distributed authentication
scheme. This allows for a multi-organization way of synchronizing a set of user who
should have access to different services. This allows for easier integration as many systems
just allow for 'guest’ users or creating new accounts for each data store.

If Fabric is to be matured and adopted by the industries, it needs to be easier to
work with it. Furthermore, parts of the system, such as external communication are
extremely coupled together. Current requirement is to develop a client application or
some middle-ware using their SDK. We would like to see a REST-API built on top of the
peers and orderers such that this would integrate more nicely with existing web-services.
Furthermore, we also want to see a more decentralized way of configuring the network.
Currently the configtxgen tool seem somewhat very limited in terms of scaling the system.
More research of safely configuring and scaling large distributed systems using fabric
should be conducted. A proposal here is to create an isolated configuration-service which
only lives within the initialization of the Fabric network.

Nevertheless, we also suggest to setup a larger scale system in the cloud and conduct
further assessments on how to create the architecture described in fig. 5.11. An idea here
is to measure the impact of performance when the ordering services serves more than a
channel, and how RAFT will perform when the ordering nodes are distributed across
different availability zones.

Furthermore, as the consensus types are modular in Fabric we also want to see wrappers
for frameworks such as Quorums to implement PBFT consensus protocols for Fabric.
Moreover, an idea is to utilize the ability to write modular Endorsement Policies to allow

for more powerful features of entities signing transactions.
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8.2 Conclusion

Hyperledger Fabric has proven to be a highly configurable blockchain network that can
adapt to any scenario which requires some secret consensus between two or more parties.
We also believe that the doubt around "public" blockchains can be closed by the capabili-
ties of Hyperledger. More specifically, Fabric abstracts away the CryptoCurrency part of
the blockchain-paradigm and puts the trust on pure Public Key Infrastructure between
entities. Moreover, as Fabric allows for secrecy, data modelling of real-world assets, and
consensus between information systems, we believe that this would be something that
the several industries would find interest in. In our project, we have done so by creating
a system following the Decentralid Identifier Standard to allow subjects to handle more
control of their data. As the subject controls access to the data, we also allow for issuers
to ensure that the data’s state and integrity are preserved without alteration and later
verifiable by third parties. We also move the trust away from centralized database
systems to a decentralized database. Furthermore, t the bureaucracy required to issue
credentials accross borders do require significant time as this is often manually done by
trusted centralized entities. We argue that the bound of the throughput of blockchain
systems is slower than centralized, but as we remove the need for manual processes to
vouch for the validity of document, we argue that this would save time and cost in the
long run. Moreover, moving documents through different organizations that assert the
validity of that document also increases the possibility of corrupt assertions. With a
running ledger, where an academic diploma is stored and signed, we claim that changing
the diploma’s state is much harder as one would have to convince a majority of peer

nodes in the Fabric Network to hold the same state.

Using the Public Blockchain would also be possible, though it would require off-chain
storage to store assets and would indeed require some configuration/interface for such.
Hyperledger Fabric is somehow easier to work on a data modeling as all executing peers
have an actual instance of a database to manipulate assets. We argue that Fabric should

be used for the following scenarios.
e Blockchain as a Service - if the idea is just to ensure some kind of consensus and
not care about the possibility of BFT failure.

o All transacting entities must transact privately, and not everyone can view the
blockchain.

o Performance - as long as Ethereum uses the Proof-Of-Work Algorithm - Fabric will

be faster.
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Furthermore, compared to blockchain frameworks such as Ethereum fabric allows for
modular architecture - which means that it can be build depending on the requirement of
the business. We argue that this is one of the most powerful aspects of the frameworks.
This means that smart-contract developers may work with fewer constraints than the
development process with unpermissioned blockchains where the scope of the requirements
is constrained by the limited availability of commands to execute on the ledger. However,
for Hyperledger’s case, developing tests on top of a running network is hard as there
exists no develop mode, which allows for either static set of available certificates - or
assuming no certificates at all. To do so, one will have to run docker on a local host

machine and ensure to configure a minuscule version of a more significant project.

Though, it comes at the cost of maintainability in terms of configuration. Throughout
the project, significant time was spent on configuring, debugging, and figuring out issues
related to the configuration that was not trivial. PIVT pushes the project in a new
direction by significantly reducing the required configuration. Still, the backing services
required for provisioning the Fabric resources assumes a available Kubernetes Cluster. For
cloud environments, this works as many of the popular cloud providers already support
Kubernetes [72]. However, PIVT does not scale for cases where the fabric network must
be installed in different Kubernetes clusters and remains one of the bigger challenges
ahead.
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Appendix A

The Docker-compose YAML file is recommended to be used for developing with fabric

on a local network.

# docker -compose.yaml
version: ’3’
networks:
basic: #properties for network goes here
services:
ca.example.com:
image: hyperledger/fabric-ca:1.4
environment: #container environment variables
- FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
ports:

- # Ports host_port:container_port

Listing A.1: YAML file for docker compose.

The crypto-config file is used to define the entities which participates in the network,

#___ e ——

# cryptogen showtemplate

#___ S

OrdererOrgs:

- Name: NorwegianGovernment # organization 1
Domain: Government.no
Specs:

- Hostname: ordererGovernment

PeerQOrgs:

- Name: UiS

Domain: UiS.sciencefaculty.com
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EnableNodeOUs: false
Users: # amount of users in addition to admin

Count: 1

- Name: UiQO # organization 2
Domain: UiO.sciencefaculty.com
# EnableNodeOUs enables the identify classification based on 0Us in X.509 certs.
EnableNodeOUs: false

Users:

Count: 1

Listing A.2: crypto-config is used by cryptogen tool

A channel profile is defined within the configtx.yaml file. The asteriks points to the

definitions located in the Organizations section in the same file.

UniversityChannel:
Consortium: NorwegianUniversities
Application:
# point to definition somewhere else in the file.
<<: *ApplicationDefaults
Organizations:
- *xUiS
- xUi0
- *NTNU
Capabilties:

<<: *ApplicationCapabilities

Listing A.3: Channel Profile

Organizations must be defined in the configtx.yaml.

- &Uis
Name: University 0f Stavanger
ID: UiS_Norway
MSPDir: crypto-config/peerOrganizations/universityofstavanger.uni.com/msp
AnchorPeers:
- Host: peerO.universityofstavanger.uni.com
Port: 7051

Listing A.4: University definition in configtx.yaml

Access control is also defined in each section specific to organizations.

Policies:
Readers: # Anyone can read

Type: ImplicitMeta
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Rule: "ANY Writers"
Writers: # Only admins can write

Type: Signature

Rule: "OR(’UiS_Norway.member’, ’NTNU_Norway.Member’, ... )"
Admins: # who are the admins

Type: Signature

Rule: "OR(’UiS_Norway.admin’, ’NTNU_Norway.admin’, ... )"

Listing A.5: ACL Policy

Block parameters are adjusted in the orderer section of configtx.yaml.

BatchTimeout: 2s
BatchSize:
MaxMessageCount: 10
AbsoluteMaxBytes: 99 MB
PreferredMaxBytes: 512 KB

Listing A.6: Defining block size in configtx.yaml.

Raft settings in under ordererdefaults in configtx.yaml.

EtcdRaft:
Consenters:
- Host: orderer0O.uis.no
Port: 7059
ClientTLSCert: crypto-config/ordererOrganizations/uis.no/orderers/orderer
ServerTLSCert: crypto-config/ordererOrganizations/uis.no/orderers/orderez
# - Host:

Listing A.7: Enabling RAFT in configtx.yaml.

These settings will define the defaults for the ordering service. The Consenter will define
which ordering node that participates in the RAFT consensus as either follower, leader
or candidate. The Client and Server TLS is essentially certificates that the ordering
service require for gRPC communication between other ordering nodes. Furthermore,

RAFT-specific parameters can be changed too as shown below.

Options:
TickInterval: 500ms
ElectionTick: 10
HeartbeatTick: 1
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MaxInflightBlocks: 5
SnapshotIntervalSize: 20 MB

Listing A.8: Configuring the RAFT-protocol in configtx.yaml.
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{
"key": "CredentialProof.AaronSchulist.Degree",
"doc": {
"CreatedByOrg":"UiSMSP",
"data": [
{
"CredentialData": "UmVzdWxO00iBB",
"description": "SuperHardExam",
"hash": "01fbd15e26b7a6033cc310ac5f4e73156e80994ab20e905bb5a3e5507a%9ea734d",
"key": "Credential.AaronSchulist.SuperHardExam",
"type": "Credential",
"parentProof": "CredentialProof.AaronSchulist.DAT520",
"requiredAgreement": ["x509:Amalia Feest...", "x509: Anissa Bednar..."],
"whoSigned": ["x509:Amalia Feest...", "x509: Anissa Bednar..."],
"subject": "Aaron Schulist",
"txid": "67a7s6d768asd78ee81991278d88a9e9h9h9c8axzczx8c9z90x90"
},
{
"description": "DAT520",
"hash": "8461bd4414ab9eaabbfd5065afd31317d7cb397910c7d6c6888915bc59cf0351",
"key": "CredentialProof.AaronSchulist.DAT520",
"type": "CredentialProof",
"parentProof": "CredentialProof.Aaronschulist.Degree",
"owners": "["x509:Amalia Feest...", "x509: Anissa Bednar..."]"
"providedCredentials": "[Credential.AarondSchulist.SuperHardExam]"
"quorum": "1",
"subject":"Aaron Schulist",
"valid": "true",
"txid": "8461bd4414ab9eaabbfelasjidug19239123biblae2b951a0f81"
}
1,
"description":"Degree",
"hash":"2c7bddafa6f824cb0e682091aa1d9ca392883cbl1f5bcff95389adc9feae77fcd", 0OU=client + 0U=uis + 0U=user::CN=ca
"objectType":"CredentialProof",
"owners": [
"x509::Paul smith.."
1,
"providedCredentials": [
"CredentialProof.AaronSchulist.DAT520"
1,
"quorum":1,
"subject":"Aaron Schulist",
"txid":"2e5303380e69821bd199bdf54ae0792fed1e12c992e61906ebblae2b951a0£f81",
"type":"CredentialProof",
}

Listing B.1: An example of how the System creates a final Credential proof
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The tme 0 complete a poposal (rderr)

Figure B.3: Proposal times of transactions, with the old configuration the proposal
time varies between 3-4 seconds.

B.1 Chapter 6 appendix.

Number of proposals Recieved (Peer)

18:36 18:38 18:40 18:42 18:44 18:46 18:48 18:50 18:52 18:54
= hif-peer-ntnu-peer0:9443 = hif-peer—ntnu--peer1:9443 = hif-peer—ntnu-—-peer2:0443 = hif-p is--p: hif-peer—uis—peerl:9443
hlf-p is--peer2:0443 w= hif-peer--uit--peer0:9443 == hif-p it--peer:9443 == hif-peer-uit--peer2:9443

Figure B.1: Transactions Arrival for old configuration.

Number of proposals Recieved (Peer)

14:42 14:44 14:46 14:48 14:50 14:52 14:54 14:56 14:58 15:00 15:02 15:04 15:06
— hif-peer-ntnu-peer0:9443 — hif-peer—ntnu-peer1:9443 — hif-peer-ntnu-—-peer2:9443 — hif-p hif-peer—uis—peerl:9443
— hif-peer-uis-peer2:9443 — hifpeer-uit--peer0:9443 — hif-peer-uit-peerl:9443 — hifpeer-uit--peer2:9443

Figure B.2: Transactions Arrival for new configuration.
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Figure B.4: Proposal times of transactions, new configuration shows improvements,
time reduced down to 1.4s - 800ms.

Figure B.5: Throughput of transactions to the ledger by forwarding one transaction to
all peers in an org.






Appendix C

Appendix C

Unarchive the -I:]embedded 7z file. To run any fabric samples get the Fabric Binaries
from here: https://hyperledger-fabric.readthedocs.io/en/release-1.4/install.html . We
use jq 2.6.x, helm 2.16 (3 is not supported), kubernetes (latest), docker (latest), Java 8,

Maven 3.35 as dependencies.

 Client Directory - contains the client maven test under the /test directory (Work-
FlowTest.java). This file uses /yamlconfig in the same directory. When building a
new pivt/local developer environment make sure that private keys are copied in to

the connection profile (testLocalKubernetes.yaml).

o Java directory - maven based project ('mvn clean install’ the first time), chaincode
is inside here. ’chaincodeinstance.java’ is the brain of the chaincode. Trace it
from here. We propose to use the startNetwork.sh to get a local development
environment in the beginning - before moving to kubernetes. This starts one

channel, 1 ordering service, and 3 organizations which we developed for local usage.

o localdockerenv directory allows for a simple fabric network that can be used in CI

pipelines for chaincode or local development.

e k8s directory contains our modified version of the PIVT project. Refer to the
./makecluster.sh script file within fabric-cube folder to see what commands are

required. To install Prometheus and Grafana use commands in listing below.

¢ When ready with Graphana, navigate to bbchain-scaled-raft-no-tls and import
the json file to the project - this will be a statistics dashboard we created for this

project.

e Note that crypto materials may become out of sync, so make sure that all parts

(client and network) knows about the same certificates etc.
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thesis-work/.DS_Store





thesis-work/.env

COMPOSE_PROJECT_NAME=net







thesis-work/.git/COMMIT_EDITMSG

update test







thesis-work/.git/FETCH_HEAD

018d98dd9b1bd7ccf1648523710d157ec60a5ea6		branch 'master' of https://github.com/JakeAJ/evaluation_hyperledger







thesis-work/.git/HEAD

ref: refs/heads/master







thesis-work/.git/ORIG_HEAD

2e07e2f305e29b5a81fb3a56ed875666eaef5e3c







thesis-work/.git/config

[core]
	repositoryformatversion = 0
	filemode = true
	bare = false
	logallrefupdates = true
	ignorecase = true
	precomposeunicode = true
[remote "origin"]
	url = https://github.com/JakeAJ/evaluation_hyperledger.git
	fetch = +refs/heads/*:refs/remotes/origin/*
[branch "master"]
	remote = origin
	merge = refs/heads/master
[branch "chainCodeDev"]
	remote = origin
	merge = refs/heads/chainCodeDev
[branch "bbchainImpl"]
	remote = origin
	merge = refs/heads/bbchainImpl
[branch "issuerImpl"]
	remote = origin
	merge = refs/heads/master







thesis-work/.git/description

Unnamed repository; edit this file 'description' to name the repository.







thesis-work/.git/hooks/applypatch-msg.sample

#!/bin/sh
#
# An example hook script to check the commit log message taken by
# applypatch from an e-mail message.
#
# The hook should exit with non-zero status after issuing an
# appropriate message if it wants to stop the commit.  The hook is
# allowed to edit the commit message file.
#
# To enable this hook, rename this file to "applypatch-msg".

. git-sh-setup
commitmsg="$(git rev-parse --git-path hooks/commit-msg)"
test -x "$commitmsg" && exec "$commitmsg" ${1+"$@"}
:







thesis-work/.git/hooks/commit-msg.sample

#!/bin/sh
#
# An example hook script to check the commit log message.
# Called by "git commit" with one argument, the name of the file
# that has the commit message.  The hook should exit with non-zero
# status after issuing an appropriate message if it wants to stop the
# commit.  The hook is allowed to edit the commit message file.
#
# To enable this hook, rename this file to "commit-msg".

# Uncomment the below to add a Signed-off-by line to the message.
# Doing this in a hook is a bad idea in general, but the prepare-commit-msg
# hook is more suited to it.
#
# SOB=$(git var GIT_AUTHOR_IDENT | sed -n 's/^\(.*>\).*$/Signed-off-by: \1/p')
# grep -qs "^$SOB" "$1" || echo "$SOB" >> "$1"

# This example catches duplicate Signed-off-by lines.

test "" = "$(grep '^Signed-off-by: ' "$1" |
	 sort | uniq -c | sed -e '/^[ 	]*1[ 	]/d')" || {
	echo >&2 Duplicate Signed-off-by lines.
	exit 1
}







thesis-work/.git/hooks/fsmonitor-watchman.sample

#!/usr/bin/perl

use strict;
use warnings;
use IPC::Open2;

# An example hook script to integrate Watchman
# (https://facebook.github.io/watchman/) with git to speed up detecting
# new and modified files.
#
# The hook is passed a version (currently 1) and a time in nanoseconds
# formatted as a string and outputs to stdout all files that have been
# modified since the given time. Paths must be relative to the root of
# the working tree and separated by a single NUL.
#
# To enable this hook, rename this file to "query-watchman" and set
# 'git config core.fsmonitor .git/hooks/query-watchman'
#
my ($version, $time) = @ARGV;

# Check the hook interface version

if ($version == 1) {
	# convert nanoseconds to seconds
	$time = int $time / 1000000000;
} else {
	die "Unsupported query-fsmonitor hook version '$version'.\n" .
	    "Falling back to scanning...\n";
}

my $git_work_tree;
if ($^O =~ 'msys' || $^O =~ 'cygwin') {
	$git_work_tree = Win32::GetCwd();
	$git_work_tree =~ tr/\\/\//;
} else {
	require Cwd;
	$git_work_tree = Cwd::cwd();
}

my $retry = 1;

launch_watchman();

sub launch_watchman {

	my $pid = open2(\*CHLD_OUT, \*CHLD_IN, 'watchman -j --no-pretty')
	    or die "open2() failed: $!\n" .
	    "Falling back to scanning...\n";

	# In the query expression below we're asking for names of files that
	# changed since $time but were not transient (ie created after
	# $time but no longer exist).
	#
	# To accomplish this, we're using the "since" generator to use the
	# recency index to select candidate nodes and "fields" to limit the
	# output to file names only. Then we're using the "expression" term to
	# further constrain the results.
	#
	# The category of transient files that we want to ignore will have a
	# creation clock (cclock) newer than $time_t value and will also not
	# currently exist.

	my $query = <<"	END";
		["query", "$git_work_tree", {
			"since": $time,
			"fields": ["name"],
			"expression": ["not", ["allof", ["since", $time, "cclock"], ["not", "exists"]]]
		}]
	END

	print CHLD_IN $query;
	close CHLD_IN;
	my $response = do {local $/; <CHLD_OUT>};

	die "Watchman: command returned no output.\n" .
	    "Falling back to scanning...\n" if $response eq "";
	die "Watchman: command returned invalid output: $response\n" .
	    "Falling back to scanning...\n" unless $response =~ /^\{/;

	my $json_pkg;
	eval {
		require JSON::XS;
		$json_pkg = "JSON::XS";
		1;
	} or do {
		require JSON::PP;
		$json_pkg = "JSON::PP";
	};

	my $o = $json_pkg->new->utf8->decode($response);

	if ($retry > 0 and $o->{error} and $o->{error} =~ m/unable to resolve root .* directory (.*) is not watched/) {
		print STDERR "Adding '$git_work_tree' to watchman's watch list.\n";
		$retry--;
		qx/watchman watch "$git_work_tree"/;
		die "Failed to make watchman watch '$git_work_tree'.\n" .
		    "Falling back to scanning...\n" if $? != 0;

		# Watchman will always return all files on the first query so
		# return the fast "everything is dirty" flag to git and do the
		# Watchman query just to get it over with now so we won't pay
		# the cost in git to look up each individual file.
		print "/\0";
		eval { launch_watchman() };
		exit 0;
	}

	die "Watchman: $o->{error}.\n" .
	    "Falling back to scanning...\n" if $o->{error};

	binmode STDOUT, ":utf8";
	local $, = "\0";
	print @{$o->{files}};
}







thesis-work/.git/hooks/post-update.sample

#!/bin/sh
#
# An example hook script to prepare a packed repository for use over
# dumb transports.
#
# To enable this hook, rename this file to "post-update".

exec git update-server-info







thesis-work/.git/hooks/pre-applypatch.sample

#!/bin/sh
#
# An example hook script to verify what is about to be committed
# by applypatch from an e-mail message.
#
# The hook should exit with non-zero status after issuing an
# appropriate message if it wants to stop the commit.
#
# To enable this hook, rename this file to "pre-applypatch".

. git-sh-setup
precommit="$(git rev-parse --git-path hooks/pre-commit)"
test -x "$precommit" && exec "$precommit" ${1+"$@"}
:







thesis-work/.git/hooks/pre-commit.sample

#!/bin/sh
#
# An example hook script to verify what is about to be committed.
# Called by "git commit" with no arguments.  The hook should
# exit with non-zero status after issuing an appropriate message if
# it wants to stop the commit.
#
# To enable this hook, rename this file to "pre-commit".

if git rev-parse --verify HEAD >/dev/null 2>&1
then
	against=HEAD
else
	# Initial commit: diff against an empty tree object
	against=$(git hash-object -t tree /dev/null)
fi

# If you want to allow non-ASCII filenames set this variable to true.
allownonascii=$(git config --bool hooks.allownonascii)

# Redirect output to stderr.
exec 1>&2

# Cross platform projects tend to avoid non-ASCII filenames; prevent
# them from being added to the repository. We exploit the fact that the
# printable range starts at the space character and ends with tilde.
if [ "$allownonascii" != "true" ] &&
	# Note that the use of brackets around a tr range is ok here, (it's
	# even required, for portability to Solaris 10's /usr/bin/tr), since
	# the square bracket bytes happen to fall in the designated range.
	test $(git diff --cached --name-only --diff-filter=A -z $against |
	  LC_ALL=C tr -d '[ -~]\0' | wc -c) != 0
then
	cat <<\EOF
Error: Attempt to add a non-ASCII file name.

This can cause problems if you want to work with people on other platforms.

To be portable it is advisable to rename the file.

If you know what you are doing you can disable this check using:

  git config hooks.allownonascii true
EOF
	exit 1
fi

# If there are whitespace errors, print the offending file names and fail.
exec git diff-index --check --cached $against --







thesis-work/.git/hooks/pre-push.sample

#!/bin/sh

# An example hook script to verify what is about to be pushed.  Called by "git
# push" after it has checked the remote status, but before anything has been
# pushed.  If this script exits with a non-zero status nothing will be pushed.
#
# This hook is called with the following parameters:
#
# $1 -- Name of the remote to which the push is being done
# $2 -- URL to which the push is being done
#
# If pushing without using a named remote those arguments will be equal.
#
# Information about the commits which are being pushed is supplied as lines to
# the standard input in the form:
#
#   <local ref> <local sha1> <remote ref> <remote sha1>
#
# This sample shows how to prevent push of commits where the log message starts
# with "WIP" (work in progress).

remote="$1"
url="$2"

z40=0000000000000000000000000000000000000000

while read local_ref local_sha remote_ref remote_sha
do
	if [ "$local_sha" = $z40 ]
	then
		# Handle delete
		:
	else
		if [ "$remote_sha" = $z40 ]
		then
			# New branch, examine all commits
			range="$local_sha"
		else
			# Update to existing branch, examine new commits
			range="$remote_sha..$local_sha"
		fi

		# Check for WIP commit
		commit=`git rev-list -n 1 --grep '^WIP' "$range"`
		if [ -n "$commit" ]
		then
			echo >&2 "Found WIP commit in $local_ref, not pushing"
			exit 1
		fi
	fi
done

exit 0







thesis-work/.git/hooks/pre-rebase.sample

#!/bin/sh
#
# Copyright (c) 2006, 2008 Junio C Hamano
#
# The "pre-rebase" hook is run just before "git rebase" starts doing
# its job, and can prevent the command from running by exiting with
# non-zero status.
#
# The hook is called with the following parameters:
#
# $1 -- the upstream the series was forked from.
# $2 -- the branch being rebased (or empty when rebasing the current branch).
#
# This sample shows how to prevent topic branches that are already
# merged to 'next' branch from getting rebased, because allowing it
# would result in rebasing already published history.

publish=next
basebranch="$1"
if test "$#" = 2
then
	topic="refs/heads/$2"
else
	topic=`git symbolic-ref HEAD` ||
	exit 0 ;# we do not interrupt rebasing detached HEAD
fi

case "$topic" in
refs/heads/??/*)
	;;
*)
	exit 0 ;# we do not interrupt others.
	;;
esac

# Now we are dealing with a topic branch being rebased
# on top of master.  Is it OK to rebase it?

# Does the topic really exist?
git show-ref -q "$topic" || {
	echo >&2 "No such branch $topic"
	exit 1
}

# Is topic fully merged to master?
not_in_master=`git rev-list --pretty=oneline ^master "$topic"`
if test -z "$not_in_master"
then
	echo >&2 "$topic is fully merged to master; better remove it."
	exit 1 ;# we could allow it, but there is no point.
fi

# Is topic ever merged to next?  If so you should not be rebasing it.
only_next_1=`git rev-list ^master "^$topic" ${publish} | sort`
only_next_2=`git rev-list ^master           ${publish} | sort`
if test "$only_next_1" = "$only_next_2"
then
	not_in_topic=`git rev-list "^$topic" master`
	if test -z "$not_in_topic"
	then
		echo >&2 "$topic is already up to date with master"
		exit 1 ;# we could allow it, but there is no point.
	else
		exit 0
	fi
else
	not_in_next=`git rev-list --pretty=oneline ^${publish} "$topic"`
	/usr/bin/perl -e '
		my $topic = $ARGV[0];
		my $msg = "* $topic has commits already merged to public branch:\n";
		my (%not_in_next) = map {
			/^([0-9a-f]+) /;
			($1 => 1);
		} split(/\n/, $ARGV[1]);
		for my $elem (map {
				/^([0-9a-f]+) (.*)$/;
				[$1 => $2];
			} split(/\n/, $ARGV[2])) {
			if (!exists $not_in_next{$elem->[0]}) {
				if ($msg) {
					print STDERR $msg;
					undef $msg;
				}
				print STDERR " $elem->[1]\n";
			}
		}
	' "$topic" "$not_in_next" "$not_in_master"
	exit 1
fi

<<\DOC_END

This sample hook safeguards topic branches that have been
published from being rewound.

The workflow assumed here is:

 * Once a topic branch forks from "master", "master" is never
   merged into it again (either directly or indirectly).

 * Once a topic branch is fully cooked and merged into "master",
   it is deleted.  If you need to build on top of it to correct
   earlier mistakes, a new topic branch is created by forking at
   the tip of the "master".  This is not strictly necessary, but
   it makes it easier to keep your history simple.

 * Whenever you need to test or publish your changes to topic
   branches, merge them into "next" branch.

The script, being an example, hardcodes the publish branch name
to be "next", but it is trivial to make it configurable via
$GIT_DIR/config mechanism.

With this workflow, you would want to know:

(1) ... if a topic branch has ever been merged to "next".  Young
    topic branches can have stupid mistakes you would rather
    clean up before publishing, and things that have not been
    merged into other branches can be easily rebased without
    affecting other people.  But once it is published, you would
    not want to rewind it.

(2) ... if a topic branch has been fully merged to "master".
    Then you can delete it.  More importantly, you should not
    build on top of it -- other people may already want to
    change things related to the topic as patches against your
    "master", so if you need further changes, it is better to
    fork the topic (perhaps with the same name) afresh from the
    tip of "master".

Let's look at this example:

		   o---o---o---o---o---o---o---o---o---o "next"
		  /       /           /           /
		 /   a---a---b A     /           /
		/   /               /           /
	       /   /   c---c---c---c B         /
	      /   /   /             \         /
	     /   /   /   b---b C     \       /
	    /   /   /   /             \     /
    ---o---o---o---o---o---o---o---o---o---o---o "master"


A, B and C are topic branches.

 * A has one fix since it was merged up to "next".

 * B has finished.  It has been fully merged up to "master" and "next",
   and is ready to be deleted.

 * C has not merged to "next" at all.

We would want to allow C to be rebased, refuse A, and encourage
B to be deleted.

To compute (1):

	git rev-list ^master ^topic next
	git rev-list ^master        next

	if these match, topic has not merged in next at all.

To compute (2):

	git rev-list master..topic

	if this is empty, it is fully merged to "master".

DOC_END







thesis-work/.git/hooks/pre-receive.sample

#!/bin/sh
#
# An example hook script to make use of push options.
# The example simply echoes all push options that start with 'echoback='
# and rejects all pushes when the "reject" push option is used.
#
# To enable this hook, rename this file to "pre-receive".

if test -n "$GIT_PUSH_OPTION_COUNT"
then
	i=0
	while test "$i" -lt "$GIT_PUSH_OPTION_COUNT"
	do
		eval "value=\$GIT_PUSH_OPTION_$i"
		case "$value" in
		echoback=*)
			echo "echo from the pre-receive-hook: ${value#*=}" >&2
			;;
		reject)
			exit 1
		esac
		i=$((i + 1))
	done
fi







thesis-work/.git/hooks/prepare-commit-msg.sample

#!/bin/sh
#
# An example hook script to prepare the commit log message.
# Called by "git commit" with the name of the file that has the
# commit message, followed by the description of the commit
# message's source.  The hook's purpose is to edit the commit
# message file.  If the hook fails with a non-zero status,
# the commit is aborted.
#
# To enable this hook, rename this file to "prepare-commit-msg".

# This hook includes three examples. The first one removes the
# "# Please enter the commit message..." help message.
#
# The second includes the output of "git diff --name-status -r"
# into the message, just before the "git status" output.  It is
# commented because it doesn't cope with --amend or with squashed
# commits.
#
# The third example adds a Signed-off-by line to the message, that can
# still be edited.  This is rarely a good idea.

COMMIT_MSG_FILE=$1
COMMIT_SOURCE=$2
SHA1=$3

/usr/bin/perl -i.bak -ne 'print unless(m/^. Please enter the commit message/..m/^#$/)' "$COMMIT_MSG_FILE"

# case "$COMMIT_SOURCE,$SHA1" in
#  ,|template,)
#    /usr/bin/perl -i.bak -pe '
#       print "\n" . `git diff --cached --name-status -r`
# 	 if /^#/ && $first++ == 0' "$COMMIT_MSG_FILE" ;;
#  *) ;;
# esac

# SOB=$(git var GIT_COMMITTER_IDENT | sed -n 's/^\(.*>\).*$/Signed-off-by: \1/p')
# git interpret-trailers --in-place --trailer "$SOB" "$COMMIT_MSG_FILE"
# if test -z "$COMMIT_SOURCE"
# then
#   /usr/bin/perl -i.bak -pe 'print "\n" if !$first_line++' "$COMMIT_MSG_FILE"
# fi







thesis-work/.git/hooks/update.sample

#!/bin/sh
#
# An example hook script to block unannotated tags from entering.
# Called by "git receive-pack" with arguments: refname sha1-old sha1-new
#
# To enable this hook, rename this file to "update".
#
# Config
# ------
# hooks.allowunannotated
#   This boolean sets whether unannotated tags will be allowed into the
#   repository.  By default they won't be.
# hooks.allowdeletetag
#   This boolean sets whether deleting tags will be allowed in the
#   repository.  By default they won't be.
# hooks.allowmodifytag
#   This boolean sets whether a tag may be modified after creation. By default
#   it won't be.
# hooks.allowdeletebranch
#   This boolean sets whether deleting branches will be allowed in the
#   repository.  By default they won't be.
# hooks.denycreatebranch
#   This boolean sets whether remotely creating branches will be denied
#   in the repository.  By default this is allowed.
#

# --- Command line
refname="$1"
oldrev="$2"
newrev="$3"

# --- Safety check
if [ -z "$GIT_DIR" ]; then
	echo "Don't run this script from the command line." >&2
	echo " (if you want, you could supply GIT_DIR then run" >&2
	echo "  $0 <ref> <oldrev> <newrev>)" >&2
	exit 1
fi

if [ -z "$refname" -o -z "$oldrev" -o -z "$newrev" ]; then
	echo "usage: $0 <ref> <oldrev> <newrev>" >&2
	exit 1
fi

# --- Config
allowunannotated=$(git config --bool hooks.allowunannotated)
allowdeletebranch=$(git config --bool hooks.allowdeletebranch)
denycreatebranch=$(git config --bool hooks.denycreatebranch)
allowdeletetag=$(git config --bool hooks.allowdeletetag)
allowmodifytag=$(git config --bool hooks.allowmodifytag)

# check for no description
projectdesc=$(sed -e '1q' "$GIT_DIR/description")
case "$projectdesc" in
"Unnamed repository"* | "")
	echo "*** Project description file hasn't been set" >&2
	exit 1
	;;
esac

# --- Check types
# if $newrev is 0000...0000, it's a commit to delete a ref.
zero="0000000000000000000000000000000000000000"
if [ "$newrev" = "$zero" ]; then
	newrev_type=delete
else
	newrev_type=$(git cat-file -t $newrev)
fi

case "$refname","$newrev_type" in
	refs/tags/*,commit)
		# un-annotated tag
		short_refname=${refname##refs/tags/}
		if [ "$allowunannotated" != "true" ]; then
			echo "*** The un-annotated tag, $short_refname, is not allowed in this repository" >&2
			echo "*** Use 'git tag [ -a | -s ]' for tags you want to propagate." >&2
			exit 1
		fi
		;;
	refs/tags/*,delete)
		# delete tag
		if [ "$allowdeletetag" != "true" ]; then
			echo "*** Deleting a tag is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/tags/*,tag)
		# annotated tag
		if [ "$allowmodifytag" != "true" ] && git rev-parse $refname > /dev/null 2>&1
		then
			echo "*** Tag '$refname' already exists." >&2
			echo "*** Modifying a tag is not allowed in this repository." >&2
			exit 1
		fi
		;;
	refs/heads/*,commit)
		# branch
		if [ "$oldrev" = "$zero" -a "$denycreatebranch" = "true" ]; then
			echo "*** Creating a branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/heads/*,delete)
		# delete branch
		if [ "$allowdeletebranch" != "true" ]; then
			echo "*** Deleting a branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/remotes/*,commit)
		# tracking branch
		;;
	refs/remotes/*,delete)
		# delete tracking branch
		if [ "$allowdeletebranch" != "true" ]; then
			echo "*** Deleting a tracking branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	*)
		# Anything else (is there anything else?)
		echo "*** Update hook: unknown type of update to ref $refname of type $newrev_type" >&2
		exit 1
		;;
esac

# --- Finished
exit 0







thesis-work/.git/index





thesis-work/.git/info/exclude

# git ls-files --others --exclude-from=.git/info/exclude
# Lines that start with '#' are comments.
# For a project mostly in C, the following would be a good set of
# exclude patterns (uncomment them if you want to use them):
# *.[oa]
# *~







thesis-work/.git/logs/HEAD

			0000000000000000000000000000000000000000 d03faffe45f1329da35f0b1651b2f38ffd4e3559 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579773676 +0100			commit (initial): First running network created by me


			d03faffe45f1329da35f0b1651b2f38ffd4e3559 b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579774486 +0100			commit: deleted deprecated file


			b17361c39e8aaa85300913fe8cab911101332e7d b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579775074 +0100			checkout: moving from master to chainCodeDev


			b17361c39e8aaa85300913fe8cab911101332e7d 203ace6af74d97e609a8a3708291699b3ede0caa Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579944061 +0100			commit: added chaincode


			203ace6af74d97e609a8a3708291699b3ede0caa 56ac329c2a279d8ac538d1162251deb80d81bd03 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1580048731 +0100			commit: implemented initial code structure for updating objects in the ledger


			56ac329c2a279d8ac538d1162251deb80d81bd03 6c8cf9130f9f90412e13820151a2d77b7a629f8f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581329501 +0100			commit: RouterDesignPattern example


			6c8cf9130f9f90412e13820151a2d77b7a629f8f 6c8cf9130f9f90412e13820151a2d77b7a629f8f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330518 +0100			checkout: moving from chainCodeDev to bbchainImpl


			6c8cf9130f9f90412e13820151a2d77b7a629f8f 6c8cf9130f9f90412e13820151a2d77b7a629f8f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330724 +0100			reset: moving to HEAD


			6c8cf9130f9f90412e13820151a2d77b7a629f8f 0b5e51340732090031c6191350c1f83639049d0d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330765 +0100			commit: dead branch


			0b5e51340732090031c6191350c1f83639049d0d b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330771 +0100			checkout: moving from bbchainImpl to master


			b17361c39e8aaa85300913fe8cab911101332e7d b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330813 +0100			checkout: moving from master to bbchainImpl


			b17361c39e8aaa85300913fe8cab911101332e7d 59018acea4b81f5e80e597f5805f121c1ad2925a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581427759 +0100			commit: started to implement bbchain grade verification


			59018acea4b81f5e80e597f5805f121c1ad2925a 2950dd81cda111518c68f1de7c89e1a1d1054904 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583301 +0100			commit: Added coursework and integrity check


			2950dd81cda111518c68f1de7c89e1a1d1054904 d03faffe45f1329da35f0b1651b2f38ffd4e3559 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583350 +0100			checkout: moving from bbchainImpl to issuerImpl


			d03faffe45f1329da35f0b1651b2f38ffd4e3559 bf8e60b696b64b316d314aa711ee17a57cc12892 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581670171 +0100			commit: impl of notary chaincode


			bf8e60b696b64b316d314aa711ee17a57cc12892 526bfdd48c994b3ae00479af38259b570f533e76 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083348 +0100			commit: move project to Java


			526bfdd48c994b3ae00479af38259b570f533e76 2d660f38b715d002918be40da8691bbb62996d54 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100			pull: Merge made by the 'recursive' strategy.


			2d660f38b715d002918be40da8691bbb62996d54 3c58ffaa2498a57322b63e426d0291959228a2fb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235013 +0100			commit: Added confirmCredential functionality


			3c58ffaa2498a57322b63e426d0291959228a2fb b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235093 +0100			checkout: moving from issuerImpl to master


			b17361c39e8aaa85300913fe8cab911101332e7d 3c58ffaa2498a57322b63e426d0291959228a2fb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235112 +0100			checkout: moving from master to issuerImpl


			3c58ffaa2498a57322b63e426d0291959228a2fb b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235192 +0100			checkout: moving from issuerImpl to master


			b17361c39e8aaa85300913fe8cab911101332e7d a2c87a565d78659ef1ca8a5cdefe09e53b4627a0 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235210 +0100			pull: Merge made by the 'recursive' strategy.


			a2c87a565d78659ef1ca8a5cdefe09e53b4627a0 2bf44c85347f676d4bd59f0ee114326ae8630429 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584348934 +0100			commit: implement rest of the interface


			2bf44c85347f676d4bd59f0ee114326ae8630429 118b7cc05ac8721d0fab8a4a496d23b83f83e77d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584904772 +0100			commit: New Procedure pattern and chaincode management


			118b7cc05ac8721d0fab8a4a496d23b83f83e77d 515e7b1879e38d0ab366dda9a68fdd3785f5aa7a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1586281025 +0200			commit: added recorder and trie structure for final record


			515e7b1879e38d0ab366dda9a68fdd3785f5aa7a 26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587023732 +0200			commit: Create verification and implement client application


			26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587318504 +0200			commit: added client app


			b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 61574590d0a6236a97e81acc4cfccdb67fd38ac7 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1588272685 +0200			commit: added client tests and improvements to chaincodes


			61574590d0a6236a97e81acc4cfccdb67fd38ac7 278218bf31daad637c774ffbe4b192cea4ba4ac3 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589279725 +0200			commit: added PIVT kube project


			278218bf31daad637c774ffbe4b192cea4ba4ac3 edc4d9d44f1116f928a47e2dc58889fae0dacebd Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589280363 +0200			commit: remove unecessary files


			edc4d9d44f1116f928a47e2dc58889fae0dacebd 6fc8fd000489e2d7a941835144777502ed1af5e4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567954 +0200			commit: added final tests for client application


			6fc8fd000489e2d7a941835144777502ed1af5e4 1b94a45744107499b7f67f55553d3f380d61a79d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567995 +0200			pull: Merge made by the 'recursive' strategy.


			1b94a45744107499b7f67f55553d3f380d61a79d 05616ce640ed9755c68a451ad6b211077fbb3759 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589834611 +0200			commit: update test and add new k8s files


			05616ce640ed9755c68a451ad6b211077fbb3759 2e07e2f305e29b5a81fb3a56ed875666eaef5e3c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835679 +0200			commit: include key files and artifacts for cluster test


			2e07e2f305e29b5a81fb3a56ed875666eaef5e3c f34896cc7a2245670f6d13dd282ac225b81cefd4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835696 +0200			pull: Merge made by the 'recursive' strategy.


			f34896cc7a2245670f6d13dd282ac225b81cefd4 4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589872294 +0200			commit: add tarball file for tests


			4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 483028f996c33a683ea84bb1551c859461d3748c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589876063 +0200			commit: fixed bug in templates


			483028f996c33a683ea84bb1551c859461d3748c 4c0626afddce24ea4b02113a0b8a530b83ecf736 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589877465 +0200			commit: add config and artifacts


			4c0626afddce24ea4b02113a0b8a530b83ecf736 9546c2a54c09c5a9307cef072caed46f4464d55d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589886716 +0200			commit: workflow nodeselector


			9546c2a54c09c5a9307cef072caed46f4464d55d 56ac8c9f2ef842382640bae55a2b1dd9a5014175 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589888202 +0200			commit: node selector workflow


			56ac8c9f2ef842382640bae55a2b1dd9a5014175 b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589918163 +0200			commit: node selector for workflows


			b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d 2d46a2e62a091336dd70db7bf95aecb6fd97dac8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589921115 +0200			commit: add new cryptoconfig


			2d46a2e62a091336dd70db7bf95aecb6fd97dac8 85d53413e8e82bac67d2a82cc42f94ea537c744f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978496 +0200			commit: disable unecessary prometheus server features


			85d53413e8e82bac67d2a82cc42f94ea537c744f ea5cc2cd530ef785a2a92f706f7e9053d492fe2b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978731 +0200			commit: disable unecessary prometheus server features


			ea5cc2cd530ef785a2a92f706f7e9053d492fe2b de51ba9a480f3f89afbbafd7806760f0b147a302 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003623 +0200			commit: fix maven test compile


			de51ba9a480f3f89afbbafd7806760f0b147a302 30be78372b45cc5762f23fe89840a2d1906ebc2e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003650 +0200			commit: apply maven pom fix


			30be78372b45cc5762f23fe89840a2d1906ebc2e c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590049682 +0200			commit: add randomness to test


			c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb 65f65193d46613e9eb057910c1ce5d387061e40a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590087177 +0200			commit: rename objects


			65f65193d46613e9eb057910c1ce5d387061e40a 758115718d5cead64ad8f0620e4bd45a1cb22f8d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590088088 +0200			commit: update package import


			758115718d5cead64ad8f0620e4bd45a1cb22f8d 361e477d7cf2f11471b090dbc260f3aefbeeb458 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590315211 +0200			commit: update block config


			361e477d7cf2f11471b090dbc260f3aefbeeb458 b784902bae6090f38b7fb0494400c82d93b7ecd1 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590319310 +0200			commit: update configtx


			b784902bae6090f38b7fb0494400c82d93b7ecd1 95b35d7f36e8c5270848f5ae697a718414482532 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440420 +0200			commit: change test procedure


			95b35d7f36e8c5270848f5ae697a718414482532 d07d4c9a583a9ea63cff12215b3c039fe239a68e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440475 +0200			commit: typo fix


			d07d4c9a583a9ea63cff12215b3c039fe239a68e a6870819888eea95521d0d791d7e9e2793d540b7 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440539 +0200			commit: fix timing calc


			a6870819888eea95521d0d791d7e9e2793d540b7 0913ffc1b870acd63a6796a4dc8271e11d63fe6b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440582 +0200			commit: adjust thread pool


			0913ffc1b870acd63a6796a4dc8271e11d63fe6b a8055460669051d7390dc58730e568a0a19c3bee Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590441653 +0200			commit: fixed bug


			a8055460669051d7390dc58730e568a0a19c3bee 7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443533 +0200			commit: update small changes


			7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443893 +0200			commit: update small changes


			8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 4cdece7fa3f020526429d31566f3c19cee94aa42 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590482118 +0200			commit: fix getpeers


			4cdece7fa3f020526429d31566f3c19cee94aa42 fc1897dd08921aec058eb962928aff8ae0323e6d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590487619 +0200			commit: fixing more mistakes


			fc1897dd08921aec058eb962928aff8ae0323e6d 3f88872465dae07314bb57eec02a69e05b915d3c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590490547 +0200			commit: add more users


			3f88872465dae07314bb57eec02a69e05b915d3c 9c901879ffb8dfae3b8028939c227556153c5f1e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590578014 +0200			commit: make clients faster


			9c901879ffb8dfae3b8028939c227556153c5f1e 4dbad6cf41344537e6722496156fbddd02e90cd8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1591172738 +0200			commit: update test









thesis-work/.git/logs/refs/heads/bbchainImpl

0000000000000000000000000000000000000000 b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330813 +0100	branch: Created from HEAD
b17361c39e8aaa85300913fe8cab911101332e7d 59018acea4b81f5e80e597f5805f121c1ad2925a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581427759 +0100	commit: started to implement bbchain grade verification
59018acea4b81f5e80e597f5805f121c1ad2925a 2950dd81cda111518c68f1de7c89e1a1d1054904 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583301 +0100	commit: Added coursework and integrity check







thesis-work/.git/logs/refs/heads/chainCodeDev

0000000000000000000000000000000000000000 b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579775074 +0100	branch: Created from HEAD
b17361c39e8aaa85300913fe8cab911101332e7d 203ace6af74d97e609a8a3708291699b3ede0caa Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579944061 +0100	commit: added chaincode
203ace6af74d97e609a8a3708291699b3ede0caa 56ac329c2a279d8ac538d1162251deb80d81bd03 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1580048731 +0100	commit: implemented initial code structure for updating objects in the ledger
56ac329c2a279d8ac538d1162251deb80d81bd03 6c8cf9130f9f90412e13820151a2d77b7a629f8f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581329501 +0100	commit: RouterDesignPattern example







thesis-work/.git/logs/refs/heads/issuerImpl

0000000000000000000000000000000000000000 d03faffe45f1329da35f0b1651b2f38ffd4e3559 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583350 +0100	branch: Created from origin/master
d03faffe45f1329da35f0b1651b2f38ffd4e3559 bf8e60b696b64b316d314aa711ee17a57cc12892 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581670171 +0100	commit: impl of notary chaincode
bf8e60b696b64b316d314aa711ee17a57cc12892 526bfdd48c994b3ae00479af38259b570f533e76 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083348 +0100	commit: move project to Java
526bfdd48c994b3ae00479af38259b570f533e76 2d660f38b715d002918be40da8691bbb62996d54 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100	pull: Merge made by the 'recursive' strategy.
2d660f38b715d002918be40da8691bbb62996d54 3c58ffaa2498a57322b63e426d0291959228a2fb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235013 +0100	commit: Added confirmCredential functionality







thesis-work/.git/logs/refs/heads/master

			0000000000000000000000000000000000000000 d03faffe45f1329da35f0b1651b2f38ffd4e3559 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579773676 +0100			commit (initial): First running network created by me


			d03faffe45f1329da35f0b1651b2f38ffd4e3559 b17361c39e8aaa85300913fe8cab911101332e7d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579774486 +0100			commit: deleted deprecated file


			b17361c39e8aaa85300913fe8cab911101332e7d a2c87a565d78659ef1ca8a5cdefe09e53b4627a0 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235210 +0100			pull: Merge made by the 'recursive' strategy.


			a2c87a565d78659ef1ca8a5cdefe09e53b4627a0 2bf44c85347f676d4bd59f0ee114326ae8630429 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584348934 +0100			commit: implement rest of the interface


			2bf44c85347f676d4bd59f0ee114326ae8630429 118b7cc05ac8721d0fab8a4a496d23b83f83e77d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584904772 +0100			commit: New Procedure pattern and chaincode management


			118b7cc05ac8721d0fab8a4a496d23b83f83e77d 515e7b1879e38d0ab366dda9a68fdd3785f5aa7a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1586281025 +0200			commit: added recorder and trie structure for final record


			515e7b1879e38d0ab366dda9a68fdd3785f5aa7a 26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587023732 +0200			commit: Create verification and implement client application


			26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587318504 +0200			commit: added client app


			b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 61574590d0a6236a97e81acc4cfccdb67fd38ac7 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1588272685 +0200			commit: added client tests and improvements to chaincodes


			61574590d0a6236a97e81acc4cfccdb67fd38ac7 278218bf31daad637c774ffbe4b192cea4ba4ac3 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589279725 +0200			commit: added PIVT kube project


			278218bf31daad637c774ffbe4b192cea4ba4ac3 edc4d9d44f1116f928a47e2dc58889fae0dacebd Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589280363 +0200			commit: remove unecessary files


			edc4d9d44f1116f928a47e2dc58889fae0dacebd 6fc8fd000489e2d7a941835144777502ed1af5e4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567954 +0200			commit: added final tests for client application


			6fc8fd000489e2d7a941835144777502ed1af5e4 1b94a45744107499b7f67f55553d3f380d61a79d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567995 +0200			pull: Merge made by the 'recursive' strategy.


			1b94a45744107499b7f67f55553d3f380d61a79d 05616ce640ed9755c68a451ad6b211077fbb3759 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589834611 +0200			commit: update test and add new k8s files


			05616ce640ed9755c68a451ad6b211077fbb3759 2e07e2f305e29b5a81fb3a56ed875666eaef5e3c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835679 +0200			commit: include key files and artifacts for cluster test


			2e07e2f305e29b5a81fb3a56ed875666eaef5e3c f34896cc7a2245670f6d13dd282ac225b81cefd4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835696 +0200			pull: Merge made by the 'recursive' strategy.


			f34896cc7a2245670f6d13dd282ac225b81cefd4 4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589872294 +0200			commit: add tarball file for tests


			4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 483028f996c33a683ea84bb1551c859461d3748c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589876063 +0200			commit: fixed bug in templates


			483028f996c33a683ea84bb1551c859461d3748c 4c0626afddce24ea4b02113a0b8a530b83ecf736 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589877465 +0200			commit: add config and artifacts


			4c0626afddce24ea4b02113a0b8a530b83ecf736 9546c2a54c09c5a9307cef072caed46f4464d55d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589886716 +0200			commit: workflow nodeselector


			9546c2a54c09c5a9307cef072caed46f4464d55d 56ac8c9f2ef842382640bae55a2b1dd9a5014175 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589888202 +0200			commit: node selector workflow


			56ac8c9f2ef842382640bae55a2b1dd9a5014175 b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589918163 +0200			commit: node selector for workflows


			b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d 2d46a2e62a091336dd70db7bf95aecb6fd97dac8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589921115 +0200			commit: add new cryptoconfig


			2d46a2e62a091336dd70db7bf95aecb6fd97dac8 85d53413e8e82bac67d2a82cc42f94ea537c744f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978496 +0200			commit: disable unecessary prometheus server features


			85d53413e8e82bac67d2a82cc42f94ea537c744f ea5cc2cd530ef785a2a92f706f7e9053d492fe2b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978731 +0200			commit: disable unecessary prometheus server features


			ea5cc2cd530ef785a2a92f706f7e9053d492fe2b de51ba9a480f3f89afbbafd7806760f0b147a302 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003623 +0200			commit: fix maven test compile


			de51ba9a480f3f89afbbafd7806760f0b147a302 30be78372b45cc5762f23fe89840a2d1906ebc2e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003650 +0200			commit: apply maven pom fix


			30be78372b45cc5762f23fe89840a2d1906ebc2e c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590049682 +0200			commit: add randomness to test


			c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb 65f65193d46613e9eb057910c1ce5d387061e40a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590087177 +0200			commit: rename objects


			65f65193d46613e9eb057910c1ce5d387061e40a 758115718d5cead64ad8f0620e4bd45a1cb22f8d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590088088 +0200			commit: update package import


			758115718d5cead64ad8f0620e4bd45a1cb22f8d 361e477d7cf2f11471b090dbc260f3aefbeeb458 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590315211 +0200			commit: update block config


			361e477d7cf2f11471b090dbc260f3aefbeeb458 b784902bae6090f38b7fb0494400c82d93b7ecd1 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590319310 +0200			commit: update configtx


			b784902bae6090f38b7fb0494400c82d93b7ecd1 95b35d7f36e8c5270848f5ae697a718414482532 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440420 +0200			commit: change test procedure


			95b35d7f36e8c5270848f5ae697a718414482532 d07d4c9a583a9ea63cff12215b3c039fe239a68e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440475 +0200			commit: typo fix


			d07d4c9a583a9ea63cff12215b3c039fe239a68e a6870819888eea95521d0d791d7e9e2793d540b7 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440539 +0200			commit: fix timing calc


			a6870819888eea95521d0d791d7e9e2793d540b7 0913ffc1b870acd63a6796a4dc8271e11d63fe6b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440582 +0200			commit: adjust thread pool


			0913ffc1b870acd63a6796a4dc8271e11d63fe6b a8055460669051d7390dc58730e568a0a19c3bee Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590441653 +0200			commit: fixed bug


			a8055460669051d7390dc58730e568a0a19c3bee 7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443533 +0200			commit: update small changes


			7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443893 +0200			commit: update small changes


			8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 4cdece7fa3f020526429d31566f3c19cee94aa42 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590482118 +0200			commit: fix getpeers


			4cdece7fa3f020526429d31566f3c19cee94aa42 fc1897dd08921aec058eb962928aff8ae0323e6d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590487619 +0200			commit: fixing more mistakes


			fc1897dd08921aec058eb962928aff8ae0323e6d 3f88872465dae07314bb57eec02a69e05b915d3c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590490547 +0200			commit: add more users


			3f88872465dae07314bb57eec02a69e05b915d3c 9c901879ffb8dfae3b8028939c227556153c5f1e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590578014 +0200			commit: make clients faster


			9c901879ffb8dfae3b8028939c227556153c5f1e 4dbad6cf41344537e6722496156fbddd02e90cd8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1591172738 +0200			commit: update test









thesis-work/.git/logs/refs/remotes/origin/bbchainImpl

0000000000000000000000000000000000000000 59018acea4b81f5e80e597f5805f121c1ad2925a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581427779 +0100	update by push







thesis-work/.git/logs/refs/remotes/origin/chainCodeDev

0000000000000000000000000000000000000000 203ace6af74d97e609a8a3708291699b3ede0caa Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579944099 +0100	update by push
203ace6af74d97e609a8a3708291699b3ede0caa 56ac329c2a279d8ac538d1162251deb80d81bd03 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1580048797 +0100	update by push
56ac329c2a279d8ac538d1162251deb80d81bd03 6c8cf9130f9f90412e13820151a2d77b7a629f8f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581329511 +0100	update by push







thesis-work/.git/logs/refs/remotes/origin/issuerImpl

0000000000000000000000000000000000000000 bf8e60b696b64b316d314aa711ee17a57cc12892 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581670201 +0100	update by push
bf8e60b696b64b316d314aa711ee17a57cc12892 6446a8e6e2b035fd5a82b27ddefbc7b7f863b151 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100	pull: fast-forward







thesis-work/.git/logs/refs/remotes/origin/master

			0000000000000000000000000000000000000000 d03faffe45f1329da35f0b1651b2f38ffd4e3559 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579773709 +0100			update by push


			d03faffe45f1329da35f0b1651b2f38ffd4e3559 f119385c3d31ba26e825702fde8a2619784c2235 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100			pull: fast-forward


			f119385c3d31ba26e825702fde8a2619784c2235 2d660f38b715d002918be40da8691bbb62996d54 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083446 +0100			update by push


			2d660f38b715d002918be40da8691bbb62996d54 3c58ffaa2498a57322b63e426d0291959228a2fb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235044 +0100			update by push


			3c58ffaa2498a57322b63e426d0291959228a2fb 2bf44c85347f676d4bd59f0ee114326ae8630429 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584348955 +0100			update by push


			2bf44c85347f676d4bd59f0ee114326ae8630429 118b7cc05ac8721d0fab8a4a496d23b83f83e77d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584904782 +0100			update by push


			118b7cc05ac8721d0fab8a4a496d23b83f83e77d 515e7b1879e38d0ab366dda9a68fdd3785f5aa7a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1586281032 +0200			update by push


			515e7b1879e38d0ab366dda9a68fdd3785f5aa7a 26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587023738 +0200			update by push


			26bcbbe36d15f1d9a94d9a6e59abb8630caf3549 b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587318511 +0200			update by push


			b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6 61574590d0a6236a97e81acc4cfccdb67fd38ac7 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1588272696 +0200			update by push


			61574590d0a6236a97e81acc4cfccdb67fd38ac7 278218bf31daad637c774ffbe4b192cea4ba4ac3 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589279733 +0200			update by push


			278218bf31daad637c774ffbe4b192cea4ba4ac3 edc4d9d44f1116f928a47e2dc58889fae0dacebd Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589280370 +0200			update by push


			edc4d9d44f1116f928a47e2dc58889fae0dacebd 469fbc911003b486638feb084d26cd088a6078cd Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567985 +0200			fetch: fast-forward


			469fbc911003b486638feb084d26cd088a6078cd 1b94a45744107499b7f67f55553d3f380d61a79d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589568014 +0200			update by push


			1b94a45744107499b7f67f55553d3f380d61a79d 05616ce640ed9755c68a451ad6b211077fbb3759 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589834621 +0200			update by push


			05616ce640ed9755c68a451ad6b211077fbb3759 018d98dd9b1bd7ccf1648523710d157ec60a5ea6 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835696 +0200			pull: fast-forward


			018d98dd9b1bd7ccf1648523710d157ec60a5ea6 f34896cc7a2245670f6d13dd282ac225b81cefd4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835708 +0200			update by push


			f34896cc7a2245670f6d13dd282ac225b81cefd4 4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589872301 +0200			update by push


			4eb8c1f99e36fd10e7cecc799f29fa8716b9d5e4 483028f996c33a683ea84bb1551c859461d3748c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589876069 +0200			update by push


			483028f996c33a683ea84bb1551c859461d3748c 4c0626afddce24ea4b02113a0b8a530b83ecf736 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589877475 +0200			update by push


			4c0626afddce24ea4b02113a0b8a530b83ecf736 9546c2a54c09c5a9307cef072caed46f4464d55d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589886724 +0200			update by push


			9546c2a54c09c5a9307cef072caed46f4464d55d 56ac8c9f2ef842382640bae55a2b1dd9a5014175 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589888209 +0200			update by push


			56ac8c9f2ef842382640bae55a2b1dd9a5014175 b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589918170 +0200			update by push


			b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d 2d46a2e62a091336dd70db7bf95aecb6fd97dac8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589921148 +0200			update by push


			2d46a2e62a091336dd70db7bf95aecb6fd97dac8 85d53413e8e82bac67d2a82cc42f94ea537c744f Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978502 +0200			update by push


			85d53413e8e82bac67d2a82cc42f94ea537c744f ea5cc2cd530ef785a2a92f706f7e9053d492fe2b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978738 +0200			update by push


			ea5cc2cd530ef785a2a92f706f7e9053d492fe2b 30be78372b45cc5762f23fe89840a2d1906ebc2e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003661 +0200			update by push


			30be78372b45cc5762f23fe89840a2d1906ebc2e c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590049692 +0200			update by push


			c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb 65f65193d46613e9eb057910c1ce5d387061e40a Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590087184 +0200			update by push


			65f65193d46613e9eb057910c1ce5d387061e40a 758115718d5cead64ad8f0620e4bd45a1cb22f8d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590088094 +0200			update by push


			758115718d5cead64ad8f0620e4bd45a1cb22f8d 361e477d7cf2f11471b090dbc260f3aefbeeb458 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590315217 +0200			update by push


			361e477d7cf2f11471b090dbc260f3aefbeeb458 b784902bae6090f38b7fb0494400c82d93b7ecd1 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590319317 +0200			update by push


			b784902bae6090f38b7fb0494400c82d93b7ecd1 95b35d7f36e8c5270848f5ae697a718414482532 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440438 +0200			update by push


			95b35d7f36e8c5270848f5ae697a718414482532 d07d4c9a583a9ea63cff12215b3c039fe239a68e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440483 +0200			update by push


			d07d4c9a583a9ea63cff12215b3c039fe239a68e 0913ffc1b870acd63a6796a4dc8271e11d63fe6b Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440591 +0200			update by push


			0913ffc1b870acd63a6796a4dc8271e11d63fe6b a8055460669051d7390dc58730e568a0a19c3bee Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590441659 +0200			update by push


			a8055460669051d7390dc58730e568a0a19c3bee 7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443540 +0200			update by push


			7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8 8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443899 +0200			update by push


			8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88 4cdece7fa3f020526429d31566f3c19cee94aa42 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590482128 +0200			update by push


			4cdece7fa3f020526429d31566f3c19cee94aa42 fc1897dd08921aec058eb962928aff8ae0323e6d Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590487625 +0200			update by push


			fc1897dd08921aec058eb962928aff8ae0323e6d 3f88872465dae07314bb57eec02a69e05b915d3c Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590490554 +0200			update by push


			3f88872465dae07314bb57eec02a69e05b915d3c 9c901879ffb8dfae3b8028939c227556153c5f1e Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590578022 +0200			update by push


			9c901879ffb8dfae3b8028939c227556153c5f1e 4dbad6cf41344537e6722496156fbddd02e90cd8 Simen Jakobsen <sa.jakobsen@stud.uis.no> 1591172745 +0200			update by push









thesis-work/.git/objects/00/01d22934c9817198f6c2c1c49d9633c70c3a4d

thesis-work/.git/objects/00/01d22934c9817198f6c2c1c49d9633c70c3a4d









thesis-work/.git/objects/00/924aee0236ead6a725e5a79f0a9a7481b38070

thesis-work/.git/objects/00/924aee0236ead6a725e5a79f0a9a7481b38070


blob 2219�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.Arrays;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    public ProcedureRegisterCredential(TxProcedure tx) {
        this.tx = (TxRegisterCredential) tx;
    }
    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (!parentProof.objectExists(credential.getQualId(), stub)) {
            throw new InvalidParameterException("Parent credentialproof doesn't exist!");
        } else {
            parentProof = parentProof.fetch(credential.getQualId(), stub);
            String credentialKey = credential.createKey(credential.getSubject(), credential.getDescription()).toString();
            if (!utils.isInSet(Arrays.asList(parentProof.getRequiredCredentials()), credentialKey)) {
                throw new InvalidParameterException("This credential is not in the required list for fulfilling requirements");
            }
        }
        setStatusMessage("Validation of " + tx.getRegistrationType() + "Successful", "Validate");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException{
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
        credential.setHash();
        credential.commit(stub, newKey.toString().replace("\u0000",""));
        setStatusMessage("Committed " + tx.getRegistrationType(), "Apply");
    }
}











thesis-work/.git/objects/01/065746a6c38388994f08ff86908f4aca7ce5e8

thesis-work/.git/objects/01/065746a6c38388994f08ff86908f4aca7ce5e8









thesis-work/.git/objects/01/57c015afd25eb5d70c5ec0b878fdc2a8dd30e1

thesis-work/.git/objects/01/57c015afd25eb5d70c5ec0b878fdc2a8dd30e1









thesis-work/.git/objects/01/7907d75f1502cc717eab9b451f234736dcfc0a

thesis-work/.git/objects/01/7907d75f1502cc717eab9b451f234736dcfc0a









thesis-work/.git/objects/01/814f31f99f319cb3c9ae247e0e60e60a31146a

thesis-work/.git/objects/01/814f31f99f319cb3c9ae247e0e60e60a31146a


blob 875�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRevoke extends TxProcedure {
    private String reason;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        if (args.size() != 2) {
            throw new ChaincodeException("Not enough arguments for invoking revoke.");
        }
        List<String> params = stub.getParameters();
        reason = params.get(0); 
    }
}











thesis-work/.git/objects/01/8d98dd9b1bd7ccf1648523710d157ec60a5ea6

thesis-work/.git/objects/01/8d98dd9b1bd7ccf1648523710d157ec60a5ea6


commit 696�tree c95bb660f4b4859c4c5a5a5e1547a995e40a9606
parent 05616ce640ed9755c68a451ad6b211077fbb3759
author JakeAJ <sa.jakobsen@stud.uis.no> 1589835444 +0200
committer GitHub <noreply@github.com> 1589835444 +0200
gpgsig -----BEGIN PGP SIGNATURE-----
 
 wsBcBAABCAAQBQJewva0CRBK7hj4Ov3rIwAAdHIIAKFlGakOsJ6Gxfawk+jn5RYZ
 VZZuvYS2cQYjzmVGPcAX7SAVQB8m/WoyvcLeny6wpWeWMzp4KOxHNzIkdLn+ZHYi
 0xLNjgs9Qho5Ce7Cik1CdI1UzLaTlXYWm+XYL2wHJa2Q/5JT1yaGI26+OeJIb6Yq
 db88iDjtYqatjK7l9ZlUMdXR9wfCtq3y2DGsaf1mRPV9GykS4r67L8/Rr+e9rQsn
 PdTFIiq2s9V+1ovYUTK1shd/kWqllNV5JwHivG0NQ2HfvvHXFRA/vV/I/ATezPe9
 uEQm0Tucf+IQ4iJovqhDISkqiztTeiYjzgMN+46Z7lko58pZ4HVSigeRg/UoMl4=
 =gkmC
 -----END PGP SIGNATURE-----
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blob 4180�tlsEnabled: false
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: universities
      # all peers in these organizations will join the channel
      orgs: [UiS, NTNU, UiT]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: DAT520
      language: java
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiS]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        #policy: OR('UiSMSP.member')


  ######### UIS SECTION #########
    - name: DAT650
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: DAT550
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: Aggregator
      language: java
      orgs: [UiS]
      channels: 
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: Recorder
      language: java
      orgs: [UiS, UiT, NTNU]
      #policy: OR('UiSMSP.member', 'UiTMSP.member', 'NTNUMSP.member')
  #######  UiT SECTION #########
    - name: INF100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiT]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('UiTMSP.member')
        
    - name: INF200
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')

    - name: INF300
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')
  #######  NTNU SECTION #########
    - name: NTNUAggregator
      orgs: [NTNU]
      channels: 
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')


    - name: INFTEK100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [NTNU]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('NTNUMSP.member')
        
    - name: INFTEK200
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')

    - name: INFTEK300
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')
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blob 9195�{{- if .Values.orderer.launchPods }}
{{- range $i, $org := $.Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
spec:
  replicas: {{ $.Values.orderer.replicas }}
  podManagementPolicy: Parallel
  serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  selector:
    matchLabels:
      app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  volumeClaimTemplates:
  {{- if $.Values.orderer.persistence.enabled }}
  - metadata:
      name: orderer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.orderer.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-orderer
        org: hlf-orderer--{{ $org.Name | lower }}
        app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    spec:
      volumes:
        {{- if not $.Values.orderer.persistence.enabled }}
      - name: orderer-disk
        emptyDir: {}
        {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: orderer-tls
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
      - name: orderer-msp
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain }}-cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: genesis
        secret:
          secretName: hlf-genesis.block

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}


      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.orderer.backup.enabled }}
                               tar -czf /data/orderer.tar -C /var/hyperledger/production/orderer/ --exclude='lost+found' .  && \
                               echo 'prepared orderer data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.orderer.restore.enabled }}
                               rm -rf /var/hyperledger/production/orderer/* && \
                               tar -xf /data/orderer.tar -C /var/hyperledger/production/orderer/ && \
                               echo 'restored orderer data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
          
        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /data/
          name: rsync-disk

      {{- else }}
      
      {{- if $.Values.orderer.antiAffinity.enabled }}
      {{- if gt (len $org.Specs) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.orderer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $i, $hostInner := $org.Specs }}
                {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                {{- end }} {{- /* if not same host */ -}}
                {{- end }} {{- /* org.Specs */ -}}{{""}}
      {{- else }}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $i, $hostInner := $org.Specs }}
                  {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                  - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                  {{- end }} {{- /* if not same host */ -}}
                  {{- end }} {{- /* org.Specs */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}

      containers:

      # Orderer container
      - name: orderer
        image: hyperledger/fabric-orderer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "orderer"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /var/hyperledger/orderer/tls/
          name: orderer-tls
        - mountPath: /var/hyperledger/orderer/msp/
          name: orderer-msp
        - mountPath: /var/hyperledger/orderer/
          name: genesis
        
        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.orderer.logLevel }}
        - name: ORDERER_GENERAL_LISTENADDRESS
          value: 0.0.0.0
        - name: ORDERER_GENERAL_GENESISMETHOD
          value: file
        - name: ORDERER_GENERAL_GENESISFILE
          value: /var/hyperledger/orderer/genesis.block
        - name: ORDERER_GENERAL_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: ORDERER_GENERAL_LOCALMSPDIR
          value: /var/hyperledger/orderer/msp
        - name: ORDERER_GENERAL_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: ORDERER_GENERAL_TLS_PRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_TLS_CERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_TLS_ROOTCAS
          value: /var/hyperledger/orderer/tls/ca.crt

        - name: ORDERER_GENERAL_CLUSTER_CLIENTPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_CLIENTCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt

        # Raft cluster configuration 
        {{- if $.Values.orderer.cluster.enabled }}
        - name: ORDERER_GENERAL_CLUSTER_SERVERPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_SERVERCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_CLUSTER_LISTENPORT
          value: {{ $.Values.orderer.cluster.port | quote }}
        - name: ORDERER_GENERAL_CLUSTER_LISTENADDRESS
          value: 0.0.0.0
        {{- end }}

        # Operations configuration 
        {{- if $.Values.orderer.operations.enabled }}
        - name: ORDERER_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.orderer.operations.listenAddress }}
        - name: ORDERER_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.orderer.operations.tls.enabled | quote }}
        {{- end }}

        # Metrics configuration with Prometheus
        {{-  if $.Values.orderer.metrics.enabled }}
        - name: ORDERER_METRICS_PROVIDER
          value: {{ $.Values.orderer.metrics.provider }}
        {{ end }}  

        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: ERROR
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 2402�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;


public class ProcedureEditParticipants extends Procedure {

    private TxEditParticipants tx;
    private boolean changed = false;
    public ProcedureEditParticipants(TxProcedure tx) {
        if (tx instanceof TxEditParticipants) {
            this.tx = (TxEditParticipants) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String todo = stub.getParameters().get(0);
        if (tx.getIssuer().getCreator().equals(tx.getCid().getId()) && isOk()) {
            switch (todo) {
                case "addParticipants":
                        tx.getIssuer().addParticipants(tx.getParticpants());
                        tx.getIssuer().setStarted(false);
                        setStatusMessage("Added participants is valid, restart issuer for proofs to take effect.", "Validation");
                        changed = true;
                        break;

                case "clearParticipants":
                    tx.getIssuer().clearParticipants();
                    tx.getIssuer().setAggregated(false);
                    tx.getIssuer().setStarted(false);
                    setStatusMessage("Clear participants is valid", "Validation");
                    changed = true;
                    break;
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if(changed) {
            tx.getIssuer().commit(stub, "IssuerInstance");
            setResult(tx.getIssuer());
            setStatusMessage("Participants cleared.", "Apply");
        }
    }

    public boolean isOk() {
        Issuer issuer = tx.getIssuer();
        if (issuer.getParticipants() == null || issuer.getParticipants().size() == 0) {
            return true;
        } else if (issuer.getParticipants().size() > 0 && issuer.isAggregated()) {
            return true;
        } else {
            return false;
        }
    }
    }
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg7SVu7p11yEnf0DlM
GjL6vDK7qNEWdRfPALqbicjBtW+hRANCAARwTVCY2/fzYyzmNlbiGGTr/fuyj+BQ
Hg9j3qGzJa466/KdRDrnJe/aiyoSgMkDMFcveyovtggHE1EZ4jp3sGgQ
-----END PRIVATE KEY-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgUa8zhPPl6Q9sGZHs
Hugi/9zkLVSJDGsyJzCqxtaToVOhRANCAATT9R+lo3NlLniw5TkeoexE7Fmylxsk
G5NKOU4gmfdaYSNRRVhx3K1U+Wpqk7zFuzMQfZjBqc+0bExyg70NiTvp
-----END PRIVATE KEY-----
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blob 769�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 16312�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.groeifabriek.nl:7050
        - orderer1.groeifabriek.nl:7050
        - orderer0.pivt.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: orderer1.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: orderer0.pivt.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga
    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 21974�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/Networktest/yamlconfig/test.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();

    private String ts;

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml", // idx4 endorsement paths
                        "Org1MSP"
                })
            ));
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "[\"DAT650\", \"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // TODO: recorder


        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }

    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser user;
        FabricUser adminUser = null;
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }
            user = Wallet.register(client, usernames.get(i), currOrg.getName().toLowerCase()+ ".user", currOrg.getMspId(), adminUser);
            users.get(currOrg.getName()).put(Wallet.getID(user.getEnrollment().getCert()), user);
        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};

        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg)){
                userpoll = users.get(new String(currOrg)).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        Channel channel;
        String currOrg;
        String orgs[] = new String[]{""};

        for (String chaincodeId : initParams.keySet()) {
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            Collection<ProposalResponse> responses = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1),  args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), orgs != null ? getPeers(channel, orgs): channel.getPeers());
            responsesForFunc.put("init" + chaincodeId, responses);
            Collection<ProposalResponse> success = new ArrayList<>();
            for(ProposalResponse response : responses) {
                if(response.getStatus().getStatus() == 200) {
                    success.add(response);
                }
            }
            Assert.assertTrue(success.size() == getPeers(channel, orgs).size());
            channel.sendTransaction(success, Channel.TransactionOptions.createTransactionOptions()
                    .userContext(client.getUserContext())
                    .shuffleOrders(false)
                    .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
                        Assert.assertTrue(transactionEvent.isValid());
                        Assert.assertNotNull(transactionEvent.isValid());
                      return transactionEvent.getBlockEvent();
                    });
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Long timeSpentPeerStart = new Long(0);
        Long timeSpentPeerAdd = new Long(0);
        int n = 0;
        ts = new Long(600000).toString();
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                Long tx = System.currentTimeMillis() / 1000;
                Collection<ProposalResponse> responses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                timeSpentPeerAdd += (tx - responses.iterator().next().getProposalResponse().getTimestamp().getSeconds());
                forWardToOrderer(channel, client, responses);
                responsesForFunc.put("addParticipants" + key, responses);
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                tx = System.currentTimeMillis() / 1000;
                responses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                timeSpentPeerStart+=(tx - responses.iterator().next().getProposalResponse().getTimestamp().getSeconds());
                forWardToOrderer(channel, client, responses);
                responsesForFunc.put("startIssuer", responses);
                n++;
            }
        }
        System.out.println("Average time for start: " + timeSpentPeerStart/n + " Average time for adding participants: " + timeSpentPeerAdd/n);
    }

    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField = null;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        BlockEvent blockEvent;
        FabricUser user1;
        Collection<ProposalResponse> responses;
        String channelName = config.getChannelNames().iterator().next();
        Credential credential = new Credential();
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        long avgTimeRegister = 0;
        long avgTimeConfirm = 0;
        int n = 0;
        int n1 = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            if (!key.toLowerCase().contains("aggregator")) {
                channel = getChannel(channelName, client);
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
                for (String user : usersinOrg) {
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes());
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    long tx = System.currentTimeMillis() / 1000;
                    responses = ChaincodeOperations.Invoke(client, channel, "registerCredential", key,chaincodeDef.get(key).get(1), transientField, null, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                    blockEvent = forWardToOrderer(channel, client, responses);
                    avgTimeRegister += (System.currentTimeMillis() /1000 -tx);
                    n++;
                }
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");

                for (String owner : owners) {

                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    client.setUserContext(user1);
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    long tx = System.currentTimeMillis() / 1000;
                    responses = ChaincodeOperations.Invoke(client, channel, "confirmCredential", key,chaincodeDef.get(key).get(1), transientField, null, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                    forWardToOrderer(channel, client, responses);
                    avgTimeConfirm += System.currentTimeMillis() / 1000 - tx;
                    n1++;
                }
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n + " Average time for confirming: " + avgTimeConfirm/n1);
    }
    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }

    private ArrayList<Collection<ProposalResponse>> multipleRequests(List<Callable<Collection<ProposalResponse>>> proposalTasks) throws Exception {
        ExecutorService pool = Executors.newFixedThreadPool(4);
        ArrayList<Collection<ProposalResponse>> results = new ArrayList<>();
        List<Future<Collection<ProposalResponse>>> sresults = pool.invokeAll(proposalTasks);
        for (Future<Collection<ProposalResponse>> future: sresults) {
            handleResponses(future.get());
            results.add(future.get());
        }
        pool.shutdown();
        return results;
    }

    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
         return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private List<Callable<Collection<ProposalResponse>>> LinkedHashSet (List<Callable<Collection<ProposalResponse>>> proposalTasks,String name, String version, String fcn, Map<String, byte[]> stringMap, ArrayList<String> args, Channel channel, String org, ArrayList<Peer> peers ) throws Exception {
        NetworkConfig.UserInfo userInfo = config.getOrganizationInfo(org).getPeerAdmin();
        HFClient client1 = createInstance(userInfo);
        proposalTasks.add(new Callable<Collection<ProposalResponse>>() {
            @Override
            public Collection<ProposalResponse> call() throws Exception {
                return ChaincodeOperations.Invoke(client1, channel,fcn, name, version, stringMap,args, peers  );
            }
        });
        return proposalTasks;
    }
}
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blob 2284�package com.bchain.chaincode.Strategies.TransactionsImpl;


import com.bchain.chaincode.Strategies.Procedures.*;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

import static com.bchain.chaincode.Issuer2.*;


public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;

     public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
         if(!(args.size() >=1)) {
             throw new IllegalArgumentException("Not enough parameters.");
         }
         if (args.get(0).length == 0) {
             throw new IllegalArgumentException("Subject must be provided.");
         }
        this.subject = new String(args.get(0));
        cid = new ClientIdentity(stub);
        this.args = args;
    }
     Object getInstance() {
        throw new NotImplementedException();
    }

    public String getSubject() {
        return subject;
    }
    public List<byte[]> getArgs() {
         return this.args;
    }

    public ClientIdentity getCid() {
        return cid;
    }
    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    /*
    All invocations  must follow the Procedures
 */
    public static Procedure createProcedure(String fName, List<byte[]> args, ChaincodeStub stub) throws IOException,CertificateException {
        switch(fName) {
            case registerCredential:
                return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(fName, args, stub));
            case confirmCredential:
                return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(fName, args, stub));
            case startIssuer:
                return new ProcedureInitIssuer(TransactionCreatorHub.parseFromArgs(fName, args, stub));
            case aggregateProofs:
                return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(fName, args, stub));
        }
        throw new IOException("Method not found");
    }
}
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commit 262�tree 1264741fbed955f956bbb343ddfed60039e64203
parent 1b94a45744107499b7f67f55553d3f380d61a79d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589834611 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589834611 +0200

update test and add new k8s files
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blob 5532�package main.clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            if (!channel.isInitialized()) {
                channel.initialize();
            }
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);
            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException, TransactionException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static TransactionProposalRequest prepareRequest(HFClient client,  String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return proposalRequest;

    }

    public static Collection<ProposalResponse> Invoke(TransactionProposalRequest proposalRequest,Channel channel, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 1175�package test.java.com;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;
import java.io.IOException;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.*;

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        Credential credential = new Credential("test",
                "test",
                new byte[0],
                testList,
                "test");
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(credential);
           Credential proof1 = new Credential();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() throws IOException{
        String list = "[\"Test1\",\"Test2\"]";
        HashSet<String> set = utils.stringToHashSet(list);
        assertTrue(set.contains("Test1"));
    }
}
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blob 774�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgRpye/OUTXHcKqY1/
O35OtYHR8YltFw6OTA8DErsb3gmhRANCAAR068Z3ASiTWKTdiMkE5L7CBLXgXkkX
fvXA+QhAhfwEYCgnccKyQjejFlkROWXfmdGGq9agWPE0BUd18qk2xXov
-----END PRIVATE KEY-----
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blob 3264�package com.bchain.chaincode.Objects;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class Credential extends ObjectsOperations implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    // hein, Rodrigo, Simen
    private String[] requiredAgreement;
    private String[] signatures;
    private String qualId;
    private String hash;
    private boolean isRevoked = false;
    private long timestamp;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String[] signatures,
                           String qualId,
                           String hash,
                           long timestamp) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = signatures;
        this.qualId = qualId;
        this.hash = hash;
        this.timestamp = timestamp;
    }

    public Credential() {
    }

    public boolean getRevoked() {
        return isRevoked;
    }

    public void setRevoked(boolean revoked) {
        this.isRevoked = revoked;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }

    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }
    public void setHash(String hash) {this.hash = hash;}
    public long getTimestamp() {
        return timestamp;
    }

    public void setTimestamp(long timestamp) {
        this.timestamp = timestamp;
    }

    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getQualId())
                .concat(this.getSubject())
                .concat(
                    String.join(",", this.requiredAgreement)
                )
                .concat(
                    String.join(",",this.signatures)
                )
                .concat(
                    Hashing.sha256().hashBytes(this.getData()).toString())
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgAdzHwS8cAxunOxiB
gJ6OqYyduSA6CyBNg8ykfQcrO/+hRANCAARRrAHRLmWbWQVGZtGieFjEou8NyyVh
9O4fhb+O4JSvVJET1a5enNfwO3CaPMsncaP3oBCI7jfxJb4mWZC7ztsv
-----END PRIVATE KEY-----
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blob 2220�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.nio.charset.StandardCharsets;

public abstract class ObjectsOperations {
    private String objectType = this.getClass().getSimpleName();
    private String key = null;
    private long committed = -1;

    public String getKey() {
        return key;
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }

    private long committed() {
        if(this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

    public  CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString().replace("\u0000","");
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        committed();
        stub.putState(compositeKey, mapper.writeValueAsString(this).getBytes(StandardCharsets.UTF_8));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        byte[] object = stub.getState(compositeKey);
        T var;
        if (object != null) {
           var = (T) mapper.readValue(stub.getState(compositeKey), this.getClass());
        } else {
            throw new IOException("Couldn't find the object. " + this.getClass().getName());
        }
        return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }
}
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blob 3273�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.ArrayList;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    private String proofKey;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if(this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            if (credential.getData() == null || credential.getDescription() == null ||
                    credential.getSubject() == null) {
                throw new InvalidParameterException("Parameters Missing [requiredAgreement] : " + (credential.getData() == null)
                        + "[data]: " + (credential.getData() == null) + ", [description]: " + (credential.getDescription() == null) + ", " +
                        "[subject]: " + (credential.getSubject() == null));
            }
            proofKey = parentProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(), proofKey, stub) && credential.privateObjectExists(tx.getIssuer().getCollectionId(),credential.getKey(), stub)){
                throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
            } else if (tx.getIssuer().isExpired(stub.getTxTimestamp()) || !tx.getIssuer().isStarted()) {
                throw new InvalidParameterException("Issuer is either expired or not started");
            } else {
                setStatusMessage("Validation of credential Successful", "Validate");
            }
        } else {
            throw new InvalidParameterException("User doesn't have access for this operation.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setRequiredAgreement(new ArrayList<>(tx.getIssuer().getOwners()));
        credential.setHash();
        credential.setQualIdId(proofKey);
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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blob 3152�package com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonProperty;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class CredentialProof extends ObjectsOperations implements Serializable {
    @JsonProperty()
    private String subject;
    private String description;
    private byte[] data;
    private String[] requiredAgreement;
    private String[] signatures;
    private String recordId;
    private String hash;
    private long timestamp;

    public CredentialProof(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String[] signatures,
                           String recordId,
                           String hash,
                           long timestamp) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = signatures;
        this.recordId = recordId;
        this.hash = hash;
        this.timestamp = timestamp;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getRecordId() {
        return this.recordId;
    }

    public void setRecordId(String recordId) {
        this.recordId = recordId;
    }

    public String getHash() {
        return hash;
    }
    public void setHash(String hash) {this.hash = hash;}
    public long getTimestamp() {
        return timestamp;
    }

    public void setTimestamp(long timestamp) {
        this.timestamp = timestamp;
    }

    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getRecordId())
                .concat(this.getSubject())
                .concat(
                    String.join(",", this.requiredAgreement)
                )
                .concat(
                    String.join(",",this.signatures)
                )
                .concat(
                    Hashing.sha256().hashBytes(this.getData()).toString())
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 935�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Trie;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.assertTrue;

public class KeyTrieTest {

    @Test
    public void createTrieAndAddKey() {
        CredentialProof proof = new CredentialProof();
        Trie trie = new Trie();
        String trieKey = "Degree.UiS.MASTER.DAT520";
        trie.insert(trieKey, proof);
        assertTrue(trie.containsKey(trieKey));
        trieKey = "Degree.UiS.MASTER.DAT650";
        trie.insert(trieKey, proof);
        ObjectMapper mapper = new ObjectMapper();
        String json = null;
        try {
            json = mapper.writeValueAsString(trie);
        } catch (Exception e) {
            // NO - OP
        }
    }

}
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blob 176�package main.java.com.bchain.chaincode.Exceptions;

public class ChainCodeException extends Exception {
    public ChainCodeException(String msg) {
        super(msg);
    }
}
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blob 38120�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/Networktest/yamlconfig/test.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml", // idx4 endorsement paths
                        "Org1MSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/endorsementRecorder.yaml",
                "Org1MSP,Org2MSP,Org3MSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","Org1".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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commit 247�tree a1267c2a4cfd895b4666a72f9c1599e17e77995c
parent a6870819888eea95521d0d791d7e9e2793d540b7
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440582 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440582 +0200

adjust thread pool
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blob 326�test/java/com/bchain/chaincode/utilsTest.class
test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.class
test/java/com/bchain/chaincode/IssuerProcedureTest.class
test/java/com/bchain/chaincode/KeyTrieTest.class
test/java/com/bchain/chaincode/RecorderProcedureTest.class
test/java/com/bchain/chaincode/CertificatesData.class
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commit 240�tree 67f4e0f7dd8973b92d0de3e448b6e0442bff6698
parent 6c8cf9130f9f90412e13820151a2d77b7a629f8f
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330765 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581330765 +0100

dead branch
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blob 13855�{{- if .Values.peer.launchPods }}
{{- range $i, $org := $.Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $orgName := $org.Name }}
{{- $peerAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
# peerAddress: {{ $peerAddress }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  replicas: 1
  serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  selector:
    matchLabels:
      app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  volumeClaimTemplates:
  {{- if $.Values.peer.persistence.enabled }}
  - metadata:
      name: peer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.peer.persistence.size }}
  {{- end }}
  {{- if $.Values.couchdb.persistence.enabled }}
  - metadata:
      name: couchdb-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.couchdb.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-peer 
        org: hlf-peer--{{ $org.Name | lower }}
        app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    spec:
      volumes:
      {{- if not $.Values.peer.persistence.enabled }}
      - name: peer-disk
        emptyDir: {}
      {{- end }}
      {{- if not $.Values.couchdb.persistence.enabled }}
      - name: couchdb-disk
        emptyDir: {}
      {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: dockersocket
        hostPath:
          path: /var/run/docker.sock
          type: Socket
      - name: peer-tls
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      - name: peer-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: peer-admin-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      # chaincodes
      {{- range $i, $chaincode := $.Values.network.chaincodes }}    
      - name: chaincode-{{ $chaincode.name | lower }}
        configMap:
          name: hlf-chaincode--{{ $chaincode.name | lower }}
      {{- end }}

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}

      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.peer.backup.enabled }}
                               tar -czf /data/peer.tar -C /var/hyperledger/production ledgersData/ chaincodes/ && \
                               echo 'prepared peer data for backup' && \
          {{- end }}
          {{- if $.Values.couchdb.backup.enabled }}
                               tar -czf /data/couchdb.tar -C /opt/couchdb/data --exclude='lost+found' .  && \
                               echo 'prepared CouchDB data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.peer.restore.enabled }}
                               rm -rf /var/hyperledger/production/* && \
                               tar -xf /data/peer.tar -C /var/hyperledger/production/ && \
                               echo 'restored peer data from backup' && \
          {{- end }}
          {{- if $.Values.couchdb.restore.enabled }}
                               rm -rf /opt/couchdb/data/* && \
                               tar -xf /data/couchdb.tar -C /opt/couchdb/data/ && \
                               echo 'restored CouchDB data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
                               
        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else }} {{- /* if backup/restore enabled */ -}}{{""}}

      {{- if $.Values.peer.antiAffinity.enabled }}
      {{- if gt ($org.Template.Count | int) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.peer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                {{- if not (eq $peerIndex $peerIndexInner) }}
                {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                {{- end }} {{- /* if not same peer */ -}}
                {{- end }} {{- /* Peers */ -}}{{""}}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                  {{- if not (eq $peerIndex $peerIndexInner) }}
                  {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                  - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                  {{- end }} {{- /* if not same peer */ -}}
                  {{- end }} {{- /* Peers */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
      
      
      {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:
      
      # Peer container
      - name: peer
        image: hyperledger/fabric-peer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "peer node start"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /host/var/run/docker.sock
          name: dockersocket
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-msp
        - mountPath: /etc/hyperledger/fabric/admin-msp/
          name: peer-admin-msp
        # - mountPath: /hl_config/channel/
        #   name: hlf-channels
        # chaincodes
        {{- range $i, $chaincode := $.Values.network.chaincodes }}    
        - mountPath: /chaincode/{{ $chaincode.name }}
          name: chaincode-{{ $chaincode.name | lower }}
        {{- end }}

        env:
        # TODO move configurable ones to configmaps
        - name: CORE_PEER_ID
          value: {{ $peer }}.{{ $org.Domain }}
        - name: CORE_PEER_ADDRESS
          value: {{ $peerAddress }}
        - name: CORE_PEER_LISTENADDRESS
          value: 0.0.0.0:7051
        - name: CORE_PEER_CHAINCODELISTENADDRESS
          value: 0.0.0.0:7052
        - name: CORE_PEER_GOSSIP_BOOTSTRAP
          value: >- 
        {{- range $peerIndexInner := until ($org.Template.Count | int) }}
        {{- $peer := (printf "peer%s" ($peerIndexInner | toString)) }}
        {{- $peerGossipAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
              {{ $peerGossipAddress }}
        {{- end }} {{- /* Peers */ -}}{{""}}

        - name: CORE_PEER_GOSSIP_EXTERNALENDPOINT
          value: {{ $peerAddress }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP

        - name: CORE_VM_ENDPOINT
          value: unix:///host/var/run/docker.sock
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.peer.logLevel }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: CORE_PEER_GOSSIP_USELEADERELECTION
          value: "true"
        - name: CORE_PEER_GOSSIP_ORGLEADER
          value: "false"
        - name: CORE_PEER_PROFILE_ENABLED
          value: "true"
        - name: CORE_PEER_ADDRESSAUTODETECT
          value: "true" # looks like absolutely necessary, o/w chaincode instantiate fails, no clue why
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt
        
        - name: CORE_CHAINCODE_LOGGING_LEVEL
          value: {{ $.Values.peer.chaincode.logging.level }}
        - name: CORE_CHAINCODE_LOGGING_SHIM
          value: {{ $.Values.peer.chaincode.logging.shim }}
        - name: CORE_VM_DOCKER_ATTACHSTDOUT
          value: {{ $.Values.peer.chaincode.attachStdout | quote }} 
        
        - name: CORE_LEDGER_STATE_STATEDATABASE
          value: CouchDB
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS
          value: localhost:5984
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME
          value: {{ $.Values.couchdb.userName | quote }}
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}
        
        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: DEBUG
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
        
        # Operations service
        {{- if $.Values.peer.operations.enabled }}
        - name: CORE_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.peer.operations.listenAddress }}
        - name: CORE_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.peer.operations.tls.enabled | quote }}
        {{- end }}

        # metrics with Prometheus
        {{- if $.Values.peer.metrics.enabled }}
        - name: CORE_METRICS_PROVIDER
          value: {{ $.Values.peer.metrics.provider }}
        {{- end }}

      # CouchDB container
      - name: couchdb
        image: hyperledger/fabric-couchdb:{{ $.Values.couchdb.version }}

        volumeMounts:
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        
        env:
        - name: COUCHDB_USER
          value: {{ $.Values.couchdb.userName | quote }}
        - name: COUCHDB_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}

      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgiTyMsorD/GaTKEVM
u9Q84XHTsdvglX5M5hhx78ZOraWhRANCAAT7E/jAS4Y63OaBThPpx5hNC//mJ+SF
RolMMW8zWAgRaaBJsuiZIV6dtg+1tRkQjwY7ZlaFnj1SHocBnWXGKv72
-----END PRIVATE KEY-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQggdY56DvNMF2I0kP/
psJRlH/WjluC9tl2xeiJVVFpA52hRANCAASGPCA+rLJgygrcVjvjbn3OCcZInQ2B
1c/cJdqDZ08sPYBgijjTAmTmUyoQc/1CRTx9RIAgF37TIGNMu5TWKwmE
-----END PRIVATE KEY-----
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blob 5451�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException, TransactionException {
        if(!channel.isInitialized()) {
            channel.initialize();
        }

        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 940�package clientapplication;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.EventHub;
import org.hyperledger.fabric.sdk.Peer;

public class PeerConfiguration {
    private Channel.PeerOptions options;
    private Peer peer;
    private EventHub eventHub;
    public PeerConfiguration(Peer peer, Channel.PeerOptions peerOptions, EventHub eventHub) {
        this.options = peerOptions;
        this.peer = peer;
        this.eventHub = eventHub;
    }

    public EventHub getEventHub() {
        return eventHub;
    }

    public void setEventHub(EventHub eventHub) {
        this.eventHub = eventHub;
    }

    public Peer getPeer() {
        return peer;
    }

    public void setPeer(Peer peer) {
        this.peer = peer;
    }

    public Channel.PeerOptions getOptions() {
        return options;
    }

    public void setOptions(Channel.PeerOptions options) {
        this.options = options;
    }
}
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blob 843�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2281�network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Valhalla, Cimmeria, Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]
    - name: private-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Valhalla, Cimmeria]
    - name: private-karga-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Karga, Valhalla, Cimmeria]
      

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis, Valhalla, Cimmeria]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
      - name: private-valhalla-cimmeria
        orgs: [Valhalla, Cimmeria]
        policy: OR('ValhallaMSP.member','CimmeriaMSP.member')
      - name: private-karga-valhalla-cimmeria
        orgs: [Karga, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
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blob 891�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 940�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgFXPynCoHOULd4I2m
N5y8QV2Rh2w9yh6XiEy1mFpLACChRANCAARoM0ZfiTJGpQ04h/YC8F4SdnlOoZDj
sMBtNdpFVdHmlOb8PyPougP6r6rgdI6JUZRm1CMiB08c7rWdgteM09H9
-----END PRIVATE KEY-----
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blob 309�---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - signed-by: "user"
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blob 3635�package test.java;

import main.clientapplication.Utilities.ChaincodeOperations;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.ProposalException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class PrepareRequest {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public PrepareRequest(Channel channel, HFClient client, String fcn,
                          String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField, boolean isQuery) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannel();
        if (!isQuery){
            prepareRequest();
        }
    }
    public void initChannel() {
        try {
            if (!this.channel.isInitialized()) {
                this.channel.initialize();
            }
        } catch (Exception e) {
            System.out.println("ERROR:" + e);
        }
    }

    public void prepareRequest() {
            try {
               this.proposalRequest = ChaincodeOperations.prepareRequest(this.getClient(), this.getFcn(), this.getFcn(), this.getChaincodeVersion(), this.getTrannsientField(), this.getArgs(), this.getPeers());
            } catch ( InvalidArgumentException | ProposalException | TransactionException e){
                System.out.println("ERROR: " + e);
            }
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public Collection<ProposalResponse> forwardRequest() throws Exception {
        return ChaincodeOperations.Invoke(this.proposalRequest, this.getChannel(), this.getPeers());
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 3037�package test.java;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;
import org.hyperledger.fabric.sdk.TransactionProposalRequest;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannelObject();
    }

    public void initChannelObject() {
        if (!this.channel.isInitialized()){
            try {
                this.channel.initialize();
            } catch ( InvalidArgumentException | TransactionException e){

            }
         ;
        }
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void prepareRequest() {


    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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commit 275�tree 1b27ee690aea2473a9a7934186e6e66c37758f25
parent 2bf44c85347f676d4bd59f0ee114326ae8630429
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584904772 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584904772 +0100

New Procedure pattern and chaincode management
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blob 1082�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 3)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid( new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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blob 775�{{- range $i, $org := .Values.PeerOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-ca--{{ $org.Name | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
data:
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/ca/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/ca/*_sk" $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/ca/" $org.Domain ) }}
  {{- end }}
  private_key: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}

---
{{- end }} {{- /* Orgs */ -}}
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blob 1677�package chaincode_2

import (
	"bytes"
	"crypto"
	"crypto/x509"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/lib/cid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
)

const (
	OK string = "OK"
	FAIL string = "FAIL"
	INIT string = "INIT"
	GET string = "GET"
	SET string = "SET"
	INVOKE string = "INVOKE"
	)

type Response struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload []byte `json:"payload"`
}

func (r *Response) formatResponse() []byte {
	var buffer bytes.Buffer
	buffer.WriteString("{\"code\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Code)
	buffer.WriteString("\",")
	buffer.WriteString("\"message\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Message)
	if r.Payload == nil {
		buffer.WriteString("\"}")
	} else {
		buffer.WriteString("\",")
		buffer.WriteString("\"payload\":")
		buffer.Write(r.Payload)
		buffer.WriteString("}")
	}
	return buffer.Bytes()
}


func queryObj(stub shim.ChaincodeStubInterface, id string) ([]byte, error) {
	obj, err := stub.GetState(id)
	if err != nil {
		msg := fmt.Sprintf("Error retrieving the object %s got error: %s", id, err.Error())
		return nil,fmt.Errorf(msg)
	} else if obj == nil {
		msg := fmt.Sprintf("Object is nil!")
		return nil, fmt.Errorf(msg)
	}
	return obj, nil
}

func retrievePublicKey(certificate x509.Certificate) *crypto.PublicKey {
	return certificate.PublicKey.(*crypto.PublicKey)
}
func retrieveAlgoSign(certificate x509.Certificate) x509.SignatureAlgorithm {
	return certificate.SignatureAlgorithm
}

func retrieveCert(stub shim.ChaincodeStubInterface) (*x509.Certificate, error) {
	cert, err := cid.GetX509Certificate(stub)
	return cert, err
}
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blob 1347�package main

import (
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type CourseGrade struct {
	UserID string `json:"userid"`
	CourseID string `json:"courseid"`
	Grade string `json:"grade"`
}

func (t *CourseGrade) PutState(stub shim.ChaincodeStubInterface) peer.Response{
	b, err := checkArgs(stub, t.CourseID + t.UserID)
	if err != nil {
		return shim.Error(err.Error())
	} else if b {
		return shim.Error("Object already exists!")
	}
	res, err := json.Marshal(t)
	if err != nil {
		return shim.Error("Error in marshaling object!")
	}
	r := response{
		Code:    OK,
		Message: "Successfully added grade to course",
		Payload: []byte(t.CourseID+t.UserID),
	}
	stub.PutState(t.CourseID + t.UserID, res)
	return shim.Success(r.formatResponse())
}

func (t *CourseGrade) GetState(stub shim.ChaincodeStubInterface) peer.Response{
	ok, err := hasAccess(stub, t.CourseID + t.UserID)
	if err != nil {
		return shim.Error(fmt.Sprintf("Something wen wrong. Error: %s", err))
	}
	if !ok {
		return shim.Error("Access denied!")
	}
	obj, err1 := queryObj(stub, t.CourseID + t.UserID)
	if err1 != nil {
		return shim.Error("Object doesn't exists!")
	}
	r := response{
		Code:    OK,
		Message: "Course Obj RETURN",
		Payload: obj,
	}

	return shim.Success(r.formatResponse())
}
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blob 834�-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgJBvIzB4Gpai6m64N
KKkNV2FNHfStXPOdRBzrDE8dESOhRANCAARxW1puA8K+SFdXO03QraX9A8STBBUN
OILq5Je7blllMy5ftnjXmYCduw72EsLEKQ31cKCg7WCe7EkKMXFtXnyz
-----END PRIVATE KEY-----
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blob 842�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if(args.size() != 2) {
            throw new IllegalArgumentException("Not enough parameters");
        }
        setSubject(new String(args.get(1)));
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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blob 135�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="Encoding" addBOMForNewFiles="with NO BOM" />
</project>










thesis-work/.git/objects/15/d6476e19d228a42f9244de07c791149dcdb3a5

thesis-work/.git/objects/15/d6476e19d228a42f9244de07c791149dcdb3a5


blob 10098�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import main.java.com.bchain.chaincode.Objects.*;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private LinkedHashMap<String, LinkedList<CredentialProof>> proofs = new LinkedHashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;

        if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
            //  Expected reply from sub test is JSON format
            for (String contractAddress : currIssuer.getSubIssuers()) {
                for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                    args = new ArrayList<>();
                    args.add("readProof".getBytes());
                    args.add(user.getBytes());
                    if (contractAddress.contains(":")) {
                        String[] keys = contractAddress.split(":");
                        resp = stub.invokeChaincode(keys[0], args, keys[1]);
                    } else {
                        resp = stub.invokeChaincode(contractAddress, args);
                    }
                    if (resp.getStatusCode() != 200) {
                        throw new IOException("Code didn't return with 200" + resp.getStringPayload() +" " + resp.getMessage());
                    }
                    if (resp.getStatusCode() == 200  && resp.getPayload() != null && resp.getPayload().length > 0) {
                        CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                        if (proof.getValid()) {
                            if (proofs.containsKey(user)) {
                                linkedList = proofs.get(user);
                            } else {
                                linkedList = new LinkedList<>();
                                proofs.put(user, linkedList);
                            }
                            linkedList.add(proof);
                            proofs.put(user, linkedList);
                        }
                    }
                }
            }
        } else {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if(item.getProvidedCredentials() != null && item.getProvidedCredentials().size() > 0 && !thisKey.isEmpty()
                        && !Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        proof.setTxid(stub.getTxId());
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners;
        setStatusMessage("size: " + this.proofsToRecord.size(), "apply");
        while(iterator.hasNext()) {
            proof = iterator.next();
            String key = proof.createKey(this.tx.getIssuer().getDescription(), proof.getSubject()).toString();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), key, proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        setStatusMessage(resp.getMessage(), "Apply");
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    private boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    /*
            A key used for traverising the trie and creating keys, a stack like approach FIFO. Works nicely with DFS and discovering nodes while building the tree
     */
    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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blob 10291�package test.java.com;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private Map<String, byte[]> transientField = new HashMap<>();
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): "".getBytes();
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return state.containsKey(key) ? Hashing.sha256().hashBytes(state.get(key).toByteArray()).asBytes() : "".getBytes();
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    public Map<String, byte[]> getTransientField() {
        return transientField;
    }

    public void setTransientField(Map<String, byte[]> transientField) {
        this.transientField = transientField;
    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return this.transientField;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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blob 2079�package com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerRecord - a credential is held in a record which tracks a set of credentials in order to be a valid record         *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String qualRecId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data);
}
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blob 1837�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>fabric</groupId>
    <artifactId>client</artifactId>
    <version>1.0-SNAPSHOT</version>
    <properties>
        <maven.compiler.source>1.8</maven.compiler.source>
        <maven.compiler.target>1.8</maven.compiler.target>
    </properties>
    <dependencies>
        <!-- https://mvnrepository.com/artifact/org.hyperledger.fabric-sdk-java/fabric-sdk-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-sdk-java</groupId>
            <artifactId>fabric-sdk-java</artifactId>
            <version>1.4.8</version>
        </dependency>
        <!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/jackson-dataformat-yaml -->
        <dependency>
            <groupId>com.fasterxml.jackson.dataformat</groupId>
            <artifactId>jackson-dataformat-yaml</artifactId>
            <version>2.10.3</version>
        </dependency>
        <!-- jUnit -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>5.5.2</version>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>3.3.0</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
    </dependencies>
</project>
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blob 2402�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;


public class ProcedureEditParticipants extends Procedure {

    private TxEditParticipants tx;
    private boolean changed = false;
    public ProcedureEditParticipants(TxProcedure tx) {
        if (tx instanceof TxEditParticipants) {
            this.tx = (TxEditParticipants) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String todo = stub.getParameters().get(0);
        if (tx.getIssuer().getCreator().equals(tx.getCid().getId()) && isOk()) {
            switch (todo) {
                case "addParticipants":
                        tx.getIssuer().addParticipants(tx.getParticpants());
                        tx.getIssuer().setStarted(false);
                        setStatusMessage("Added participants is valid, restart issuer for proofs to take effect.", "Validation");
                        changed = true;
                        break;

                case "clearParticipants":
                    tx.getIssuer().clearParticipants();
                    tx.getIssuer().setAggregated(false);
                    tx.getIssuer().setStarted(false);
                    setStatusMessage("Clear participants is valid", "Validation");
                    changed = true;
                    break;
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if(changed) {
            tx.getIssuer().commit(stub, "IssuerInstance");
            setResult(tx.getIssuer());
            setStatusMessage("Participants cleared.", "Apply");
        }
    }

    public boolean isOk() {
        Issuer issuer = tx.getIssuer();
        if (issuer.getParticipants() == null || issuer.getParticipants().size() == 0) {
            return true;
        } else if (issuer.getParticipants().size() > 0 && issuer.isAggregated()) {
            return true;
        } else {
            return false;
        }
    }
    }
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blob 2599�package main.java.com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                      String description,
                      byte[] data,
                      String[] requiredAgreement,
                      String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                        .concat(this.getSubject())
                        .concat(
                                (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}











thesis-work/.git/objects/17/365f1ea01094b9acc01366c341eff752301ad1

thesis-work/.git/objects/17/365f1ea01094b9acc01366c341eff752301ad1


blob 89�package com.bchain.chaincode.Strategies.Procedures;

public class ProcedureReadProof {
}
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blob 1223�package com.bchain.chaincode.Objects;

import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String getRecord = "getRecord";
    public static final String revoke = "revoke";
    public static final String initRecorder = "initRecorder";
    public static final String verifyCredential = "verifyCredential"; 
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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blob 37839�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(70);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            channel.initialize();
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 3100�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;

    class TrieNode {
        public ChaincodeObject object;
        public boolean leaf;
        private Map<String, TrieNode> children = new HashMap<>();

        public TrieNode(ChaincodeObject obj) {
            this.object = obj;
        }

        public TrieNode() {

        }

        public Map<String, TrieNode> getChildren() {
            return children;
        }

        public void setLeaf(boolean isLeaf) {
            this.leaf = isLeaf;
        }

        public boolean isLeaf() {
            return this.leaf;
        }
    }

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {
        root = new TrieNode();
    }
    // traverse from the beginning
    public void insert(String key, ChaincodeObject obj) {
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, ChaincodeObject obj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, obj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(obj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, obj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split(".")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }
}
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blob 3504�package chaincode

import (
	"crypto"
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

var jsonOpErr error = fmt.Errorf("Error in parsing JSON object.")

/* ---------------------------------------------------------------------------------------------*
 *	@Type: issuer - An issuer is an entity in the organizational hierarcy which is allowed to	*
 * NOTE: have to be installed with different id in regards to the chaincode.					*
 *	E.g. peer chaincode install -n <uni.admin.faculty>											*
 *----------------------------------------------------------------------------------------------*/
type Issuer struct {
	issuerType string `json:"issuerType"`// Brief description, e.g. a course, university etc.
	subIssuers []string `json:"subIssuers"`// What are the "sub-chaincode" which holds this information?
	owners []string `json:"owners"`// which entity is allowed in doing these operations?
	credentials []string `json:"credentials"` //
	channels []string `json:"channels"` // which channels are the subIssuers found?
}

// A
type CredentialSubject struct {
	subject string
	data []byte
	requiredAgreement []string
	signatures []string
	hash string // used for integrity checks
}

func generateResponse(code string, message string, payload []byte)  (*Response) {
	return &Response{
		Code:    code,
		Message: message,
		Payload: payload,
	}
}

/* ------------------------------------------------------------*
 *															   *
 *	 Assumes a json in the arguments.						   *
 *	 Called up on upgrade or instantiation of the contract.	   *
 *         													   *
 * ------------------------------------------------------------*/
func (i *Issuer) Init(stub shim.ChaincodeStubInterface) peer.Response {
	args := stub.GetArgs()
	var issuer Issuer
	err := json.Unmarshal(args[0], issuer)
	if err != nil {
		return shim.Error(jsonOpErr.Error())
	}
	i.credentials = issuer.credentials
	i.subIssuers = issuer.subIssuers
	i.owners = issuer.owners
	i.issuerType = issuer.issuerType
	bytes, err1 := json.Marshal(i)
	if err1 != nil {
		r := generateResponse(FAIL, err1.Error(), nil)
		return shim.Error(string(r.formatResponse()))
	}
	stub.PutState("issuer", bytes)
	r := generateResponse(OK, "Initialization success.", bytes)
	return shim.Success(r.formatResponse())
}


/* ------------------------------------------------------------*
 *															   *
 *	Endpoint which routes Invoke call according to interface   *
 *	 definition.											   *
 *   see IssueInterface.go       							   *
 * ------------------------------------------------------------*/
func (i *Issuer) Invoke(stub shim.ChaincodeStubInterface) peer.Response {
	fn, args := stub.GetFunctionAndParameters()

	switch fn {
	case registerCredential:
		;;
	case revokeCredential:
		;;
	case confirmCredential:
		;;
	case verifyCredential:
		;;
	case isRevoked:
		;;
	}

	return shim.Error("nil")
}
// see IssueInterface.go
func (i *Issuer) isRevoked(subject *crypto.PublicKey, issueId string) (bool) {

	return false
}

func (i *Issuer) registerCredential(stub shim.ChaincodeStubInterface, subject *crypto.PublicKey, data []byte) {

}

func InvokeSubIssuer(stub shim.ChaincodeStubInterface, contractId string, args [][]byte, channel string) peer.Response {
	return stub.InvokeChaincode(contractId, args, channel)
}

func isInSet(v interface{}, set []interface{}) (bool) {
	for _,val := range set {
		if v == val {
			return true
		}
	}
	return false
}
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blob 1416�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        if (!getTransientMap().containsKey("credential")) {
            throw new IllegalArgumentException("Credential must exist in transient field.");
        }
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed in to a Credential object.");
        }
    }
}
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blob 18329�<?xml version="1.0" encoding="UTF-8"?>
<testsuite xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="https://maven.apache.org/surefire/maven-surefire-plugin/xsd/surefire-test-report.xsd" name="test.java.com.bchain.chaincode.KeyTrieTest" time="0.243" tests="1" errors="0" skipped="0" failures="0">
  <properties>
    <property name="java.specification.version" value="13"/>
    <property name="sun.jnu.encoding" value="UTF-8"/>
    <property name="java.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="java.vm.vendor" value="Oracle Corporation"/>
    <property name="sun.arch.data.model" value="64"/>
    <property name="java.vendor.url" value="https://openjdk.java.net/"/>
    <property name="os.name" value="Mac OS X"/>
    <property name="java.vm.specification.version" value="13"/>
    <property name="sun.java.launcher" value="SUN_STANDARD"/>
    <property name="user.country" value="NO"/>
    <property name="sun.boot.library.path" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home/lib"/>
    <property name="sun.java.command" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire 2020-04-14T11-41-41_843-jvmRun1 surefire2991145962980513966tmp surefire_09672511673417078393tmp"/>
    <property name="http.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="jdk.debug" value="release"/>
    <property name="surefire.test.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="sun.cpu.endian" value="little"/>
    <property name="user.home" value="/Users/simenjakobsen"/>
    <property name="user.language" value="nb"/>
    <property name="java.specification.vendor" value="Oracle Corporation"/>
    <property name="java.version.date" value="2020-01-14"/>
    <property name="java.home" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home"/>
    <property name="file.separator" value="/"/>
    <property name="basedir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="java.vm.compressedOopsMode" value="Zero based"/>
    <property name="line.separator" value="&#10;"/>
    <property name="java.specification.name" value="Java Platform API Specification"/>
    <property name="java.vm.specification.vendor" value="Oracle Corporation"/>
    <property name="surefire.real.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar"/>
    <property name="sun.management.compiler" value="HotSpot 64-Bit Tiered Compilers"/>
    <property name="ftp.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.runtime.version" value="13.0.2+8"/>
    <property name="user.name" value="simenjakobsen"/>
    <property name="path.separator" value=":"/>
    <property name="os.version" value="10.15.3"/>
    <property name="java.runtime.name" value="OpenJDK Runtime Environment"/>
    <property name="file.encoding" value="UTF-8"/>
    <property name="java.vm.name" value="OpenJDK 64-Bit Server VM"/>
    <property name="localRepository" value="/Users/simenjakobsen/.m2/repository"/>
    <property name="java.vendor.url.bug" value="https://bugreport.java.com/bugreport/"/>
    <property name="java.io.tmpdir" value="/var/folders/pj/dqp2vpn13mj3d0qbmfp0w5nw0000gn/T/"/>
    <property name="java.version" value="13.0.2"/>
    <property name="user.dir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="os.arch" value="x86_64"/>
    <property name="java.vm.specification.name" value="Java Virtual Machine Specification"/>
    <property name="java.library.path" value="/Users/simenjakobsen/Library/Java/Extensions:/Library/Java/Extensions:/Network/Library/Java/Extensions:/System/Library/Java/Extensions:/usr/lib/java:."/>
    <property name="java.vm.info" value="mixed mode, sharing"/>
    <property name="java.vendor" value="N/A"/>
    <property name="java.vm.version" value="13.0.2+8"/>
    <property name="sun.io.unicode.encoding" value="UnicodeBig"/>
    <property name="socksNonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.class.version" value="57.0"/>
  </properties>
  <testcase name="createTrieAndAddKey" classname="test.java.com.bchain.chaincode.KeyTrieTest" time="0.239"/>
</testsuite>
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blob 202�package main.java.com.bchain.chaincode.Exceptions;

public class OwnerNotFoundException extends java.lang.Exception {
    public OwnerNotFoundException(String message) {
        super(message);
    }
}
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commit 350�tree b66ad0cafb11b318a51c16d451672f196289fc04
parent 6fc8fd000489e2d7a941835144777502ed1af5e4
parent 469fbc911003b486638feb084d26cd088a6078cd
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567995 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567995 +0200

Merge branch 'master' of https://github.com/JakeAJ/evaluation_hyperledger
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3346�package clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.NetworkConfig;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.RegistrationRequest;

import java.io.*;
import java.nio.file.Files;
import java.nio.file.Paths;
import java.util.Properties;

public class Wallet {
    private String caURL;

    public Wallet(String caURL) {
        this.caURL = caURL;
    }

    /**
     *
     * @param hfcaClient - fabric-ca-client
     * @param user - user id
     * @param org - organization
     * @param MSP - msp id
     * @throws Exception
     */

    public static FabricUser register(HFCAClient hfcaClient, String user, String org, String MSP) throws Exception {
        FabricUser fabricUser = deserialize(user);
        if (fabricUser == null) {
            RegistrationRequest registrationRequest = new RegistrationRequest(user, org);
            String enrollmentSecret = hfcaClient.register(registrationRequest, fabricUser );
            Enrollment enrollment = hfcaClient.enroll(user, enrollmentSecret);
            fabricUser = new FabricUser(user, org, MSP, enrollment);
            serializeUser(fabricUser);
        }
        return fabricUser;
    }

    public  FabricUser getAdmin(String adminId, String orgId, String MSP) throws Exception {
        FabricUser admin = deserialize(adminId);
        if (admin == null) {
            HFCAClient hfcaClient = getHFCAClient(this.caURL, null);
            admin = register(hfcaClient, adminId, orgId, MSP);
        }
        return admin;
    }

    public static HFClient getHFClient(FabricUser user) throws Exception {
        // initialize default cryptosuite
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        // setup the client
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(user);
        client.setCryptoSuite(cryptoSuite);
        return client;
    }

    public static HFCAClient getHFCAClient(String url, Properties properties) throws Exception {
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        HFCAClient caClient = HFCAClient.createNewInstance(url, properties);
        caClient.setCryptoSuite(cryptoSuite);
        return caClient;
    }

    private static void serializeUser(FabricUser user) {
        ObjectOutputStream os = null;
        try {
            os = new ObjectOutputStream(new FileOutputStream(Paths.get(user.getName()) + ".jso"));
            os.writeObject(user);
        } catch (IOException e) {
            //
        } finally {
            try {
                os.close();
            } catch (IOException e) {
                //
            }
        }
    }

    private static FabricUser deserialize(String name) throws Exception {
        FabricUser user = null;
        try {
            if (Files.exists(Paths.get(name + ".jso"))) {
                FileInputStream fis = new FileInputStream(Paths.get(name +".jso").toString());
                ObjectInputStream decoder = new ObjectInputStream(fis);
                user = (FabricUser) decoder.readObject();
            }
        } catch (IOException e) {
        }
        return user;
    }
}
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blob 15947�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Org1
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/org1.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"

    - &Org2
        Name: Org2MSP
        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/ordererOrganizations/org2.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

    - &UiS
        Name: UiSMSP

        # ID to load the MSP definition as
        ID: UiSMSP

        MSPDir: crypto-config/peerOrganizations/universityofstavanger.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiSMSP.admin', 'UiSMSP.peer', 'UiSMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('UiSMSP.admin', 'UiSMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('UiSMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityofstavanger.no
              Port: 7051

    - &UiT
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: UiTMSP

        # ID to load the MSP definition as
        ID: UiTMSP

        MSPDir: crypto-config/peerOrganizations/universityoftromso.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiTMSP.admin', 'UiTMSP.peer', 'UiTMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('UiTMSP.admin', 'UiTMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('UiTMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityoftromso.no
              Port: 7051

    - &NTNU
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NTNUMSP

        # ID to load the MSP definition as
        ID: NTNUMSP

        MSPDir: crypto-config/peerOrganizations/ntnu.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NTNUMSP.admin', 'NTNUMSP.peer', 'NTNUMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NTNUMSP.admin', 'NTNUMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NTNUMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.ntnu.no
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.org1.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
        - Host: orderer1.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
        - Host: orderer0.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
        - Host: orderer1.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Org1
                - *Org2
                          
        Consortiums:
            UniConsortium:
                Organizations:
                    - *UiS
                    - *UiT
                    - *NTNU
            

    universities:
        Consortium: UniConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *UiS
                - *UiT
                - *NTNU
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blob 1211�package main.java.com.bchain.chaincode.Objects;

import java.util.LinkedHashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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blob 520�NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer











thesis-work/.git/objects/1d/5f1094488d5c476e0466ca5f3a56254ef9e296

thesis-work/.git/objects/1d/5f1094488d5c476e0466ca5f3a56254ef9e296


blob 2450�package test.java;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgW2KUpG/2MSPNlq3a
+zUS0jbnUe3t8iL7ZDwKcq8HGOChRANCAAQr+G+lAETX9qPWHG9Ia51X7Wf4g0r9
OfF16szVcA8RoymlUGVHtWZVhAy4LnHnN0ZJRffCKI4Mj6Fm5Z3XaAVJ
-----END PRIVATE KEY-----
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blob 17228�{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channels-
  # name: hlf-channels-0
spec:
  entrypoint: channels

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}

  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

  - name: peer-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}}{{""}}


{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-external-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

  templates:
  - name: channels
    steps:
# top level: channels
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
      
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: channel templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: create-channel--{{ $channel.name }}
        template: create-channel--{{ $channel.name }}
    - - name: join-channel--{{ $channel.name }}
        template: join-channel--{{ $channel.name }}
    - - name: update-channel--{{ $channel.name }}
        template: update-channel--{{ $channel.name }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel create templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: create-channel--{{ $channel.name }}
    steps:
    - 
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

      - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel join templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: join-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.join.parallel) }}
    - 
{{- end }}
      - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel update templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: update-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- if or $vars.firstStep (not $.Values.flow.update.parallel) }}
    - 
{{- end }}
      - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}} {{""}}

# leaf create templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkexists --channelID {{ $channel.name }} -o {{ $vars.ordererUrl }} \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}
            ; then 
              echo '-- Channel {{ $channel.name }} already exists, exiting with 0' 
              exit 0 
            else 
              result=$? 
              echo "-- result is: $result" 
              if test $result -ne 99; then 
                echo "-- result is not 99, exiting with $result" 
                exit $result 
              fi 
            fi 

            echo '-- Channel {{ $channel.name }} does not exists, will create..' 

            mkdir -p /work && 
            configtxgen -profile {{ $channel.name }} -channelID {{ $channel.name }} -configPath /hlf_config \
                  -outputCreateChannelTx /work/{{ $channel.name }}.tx && 
            
            peer channel create -o {{ $vars.ordererUrl }} -c {{ $channel.name }} -f /work/{{ $channel.name }}.tx \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/
          name: hlf-configtx

        # peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.PeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-msp
        {{- end }}
        # external peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.ExternalPeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-external-msp
        {{- end }}
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf join templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkjoined --channelID {{ $channel.name }}; then  
            echo '-- Peer {{ $peer }} already joined to channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Peer {{ $peer }} did not join to channel {{ $channel.name }}, will join..' 

          peer channel fetch oldest /var/hyperledger/genesis.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched genesis block for channel {{ $channel.name }}' && 
          
          peer channel join -b /var/hyperledger/genesis.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf update templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools-extended:1.4.3
      command: [sh]
      source: |
          if peer channel checkanchors --channelID {{ $channel.name }} --orgID {{ $org.Name }}MSP -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            echo '-- AnchorPeers are already configured for organization {{ $org.Name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 
          
          echo '-- AnchorPeers are not configured for organization {{ $org.Name }}, will configure..' 
          
          mkdir -p /work && 
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          &&  echo '-- fetched config block' && 
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/attach_anchor_peers.sh {{ $org.Name }}MSP /hlf_config/configtx.yaml /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb && 
          
          peer channel update -f /work/update.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
        - mountPath: /hlf_config/
          name: hlf-configtx
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}
---
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blob 1396�[
    {   "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com:6051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsmychannels"
    }, 
    {   "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org1.example.com:8051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": ""
    },
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org2.example.com:9051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org2Anchorsmychannels"
    }
]
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blob 2302�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;


import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        // TODO: REMOVE || for production, only used for testing purposes
        if ((tx.getRecords().getCreator()).equals(new String(stub.getCreator())) || tx.getCid().getMSPID().equals(tx.getRecords().getCreator())) {
            this.tx.getInstance().forEach(item -> {
                boolean hasRoot = item.getRoot() != null;
                boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
                boolean hasSubject = item.getSubject() != null;

                if (hasRoot && hasOwners && hasSubject) {
                    if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                        validTries.add(item);
                    }
                } else {
                    setStatusMessage("Fail" + hasRoot + hasOwners + hasSubject, "validate");
                }
            });
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (Trie item : this.validTries) {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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blob 5436�package main.clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);
            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException, TransactionException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static TransactionProposalRequest prepareRequest(HFClient client,  String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return proposalRequest;

    }

    public static Collection<ProposalResponse> Invoke(TransactionProposalRequest proposalRequest,Channel channel, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 1663�{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: apps/v1
kind: Deployment
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
spec:
  replicas: 1
  selector:
    matchLabels:
      app: hlf-ca--{{ $org.Name | lower }}
  template:
    metadata:
      labels:
        app: hlf-ca--{{ $org.Name | lower }}
    spec:
      volumes:
      - name: ca-tls
        secret:
          secretName: hlf-ca--{{ $org.Name | lower }}-tls

      containers:
      - name: ca
        image: hyperledger/fabric-ca:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "fabric-ca-server start \
            --ca.certfile /etc/hyperledger/fabric-ca-server-config/cert.pem \
            --ca.keyfile /etc/hyperledger/fabric-ca-server-config/private_key \
            -b {{ $.Values.ca.userName }}:{{ $.Values.ca.password }} -d"]

        volumeMounts:
        - mountPath: /etc/hyperledger/fabric-ca-server-config/
          name: ca-tls

        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.ca.logLevel }}
        - name: FABRIC_CA_HOME
          value: /etc/hyperledger/fabric-ca-server
        - name: FABRIC_CA_SERVER_CA_NAME
          value: ca-{{ $org.Name }}
        - name: FABRIC_CA_SERVER_TLS_ENABLED
          value: "false" # it's always false as we use Ingress for TLS termination. # {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_CA_SERVER_TLS_CERTFILE
          value: /etc/hyperledger/fabric-ca-server-config/cert.pem
        - name: FABRIC_CA_SERVER_TLS_KEYFILE
          value: /etc/hyperledger/fabric-ca-server-config/private_key
---
{{- end }} {{- /* Orgs */ -}}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg/hpqJjU4S568iPQg
EzFUr8Du7nschX8CLOkOpjcEkFihRANCAAQyFBVdNYcHUToQMRKsIP+T3q4BlGUI
v1lezJ+Adzh/Bd4vFVCkoKWZHQveDJU2JQT/ZIerIBJer7/DkTIbwpyU
-----END PRIVATE KEY-----
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commit 244�tree 0cff293399beb15b1833021df0a3824e914876fc
parent b17361c39e8aaa85300913fe8cab911101332e7d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579944061 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579944061 +0100

added chaincode
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blob 843�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 37852�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(70);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            channel.initialize();
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 7983�name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: UiS

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  universities:
    orderers:
      - orderer0.org1.com
      - orderer1.org1.com
      - orderer0.org2.com
      - orderer1.org2.com
    peers:
      peer0.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
organizations:
  UiS:
    mspid: UiSMSP
    peers:
      - peer0.universityofstavanger.no
      - peer1.universityofstavanger.no
      - peer2.universityofstavanger.no
    certificateAuthorities:
      - ca.universityofstavanger.no

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgX4EFwkDLOxbs0XRC
        6G2W7zsbAr7/y5Q7+2E04EZ2MwuhRANCAATSbAOmt3StFGiP64NLuY4vFoQIAXAF
        SyEvH5za/a+2d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6H
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICQTCCAeigAwIBAgIQWWQITeyqB0/M1PfVfbeqETAKBggqhkjOPQQDAjCBgzEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xITAfBgNVBAoTGHVuaXZlcnNpdHlvZnN0YXZhbmdlci5ubzEkMCIG
        A1UEAxMbY2EudW5pdmVyc2l0eW9mc3RhdmFuZ2VyLm5vMB4XDTIwMDUxNzA4MTEw
        MFoXDTMwMDUxNTA4MTEwMFowczELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlm
        b3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMScw
        JQYDVQQDDB5BZG1pbkB1bml2ZXJzaXR5b2ZzdGF2YW5nZXIubm8wWTATBgcqhkjO
        PQIBBggqhkjOPQMBBwNCAATSbAOmt3StFGiP64NLuY4vFoQIAXAFSyEvH5za/a+2
        d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6Ho00wSzAOBgNVHQ8BAf8E
        BAMCB4AwDAYDVR0TAQH/BAIwADArBgNVHSMEJDAigCB1QwwCdR8NmOolcmmtocH/
        gIlJmHGPX2NEEqRgTEJFgTAKBggqhkjOPQQDAgNHADBEAiBoUIrEUIeD6OC2xgxd
        o3w9zYJgfvazIGyH4laSzFeEDQIgdbGmRyeG6qHms5tCcbKaHnP8/1EU8FoxFpwh
        C60CDmc=
        -----END CERTIFICATE-----

  UiT:
    mspid: UiTMSP
    peers:
      - peer0.universityoftromso.no
      - peer1.universityoftromso.no
    certificateAuthorities:
      - ca.universityoftromso.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6eS2IwOtfC7Ok5eA
        aAxb2k5qonl1UsbGjj4LK+QKs/yhRANCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJ
        OcRzang/LlCRdjETIG50o+NrsBnapfXLbqzRhC9fKd+QIDoXAxImY+aW
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICOTCCAd+gAwIBAgIRAJU/TCoSf5TKcfY9SjiF8SgwCgYIKoZIzj0EAwIwfTEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xHjAcBgNVBAoTFXVuaXZlcnNpdHlvZnRyb21zby5ubzEhMB8GA1UE
        AxMYY2EudW5pdmVyc2l0eW9mdHJvbXNvLm5vMB4XDTIwMDUxNzA4MTEwMFoXDTMw
        MDUxNTA4MTEwMFowcDELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWEx
        FjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMSQwIgYDVQQD
        DBtBZG1pbkB1bml2ZXJzaXR5b2Z0cm9tc28ubm8wWTATBgcqhkjOPQIBBggqhkjO
        PQMBBwNCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJOcRzang/LlCRdjETIG50o+Nr
        sBnapfXLbqzRhC9fKd+QIDoXAxImY+aWo00wSzAOBgNVHQ8BAf8EBAMCB4AwDAYD
        VR0TAQH/BAIwADArBgNVHSMEJDAigCBO2ZpatBDLjL9jGbemYhgeA6dClzktR38G
        6Y1Aul9WXDAKBggqhkjOPQQDAgNIADBFAiEAo4DdyZOB2VtVV28NSLk/7WQ1ecSa
        ifLouIi96SyIr7gCIGvZpM+mvy8H6votZJh9UfvpFINJNIQ7E0I83osXIuFF
        -----END CERTIFICATE-----
  NTNU:
    mspid: NTNUMSP
    peers:
      - peer0.ntnu.no
      - peer1.ntnu.no
      - peer2.ntnu.no
    certificateAuthorities:
      - ca.ntnu.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgLaKH5x8XKNS/o6qj
        +ITn9d+dZHCyntO96U8qB+Szgk2hRANCAASNcwprqsXu9OJbQTkAYGduMj2Y0NyZ
        DGz1gjK1IV0UNybEFENQj1W5ox9qePu3S9iYRhfLbGi8Aup6UflvXk+t
        -----END PRIVATE KEY-----
    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICDjCCAbSgAwIBAgIQZsGo4eRnL5ykahsJJYy45DAKBggqhkjOPQQDAjBhMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEQMA4GA1UEChMHbnRudS5ubzETMBEGA1UEAxMKY2EubnRudS5ubzAe
        Fw0yMDA1MTcwODExMDBaFw0zMDA1MTUwODExMDBaMGIxCzAJBgNVBAYTAlVTMRMw
        EQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJhbmNpc2NvMQ4wDAYD
        VQQLEwVhZG1pbjEWMBQGA1UEAwwNQWRtaW5AbnRudS5ubzBZMBMGByqGSM49AgEG
        CCqGSM49AwEHA0IABI1zCmuqxe704ltBOQBgZ24yPZjQ3JkMbPWCMrUhXRQ3JsQU
        Q1CPVbmjH2p4+7dL2JhGF8tsaLwC6npR+W9eT62jTTBLMA4GA1UdDwEB/wQEAwIH
        gDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPO2o3k0RUWajUaYYI1JxjgTE+Ym
        KhjO5TWeUWyia/JpMAoGCCqGSM49BAMCA0gAMEUCIQCKVlkYbYzgReQ9yA/Ttegd
        d18MgXcy7zGiZTnhZWIbRAIgXTGiStvxKtR4UBr1fZsCTD1XcitpvMtRJm23EXi4
        YrI=
        -----END CERTIFICATE-----


orderers:
  orderer0.org1.com:
    url: grpc://localhost:32450
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org1.com:
    url: grpc://localhost:32451
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

  orderer0.org2.com:
    url: grpc://localhost:32452
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org2.com:
    url: grpc://localhost:32453
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true


peers:
  peer0.universityofstavanger.no:
    url: grpc://localhost:32500
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.universityofstavanger.no:
    url: grpc://localhost:32501
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer2.universityofstavanger.no:
    url: grpc://localhost:32502

  peer0.universityoftromso.no:
    url: grpc://localhost:32503

  peer1.universityoftromso.no:
    url: grpc://localhost:32504

  peer2.universityoftromso.no:
    url: grpc://localhost:32505

  peer0.ntnu.no:
    url: grpc://localhost:32506

  peer1.ntnu.no:
    url: grpc://localhost:32507

  peer2.ntnu.no:
    url: grpc://localhost:32508

certificateAuthorities:
  ca.universityofstavanger.no:
    url: http://localhost:32200
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.universityoftromso.no:
    url: http://localhost:32201
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.ntnu.no:
    url: http://localhost:32202
    registrar:
      enrollId: admin
      enrollSecret: adminpw
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blob 389�{{- range $i, $org := .Values.OrdererOrgs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}
spec:
  type: ClusterIP
  selector:
    name: hlf-orderer
    org: hlf-orderer--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
---
{{- end }} {{- /* OrdererOrgs */ -}}
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blob 2212�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  
  - Name: Cimmeria
    Domain: cimmeria.hage
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
      
# ---------------------------------------------------------------------------
# Used to create external peer org MSP secrets. 
# Required to create channels where external peer orgs participate.
# Additionally init.sh script creates empty placeholder MSP folders for convenience.
# It's user's responsibility to copy MSP certificates to created folders.
# ---------------------------------------------------------------------------
ExternalPeerOrgs:
  - Name: Atlantis
    Domain: atlantis.com
  - Name: Nevergreen
    Domain: nevergreen.nl
  - Name: Valhalla
    Domain: valhalla.asgard
      
# ---------------------------------------------------------------------------
# Used to create external orderer org TLS CA secrets.
# Required if this part of Fabric network is not running an orderer node
# and needs to connect an external orderer.
# Additionally init.sh script creates empty placeholder MSP and TLS folders for convenience.
# It's user's responsibility to copy MSP and TLS certificates to created folders.
# ---------------------------------------------------------------------------
ExternalOrdererOrgs:
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg5Y0udCle1Hg5d6EB
tBE5LDshRL799oY0VspXj+/pLbShRANCAAS6BX7fuuUpuLqdbMDBdF27OHeH9NA5
ZPM03Cv7vB6+DdcCoMYXRBcnR+uqlbevcdV1W7HDs29YRkDyegxEL6Wx
-----END PRIVATE KEY-----
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blob 14755�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.pivt.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.pivt.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Pivt
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 67�package clientapplication.Architecture;

public class FabricCA {
}
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blob 1824�
echo "############## Delete Release ##############"
argo delete --all
helm delete hlf-kube --purge

echo "############## Install and configure HLF network ##############"
helm install ./hlf-kube --name hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false 
echo "############## Collect host Aliases ##############"
./collect_host_aliases.sh ./samples/bbchain-scaled-raft-no-tls/

echo "############## Start ordering nodes ##############"
 helm upgrade hlf-kube ./hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true

echo "############## Channel creation ##############" 
 helm template channel-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch 

echo "############## Chaincode installation ##############"
helm template chaincode-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch

echo "############ Install Prometheus ################"
if [[ $(helm ls my-prometheus) eq 0 ]]; then
    helm install my-prometheus stable/prometheus  --set server.service.type=NodePort --set rbac.create=false -f samples/bbchain-scaled-raft-no-tls/values.yml
fi

if [[ $(helm ls my-grafana) eq 0 ]]; then 
    echo "############ Install Grafana ################"
    helm install --name my-grafana stable/grafana --set service.type=NodePort
fi
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blob 738�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.IssuerImpl;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {
    private IssuerImpl issuer;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        this.issuer = new IssuerImpl().fetch("Issuer", stub);
        setCid(new ClientIdentity(stub));
    }
    @Override
    public IssuerImpl getInstance() {
        return this.issuer;
    }
}
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blob 307�package main


import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
)

var logger = shim.NewLogger("GradeSystem")

// Chaincode entry point
func main() {
	logger.SetLevel(shim.LogInfo)
	err := shim.Start(new(GradeSystem))
	if err != nil {
		logger.Error("Error starting Gradesystem - ", err)
	}

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgZ4YPVGR8m7yVJHz0
o+V0PMeJw0t6QLhdUq3ZWNmAeAOhRANCAARGgmd4TSDI1SxL56eEcmcBdja95drf
WxMh+mwQ5HFIAOScup0IqNFy8kjnTK9f4eGrHEC0b6C7Af3N5mULpDFV
-----END PRIVATE KEY-----
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blob 1706�package com.bchain.chaincode.Utilities;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;
import java.util.Arrays;
import java.util.Collection;
import java.util.HashSet;
import java.util.Iterator;

public class utils {
    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static HashSet<String> stringToHashSet(byte[] arg) throws IOException {
        HashSet<String> set = null;
        ObjectMapper mapper = new ObjectMapper();
        String[] list = mapper.readValue(arg, String[].class);
        set = new HashSet<>(Arrays.asList(list));
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        return mapper.readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }

}
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1805�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.nio.charset.StandardCharsets;

public abstract class ObjectsOperations {
    private String objectType = this.getClass().getSimpleName();
    public  CompositeKey  createKey(String ... values) {

        return new CompositeKey(this.objectType, values);
    }
    public void commit(ChaincodeStub stub, String compositeKey) throws JsonProcessingException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putState(compositeKey.toString(), mapper.writeValueAsString(this).getBytes(StandardCharsets.UTF_8));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException, NotFoundException {
        ObjectMapper mapper = new ObjectMapper();
        byte[] object = stub.getState(compositeKey);
        T var = null;
        if (object != null) {
           var = (T) mapper.readValue(stub.getState(compositeKey), this.getClass());
       } else {
            throw  new NotFoundException("Couldn't find the object. " + this.getClass().getName());
        }

        return var;
   }

   public  <T> String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json = "";
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }
}
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blob 3236�package clientapplication;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.RegistrationRequest;

import java.io.*;
import java.nio.file.Files;
import java.nio.file.Paths;
import java.util.Properties;

public class Wallet {
    private String caURL;

    public Wallet(String caURL) {
        this.caURL = caURL;
    }

    /**
     *
     * @param hfcaClient - fabric-ca-client
     * @param user - user id
     * @param org - organization
     * @param MSP - msp id
     * @throws Exception
     */

    public static FabricUser register(HFCAClient hfcaClient, String user, String org, String MSP) throws Exception {
        FabricUser fabricUser = deserialize(user);
        if (fabricUser == null) {
            RegistrationRequest registrationRequest = new RegistrationRequest(user, org);
            String enrollmentSecret = hfcaClient.register(registrationRequest, fabricUser );
            Enrollment enrollment = hfcaClient.enroll(user, enrollmentSecret);
            fabricUser = new FabricUser(user, org, MSP, enrollment);
            serializeUser(fabricUser);
        }
        return fabricUser;
    }

    public  FabricUser getAdmin(String adminId, String orgId, String MSP) throws Exception {
        FabricUser admin = deserialize(adminId);
        if (admin == null) {
            HFCAClient hfcaClient = getHFCAClient(this.caURL, null);
            admin = register(hfcaClient, adminId, orgId, MSP);
        }
        return admin;
    }

    public static HFClient getHFCClient() throws Exception {
        // initialize default cryptosuite
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        // setup the client
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(cryptoSuite);
        return client;
    }

    public static HFCAClient getHFCAClient(String url, Properties properties) throws Exception {
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        HFCAClient caClient = HFCAClient.createNewInstance(url, properties);
        caClient.setCryptoSuite(cryptoSuite);
        return caClient;
    }

    private static void serializeUser(FabricUser user) {
        ObjectOutputStream os = null;
        try {
            os = new ObjectOutputStream(new FileOutputStream(Paths.get(user.getName()) + ".jso"));
            os.writeObject(user);
        } catch (IOException e) {
            //
        } finally {
            try {
                os.close();
            } catch (IOException e) {
                //
            }
        }
    }

    private static FabricUser deserialize(String name) throws Exception {
        FabricUser user = null;
        try {
            if (Files.exists(Paths.get(name + ".jso"))) {
                FileInputStream fis = new FileInputStream(Paths.get(name +".jso").toString());
                ObjectInputStream decoder = new ObjectInputStream(fis);
                user = (FabricUser) decoder.readObject();
            }
        } catch (IOException e) {
        }
        return user;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgsM/FsYO0bWk8f0gQ
9N28bzLltAMfI6LwF4tNqb1ok0ahRANCAATQDorT8aNabiLrrPhHnTiMmCmUHlXq
1sSSKV49Z4pBsmVAvj1gELbLq5uL2FG4dvfqqaFfZs6cW0plTWaGNrht
-----END PRIVATE KEY-----
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blob 18457�<?xml version="1.0" encoding="UTF-8"?>
<testsuite xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="https://maven.apache.org/surefire/maven-surefire-plugin/xsd/surefire-test-report.xsd" name="test.java.com.bchain.chaincode.IssuerProcedureTest" time="0.06" tests="2" errors="0" skipped="0" failures="0">
  <properties>
    <property name="java.specification.version" value="13"/>
    <property name="sun.jnu.encoding" value="UTF-8"/>
    <property name="java.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="java.vm.vendor" value="Oracle Corporation"/>
    <property name="sun.arch.data.model" value="64"/>
    <property name="java.vendor.url" value="https://openjdk.java.net/"/>
    <property name="os.name" value="Mac OS X"/>
    <property name="java.vm.specification.version" value="13"/>
    <property name="sun.java.launcher" value="SUN_STANDARD"/>
    <property name="user.country" value="NO"/>
    <property name="sun.boot.library.path" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home/lib"/>
    <property name="sun.java.command" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire 2020-04-14T11-41-41_843-jvmRun1 surefire2991145962980513966tmp surefire_09672511673417078393tmp"/>
    <property name="http.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="jdk.debug" value="release"/>
    <property name="surefire.test.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="sun.cpu.endian" value="little"/>
    <property name="user.home" value="/Users/simenjakobsen"/>
    <property name="user.language" value="nb"/>
    <property name="java.specification.vendor" value="Oracle Corporation"/>
    <property name="java.version.date" value="2020-01-14"/>
    <property name="java.home" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home"/>
    <property name="file.separator" value="/"/>
    <property name="basedir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="java.vm.compressedOopsMode" value="Zero based"/>
    <property name="line.separator" value="&#10;"/>
    <property name="java.specification.name" value="Java Platform API Specification"/>
    <property name="java.vm.specification.vendor" value="Oracle Corporation"/>
    <property name="surefire.real.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar"/>
    <property name="sun.management.compiler" value="HotSpot 64-Bit Tiered Compilers"/>
    <property name="ftp.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.runtime.version" value="13.0.2+8"/>
    <property name="user.name" value="simenjakobsen"/>
    <property name="path.separator" value=":"/>
    <property name="os.version" value="10.15.3"/>
    <property name="java.runtime.name" value="OpenJDK Runtime Environment"/>
    <property name="file.encoding" value="UTF-8"/>
    <property name="java.vm.name" value="OpenJDK 64-Bit Server VM"/>
    <property name="localRepository" value="/Users/simenjakobsen/.m2/repository"/>
    <property name="java.vendor.url.bug" value="https://bugreport.java.com/bugreport/"/>
    <property name="java.io.tmpdir" value="/var/folders/pj/dqp2vpn13mj3d0qbmfp0w5nw0000gn/T/"/>
    <property name="java.version" value="13.0.2"/>
    <property name="user.dir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="os.arch" value="x86_64"/>
    <property name="java.vm.specification.name" value="Java Virtual Machine Specification"/>
    <property name="java.library.path" value="/Users/simenjakobsen/Library/Java/Extensions:/Library/Java/Extensions:/Network/Library/Java/Extensions:/System/Library/Java/Extensions:/usr/lib/java:."/>
    <property name="java.vm.info" value="mixed mode, sharing"/>
    <property name="java.vendor" value="N/A"/>
    <property name="java.vm.version" value="13.0.2+8"/>
    <property name="sun.io.unicode.encoding" value="UnicodeBig"/>
    <property name="socksNonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.class.version" value="57.0"/>
  </properties>
  <testcase name="testInit" classname="test.java.com.bchain.chaincode.IssuerProcedureTest" time="0"/>
  <testcase name="registerRecordAndThenCredential" classname="test.java.com.bchain.chaincode.IssuerProcedureTest" time="0.06"/>
</testsuite>
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blob 18348�<?xml version="1.0" encoding="UTF-8"?>
<testsuite xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="https://maven.apache.org/surefire/maven-surefire-plugin/xsd/surefire-test-report.xsd" name="test.java.com.bchain.chaincode.RecorderProcedureTest" time="5.683" tests="1" errors="0" skipped="0" failures="0">
  <properties>
    <property name="java.specification.version" value="13"/>
    <property name="sun.jnu.encoding" value="UTF-8"/>
    <property name="java.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="java.vm.vendor" value="Oracle Corporation"/>
    <property name="sun.arch.data.model" value="64"/>
    <property name="java.vendor.url" value="https://openjdk.java.net/"/>
    <property name="os.name" value="Mac OS X"/>
    <property name="java.vm.specification.version" value="13"/>
    <property name="sun.java.launcher" value="SUN_STANDARD"/>
    <property name="user.country" value="NO"/>
    <property name="sun.boot.library.path" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home/lib"/>
    <property name="sun.java.command" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire 2020-04-14T11-41-41_843-jvmRun1 surefire2991145962980513966tmp surefire_09672511673417078393tmp"/>
    <property name="http.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="jdk.debug" value="release"/>
    <property name="surefire.test.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="sun.cpu.endian" value="little"/>
    <property name="user.home" value="/Users/simenjakobsen"/>
    <property name="user.language" value="nb"/>
    <property name="java.specification.vendor" value="Oracle Corporation"/>
    <property name="java.version.date" value="2020-01-14"/>
    <property name="java.home" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home"/>
    <property name="file.separator" value="/"/>
    <property name="basedir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="java.vm.compressedOopsMode" value="Zero based"/>
    <property name="line.separator" value="&#10;"/>
    <property name="java.specification.name" value="Java Platform API Specification"/>
    <property name="java.vm.specification.vendor" value="Oracle Corporation"/>
    <property name="surefire.real.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar"/>
    <property name="sun.management.compiler" value="HotSpot 64-Bit Tiered Compilers"/>
    <property name="ftp.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.runtime.version" value="13.0.2+8"/>
    <property name="user.name" value="simenjakobsen"/>
    <property name="path.separator" value=":"/>
    <property name="os.version" value="10.15.3"/>
    <property name="java.runtime.name" value="OpenJDK Runtime Environment"/>
    <property name="file.encoding" value="UTF-8"/>
    <property name="java.vm.name" value="OpenJDK 64-Bit Server VM"/>
    <property name="localRepository" value="/Users/simenjakobsen/.m2/repository"/>
    <property name="java.vendor.url.bug" value="https://bugreport.java.com/bugreport/"/>
    <property name="java.io.tmpdir" value="/var/folders/pj/dqp2vpn13mj3d0qbmfp0w5nw0000gn/T/"/>
    <property name="java.version" value="13.0.2"/>
    <property name="user.dir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="os.arch" value="x86_64"/>
    <property name="java.vm.specification.name" value="Java Virtual Machine Specification"/>
    <property name="java.library.path" value="/Users/simenjakobsen/Library/Java/Extensions:/Library/Java/Extensions:/Network/Library/Java/Extensions:/System/Library/Java/Extensions:/usr/lib/java:."/>
    <property name="java.vm.info" value="mixed mode, sharing"/>
    <property name="java.vendor" value="N/A"/>
    <property name="java.vm.version" value="13.0.2+8"/>
    <property name="sun.io.unicode.encoding" value="UnicodeBig"/>
    <property name="socksNonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.class.version" value="57.0"/>
  </properties>
  <testcase name="testXChaincodecomm" classname="test.java.com.bchain.chaincode.RecorderProcedureTest" time="5.188"/>
</testsuite>
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blob 14427�package com.bchain.chaincode;


import com.bchain.chaincode.Exceptions.QualificationDuplicateException;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.ObjectsOperations;
import com.bchain.chaincode.Objects.Qualification;

import com.bchain.chaincode.Utilities.ResponseMsg;
import com.bchain.chaincode.Utilities.utils;
import javassist.NotFoundException;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    private static final String registerCredential = "registerCredential";
    private static final String confirmCredential = "confirmCredential";
    private static final String verifyCredential = "verifyCredential";
    private static final String revokeCredential = "revokeCredential";
    private static final String isRevoked = "isRevoked";


    class IssuerImpl extends ObjectsOperations  implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public IssuerImpl(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public IssuerImpl() {}
    }
    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.objectStreamToHashSet(args.get(0), new HashSet<>());
            String orgIdentifier = new String(args.get(1));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            return new Response(500, "Error in provided arguments.", null);
        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if(args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new IssuerImpl().fetch(key.toString(), chaincodeStub);
                } catch (IOException | NotFoundException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if(!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(3));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        Qualification qual = new Qualification();
        try {
            String res = (stub.getStringState("Qualification" + subject + qualId) == null)
                    ? (stub.getStringState("CredentialProof" + subject + qualId)) : ("");
            if(res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "Qualification" : "CredentialProof");
                if(type == "Qualification") {
                    qual = qual.fetch("Qualification" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    CredentialProof proof = new CredentialProof();
                    proof = proof.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }

        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if(registrationType.equals("credential")) {
                CredentialProof proof = utils.jsonToObject(data, new CredentialProof());
                Qualification rec = new Qualification();
                if (!rec.objectExists(proof.getQualId(),stub)) {
                    return new Response(500, "Qualification doesn't exist", null);
                } else {
                    rec = rec.fetch(proof.getQualId(), stub);
                    String proofKey = "CredentialProof" + proof.getSubject() + proof.getDescription();
                    if(utils.isInSet(Arrays.asList(rec.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = proof.createKey(proof.getSubject(), proof.getDescription());
                        proof.setSignatures(new String[proof.getRequiredAgreement().length]);
                        proof.setHash();
                        proof.commit(stub, newKey.toString().replace("\u0000",""));
                    }
                }
            } else if(registrationType.equals("qualification")) {
                Qualification rec =  utils.jsonToObject(data, new Qualification());
                CompositeKey recKey = rec.createKey( rec.getSubject(), rec.getDescription());
                if(rec.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if(rec.getParentQualifier() != null) {
                    if(!rec.objectExists(rec.getParentQualifier(), stub)) {
                        throw new NotFoundException("Parent Qualification doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : rec.getOwners()) {
                    if(!this.issuer.owners.contains(owner)) {
                        throw new NotFoundException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                rec.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException | NotFoundException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  NotFoundException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        CredentialProof proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if(this.issuer.owners.contains(cid.getId())) {
               proof = new CredentialProof();
               proof = proof.fetch("CredentialProof" + subject + desc, stub);
               proof.setRevoked(true);
               Qualification.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException | NotFoundException e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof NotFoundException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "CredentialProof".concat(subject).concat(description);
        try {
            CredentialProof proof = new CredentialProof();
            if(proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if(sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. Qualification achieved.
                        Qualification qualification = new Qualification().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(qualification.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(qualification.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if(idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            qualification.setProvidedCredentials((String[]) creds.toArray());
                            qualification.setHash();
                            qualification.setValid(true);
                            qualification.commit(stub, qualification.createKey(qualification.getSubject(), qualification.getDescription()).toString());
                            if(qualification.getParentQualifier() != null) {
                                Qualification.updateParentCredentials(stub, qualification.getParentQualifier(), qualification.getKey());
                            }
                        }
                    }
                    return new Response(200, "Signed", proof.toJson().getBytes());
                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new NotFoundException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException | NotFoundException e) {
            if(e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if(e instanceof  NotFoundException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("Qualification" + subject + description) == null)
                ? "Qualification" : "CredentialProof";

        boolean valid = false;
        try {
            switch (type) {
                case "Qualification":
                    break;
                case "CredentialProof":
                    CredentialProof providedProof = utils.jsonToObject(data, new CredentialProof());;
                    CredentialProof retrievedProof = new CredentialProof().fetch("CredentialProof" +subject + description, stub);

                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                            retrievedProof.getHash().equals(providedProof.getHash())) {
                        return new Chaincode.Response(200, type + " is valid.", data);
                    }
                    break;
            }
        } catch(IOException | NotFoundException e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }

        return new Chaincode.Response(200, ""+valid , data);
    }

}
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blob 11357�                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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blob 772�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxVerifyCredential extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        setSubject(new String(args.get(1)));

    }
}
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blob 1774�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxConfirmCredential extends TxProcedure {
    private Credential provided;
    private String proofKey;
    private Credential credential;


    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
       Map<String, byte[]> transientField = stub.getTransient();
        if (!(transientField.containsKey("credential"))) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        super.ParseFrom(args, stub);
        try {
            credential = new Credential();
            provided = utils.jsonToObject(transientField.get("credential"), new Credential());
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), provided.getDescription()).toString();
            credential = credential.fetchPrivateData(this.getIssuer().getCollectionId(), this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
    public Credential getProvidedCredential() {
        return this.provided;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgkAB8eUknA/I3VeLf
CCEE+uMJZ+8vrREQLKnoUnlExTuhRANCAASqrGcw4E5LZipHKPwvdgtNBPJvmKuX
s6OZpNGhDXLvtGXxGyUH6MAWDLuqn8U3pyN061nAXR//PuBA3vqGtYFG
-----END PRIVATE KEY-----
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commit 281�tree ad68c329b2fdb3cf973f7bb2446dd27d2ecc9cdd
parent 515e7b1879e38d0ab366dda9a68fdd3785f5aa7a
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587023732 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587023732 +0200

Create verification and implement client application
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blob 2308�package com.bchain.chaincode.Objects;


import java.io.Serializable;
import java.sql.Timestamp;
import java.util.HashSet;


public class IssuerImpl extends ObjectsOperations  implements Serializable {
    private HashSet<String> owners =  null;
    private HashSet<String> participants = null;
    private String[] requiredCredentials = null;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private HashSet<String> subIssuers = null;
    private Timestamp created;
    private Timestamp expired;

    public String getRecordsId() {
        return recordsId;
    }

    public void setExpired(Timestamp expired) {
        this.expired = expired;
    }

    public String[] getRequiredCredentials() {
        return requiredCredentials;
    }

    public HashSet<String> getSubIssuers() {
        return subIssuers;
    }
    public HashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }

    public void setOwners(HashSet<String> owners) {
        this.owners = owners;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getCreator() {
        return creator;
    }

    public void setCreator(String creator) {
        this.creator = creator;
    }

    public IssuerImpl(HashSet<String> owners, HashSet<String> users, HashSet<String> subIssuers, String[] requiredCredentials, String orgIdentifier, String creator, String recordId, String description) {
        this.owners = owners;
        this.participants = users;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.requiredCredentials = requiredCredentials;
        this.description = description;
        this.created = created;
        this.expired = expired;
    }
    public IssuerImpl() {}

    public HashSet<String> getParticipants() {
        return participants;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public boolean isExpired(Timestamp currTime) {
        return expired.after(currTime);
    }
}
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blob 56�package Networktest;

public class ClientParameters {
}











thesis-work/.git/objects/27/8218bf31daad637c774ffbe4b192cea4ba4ac3

thesis-work/.git/objects/27/8218bf31daad637c774ffbe4b192cea4ba4ac3


commit 252�tree 49eabce1986df586353c2c9cd83dd3292cef2147
parent 61574590d0a6236a97e81acc4cfccdb67fd38ac7
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589279725 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589279725 +0200

added PIVT kube project
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blob 3669�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Utilities.utils;
import javassist.NotFoundException;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.HashSet;
import java.util.List;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class Issuer2 extends ChaincodeBase {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";

    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            HashSet<String> participants = utils.stringToHashSet(args.get(3));
            String recordsId = new String(args.get(4));
            int quorum = Integer.parseInt(new String(args.get(5)));
            int nrCredentials = Integer.parseInt(new  String(args.get(8)));
            String description = new String(args.get(6));
            HashSet<String> childChainCodes = utils.stringToHashSet(args.get(7));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners,participants, childChainCodes,quorum, nrCredentials ,orgIdentifier, creator, recordsId, description );
            issuer.commit(chaincodeStub, "Issuer");
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }
        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);

    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        String function = chaincodeStub.getFunction();
        List<byte[]> args = chaincodeStub.getArgs();
        Procedure strategy = null;

        try {
            if (this.issuer == null) {
                this.issuer = new IssuerImpl().fetch("Issuer", chaincodeStub);
            }
            // 1. Init transaction proposal phase.
            strategy = createProcedure(function, args, chaincodeStub);
            // 2. Validation phase.
            strategy.validate(chaincodeStub);
            // 3. Commit phase.
            strategy.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.toString(), new byte[]{});
            } else if (e instanceof IllegalArgumentException || e instanceof IOException) {
                return new Chaincode.Response(500,  e.toString(),null);
            }
        }
        return new Chaincode.Response(200, strategy.getStatusMessage(), strategy.getResultObject().toJson().getBytes());
    }
}
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blob 1518�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.Records;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getMSPID());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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blob 1115�package main.java.com.bchain.chaincode.Objects;

import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String revoke = "revoke";
    public static final String verifyCredential = "verifyCredential"; 
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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blob 466�{{- if (index .Values "hlf-kafka").enabled }}
# Kafka service name is release name dependent
# we specify our service to make configtx.yaml release name independent
apiVersion: v1
kind: Service
metadata:
  name: hlf-kafka-service
  labels:
    name: hlf-kafka-service
spec:
  type: ClusterIP
  ports:
  - name: broker
    port: 9092
    protocol: TCP
    targetPort: kafka
  selector:
    app.kubernetes.io/name: hlf-kafka
{{- end }} {{- /* hlf-kafka.enabled */ -}}
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blob 174�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="JavaScriptSettings">
    <option name="languageLevel" value="ES6" />
  </component>
</project>
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blob 31058�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.FileOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;



@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/Networktest/yamlconfig/test.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();

    private String ts;

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml", // idx4 endorsement paths
                        "Org1MSP"
                })
            ));
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/endorsementRecorder.yaml",
                "Org1MSP,Org2MSP,Org3MSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT650\", \"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","Org1".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            if(currOrg.toLowerCase().contains("org1")) {
                org1Admin = config.getOrganizationInfo(currOrg).getPeerAdmin();
            }
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                for (String org : orgs) {
                    HFClient client1 = HFClient.createNewInstance();
                    client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client1.setUserContext(config.getPeerAdmin(org.split("MSP")[0]));
                    Channel channel1 = getChannel(channelName, client1);
                    final Collection<Peer> peers1 = getPeers(channel1, org);
                    forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
                }
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        ArrayList<String> args;
        String currOrg;
        String[] orgs = null;
        Collection<ProposalResponse> responses;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        int n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    forwardInvoke(client, channel, "registerCredential", key,chaincodeDef.get(key).get(1), transientField, null, orgs != null ? getPeers(channel, orgs) : channel.getPeers(), futures);
                    n++;
                }
            }
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        HashMap<String, byte[]> transientField = new HashMap<>();
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs = null;
        FabricUser user1;
        Collection<ProposalResponse> responses;
        String channelName = config.getChannelNames().iterator().next();
        Credential credential = new Credential();
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeConfirm = 0;
        int n = 0;

        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    for (String user : usersinOrg) {
                        transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        Channel channel = getChannel(channelName, client);
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {

            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }
    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
         return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                        BlockInfo blockInfo = null;
                        int n = 0;
                        while(n <= success.size()) {
                            for (ProposalResponse response : success) {
                                blockInfo = channel.queryBlockByTransactionID(response.getTransactionID());
                                if (blockInfo != null && blockInfo.getBlock().getData() != null) {
                                    n++;
                                    /*
                                    System.out.println("-------------");
                                    System.out.println("TxId: " +response.getTransactionID());
                                    System.out.println("Transaction count for block: " + blockInfo.getTransactionCount());
                                    System.out.println("DataCount: " +blockInfo.getBlock().getData());
                                    System.out.println("-------------");
                                    */

                                }
                            }
                        }
                    } catch (Exception e) {
                        Assert.fail();
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }

    private Object serialize(Object obj, String fileName) {
        try
        {
            FileOutputStream fos = new FileOutputStream(fileName);
            ObjectOutputStream oos = new ObjectOutputStream(fos);
            oos.writeObject(obj);
            oos.close();
            fos.close();
        }
        catch (IOException ioe)
        {
            ioe.printStackTrace();
        }
        return obj;
    }
}
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commit 265�tree edbb9a1587801bfc2c9651f5b211497a416dfe08
parent 59018acea4b81f5e80e597f5805f121c1ad2925a
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583301 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581583301 +0100

Added coursework and integrity check
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blob 1712�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();
    private String self;
    private Records records;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        self = stub.getStringState("RecorderInstance");
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }
        if (self != null) {
            getRecords();
        }
    }


    public Records getRecords() throws IOException{
        if(records != null) {
            return records;
        }
        try {
            records = utils.jsonToObject(self.getBytes(), new Records());
        } catch (IOException e) {
            throw new IOException("Recorder instance not defined.");
        }
        return records;
    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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blob 202�[
    {
     "name": "test", 
     "policy": "OR('Org1MSP.member', 'Org2MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]
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blob 413�  - StaticCollectionConfig: # protobuf oneof identifies type.
      name: "issuerCollections"
      blockToLive: 9999
      memberOnlyRead: true
      maximumPeerCount: 2
      requiredPeerCount: 2
      SignaturePolicyEnvelope: # protobuf oneOf identifies type
        identities:
          - user: {"role": {"name": "member", "mspId": "Org1MSP"}}
        policy:
          1-of:
            - signed-by: "user"
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blob 3061�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.Arrays;
import java.util.HashMap;
import java.util.LinkedList;
import java.util.Map;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private Map<String, String[]> owners = new HashMap<>();

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public Map<String, String[]> getOwners() {
        return owners;
    }

    public void setOwners(Map<String, String[]> owners) {
        this.owners = owners;
    }
}
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blob 2241�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }

    }
    @Override
    public void validate(ChaincodeStub stub) {
        
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (!parentProof.objectExists(credential.getQualId(), stub)) {
            throw new InvalidParameterException("Parent credentialproof doesn't exist!");
        } else if (credential.getData() == null || credential.getDescription() == null ||
                credential.getSubject() == null) {
            throw new InvalidParameterException("Parameters Missing [requiredAgreement] : "+(credential.getData() == null)
                    +"[data]: "+(credential.getData() == null)+ ", [description]: "+(credential.getDescription() == null)+ ", " +
                    "[subject]: " +(credential.getSubject() == null));
        } else {
            setStatusMessage("Validation of " + tx.getRegistrationType() + " Successful", "Validate");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
        credential.setRequiredAgreement(new String[credential.getRequiredAgreement().length]);
        credential.setHash();
        credential.commit(stub, newKey.toString().replace("\u0000",""));
        setStatusMessage("Committed " + tx.getRegistrationType(), "Apply");
    }
}
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blob 2951�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
            case Records.revoke:
                TxRevoke txRevoke = new TxRevoke();
                txRevoke.ParseFrom(args, stub);
                return txRevoke;
            case "editParticipants":
                TxEditParticipants txEditParticipants = new TxEditParticipants();
                txEditParticipants.ParseFrom(args, stub);
                return txEditParticipants;
        }
        return null;
    }

}
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blob 2474�package main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("type_self");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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commit 260�tree acac089c9dcb5def8d18a7c4f54a7fac5eb84fa1
parent a2c87a565d78659ef1ca8a5cdefe09e53b4627a0
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584348934 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1584348934 +0100

implement rest of the interface
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blob 681�## Basic Network Config. 
run the simple network through this command:  
./startNetworsk.sh -s Y --> starts a network with One ordering service and three peering organizations.  
jUnit tests can be run by running mvn test inside the client directory.   
Test Procedure is defined as follows:  
<ul>
 <li>1. Register users at the CA </li>
 <li>2. Distribute them to the organizations that they belong to </li>
 <li>3. Init the chaincode in org1 using private data collections and publish a public recorder that all orgs hold data for </li>
 <li>4. Register, confirm and verify credential proofs </li>
</ul>

## Running in Kubernetes
See k8s directory and inspect makecluster.sh.  
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blob 1257�package main

import (
	"encoding/json"
	"fmt"

	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"

)

type Course struct {
	name string "json:name"
	courseId string	"json:courseId"
	tutorId string "json:tutorId"
}


func (t *Course) putState(stub shim.ChaincodeStubInterface) peer.Response {
	b, err := checkArgs(stub, t.courseId)
	if err != nil {
		return shim.Error(err.Error())
	} else if b{
		return shim.Error("Object already exists!")
	}

	res, err := json.Marshal(b)
	if err != nil {
		return shim.Error("Something went wrong while marshalling object!")
	}
  	err = stub.PutState(t.courseId, res)
  	if err != nil {
  		msg := fmt.Errorf("Couldn't put state for %s got error %s", t, err)
  		return shim.Error(msg.Error())
	}
	txId := stub.GetTxID()
	stub.SetEvent("putState#Contract, success for " + txId + ". ", nil)
	r := response{OK, t.courseId,nil}
	return shim.Success(r.formatResponse())
}

func (t *Course) getState(stub shim.ChaincodeStubInterface) peer.Response {
	obj, err := queryObj(stub, t.courseId)
	if err != nil {
		r := response{ERR_READ, "Object doesn't exist", nil}
		return shim.Error(r.Message)
	}
	r := response{ OK, "QueryResult", obj}
	return shim.Success(r.formatResponse())
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgGn2XYlO/WQb7R2i3
4N9m8MXDGTqtq8tZm3Fom+uJ41mhRANCAATWY9WGcws5luetz/BD8cCCmopWnh6p
J0X0gDqVupUAESWroj0c7ZekXECEPyfVxFENZyldka+AXx5mXD9H2ABk
-----END PRIVATE KEY-----
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commit 249�tree d6034ab447a1a6cbe464bbcfeceaae3574825355
parent b6573dd2f6d8169f3a7f48e3ea84e92efaf9fc0d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589921115 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589921115 +0200

add new cryptoconfig
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blob 1125�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
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commit 366�tree ac1a0537dad0a710526e58531d8618eecb18d3ec
parent 526bfdd48c994b3ae00479af38259b570f533e76
parent f119385c3d31ba26e825702fde8a2619784c2235
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083377 +0100

Merge branch 'master' of https://github.com/JakeAJ/evaluation_hyperledger into issuerImpl
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blob 3071�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.Arrays;
import java.util.HashMap;
import java.util.LinkedList;
import java.util.Map;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private Map<String, String[]> owners = new HashMap<>();

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public Map<String, String[]> getOwners() {
        return owners;
    }

    public void setOwners(Map<String, String[]> owners) {
        this.owners = owners;
    }
}
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blob 38098�package test1;

import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 5577�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

# common persistence settings
persistence:
  storageClass: default

backup:
  # initiate backup procedure?
  enabled: false
restore:
  # initiate restore procedure?
  enabled: false

# common settings for CouchDB and CA ingresses
ingress:
  # all ingress subdomains will be created under this domain
  parentDomain:
  annotations:
    #kubernetes.io/ssl-redirect: "false"
    #cert-manager.io/cluster-issuer: letsencrypt-prod

# peer settings. applies to all peers
peer:
  logLevel: info
  # launch peer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  chaincode:
    # attach chaincode's stdout to peer?
    attachStdout: true
    logging:
      level:  info
      shim:   info
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when peer ingress controller is created
      kubernetes.io/ingress.class: "hlf-peer"
  externalService:
    # expose peers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the peer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: false
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of peers during backup procedure?
    enabled: true
  restore: 
    # restore peers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:9443
    servicePort: 9443
    tls:
      enabled: false
  metrics:
    enabled: true
    provider: prometheus
    
# CouchDB settings. applies to all CouchDB's
couchdb:
  version: 0.4.15
  userName: 
  password:
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
  backup: 
    # take backup of CouchDB's during backup procedure?
    enabled: true
  restore: 
    # restore CouchDB's data from backup during restore procedure?
    enabled: true

# Orderer settings. applies to all Orderer pods
orderer:
  # should be greater than 1 only if kafka orderer is used
  replicas: 1
  logLevel: info
  # launch orderer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  persistence:
    enabled: false
    size: 16Gi
  # when enabled, internal communication among Raft orderers are done at a different port
  # useful when you dont want to enable TLS globally (i.e for transparent load balancing)
  # has no effect if orderer type is not etcdraft
  cluster:
    enabled: false
    # raft cluster communication port. should be in synch with consenters in configtx.yaml
    port: 7059
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when orderer ingress controller is created
      kubernetes.io/ingress.class: "hlf-orderer"
  externalService:
    # expose orderers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the orderer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: false
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of orderers during backup procedure?
    enabled: true
  restore: 
    # restore orderers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:8443
    servicePort: 8443
    tls: 
      enabled: false
  metrics:
    enabled: true
    provider: prometheus    

# CA (Certificate Authority) settings. applies to all CA's
ca:
  userName: admin
  password: adminpw
  logLevel: info
  ingress:
    enabled: false

# chaincode settings
chaincode:
  # fill in this array with chaincode names to limit the chaincode ConfigMap only to these ones
  include: []


# kafka settings
hlf-kafka:
  # install kafka?
  enabled: false

  # number of Kafka brokers, should be at least 4
  # https://hyperledger-fabric.readthedocs.io/en/release-1.4/kafka.html
  replicas: 4
  podManagementPolicy: Parallel

  # TODO storage classs?
  persistence:
    enabled: false
    storageClass: default
    size: 16Gi

  configurationOverrides: 
    "default.replication.factor": 4  # given a 4 node Kafka cluster
    "unclean.leader.election.enable": false
    "min.insync.replicas": 3  # to permit one Kafka replica to go offline
    "message.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "replica.fetch.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "log.retention.ms": -1  # Since we need to keep logs indefinitely for the HL Fabric Orderer

  zookeeper:
    # should be 3, 5, or 7
    replicaCount: 3

    persistence:
      enabled: false
      storageClass: default
      size: 16Gi
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commit 277�tree fca89d32e9c7748f762f79281d0944ea214e34f5
parent 05616ce640ed9755c68a451ad6b211077fbb3759
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835679 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835679 +0200

include key files and artifacts for cluster test
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blob 7056�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes()
        }));

        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners", "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "3".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "IssuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()}));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        Map<String, byte[]> transientField = new HashMap<>();


        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstance.invoke(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  new Long(20);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                Integer.toString(20).getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());

        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        args.addAll(Arrays.asList(new byte[][]{
               "readProof".getBytes()
        }));
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        //assertEquals("Issuer is still open.", resp.getMessage());

        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
        }));
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        //chaincodeStubNaive.setCertificate(CertificatesDaCERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

    }
}
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blob 104�apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: hlf-kube
version: 0.1.0
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blob 81�package com.bchain.chaincode.Strategies;

public class TransactionCreatorHub {
}
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blob 871�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3819�package test.java.com;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0xODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiRdzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OMVGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJhdHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4GA1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMwe4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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blob 2459�package main.clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.HFClient;

import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.RegistrationRequest;

import java.io.*;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import java.util.Properties;

public class Wallet {
    private String caURL;

    public Wallet(String caURL) {
        this.caURL = caURL;
    }

    /**
     *
     * @param hfcaClient - fabric-ca-client
     * @param user - user id
     * @param MSP - msp id
     * @throws Exception
     */

    public static FabricUser register(HFCAClient hfcaClient, String user, String affiliation, String MSP, FabricUser userInfo) throws Exception {
        RegistrationRequest registrationRequest = new RegistrationRequest(user, affiliation);
        String userSecret = hfcaClient.register(registrationRequest, userInfo);
        Enrollment enrollment = hfcaClient.enroll(user, userSecret);
        return new FabricUser(user, "client", MSP, enrollment);
    }


    public static HFClient getHFClient(FabricUser user) throws Exception {
        // initialize default cryptosuite
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        // setup the client
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(user);
        client.setCryptoSuite(cryptoSuite);
        return client;
    }

    public static HFCAClient getHFCAClient(String url, Properties properties) throws Exception {
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        HFCAClient caClient = HFCAClient.createNewInstance(url, properties);
        caClient.setCryptoSuite(cryptoSuite);
        return caClient;
    }

    public static String getID(String cert) {
        X509Certificate certificate = null;
        try {

            CertificateFactory certFactory = CertificateFactory.getInstance("X.509");
            InputStream in = new ByteArrayInputStream(cert.getBytes());
            certificate = (X509Certificate) certFactory.generateCertificate(in);
        } catch (CertificateException e) {
            return null;
        }
        return "x509::" + certificate.getSubjectDN().getName() + "::" + certificate.getIssuerDN().getName();
    }
}
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blob 1144�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.Credential;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxConfirmCredential extends TxProcedure {
    private String description;
    private String proofKey;
    private Credential credential;

    public String getDescription() {
        return description;
    }

    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        super.ParseFrom(args, stub);
        this.description = new String(args.get(2));
        this.proofKey = "Credential" + this.getDescription() + this.getSubject();
        credential = new Credential().fetch(this.proofKey, stub);
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
}
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blob 1885�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxGetPrivateDataHash;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.Arrays;

public class ProcedureGetDataHash extends Procedure {
    private TxGetPrivateDataHash tx;
    private byte[] hash;

    public ProcedureGetDataHash(TxProcedure tx) {
        if (tx instanceof TxGetPrivateDataHash) {
            this.tx = (TxGetPrivateDataHash) tx;
        }
    }

    /*
        key - the name of the credential I.e. Credential<UserId><key>
     */

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String key = createKeyForObjectType(tx.getObjecType(), tx.getSubject(), tx.getKey());
        if (key != null) {
            hash = stub.getPrivateDataHash(tx.getIssuer().getCollectionId(), key);
        } else {
            throw new IOException("key doesn't exists.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        setStatusMessage("Hash for: " + tx.getKey() + " Valid: " + Arrays.equals(tx.getHash(), hash), "Apply");
    }

    private String createKeyForObjectType(String objectType, String subject, String key) {
        switch (objectType) {
            case "credential":
                return new Credential().createKey(subject,key).toString();
            case "credentialproof":
                return new CredentialProof().createKey(subject, key).toString();
        }
        return null;
    }
}
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commit 248�tree 5b8192b0e345d1d57eacdd7bf3b7ec98c448fc8c
parent de51ba9a480f3f89afbbafd7806760f0b147a302
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003650 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003650 +0200

apply maven pom fix
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blob 2491�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }

    public boolean isValid() {
        return valid;
    }
}
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blob 40546�{{- if not .Values.OrdererOrgs }}
  {{- fail "Peer-Org flow cannot be run without orderer organizations" }}
{{- end }}

{{- $ordererOrg := index .Values.OrdererOrgs 0 }}
{{- $ordererAddress := .Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
{{- $genesisProfile := index .Values.Profiles .Values.network.genesisProfile }}
{{- $consortiums := $genesisProfile.Consortiums | keys }}
{{- $vars:= dict}}
# useActualDomains: {{ $.Values.useActualDomains }}
# ordererAddress: {{ $ordererAddress }}
# consortiums: {{ $consortiums }} 

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-peer-orgs-
spec:
  entrypoint: peer-orgs

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}

  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      # only use the first orderer
      secretName: hlf-orderer--{{ $ordererOrg.Name | lower }}-tlsca

{{- range $i, $org := .Values.PeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* PeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.OrdererOrgs }}
  - name: orderer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem

{{- range $i, $host := $org.Specs }}
  - name: orderer-{{ $org.Name | lower }}-{{ $host.Hostname | lower }}-tls
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
{{ end }} {{- /* org.Specs */ -}}
{{ end }} {{- /* OrdererOrgs */ -}} {{ "" }}


{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}} {{ "" }}


  templates:
# entry point
  - name: peer-orgs
    steps:
# top level consortiums and channels
{{- if $.Values.flow.consortium.enabled }}
    - - name: consortiums
        template: consortiums
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}
{{- if $.Values.flow.channel.enabled }}
    - - name: channels
        template: channels
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# second level: consortiums
{{- if $.Values.flow.consortium.enabled }}
  - name: consortiums
    steps:
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
    - - name: {{ $consortium }}
        template: consortium--{{ $consortium }}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# second level: channels
{{- if $.Values.flow.channel.enabled }}
  - name: channels
    steps:
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: {{ $channel.name }}
        template: channel--{{ $channel.name }}
{{- $_ := set $vars "firstStep" false }}        
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# third level: consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
  - name: consortium--{{ $consortium }}
    steps:
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
    - - name: consortium-org--{{ $orgName }}
        template: consortium-org--{{ $consortium }}--{{ $orgName }}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# third level: channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: check-channel-exists
        template: check-channel-exists--{{ $channel.name }}
    - - name: channel-orgs
        template: channel-orgs--{{ $channel.name }}
        when: "{{ "{{" }}steps.check-channel-exists.outputs.result{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fourth level: consortium-org templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: consortium-org--{{ $consortium }}--{{ $orgName }}
    steps:
    - - name: check-org-in-consortium
        template: check-org-in-consortium--{{ $consortium }}--{{ $orgName }}
    - - name: add-org-to-consortium
        template: add-org-to-consortium--{{ $consortium }}--{{ $orgName }}
        when: "!{{ "{{" }}steps.check-org-in-consortium.outputs.result{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# fourth level: channel-orgs
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel-orgs--{{ $channel.name }}
    steps:
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
    - - name: {{ $orgName }}
        template: channel-org--{{ $channel.name }}--{{ $orgName }}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fifth level: channel-org templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: channel-org--{{ $channel.name }}--{{ $orgName }}
    steps:
    - - name: check-org-in-channel
        template: check-org-in-channel--{{ $channel.name }}--{{ $orgName }}
    - - name: add-org-to-channel
        template: add-org-to-channel--{{ $channel.name }}--{{ $orgName }}
        when: "!{{ "{{" }}steps.check-org-in-channel.outputs.result{{ "}}" }}"
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fifth level: add-org-to-consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: add-org-to-consortium--{{ $consortium }}--{{ $orgName }}
    steps:
    - - name: create-system-channel-config-update
        template: create-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    - - name: sign-system-channel-config-update
        template: sign-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-system-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-system-channel-config-update
        template: send-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-system-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# sixth level: add-org-to-channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: add-org-to-channel--{{ $channel.name }}--{{ $orgName }}
    steps:
    - - name: create-channel-config-update
        template: create-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    - - name: sign-channel-config-update
        template: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-channel-config-update
        template: send-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# sixth level sign-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: sign-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs }}
    - - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        template: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $ordererOrg.Name }}
{{- end }} {{- /* OrdererOrgs  */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# seventh level sign-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $signerOrgName := $channel.orgs }}
    - - name: maybe-sign-channel-config-update--{{ $signerOrgName }}
        template: maybe-sign-channel-config-update--{{ $channel.name }}--{{ $signerOrgName }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.maybe-sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $signerOrgName }}
{{- end }} {{- /* channel.orgs */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.maybe-sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf check-org-in-consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-org-in-consortium--{{ $consortium }}--{{ $orgName }}
    # consortium: {{ $consortium }}
    # org: {{ $orgName }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block from orderer system channel {{ $.Values.network.systemChannelID }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

          consortium=$(jq  '.channel_group.groups.Consortiums.groups."{{ $consortium }}"' /work/config.json) &&
          if test "$consortium" == "null"; then
            echo >&2 '-- failed to parse consortium {{ $consortium }} from config block, does it exist?'
            exit 1
          fi

          org=$(echo $consortium | jq '.groups.{{ $orgName }}MSP') &&
          if test "$org" == "null"; then
            echo >&2 '-- peer organization {{ $orgName }} does not exist in the consortium {{ $consortium }}'
            echo false
          else
            echo >&2 '-- peer organization {{ $orgName }} exists in the consortium {{ $consortium }}'
            echo true
          fi

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# leaf create-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

{{- range $i, $peerOrg := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $peerOrg.Name }}

  - name: create-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    # consortium: {{ $consortium }}
    # org: {{ $orgName }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
            
          configtxgen -printOrg {{ $orgName }}MSP -configPath=/hlf_config/ > /work/new_org.json && 
          echo '-- printed new org {{ $orgName }}MSP to new_org.json' && 
            
          peer channel fetch config /work/config_block.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched config block from orderer system channel {{ $.Values.network.systemChannelID }}' && 
                      
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/add_newpeerorg_to_consortium.sh {{ $orgName }}MSP {{ $consortium }} /work/new_org.json /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $.Values.network.systemChannelID }} /work/config.json /work/updated_config.json /work/update.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $peerOrg.Domain}}/msp/
          name: org-{{ $orgName | lower }}-msp
        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if peerOrg */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}


# leaf sign-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}

  - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: ["sh", "-c", "peer channel signconfigtx -f /work/update.pb"]

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      env:
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* consortium enabled */ -}}{{""}}

# leaf send-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

{{- range $i, $peerOrg := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $peerOrg.Name }}

  - name: send-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.systemChannel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending system channel config update, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $peerOrg.Domain}}/msp/
          name: org-{{ $peerOrg.Name | lower }}-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if peerOrg */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}


# leaf check-channel-exists templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-channel-exists--{{ $channel.name }}
    # channel: {{ $channel }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          if >&2 peer channel checkexists --channelID {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            >&2 echo '-- channel {{ $channel.name }} exists' 
            echo true
            exit 0
          else
            result=$?
            >&2 echo "-- result is: $result"
            if test $result -ne 99; then
              >&2 echo "-- result is not 99, exiting with $result"
              exit $result
            fi
          fi

          echo false


      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf check-org-in-channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-org-in-channel--{{ $channel.name }}--{{ $orgName }}
    # channel: {{ $channel }}
    # org: {{ $orgName }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

          application=$(jq  '.channel_group.groups.Application.groups."{{ $orgName }}MSP"' /work/config.json) &&
          if test "$application" == "null"; then
            echo false
          else 
            echo true
          fi          

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf create-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}

{{- range $i, $org := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $org.Name }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
        mkdir -p /work &&
                             
        configtxgen -printOrg {{ $orgName }}MSP -configPath=/hlf_config/ > /work/new_org.json &&
        echo '-- printed new new_org.json' &&

        peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
            {{- if $.Values.tlsEnabled }}
                --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
        && echo '-- fetched config block' &&
        
        configtxlator proto_decode --input /work/config_block.pb --type common.Block \
              | jq .data.data[0].payload.data.config > /work/config.json &&
        echo '-- trimmed envelope from config block and converted to json' &&
        
        /hlf-scripts/add_newpeerorg_to_channel_config.sh {{ $orgName }}MSP /work/new_org.json /work/config.json /work/updated_config.json &&
        /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain}}/msp/
          name: org-{{ $orgName | lower }}-msp
        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf maybe-sign-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: maybe-sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo '-- trimmed envelope from config block and converted to json' &&

          application=$(jq  '.channel_group.groups.Application.groups."{{ $orgName }}MSP"' /work/config.json) &&
          if test "$application" == "null"; then
            echo '-- peer org {{ $orgName }} is not in channel {{ $channel.name }}, skipping signing config update'
            exit 0
          else 
            echo '-- peer org {{ $orgName }} is in channel {{ $channel.name }}, will sign config update..'
          fi &&

          # we fetched the config by first orderer MSP, now switch to org MSP to sign the config update
          CORE_PEER_LOCALMSPID={{ $orgName }}MSP \
          CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/fabric/org-admin-msp/ \
          peer channel signconfigtx -f /work/update.pb 

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /etc/hyperledger/fabric/org-admin-msp/
          name: peer-{{ $orgName | lower }}-admin-msp

      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf send-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.channel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending channel config update for channel {{ $channel.name }}, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}
---
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg9+6JzWoqILy2yCWg
IL7eTvjEQoDR7vjZdcgTLiNvMSehRANCAASuh1tpQ110OaJD9VAcA4asfroh736N
LDT2KA7MKwbqtaGDEej6xsQ/cKZZWJ6/hG2Kc+3YaIeg7hWZPxYqaHgt
-----END PRIVATE KEY-----
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blob 46�package main



var data = []struct {

} {

}
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blob 125�peer:
  persistence:
    enabled: true

orderer:
  persistence:
    enabled: true

couchdb:
  persistence:
    enabled: true
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blob 2596�package main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of test.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance;
        try {
            // Resolve type of test, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to test.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), new byte[]{});
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            this.currentChaincodeInstance = TypeResolver.ResolveCurrentType(chaincodeStub);
            // 1. Init transaction proposal phase.
            procedure = TxProcedure.createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            return new Chaincode.Response(500,   e.getMessage(), new byte[]{});
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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blob 997�package com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public boolean isValid = true;
    public boolean leaf;
    private Map<String, TrieNode> children = new HashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(Map<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }


}
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blob 2334�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxVerifyCredential extends TxProcedure {
    private String trieParent;
    private String orgIdentifier;
    private String trieKey;
    private byte[] dataHashToVerify;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        Map<String, byte[]> transientField = stub.getTransient();
        if (!(transientField.containsKey("subject") && transientField.containsKey("key")
                && transientField.containsKey("orgIdentifier") && transientField.containsKey("dataHash"))) {
            throw new IllegalArgumentException("Parameters not given: [subject]: " +transientField.containsKey("subject")
                    + " [key]: "+transientField.containsKey("key") +" [orgIdentifier]: "+transientField.containsKey("orgIdentifier")
                    +" [dataHash]: " + transientField.containsKey("dataHash"));
        }
        setSubject(new String(transientField.get("subject")));
        this.trieKey = new String(transientField.get("key"));
        this.orgIdentifier = new String(transientField.get("orgIdentifier"));
        this.dataHashToVerify = transientField.get("dataHash");

        if (trieKey.contains(".")) {
            this.trieParent = trieKey.split("\\.")[0];
        }
    }

    public String getStoredKey() {
        return trieParent;
    }

    public byte[] getDataToVerify() {
        return dataHashToVerify;
    }

    public void setDataToVerify(byte[] dataToVerify) {
        this.dataHashToVerify = dataToVerify;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public String getTrieKey() {
        return trieKey;
    }

    public byte[] getDataHashToVerify() {
        return dataHashToVerify;
    }
}
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blob 3931�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 479�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type GradeSystem struct {

}

const (
	OK string = "COMMAND SUCCESFUL"
	ERR_READ string = "READ COMMAND FAILED"
	ERR_WRITE string = "WRITE COMMAND FAILED"

)


func (t *GradeSystem) Init(stub shim.ChaincodeStubInterface) peer.Response {
	r := response{
		Code:    OK,
		Message: "INITIALIZED",
		Payload: nil,
	}
	return shim.Success(r.formatResponse())
}
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blob 1228�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;

public class TxRecorder extends TxProcedure {
    ArrayList<CredentialProof> proofsToRecord = new ArrayList<>();

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        CredentialProof credentialProof;
        for (String proof : proofs) {
            credentialProof = utils.jsonToObject(proof.getBytes(), new CredentialProof());
            proofsToRecord.add(credentialProof);
        }

    }

    @Override
    public ArrayList<CredentialProof> getInstance() {
          return this.proofsToRecord;
    }

}
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 200�package com.bchain.chaincode.Exceptions;

public class QualificationDuplicateException extends Exception {
    public QualificationDuplicateException(String message) {
        super(message);
    }
}
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blob 1099�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.IssuerImpl;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private IssuerImpl issuerInstance;
    private Timestamp tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = Timestamp.valueOf(new String( args.get(2)));
    }

    public IssuerImpl getIssuerInstance() {
        return this.issuerInstance;
    }
    public void setIssuerInstance(IssuerImpl issuer) {
        this.issuerInstance = issuer;
    }
    public Timestamp getTsClose() {
        return tsClose;
    }
}
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commit 248�tree 26a99a46128ce5d49c669f9f01cbba5cb677b3da
parent 758115718d5cead64ad8f0620e4bd45a1cb22f8d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590315211 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590315211 +0200

update block config
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blob 1556�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxEditParticipants extends TxProcedure {

    private LinkedHashSet<String> particpants;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setIssuer(stub);
        setCid(new ClientIdentity(stub));
        Map<String, byte[]> transientField = stub.getTransient();

        if (!transientField.containsKey("participants")) {
            throw new IllegalArgumentException("participants must be provided!");
        }
        String participantsProvided = new String(transientField.get("participants"));
        if (!utils.checkFormat(participantsProvided, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Participants must be provided in an array format.");
        }
        this.particpants = utils.stringToHashSet(participantsProvided);
    }

    public LinkedHashSet<String> getParticpants() {
        return particpants;
    }

    public void setParticpants(LinkedHashSet<String> particpants) {
        this.particpants = particpants;
    }
}
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blob 3836�package test.java.com.bchain.chaincode;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0xODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiRdzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OMVGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJhdHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4GA1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMwe4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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blob 10163�package test.java.com.bchain.chaincode;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private Map<String, byte[]> transientField = new HashMap<>();
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): "".getBytes();
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    public Map<String, byte[]> getTransientField() {
        return transientField;
    }

    public void setTransientField(Map<String, byte[]> transientField) {
        this.transientField = transientField;
    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return this.transientField;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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blob 774�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 916�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2291�tlsEnabled: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]
    - name: private-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Valhalla, Cimmeria]
    - name: private-karga-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Karga, Valhalla, Cimmeria]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis,Valhalla, Cimmeria]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
      - name: private-valhalla-cimmeria
        orgs: [Valhalla, Cimmeria]
        policy: OR('ValhallaMSP.member','CimmeriaMSP.member')
      - name: private-karga-valhalla-cimmeria
        orgs: [Karga, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgJuEiwTJoDNli3DYp
Fyg9MCPa7Xv3U1tFvlcHw3kcDkKhRANCAAQLfnDBk0tCxoOghoY39gx9tsB1yNCT
z/fkFSwklgvsk7As234Y2rdvkNoLGzCDlMZt7Fq5wP/HVzMJ6Ky9+Is3
-----END PRIVATE KEY-----
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blob 1733�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxConfirmCredential extends TxProcedure {
    private Credential provided;
    private String proofKey;
    private Credential credential;


    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        super.ParseFrom(args, stub);
        if (!(getTransientMap().containsKey("credential"))) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        try {
            credential = new Credential();
            provided = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), provided.getDescription()).toString();
            credential = credential.fetchPrivateData(this.getIssuer().getCollectionId(), this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
    public Credential getProvidedCredential() {
        return this.provided;
    }
}
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blob 1876�#!/bin/bash

# takes config.json and updated_config.json as inputs
# calculate a config update, wraps in enveleope and convert to protobuf format
# the resulting output block is ready for `peer channel update`

if test "$#" -ne 4; then
   echo "usage: prepare_config_update_block.sh <channelID> <config.json> <updated_config.json> <output_block>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

channelID=$1
config_json=$2
updated_config_json=$3
output_block=$4
workdir="/tmp"

# convert config.json and updated_config.json to protobuf
configtxlator proto_encode --input "$config_json" --type common.Config --output $workdir/config.pb
echo "-- converted $config_json to protobuf"
configtxlator proto_encode --input "$updated_config_json" --type common.Config --output $workdir/updated_config.pb
echo "-- converted $updated_config_json to protobuf"

# calculate compute_update
configtxlator compute_update --channel_id $channelID --original $workdir/config.pb --updated $workdir/updated_config.pb --output $workdir/config_update.pb
echo "-- calculated compute_update and wrote to config_update.pb"

# convert config_update.pb to json
configtxlator proto_decode --input $workdir/config_update.pb --type common.ConfigUpdate | jq . > $workdir/config_update.json
echo "-- converted config_update.pb to json"

# wrap in envelope
echo '{"payload":{"header":{"channel_header":{"channel_id":'$(echo \"$channelID\")', "type":2}},"data":{"config_update":'$(cat $workdir/config_update.json)'}}}' \
        | jq . > $workdir/config_update_in_envelope.json
echo "-- wrapped config_update.json in envelope"

# convert to protobuf
configtxlator proto_encode --input $workdir/config_update_in_envelope.json --type common.Envelope --output "$output_block"
echo "-- wrote final protobuf to $output_block"
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blob 3941�package main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 49315�rbac:
  create: true

podSecurityPolicy:
  enabled: false

imagePullSecrets:
# - name: "image-pull-secret"

## Define serviceAccount names for components. Defaults to component's fully qualified name.
##
serviceAccounts:
  alertmanager:
    create: false
    name:
    annotations: {}
  nodeExporter:
    create: false
    name:
    annotations: {}
  pushgateway:
    create: true
    name:
    annotations: {}
  server:
    create: true
    name:
    annotations: {}

alertmanager:
  ## If false, alertmanager will not be installed
  ##
  enabled: true

  ## alertmanager container name
  ##
  name: alertmanager

  ## alertmanager container image
  ##
  image:
    repository: prom/alertmanager
    tag: v0.20.0
    pullPolicy: IfNotPresent

  ## alertmanager priorityClassName
  ##
  priorityClassName: ""

  ## Additional alertmanager container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  baseURL: "http://localhost:9093"

  ## Additional alertmanager container environment variable
  ## For instance to add a http_proxy
  ##
  extraEnv: {}

  ## Additional alertmanager Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: alertmanager-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.alertmanager.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ## The name of a secret in the same kubernetes namespace which contains the Alertmanager config
  ## Defining configFromSecret will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configFromSecret: ""

  ## The configuration file name to be loaded to alertmanager
  ## Must match the key within configuration loaded from ConfigMap/Secret
  ##
  configFileName: alertmanager.yml

  ingress:
    ## If true, alertmanager Ingress will be created
    ##
    enabled: false

    ## alertmanager Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## alertmanager Ingress additional labels
    ##
    extraLabels: {}

    ## alertmanager Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - alertmanager.domain.com
    #   - domain.com/alertmanager

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## alertmanager Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - alertmanager.domain.com

  ## Alertmanager Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## Node tolerations for alertmanager scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for alertmanager pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, alertmanager will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## alertmanager data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## alertmanager data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## alertmanager data Persistent Volume existing claim name
    ## Requires alertmanager.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## alertmanager data Persistent Volume mount root path
    ##
    mountPath: /data

    ## alertmanager data Persistent Volume size
    ##
    size: 2Gi

    ## alertmanager data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## alertmanager data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of alertmanager data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  ## Annotations to be added to alertmanager pods
  ##
  podAnnotations: {}
    ## Tell prometheus to use a specific set of alertmanager pods
    ## instead of all alertmanager pods found in the same namespace
    ## Useful if you deploy multiple releases within the same namespace
    ##
    ## prometheus.io/probe: alertmanager-teamA

  ## Labels to be added to Prometheus AlertManager pods
  ##
  podLabels: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}

      ## Enabling peer mesh service end points for enabling the HA alert manager
      ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
      # enableMeshPeer : true

      servicePort: 80

  ## alertmanager resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to alertmanager pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## Enabling peer mesh service end points for enabling the HA alert manager
    ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
    # enableMeshPeer : true

    ## List of IP addresses at which the alertmanager service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    # nodePort: 30000
    sessionAffinity: None
    type: ClusterIP

## Monitors ConfigMap changes and POSTs to a URL
## Ref: https://github.com/jimmidyson/configmap-reload
##
configmapReload:
  prometheus:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}
  alertmanager:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}

kubeStateMetrics:
  ## If false, kube-state-metrics sub-chart will not be installed
  ##
  enabled: true

## kube-state-metrics sub-chart configurable values
## Please see https://github.com/helm/charts/tree/master/stable/kube-state-metrics
##
# kube-state-metrics:

nodeExporter:
  ## If false, node-exporter will not be installed
  ##
  enabled: true

  ## If true, node-exporter pods share the host network namespace
  ##
  hostNetwork: true

  ## If true, node-exporter pods share the host PID namespace
  ##
  hostPID: true

  ## node-exporter container name
  ##
  name: node-exporter

  ## node-exporter container image
  ##
  image:
    repository: prom/node-exporter
    tag: v0.18.1
    pullPolicy: IfNotPresent

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## node-exporter priorityClassName
  ##
  priorityClassName: ""

  ## Custom Update Strategy
  ##
  updateStrategy:
    type: RollingUpdate

  ## Additional node-exporter container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional node-exporter hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: textfile-dir
    #   mountPath: /srv/txt_collector
    #   hostPath: /var/lib/node-exporter
    #   readOnly: true
    #   mountPropagation: HostToContainer

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   configMap: certs-configmap
    #   readOnly: true

  ## Node tolerations for node-exporter scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for node-exporter pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to node-exporter pods
  ##
  podAnnotations: {}

  ## Labels to be added to node-exporter pods
  ##
  pod:
    labels: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## node-exporter resource limits & requests
  ## Ref: https://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 200m
    #   memory: 50Mi
    # requests:
    #   cpu: 100m
    #   memory: 30Mi

  ## Security context to be added to node-exporter pods
  ##
  securityContext: {}
    # runAsUser: 0

  service:
    annotations:
      prometheus.io/scrape: "true"
    labels: {}

    # Exposed as a headless service:
    # https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
    clusterIP: None

    ## List of IP addresses at which the node-exporter service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    hostPort: 9100
    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9100
    type: ClusterIP

server:
  ## Prometheus server container name
  ##
  enabled: true
  name: server
  sidecarContainers:

  ## Prometheus server container image
  ##
  image:
    repository: prom/prometheus
    tag: v2.16.0
    pullPolicy: IfNotPresent

  ## prometheus server priorityClassName
  ##
  priorityClassName: ""

  # EnableServiceLinks indicates whether information about services should be injected into pod's environment variables, matching the syntax of Docker links.
  enableServiceLinks: true

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  ## Maybe same with Ingress host name
  baseURL: ""

  ## Additional server container environment variables
  ##
  ## You specify this manually like you would a raw deployment manifest.
  ## This means you can bind in environment variables from secrets.
  ##
  ## e.g. static environment variable:
  ##  - name: DEMO_GREETING
  ##    value: "Hello from the environment"
  ##
  ## e.g. secret environment variable:
  ## - name: USERNAME
  ##   valueFrom:
  ##     secretKeyRef:
  ##       name: mysecret
  ##       key: username
  env: []

  extraFlags:
    - web.enable-lifecycle
    ## web.enable-admin-api flag controls access to the administrative HTTP API which includes functionality such as
    ## deleting time series. This is disabled by default.
    # - web.enable-admin-api
    ##
    ## storage.tsdb.no-lockfile flag controls BD locking
    # - storage.tsdb.no-lockfile
    ##
    ## storage.tsdb.wal-compression flag enables compression of the write-ahead log (WAL)
    # - storage.tsdb.wal-compression

  ## Path to a configuration file on prometheus server container FS
  configPath: /etc/config/prometheus.yml

  global:
    ## How frequently to scrape targets by default
    ##
    scrape_interval: 1m
    ## How long until a scrape request times out
    ##
    scrape_timeout: 10s
    ## How frequently to evaluate rules
    ##
    evaluation_interval: 1m
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
  ##
  remoteWrite: []
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read
  ##
  remoteRead: []

  ## Additional Prometheus server container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional Prometheus server Volume mounts
  ##
  extraVolumeMounts: []

  ## Additional Prometheus server Volumes
  ##
  extraVolumes: []

  ## Additional Prometheus server hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: certs-dir
    #   mountPath: /etc/kubernetes/certs
    #   subPath: ""
    #   hostPath: /etc/kubernetes/certs
    #   readOnly: true

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   subPath: ""
    #   configMap: certs-configmap
    #   readOnly: true

  ## Additional Prometheus server Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: prom-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.server.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/server-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ingress:
    ## If true, Prometheus server Ingress will be created
    ##
    enabled: false

    ## Prometheus server Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## Prometheus server Ingress additional labels
    ##
    extraLabels: {}

    ## Prometheus server Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - prometheus.domain.com
    #   - domain.com/prometheus

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## Prometheus server Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-server-tls
    #     hosts:
    #       - prometheus.domain.com

  ## Server Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## hostAliases allows adding entries to /etc/hosts inside the containers
  hostAliases: []
  #   - ip: "127.0.0.1"
  #     hostnames:
  #       - "example.com"

  ## Node tolerations for server scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for Prometheus server pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, Prometheus server will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## Prometheus server data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## Prometheus server data Persistent Volume annotations
    ##
    annotations: {}

    ## Prometheus server data Persistent Volume existing claim name
    ## Requires server.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## Prometheus server data Persistent Volume mount root path
    ##
    mountPath: /data

    ## Prometheus server data Persistent Volume size
    ##
    size: 8Gi

    ## Prometheus server data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## Prometheus server data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of Prometheus server data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  emptyDir:
    sizeLimit: ""

  ## Annotations to be added to Prometheus server pods
  ##
  podAnnotations: {}
    # iam.amazonaws.com/role: prometheus

  ## Labels to be added to Prometheus server pods
  ##
  podLabels: {}

  ## Prometheus AlertManager configuration
  ##
  alertmanagers: []

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    annotations: {}
    labels: {}
    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}
      servicePort: 80

  ## Prometheus server readiness and liveness probe initial delay and timeout
  ## Ref: https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
  ##
  readinessProbeInitialDelay: 30
  readinessProbeTimeout: 30
  readinessProbeFailureThreshold: 3
  readinessProbeSuccessThreshold: 1
  livenessProbeInitialDelay: 30
  livenessProbeTimeout: 30
  livenessProbeFailureThreshold: 3
  livenessProbeSuccessThreshold: 1

  ## Prometheus server resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 500m
    #   memory: 512Mi
    # requests:
    #   cpu: 500m
    #   memory: 512Mi

  ## Vertical Pod Autoscaler config
  ## Ref: https://github.com/kubernetes/autoscaler/tree/master/vertical-pod-autoscaler
  verticalAutoscaler:
    ## If true a VPA object will be created for the controller (either StatefulSet or Deployemnt, based on above configs)
    enabled: false
    # updateMode: "Auto"
    # containerPolicies:
    # - containerName: 'prometheus-server'

  ## Security context to be added to server pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the Prometheus server service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    sessionAffinity: None
    type: ClusterIP

    ## Enable gRPC port on service to allow auto discovery with thanos-querier
    gRPC:
      enabled: false
      servicePort: 10901
      # nodePort: 10901

    ## If using a statefulSet (statefulSet.enabled=true), configure the
    ## service to connect to a specific replica to have a consistent view
    ## of the data.
    statefulsetReplica:
      enabled: false
      replica: 0

  ## Prometheus server pod termination grace period
  ##
  terminationGracePeriodSeconds: 300

  ## Prometheus data retention period (default if not specified is 15 days)
  ##
  retention: "15d"

pushgateway:
  ## If false, pushgateway will not be installed
  ##
  enabled: true

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  ## pushgateway container name
  ##
  name: pushgateway

  ## pushgateway container image
  ##
  image:
    repository: prom/pushgateway
    tag: v1.0.1
    pullPolicy: IfNotPresent

  ## pushgateway priorityClassName
  ##
  priorityClassName: ""

  ## Additional pushgateway container arguments
  ##
  ## for example: persistence.file: /data/pushgateway.data
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ingress:
    ## If true, pushgateway Ingress will be created
    ##
    enabled: false

    ## pushgateway Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## pushgateway Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - pushgateway.domain.com
    #   - domain.com/pushgateway

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## pushgateway Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - pushgateway.domain.com

  ## Node tolerations for pushgateway scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for pushgateway pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to pushgateway pods
  ##
  podAnnotations: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  replicaCount: 1

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## pushgateway resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to push-gateway pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true

  service:
    annotations:
      prometheus.io/probe: pushgateway
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the pushgateway service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9091
    type: ClusterIP

  ## pushgateway Deployment Strategy type
  # strategy:
  #   type: Recreate

  persistentVolume:
    ## If true, pushgateway will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: false

    ## pushgateway data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## pushgateway data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## pushgateway data Persistent Volume existing claim name
    ## Requires pushgateway.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## pushgateway data Persistent Volume mount root path
    ##
    mountPath: /data

    ## pushgateway data Persistent Volume size
    ##
    size: 2Gi

    ## pushgateway data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## pushgateway data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of pushgateway data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""


## alertmanager ConfigMap entries
##
alertmanagerFiles:
  alertmanager.yml:
    global: {}
      # slack_api_url: ''

    receivers:
      - name: default-receiver
        # slack_configs:
        #  - channel: '@you'
        #    send_resolved: true

    route:
      group_wait: 10s
      group_interval: 5m
      receiver: default-receiver
      repeat_interval: 3h

## Prometheus server ConfigMap entries
##
serverFiles:

  ## Alerts configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
  alerting_rules.yml: {}
  # groups:
  #   - name: Instances
  #     rules:
  #       - alert: InstanceDown
  #         expr: up == 0
  #         for: 5m
  #         labels:
  #           severity: page
  #         annotations:
  #           description: '{{ $labels.instance }} of job {{ $labels.job }} has been down for more than 5 minutes.'
  #           summary: 'Instance {{ $labels.instance }} down'
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use alerting_rules.yml
  alerts: {}

  ## Records configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
  recording_rules.yml: {}
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use recording_rules.yml
  rules: {}

  prometheus.yml:
    rule_files:
      - /etc/config/recording_rules.yml
      - /etc/config/alerting_rules.yml
    ## Below two files are DEPRECATED will be removed from this default values file
      - /etc/config/rules
      - /etc/config/alerts

    scrape_configs:
      - job_name: hyperledger_metrics
        static_configs:
          - targets:
            - hlf-peer--uit--peer0:9443
            - hlf-peer--uit--peer1:9443
            - hlf-peer--uit--peer2:9443
            - hlf-peer--uis--peer0:9443
            - hlf-peer--uis--peer1:9443
            - hlf-peer--uis--peer2:9443
            - hlf-peer--ntnu--peer0:9443
            - hlf-peer--ntnu--peer1:9443
            - hlf-peer--ntnu--peer2:9443
            - hlf-orderer--org1--orderer0:8443
            - hlf-orderer--org1--orderer1:8443
            - hlf-orderer--org2--orderer0:8443
            - hlf-orderer--org2--orderer1:8443



      # A scrape configuration for running Prometheus on a Kubernetes cluster.
      # This uses separate scrape configs for cluster components (i.e. API server, node)
      # and services to allow each to use different authentication configs.
      #
      # Kubernetes labels will be added as Prometheus labels on metrics via the
      # `labelmap` relabeling action.

      # Scrape config for API servers.
      #
      # Kubernetes exposes API servers as endpoints to the default/kubernetes
      # service so this uses `endpoints` role and uses relabelling to only keep
      # the endpoints associated with the default/kubernetes service using the
      # default named port `https`. This works for single API server deployments as
      # well as HA API server deployments.
      - job_name: 'kubernetes-apiservers'

        kubernetes_sd_configs:
          - role: endpoints

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        # Keep only the default/kubernetes service endpoints for the https port. This
        # will add targets for each API server which Kubernetes adds an endpoint to
        # the default/kubernetes service.
        relabel_configs:
          - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_service_name, __meta_kubernetes_endpoint_port_name]
            action: keep
            regex: default;kubernetes;https

      - job_name: 'kubernetes-nodes'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics


      - job_name: 'kubernetes-nodes-cadvisor'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        # This configuration will work only on kubelet 1.7.3+
        # As the scrape endpoints for cAdvisor have changed
        # if you are using older version you need to change the replacement to
        # replacement: /api/v1/nodes/$1:4194/proxy/metrics
        # more info here https://github.com/coreos/prometheus-operator/issues/633
        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics/cadvisor

      # Scrape config for service endpoints.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints'

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      # Scrape config for slow service endpoints; same as above, but with a larger
      # timeout and a larger interval
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      - job_name: 'prometheus-pushgateway'
        honor_labels: true

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: pushgateway

      # Example scrape config for probing services via the Blackbox Exporter.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/probe`: Only probe services that have a value of `true`
      - job_name: 'kubernetes-services'

        metrics_path: /probe
        params:
          module: [http_2xx]

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: true
          - source_labels: [__address__]
            target_label: __param_target
          - target_label: __address__
            replacement: blackbox
          - source_labels: [__param_target]
            target_label: instance
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            target_label: kubernetes_name

      # Example scrape config for pods
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods'

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

      # Example Scrape config for pods which should be scraped slower. An useful example
      # would be stackriver-exporter which querys an API on every scrape of the pod
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

# adds additional scrape configs to prometheus.yml
# must be a string so you have to add a | after extraScrapeConfigs:
# example adds prometheus-blackbox-exporter scrape config
extraScrapeConfigs:
  # - job_name: 'prometheus-blackbox-exporter'
  #   metrics_path: /probe
  #   params:
  #     module: [http_2xx]
  #   static_configs:
  #     - targets:
  #       - https://example.com
  #   relabel_configs:
  #     - source_labels: [__address__]
  #       target_label: __param_target
  #     - source_labels: [__param_target]
  #       target_label: instance
  #     - target_label: __address__
  #       replacement: prometheus-blackbox-exporter:9115

# Adds option to add alert_relabel_configs to avoid duplicate alerts in alertmanager
# useful in H/A prometheus with different external labels but the same alerts
alertRelabelConfigs:
  # alert_relabel_configs:
  # - source_labels: [dc]
  #   regex: (.+)\d+
  #   target_label: dc

networkPolicy:
  ## Enable creation of NetworkPolicy resources.
  ##
  enabled: false
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blob 495�package chaincode_2

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type IwriteRead interface {
	PutState(stub shim.ChaincodeStubInterface) peer.Response
	GetState(stub shim.ChaincodeStubInterface) peer.Response
}

func Commit(stub shim.ChaincodeStubInterface, inst IwriteRead) peer.Response {
	return inst.PutState(stub)
}
func Fetch(stub shim.ChaincodeStubInterface, inst IwriteRead) peer.Response {
	return inst.GetState(stub)
}
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blob 97�crypto-config/
channel-artifacts/
wtf.yaml
tmp/*
**/hostAliases.yaml
**/externalHostAliases.yaml
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blob 2767�package com.bchain.chaincode.Objects;


import java.io.Serializable;
import java.sql.Timestamp;
import java.util.HashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    private HashSet<String> owners =  new HashSet<>();
    private HashSet<String> participants = new HashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private HashSet<String> subIssuers = new HashSet<>();
    private String collectionId;
    private Timestamp created;
    private Timestamp expired;


    public Issuer(HashSet<String> owners, HashSet<String> users, HashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.participants = users;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public HashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(Timestamp created) {
        this.created = created;
    }
    public boolean isExpired(Timestamp currTime) {
        return currTime.after(expired);
    }
    public void setExpired(Timestamp expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public HashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public HashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(HashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public Timestamp getCreated() {
        return created;
    }
    public Timestamp getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }
}
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blob 3915�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

    public CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {

        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

   public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }



    public boolean isValid() {
        return valid;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg9Z++OwY8ZtNPGmCo
m3RFGSf2ZqFhibsSC2wIVB+FKvahRANCAASOLKT1cOiPqSEpVVTEkiP4RjPrOC+7
K6EFo999JCsNTACRMZulGM0j7tOUhrz0PVYhtXGZiIU32aWDYUEmkLzd
-----END PRIVATE KEY-----
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blob 1606�tlsEnabled: false
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 4009�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonIgnore;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

    public CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {

        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

   public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }



    public boolean isValid() {
        return valid;
    }
}
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blob 834�-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----
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blob 5016�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org2.example.com
              Port: 9051
################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 10

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 512 KB

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects
        # NOTE: Use IP:port notation
        Brokers:
            - 127.0.0.1:9092

        # Organizations is the list of orgs which are defined as participants on
        # the orderer side of the network
    Organizations:

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
    TwoOrgsChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
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blob 3963�package main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private ArrayList<String> providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new ArrayList<>();
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public ArrayList<String> getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(ArrayList<String> providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.size() >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }

    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 37936�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(40);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 50; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTrannsientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        },executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 957�{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    component: hlf-orderer
    fqdn: {{ $host.Hostname }}.{{ $org.Domain }}
    addToHostAliases: "true"
spec:
  type: NodePort
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
  {{- if $.Values.orderer.cluster.enabled }}
  - protocol: TCP
    port: {{ $.Values.orderer.cluster.port }}
    name: grpc-cluster
  {{- end }}  
  # to verify 
  {{- if $.Values.orderer.operations.enabled }}  
  - protocol: TCP
    port: {{ $.Values.orderer.operations.servicePort }}
    name: operations  
  {{- end }}  
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
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blob 3567�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    public CompositeKey createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        String res = stub.getStringState(compositeKey);
        return res != null && !res.isEmpty();
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {
        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public boolean isValid() {
        return valid;
    }
}
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blob 6019�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;

import java.io.File;
import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.assertTrue;


public class InitializeConfig {
    private NetworkConfig config;
    private static String path = "/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/clientapplication/Network/yamlconfig/test.yaml";
    //Logger logger = new Logger(InitializeConfig.class);
    ArrayList<FabricUser> users = new ArrayList<>();
    HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();



    private void initConfig() {
        chaincodeDef.put("Issuer",
                new ArrayList<>(Arrays.asList(new String[]{"ChaincodeInstance", "IssuerDat520", "1",
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                        System.getProperty("user.dir")+"/src/test/java/Networktest/jsonfiles/collections.json",

                })
            ));
        chaincodeDef.put("Issuer-params",
                new ArrayList<String>(Arrays.asList(new String[]{"Issuer", })));
        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }



    public void startChaincode(String channelName, String orgName, String chaincodeName, String version,
                                String endorsementPath,
                               String collectionsPath, String chaincodePath, String chaincodeId, long timeInMillis, String[] args) throws Exception {
        if ( timeInMillis == 0L){
            timeInMillis = 10000;
        }
        HFClient client = createInstancewithUserContext(orgName, config);
        Channel channel = client.loadChannelFromConfig(channelName, config);
        Collection<ProposalResponse> responses = ChaincodeOperations.Instantiate(client, channel, chaincodeName, chaincodeId, version, args, endorsementPath, collectionsPath);
        System.out.println("Instantiating chaincode: " + chaincodeName + " verison: " + version);
        handleResponses(responses);
        Thread.sleep(timeInMillis);
        responses = ChaincodeOperations.Install(client, channel, chaincodeName, version, chaincodePath);
        handleResponses(responses);
    }

    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 100; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser user = null;
        FabricUser adminUser = null;
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            }
            user = Wallet.register(client, usernames.get(i), currOrg.getName().toLowerCase() + ".department1", currOrg.getMspId(), adminUser);
            users.add(user);
        }
        assertTrue(users.size() == 100);
    }
    @Test
    @Order(2)
    public void testInitChaincode() throws NetworkConfigurationException, InvalidArgumentException{
        HFClient client = HFClient.createNewInstance();
        for (String channelName : config.getChannelNames()) {
            Channel channel = client.getChannel(channelName);
            client.setUserContext(config.getPeerAdmin(channel.getOrderersOrganizationMSPIDs().iterator().next().split("MSP")[0]));
            //ChaincodeOperations.Instantiate(client, channel,  )
        }
    }

}
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blob 402�A scaled up HL Fabric network with 3 nodes of Raft orderer spanning 2 organizations and 2 peers per organization. 
Also demonstrates how TLS can be enabled and actual domain names (instead of internal Kubernetes service names) can be used.

Note, when TLS is enabled, transparent load balancing is not posssible.

See scaled-raft-no-tls sample for how to use Raft orderer without enabling TLS globally.
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blob 1598�{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $commonName := printf "%s.%s" $host.Hostname $org.Domain }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
  labels:
    orgName: {{ $org.Name }}
    commonName: {{ $commonName }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/config.yaml" $org.Domain $commonName ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/signcerts/%s-cert.pem" $org.Domain $commonName $commonName ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $commonName $org.Domain) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $commonName $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/keystore/*" $org.Domain $commonName ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/ordererOrganizations/%s/orderers/%s/msp/keystore/" $org.Domain $commonName ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
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commit 266�tree 654d8f21956303c474a0e360423548ad01ccd2a6
parent 2d660f38b715d002918be40da8691bbb62996d54
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235013 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235013 +0100

Added confirmCredential functionality
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blob 190�# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

flow:
  chaincode:
    parallel: false
  install:
    enabled: false
  instantiate:
    enabled: false










thesis-work/.git/objects/3c/f3b5abff57aec8d2cb87c89c66c54f7380fe73

thesis-work/.git/objects/3c/f3b5abff57aec8d2cb87c89c66c54f7380fe73


blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgsnzgO7G9n1fNKCgZ
0pDvFiWnpw0CUjcOLGoDAZYuXQihRANCAAQ6kwPku9Rb+JVFwi8C0QIxU8LsFYif
0GYNUtApI5jirHziLvsfaNkhSy/1mJrYSZGntFFsqANgjbMQ4Iyv3bJe
-----END PRIVATE KEY-----
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blob 895�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 774�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3605�package test.java;

import main.clientapplication.Utilities.ChaincodeOperations;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.ProposalException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class PrepareRequest {

    private Map<String,byte[]> trannsientField;
    private ArrayList<String> args;
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public PrepareRequest(Channel channel, HFClient client, String fcn,
                          String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField, boolean isQuery) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannel();
        if (!isQuery){
            prepareRequest();
        }
    }
    public void initChannel() {
        try {
            if (!this.channel.isInitialized()) {
                this.channel.initialize();
            }
        } catch (Exception e) {
            System.out.println("ERROR:" + e);
        }
    }

    public void prepareRequest() {
            try {
               this.proposalRequest = ChaincodeOperations.prepareRequest(this.getClient(), this.getFcn(), this.getChaincodeName(), this.getChaincodeVersion(), this.getTransientField(), this.getArgs(), this.getPeers());
            } catch ( InvalidArgumentException | ProposalException | TransactionException e){
                System.out.println("ERROR: " + e);
            }
    }

    public Map<String, byte[]> getTransientField() {
        return trannsientField;
    }

    public Collection<ProposalResponse> forwardRequest() throws Exception {
        return ChaincodeOperations.Invoke(this.proposalRequest, this.getChannel(), this.getPeers());
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgPOtNIN8YGR4lGto1
cMRS088tV8AZQgJNX10R0DfAbI6hRANCAASEpDYIZyqv/1c/nbKDQHQy/GKPmogo
XVg7b5Sf6iRklf6SmbZn2RTyt4+bgCl6sItZH5oKrJrtnABIIzZn0GFj
-----END PRIVATE KEY-----
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commit 243�tree fc2e6e886eca4e680bef4ec8823b0f33d8add3ed
parent fc1897dd08921aec058eb962928aff8ae0323e6d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590490547 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590490547 +0200

add more users
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgGiu9vazai8avzU5a
vY6pfoEScQn5dMnUDhXoHE2RHR6hRANCAASsnt3pmmb3gGvT/halElguVltiaBCD
4B8Ge/lKj8n/SM7oGrttO9whTQbBoE7g+RTBnun3E9UDrdCQT/gVsB0s
-----END PRIVATE KEY-----











thesis-work/.git/objects/3f/c1639ff5ce3de4b108e44aa4bdd63f1f613d04

thesis-work/.git/objects/3f/c1639ff5ce3de4b108e44aa4bdd63f1f613d04









thesis-work/.git/objects/3f/d2fef94e7eaa32cce2410e034484c9e14d370f

thesis-work/.git/objects/3f/d2fef94e7eaa32cce2410e034484c9e14d370f









thesis-work/.git/objects/3f/f8c8a00c20860373d5035862f0f856d4b0630d

thesis-work/.git/objects/3f/f8c8a00c20860373d5035862f0f856d4b0630d









thesis-work/.git/objects/40/ba0dfcde8aeb57d4be18fca83d5c87dbe81ca0

thesis-work/.git/objects/40/ba0dfcde8aeb57d4be18fca83d5c87dbe81ca0


blob 1256�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
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blob 4035�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

    public CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putState(compositeKey, mapper.writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putPrivateData(collection, key, mapper.writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        String res = new String(stub.getPrivateData(collection,key));
        return toObject(res);
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        return stub.getPrivateData(collection, key) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {

        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }



    public boolean isValid() {
        return valid;
    }
}
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blob 248�[
    {
      "StaticCollectionConfig": {
        "name": "test",
        "policy": "OR('Org1MSP.member')",
        "requiredPeerCount": 0,
        "maximumPeerCount": 3,
        "blockToLive": 1000,
        "memberOnlyRead": true
      }
    }
]
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blob 901�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>fabric</groupId>
    <artifactId>client</artifactId>
    <version>1.0-SNAPSHOT</version>
    <properties>
        <maven.compiler.source>1.8</maven.compiler.source>
        <maven.compiler.target>1.8</maven.compiler.target>
    </properties>
    <dependencies>
        <!-- https://mvnrepository.com/artifact/org.hyperledger.fabric-sdk-java/fabric-sdk-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-sdk-java</groupId>
            <artifactId>fabric-sdk-java</artifactId>
            <version>1.4.8</version>
        </dependency>
    </dependencies>
</project>
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blob 1105�package com.bchain.chaincode.Objects;

import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String revoke = "revoke";
    public static final String verifyCredential = "verifyCredential"; 
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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blob 20715�{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  # name: hlf-chaincodes
  generateName: hlf-chaincodes-
spec:
  entrypoint: chaincodes
  {{- if .Values.ClusterGrouping }}
  nodeSelector: 
    kubernetes.io/hostname: {{ (index .Values.ClusterGrouping 1).Node }}
  {{- end }}
  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}

  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}

  # chaincodes configMaps
  {{- range $i, $chaincode := $.Values.network.chaincodes }}    
  {{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
  - name: chaincode-{{ $chaincode.name | lower }}
    configMap:
      name: hlf-chaincode--{{ $chaincode.name | lower }}
  {{- end }} {{- /* if chaincode included */ -}}
  {{- end }}

  templates:
  - name: chaincodes
    steps:
# top level: chaincodes
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- if or $vars.firstStep (not $.Values.flow.chaincode.parallel) }}
    - 
{{- end }}
      - name: chaincode--{{ $chaincode.name }}
        template: chaincode--{{ $chaincode.name }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# second level: chaincode templates
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
  - name: chaincode--{{ $chaincode.name }}
    steps:
    {{- if $.Values.flow.install.enabled }}
    - - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.instantiate.enabled }}
    - - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.invoke.enabled }}
    - - name: invoke-chaincode--{{ $chaincode.name }}
        template: invoke-chaincode--{{ $chaincode.name }}
    {{- end }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# third level: install chaincode templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
     
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.install.parallel) }}
    - 
{{- end }}
      - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.install.enabled */ -}}{{""}}

# third level: instantiate chaincode templates
{{- if $.Values.flow.instantiate.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}

{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}
{{- if or $vars.firstStep (not $.Values.flow.instantiate.parallel) }}
    - 
{{- end }}
      - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name  }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# third level: invoke chaincode templates
{{- if $.Values.flow.invoke.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: invoke-chaincode--{{ $chaincode.name }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

{{- if or $vars.firstStep (not $.Values.flow.invoke.parallel) }}
    - 
{{- end }}
      - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.invoke.enabled */ -}}{{""}}

# leaf install templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstalled --name {{ $chaincode.name }} --version {{ $version }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already installed to peer {{ $peer }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not installed to peer {{ $peer }}, will install..' 

          {{- if eq $language "golang" }}

          # chaincode is packed with tar, first extract it 
          mkdir -p $GOPATH/src/chaincode && 
          tar -xf /hlf_config/chaincode/ChaincodeInstance.tar -C $GOPATH/src/chaincode && 
          peer chaincode install --path chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- else }}

          # chaincode is packed with tar, first extract it 
          mkdir -p /chaincode &&  mkdir /chaincode/{{ $chaincode.name }}
          tar -xf /hlf_config/chaincode/{{ $chaincode.name }}.tar -C /chaincode/{{ $chaincode.name }} && 
          peer chaincode install --path /chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- end }}

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/chaincode/
          name: chaincode-{{ $chaincode.name | lower }}
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.install.enabled */ -}}{{""}}

# leaf instantiate templates
{{- if $.Values.flow.instantiate.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}

  - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --version {{ $version }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already instantiated on channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not instantiated on channel {{ $channel.name }}, will check another version..' 

          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} with another version is already instantiated on channel {{ $channel.name }}, will perform an upgrade chaincode transaction..' 
            doUpgrade=true 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          if [ -z "$doUpgrade" ]; then 
            echo '-- Chaincode {{ $chaincode.name }} is not instantiated on channel {{ $channel.name }}, will instantiate..' 
            peer chaincode instantiate --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; else 
            peer chaincode upgrade --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; fi

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# leaf invoke templates
{{- if $.Values.flow.invoke.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [sh]
      source: |
          peer chaincode invoke -C {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              -n {{ $chaincode.name }} -c {{ $.Values.flow.invoke.function | squote }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.invoke.enabled */ -}}{{""}}
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blob 1593�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }
        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String user = this.tx.getCid().getId();
        if (this.tx.getCid() == null || this.tx.getIssuer().getOwners().contains(user) || Arrays.asList(proof.getOwners()).contains(user)) {
            proof = proof.getValid() == true ? proof : null;
        } else {
            throw new IllegalAccessError("User cannot read this.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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blob 72�channel-genArtifacts
.DS_STORE
.env
crypto-config
chaincode/.idea/
.idea
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blob 38097�package test;

import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 3886�package test.java.com.bchain.chaincode;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0x" + "ODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiR" + "dzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OM" + "VGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJh" + "dHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo" + "9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG" + "cmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5" + "WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZ" + "MBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4G" + "A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMw" + "e4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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blob 822�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgeSWuS2Lf5gKiBDQR
2v/q1q2qkx9NXTe4cnV+3eVHrNGhRANCAAS0qlRRWMBwthsMmiUXjBzHmvZpz2+m
Bl/FKA7LqU38CpDeFtuxakFhLtIJl6VqP03N2MkOOaEGt5Eu4lT3Vhzn
-----END PRIVATE KEY-----
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blob 452�NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer
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blob 400�This is the main Helm chart to configure and launch the HL Fabric network. 
It's also used for transitioning between normal operation and backup/restore modes.

This chart can also optionally deploy a Kafka cluster as part of this chart.

Please refer to [README](../../README.md) in the top level directory and also 
inline comments in the [values.yaml](values.yaml) file for how to use this chart.
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blob 2282�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.security.InvalidParameterException;
import java.sql.Timestamp;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }

    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        Issuer issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getId())) {
            throw new IllegalAccessError("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        if(!tx.getTsClose().after(created)) {
            throw new InvalidParameterException("Expired time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(tx.getTsClose());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        Issuer issuer = this.tx.getIssuerInstance();
        CredentialProof proof;
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(),owners, null);
            proof.createKey( user, proof.getDescription());
            proof.commit(stub, proof.getKey());
        }
    }
}
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blob 15804�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Org1
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/org1.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"

    - &Org2
        Name: Org2MSP
        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/ordererOrganizations/org2.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

    - &UiS
        Name: UiSMSP

        # ID to load the MSP definition as
        ID: UiSMSP

        MSPDir: crypto-config/peerOrganizations/universityofstavanger.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiSMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityofstavanger.no
              Port: 7051

    - &UiT
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: UiTMSP

        # ID to load the MSP definition as
        ID: UiTMSP

        MSPDir: crypto-config/peerOrganizations/universityoftromso.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiTMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityoftromso.no
              Port: 7051

    - &NTNU
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NTNUMSP

        # ID to load the MSP definition as
        ID: NTNUMSP

        MSPDir: crypto-config/peerOrganizations/ntnu.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('NTNUMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.ntnu.no
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.org1.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 30

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 4096 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
        - Host: orderer1.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
        - Host: orderer0.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
        - Host: orderer1.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Org1
                - *Org2
                          
        Consortiums:
            UniConsortium:
                Organizations:
                    - *UiS
                    - *UiT
                    - *NTNU
            

    universities:
        Consortium: UniConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *UiS
                - *UiT
                - *NTNU
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blob 3701�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashSet<String> owners = new LinkedHashSet();
    private String subject;
    private String summary;
    private String orgIdentifier;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if (keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (keys.isEmpty() && current.getChildren().containsKey(currKey)){
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getSummary() {
        return summary;
    }

    public void setSummary(String summary) {
        this.summary = summary;
    }
}
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blob 3569�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    public CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        String res = stub.getStringState(compositeKey);
        return res != null && !res.isEmpty();
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {

        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public boolean isValid() {
        return valid;
    }
}
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blob 2223�package com.bchain.chaincode.Strategies.Procedure;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxStrategy;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import javax.transaction.InvalidTransactionException;
import java.io.IOException;
import java.util.Arrays;

public class StrategyRegisterCredential extends Strategy {
    private TxRegisterCredential tx;
    public StrategyRegisterCredential(TxStrategy tx) {
        this.tx = (TxRegisterCredential) tx;
    }
    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (!parentProof.objectExists(credential.getQualId(), stub)) {
            throw new InvalidTransactionException("Parent credentialproof doesn't exist!");
        } else {
            parentProof = parentProof.fetch(credential.getQualId(), stub);
            String credentialKey = credential.createKey(credential.getSubject(), credential.getDescription()).toString();
            if (!utils.isInSet(Arrays.asList(parentProof.getRequiredCredentials()), credentialKey)) {
                throw new InvalidTransactionException("This credential is not in the required list for fulfilling requirements");
            }
        }
        setStatusMessage("Validation of " + tx.getRegistrationType() + "Successful", "Validate");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException{
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
        credential.setHash();
        credential.commit(stub, newKey.toString().replace("\u0000",""));
        setStatusMessage("Committed " + tx.getRegistrationType(), "Apply");
    }
}
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blob 4123�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxInitializeIssuer extends TxProcedure {
    final List<String> list = Arrays.asList(new String[]{"owners", "orgIdentifier", "recordsId", "description",
                                                         "subChaincodes", "nrCredentials", "quorum", "collectionsId"});
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private LinkedHashSet<String> owners;
    private LinkedHashSet<String> subChainCodes;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        if (stub.getTransient() != null && (stub.getTransient().keySet().size() != list.size())) {
            throw new IllegalArgumentException("Not enough arguments to initialize issuer.");
        }

        Map<String, byte[]> transientMap = stub.getTransient();
        validMap(transientMap);
        String ownersString = new String(transientMap.get("owners"));
        this.orgIdentifier = new String(transientMap.get("orgIdentifier"));
        this.recordsId = new String(transientMap.get("recordsId"));
        this.description = new String(transientMap.get("description"));
        String subChaincodes = new String(transientMap.get("subChaincodes"));
        setCid(new ClientIdentity(stub));
        this.creator = getCid().getId();

        if (!utils.checkFormat(ownersString, utils.validArrayFormat)
            || subChaincodes.length() > 0 && !utils.checkFormat(subChaincodes, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Some parameters must be in an array format!");
        }

        if (subChaincodes.length() > 0 ) {
            this.subChainCodes = utils.stringToHashSet(subChaincodes);
        }

        this.owners = utils.stringToHashSet(ownersString);
        String quorumString = new String(transientMap.get("quorum"));
        String nrCredentialsString = new String(transientMap.get("nrCredentials"));

        if (!utils.checkFormat(nrCredentialsString, utils.validIntegerFormat) || !utils.checkFormat(quorumString, utils.validIntegerFormat)) {
            throw new IllegalArgumentException("Quorum and nrCredentials need to be of integer type.");
        }

        this.quorum = Integer.parseInt(quorumString);
        this.nrCredentials = Integer.parseInt(nrCredentialsString);
        this.collectionId = new String(transientMap.get("collectionsId"));
        if (!(this.collectionId != null && this.collectionId.length() > 0 )){
            throw new IllegalArgumentException("Collection Id must be specified!");
        }
    }

    public void validMap(Map<String, byte[]> transientField) {
        for (String key : transientField.keySet()) {
            if (!list.contains(key)) {
                throw new IllegalArgumentException("Key " + key +" is invalid.");
            }
        }
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public LinkedHashSet<String> getSubChainCodes() {
        return subChainCodes;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public String getDescription() {
        return description;
    }
    public String getRecordsId() {
        return recordsId;
    }
    public int getNrCredentials() {
        return nrCredentials;
    }
    public int getQuorum() {
        return quorum;
    }
    public String getCollectionId() {
        return collectionId;
    }

    public String getCreator() {
        return creator;
    }

    public void setCreator(String creator) {
        this.creator = creator;
    }
}
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blob 9877�{{- if .Values.orderer.launchPods }}
{{- range $i, $org := $.Values.OrdererOrgs }}

{{- $orgName := $org.Name }}
{{- range $i, $host := $org.Specs }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
spec:
  replicas: {{ $.Values.orderer.replicas }}
  podManagementPolicy: Parallel
  serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  selector:
    matchLabels:
      app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  volumeClaimTemplates:
  {{- if $.Values.orderer.persistence.enabled }}
  - metadata:
      name: orderer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.orderer.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-orderer
        org: hlf-orderer--{{ $org.Name | lower }}
        app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    spec:
      volumes:
        {{- if not $.Values.orderer.persistence.enabled }}
      - name: orderer-disk
        emptyDir: {}
        {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: orderer-tls
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
      - name: orderer-msp
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain }}-cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: genesis
        secret:
          secretName: hlf-genesis.block

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}


      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.orderer.backup.enabled }}
                               tar -czf /data/orderer.tar -C /var/hyperledger/production/orderer/ --exclude='lost+found' .  && \
                               echo 'prepared orderer data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.orderer.restore.enabled }}
                               rm -rf /var/hyperledger/production/orderer/* && \
                               tar -xf /data/orderer.tar -C /var/hyperledger/production/orderer/ && \
                               echo 'restored orderer data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
          
        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /data/
          name: rsync-disk

      {{- else }}
      
      {{- if $.Values.orderer.antiAffinity.enabled }}
      {{- if gt (len $org.Specs) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.orderer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $i, $hostInner := $org.Specs }}
                {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                {{- end }} {{- /* if not same host */ -}}
                {{- end }} {{- /* org.Specs */ -}}{{""}}

      {{- else }}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $i, $hostInner := $org.Specs }}
                  {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                  - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                  {{- end }} {{- /* if not same host */ -}}
                  {{- end }} {{- /* org.Specs */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
            
      {{- if $.Values.clusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:

      # Orderer container
      - name: orderer
        image: hyperledger/fabric-orderer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "orderer"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /var/hyperledger/orderer/tls/
          name: orderer-tls
        - mountPath: /var/hyperledger/orderer/msp/
          name: orderer-msp
        - mountPath: /var/hyperledger/orderer/
          name: genesis
        
        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.orderer.logLevel }}
        - name: ORDERER_GENERAL_LISTENADDRESS
          value: 0.0.0.0
        - name: ORDERER_GENERAL_GENESISMETHOD
          value: file
        - name: ORDERER_GENERAL_GENESISFILE
          value: /var/hyperledger/orderer/genesis.block
        - name: ORDERER_GENERAL_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: ORDERER_GENERAL_LOCALMSPDIR
          value: /var/hyperledger/orderer/msp
        - name: ORDERER_GENERAL_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: ORDERER_GENERAL_TLS_PRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_TLS_CERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_TLS_ROOTCAS
          value: /var/hyperledger/orderer/tls/ca.crt

        - name: ORDERER_GENERAL_CLUSTER_CLIENTPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_CLIENTCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt

        # Raft cluster configuration 
        {{- if $.Values.orderer.cluster.enabled }}
        - name: ORDERER_GENERAL_CLUSTER_SERVERPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_SERVERCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_CLUSTER_LISTENPORT
          value: {{ $.Values.orderer.cluster.port | quote }}
        - name: ORDERER_GENERAL_CLUSTER_LISTENADDRESS
          value: 0.0.0.0
        {{- end }}

        # Operations configuration 
        {{- if $.Values.orderer.operations.enabled }}
        - name: ORDERER_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.orderer.operations.listenAddress }}
        - name: ORDERER_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.orderer.operations.tls.enabled | quote }}
        {{- end }}

        # Metrics configuration with Prometheus
        {{-  if $.Values.orderer.metrics.enabled }}
        - name: ORDERER_METRICS_PROVIDER
          value: {{ $.Values.orderer.metrics.provider }}
        {{ end }}  

        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: ERROR
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 1990�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
        SANS: 
          - hlf-orderer--groeifabriek--orderer0
      - Hostname: orderer1
        SANS: 
          - hlf-orderer--groeifabriek--orderer1
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
        SANS: 
          - hlf-orderer--pivt--orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--karga--{{.Hostname}}"
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--nevergreen--{{.Hostname}}"
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--atlantis--{{.Hostname}}"

    Users:
      Count: 1
      
  - Name: Valhalla
    Domain: valhalla.asgard
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--valhalla--{{.Hostname}}"
    Users:
      Count: 1

  - Name: Cimmeria
    Domain: cimmeria.hage
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--cimmeria--{{.Hostname}}"
    Users:
      Count: 1
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg9OPAYshZSEwIgjfG
lCShM7AUuhWxHWa9bglftDzLol6hRANCAAT9QojQmwMI61HjA3VLHiYrsdHYFPxF
ihUxtUZOiiYwlU5/4KeToJlFMlkC6kJKd6mQvhh0u+mMhCY6K0/V+Bor
-----END PRIVATE KEY-----
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blob 1511�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 891�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgLIWs+kSA0qMk6T7I
L7dBNRDXKmk9rE+FKAaQIpNEeNOhRANCAAQpGBh1pTyP6lpTFL/SzxI1Xh+xWsYR
e0ovBVuRWEC4RCDbAct+HEy6o6JltXQ6TrnpEizUcmLLnrpGFn+qgjKm
-----END PRIVATE KEY-----
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blob 2343�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxStartIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.security.InvalidParameterException;
import java.sql.Timestamp;
import java.util.Calendar;

public class ProcedureInitIssuer extends Procedure {
    private TxStartIssuer tx;

    public ProcedureInitIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }

    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())) {
            throw new IllegalAccessError("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        Calendar cal = Calendar.getInstance();
        cal.setTimeInMillis(created.getTime() + tx.getTsClose().getTime());
        Timestamp newTs = new Timestamp(cal.getTimeInMillis());
        if(!newTs.after(created)) {
            throw new InvalidParameterException("New time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(newTs);
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "Issuer");
    }


    public void initCredentialProofs(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = this.tx.getIssuerInstance();
        CredentialProof proof;
        for (String user : issuer.getParticipants()) {
            proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(), (String[]) issuer.getOwners().toArray(), null);
            proof.createKey(proof.getDescription(), user);
            proof.commit(stub, proof.getKey());
        }
    }
}











thesis-work/.git/objects/45/fc46c84cb507a82d6f2d5309f78015f0cda58f

thesis-work/.git/objects/45/fc46c84cb507a82d6f2d5309f78015f0cda58f









thesis-work/.git/objects/46/1877138d9bf43394ba852a9435d8c73f47023d

thesis-work/.git/objects/46/1877138d9bf43394ba852a9435d8c73f47023d









thesis-work/.git/objects/46/1986ae763b410904f54551a7fcea92e154a989

thesis-work/.git/objects/46/1986ae763b410904f54551a7fcea92e154a989









thesis-work/.git/objects/46/22ca093593bcba1ed262265d0505ed16d5d523

thesis-work/.git/objects/46/22ca093593bcba1ed262265d0505ed16d5d523









thesis-work/.git/objects/46/79273e61031046e43b7791557d4ab35af29a42

thesis-work/.git/objects/46/79273e61031046e43b7791557d4ab35af29a42









thesis-work/.git/objects/46/9fbc911003b486638feb084d26cd088a6078cd

thesis-work/.git/objects/46/9fbc911003b486638feb084d26cd088a6078cd


commit 696�tree c055fc2a01bf841bcee1faa190af11266b8c52a4
parent edc4d9d44f1116f928a47e2dc58889fae0dacebd
author JakeAJ <sa.jakobsen@stud.uis.no> 1589280793 +0200
committer GitHub <noreply@github.com> 1589280793 +0200
gpgsig -----BEGIN PGP SIGNATURE-----
 
 wsBcBAABCAAQBQJeuoAZCRBK7hj4Ov3rIwAAdHIIAKQpvagEhwQPyxfh8QoTSFQ9
 geeb83A+Ckvy55zOBxTpsRugoV2aShWl7tVD/BnBb/jj0lTKwFeqPFGP3/ik4gmw
 gW+WeL0F7KczjgwtgfxC6f+BuWh6hNUFFOCzVAHL9rwtM24bFOSUgTCKKrzvq3VT
 xKAKeiW4MyyTbBmhS+IRV2NVeCVYHAbqaCRu7/h7OzA4ZdUi4bFI95CwM/GYhpiJ
 hJKXhBMq6skVcgQtMAzXEPyjWXsXZedWRlR6WKuPklPu2hkndbnKSji4w5KgMiqU
 OPKyLOOUmkUrwaqxnk+BrCNyMvsX6Rq66ul+ACzj/WnpEfIAfvUbZWDk35swB24=
 =J/lO
 -----END PGP SIGNATURE-----
 

Update README.md










thesis-work/.git/objects/46/b40fd4e4082395d51e8546f013877576941646

thesis-work/.git/objects/46/b40fd4e4082395d51e8546f013877576941646









thesis-work/.git/objects/46/c645ce59cd0c71078fb8c1525cd36d2b8525c9

thesis-work/.git/objects/46/c645ce59cd0c71078fb8c1525cd36d2b8525c9









thesis-work/.git/objects/46/cbe6ddbbb6723bcfd149d3216f03838e6c9c52

thesis-work/.git/objects/46/cbe6ddbbb6723bcfd149d3216f03838e6c9c52









thesis-work/.git/objects/46/e5c0f50f7d3281c9eb1eae9ff286c928d2467d

thesis-work/.git/objects/46/e5c0f50f7d3281c9eb1eae9ff286c928d2467d









thesis-work/.git/objects/47/17a442be90a03a807ac24f6164255462b60486

thesis-work/.git/objects/47/17a442be90a03a807ac24f6164255462b60486


blob 39290�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.hyperledger.fabric.sdk.helper.Config.PROPOSAL_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService;// = Executors.newFixedThreadPool(35);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
        System.setProperty(PROPOSAL_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1500; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 500 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                    returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                    returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
            if (future.isDone()) {
                users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                futures.remove(future);
            }

        }
        for (String key: users.keySet()) {
            //assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 499; i++) {
                    appendUser(userpoll[i], sb, i == 499);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(5);
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        Channel channel = null;

        for (String chaincodeId : initParams.keySet()) {
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : new String[]{chaincodeDef.get(chaincodeId).get(5)};
            final Collection<Peer> peers = orgs != null ? getPeers(channel, true, orgs): channel.getPeers();
            if (!chaincodeId.toLowerCase().contains("recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                client.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                final Collection<Peer> peers1 = getPeers(channel,true, orgs);
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
                completeFutures.remove(future1);
            }
        }
        channel.shutdown(true);
        executorService.shutdown();
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        executorService = Executors.newFixedThreadPool(5);
        Thread.sleep(20000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : new String[]{chaincodeDef.get(key).get(5)};
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, false, orgs) : channel.getPeers(), args, transientField, false);
                Collection<ProposalResponse> responses  = prepareRequest.forwardRequest();
                success = getSuccesfulResponses(responses);
                System.out.println(responses.iterator().next().getProposalResponse());
                forWardToOrderer(channel, client, success, true);
                Thread.sleep(22000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, false, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success, true);
            }
        }
        executorService.shutdown();
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;
        executorService = Executors.newFixedThreadPool(35);
        Channel channel = null;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
                // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") :  new String[]{chaincodeDef.get(key).get(5)};
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel,false, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        final int tmpTreshold = (int)n;
        prepareRequests.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures, tmpTreshold));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        channel.shutdown(true);
        executorService.shutdown();

        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;
        Channel channel = null;

        executorService = Executors.newFixedThreadPool(35);
        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : new String[]{chaincodeDef.get(key).get(5)};
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.contains("Aggregator") && !key.contains("Recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    client.setUserContext(user1);
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    final int tmpTreshold = usersinOrg.length;
                    prepareRequests.stream().forEach( prepareRequest -> {
                        forwardInvoke(prepareRequest, futures, tmpTreshold);
                    });
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }

                channel.shutdown(true);
            }
        }

        executorService.shutdown();
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(95000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : new String[]{chaincodeDef.get(key).get(5)};
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Arrays.toString(orgs);
                Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                if(responses != null && responses.size() > 0) {
                    System.out.println(responses.iterator().next().getProposalResponse());
                }
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        Channel channel = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(35);
        Thread.sleep(30000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel  = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : new String[]{chaincodeDef.get(key).get(5)};
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.stream().forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        executorService.shutdown();
        channel.shutdown(true);
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(12000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        Channel channel = null;
        double n = 0.0;
        executorService = Executors.newFixedThreadPool(35);
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel = getChannel(channelName, client);
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey",("Degree."+subjectToRevoke).getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") :  new String[]{chaincodeDef.get(key).get(5)};
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        final int tmpTreshold = (int) n;
        parameters.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures, tmpTreshold));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        channel.shutdown(true);
        executorService.shutdown();
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, boolean all, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            if (all) {
                peers.addAll(channel.getPeersForOrganization(org));
            } else {
                ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
                peer = tmp.get(new Random().nextInt(tmp.size()));
                peers.add(peer);
            }
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses, boolean getBlock) throws InterruptedException, ExecutionException {
        ArrayList<Orderer> orderers = new ArrayList<>(channel.getOrderers());
        if(getBlock) {
            return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions().userContext(client.getUserContext()).orderers(orderers.get(new Random().nextInt(orderers.size())))).thenApply(
                    transactionEvent -> {
                        assertTrue(transactionEvent.isValid());
                        return transactionEvent.getBlockEvent();
                    }
            ).get();
        } else {
            channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions().userContext(client.getUserContext()).orderers(orderers.get(new Random().nextInt(orderers.size()))));
            return null;
        }
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                        prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            }
            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;

            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                System.out.println(responses1.iterator().next().getProposalResponse());
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    System.out.println(response.getProposalResponse());
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                System.out.println(e.getMessage());
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures, int treshold){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = -1;
            try {
                tx1 = System.currentTimeMillis() / 1000;
                responses1 = prepareRequest.forwardRequest();
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {

                    if (response.getStatus().getStatus() == 200) {
                        success.add(response);
                    } else {
                        System.out.println(response.getProposalResponse());
                    }
                }
                if(success.size() >0) {
                    forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success, -1 <= futures.size());
                    tx2 = System.currentTimeMillis() / 1000 - tx1;
                }
            } catch (Exception e) {
                assertTrue(e.getMessage() != null);
            }
            return tx2;
        },executorService);
        futures.add(future);
    }
}
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blob 895�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRevoke extends TxProcedure {
    private String reason;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        if (args.size() != 2) {
            throw new ChaincodeException("Not enough arguments for invoking revoke.");
        }
        List<String> params = stub.getParameters();
        reason = params.get(0); 
    }
}
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blob 720�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IOException, ChaincodeException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
    }
}
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blob 9377�package test.java.com;

import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
        }));
        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer", "");
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes()
        }));

        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().contains("Added"));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());



        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes()
        }));
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()
        }));
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "records".getBytes());
        transientField.put("subChaincodes", "[\"Issuer\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        transientField = new HashMap<>();
        transientField.put("participants", "[ \"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("dataHash", credential.getHash().getBytes());
        transientField.put("key","Degree.DAT520.Assignment1".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("trieKey","Degree.DAT520".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "revoke".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
    }
}
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blob 5374�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
/*
    public static void updateParentCredentials(ChaincodeStub stub, String key, ChaincodeObject object) throws IOException {
        CredentialProof credentProof = new CredentialProof().fetch(key,stub);
        String[] providedCredentials = credentProof.providedCredentials;
        int idx = credentProof.getData().indexOf(providedCredentials[providedCredentials.length-2]);
        if (credentProof.data.get(idx).getValid()) {
            providedCredentials[providedCredentials.length-1] = object.getKey();
            credentProof.setProvidedCredentials(providedCredentials);
            credentProof.addData(object);
            if (providedCredentials.length == credentProof.quorum) {
                credentProof.setValid(true);
                updateParentCredentials(stub, credentProof.getParentCredentialProof(), credentProof);
            }
            credentProof.commit(stub, key);
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws IOException {
        CredentialProof credentProof = new CredentialProof();
        credentProof = credentProof.fetch(key,stub);
        if (credentProof.getParentCredentialProof() != null) {
            setParentRevoked(stub, credentProof.getParentCredentialProof());
        }
        credentProof.setValid(false);
        credentProof.commit(stub, key);
    }
    */

    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 178�dependencies:
  - name: kafka
    alias: hlf-kafka
    repository: http://storage.googleapis.com/kubernetes-charts-incubator
    version: 0.20.8
    condition: hlf-kafka.enabled
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blob 292�A scaled up HL Fabric network with 3 nodes of Raft orderer spanning 2 organizations and 2 peers per organization. 
Also demonstrates how Raft orderer can be used without enabling TLS globally. 

Note, disabling TLS globally is necessary for transparent load balancing.

Requires Fabric 1.4.5+
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blob 908�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgC3zY8wUQMfpnDHVW
dFihxE9UQm/7Tgnv+rC83bmHaOyhRANCAARF5Ujq3zd1h7B2YtV0qD9CUi4fpo/i
b9z4NimQqqK5FGi/3WG973G0LIhQ0poyZcX+bjtb6jX64ahc5R/DR0yG
-----END PRIVATE KEY-----
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blob 10165�{{ $backupKey := required "backup.key is required!" .Values.backup.key }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-restore-
spec:
  entrypoint: restore

  templates:
  - name: restore
    steps:
    - 
# top level: peer/orderer
    {{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
      - name: restore-peers
        template: restore-peers
    {{- end }}
    {{- if $.Values.flow.orderer.restore.enabled }}
      - name: restore-orderers
        template: restore-orderers
    {{- end }}
    
# second level: peers
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
  - name: restore-peers
    steps: 
    - 
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

      - name: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# second level: orderers
{{- if $.Values.flow.orderer.restore.enabled }}
  - name: restore-orderers
    steps: 
    - 
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

      - name: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}


# third level: peers retrieve/restore data
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    steps:
    - - name: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    - - name: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        arguments:
          artifacts:
          - name: peer-backup
            from: "{{ "{{" }}steps.retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}.outputs.artifacts.peer-backup{{ "}}" }}"

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# third level: orderers retrieve/restore data
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    steps:
    - - name: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
    - - name: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
        template: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        arguments:
          artifacts:
          - name: orderer-backup
            from: "{{ "{{" }}steps.retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}.outputs.artifacts.orderer-backup{{ "}}" }}"

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}

# leaf retrieve-peer-data templates
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    # backupKey: {{ $backupKey }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
    container:
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             \
                             az storage blob download-batch \
                             --destination /hlf-backup/ \
                             --source {{ required "backup.target.azureBlobStorage.source is required!" $.Values.backup.target.azureBlobStorage.source }} \
                             --pattern '{{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }}/*' \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
    outputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/{{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }}/
          
{{- end }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}


# leaf restore-peer-data templates
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "rsync -avz /hlf-backup/ rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume && \
                             touch /hlf-backup/ready && \
                             rsync -avz /hlf-backup/ rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
          

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# leaf retrieve-orderer-data templates
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    # backupKey: {{ $backupKey }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             \
                             az storage blob download-batch \
                             --destination /hlf-backup/ \
                             --source {{ required "backup.target.azureBlobStorage.source is required!" $.Values.backup.target.azureBlobStorage.source }} \
                             --pattern '{{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }}/*' \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
    outputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/{{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }}/
{{- end }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}

# leaf restore-orderer-data templates
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    inputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "rsync -avz /hlf-backup/ rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume && \
                             touch /hlf-backup/ready && \
                             rsync -avz /hlf-backup/ rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume"]
      env:
        - name: RSYNC_PASSWORD
          value: pass

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}
---
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blob 2827�com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.class
test/java/com/bchain/chaincode/RecorderProcedureTest.class
com/bchain/chaincode/Objects/Verifier.class
com/bchain/chaincode/ChaincodeInstance.class
com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.class
com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.class
com/bchain/chaincode/Exceptions/QualificationDuplicateException.class
com/bchain/chaincode/Exceptions/ChainCodeException.class
com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.class
com/bchain/chaincode/Objects/CredentialProof.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.class
test/java/com/bchain/chaincode/CertificatesData.class
com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.class
com/bchain/chaincode/Objects/Records.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.class
com/bchain/chaincode/Objects/TrieNode.class
com/bchain/chaincode/Strategies/Procedures/Procedure.class
com/bchain/chaincode/TypeResolver.class
com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.class
com/bchain/chaincode/Objects/Credential.class
com/bchain/chaincode/Objects/Trie.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.class
com/bchain/chaincode/Objects/Issuer.class
com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.class
test/java/com/bchain/chaincode/utilsTest.class
com/bchain/chaincode/Utilities/utils.class
com/bchain/chaincode/IssuerInterface.class
test/java/com/bchain/chaincode/KeyTrieTest.class
com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.class
com/bchain/chaincode/Objects/ChaincodeObject.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.class
com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord$KeyBuilder.class
com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.class
test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.class
test/java/com/bchain/chaincode/IssuerProcedureTest.class
com/bchain/chaincode/Utilities/ResponseMsg.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.class
com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.class
com/bchain/chaincode/Exceptions/OwnerNotFoundException.class
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blob 49313�rbac:
  create: true

podSecurityPolicy:
  enabled: false

imagePullSecrets:
# - name: "image-pull-secret"

## Define serviceAccount names for components. Defaults to component's fully qualified name.
##
serviceAccounts:
  alertmanager:
    create: true
    name:
    annotations: {}
  nodeExporter:
    create: true
    name:
    annotations: {}
  pushgateway:
    create: true
    name:
    annotations: {}
  server:
    create: true
    name:
    annotations: {}

alertmanager:
  ## If false, alertmanager will not be installed
  ##
  enabled: true

  ## alertmanager container name
  ##
  name: alertmanager

  ## alertmanager container image
  ##
  image:
    repository: prom/alertmanager
    tag: v0.20.0
    pullPolicy: IfNotPresent

  ## alertmanager priorityClassName
  ##
  priorityClassName: ""

  ## Additional alertmanager container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  baseURL: "http://localhost:9093"

  ## Additional alertmanager container environment variable
  ## For instance to add a http_proxy
  ##
  extraEnv: {}

  ## Additional alertmanager Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: alertmanager-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.alertmanager.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ## The name of a secret in the same kubernetes namespace which contains the Alertmanager config
  ## Defining configFromSecret will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configFromSecret: ""

  ## The configuration file name to be loaded to alertmanager
  ## Must match the key within configuration loaded from ConfigMap/Secret
  ##
  configFileName: alertmanager.yml

  ingress:
    ## If true, alertmanager Ingress will be created
    ##
    enabled: false

    ## alertmanager Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## alertmanager Ingress additional labels
    ##
    extraLabels: {}

    ## alertmanager Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - alertmanager.domain.com
    #   - domain.com/alertmanager

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## alertmanager Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - alertmanager.domain.com

  ## Alertmanager Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## Node tolerations for alertmanager scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for alertmanager pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, alertmanager will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## alertmanager data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## alertmanager data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## alertmanager data Persistent Volume existing claim name
    ## Requires alertmanager.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## alertmanager data Persistent Volume mount root path
    ##
    mountPath: /data

    ## alertmanager data Persistent Volume size
    ##
    size: 2Gi

    ## alertmanager data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## alertmanager data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of alertmanager data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  ## Annotations to be added to alertmanager pods
  ##
  podAnnotations: {}
    ## Tell prometheus to use a specific set of alertmanager pods
    ## instead of all alertmanager pods found in the same namespace
    ## Useful if you deploy multiple releases within the same namespace
    ##
    ## prometheus.io/probe: alertmanager-teamA

  ## Labels to be added to Prometheus AlertManager pods
  ##
  podLabels: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}

      ## Enabling peer mesh service end points for enabling the HA alert manager
      ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
      # enableMeshPeer : true

      servicePort: 80

  ## alertmanager resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to alertmanager pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## Enabling peer mesh service end points for enabling the HA alert manager
    ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
    # enableMeshPeer : true

    ## List of IP addresses at which the alertmanager service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    # nodePort: 30000
    sessionAffinity: None
    type: ClusterIP

## Monitors ConfigMap changes and POSTs to a URL
## Ref: https://github.com/jimmidyson/configmap-reload
##
configmapReload:
  prometheus:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}
  alertmanager:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}

kubeStateMetrics:
  ## If false, kube-state-metrics sub-chart will not be installed
  ##
  enabled: true

## kube-state-metrics sub-chart configurable values
## Please see https://github.com/helm/charts/tree/master/stable/kube-state-metrics
##
# kube-state-metrics:

nodeExporter:
  ## If false, node-exporter will not be installed
  ##
  enabled: true

  ## If true, node-exporter pods share the host network namespace
  ##
  hostNetwork: true

  ## If true, node-exporter pods share the host PID namespace
  ##
  hostPID: true

  ## node-exporter container name
  ##
  name: node-exporter

  ## node-exporter container image
  ##
  image:
    repository: prom/node-exporter
    tag: v0.18.1
    pullPolicy: IfNotPresent

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## node-exporter priorityClassName
  ##
  priorityClassName: ""

  ## Custom Update Strategy
  ##
  updateStrategy:
    type: RollingUpdate

  ## Additional node-exporter container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional node-exporter hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: textfile-dir
    #   mountPath: /srv/txt_collector
    #   hostPath: /var/lib/node-exporter
    #   readOnly: true
    #   mountPropagation: HostToContainer

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   configMap: certs-configmap
    #   readOnly: true

  ## Node tolerations for node-exporter scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for node-exporter pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to node-exporter pods
  ##
  podAnnotations: {}

  ## Labels to be added to node-exporter pods
  ##
  pod:
    labels: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## node-exporter resource limits & requests
  ## Ref: https://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 200m
    #   memory: 50Mi
    # requests:
    #   cpu: 100m
    #   memory: 30Mi

  ## Security context to be added to node-exporter pods
  ##
  securityContext: {}
    # runAsUser: 0

  service:
    annotations:
      prometheus.io/scrape: "true"
    labels: {}

    # Exposed as a headless service:
    # https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
    clusterIP: None

    ## List of IP addresses at which the node-exporter service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    hostPort: 9100
    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9100
    type: ClusterIP

server:
  ## Prometheus server container name
  ##
  enabled: true
  name: server
  sidecarContainers:

  ## Prometheus server container image
  ##
  image:
    repository: prom/prometheus
    tag: v2.16.0
    pullPolicy: IfNotPresent

  ## prometheus server priorityClassName
  ##
  priorityClassName: ""

  # EnableServiceLinks indicates whether information about services should be injected into pod's environment variables, matching the syntax of Docker links.
  enableServiceLinks: true

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  ## Maybe same with Ingress host name
  baseURL: ""

  ## Additional server container environment variables
  ##
  ## You specify this manually like you would a raw deployment manifest.
  ## This means you can bind in environment variables from secrets.
  ##
  ## e.g. static environment variable:
  ##  - name: DEMO_GREETING
  ##    value: "Hello from the environment"
  ##
  ## e.g. secret environment variable:
  ## - name: USERNAME
  ##   valueFrom:
  ##     secretKeyRef:
  ##       name: mysecret
  ##       key: username
  env: []

  extraFlags:
    - web.enable-lifecycle
    ## web.enable-admin-api flag controls access to the administrative HTTP API which includes functionality such as
    ## deleting time series. This is disabled by default.
    # - web.enable-admin-api
    ##
    ## storage.tsdb.no-lockfile flag controls BD locking
    # - storage.tsdb.no-lockfile
    ##
    ## storage.tsdb.wal-compression flag enables compression of the write-ahead log (WAL)
    # - storage.tsdb.wal-compression

  ## Path to a configuration file on prometheus server container FS
  configPath: /etc/config/prometheus.yml

  global:
    ## How frequently to scrape targets by default
    ##
    scrape_interval: 1m
    ## How long until a scrape request times out
    ##
    scrape_timeout: 10s
    ## How frequently to evaluate rules
    ##
    evaluation_interval: 1m
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
  ##
  remoteWrite: []
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read
  ##
  remoteRead: []

  ## Additional Prometheus server container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional Prometheus server Volume mounts
  ##
  extraVolumeMounts: []

  ## Additional Prometheus server Volumes
  ##
  extraVolumes: []

  ## Additional Prometheus server hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: certs-dir
    #   mountPath: /etc/kubernetes/certs
    #   subPath: ""
    #   hostPath: /etc/kubernetes/certs
    #   readOnly: true

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   subPath: ""
    #   configMap: certs-configmap
    #   readOnly: true

  ## Additional Prometheus server Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: prom-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.server.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/server-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ingress:
    ## If true, Prometheus server Ingress will be created
    ##
    enabled: false

    ## Prometheus server Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## Prometheus server Ingress additional labels
    ##
    extraLabels: {}

    ## Prometheus server Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - prometheus.domain.com
    #   - domain.com/prometheus

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## Prometheus server Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-server-tls
    #     hosts:
    #       - prometheus.domain.com

  ## Server Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## hostAliases allows adding entries to /etc/hosts inside the containers
  hostAliases: []
  #   - ip: "127.0.0.1"
  #     hostnames:
  #       - "example.com"

  ## Node tolerations for server scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for Prometheus server pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, Prometheus server will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## Prometheus server data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## Prometheus server data Persistent Volume annotations
    ##
    annotations: {}

    ## Prometheus server data Persistent Volume existing claim name
    ## Requires server.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## Prometheus server data Persistent Volume mount root path
    ##
    mountPath: /data

    ## Prometheus server data Persistent Volume size
    ##
    size: 8Gi

    ## Prometheus server data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## Prometheus server data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of Prometheus server data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  emptyDir:
    sizeLimit: ""

  ## Annotations to be added to Prometheus server pods
  ##
  podAnnotations: {}
    # iam.amazonaws.com/role: prometheus

  ## Labels to be added to Prometheus server pods
  ##
  podLabels: {}

  ## Prometheus AlertManager configuration
  ##
  alertmanagers: []

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    annotations: {}
    labels: {}
    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}
      servicePort: 80

  ## Prometheus server readiness and liveness probe initial delay and timeout
  ## Ref: https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
  ##
  readinessProbeInitialDelay: 30
  readinessProbeTimeout: 30
  readinessProbeFailureThreshold: 3
  readinessProbeSuccessThreshold: 1
  livenessProbeInitialDelay: 30
  livenessProbeTimeout: 30
  livenessProbeFailureThreshold: 3
  livenessProbeSuccessThreshold: 1

  ## Prometheus server resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 500m
    #   memory: 512Mi
    # requests:
    #   cpu: 500m
    #   memory: 512Mi

  ## Vertical Pod Autoscaler config
  ## Ref: https://github.com/kubernetes/autoscaler/tree/master/vertical-pod-autoscaler
  verticalAutoscaler:
    ## If true a VPA object will be created for the controller (either StatefulSet or Deployemnt, based on above configs)
    enabled: false
    # updateMode: "Auto"
    # containerPolicies:
    # - containerName: 'prometheus-server'

  ## Security context to be added to server pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the Prometheus server service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    sessionAffinity: None
    type: ClusterIP

    ## Enable gRPC port on service to allow auto discovery with thanos-querier
    gRPC:
      enabled: false
      servicePort: 10901
      # nodePort: 10901

    ## If using a statefulSet (statefulSet.enabled=true), configure the
    ## service to connect to a specific replica to have a consistent view
    ## of the data.
    statefulsetReplica:
      enabled: false
      replica: 0

  ## Prometheus server pod termination grace period
  ##
  terminationGracePeriodSeconds: 300

  ## Prometheus data retention period (default if not specified is 15 days)
  ##
  retention: "15d"

pushgateway:
  ## If false, pushgateway will not be installed
  ##
  enabled: true

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  ## pushgateway container name
  ##
  name: pushgateway

  ## pushgateway container image
  ##
  image:
    repository: prom/pushgateway
    tag: v1.0.1
    pullPolicy: IfNotPresent

  ## pushgateway priorityClassName
  ##
  priorityClassName: ""

  ## Additional pushgateway container arguments
  ##
  ## for example: persistence.file: /data/pushgateway.data
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ingress:
    ## If true, pushgateway Ingress will be created
    ##
    enabled: false

    ## pushgateway Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## pushgateway Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - pushgateway.domain.com
    #   - domain.com/pushgateway

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## pushgateway Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - pushgateway.domain.com

  ## Node tolerations for pushgateway scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for pushgateway pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to pushgateway pods
  ##
  podAnnotations: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  replicaCount: 1

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## pushgateway resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to push-gateway pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true

  service:
    annotations:
      prometheus.io/probe: pushgateway
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the pushgateway service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9091
    type: ClusterIP

  ## pushgateway Deployment Strategy type
  # strategy:
  #   type: Recreate

  persistentVolume:
    ## If true, pushgateway will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: false

    ## pushgateway data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## pushgateway data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## pushgateway data Persistent Volume existing claim name
    ## Requires pushgateway.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## pushgateway data Persistent Volume mount root path
    ##
    mountPath: /data

    ## pushgateway data Persistent Volume size
    ##
    size: 2Gi

    ## pushgateway data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## pushgateway data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of pushgateway data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""


## alertmanager ConfigMap entries
##
alertmanagerFiles:
  alertmanager.yml:
    global: {}
      # slack_api_url: ''

    receivers:
      - name: default-receiver
        # slack_configs:
        #  - channel: '@you'
        #    send_resolved: true

    route:
      group_wait: 10s
      group_interval: 5m
      receiver: default-receiver
      repeat_interval: 3h

## Prometheus server ConfigMap entries
##
serverFiles:

  ## Alerts configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
  alerting_rules.yml: {}
  # groups:
  #   - name: Instances
  #     rules:
  #       - alert: InstanceDown
  #         expr: up == 0
  #         for: 5m
  #         labels:
  #           severity: page
  #         annotations:
  #           description: '{{ $labels.instance }} of job {{ $labels.job }} has been down for more than 5 minutes.'
  #           summary: 'Instance {{ $labels.instance }} down'
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use alerting_rules.yml
  alerts: {}

  ## Records configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
  recording_rules.yml: {}
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use recording_rules.yml
  rules: {}

  prometheus.yml:
    rule_files:
      - /etc/config/recording_rules.yml
      - /etc/config/alerting_rules.yml
    ## Below two files are DEPRECATED will be removed from this default values file
      - /etc/config/rules
      - /etc/config/alerts

    scrape_configs:
      - job_name: hyperledger_metrics
        static_configs:
          - targets:
            - hlf-peer--uit--peer0:9443
            - hlf-peer--uit--peer1:9443
            - hlf-peer--uit--peer2:9443
            - hlf-peer--uis--peer0:9443
            - hlf-peer--uis--peer1:9443
            - hlf-peer--uis--peer2:9443
            - hlf-peer--ntnu--peer0:9443
            - hlf-peer--ntnu--peer1:9443
            - hlf-peer--ntnu--peer2:9443
            - hlf-orderer--org1--orderer0:8443
            - hlf-orderer--org1--orderer1:8443
            - hlf-orderer--org2--orderer0:8443
            - hlf-orderer--org2--orderer1:8443



      # A scrape configuration for running Prometheus on a Kubernetes cluster.
      # This uses separate scrape configs for cluster components (i.e. API server, node)
      # and services to allow each to use different authentication configs.
      #
      # Kubernetes labels will be added as Prometheus labels on metrics via the
      # `labelmap` relabeling action.

      # Scrape config for API servers.
      #
      # Kubernetes exposes API servers as endpoints to the default/kubernetes
      # service so this uses `endpoints` role and uses relabelling to only keep
      # the endpoints associated with the default/kubernetes service using the
      # default named port `https`. This works for single API server deployments as
      # well as HA API server deployments.
      - job_name: 'kubernetes-apiservers'

        kubernetes_sd_configs:
          - role: endpoints

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        # Keep only the default/kubernetes service endpoints for the https port. This
        # will add targets for each API server which Kubernetes adds an endpoint to
        # the default/kubernetes service.
        relabel_configs:
          - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_service_name, __meta_kubernetes_endpoint_port_name]
            action: keep
            regex: default;kubernetes;https

      - job_name: 'kubernetes-nodes'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics


      - job_name: 'kubernetes-nodes-cadvisor'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        # This configuration will work only on kubelet 1.7.3+
        # As the scrape endpoints for cAdvisor have changed
        # if you are using older version you need to change the replacement to
        # replacement: /api/v1/nodes/$1:4194/proxy/metrics
        # more info here https://github.com/coreos/prometheus-operator/issues/633
        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics/cadvisor

      # Scrape config for service endpoints.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints'

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      # Scrape config for slow service endpoints; same as above, but with a larger
      # timeout and a larger interval
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      - job_name: 'prometheus-pushgateway'
        honor_labels: true

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: pushgateway

      # Example scrape config for probing services via the Blackbox Exporter.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/probe`: Only probe services that have a value of `true`
      - job_name: 'kubernetes-services'

        metrics_path: /probe
        params:
          module: [http_2xx]

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: true
          - source_labels: [__address__]
            target_label: __param_target
          - target_label: __address__
            replacement: blackbox
          - source_labels: [__param_target]
            target_label: instance
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            target_label: kubernetes_name

      # Example scrape config for pods
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods'

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

      # Example Scrape config for pods which should be scraped slower. An useful example
      # would be stackriver-exporter which querys an API on every scrape of the pod
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

# adds additional scrape configs to prometheus.yml
# must be a string so you have to add a | after extraScrapeConfigs:
# example adds prometheus-blackbox-exporter scrape config
extraScrapeConfigs:
  # - job_name: 'prometheus-blackbox-exporter'
  #   metrics_path: /probe
  #   params:
  #     module: [http_2xx]
  #   static_configs:
  #     - targets:
  #       - https://example.com
  #   relabel_configs:
  #     - source_labels: [__address__]
  #       target_label: __param_target
  #     - source_labels: [__param_target]
  #       target_label: instance
  #     - target_label: __address__
  #       replacement: prometheus-blackbox-exporter:9115

# Adds option to add alert_relabel_configs to avoid duplicate alerts in alertmanager
# useful in H/A prometheus with different external labels but the same alerts
alertRelabelConfigs:
  # alert_relabel_configs:
  # - source_labels: [dc]
  #   regex: (.+)\d+
  #   target_label: dc

networkPolicy:
  ## Enable creation of NetworkPolicy resources.
  ##
  enabled: false
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgv6DHkEz/zqeEZfwK
V6MsEWG2ryOwu3rZ1r9PzEN48y+hRANCAAQ6Wd2R6Oy6RRUK3zdUXFNeNyzezCW1
c9PDELLEmBS5KrgN/Dg0nRChcFIBBLgOETzs7dHeeqj8TuwyE3t07xJ/
-----END PRIVATE KEY-----
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blob 2755�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;
import java.util.Arrays;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;

    private Credential credential;
    private CredentialProof credentialProof;

    private boolean updateProof = false;
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        credential = (Credential) tx.getInstance();
        credentialProof = new CredentialProof().fetch(credential.getQualId(), stub);
        ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(credential.getRequiredAgreement()));
        ArrayList<String> psigs = new ArrayList<>(Arrays.asList(credential.getSignatures()));
        int idx = rsigs.indexOf(tx.getCid().getX509Certificate().getPublicKey());
        if ( idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx-1)))) {
            String[] lst = credential.getSignatures();
            lst[idx] = tx.getCid().getX509Certificate().getPublicKey().toString();
            credential.setSignatures(lst);
            credential.setHash();
            updateCredential = true;
            setStatusMessage("Credential OK, update OK", "Validation");
            if (rsigs.contains(rsigs.get(rsigs.size()-1))) {
                psigs.add(credentialProof.getKey());
                credentialProof.setProvidedCredentials((String[]) psigs.toArray());
                credentialProof.setHash();
                credentialProof.setValid(true);
                updateProof = true;
                setStatusMessage("CredentialProof signatures fullfilled.", "Validation.");
            }
        } else {
            setStatusMessage("User not found in credential. FAILED.", "Validation");
        }

    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.commit(stub, tx.getProofKey());
            setStatusMessage("Committing new values of proof", "Apply");
        }
        if (updateProof) {
            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
            setStatusMessage("Commiting credentialproofs", "Apply");
        }

    }
}
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blob 8837�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
        }));
        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer","channel1");
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes()
        }));

        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().contains("Added"));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());



        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes()
        }));
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()
        }));
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "records".getBytes());
        transientField.put("subChaincodes", "[\"Issuer:channel1\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        transientField = new HashMap<>();
        transientField.put("participants", "[ \"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("dataHash", credential.getHash().getBytes());
        transientField.put("key","Degree.DAT520.Assignment1".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));
    }
}
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blob 5871�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;


import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 20000;

    /*
        After installing the chaincode, instantiate it (onece per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel, String chaincodename, String version,  String[] args, String endorsementPath, String collectionsPath) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            if (endorsementPath != null) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromJsonFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            Map<String, byte[]> tm = new HashMap<>();
            tm.put("HyperLedgerFabric", "InstantiateProposalRequest:JavaSDK".getBytes(UTF_8));
            tm.put("method", "InstantiateProposalRequest".getBytes(UTF_8));
            instantiateProposalRequest.setTransientMap(tm);
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, channel.getPeers());
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }

    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
   public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String>args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, String... args) throws InvalidArgumentException,ProposalException {
        TransactionProposalRequest proposalRequest = client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "TransactionProposal:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "TransactionProposal".getBytes(UTF_8));
        return channel.sendTransactionProposal(proposalRequest, channel.getPeers());
    }
    /*
        Get the chaincode id object based on name and version
     */

    public static Channel CreateChannel(HFClient client, Channel channel) throws Exception {
        ChannelConfiguration channelConfiguration;
        try {
            channel.initialize();
            client.deSerializeChannel(channel.serializeChannel()).initialize();
        } catch (InvalidArgumentException | IOException | TransactionException e) {
            throw new Exception("Something went wrong while creating the channel: " + e);
        }
        return channel;
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }
 }
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blob 1101�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid(new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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blob 513�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ExternalStorageConfigurationManager" enabled="true" />
  <component name="MavenProjectsManager">
    <option name="originalFiles">
      <list>
        <option value="$PROJECT_DIR$/pom.xml" />
      </list>
    </option>
  </component>
  <component name="ProjectRootManager" version="2" languageLevel="JDK_1_8" project-jdk-name="1.8" project-jdk-type="JavaSDK">
    <output url="file://$PROJECT_DIR$/out" />
  </component>
</project>
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blob 2454�package clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.HFClient;

import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.RegistrationRequest;

import java.io.*;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import java.util.Properties;

public class Wallet {
    private String caURL;

    public Wallet(String caURL) {
        this.caURL = caURL;
    }

    /**
     *
     * @param hfcaClient - fabric-ca-client
     * @param user - user id
     * @param MSP - msp id
     * @throws Exception
     */

    public static FabricUser register(HFCAClient hfcaClient, String user, String affiliation, String MSP, FabricUser userInfo) throws Exception {
        RegistrationRequest registrationRequest = new RegistrationRequest(user, affiliation);
        String userSecret = hfcaClient.register(registrationRequest, userInfo);
        Enrollment enrollment = hfcaClient.enroll(user, userSecret);
        return new FabricUser(user, "client", MSP, enrollment);
    }


    public static HFClient getHFClient(FabricUser user) throws Exception {
        // initialize default cryptosuite
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        // setup the client
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(user);
        client.setCryptoSuite(cryptoSuite);
        return client;
    }

    public static HFCAClient getHFCAClient(String url, Properties properties) throws Exception {
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        HFCAClient caClient = HFCAClient.createNewInstance(url, properties);
        caClient.setCryptoSuite(cryptoSuite);
        return caClient;
    }

    public static String getID(String cert) {
        X509Certificate certificate = null;
        try {

            CertificateFactory certFactory = CertificateFactory.getInstance("X.509");
            InputStream in = new ByteArrayInputStream(cert.getBytes());
            certificate = (X509Certificate) certFactory.generateCertificate(in);
        } catch (CertificateException e) {
            return null;
        }
        return "x509::" + certificate.getSubjectDN().getName() + "::" + certificate.getIssuerDN().getName();
    }
}
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blob 20531�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '3'

networks:
  basic:

services:
  ca.org1.example.com:
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.org1.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org1.example.com
    networks:
      - basic

  ca.org2.example.com:
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org2.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org2examplecom_sk
    ports:
      - "7055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org2.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org2.example.com
    networks:
      - basic

  ca.org3.example.com: 
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org3.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org3examplecom_sk
    ports:
      - "8055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org3.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org3.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer:1.4.5
    environment:
      - FABRIC_LOGGING_SPEC=debug
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic

  
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_VM_DOCKER_ATTACHSTDOUT=true
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./jsonfiles:/etc/hyperledger/customconfig
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb1
      - peer0.org1.example.com
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  couchdb3:
    container_name: couchdb3
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 8984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org2.example.com:10051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org1.example.com
      - couchdb2
    networks:
      - basic

  peer1.org2.example.com:
    container_name: peer1.org2.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org2.example.com
      - CORE_PEER_ADDRESS=peer1.org2.example.com:10051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:10051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org2.example.com:10053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:10053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org2.example.com:10051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org2.example.com:9051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb3:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 10051:10051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org2.example.com
      - couchdb3
    networks:
      - basic

  couchdb4:
    container_name: couchdb4
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 9984:5984
    networks:
      - basic

  couchdb5:
    container_name: couchdb5
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 10984:5984
    networks:
      - basic

  peer0.org3.example.com:
    container_name: peer0.org3.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org3.example.com
      - CORE_PEER_ADDRESS=peer0.org3.example.com:11051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:11051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org3.example.com:11053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:11053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org3.example.com:11051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org3.example.com:12051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb4:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 11051:11051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb4
    networks:
      - basic

  peer1.org3.example.com:
    container_name: peer1.org3.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org3.example.com
      - CORE_PEER_ADDRESS=peer1.org3.example.com:12051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:12051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org3.example.com:12053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:12053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org3.example.com:12051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org3.example.com:11051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb5:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 12051:12051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb5
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools:1.4.5
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=debug
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 3228�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;
import java.util.ArrayList;
import java.util.Arrays;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        credential = tx.getInstance();
        credentialProof = credentialProof.fetchPrivateData(tx.getIssuer().getCollectionId(),credential.getQualId(), stub);
        ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(credential.getRequiredAgreement()));
        ArrayList<String> psigs = new ArrayList<>(Arrays.asList(credential.getSignatures()));
        int idx = rsigs.indexOf(tx.getCid().getId());
        if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx-1))) && !credentialProof.getValid() && !tx.getIssuer().isExpired(new Timestamp(System.currentTimeMillis()))) {
            String[] lst = credential.getSignatures();
            lst[idx] = tx.getCid().getId();
            credential.setSignatures(lst);
            credential.setHash();
            credentialProof.addData(credential);
            updateCredential = true;
            setStatusMessage("Credential OK, updating.", "Validation");
            if (rsigs.contains(rsigs.get(rsigs.size()-1))) {
               String[] provided = credentialProof.getProvidedCredentials();
               provided[provided.length-1] = credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString();
               credentialProof.setProvidedCredentials(provided);
                if (credentialProof.getProvidedCredentials().length == credentialProof.getQuorum()) {
                    setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                }
            }
        } else {
            setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(this.tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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commit 253�tree 7a7c51f2d03d66f30e8ac6bea1bd66ff97884ba2
parent 483028f996c33a683ea84bb1551c859461d3748c
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589877465 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589877465 +0200

add config and artifacts
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blob 1498�package main.java.com.bchain.chaincode.Utilities;
import main.java.com.bchain.chaincode.Objects.Mapper;

import java.io.IOException;
import java.util.*;
import java.util.regex.Pattern;

public class utils {
    // regex patterns
    public static Pattern validArrayFormat = Pattern.compile("(\\[.*?\\])");
    public static Pattern validIntegerFormat = Pattern.compile("^\\d+$");

    public static LinkedHashSet<String> stringToHashSet(String arg) throws IOException {
        LinkedHashSet<String> set = null;
        String argz = arg;
        List<String> list = Mapper.INSTANCE.getObjectMapper().readValue(argz, ArrayList.class);
        set = new LinkedHashSet<>(list);
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        return Mapper.INSTANCE.getObjectMapper().readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        obj =  (T) Mapper.INSTANCE.getObjectMapper().readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }


    public static boolean checkFormat(String s, Pattern pattern) {
        return pattern.matcher(s).find();
    }
}
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blob 418�{{- range $i, $org := .Values.ExternalOrdererOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}-external-tlsca
  labels:
    orgName: {{ $org.Name }}
data:
  tlscacert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain) | b64enc }}
---
{{- end }} {{- /* ExternalOrdererOrgs */ -}}
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blob 856�const shim = require('fabric-shim');
const logger = shim.newLogger('chaincode');

const Chaincode = class {
  async Init() {
    logger.info("very-simple init", "");
    return shim.success();
  }

  async Invoke(stub) {
    const ret = stub.getFunctionAndParameters();
    logger.info(ret);

    const method = this[ret.fcn];
    if (!method) {
      logger.info(`no function of name:${ret.fcn} found`);
      return shim.error(`Received unknown function ${ret.fcn} invocation`);
    }
    try {
      const payload = await method(stub, ret.params);
      return shim.success(payload);
    } catch (err) {
      logger.info(err);
      return shim.error(err);
    }
  }
  
  async ping() {
    logger.info("ping called", "");
    const answer = { ping: 'pong' };
    return Buffer.from(JSON.stringify(answer), 'utf8');
  }
};

module.exports = Chaincode;
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blob 8785�package com.bchain.chaincode;

import com.bchain.chaincode.Exceptions.QualificationDuplicateException;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.ObjectsOperations;
import com.bchain.chaincode.Objects.Qualification;

import com.google.common.hash.Hashing;
import com.sun.tools.javac.util.ArrayUtils;
import javassist.NotFoundException;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import java.io.IOException;
import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    private static final String registerCredential = "registerCredential";
    private static final String confirmCredential = "confirmCredential";
    private static final String verifyCredential = "verifyCredential";
    private static final String revokeCredential = "revokeCredential";
    private static final String isRevoked = "isRevoked";


    class IssuerImpl extends ObjectsOperations  implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public IssuerImpl(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public IssuerImpl() {}
    }
    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = new HashSet<>();
            owners = utils.objectStreamToHashSet(args.get(0), owners);
            String orgIdentifier = new String(args.get(1));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            return new Response(500, "Error in provided arguments.", null);
        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if(args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();

            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new IssuerImpl();
                    this.issuer = this.issuer.fetch(key.toString(), chaincodeStub);
                } catch (IOException | NotFoundException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            }

            String subject = Hashing.sha256().hashString(new String(args.get(1)), StandardCharsets.UTF_8).toString();


            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                case isRevoked:
                case verifyCredential:
                case revokeCredential:
            }
        }
        return new Response(500, "function not found!", null);
    }

 // TODO: ISSUER INTERFACE IMPL

    @Override
    public Chaincode.Response isRevoked(String subject, String issueId) {
        return null;
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if(registrationType.equals("credential")) {
                CredentialProof proof = utils.jsonToObject(data, new CredentialProof());
                Qualification rec = new Qualification();
                if (!rec.objectExists(proof.getRecordId(),stub)) {
                    return new Response(500, "Qualification doesn't exist", null);
                } else {
                    rec = rec.fetch(proof.getRecordId(), stub);
                    String proofKey = "CredentialProof" + proof.getSubject() + proof.getDescription();
                    if(utils.isInSet(Arrays.asList(rec.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = proof.createKey(proof.getDescription(), proof.getSubject());
                        proof.commit(stub, newKey.toString());
                    }
                }
            } else if(registrationType.equals("qualification")) {
                Qualification rec = new Qualification();
                rec = utils.jsonToObject(data, rec);
                CompositeKey recKey = rec.createKey( rec.getSubject(), rec.getDescription());
                if(rec.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if(rec.getParentQualifier() != null) {
                    if(!rec.objectExists(rec.getParentQualifier(), stub)) {
                        throw new NotFoundException("Parent Qualification doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : rec.getOwners()) {
                    if(!this.issuer.owners.contains(owner)) {
                        throw new NotFoundException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                rec.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException | NotFoundException  e) {
            if(e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof Exception) {
                return new Response(401, "Unauthorized user.",  null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if(e instanceof  NotFoundException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(String subject, String issueId) {
        return null;
    }

    @Override
    public Chaincode.Response confirmCredential(String subject, String description, ChaincodeStub stub) {
        String key = "CredentialProof".concat(subject).concat(description);
        try {
            CredentialProof proof = new CredentialProof();
            if(proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                int idx = Arrays.asList(proof.getRequiredAgreement()).indexOf(cid.getX509Certificate().toString());
                if(idx >= proof.getSignatures().length) {
                    proof.getSignatures()[proof.getSignatures().length-1] = cid.getX509Certificate().toString();
                }
                proof.commit(stub, key);
            }

        } catch(CertificateException | IOException | NotFoundException e) {
            if( e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if( e instanceof  NotFoundException) {

            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(String subject, Byte data) {
        return null;
    }


}
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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commit 241�tree 8e2ab2bdcf7ee25cde1e9619e366816d9958cb17
parent 8e40d7a07eb7b4b0e7ccda2eba52fec8658c3e88
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590482118 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590482118 +0200

fix getpeers
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blob 9077�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.*;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList = null;

        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || !tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        } else if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }

        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }

        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub test is JSON format
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                args = new ArrayList<>();
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload() != null && resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.getValid()) {
                        if (proofs.containsKey(user)) {
                            linkedList = proofs.get(user);
                        } else {
                            linkedList = new LinkedList<>();
                            proofs.put(user, linkedList);
                        }
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    item.setParentCredentialProof(proof.getKey());
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners = null;

        while(iterator.hasNext()) {
            proof = iterator.next();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), proof.getKey(), proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
        setStatusMessage(resp.getMessage(), "Apply");

    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    public boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgrgaxn0HwKH0z4sSe
iKl/3L99/ZTnYTp+XZaqvfkFsA+hRANCAATP3g/5HOZHAjBGJDp3R/cie7SJAhYv
hSDWWaCojaKVNOXpHVTGYRQdLp+6xruHmfPFa2T8w0Zc/EodjxbBMWRX
-----END PRIVATE KEY-----
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blob 4845�package clientapplication.Network;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.junit.jupiter.api.Test;

import java.io.File;
import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.assertTrue;


public class InitializeConfig {
    private NetworkConfig config;
    private static String path = "/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/clientapplication/Network/yamlconfig/test.yaml";
    //Logger logger = new Logger(InitializeConfig.class);
    ArrayList<FabricUser> users = new ArrayList<>();



    private void initConfig() {
        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }



    public void startChaincode(String channelName, String orgName, String chaincodeName, String version,
                                String endorsementPath,
                               String collectionsPath, String chaincodePath, long timeInMillis, String[] args) throws Exception {
        if ( timeInMillis == 0L){
            timeInMillis = 10000;
        }
        HFClient client = createInstancewithUserContext(orgName, config);
        Channel channel = client.loadChannelFromConfig(channelName, config);
        Collection<ProposalResponse> responses = ChaincodeOperations.Instantiate(client, channel, chaincodeName, version, args, endorsementPath, collectionsPath);
        System.out.println("Instantiating chaincode: " + chaincodeName + " verison: " + version);
        handleResponses(responses);
        Thread.sleep(timeInMillis);
        responses = ChaincodeOperations.Install(client, channel, chaincodeName, version, chaincodePath);
        handleResponses(responses);
    }

    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 100; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser user = null;
        FabricUser adminUser = null;
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            }
            user = Wallet.register(client, usernames.get(i), currOrg.getName().toLowerCase() + ".department1", currOrg.getMspId(), adminUser);
            users.add(user);
        }
        assertTrue(users.size() == 100);
    }



}
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blob 1298�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Issuer2;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TransactionCreatorHub {
    /*
        Just parses the right transaction format according to method invocation.
        Also performs checks in the passed arguments.
     */
    public static TxProcedure parseFromArgs(String fName, List<byte[]> args, ChaincodeStub stub) throws IOException, CertificateException {
        switch (fName) {
            case Issuer2.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer2.startIssuer:
               TxInitIssuer txInitIssuer = new TxInitIssuer();
               txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer2.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;

        }
        return null;
    }
}
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blob 525�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="CompilerConfiguration">
    <annotationProcessing>
      <profile name="Maven default annotation processors profile" enabled="true">
        <sourceOutputDir name="target/generated-sources/annotations" />
        <sourceTestOutputDir name="target/generated-test-sources/test-annotations" />
        <outputRelativeToContentRoot value="true" />
        <module name="java" />
      </profile>
    </annotationProcessing>
  </component>
</project>
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blob 5161�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList = null;
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getId())){
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }

        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is a JSON
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                args = new ArrayList<>();
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload() != null && resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.getValid()) {
                        if (proofs.containsKey(user)) {
                            linkedList = proofs.get(user);
                        } else {
                            linkedList = new LinkedList<>();
                            proofs.put(user, linkedList);
                        }
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(),getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> array = new ArrayList<>(Arrays.asList(proof.getProvidedCredentials()));
                    String[] arr = proof.getProvidedCredentials();
                    array.add(thisKey);
                    proof.setProvidedCredentials(array.toArray(arr));
                    item.setParentCredentialProof(proof.getKey());
                    proof.addData(item);
                    if (proof.getProvidedCredentials().length >= proof.getQuorum()) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        while (iterator.hasNext()) {
            args.add(iterator.next().toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        setStatusMessage(resp.getMessage(), "Apply");
    }
}
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commit 240�tree 0c7d8dd8beda58c85110c2e043eed4f3bdcd53af
parent 9c901879ffb8dfae3b8028939c227556153c5f1e
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1591172738 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1591172738 +0200

update test
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg/ugum1MMPSu4112u
01iK6B5ySsrJD3nklHLaaRD+0vOhRANCAASWJ7g5S+g3rwaXqZkqIr5tf/yMW95U
mFEUO1d4v9Pumi+kclP7zr7+pr+voT7Br947bw2wuxYxuxGwwAZ0060v
-----END PRIVATE KEY-----
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blob 4750�package com.bchain.chaincode.Strategies.TransactionsImpl;


import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.Procedures.*;
import com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.List;
import static com.bchain.chaincode.ChaincodeInstance.*;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             if (!(args.size() >= 2)) {
                 throw new IllegalArgumentException("Not enough parameters.");
             }
             if (args.get(1).length == 0) {
                 throw new IllegalArgumentException("Subject must be provided.");
             }
             this.subject = new String(args.get(1));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             isOpen();
             if(this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | IllegalAccessException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }

    public void isOpen() throws IllegalAccessException{
         if(this.issuer != null) {
             Timestamp currTime = Timestamp.from(this.txTime);
             if(this.issuer.isExpired(currTime)) {
                throw new IllegalAccessException("Issuer is closed.");
             }
         }
    }

    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    /**
    * All invocations  must follow the Procedures pattern
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) {
            switch (fName) {
                case registerCredential:
                    return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case confirmCredential:
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case aggregateProofs:
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) {
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
            }
        }

        throw new IOException("Method not found");
    }
}
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commit 255�tree 79d94cc04e6ee981dbbe51699a4c2dffa94c826d
parent f34896cc7a2245670f6d13dd282ac225b81cefd4
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589872294 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589872294 +0200

add tarball file for tests
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blob 241�-----BEGIN PRIVATE KEY-----
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-----END PRIVATE KEY-----
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blob 45�Some primitive chaincodes for demonstration.











thesis-work/.git/objects/4f/3fe5cb83ad5a47574a0517a05c500b4fc566be

thesis-work/.git/objects/4f/3fe5cb83ad5a47574a0517a05c500b4fc566be









thesis-work/.git/objects/4f/5e42b2b962def2c970b5d494694093e3e74735

thesis-work/.git/objects/4f/5e42b2b962def2c970b5d494694093e3e74735









thesis-work/.git/objects/4f/6b3c3e54f9f7ef7ffcf3da900929d5b73a1987

thesis-work/.git/objects/4f/6b3c3e54f9f7ef7ffcf3da900929d5b73a1987


blob 12382�package test.java.com.bchain.chaincode;



import com.bchain.chaincode.Issuer;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import org.junit.jupiter.api.BeforeEach;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.mockito.Mock;
import org.mockito.Mockito;
import org.mockito.invocation.InvocationOnMock;
import org.mockito.junit.jupiter.MockitoExtension;
import org.mockito.stubbing.Answer;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertTrue;
import static org.mockito.BDDMockito.given;
import static org.mockito.Mockito.lenient;
@ExtendWith(MockitoExtension.class)
public class issuerTest {
    @Mock
    private ChaincodeStub stub;

    private ChaincodeStub stubs = new ChaincodeStubNaiveImpl();

    private Issuer chainCode = new Issuer();

    @BeforeEach
    public void setup() {
      // when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        lenient().when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).then(new Answer<CompositeKey>() {
            @Override
            public CompositeKey answer(InvocationOnMock invocation) throws Throwable {
                Object[] objects = invocation.getArguments();
                String[] list = new String[objects.length];
                for(int j = 0; j < list.length; j++) {
                    list[j] = (String) objects[j];
                }
                String[] lst =  Arrays.asList(list).subList(1, list.length).toArray(new String[list.length-1]);
                return new CompositeKey((String) objects[0], lst);
            }
        });

    }
    @Test
    public void testWrongFunctionAndParams() {

        // when
        Chaincode.Response res = chainCode.invoke(stub);
        // then
        assertEquals(500, res.getStatusCode());
    }

    @Test
    public void testWhenIssuerIsNotInitialized() {
        //when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        // initiate data
       String[] testList = new String[]{"test","test"};
       Credential proof = new Credential("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        byte[] data = prepareTestData(proof);
        // given
        ArrayList<byte[]> list = new ArrayList<>();
        list.add(data);
        list.add("test".getBytes());
        list.add("credential".getBytes());
        list.add("University Of Stavanger".getBytes());
        given(stub.getArgs()).willReturn(list);
        given(stub.getFunction()).willReturn("registerCredential");
        //when
        Chaincode.Response result = chainCode.invoke(stub);
        //then
        assertEquals(500, result.getStatusCode());
        assertEquals("Issuer doesn't exists!", result.getMessage());
    }

    @Test
    public void testIssuerInitAndRegisterCredentialWithoutParentRecord() {
        String list = "[\"simen@uis.no\",\"Test2@uis.no\",\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]";

        byte[] orgIdentifier = "UIS".getBytes();
        byte[] credentialType = "credential".getBytes();
        byte[] functionType = "registerCredential".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("init".getBytes());
        args.add(list.getBytes());
        args.add(orgIdentifier);
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server", "UserId2"};
        Credential proof = new Credential(CertificatesData.CERT_WITHOUT_ATTRS,
                "DAT520",
                jsonData.getBytes(), signers,
                null, "rec",
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);
        // END PREPARE DATA

        // test Init
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals("Chaincode Initiated Succesfully!",resp.getMessage());
        assertEquals(200, resp.getStatusCode());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                functionType,
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                proofData,
                orgIdentifier,
                credentialType
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp =  chainCode.invoke(stubs);
        assertEquals(500, resp.getStatusCode());
        assertEquals("CredentialProof doesn't exist", resp.getMessage());

    }
    @Test
    public void registerRecordAndThenCredential() {
        //PREPARE TEST DATA
        stubs =  new ChaincodeStubNaiveImpl();
        String list = "[\"simen@uis.no\",\"Test2@uis.no\",\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]";
        byte[] orgIdentifier = "UIS".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("init".getBytes());
        args.add(list.getBytes());
        args.add(orgIdentifier);
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals(200, resp.getStatusCode());

        // register CredentialProof
        args = new ArrayList<>();
        String[] recOwners = new String[]{"simen@uis.no", "Test2@uis.no","x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server" };
        String[] reqC = new String[]{"CredentialProof" + CertificatesData.CERT_WITHOUT_ATTRS + "Semester1.DAT520"};
        CredentialProof recParent = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "Degree.UIS",
                reqC,
                null,recOwners, null);
        byte[] data = recParent.toJson().getBytes(StandardCharsets.UTF_8);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        data,
                        orgIdentifier,
                        "credentialproof".getBytes()
                }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());


        args = new ArrayList<>();
        CompositeKey key1 = recParent.createKey(recParent.getSubject(), recParent.getDescription());
        CredentialProof rec = new CredentialProof(
                CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                null,
                null,
                recOwners, key1.toString()
        );
        CompositeKey key = rec.createKey(rec.getSubject(), rec.getDescription());
        rec.setRequiredCredentials(new String[] {"Credential"+ rec.getSubject() +rec.getDescription()});
        byte[] qualData = rec.toJson().getBytes(StandardCharsets.UTF_8);

        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        qualData,
                        orgIdentifier,
                        "credentialproof".getBytes()
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        //
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server"};
        Credential credential = new Credential(CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                jsonData.getBytes(), signers,
                null,
                key.toString(),
                "",
                System.currentTimeMillis());
        byte[] proofData = credential.toJson().getBytes(StandardCharsets.UTF_8);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        proofData,
                        orgIdentifier,
                        "credential".getBytes()
                    }
                )
        );
        // END PREPARE DATA

        // test RegisterCredential
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        assertEquals("Success", resp.getMessage());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "confirmCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        "Semester1.DAT520".getBytes(),
                        orgIdentifier
                    }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        try {
            Credential returnedProof = utils.jsonToObject(resp.getPayload(), new Credential());
            assertEquals(returnedProof.getSignatures()[0], credential.getRequiredAgreement()[0]);
        } catch (IOException e) {
            assertTrue(false);
        }
        // REVOKE the credential

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "revokeCredential".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("Credential Revoked.", resp.getMessage());
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "isRevoked".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("true", resp.getMessage());
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "verifyCredential".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier,
                qualData

        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp =  chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        assertEquals("CredentialProof is valid: false", resp.getMessage());
    }
    // helper method
    public <T> byte[]  prepareTestData(T data) {
        ByteArrayOutputStream bos;
        bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        byte[] myBytes = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(data);
            os.flush();
            myBytes = bos.toByteArray();
        } catch (IOException e) {
            // NO OP
        } finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
        return myBytes;
    }
}
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blob 1002�package chaincode

import "bytes"

const (
	OK string = "OK"
	FAIL string = "FAIL"
	INIT string = "INIT"
	GET string = "GET"
	SET string = "SET"
	INVOKE string = "INVOKE"
	isRevoked string = "isrevoked"
	registerCredential string = "registercredential"
	revokeCredential string = "revokecredential"
	confirmCredential string = "confirmcredential"
	verifyCredential string = "verifycredential"
)

type Response struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload []byte `json:"payload"`
}

func (r *Response) formatResponse() []byte {
	var buffer bytes.Buffer
	buffer.WriteString("{\"code\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Code)
	buffer.WriteString("\",")
	buffer.WriteString("\"message\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Message)
	if r.Payload == nil {
		buffer.WriteString("\"}")
	} else {
		buffer.WriteString("\",")
		buffer.WriteString("\"payload\":")
		buffer.Write(r.Payload)
		buffer.WriteString("}")
	}
	return buffer.Bytes()
}
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blob 1784�package com.bchain.chaincode.Utilities;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Order;

import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.io.ObjectInputStream;
import java.nio.charset.StandardCharsets;
import java.util.Collection;
import java.util.HashSet;
import java.util.Iterator;

public class utils {
    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static <T extends Object> HashSet<T> objectStreamToHashSet(byte[] bytes, HashSet<T> obj) throws IOException {
        ObjectInputStream os = new ObjectInputStream(new ByteArrayInputStream(bytes));
        try {
            obj = (HashSet<T>) os.readObject();
        } catch(ClassNotFoundException e) {
            throw new IOException("Something went wrong while reading bytes to list! " + e);
        }
        return obj;
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }

}
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blob 2474�package main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("type_self");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgiSQl0VhOH5yPhFEr
NsJCNeEK1TTBm+eNgW/SD6AJucShRANCAARKN3F9AbfFVCRSucU53DW/U9ag9UWA
wvyVmFg+WNKtcg4C2urZKJUBPYiErm8Pxr0QDaYRS+sBgJesVaTW1Cd9
-----END PRIVATE KEY-----
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commit 279�tree 98bfab4139935a18752ac5698dbe8f7cb5ae2812
parent 118b7cc05ac8721d0fab8a4a496d23b83f83e77d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1586281025 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1586281025 +0200

added recorder and trie structure for final record
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blob 2585�package com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 5880�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;


import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 20000;

    /*
        After installing the chaincode, instantiate it (onece per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel, String chaincodename, String version,  ArrayList<String> args, String endorsementPath, String collectionsPath) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            if (endorsementPath != null) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromJsonFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            Map<String, byte[]> tm = new HashMap<>();
            tm.put("HyperLedgerFabric", "InstantiateProposalRequest:JavaSDK".getBytes(UTF_8));
            tm.put("method", "InstantiateProposalRequest".getBytes(UTF_8));
            instantiateProposalRequest.setTransientMap(tm);
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, channel.getPeers());
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }

    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
   public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String>args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, String... args) throws InvalidArgumentException,ProposalException {
        TransactionProposalRequest proposalRequest = client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "TransactionProposal:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "TransactionProposal".getBytes(UTF_8));
        return channel.sendTransactionProposal(proposalRequest, channel.getPeers());
    }
    /*
        Get the chaincode id object based on name and version
     */

    public static Channel CreateChannel(HFClient client, Channel channel) throws Exception {
        ChannelConfiguration channelConfiguration;
        try {
            channel.initialize();
            client.deSerializeChannel(channel.serializeChannel()).initialize();
        } catch (InvalidArgumentException | IOException | TransactionException e) {
            throw new Exception("Something went wrong while creating the channel: " + e);
        }
        return channel;
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }
 }
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blob 936�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3423�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.HashSet;
import java.util.List;

public class TxInitializeIssuer extends TxProcedure {
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private HashSet<String> owners;
    private HashSet<String> participants;
    private HashSet<String> subChainCodes;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        if (!(args.size() >= 11)) {
            throw new IllegalArgumentException("Not enough arguments to initialize issuer.");
        }
        List<String> params = stub.getParameters();
        String ownersString = params.get(1);
        this.orgIdentifier = params.get(2);
        String participants = params.get(3);
        this.recordsId = params.get(4);
        this.description = params.get(5);
        String subChaincodes = params.get(6);
        setCid(new ClientIdentity(stub));
        this.creator = getCid().getId();
        if (!utils.checkFormat(ownersString, utils.validArrayFormat) || !utils.checkFormat(participants, utils.validArrayFormat)
            || subChaincodes.length() > 0 && !utils.checkFormat(subChaincodes, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Some parameters must be in an array format!");
        }
        if(subChaincodes.length() > 0 ){
            this.subChainCodes = utils.stringToHashSet(subChaincodes);
            for (String chaincodeDefinition: subChainCodes) {
                if(!chaincodeDefinition.contains(":")) {
                    throw new IllegalArgumentException("Chaincode must contain colon separated names! <ChainCodeId:ChannelID>");
                }
            }
        }
        this.participants = utils.stringToHashSet(participants);
        this.owners = utils.stringToHashSet(ownersString);
        if (!utils.checkFormat(params.get(7), utils.validIntegerFormat) || !utils.checkFormat(params.get(8), utils.validIntegerFormat)) {
            throw new IllegalArgumentException("Quorum and nrCredentials need to be integer type.");
        }
        this.quorum = Integer.parseInt(params.get(7));
        this.nrCredentials = Integer.parseInt(params.get(8));
        this.collectionId = params.get(9);
    }

    public HashSet<String> getOwners() {
        return owners;
    }

    public HashSet<String> getParticipants() {
        return participants;
    }

    public HashSet<String> getSubChainCodes() {
        return subChainCodes;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public String getDescription() {
        return description;
    }
    public String getRecordsId() {
        return recordsId;
    }
    public int getNrCredentials() {
        return nrCredentials;
    }
    public int getQuorum() {
        return quorum;
    }
    public String getCollectionId() {
        return collectionId;
    }
}
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blob 839�# This example demonstrates a workflow with a step using node selectors.
# In this case, it requires that the 'print-arch' template, run on a
# node with architecture 'amd64'. This can be overriden via argo CLI, 
# e.g. argo submit node-selector.yaml -p arch=somethingelse
# Node selectors can also be set at the workflow level, meaning all pods
# of the workflow will be scheduled using the selector.
apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: node-selector-
spec:
  entrypoint: print-arch
  arguments:
    parameters:
    - name: arch
      value: amd64

  templates:
  - name: print-arch
    inputs:
      parameters:
      - name: arch
    nodeSelector:
      beta.kubernetes.io/arch: "{{inputs.parameters.arch}}"
    container:
      image: alpine:latest
      command: [sh, -c]
      args: ["uname -a"]
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blob 1596�package chaincode_2

import (
	"crypto/x509"
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"

)

var unsupportedFormatErr error = fmt.Errorf("Error in parsing Json object, unsupported format!")
var illegalOperation error = fmt.Errorf("IllegalOperation")

func validateCourseWorkUpdate(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	var courseWorkUpdate coursework
	var courseOriginal coursework
	err := json.Unmarshal([]byte(args[0]), courseWorkUpdate)
	b, _ := x509.MarshalPKIXPublicKey(courseWorkUpdate.courseid)
	original, err1 := stub.GetState(courseWorkUpdate.courseid + string(b) + courseWorkUpdate.courseworkid)
	if err1 != nil {
		return shim.Error(unsupportedFormatErr.Error())
	}
	json.Unmarshal(original, courseOriginal)
	if err != nil {
		return shim.Error(unsupportedFormatErr.Error())
	}
	// verify if there is a course for this already
	course, err := queryObj(stub, courseWorkUpdate.courseid)
	if err != nil {
		return shim.Error(fmt.Errorf("Error in updating course work! %s", err.Error()).Error())
	} else if course == nil {
		return shim.Error(fmt.Errorf("Referenced course in update doesn't exist").Error())
	}
	verified := courseOriginal.assertFields(courseWorkUpdate)
	signed := courseWorkUpdate.verifySig(stub)
	if verified && signed { // s'all good, man!
		Commit(stub, &courseWorkUpdate)
	}
	return shim.Error("Not a valid course update")
}

func validateCourseWorkAdd(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	return shim.Error("NOT YET IMPLEMENTED")
}
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commit 249�tree 8c0331ee45b28c8d7223895dbf8de06dd84c6695
parent bf8e60b696b64b316d314aa711ee17a57cc12892
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083348 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583083348 +0100

move project to Java
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blob 2501�package com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private String[] requiredAgreement;
    private String[] signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = new String[requiredAgreement.length];
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getQualId())
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6x0I0Fydq9SE3Aea
2abcIFddA+hdS7R3dgzHIcGxGUWhRANCAAQ2Z2SJaw4n/JImxiwDlYMk6ksE+Wb6
bDu7BGRDpE6kE8OaTKShTiXe54cYN6Be52ioTsXUjuJXdJ+SheGx5t3a
-----END PRIVATE KEY-----
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blob 1687�package main

import (
	"encoding/json"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	assert2 "github.com/stretchr/testify/assert"
	"testing")


var testData = []struct {
	FirstName         	string
	LastName     	    string
	Id  	 	        string
	expectedStatus 	    int32
	testDesc	 	    string
} {
	{"Simen", "Jakobsen", "233234", shim.OK, "Added student successfully."},
	{ "Hein", "Meling", "1", shim.OK, "Added student successfully."},
	{"", "", "1", shim.ERROR, "Should fail."},
}


type respPerson struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload Person   `json:"payload"`
}

func TestPerson(t *testing.T) {
	assert := assert2.New(t)
	stubMock := shim.NewMockStub("TestPerson", new(GradeSystem))
	assert.NotNil("Failed creation of stubMock", stubMock)

	uid := uuid.New().String()

	for _, test := range testData {
		result := stubMock.MockInvoke(uid,
			[][]byte{
				[]byte(AddPerson),
				[]byte(test.Id),
				[]byte(test.FirstName),
				[]byte(test.LastName),
			})
		if test.expectedStatus == shim.OK {
			assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " failed. ")
			result = stubMock.MockInvoke(uid,
				[][]byte{
					[]byte(ReadPerson),
					[]byte(test.Id),
				})
			r := &respPerson{}
			err := json.Unmarshal(result.GetPayload(), r)
			if err != nil {
				assert.Fail("Failed in reading payload. Error: " + err.Error())
			}
			assert.Equal(test.Id, r.Payload.Id, "Mismatch between expected Id and received Id.")
		} else if test.expectedStatus == shim.ERROR {
			assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " didn't receive error status. ")
		}
	}
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgm0d1+sjytg8/SJa9
JLuXbNj2w5i5/Rido3EVUvdhQiyhRANCAASxff4w3CIjhPBZn9mmWALN5qWqlzW0
213tcloATHPqAhwFIhcd2ZuM1FWOw8wHlDm5o4/vJaLa7Uf4A1QJ1RWX
-----END PRIVATE KEY-----
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blob 1116�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
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blob 16286�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        # - hlf-orderer--groeifabriek-0:7050
        - orderer0.groeifabriek.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: orderer1.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: orderer0.pivt.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 1762�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();
    private String self;
    private Records records;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        self = stub.getStringState("RecorderInstance");
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }
        if (self != null) {
            getRecords();
        }
    }


    public Records getRecords() throws IOException{
        if(records != null) {
            return records;
        }
        try {
            records = utils.jsonToObject(self.getBytes(), new Records());
        } catch (IOException e) {
            throw new IOException("Recorder instance not defined.");
        }
        return records;
    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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blob 2544�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;
    private Issuer issuer;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        issuer.commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            String key = proof.createKey(user, issuer.getDescription()).toString();
            if (!proof.privateObjectExists(issuer.getCollectionId(), key, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(), owners, null);
                proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), key, stub);
                setStatusMessage("Added" + user, "Apply");
            }
        }
    }
}
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blob 5340�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            }
            tmp.append(obj.hash);
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }

    public static void updateParentCredentials(ChaincodeStub stub, String key, ChaincodeObject object) throws IOException {
        CredentialProof credentProof = new CredentialProof().fetch(key,stub);
        String[] providedCredentials = credentProof.providedCredentials;
        int idx = credentProof.getData().indexOf(providedCredentials[providedCredentials.length-2]);
        if (credentProof.data.get(idx).getValid()) {
            providedCredentials[providedCredentials.length-1] = object.getKey();
            credentProof.setProvidedCredentials(providedCredentials);
            credentProof.addData(object);
            if (providedCredentials.length == credentProof.quorum) {
                credentProof.setValid(true);
                updateParentCredentials(stub, credentProof.getParentCredentialProof(), credentProof);
            }
            credentProof.commit(stub, key);
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws IOException {
        CredentialProof credentProof = new CredentialProof();
        credentProof = credentProof.fetch(key,stub);
        if (credentProof.getParentCredentialProof() != null) {
            setParentRevoked(stub, credentProof.getParentCredentialProof());
        }
        credentProof.setValid(false);
        credentProof.commit(stub, key);
    }

    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 13698�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &Groeifabriek
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Karga
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--karga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051


################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   APPLICATION
#
#   This section defines the values to encode into a config transaction or
#   genesis block for application-related parameters.
#
################################################################################
Application: &ApplicationDefaults

    # Organizations lists the orgs participating on the application side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 939�{{- if .Values.peer.externalService.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-peer-external--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    component: hlf-peer
    fqdn: {{ $peer }}.{{ $org.Domain }}
    addToExternalHostAliases: "true"
  annotations:
    {{- range $key, $value := $.Values.peer.externalService.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
    
spec:
  type: LoadBalancer
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* If externalService.enabled */ -}}
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blob 354�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.databind.ObjectMapper;

public enum Mapper {
    INSTANCE;
    private final ObjectMapper mapper = new ObjectMapper();

    private Mapper(){
        // Perform any configuration on the ObjectMapper here.
    }

    public ObjectMapper getObjectMapper() {
        return mapper;
    }
}










thesis-work/.git/objects/55/6948c91575115361cdfa2a49c03ddaf7d0ad3c

thesis-work/.git/objects/55/6948c91575115361cdfa2a49c03ddaf7d0ad3c









thesis-work/.git/objects/55/a12cd4952409722cef3de79b81c0e12aaa4b9e

thesis-work/.git/objects/55/a12cd4952409722cef3de79b81c0e12aaa4b9e









thesis-work/.git/objects/55/e683f1c5a5a66f162f483cd22c815b953042be

thesis-work/.git/objects/55/e683f1c5a5a66f162f483cd22c815b953042be









thesis-work/.git/objects/56/66f214d03ca521f044dca420a55bcbe8e1b2f2

thesis-work/.git/objects/56/66f214d03ca521f044dca420a55bcbe8e1b2f2









thesis-work/.git/objects/56/788e092fb6394ea069f2bf9ace66a35eab293c

thesis-work/.git/objects/56/788e092fb6394ea069f2bf9ace66a35eab293c


blob 1249�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private Issuer issuerInstance;
    private long tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        setCid(cid);
        if (args.size() != 2) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = new Long(new String(args.get(1)));
        issuerInstance = new Issuer().fetch("IssuerInstance", stub);
    }

    public Issuer getIssuerInstance() {
        return this.issuerInstance;
    }
    public long getTsClose() {
        return tsClose;
    }
}
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blob 2262�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxInitIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;

import org.hyperledger.fabric.shim.ChaincodeStub;


import java.io.IOException;
import java.security.InvalidParameterException;
import java.sql.Timestamp;
import java.util.Calendar;

public class ProcedureInitIssuer extends Procedure {
    private TxInitIssuer tx;

    public ProcedureInitIssuer(TxProcedure tx) {
        this.tx =  (TxInitIssuer) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())) {
            throw new IllegalAccessError("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        Calendar cal = Calendar.getInstance();
        cal.setTimeInMillis(created.getTime() + tx.getTsClose().getTime());
        Timestamp newTs = new Timestamp(cal.getTimeInMillis());
        if(!newTs.after(created)) {
            throw new InvalidParameterException("New time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(newTs);
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "Issuer");
    }


    public void initCredentialProofs(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = this.tx.getIssuerInstance();
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            proof.setSubject(user);
            proof.setDescription(issuer.getDescription());
            proof.setRequiredCredentials(issuer.getRequiredCredentials());
            proof.setOwners((String[]) issuer.getOwners().toArray());
            proof.createKey(proof.getDescription(), user);
            proof.commit(stub, proof.getKey());
        }
    }
}
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blob 4605�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey = null;
        String res = null;
        try {
            proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);
            if (tx.getIssuer().isStarted() && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) && proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
                credential = tx.getInstance();
                ArrayList<String> rsigs = credential.getRequiredAgreement();
                ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
                int idx = rsigs.indexOf(tx.getCid().getId());
                if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                    psigs.add(tx.getCid().getId());
                    credential.setSignatures(psigs);
                    updateCredential = true;
                    setStatusMessage("Credential OK, updating.", "Validation");
                    if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                        credentialProof.addData(credential);
                        ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                        provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                        credentialProof.setHash();
                        credentialProof.setProvidedCredentials(provided);
                        if (credentialProof.getProvidedCredentials().size() == credentialProof.getQuorum()) {
                            setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                        }
                    }
                } else {
                    setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
                }
            } else {
                throw new IllegalAccessError("Issuer not started yet");
            }
        } catch (Exception e) {
            StackTraceElement[] elements = e.getStackTrace();
            StringBuilder stringBuilder = new StringBuilder();
            for (int iterator=1; iterator<=elements.length; iterator++) {
                stringBuilder.append("Class Name:"+elements[iterator-1].getClassName()+" Method Name:"+elements[iterator-1].getMethodName()+" Line Number:"+elements[iterator-1].getLineNumber()+ "\n");
        }
            throw new IOException("Error: " + stringBuilder.toString() +"     ===>JSON "+ this.tx.getProvidedCredential().toJson() +  "||" +credential.toJson() + "||"+ res +"||" +proofKey);
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(this.tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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commit 298�tree c2d82d723d481a30cecf9ea3e8733781eee3480e
parent 203ace6af74d97e609a8a3708291699b3ede0caa
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1580048731 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1580048731 +0100

implemented initial code structure for updating objects in the ledger











thesis-work/.git/objects/56/ac8c9f2ef842382640bae55a2b1dd9a5014175

thesis-work/.git/objects/56/ac8c9f2ef842382640bae55a2b1dd9a5014175


commit 251�tree e34b5eb1779b4b00601d45c61117f46494c23e8a
parent 9546c2a54c09c5a9307cef072caed46f4464d55d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589888202 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589888202 +0200

node selector workflow
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2445�package test;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 1450�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.ObjectsOperations;
import com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private String registrationType;
    private ObjectsOperations object;
    enum validTypes {credential}

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        this.registrationType = new String(args.get(4));
        validTypes.valueOf(this.registrationType); // throws if not exists
        this.object = getInstance();
    }

    @Override
    public ObjectsOperations getInstance() {
        try {
            if (this.registrationType.equals(validTypes.credential)) {
                return utils.jsonToObject(this.getArgs().get(3), new Credential());
            } else {
                return null;
            }
        }catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed to Credential");
        }
    }

    public String getRegistrationType() {
        return registrationType;
    }
}
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blob 608�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type GradeSystem struct {
}

const (
	OK string = "COMMAND SUCCESFUL"
	ERR_READ string = "READ COMMAND FAILED"
	ERR_WRITE string = "WRITE COMMAND FAILED"

)
// Buss accessible by all contracts
var eventChannel = &EventBus{
	subscribers: map[string]DataChannels{},
}



func (t *GradeSystem) Init(stub shim.ChaincodeStubInterface) peer.Response {
	initRevokeAccess()
	r := response{
		Code:    OK,
		Message: "INITIALIZED",
		Payload: nil,
	}
	return shim.Success(r.formatResponse())
}
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blob 15233�package com.bchain.chaincode;

/*
import com.bchain.chaincode.Exceptions.QualificationDuplicateException;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.ChaincodeObject;

import com.bchain.chaincode.Utilities.ResponseMsg;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String verifyCredential = "verifyCredential";
    public static final String revokeCredential = "revokeCredential";
    public static final String isRevoked = "isRevoked";


    class Issuer extends ChaincodeObject implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public Issuer(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public Issuer() {}
    }
    private Issuer issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            String creator = cid.getId();
            issuer = new Issuer(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }

        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if (args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new Issuer().fetch(key.toString(), chaincodeStub);
                } catch (IOException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if (!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(4));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        CredentialProof qual = new CredentialProof();
        try {
            String res = (stub.getStringState("CredentialProof" + subject + qualId) == null)
                    ? (stub.getStringState("Credential" + subject + qualId)) : ("");
            if (res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "CredentialProof" : "Credential");
                if (type == "CredentialProof") {
                    qual = qual.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    Credential proof = new Credential();
                    proof = proof.fetch("Credential" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }
        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if (registrationType.equals("credential")) {
                Credential credential = utils.jsonToObject(data, new Credential());
                CredentialProof proof = new CredentialProof();
                if (!proof.objectExists(credential.getQualId(),stub)) {
                    return new Response(500, "CredentialProof doesn't exist", null);
                } else {
                    proof = proof.fetch(credential.getQualId(), stub);
                    String proofKey = "Credential" + credential.getSubject() + credential.getDescription();
                    if (utils.isInSet(Arrays.asList(proof.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
                        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
                        credential.setHash();
                        credential.commit(stub, newKey.toString().ƒreplace("\u0000",""));
                    }
                }
            } else if (registrationType.equals("credentialproof")) {
                CredentialProof credentialProof =  utils.jsonToObject(data, new CredentialProof());
                CompositeKey recKey = credentialProof.createKey( credentialProof.getSubject(), credentialProof.getDescription());
                if (credentialProof.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if (credentialProof.getParentCredentialProof() != null) {
                    if (!credentialProof.objectExists(credentialProof.getParentCredentialProof(), stub)) {
                        throw new IOException("Parent CredentialProof doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : credentialProof.getOwners()) {
                    if (!this.issuer.owners.contains(owner)) {
                        throw new IOException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                credentialProof.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        Credential proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if (this.issuer.owners.contains(cid.getId())) {
               proof = new Credential();
               proof = proof.fetch("Credential" + subject + desc, stub);
               proof.setRevoked(true);
               CredentialProof.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException  e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof IOException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "Credential".concat(subject).concat(description);
        try {
            Credential proof = new Credential();
            if (proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if ( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if (sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. CredentialProof achieved.
                        CredentialProof credentialProof = new CredentialProof().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(credentialProof.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(credentialProof.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if (idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            credentialProof.setProvidedCredentials((String[]) creds.toArray());
                            credentialProof.setHash();
                            credentialProof.setValid(true);
                            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
                            if (credentialProof.getParentCredentialProof() != null) {
                                CredentialProof.updateParentCredentials(stub, credentialProof.getParentCredentialProof(), credentialProof.getKey());
                            }
                        }
                    }
                    stub.setEvent("CredentialConfirmedEvent", description.getBytes());
                    return new Response(200, "Signed", proof.toJson().getBytes());

                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new IOException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException  e) {
            if (e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("CredentialProof" + subject + description) == null)
                ? "CredentialProof" : "Credential";
        boolean isValid = false;
        try {
            switch (type) {
                case "CredentialProof":
                    CredentialProof providedQual = utils.jsonToObject(data, new CredentialProof());
                    CredentialProof retrievedQual = new CredentialProof().fetch(new CompositeKey("CredentialProof", subject, description).toString(), stub);
                    providedQual.setHash();
                    if (retrievedQual.isValid() && retrievedQual.getHash().equals(providedQual.getHash())) {
                        isValid = true;
                    }
                    break;

                case "Credential":
                    Credential providedProof = utils.jsonToObject(data, new Credential());;
                    Credential retrievedProof = new Credential().fetch("Credential" +subject + description, stub);
                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                        retrievedProof.getHash().equals(providedProof.getHash())) {
                        isValid = true;
                    }
                    break;
            }
        } catch(IOException  e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }
        return new Chaincode.Response(200, type + " is valid: " + isValid, data);
    }
    public static void main(String[] args) {
        new Issuer().start(args);
    }
}
*/
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blob 2404�package main

import (
	"bytes"
	"crypto/x509"
	"encoding/pem"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/lib/cid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/msp"
	"src/github.com/golang/protobuf/proto"
)


// possible grades
const (
	A int = 6
	B int = 5
	C int = 4
	D int = 3
	E int = 2
	F int = 1
)

type response struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload []byte `json:"payload"`
}


func (r *response) formatResponse() []byte {
	var buffer bytes.Buffer
	buffer.WriteString("{\"code\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Code)
	buffer.WriteString("\",")
	buffer.WriteString("\"message\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Message)
	if r.Payload == nil {
		buffer.WriteString("\"}")
	} else {
		buffer.WriteString("\",")
		buffer.WriteString("\"payload\":")
		buffer.Write(r.Payload)
		buffer.WriteString("}")
	}
	return buffer.Bytes()
}




func GetCertificate(stub shim.ChaincodeStubInterface) (*x509.Certificate, error) {
	sId := &msp.SerializedIdentity{}
	id1, err := stub.GetCreator()
	if err != nil {
		return nil, err
	}
	err = proto.Unmarshal(id1, sId)
	if err != nil {
		return nil, err
	}
	bl, _ := pem.Decode(sId.IdBytes)
	cert, err := x509.ParseCertificate(bl.Bytes)
	if err != nil {
		return nil, err
	}
	return cert, nil
}

func checkArgs(stub shim.ChaincodeStubInterface, id string)(bool, error) {
	//idProvided,_ := cid.GetID(stub)
	//fmt.Print(idProvided)

	cert, _ := GetCertificate(stub)
	fmt.Print(cert)
	asset, err := stub.GetState(id)
	if err != nil {
		return false, fmt.Errorf("error in asset %s", asset)
	} else if asset != nil{
		return true, nil
	}
	return false, nil
}

func queryObj(stub shim.ChaincodeStubInterface, id string) ([]byte, error) {
	 obj, err := stub.GetState(id)
	 if err != nil {
	 	msg := fmt.Sprintf("Error retrieving the object %s got error: %s", id, err.Error())
	 	return nil,fmt.Errorf(msg)
	 } else if obj == nil {
	 	msg := fmt.Sprintf("Object is nil!")
	 	return nil, fmt.Errorf(msg)
	 }
	 return obj, nil
}

func hasAccess(stub shim.ChaincodeStubInterface, id string) (bool, error) {
	idClient, err := cid.GetID(stub)
	if err != nil {
		return false, err
	}
	if len(id) == 0 {
		return false, fmt.Errorf("Cannot retrieve ID from user")
	}
	if idClient == id {
		return true, nil
	} else {
		return false, nil
	}
}
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blob 5436�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 350000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }

    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String>args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest = client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgfBTyV4cBkLFDRG7J
tIhieJT8GYj8Z8ooVwNxSC/fLJOhRANCAATLcX+ZBu9en2Zp8H+L/RzCk65zSEZt
NaBysPf7yiEXAnhMISsSr+npnAmGeUDD1/DfoZ4aErWvvTpDB36tA1Oh
-----END PRIVATE KEY-----
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commit 276�tree 3173c235908c847e3e9c101bbfdffb3a16e80950
parent b17361c39e8aaa85300913fe8cab911101332e7d
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581427759 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581427759 +0100

started to implement bbchain grade verification
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgx1rfpuk9JHYpTde5
OcZaGNRXhzaF0O7JjvFjpJBgz0qhRANCAATs2Bxv8qo8CwdrIAMS+Ngj4YStRvx6
LLUEYkbo0MjobOvGmY3oHFal4OThLvUe0I5wXN41qM73QJALXTx++2rG
-----END PRIVATE KEY-----
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blob 14120�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &Groeifabriek
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Karga
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--karga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051


################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: kafka

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects
        # NOTE: Use IP:port notation
        Brokers:
            - hlf-kafka-service:9092

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities


################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 834�-----BEGIN CERTIFICATE-----==
-----END CERTIFICATE-----
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blob 1576�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private String registrationType;
    private ChaincodeObject object;
    enum validTypes {credential}

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        this.registrationType = new String(args.get(4));
        validTypes.valueOf(this.registrationType); // throws if not exists
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            if (this.registrationType.equals(validTypes.credential)) {
                this.object = utils.jsonToObject(this.getArgs().get(3), new Credential());
                return this.object;
            } else {
                return null;
            }
        }catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed to Credential");
        }
    }

    public String getRegistrationType() {
        return registrationType;
    }
}
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blob 317�{
	"name": "simplest-ever",
	"version": "1.0.0",
	"description": "simplest-ever chaincode implemented in node.js",
	"engines": {
		"node": ">=8.4.0",
		"npm": ">=5.3.0"
	},
	"scripts": {
		"start": "node index.js"
	},
	"engine-strict": true,
	"license": "Apache-2.0",
	"dependencies": {
		"fabric-shim": "1.4.0"
	}
}











thesis-work/.git/objects/5a/f3d8dac8bd1d3e63a5942da3db7c6efaba8c77

thesis-work/.git/objects/5a/f3d8dac8bd1d3e63a5942da3db7c6efaba8c77









thesis-work/.git/objects/5b/5323fc765fc63c604262ad52aeb837fb025246

thesis-work/.git/objects/5b/5323fc765fc63c604262ad52aeb837fb025246









thesis-work/.git/objects/5b/59c3d29feda3c906b1067bbb92fb6e71af43d9

thesis-work/.git/objects/5b/59c3d29feda3c906b1067bbb92fb6e71af43d9









thesis-work/.git/objects/5b/65e0e8154a08d0449dc16f690ea3f9050dcc9e

thesis-work/.git/objects/5b/65e0e8154a08d0449dc16f690ea3f9050dcc9e


blob 7988�


export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILES=(RecorderChannel)

CHANNEL_NAMES=(recorderchannel)
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1


# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL ####"
    total=${#CHANNEL_PROFILES[*]}
    # 
    for (( i=0; i<=$(( $total -1 )); i++ ))
    do 
        configtxgen -configPath . -profile ${CHANNEL_PROFILES[$i]} -outputCreateChannelTx ./channel-genArtifacts/${CHANNEL_PROFILES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]}
        configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org1MSP
        if [ "${CHANNEL_PROFILES[$i]}" == "RecorderChannel" ]; then 
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org2MSP
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org3Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org3MSP
        fi  
    done
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

    # remove chaincode docker images
    docker rmi -f $(docker images | grep dev-* | awk '{print $3}')
    docker rm -f $(docker ps -a | grep dev-* | awk '{print $1}')
    docker rm $(docker ps -a | grep hyperledger/fabric-javaenv | awk '{print $1}')
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=10
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx
    
    for row in $(cat configParams.json | jq -c .[]); do
        CREATE=($(echo $row | jq -r '.CREATE_CH'));
        MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
        MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
        NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
        CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
        ORD=($(echo $row | jq -r '.ORDERER'));
        ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
        CHAINCODE_PATH=($(echo $row | jq -r '.CHAINCODE_PATH'));
        if [ ! -z "$CREATE" ]; then 
            echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -c ${CH_NAME} -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
        fi

        echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
        if [ ! -z "$ANCH_FILE" ]; then
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
        fi

        if [[ $MSP_ID == *"Org1MSP"* ]]; then # chaincode should only be installed on the endorsing peers.
        echo "Installing ChaincodeInstance on ${NODE_ADDR}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT520 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT650 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n Aggregator -v 1
        fi
               docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n Recorder -v 1 
        sleep 2
    done
}


while getopts ":c:a:s:" opt
do
   case "$opt" in
      c ) parameterGC="$OPTARG" ;;
      a ) parameterGA="$OPTARG" ;;
      s ) parameterSC="$OPTARG" ;;
      \?) echo "Invalid option -$OPTARG" >&2
    ;;
   esac
done

echo "Generate Certificates? $parameterGC"
case "$parameterGC" in 
y | Y )
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N | "") 
    echo "exit..."
    ;;
esac

echo "Generate Artifacts? $parameterGA"
case "$parameterGA" in 
y | Y )
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N | "") 
    echo "exit..."

    ;;
esac


echo "Start Cluster? $parameterSC"
case "$parameterSC" in 
y | Y )
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N | "") 
    echo "exit..."
    exit 1
    ;;
esac
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blob 865�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
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blob 1547�package main

import (
	"bytes"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
)

const (
	OK string = "COMMAND SUCCESFUL"
	ERR_READ string = "READ COMMAND FAILED"
	ERR_WRITE string = "WRITE COMMAND FAILED"

)
// possible grades
const (
	A int = 6
	B int = 5
	C int = 4
	D int = 3
	E int = 2
	F int = 1
)

type response struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload []byte `json:"payload"`
}


func (r *response) formatResponse() []byte {
	var buffer bytes.Buffer
	buffer.WriteString("{\"code\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Code)
	buffer.WriteString("\",")
	buffer.WriteString("\"message\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Message)
	if r.Payload == nil {
		buffer.WriteString("\"}")
	} else {
		buffer.WriteString("\",")
		buffer.WriteString("\"payload\":")
		buffer.Write(r.Payload)
		buffer.WriteString("}")
	}
	return buffer.Bytes()
}

func checkArgs(stub shim.ChaincodeStubInterface, id string)(bool, error) {
	asset, err := stub.GetState(id)
	if err != nil {
		return false, fmt.Errorf("error in asset %s", asset)
	} else if asset != nil{
		return true, nil
	}
	return false, nil
}

func queryObj(stub shim.ChaincodeStubInterface, id string) ([]byte, error) {
	 obj, err := stub.GetState(id)
	 stub.i
	 if err != nil {
	 	msg := fmt.Sprintf("Error retrieving the object %s go error", id, err.Error())
	 	return nil,fmt.Errorf(msg)
	 } else if obj == nil {
	 	msg := fmt.Sprintf("Object is nil!")
	 	return nil, fmt.Errorf(msg)
	 }
	 return obj, nil
}
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blob 924�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2459�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;


import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        // TODO: REMOVE || for production, only used for testing purposes
        setStatusMessage(tx.getCid().getId(), "validate");
        setStatusMessage(tx.getRecords().getCreator().equals(tx.getCid().getId()) + "", "apply");
        if ((tx.getRecords().getCreator()).equals(tx.getCid().getId())) {
            this.tx.getInstance().forEach(item -> {
                boolean hasRoot = item.getRoot() != null;
                boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
                boolean hasSubject = item.getSubject() != null;
                if (hasRoot && hasOwners && hasSubject) {
                    if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                        setStatusMessage("Valid, adding it", "Validate");
                        validTries.add(item);
                    }
                } else {
                    setStatusMessage("Fail" + hasRoot + hasOwners + hasSubject, "Validate");
                }
            });
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (Trie item : this.validTries) {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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blob 6922�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>

    <groupId>bbchain</groupId>
    <artifactId>chaincode</artifactId>
    <version>1.0</version>
<properties>

        <!-- Generic properties -->
        <java.version>1.8</java.version>
        <project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
        <project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>

        <!-- fabric-chaincode-java -->
        <fabric-chaincode-java.version>1.4.4</fabric-chaincode-java.version>

        <!-- Logging -->
        <logback.version>1.0.13</logback.version>
        <slf4j.version>1.7.5</slf4j.version>

        <!-- Test -->
        <junit.jupiter.version>5.4.0</junit.jupiter.version>
    </properties>

    <repositories>
        <repository>
            <id>jitpack.io</id>
            <url>https://www.jitpack.io</url>
        </repository>
        <repository>
            <id>artifactory</id>
            <url>https://hyperledger.jfrog.io/hyperledger/fabric-maven</url>
        </repository>
    </repositories>

    <dependencies>

        <!-- fabric-chaincode-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-shim</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>

        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-protos</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>


        <!-- fabric-sdk-java -->

        <!-- Logging with SLF4J & LogBack -->
        <dependency>
            <groupId>org.slf4j</groupId>
            <artifactId>slf4j-api</artifactId>
            <version>${slf4j.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>ch.qos.logback</groupId>
            <artifactId>logback-classic</artifactId>
            <version>${logback.version}</version>
            <scope>runtime</scope>
        </dependency>

        <!-- Test Artifacts -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-params</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-engine</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>2.23.4</version>
            <scope>test</scope>
        </dependency>
        <!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-core</artifactId>
            <version>2.24.0</version>
        </dependency>

        <!-- https://mvnrepository.com/artifact/org.json/json -->
        <dependency>
            <groupId>org.json</groupId>
            <artifactId>json</artifactId>
            <version>20180813</version>
        </dependency>
        <!-- jackson library -->
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>5.5.2</version>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>3.3.0</version>
            <scope>compile</scope>
        </dependency>
    </dependencies>
    <build>
        <sourceDirectory>src</sourceDirectory>

        <testResources>
            <testResource>
                <directory>src/test/java</directory>
                <excludes>
                    <exclude>**/*.java</exclude>
                </excludes>
            </testResource>
        </testResources>
        <plugins>
            <!-- JUnit 5 requires Surefire version 2.22.0 or higher -->
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-surefire-plugin</artifactId>
                <version>2.22.1</version>
            </plugin>
            <plugin>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>3.1</version>
                <configuration>
                    <source>${java.version}</source>
                    <target>${java.version}</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-shade-plugin</artifactId>
                <version>3.1.0</version>
        <executions>
            <execution>
                <phase>package</phase>
                <goals>
                    <goal>shade</goal>
                </goals>
                <configuration>
                    <finalName>chaincode</finalName>
                    <transformers>
                        <transformer implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
                            <mainClass>com.bchain.chaincode.Issuer</mainClass>
                        </transformer>
                    </transformers>
                    <filters>
                        <filter>
                            <!-- filter out signature files from signed dependencies, else repackaging fails with security ex -->
                            <artifact>*:*</artifact>
                            <excludes>
                                <exclude>META-INF/*.SF</exclude>
                                <exclude>META-INF/*.DSA</exclude>
                                <exclude>META-INF/*.RSA</exclude>
                            </excludes>
                        </filter>
                    </filters>
                </configuration>
            </execution>
        </executions>
    </plugin>
</plugins>
</build>

</project>
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blob 1172�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;
import java.io.IOException;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.*;

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        Credential credential = new Credential("test",
                "test",
                new byte[0],
                testList,
                "test");
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(credential);
           Credential proof1 = new Credential();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() throws IOException{
        String list = "[\"Test1\",\"Test2\"]";
        HashSet<String> set = utils.stringToHashSet(list);
        assertTrue(set.contains("Test1"));
    }
}
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blob 322�<?xml version="1.0" encoding="UTF-8"?>
<module type="WEB_MODULE" version="4">
  <component name="Go" enabled="true" />
  <component name="NewModuleRootManager">
    <content url="file://$MODULE_DIR$" />
    <orderEntry type="inheritedJdk" />
    <orderEntry type="sourceFolder" forTests="false" />
  </component>
</module>
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgLaKH5x8XKNS/o6qj
+ITn9d+dZHCyntO96U8qB+Szgk2hRANCAASNcwprqsXu9OJbQTkAYGduMj2Y0NyZ
DGz1gjK1IV0UNybEFENQj1W5ox9qePu3S9iYRhfLbGi8Aup6UflvXk+t
-----END PRIVATE KEY-----
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blob 814�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 86�package com.bchain.chaincode.Strategies;

public class StrategyRegisterCredential {
}
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blob 10025�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import main.java.com.bchain.chaincode.Objects.*;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private LinkedHashMap<String, LinkedList<CredentialProof>> proofs = new LinkedHashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;

        if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
            //  Expected reply from sub test is JSON format
            for (String contractAddress : currIssuer.getSubIssuers()) {
                for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                    args = new ArrayList<>();
                    args.add("readProof".getBytes());
                    args.add(user.getBytes());
                    if (contractAddress.contains(":")) {
                        String[] keys = contractAddress.split(":");
                        resp = stub.invokeChaincode(keys[0], args, keys[1]);
                    } else {
                        resp = stub.invokeChaincode(contractAddress, args);
                    }
                    if (resp.getStatusCode() != 200) {
                        throw new IOException("code didnt return with 200" + resp.getStringPayload() +" " + resp.getMessage());
                    }
                    if ( resp.getStatusCode() == 200  && resp.getPayload() != null && resp.getPayload().length > 0) {
                        CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                        if (proof.getValid()) {
                            if (proofs.containsKey(user)) {
                                linkedList = proofs.get(user);
                            } else {
                                linkedList = new LinkedList<>();
                                proofs.put(user, linkedList);
                            }
                            linkedList.add(proof);
                            proofs.put(user, linkedList);
                        }
                    }
                }
            }
        } else {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if(item.getProvidedCredentials() != null && item.getProvidedCredentials().size() > 0 && !thisKey.isEmpty()
                        && !Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        proof.setTxid(stub.getTxId());
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners;

        while(iterator.hasNext()) {
            proof = iterator.next();
            String key = proof.createKey(this.tx.getIssuer().getDescription(), proof.getSubject()).toString();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), key, proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
        setStatusMessage(resp.getMessage(), "Apply");
    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    private boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    /*
            A key used for traverising the trie and creating keys, a stack like approach FIFO. Works nicely with DFS and discovering nodes while building the tree
     */
    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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fabric-sdk-java/src/test/fixture/sdkintegration/network_configs/network-config.yaml
Kyoungsun Park [FABJ-484] grpc.keepalive_without_calls option added
ef56f74 on 25 Sep 2019
Executable File  318 lines (279 sloc)  13.9 KB

---
#
# Copyright Fujitsu Australia Software Technology, IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#
#
# The network connection profile provides client applications the information about the target
# blockchain network that are necessary for the applications to interact with it. These are all
# knowledge that must be acquired from out-of-band sources. This file provides such a source.
#
name: "Network-Config-Test"

#
# Any properties with an "x-" prefix will be treated as application-specific, exactly like how naming
# in HTTP headers or swagger properties work. The SDK will simply ignore these fields and leave
# them for the applications to process. This is a mechanism for different components of an application
# to exchange information that are not part of the standard schema described below. In particular,
# the "x-type" property with the "hlfv1" value example below is used by Hyperledger Composer to
# determine the type of Fabric networks (v0.6 vs. v1.0) it needs to work with.
#
x-type: "hlfv1"

#
# Describe what the target network is/does.
#
description: "The network used in the integration tests"

#
# Schema version of the content. Used by the SDK to apply the corresponding parsing rules.
#
version: 1.0.0

#
# The client section is SDK-specific. The sample below is for the node.js SDK
#
client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific
  credentialStore:
    # [Optional]. Specific to FileKeyValueStore.js or similar implementations in other SDKs. Can be others
    # if using an alternative impl. For instance, CouchDBKeyValueStore.js would require an object
    # here for properties like url, db name, etc.
    path: "/tmp/hfc-kvs"

    # [Optional]. Specific to the CryptoSuite implementation. Software-based implementations like
    # CryptoSuite_ECDSA_AES.js in node SDK requires a key store. PKCS#11 based implementations does
    # not.
    cryptoStore:
      # Specific to the underlying KeyValueStore that backs the crypto key store.
      path: "/tmp/hfc-cvs"

    # [Optional]. Specific to Composer environment
    wallet: wallet-name

#
# [Optional]. But most apps would have this section so that channel objects can be constructed
# based on the content below. If an app is creating channels, then it likely will not need this
# section.
#
channels:
  # name of the channel
  foo:
    # Required. list of orderers designated by the application to use for transactions on this
    # channel. This list can be a result of access control ("org1" can only access "ordererA"), or
    # operational decisions to share loads from applications among the orderers.  The values must
    # be "names" of orgs defined under "organizations/peers"
    orderers:
      - orderer.example.com

    # Required. list of peers from participating orgs
    peers:
      peer0.org1.example.com:
        # [Optional]. will this peer be sent transaction proposals for endorsement? The peer must
        # have the chaincode installed. The app can also use this property to decide which peers
        # to send the chaincode install request. Default: true
        endorsingPeer: true

        # [Optional]. will this peer be sent query proposals? The peer must have the chaincode
        # installed. The app can also use this property to decide which peers to send the
        # chaincode install request. Default: true
        chaincodeQuery: true

        # [Optional]. will this peer be sent query proposals that do not require chaincodes, like
        # queryBlock(), queryTransaction(), etc. Default: true
        ledgerQuery: true

        # [Optional]. will this peer be the target of the SDK's listener registration? All peers can
        # produce events but the app typically only needs to connect to one to listen to events.
        # Default: true
        eventSource: true

      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

    # [Optional]. what chaincodes are expected to exist on this channel? The application can use
    # this information to validate that the target peers are in the expected state by comparing
    # this list with the query results of getInstalledChaincodes() and getInstantiatedChaincodes()
    chaincodes:
      # the format follows the "cannonical name" of chaincodes by fabric code
      - example02:v1
      - marbles:1.0

#
# list of participating organizations in this network
#
organizations:
  Org1:
    mspid: Org1MSP

    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com

    # [Optional]. Certificate Authorities issue certificates for identification purposes in a Fabric based
    # network. Typically certificates provisioning is done in a separate process outside of the
    # runtime network. Fabric-CA is a special certificate authority that provides a REST APIs for
    # dynamic certificate management (enroll, revoke, re-enroll). The following section is only for
    # Fabric-CA servers.
    certificateAuthorities:
      - ca-org1

    # [Optional]. If the application is going to make requests that are reserved to organization
    # administrators, including creating/updating channels, installing/instantiating chaincodes, it
    # must have access to the admin identity represented by the private key and signing certificate.
    # Both properties can be the PEM string or local path to the PEM file. Note that this is mainly for
    # convenience in development mode, production systems should not expose sensitive information
    # this way. The SDK should allow applications to set the org admin identity via APIs, and only use
    # this route as an alternative when it exists.
    adminPrivateKey:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/keystore/6b32e59640c594cf633ad8c64b5958ef7e5ba2a205cfeefd44a9e982ce624d93_sk
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgpANnM2zJ/oz7c31B
        ahODy1OSvibxUHpQ/1xiUleYvH+hRANCAAS1d3Y0ZtaqIrifI92pNvkFlgD2rSan
        O/YCrqMzkJFp1OyZZEORkrNuho+iUFNKRngXvVOYEzRAC7HfWmiMyar/
        -----END PRIVATE KEY-----
    signedCert:
      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/signcerts/Admin@org1.example.com-cert.pem
      #pem: |
      #      -----BEGIN CERTIFICATE-----
      #      MIICGjCCAcCgAwIBAgIRAPDmqtljAyXFJ06ZnQjXqbMwCgYIKoZIzj0EAwIwczEL
      #      MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
      #      cmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh
      #      Lm9yZzEuZXhhbXBsZS5jb20wHhcNMTcwNjIyMTIwODQyWhcNMjcwNjIwMTIwODQy
      #      WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN
      #      U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWQWRtaW5Ab3JnMS5leGFtcGxlLmNvbTBZ
      #      MBMGByqGSM49AgEGCCqGSM49AwEHA0IABJve76Fj5T8Vm+FgM3p3TwcnW/npQlTL
      #      P+fY0fImBODqQLTkBokx4YiKcQXQl4m1EM1VAbOhAlBiOfNRNL0W8aGjTTBLMA4G
      #      A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPz3drAqBWAE
      #      CNC+nZdSr8WfZJULchyss2O1uVoP6mIWMAoGCCqGSM49BAMCA0gAMEUCIQDatF1P
      #      L7SavLsmjbFxdeVvLnDPJuCFaAdr88oE2YuAvwIgDM4qXAcDw/AhyQblWR4F4kkU
      #      NHvr441QC85U+V4UQWY=
      #      -----END CERTIFICATE-----

  # the profile will contain public information about organizations other than the one it belongs to.
  # These are necessary information to make transaction lifecycles work, including MSP IDs and
  # peers with a public URL to send transaction proposals. The file will not contain private
  # information reserved for members of the organization, such as admin key and certificate,
  # fabric-ca registrar enroll ID and secret, etc.
  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
    certificateAuthorities:
      - ca-org2

#
# List of orderers to send transaction and channel create/update requests to. For the time
# being only one orderer is needed. If more than one is defined, which one get used by the
# SDK is implementation specific. Consult each SDK's documentation for its handling of orderers.
#
orderers:
  orderer.example.com:
    url: grpc://localhost:7050

    # these are standard properties defined by the gRPC library
    # they will be passed in as-is to gRPC client constructor
    grpcOptions:
      #      ssl-target-name-override: orderer.example.com
      #      sslProvider: openSSL
      #      negotiationType: TLS
      #      hostnameOverride: orderer.example.com
      grpc-max-send-message-length: 15
      grpc.keepalive_time_ms: 360000
      grpc.keepalive_timeout_ms: 180000
      grpc.keepalive_without_calls: true

    # src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/ordererOrganizations/example.com/tlsca
#    tlsCACerts:
#      pem: |
#        -----BEGIN CERTIFICATE-----
#        MIICNjCCAdygAwIBAgIRALBAjQY2Wfpwz6/bqKvkeAowCgYIKoZIzj0EAwIwbDEL
#        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
#        cmFuY2lzY28xFDASBgNVBAoTC2V4YW1wbGUuY29tMRowGAYDVQQDExF0bHNjYS5l
#        eGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQzMjlaMGwxCzAJ
#        BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJh
#        bmNpc2NvMRQwEgYDVQQKEwtleGFtcGxlLmNvbTEaMBgGA1UEAxMRdGxzY2EuZXhh
#        bXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAAR/LJmaZdt0jZMgTfsQ
#        vLkJTCDG4m8lNdtQI5VoCpKKSxMlFKUPU54ofttW2Vn76hm7/eK+Lq09LRgJheo1
#        6y47o18wXTAOBgNVHQ8BAf8EBAMCAaYwDwYDVR0lBAgwBgYEVR0lADAPBgNVHRMB
#        Af8EBTADAQH/MCkGA1UdDgQiBCDadvMVYJ3hG7FgDW7vlVW20s0L8mVUn/ggI2l0
#        1ntSRTAKBggqhkjOPQQDAgNIADBFAiEAvX5+F+QnNPKX/Q/kFmkzOdRovEtgIylG
#        EArBHBpaqpkCIDNzXoW//ROIslbKToWexg/kwAH1HMhkm9doTyaDxc4k
#        -----END CERTIFICATE-----

#
# List of peers to send various requests to, including endorsement, query
# and event listener registration.
#
peers:
  peer0.org1.example.com:
    # this URL is used to send endorsement and query requests
    url: grpc://localhost:7051



    grpcOptions:
      grpc.http2.keepalive_time: 15
  #      ssl-target-name-override: peer0.org1.example.com
  #      negotiationType: TLS
  #      sslProvider: openSSL
  #      hostnameOverride: peer0.org1.example.com
  #      # TODO: The following causes a NoSuchMethodException to be thrown when sending proposals to the peer...
  #      # grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
  #
  #    tlsCACerts:
  #      pem: |
  #          -----BEGIN CERTIFICATE-----
  #          MIICZjCCAg2gAwIBAgIQT5LDpIbEhZ93KRfuBzhsPDAKBggqhkjOPQQDAjB2MQsw
  #          CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
  #          YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEfMB0GA1UEAxMWdGxz
  #          Y2Eub3JnMS5leGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQz
  #          MjlaMFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQH
  #          Ew1TYW4gRnJhbmNpc2NvMR8wHQYDVQQDExZwZWVyMC5vcmcxLmV4YW1wbGUuY29t
  #          MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+br01bZtM+KZswLnXiZK0f3bfSqt
  #          8+NnJc71NGx+VsUeU38jNl282Uo7A0PNKMQpr10BXomDl3jsTMK8E0aT16OBlzCB
  #          lDAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMC
  #          MAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgEkNmPHedLauZvdBejAlBvo4xhOWp
  #          2+VxGreyMCZtcicwKAYDVR0RBCEwH4IWcGVlcjAub3JnMS5leGFtcGxlLmNvbYIF
  #          cGVlcjAwCgYIKoZIzj0EAwIDRwAwRAIgdwC/WQ6wRHlTygTJJ8SiAoMrbDpTePhx
  #          Z2GEIu5RtMwCIBuJ8LTJnFZNivBbTFU/65lhCLpVj5R3j5KuaJ+dovF5
  #          -----END CERTIFICATE-----


  peer1.org1.example.com:
    url: grpc://localhost:7056

    grpcOptions:
      grpc.http2.keepalive_time: 15
    #      ssl-target-name-override: peer0.org1.example.com
    #      negotiationType: TLS
    #      sslProvider: openSSL
    #      hostnameOverride: peer1.org1.example.com

    tlsCACerts:
      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/tls/server.crt



  peer0.org2.example.com:
    url: grpc://localhost:8051

#    grpcOptions:
#      ssl-target-name-override: peer0.org2.example.com
#      negotiationType: TLS
#      grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
#      sslProvider: openSSL
#      hostnameOverride: peer0.org2.example.com
#
#    tlsCACerts:
#      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt

#
# Fabric-CA is a special kind of Certificate Authority provided by Hyperledger Fabric which allows
# certificate management to be done via REST APIs. Application may choose to use a standard
# Certificate Authority instead of Fabric-CA, in which case this section would not be specified.
#
certificateAuthorities:
  ca-org1:
    url: http://localhost:7054
    # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    #    httpOptions:
    #      verify: true

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: #single entitiy
      enrollId: admin
      enrollSecret: adminpw
    # [Optional] The optional name of the CA.
    caName: ca0
  ca-org2:
    url: http://localhost:8054
      # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    httpOptions:
      verify: true
    tlsCACerts:
      path: peerOrganizations/org1.example.com/ca/org1.example.com-cert.pem

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: # as an array.
      -  enrollId: admin
         enrollSecret: adminpw
           # [Optional] The optional name of the CA.
        ## caName: ca0 no ca name!

  © 2020 GitHub, Inc.
  Terms
  Privacy
  Security
  Status
  Help
  Contact GitHub
  Pricing
  API
  Training
  Blog
  About











thesis-work/.git/objects/5f/a107c69f9ee601b6288635e995ccf52ca1226c

thesis-work/.git/objects/5f/a107c69f9ee601b6288635e995ccf52ca1226c


blob 467�[
    {   "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsmychannel"
    }
]
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blob 353�-------------------------------------------------------------------------------
Test set: test.java.com.bchain.chaincode.RecorderProcedureTest
-------------------------------------------------------------------------------
Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 5.683 s - in test.java.com.bchain.chaincode.RecorderProcedureTest
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blob 15749�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Orderer Configuration
#
#   - This controls the type and configuration of the orderer.
#
################################################################################
General:

    # Ledger Type: The ledger type to provide to the orderer.
    # Two non-production ledger types are provided for test purposes only:
    #  - ram: An in-memory ledger whose contents are lost on restart.
    #  - json: A simple file ledger that writes blocks to disk in JSON format.
    # Only one production ledger type is provided:
    #  - file: A production file-based ledger.
    LedgerType: file

    # Listen address: The IP on which to bind to listen.
    ListenAddress: 127.0.0.1

    # Listen port: The port on which to bind to listen.
    ListenPort: 7050

    # TLS: TLS settings for the GRPC server.
    TLS:
        Enabled: false
        # PrivateKey governs the file location of the private key of the TLS certificate.
        PrivateKey: tls/server.key
        # Certificate governs the file location of the server TLS certificate.
        Certificate: tls/server.crt
        RootCAs:
          - tls/ca.crt
        ClientAuthRequired: false
        ClientRootCAs:
    # Keepalive settings for the GRPC server.
    Keepalive:
        # ServerMinInterval is the minimum permitted time between client pings.
        # If clients send pings more frequently, the server will
        # disconnect them.
        ServerMinInterval: 60s
        # ServerInterval is the time between pings to clients.
        ServerInterval: 7200s
        # ServerTimeout is the duration the server waits for a response from
        # a client before closing the connection.
        ServerTimeout: 20s
    # Cluster settings for ordering service nodes that communicate with other ordering service nodes
    # such as Raft based ordering service.
    Cluster:
        # SendBufferSize is the maximum number of messages in the egress buffer.
        # Consensus messages are dropped if the buffer is full, and transaction
        # messages are waiting for space to be freed.
        SendBufferSize: 10
        # ClientCertificate governs the file location of the client TLS certificate
        # used to establish mutual TLS connections with other ordering service nodes.
        ClientCertificate:
        # ClientPrivateKey governs the file location of the private key of the client TLS certificate.
        ClientPrivateKey:
        # The below 4 properties should be either set together, or be unset together.
        # If they are set, then the orderer node uses a separate listener for intra-cluster
        # communication. If they are unset, then the general orderer listener is used.
        # This is useful if you want to use a different TLS server certificates on the
        # client-facing and the intra-cluster listeners.

        # ListenPort defines the port on which the cluster listens to connections.
        ListenPort:
        # ListenAddress defines the IP on which to listen to intra-cluster communication.
        ListenAddress:
        # ServerCertificate defines the file location of the server TLS certificate used for intra-cluster
        # communication.
        ServerCertificate:
        # ServerPrivateKey defines the file location of the private key of the TLS certificate.
        ServerPrivateKey:
    # Genesis method: The method by which the genesis block for the orderer
    # system channel is specified. Available options are "provisional", "file":
    #  - provisional: Utilizes a genesis profile, specified by GenesisProfile,
    #                 to dynamically generate a new genesis block.
    #  - file: Uses the file provided by GenesisFile as the genesis block.
    GenesisMethod: provisional

    # Genesis profile: The profile to use to dynamically generate the genesis
    # block to use when initializing the orderer system channel and
    # GenesisMethod is set to "provisional". See the configtx.yaml file for the
    # descriptions of the available profiles. Ignored if GenesisMethod is set to
    # "file".
    GenesisProfile: SampleInsecureSolo

    # Genesis file: The file containing the genesis block to use when
    # initializing the orderer system channel and GenesisMethod is set to
    # "file". Ignored if GenesisMethod is set to "provisional".
    GenesisFile: genesisblock

    # LocalMSPDir is where to find the private crypto material needed by the
    # orderer. It is set relative here as a default for dev environments but
    # should be changed to the real location in production.
    LocalMSPDir: msp

    # LocalMSPID is the identity to register the local MSP material with the MSP
    # manager. IMPORTANT: The local MSP ID of an orderer needs to match the MSP
    # ID of one of the organizations defined in the orderer system channel's
    # /Channel/Orderer configuration. The sample organization defined in the
    # sample configuration provided has an MSP ID of "SampleOrg".
    LocalMSPID: SampleOrg

    # Enable an HTTP service for Go "pprof" profiling as documented at:
    # https://golang.org/pkg/net/http/pprof
    Profile:
        Enabled: false
        Address: 0.0.0.0:6060

    # BCCSP configures the blockchain crypto service providers.
    BCCSP:
        # Default specifies the preferred blockchain crypto service provider
        # to use. If the preferred provider is not available, the software
        # based provider ("SW") will be used.
        # Valid providers are:
        #  - SW: a software based crypto provider
        #  - PKCS11: a CA hardware security module crypto provider.
        Default: SW

        # SW configures the software based blockchain crypto provider.
        SW:
            # TODO: The default Hash and Security level needs refactoring to be
            # fully configurable. Changing these defaults requires coordination
            # SHA2 is hardcoded in several places, not only BCCSP
            Hash: SHA2
            Security: 256
            # Location of key store. If this is unset, a location will be
            # chosen using: 'LocalMSPDir'/keystore
            FileKeyStore:
                KeyStore:

    # Authentication contains configuration parameters related to authenticating
    # client messages
    Authentication:
        # the acceptable difference between the current server time and the
        # client's time as specified in a client request message
        TimeWindow: 15m

################################################################################
#
#   SECTION: File Ledger
#
#   - This section applies to the configuration of the file or json ledgers.
#
################################################################################
FileLedger:

    # Location: The directory to store the blocks in.
    # NOTE: If this is unset, a new temporary location will be chosen every time
    # the orderer is restarted, using the prefix specified by Prefix.
    Location: /var/hyperledger/production/orderer

    # The prefix to use when generating a ledger directory in temporary space.
    # Otherwise, this value is ignored.
    Prefix: hyperledger-fabric-ordererledger

################################################################################
#
#   SECTION: RAM Ledger
#
#   - This section applies to the configuration of the RAM ledger.
#
################################################################################
RAMLedger:

    # History Size: The number of blocks that the RAM ledger is set to retain.
    # WARNING: Appending a block to the ledger might cause the oldest block in
    # the ledger to be dropped in order to limit the number total number blocks
    # to HistorySize. For example, if history size is 10, when appending block
    # 10, block 0 (the genesis block!) will be dropped to make room for block 10.
    HistorySize: 1000

################################################################################
#
#   SECTION: Kafka
#
#   - This section applies to the configuration of the Kafka-based orderer, and
#     its interaction with the Kafka cluster.
#
################################################################################
Kafka:

    # Retry: What do if a connection to the Kafka cluster cannot be established,
    # or if a metadata request to the Kafka cluster needs to be repeated.
    Retry:
        # When a new channel is created, or when an existing channel is reloaded
        # (in case of a just-restarted orderer), the orderer interacts with the
        # Kafka cluster in the following ways:
        # 1. It creates a Kafka producer (writer) for the Kafka partition that
        # corresponds to the channel.
        # 2. It uses that producer to post a no-op CONNECT message to that
        # partition
        # 3. It creates a Kafka consumer (reader) for that partition.
        # If any of these steps fail, they will be re-attempted every
        # <ShortInterval> for a total of <ShortTotal>, and then every
        # <LongInterval> for a total of <LongTotal> until they succeed.
        # Note that the orderer will be unable to write to or read from a
        # channel until all of the steps above have been completed successfully.
        ShortInterval: 5s
        ShortTotal: 10m
        LongInterval: 5m
        LongTotal: 12h
        # Affects the socket timeouts when waiting for an initial connection, a
        # response, or a transmission. See Config.Net for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        NetworkTimeouts:
            DialTimeout: 10s
            ReadTimeout: 10s
            WriteTimeout: 10s
        # Affects the metadata requests when the Kafka cluster is in the middle
        # of a leader election.See Config.Metadata for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Metadata:
            RetryBackoff: 250ms
            RetryMax: 3
        # What to do if posting a message to the Kafka cluster fails. See
        # Config.Producer for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Producer:
            RetryBackoff: 100ms
            RetryMax: 3
        # What to do if reading from the Kafka cluster fails. See
        # Config.Consumer for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Consumer:
            RetryBackoff: 2s
    # Settings to use when creating Kafka topics.  Only applies when
    # Kafka.Version is v0.10.1.0 or higher
    Topic:
        # The number of Kafka brokers across which to replicate the topic
        ReplicationFactor: 3
    # Verbose: Enable logging for interactions with the Kafka cluster.
    Verbose: false

    # TLS: TLS settings for the orderer's connection to the Kafka cluster.
    TLS:

      # Enabled: Use TLS when connecting to the Kafka cluster.
      Enabled: false

      # PrivateKey: PEM-encoded private key the orderer will use for
      # authentication.
      PrivateKey:
        # As an alternative to specifying the PrivateKey here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of PrivateKey.
        #File: path/to/PrivateKey

      # Certificate: PEM-encoded signed public key certificate the orderer will
      # use for authentication.
      Certificate:
        # As an alternative to specifying the Certificate here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of Certificate.
        #File: path/to/Certificate

      # RootCAs: PEM-encoded trusted root certificates used to validate
      # certificates from the Kafka cluster.
      RootCAs:
        # As an alternative to specifying the RootCAs here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of RootCAs.
        #File: path/to/RootCAs

    # SASLPlain: Settings for using SASL/PLAIN authentication with Kafka brokers
    SASLPlain:
      # Enabled: Use SASL/PLAIN to authenticate with Kafka brokers
      Enabled: false
      # User: Required when Enabled is set to true
      User:
      # Password: Required when Enabled is set to true
      Password:

    # Kafka protocol version used to communicate with the Kafka cluster brokers
    # (defaults to 0.10.2.0 if not specified)
    Version:

################################################################################
#
#   Debug Configuration
#
#   - This controls the debugging options for the orderer
#
################################################################################
Debug:

    # BroadcastTraceDir when set will cause each request to the Broadcast service
    # for this orderer to be written to a file in this directory
    BroadcastTraceDir:

    # DeliverTraceDir when set will cause each request to the Deliver service
    # for this orderer to be written to a file in this directory
    DeliverTraceDir:

################################################################################
#
#   Operations Configuration
#
#   - This configures the operations server endpoint for the orderer
#
################################################################################
Operations:
    # host and port for the operations server
    ListenAddress: 127.0.0.1:8443

    # TLS configuration for the operations endpoint
    TLS:
        # TLS enabled
        Enabled: false

        # Certificate is the location of the PEM encoded TLS certificate
        Certificate:

        # PrivateKey points to the location of the PEM-encoded key
        PrivateKey:

        # Most operations service endpoints require client authentication when TLS
        # is enabled. ClientAuthRequired requires client certificate authentication
        # at the TLS layer to access all resources.
        ClientAuthRequired: false

        # Paths to PEM encoded ca certificates to trust for client authentication
        ClientRootCAs: []

################################################################################
#
#   Metrics  Configuration
#
#   - This configures metrics collection for the orderer
#
################################################################################
Metrics:
    # The metrics provider is one of statsd, prometheus, or disabled
    Provider: prometheus

    # The statsd configuration
    Statsd:
      # network type: tcp or udp
      Network: udp

      # the statsd server address
      Address: 127.0.0.1:8125

      # The interval at which locally cached counters and gauges are pushed
      # to statsd; timings are pushed immediately
      WriteInterval: 30s

      # The prefix is prepended to all emitted statsd metrics
      Prefix:

################################################################################
#
#   Consensus Configuration
#
#   - This section contains config options for a consensus plugin. It is opaque
#     to orderer, and completely up to consensus implementation to make use of.
#
################################################################################
Consensus:
    # The allowed key-value pairs here depend on consensus plugin. For etcd/raft,
    # we use following options:

    # WALDir specifies the location at which Write Ahead Logs for etcd/raft are
    # stored. Each channel will have its own subdir named after channel ID.
    WALDir: /var/hyperledger/production/orderer/etcdraft/wal

    # SnapDir specifies the location at which snapshots for etcd/raft are
    # stored. Each channel will have its own subdir named after channel ID.
    SnapDir: /var/hyperledger/production/orderer/etcdraft/snapshot
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blob 774�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 15803�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Org1
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/org1.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"

    - &Org2
        Name: Org2MSP
        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/ordererOrganizations/org2.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

    - &UiS
        Name: UiSMSP

        # ID to load the MSP definition as
        ID: UiSMSP

        MSPDir: crypto-config/peerOrganizations/universityofstavanger.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiSMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityofstavanger.no
              Port: 7051

    - &UiT
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: UiTMSP

        # ID to load the MSP definition as
        ID: UiTMSP

        MSPDir: crypto-config/peerOrganizations/universityoftromso.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiTMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityoftromso.no
              Port: 7051

    - &NTNU
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NTNUMSP

        # ID to load the MSP definition as
        ID: NTNUMSP

        MSPDir: crypto-config/peerOrganizations/ntnu.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('NTNUMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.ntnu.no
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.org1.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
        - Host: orderer1.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
        - Host: orderer0.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
        - Host: orderer1.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Org1
                - *Org2
                          
        Consortiums:
            UniConsortium:
                Organizations:
                    - *UiS
                    - *UiT
                    - *NTNU
            

    universities:
        Consortium: UniConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *UiS
                - *UiT
                - *NTNU
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blob 342�A simple HL Fabric network with a single node Raft orderer and one peer per organization. 
Also demonstrates how TLS can be enabled and actual domain names (instead of internal Kubernetes service names) can be used.

Transparent load balancing is not posssible because of TLS as of Fabric 1.4.1.
https://jira.hyperledger.org/browse/FAB-15648
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blob 5145�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }
    
    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(((Credential) obj).getHash());
            }
            tmp.append(obj.hash);
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }

    public static void updateParentCredentials(ChaincodeStub stub, String key, ChaincodeObject object) throws IOException {
        CredentialProof credentProof = new CredentialProof().fetch(key,stub);
        String[] providedCredentials = credentProof.providedCredentials;
        int idx = credentProof.getData().indexOf(providedCredentials[providedCredentials.length-2]);
        if (credentProof.data.get(idx).getValid()) {
            providedCredentials[providedCredentials.length-1] = object.getKey();
            credentProof.setProvidedCredentials(providedCredentials);
            credentProof.addData(object);
            if (providedCredentials.length == credentProof.quorum) {
                credentProof.setValid(true);
                updateParentCredentials(stub, credentProof.getParentCredentialProof(), credentProof);
            }
            credentProof.commit(stub, key);
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws IOException {
        CredentialProof credentProof = new CredentialProof();
        credentProof = credentProof.fetch(key,stub);
        if (credentProof.getParentCredentialProof() != null) {
            setParentRevoked(stub, credentProof.getParentCredentialProof());
        }
        credentProof.setValid(false);
        credentProof.commit(stub, key);
    }

    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 57�TP_CORE_POOL_SIZE=5
TP_MAX_POOL_SIZE=5
TP_QUEUE_SIZE=5000
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commit 278�tree 9133bf28fdc68cd8504b2c27085c32ae04f4a581
parent b3bc3b069b4cbd37b75136b88aa8d1828a8eb1b6
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1588272685 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1588272685 +0200

added client tests and improvements to chaincodes
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blob 778�-----BEGIN CERTIFICATE----------END CERTIFICATE-----











thesis-work/.git/objects/62/2b5adc67725a6515543cf9648165bc67a5747e

thesis-work/.git/objects/62/2b5adc67725a6515543cf9648165bc67a5747e


blob 2604�package main.main.java.com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                      String description,
                      byte[] data,
                      String[] requiredAgreement,
                      String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                        .concat(this.getSubject())
                        .concat(
                                (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 963�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

// define functions
const(
	Init string = "Initialize"
	AddCourse string = "AddCourse"
	ReadCourse string = "ReadCourse"
	AddPerson string = "AddPerson"
	ReadPerson string = "ReadPerson"
	AddGrade string =	"AddGrade"
	ReadGrade string =	"ReadGrade"
)

func (system *GradeSystem)Invoke(stub shim.ChaincodeStubInterface) peer.Response {
	fn, args := stub.GetFunctionAndParameters()
	switch fn {
	case Init:
		return system.Init(stub)
	case AddCourse:
		return validateCourseWrite(stub, args)
	case ReadCourse:
		return validateCourseRetrieval(stub, args)
	case AddPerson:
		return validatePersonWrite(stub, args)
	case ReadPerson:
		return validatePersonRead(stub, args)
	case ReadGrade:
		return validateGradeRead(stub, args)
	case AddGrade:
		return validateGradeWrite(stub, args)
	}
	return shim.Error("Function call does not exist!")
}
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blob 6518�name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  recorderchannel:
    orderers:
      - orderer.example.com
    peers:
      peer0.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

organizations:
  Org1:
    mspid: Org1MSP
    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com
    certificateAuthorities:
      - ca.org1.example.com

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgZ8s115jvpEl8mpzJ
        +wH8Yw+0vsBJm3Rzf8IIsWZX2fOhRANCAATlmreRqMIC+eR5c8xqV4GYpfoMrda0
        QcK3FdfubfP8gzPvYbN8ZZ6jE6Hs+AsXIKBOXe7/P6EFQ6seeLRSo0QU
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQB/QIMJFVn5h055qlSYQcMDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMS5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcxLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE5Zq3kajCAvnkeXPMaleBmKX6DK3WtEHC
        txXX7m3z/IMz72GzfGWeoxOh7PgLFyCgTl3u/z+hBUOrHni0UqNEFKNNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgGb9nGzTlLWib
        WXtHj+C6stc8LVqMyl6M5N55lwbgQHIwCgYIKoZIzj0EAwIDRwAwRAIgaO9vU+sJ
        NXqQkiH7jjK5osj+tR+cjdOBzCelU+1540YCIHQOh6AnTUZnn+fO6gx3ddfSSbUp
        hNop4YvXfH9TjGfJ
        -----END CERTIFICATE-----


  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
      - peer1.org2.example.com
    certificateAuthorities:
      - ca.org2.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgO5DHdDat6yqMLsy+
        c8J/AVZZs3n1/GLd57wdfSbyO9GhRANCAATIwoLeseZxhqbprlokDJQ7SKPPhoW9
        ncxnEl4kXwoe2qI95VonLVBmME3Bw1TMo7Ur7wCVw2hKZS/gw73XzURn
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGTCCAb+gAwIBAgIQI7Jq2RslmbAGXuoanecPzDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMi5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMi5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcyLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEyMKC3rHmcYam6a5aJAyUO0ijz4aFvZ3M
        ZxJeJF8KHtqiPeVaJy1QZjBNwcNUzKO1K+8AlcNoSmUv4MO9181EZ6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg8xISCLiFvtRz
        kSYclE2YWPwF3GrPg6x64lO7TED/M/MwCgYIKoZIzj0EAwIDSAAwRQIhAMbX6DjR
        AdQzXll46Au2/zYNIDhDhMHy4U6RVDA1OXIHAiAAu84tdd4WmZ3TWHCn2QuQBCOT
        Ycgc44YC+n5H2Gas6A==
        -----END CERTIFICATE-----



  Org3:
    mspid: Org3MSP
    peers:
      - peer0.org3.example.com
      - peer1.org3.example.com
    certificateAuthorities:
      - ca.org3.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgnickIf+l+rflOmJv
        5qTTIxuY2i99KfcBfmUNInUKURWhRANCAAQILHMNu8fNnleQDCYGM2ygGbAIpzks
        Ko3WyW9qXEcSeKNm/9f5xYbSwNTCvoOLGu9NkPsTeYCLzoRfNxBtjsav
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQIoo1eS9w5G7lymnMRcJixDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMy5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMy5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmczLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAECCxzDbvHzZ5XkAwmBjNsoBmwCKc5LCqN
        1slvalxHEnijZv/X+cWG0sDUwr6DixrvTZD7E3mAi86EXzcQbY7Gr6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg6jHi7q2TEQD9
        77Wt+JxAVkl4zDW7sjgG8CX7nNq09tgwCgYIKoZIzj0EAwIDRwAwRAIgaTzpc+Ow
        cb4M9wel/3On3YX0WuUoQr45g8PEgxSy8UMCIAE+1tRDFw5fMWmyhnBjcQCcKUQN
        75ZTjtV3ABdJao6f
        -----END CERTIFICATE-----
orderers:
  orderer.example.com:
    url: grpc://localhost:7050
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

peers:
  peer0.org1.example.com:
    url: grpc://localhost:6051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.org1.example.com:
    url: grpc://localhost:8051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer0.org2.example.com:
    url: grpc://localhost:9051

  peer1.org2.example.com:
    url: grpc://localhost:10051

  peer0.org3.example.com:
    url: grpc://localhost:11051

  peer1.org3.example.com:
    url: grpc://localhost:12051

certificateAuthorities:
  ca.org1.example.com:
    url: http://localhost:7054
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org2.example.com:
    url: http://localhost:7055
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org3.example.com:
    url: http://localhost:8055
    registrar:
      enrollId: admin
      enrollSecret: adminpw
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blob 826�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1462�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.*;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getMSPID());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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commit 265�tree 123cb252f24adb6b3465b77c0495179a4cba74cb
parent bf8e60b696b64b316d314aa711ee17a57cc12892
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581672095 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581672095 +0100

change hyperledger import statements
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blob 1518�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getMSPID());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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commit 243�tree cdda66ee9f123795a051d47f7111d6b0fbfdca1f
parent c08db16cf341004fd1f2cf8e6c17fb6b3e166cfb
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590087177 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590087177 +0200

rename objects
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blob 1423�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;
import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }


    @Override
    public void validate(ChaincodeStub stub) {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        String publicKey = this.tx.getCid().getX509Certificate().getPublicKey().toString();
        if(this.tx.getIssuer().getOwners().contains(publicKey) || Arrays.asList(proof.getOwners()).contains(publicKey) || this.tx.getCid() == null) { // invoking chaincode
            if(!this.tx.getIssuer().isExpired(new Timestamp(System.currentTimeMillis()))) {
                throw new IllegalAccessError("Issuer is still open.");
            }
        } else {
            throw new IllegalAccessError("User cannot read this.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        setResult(proof);
    }
}
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blob 1420�package main

import (
	"bytes"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
)


// possible grades
const (
	A int = 6
	B int = 5
	C int = 4
	D int = 3
	E int = 2
	F int = 1
)

type response struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload []byte `json:"payload"`
}


func (r *response) formatResponse() []byte {
	var buffer bytes.Buffer
	buffer.WriteString("{\"code\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Code)
	buffer.WriteString("\",")
	buffer.WriteString("\"message\":")
	buffer.WriteString("\"")
	buffer.WriteString(r.Message)
	if r.Payload == nil {
		buffer.WriteString("\"}")
	} else {
		buffer.WriteString("\",")
		buffer.WriteString("\"payload\":")
		buffer.Write(r.Payload)
		buffer.WriteString("}")
	}
	return buffer.Bytes()
}

func checkArgs(stub shim.ChaincodeStubInterface, id string)(bool, error) {
	asset, err := stub.GetState(id)
	if err != nil {
		return false, fmt.Errorf("error in asset %s", asset)
	} else if asset != nil{
		return true, nil
	}
	return false, nil
}

func queryObj(stub shim.ChaincodeStubInterface, id string) ([]byte, error) {
	 obj, err := stub.GetState(id)
	 stub.i
	 if err != nil {
	 	msg := fmt.Sprintf("Error retrieving the object %s go error", id, err.Error())
	 	return nil,fmt.Errorf(msg)
	 } else if obj == nil {
	 	msg := fmt.Sprintf("Object is nil!")
	 	return nil, fmt.Errorf(msg)
	 }
	 return obj, nil
}
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blob 593�package Networktest;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameters {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers
}
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blob 43�package main


// Query roles of the user.
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blob 1097�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.IssuerImpl;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.util.List;

public class TxInitIssuer extends TxProcedure {
    private IssuerImpl issuerInstance;
    private Timestamp tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose =Timestamp.valueOf(new String( args.get(2)));
    }

    public IssuerImpl getIssuerInstance() {
        return this.issuerInstance;
    }
    public void setIssuerInstance(IssuerImpl issuer) {
        this.issuerInstance = issuer;
    }
    public Timestamp getTsClose() {
        return tsClose;
    }
}
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blob 1965�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.nio.charset.StandardCharsets;

public abstract class ObjectsOperations {
    private String objectType = this.getClass().getSimpleName();
    private String key = null;

    public String getKey() {
        return key;
    }

    public  CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString().replace("\u0000","");
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws JsonProcessingException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putState(compositeKey, mapper.writeValueAsString(this).getBytes(StandardCharsets.UTF_8));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException, NotFoundException {
        ObjectMapper mapper = new ObjectMapper();
        byte[] object = stub.getState(compositeKey);
        T var = null;
        if (object != null) {
           var = (T) mapper.readValue(stub.getState(compositeKey), this.getClass());
        } else {
            throw  new NotFoundException("Couldn't find the object. " + this.getClass().getName());
        }
        return var;
   }

   public  <T> String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }
}
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blob 3653�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;
import java.util.ArrayList;
import java.util.Arrays;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        if (tx.getIssuer().isStarted() && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash())) {
            credential = tx.getInstance();
            credentialProof = credentialProof.fetchPrivateData(tx.getIssuer().getCollectionId(),credential.getQualId(), stub);
            ArrayList<String> rsigs = credential.getRequiredAgreement();
            ArrayList<String> psigs = credential.getSignatures();
            int idx = rsigs.indexOf(tx.getCid().getId());
            if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1))) &&
                    credentialProof.getValid() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
                psigs.add(tx.getCid().getId());
                credential.setSignatures(psigs);
                credential.setHash();
                credentialProof.addData(credential);
                updateCredential = true;
                setStatusMessage("Credential OK, updating.", "Validation");
                if (rsigs.contains(rsigs.get(rsigs.size() - 1))) {
                    String[] provided = credentialProof.getProvidedCredentials();
                    provided[provided.length - 1] = credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString();
                    credentialProof.setProvidedCredentials(provided);
                    credentialProof.setCreatedByOrg(this.tx.getCid().getMSPID());
                    credentialProof.setHash();
                    if (credentialProof.getProvidedCredentials().length == credentialProof.getQuorum()) {
                        setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                    }
                }
            } else {
                setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
            }
        } else {
            throw new IllegalAccessError("Issuer not started yet");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(this.tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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blob 1053�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.ChaincodeObject;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;

public abstract class Procedure {
     private StringBuilder statusMessage = new StringBuilder();
     private ChaincodeObject result;
     public abstract void validate(ChaincodeStub stub) throws IOException, IllegalAccessError;
     public abstract void apply(ChaincodeStub stub) throws IOException;
     public void setStatusMessage(String msg, String phase) {
          statusMessage.append("{ \n");
          statusMessage.append("PHASE: " + phase);
          statusMessage.append(", message: ");
          statusMessage.append(msg +" \n");
          statusMessage.append("} \n");
     }
     public String getStatusMessage() {
          return this.statusMessage.toString();
     }
     public ChaincodeObject getResultObject() {
          return this.result;
     }
     public void setResult(ChaincodeObject object) {
          this.result = object;
     }

}
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blob 980�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Trie;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.assertTrue;

public class KeyTrieTest {

    @Test
    public void createTrieAndAddKey() {
        CredentialProof proof = new CredentialProof();
        Trie trie = new Trie();
        String trieKey = "Degree.UiS.MASTER.DAT520";
        proof.setHash();
        trie.insert(trieKey, proof.getHash());
        assertTrue(trie.containsKey(trieKey));
        trieKey = "Degree.UiS.MASTER.DAT650";
        trie.insert(trieKey, proof.getHash());
        ObjectMapper mapper = new ObjectMapper();
        String json = null;
        try {
            json = mapper.writeValueAsString(trie);
        } catch (Exception e) {
            // NO - OP
        }
    }

}











thesis-work/.git/objects/67/7b11fda3b1c03a03117ff86f927b6f472dde46

thesis-work/.git/objects/67/7b11fda3b1c03a03117ff86f927b6f472dde46









thesis-work/.git/objects/67/808a397a3574562ec0249ba0faf9c7dd42481e

thesis-work/.git/objects/67/808a397a3574562ec0249ba0faf9c7dd42481e


blob 834�-----BEGIN CERTIFICATE-----==
-----END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6eS2IwOtfC7Ok5eA
aAxb2k5qonl1UsbGjj4LK+QKs/yhRANCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJ
OcRzang/LlCRdjETIG50o+NrsBnapfXLbqzRhC9fKd+QIDoXAxImY+aW
-----END PRIVATE KEY-----
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blob 584�package chaincode_2

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

const(
	Init string = "Initialize"
	AddCourse string = "AddCourse"
	ReadCourse string = "ReadCourse"
	AddPerson string = "AddPerson"
	ReadPerson string = "ReadPerson"

)

func (t *DiplomaIssuer) Invoke(stub shim.ChaincodeStubInterface) peer.Response {
	fn, args := stub.GetFunctionAndParameters()

	switch fn {
	case Init:
		;;
	case AddCourse:
		;;
	case ReadCourse:
		;;
	case AddPerson:
		;;
	case ReadPerson:
		;;

	}



	return shim.Success(nil)
}
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blob 3787�package main

import (
	"encoding/json"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/msp"
	assert2 "github.com/stretchr/testify/assert"
	"src/github.com/golang/protobuf/proto"
	"testing"
)
var Cert = `-----BEGIN CERTIFICATE----------END CERTIFICATE-----`
var gradedata = []struct {
	UserId         	string
	CourseId     	    string
	Grade 	 	        string
	expectedStatusXcode int32

} {
	{"233234", "DAT520", "A", shim.OK },
	{"1", "DAT650", "B", shim.OK},
	}

 type stubMockidentity struct {
 	stub *shim.MockStub
}
/*
func (c *stubMockidentity) GetCreator() ([]byte, error){


	sid := &msp.SerializedIdentity{Mspid: "Org1MSP", IdBytes: []byte(Cert)}
	b, err := proto.Marshal(sid)
	if err != nil {
		return nil, err
	}
	return b, nil
}

 */

func TestRevoke(t *testing.T) {
	assert := assert2.New(t)
	stubMock := shim.NewMockStub("TestPerson", new(GradeSystem))
	sid := &msp.SerializedIdentity{Mspid:"Org1MSP", IdBytes: []byte(Cert)}
	b, _ := proto.Marshal(sid)
	stubMock.Creator = b
	//stubMock := stubMockidentity{stub:shim.NewMockStub("Test", new(GradeSystem))}
	assert.NotNil("Failed creation of stubMock", stubMock)
	uid := uuid.New().String()

	for _, test := range testData {
		result := stubMock.MockInvoke(uid,
			[][]byte{
				[]byte(AddPerson),
				[]byte(test.Id),
				[]byte(test.FirstName),
				[]byte(test.LastName),
			})
		if test.expectedStatus == shim.OK {
			assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " failed. ")
			result = stubMock.MockInvoke(uid,
				[][]byte{
					[]byte(ReadPerson),
					[]byte(test.Id),
				})
			r := &respPerson{}
			err := json.Unmarshal(result.GetPayload(), r)
			if err != nil {
				assert.Fail("Failed in reading payload. Error: " + err.Error())
			}
			assert.Equal(test.Id, r.Payload.Id, "Mismatch between expected Id and received Id.")
		} else if test.expectedStatus == shim.ERROR {
			assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " didn't receive error status. ")
		}
	}
	for _,test := range testTable {
		result := stubMock.MockInvoke(uid,
			[][]byte{
				[]byte(AddCourse),
				[]byte(test.courseId),
				[]byte(test.name),
				[]byte(test.tutorId),
			})
		assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " failed. ")
		if result.GetStatus() == shim.OK {
			result = stubMock.MockInvoke(uid,
				[][]byte{
					[]byte(ReadCourse),
					[]byte(test.courseId),
				})
			assert.Equal(test.expectedStatus, result.GetStatus(), "Failed to read.")
			// test response object
			r := &resp{}
			err := json.Unmarshal(result.GetPayload(), r)
			if err != nil {
				assert.Fail("Failed in reading payload over to JSON format. Error: " + err.Error())
			}
			assert.Equal(test.courseId, r.Payload.CourseId, "Mismatch between expected courseid and payload courseid")
		}
	}
	for _, data := range gradedata {
		stubMock.MockInvoke(uid, [][]byte{
			[]byte(AddGrade),
			[]byte(data.CourseId),
			[]byte(data.CourseId),
			[]byte(data.Grade),
		})
	}
}
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blob 7587�


export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILES=(RecorderChannel)

CHANNEL_NAMES=(recorderchannel)
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1


# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL ####"
    total=${#CHANNEL_PROFILES[*]}
    # 
    for (( i=0; i<=$(( $total -1 )); i++ ))
    do 
        configtxgen -configPath . -profile ${CHANNEL_PROFILES[$i]} -outputCreateChannelTx ./channel-genArtifacts/${CHANNEL_PROFILES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]}
        configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org1MSP
        if [ "${CHANNEL_PROFILES[$i]}" == "RecorderChannel" ]; then 
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org2MSP
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org3Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org3MSP
        fi  
    done
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

    if [ $(docker ps -aq) ]; then
        docker stop $(docker ps -aq)
        docker rm -f $(docker ps -aq)
    fi
    # remove chaincode docker images
    docker rmi -f $(docker image ls -a  dev-*)
    docker rm -f $(docker ps -a --filter 'exited=0')
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=10
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx
    
    for row in $(cat configParams.json | jq -c .[]); do
        CREATE=($(echo $row | jq -r '.CREATE_CH'));
        MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
        MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
        NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
        CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
        ORD=($(echo $row | jq -r '.ORDERER'));
        ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
        CHAINCODE_PATH=($(echo $row | jq -r '.CHAINCODE_PATH'));
        if [ ! -z "$CREATE" ]; then 
            echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -c ${CH_NAME} -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
        fi

        echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
        if [ ! -z "$ANCH_FILE" ]; then
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
        fi

        if [[ $MSP_ID == *"Org1MSP"* ]]; then # chaincode should only be installed on the endorsing peers.
        echo "Installing ChaincodeInstance on ${NODE_ADDR}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT520 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT650 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n Aggregator -v 1 
        fi
        sleep 2
    done
}

echo "Generate Certificates?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N) 
    echo "exit..."
    ;;
esac

echo "Generate Artifacts?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N) 
    echo "exit..."

    ;;
esac


echo "Start Cluster?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N) 
    echo "exit..."
    exit 1
    ;;
esac
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg/xchDxFc6ndly/ri
KIoCtaxh3h+4U4nvq9Lh1Gu9pdChRANCAASbqoRmJuXG0uXme38/9dNFHkpgGE7j
UcyRVb5Qi2ZRqH/VLNjqic9TM/basIS6BbMAjEMSiSLnHcERpDyt27j+
-----END PRIVATE KEY-----
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blob 2791�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of chaincode.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance;
        try {
            // Resolve type of chaincode, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to chaincode.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), new byte[]{});
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            this.currentChaincodeInstance = TypeResolver.ResolveCurrentType(chaincodeStub);
            // 1. Init transaction proposal phase.
            procedure = createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.getMessage(), new byte[]{});
            } else {
                return new Chaincode.Response(500,   e.getMessage(),new byte[]{});
            }
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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blob 3502�package chaincode

import (
	"crypto"
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric-chaincode-go/shim"
	pb "github.com/hyperledger/fabric-protos-go/peer"
)

var jsonOpErr error = fmt.Errorf("Error in parsing JSON object.")

/* ---------------------------------------------------------------------------------------------*
 *	@Type: issuer - An issuer is an entity in the organizational hierarcy which is allowed to	*
 * NOTE: have to be installed with different id in regards to the chaincode.					*
 *	E.g. peer chaincode install -n <uni.admin.faculty>											*
 *----------------------------------------------------------------------------------------------*/
type Issuer struct {
	issuerType string `json:"issuerType"`// Brief description, e.g. a course, university etc.
	subIssuers []string `json:"subIssuers"`// What are the "sub-chaincode" which holds this information?
	owners []string `json:"owners"`// which entity is allowed in doing these operations?
	credentials []string `json:"credentials"` //
	channels []string `json:"channels"` // which channels are the subIssuers found?
}

// A
type CredentialSubject struct {
	subject string
	data []byte
	requiredAgreement []string
	signatures []string
	hash string // used for integrity checks
}

func generateResponse(code string, message string, payload []byte)  (*Response) {
	return &Response{
		Code:    code,
		Message: message,
		Payload: payload,
	}
}

/* ------------------------------------------------------------*
 *															   *
 *	 Assumes a json in the arguments.						   *
 *	 Called up on upgrade or instantiation of the contract.	   *
 *         													   *
 * ------------------------------------------------------------*/
func (i *Issuer) Init(stub shim.ChaincodeStubInterface) pb.Response {
	args := stub.GetArgs()
	var issuer Issuer
	err := json.Unmarshal(args[0], issuer)
	if err != nil {
		return shim.Error(jsonOpErr.Error())
	}
	i.credentials = issuer.credentials
	i.subIssuers = issuer.subIssuers
	i.owners = issuer.owners
	i.issuerType = issuer.issuerType
	bytes, err1 := json.Marshal(i)
	if err1 != nil {
		r := generateResponse(FAIL, err1.Error(), nil)
		return shim.Error(string(r.formatResponse()))
	}
	stub.PutState("issuer", bytes)
	r := generateResponse(OK, "Initialization success.", bytes)
	return shim.Success(r.formatResponse())
}


/* ------------------------------------------------------------*
 *															   *
 *	Endpoint which routes Invoke call according to interface   *
 *	 definition.											   *
 *   see IssueInterface.go       							   *
 * ------------------------------------------------------------*/
func (i *Issuer) Invoke(stub shim.ChaincodeStubInterface) pb.Response {
	fn, args := stub.GetFunctionAndParameters()

	switch fn {
	case registerCredential:
		;;
	case revokeCredential:
		;;
	case confirmCredential:
		;;
	case verifyCredential:
		;;
	case isRevoked:
		;;
	}

	return shim.Error("nil")
}
// see IssueInterface.go
func (i *Issuer) isRevoked(subject *crypto.PublicKey, issueId string) (bool) {

	return false
}

func (i *Issuer) registerCredential(stub shim.ChaincodeStubInterface, subject *crypto.PublicKey, data []byte) {

}

func InvokeSubIssuer(stub shim.ChaincodeStubInterface, contractId string, args [][]byte, channel string) pb.Response {
	return stub.InvokeChaincode(contractId, args, channel)
}

func isInSet(v interface{}, set []interface{}) (bool) {
	for _,val := range set {
		if v == val {
			return true
		}
	}
	return false
}
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blob 13855�{{- if .Values.peer.launchPods }}
{{- range $i, $org := $.Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $orgName := $org.Name }}
{{- $peerAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
# peerAddress: {{ $peerAddress }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  replicas: 1
  serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  selector:
    matchLabels:
      app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  volumeClaimTemplates:
  {{- if $.Values.peer.persistence.enabled }}
  - metadata:
      name: peer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.peer.persistence.size }}
  {{- end }}
  {{- if $.Values.couchdb.persistence.enabled }}
  - metadata:
      name: couchdb-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.couchdb.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-peer 
        org: hlf-peer--{{ $org.Name | lower }}
        app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    spec:
      volumes:
      {{- if not $.Values.peer.persistence.enabled }}
      - name: peer-disk
        emptyDir: {}
      {{- end }}
      {{- if not $.Values.couchdb.persistence.enabled }}
      - name: couchdb-disk
        emptyDir: {}
      {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: dockersocket
        hostPath:
          path: /var/run/docker.sock
          type: Socket
      - name: peer-tls
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      - name: peer-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: peer-admin-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      # chaincodes
      {{- range $i, $chaincode := $.Values.network.chaincodes }}    
      - name: chaincode-{{ $chaincode.name | lower }}
        configMap:
          name: hlf-chaincode--{{ $chaincode.name | lower }}
      {{- end }}

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}

      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.peer.backup.enabled }}
                               tar -czf /data/peer.tar -C /var/hyperledger/production ledgersData/ chaincodes/ && \
                               echo 'prepared peer data for backup' && \
          {{- end }}
          {{- if $.Values.couchdb.backup.enabled }}
                               tar -czf /data/couchdb.tar -C /opt/couchdb/data --exclude='lost+found' .  && \
                               echo 'prepared CouchDB data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.peer.restore.enabled }}
                               rm -rf /var/hyperledger/production/* && \
                               tar -xf /data/peer.tar -C /var/hyperledger/production/ && \
                               echo 'restored peer data from backup' && \
          {{- end }}
          {{- if $.Values.couchdb.restore.enabled }}
                               rm -rf /opt/couchdb/data/* && \
                               tar -xf /data/couchdb.tar -C /opt/couchdb/data/ && \
                               echo 'restored CouchDB data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
                               
        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else }} {{- /* if backup/restore enabled */ -}}{{""}}

      {{- if $.Values.peer.antiAffinity.enabled }}
      {{- if gt ($org.Template.Count | int) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.peer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                {{- if not (eq $peerIndex $peerIndexInner) }}
                {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                {{- end }} {{- /* if not same peer */ -}}
                {{- end }} {{- /* Peers */ -}}{{""}}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                  {{- if not (eq $peerIndex $peerIndexInner) }}
                  {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                  - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                  {{- end }} {{- /* if not same peer */ -}}
                  {{- end }} {{- /* Peers */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
      
      
      {{- if $.Values.clusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:
      
      # Peer container
      - name: peer
        image: hyperledger/fabric-peer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "peer node start"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /host/var/run/docker.sock
          name: dockersocket
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-msp
        - mountPath: /etc/hyperledger/fabric/admin-msp/
          name: peer-admin-msp
        # - mountPath: /hl_config/channel/
        #   name: hlf-channels
        # chaincodes
        {{- range $i, $chaincode := $.Values.network.chaincodes }}    
        - mountPath: /chaincode/{{ $chaincode.name }}
          name: chaincode-{{ $chaincode.name | lower }}
        {{- end }}

        env:
        # TODO move configurable ones to configmaps
        - name: CORE_PEER_ID
          value: {{ $peer }}.{{ $org.Domain }}
        - name: CORE_PEER_ADDRESS
          value: {{ $peerAddress }}
        - name: CORE_PEER_LISTENADDRESS
          value: 0.0.0.0:7051
        - name: CORE_PEER_CHAINCODELISTENADDRESS
          value: 0.0.0.0:7052
        - name: CORE_PEER_GOSSIP_BOOTSTRAP
          value: >- 
        {{- range $peerIndexInner := until ($org.Template.Count | int) }}
        {{- $peer := (printf "peer%s" ($peerIndexInner | toString)) }}
        {{- $peerGossipAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
              {{ $peerGossipAddress }}
        {{- end }} {{- /* Peers */ -}}{{""}}

        - name: CORE_PEER_GOSSIP_EXTERNALENDPOINT
          value: {{ $peerAddress }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP

        - name: CORE_VM_ENDPOINT
          value: unix:///host/var/run/docker.sock
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.peer.logLevel }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: CORE_PEER_GOSSIP_USELEADERELECTION
          value: "true"
        - name: CORE_PEER_GOSSIP_ORGLEADER
          value: "false"
        - name: CORE_PEER_PROFILE_ENABLED
          value: "true"
        - name: CORE_PEER_ADDRESSAUTODETECT
          value: "true" # looks like absolutely necessary, o/w chaincode instantiate fails, no clue why
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt
        
        - name: CORE_CHAINCODE_LOGGING_LEVEL
          value: {{ $.Values.peer.chaincode.logging.level }}
        - name: CORE_CHAINCODE_LOGGING_SHIM
          value: {{ $.Values.peer.chaincode.logging.shim }}
        - name: CORE_VM_DOCKER_ATTACHSTDOUT
          value: {{ $.Values.peer.chaincode.attachStdout | quote }} 
        
        - name: CORE_LEDGER_STATE_STATEDATABASE
          value: CouchDB
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS
          value: localhost:5984
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME
          value: {{ $.Values.couchdb.userName | quote }}
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}
        
        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: DEBUG
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
        
        # Operations service
        {{- if $.Values.peer.operations.enabled }}
        - name: CORE_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.peer.operations.listenAddress }}
        - name: CORE_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.peer.operations.tls.enabled | quote }}
        {{- end }}

        # metrics with Prometheus
        {{- if $.Values.peer.metrics.enabled }}
        - name: CORE_METRICS_PROVIDER
          value: {{ $.Values.peer.metrics.provider }}
        {{- end }}

      # CouchDB container
      - name: couchdb
        image: hyperledger/fabric-couchdb:{{ $.Values.couchdb.version }}

        volumeMounts:
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        
        env:
        - name: COUCHDB_USER
          value: {{ $.Values.couchdb.userName | quote }}
        - name: COUCHDB_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}

      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 214�[
    {
     "name": "collectionProofs", 
     "policy": "OR('Org1MSP.member', 'Org2MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]
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blob 1866�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureVerifyCredential extends Procedure {
    private TxVerifyCredential tx;
    private String objectToVerify;

    public ProcedureVerifyCredential(TxProcedure tx) {
        if (tx instanceof TxVerifyCredential) {
            this.tx = (TxVerifyCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        Trie trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifier(), tx.getStoredKey()).toString();
        if (!trie.objectExists(key, stub)) {
            throw new IOException("Subject doesn't exists.");
        } else {
            trie = trie.fetch(key, stub);
            if (!trie.containsKey(tx.getTrieKey())) {
                throw new IOException("Key doesn't exists.");
            } else {
                objectToVerify = trie.getObjectAtNode(tx.getTrieKey());
                if (objectToVerify != null) {
                    setStatusMessage("Data provided for key: " + tx.getTrieKey() + " isValid: " + objectToVerify.equals(new String(tx.getDataToVerify())), "Validation");
                    return;
                }
            }
        }
        setStatusMessage("Data provided for key: " + key + " is either not found or not valid. ","Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
       // NO-OP
    }
}
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blob 5952�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.text.SimpleDateFormat;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.Date;
import java.util.List;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes(),
            "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes(),
            "University of Stavanger".getBytes(),
            "[\"test1@uis.no\",\"test2@uis.no\"]".getBytes(),
            "".getBytes(),
            "DAT520".getBytes(),
            "".getBytes(),
            "3".getBytes(),
            "3".getBytes(),
            "IssuerCollections".getBytes()
        }));

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\", \"rest@uis.no\"]".getBytes(),
                "University of Stavanger".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes(),
                "".getBytes(),
                "DAT520".getBytes(),
                "".getBytes(),
                "1".getBytes(),
                "1".getBytes(),
                "issuerCollections".getBytes()
        }));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  (System.currentTimeMillis() + (1 * 24 * 60 * 60 * 1000));
        SimpleDateFormat dateFormat = new SimpleDateFormat("yyyy-MM-dd hh:mm:ss");
        Date date = new Date(time);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                dateFormat.format(date).getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());

        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
                subject.getBytes(),
                credential.toJson().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getRequiredAgreement()[0].equals(credential.getRequiredAgreement()[0])
            && credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
               "readProof".getBytes(),
               subject.getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        //assertEquals("Issuer is still open.", resp.getMessage());

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
                subject.getBytes(),
                "Assignment1".getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgMuAESpSw59Sgp6MK
F/HcSOYZMHSddHsGEl2QAdyP9dqhRANCAAQ1Fj6s3zisJnGvsOmuPPj2G1tc0dlW
oxKolTnxV5xuXH+kNXzPF6Zen/4wQeVtv3REqpz7lNVGJEOjo+7/J/nj
-----END PRIVATE KEY-----
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blob 1942�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.nio.charset.StandardCharsets;

public abstract class ObjectsOperations {
    private String objectType = this.getClass().getSimpleName();
    private String key = null;

    public String getKey() {
        return key;
    }
    public void setHash() {
        // NO-OP
    }

    public  CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString().replace("\u0000","");
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putState(compositeKey, mapper.writeValueAsString(this).getBytes(StandardCharsets.UTF_8));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        byte[] object = stub.getState(compositeKey);
        T var = null;
        if (object != null) {
           var = (T) mapper.readValue(stub.getState(compositeKey), this.getClass());
        } else {
            throw new IOException("Couldn't find the object. " + this.getClass().getName());
        }
        return var;
   }

   public  <T> String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }
}
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blob 924�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 17332�{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channels-
  # name: hlf-channels-0
spec:
{{- if .Values.ClusterGrouping }}
  nodeSelector: {{ (index .Values.ClusterGrouping 0).Node }}
{{- end }}
  entrypoint: channels
  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

  - name: peer-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}}{{""}}


{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-external-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

  templates:
  - name: channels
    steps:
# top level: channels
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
      
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: channel templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: create-channel--{{ $channel.name }}
        template: create-channel--{{ $channel.name }}
    - - name: join-channel--{{ $channel.name }}
        template: join-channel--{{ $channel.name }}
    - - name: update-channel--{{ $channel.name }}
        template: update-channel--{{ $channel.name }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel create templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: create-channel--{{ $channel.name }}
    steps:
    - 
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

      - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel join templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: join-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.join.parallel) }}
    - 
{{- end }}
      - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel update templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: update-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- if or $vars.firstStep (not $.Values.flow.update.parallel) }}
    - 
{{- end }}
      - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}} {{""}}

# leaf create templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkexists --channelID {{ $channel.name }} -o {{ $vars.ordererUrl }} \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}
            ; then 
              echo '-- Channel {{ $channel.name }} already exists, exiting with 0' 
              exit 0 
            else 
              result=$? 
              echo "-- result is: $result" 
              if test $result -ne 99; then 
                echo "-- result is not 99, exiting with $result" 
                exit $result 
              fi 
            fi 

            echo '-- Channel {{ $channel.name }} does not exists, will create..' 

            mkdir -p /work && 
            configtxgen -profile {{ $channel.name }} -channelID {{ $channel.name }} -configPath /hlf_config \
                  -outputCreateChannelTx /work/{{ $channel.name }}.tx && 
            
            peer channel create -o {{ $vars.ordererUrl }} -c {{ $channel.name }} -f /work/{{ $channel.name }}.tx \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/
          name: hlf-configtx

        # peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.PeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-msp
        {{- end }}
        # external peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.ExternalPeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-external-msp
        {{- end }}
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf join templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkjoined --channelID {{ $channel.name }}; then  
            echo '-- Peer {{ $peer }} already joined to channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Peer {{ $peer }} did not join to channel {{ $channel.name }}, will join..' 

          peer channel fetch oldest /var/hyperledger/genesis.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched genesis block for channel {{ $channel.name }}' && 
          
          peer channel join -b /var/hyperledger/genesis.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf update templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools-extended:1.4.3
      command: [sh]
      source: |
          if peer channel checkanchors --channelID {{ $channel.name }} --orgID {{ $org.Name }}MSP -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            echo '-- AnchorPeers are already configured for organization {{ $org.Name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 
          
          echo '-- AnchorPeers are not configured for organization {{ $org.Name }}, will configure..' 
          
          mkdir -p /work && 
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          &&  echo '-- fetched config block' && 
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/attach_anchor_peers.sh {{ $org.Name }}MSP /hlf_config/configtx.yaml /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb && 
          
          peer channel update -f /work/update.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
        - mountPath: /hlf_config/
          name: hlf-configtx
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}
---











thesis-work/.git/objects/6b/fe55824f6422ce065fceb121868c84ae752247

thesis-work/.git/objects/6b/fe55824f6422ce065fceb121868c84ae752247


blob 1886�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }


   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn'test find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }


    public boolean isValid() {
        return valid;
    }
}
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blob 183�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="VcsDirectoryMappings">
    <mapping directory="$PROJECT_DIR$/.." vcs="Git" />
  </component>
</project>










thesis-work/.git/objects/6c/2561de6c581f6e24ad42f9f8bb106329000fef

thesis-work/.git/objects/6c/2561de6c581f6e24ad42f9f8bb106329000fef









thesis-work/.git/objects/6c/4c60095b371a1b6410e806c7628c0fce7d266a

thesis-work/.git/objects/6c/4c60095b371a1b6410e806c7628c0fce7d266a


blob 6031�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;


import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRevokeCredential;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.time.Instant;
import java.util.List;
import java.util.Map;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Map<String, byte[]> transientMap;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             this.transientMap = stub.getTransient();
             if (transientMap != null && !(transientMap.keySet().size() >= 1) && !transientMap.containsKey("subject")) {
                 throw new IllegalArgumentException("Not enough parameters and required keys is not provided [subject].");
             }
             this.subject = new String(transientMap.get("subject"));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             getIssuer().isExpired(stub.getTxTimestamp());
             if (this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }


    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    public void setArgs(List<byte[]> args) {
        this.args = args;
    }

    public Map<String, byte[]> getTransientMap() {
        return transientMap;
    }

    public void setIssuer(Issuer issuer) {
        this.issuer = issuer;
    }

    /**
    * All invocations  must follow the Procedures pattern
     * currentInstance cannot be assigned to multiple instances.
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) { // Ledger must have an issuer instance on it.
            switch (fName) {
                case Issuer.registerCredential: // only if issuer is not expired and started
                        return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.confirmCredential: // only if started
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.aggregateProofs: // only possible if started and expired.
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
                case editParticipants:
                    return new ProcedureEditParticipants(TransactionCreatorHub.parseFromArgs(stub));
                case hashComparison:
                    return new ProcedureGetDataHash(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) { // ledger must have a records instance on it
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Records.revoke:
                    return new ProcedureRevokeCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }
        throw new IOException("Method not found");
    }
}
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commit 256�tree fea4f09a7a0542fa4e266b091c9ee0ef031791e3
parent 56ac329c2a279d8ac538d1162251deb80d81bd03
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581329501 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581329501 +0100

RouterDesignPattern example
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blob 631�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

func validateCourseRetrieval(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 1 {
		return shim.Error("Error in retrieveing course, expected ID only.")
	}
	course := &Course{courseId: args[0]}
	return retrieveAsset(stub, course)
}

func validateCourseWrite(stub shim.ChaincodeStubInterface, args[]string) peer.Response {

	// TODO: VALIDATE ATTRIBUTES.
	course := &Course{
		name:     args[1],
		courseId: args[0],
		tutorId:  args[2],
	}
	return commitAsset(stub, course)
}
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blob 1588�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxGetPrivateDataHash extends TxProcedure {

    private String key;
    private String subject;
    private String objecType;
    private byte[] hash;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if (!stub.getTransient().containsKey("key") && !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("objecttype") && !stub.getTransient().containsKey("datahash")) {
            throw new IllegalArgumentException("Key must be provided");
        }
        setCid(new ClientIdentity(stub));
        key  = new String(stub.getTransient().get("key"));
        subject = new String(stub.getTransient().get("subject"));
        objecType = new String(stub.getTransient().get("objecttype"));
        hash = stub.getTransient().get("datahash");
        setIssuer(stub);
    }

    public String getKey() {
        return key;
    }

    @Override
    public String getSubject() {
        return subject;
    }

    public String getObjecType() {
        return objecType;
    }

    public byte[] getHash() {
        return hash;
    }
}
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blob 6334�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.List;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\", \"rest@uis.no\"]".getBytes(),
                "University of Stavanger".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes(),
                "".getBytes(),
                "DAT520".getBytes(),
                "".getBytes(),
                "1".getBytes(),
                "1".getBytes(),
                "issuerCollections".getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer","channel1");

        Long time =  (Instant.now().toEpochMilli()+ (100000));
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Timestamp(time).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
                subject.getBytes(),
                credential.toJson().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
                subject.getBytes(),
                "Assignment1".getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_DNS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\", \"test@uis.no\"]".getBytes(),
                "University of Stavanger".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes(),
                "records".getBytes(),
                "Degree".getBytes(),
                "[\"Issuer:channel1\"]".getBytes(),
                "1".getBytes(),
                "1".getBytes(),
                "issuerCollections".getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Timestamp(time).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());
    }
}
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blob 2302�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class DecentralizedIdentifier extends ChaincodeBase {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";
    public static final String initializeIssuer = "initializeIssuer";

    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {


        return invoke(chaincodeStub);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        String function = chaincodeStub.getFunction();
        List<byte[]> args = chaincodeStub.getArgs();
        Procedure strategy = null;

        try {
            if (this.issuer == null) {
                this.issuer = new IssuerImpl().fetch("Issuer", chaincodeStub);
            }
            // 1. Init transaction proposal phase.
            strategy = createProcedure(function, args, chaincodeStub);
            // 2. Validation phase.
            strategy.validate(chaincodeStub);
            // 3. Commit phase.
            strategy.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.toString(), new byte[]{});
            } else if (e instanceof IllegalArgumentException || e instanceof IOException) {
                return new Chaincode.Response(500,  e.toString(),null);
            }
        }
        return new Chaincode.Response(200, strategy.getStatusMessage(), strategy.getResultObject().toJson().getBytes());
    }
}











thesis-work/.git/objects/6e/a373b34292c9c169c2938c6f14e465a7bef4c4

thesis-work/.git/objects/6e/a373b34292c9c169c2938c6f14e465a7bef4c4


blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1877�# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
# especially on high end machines install step frequently fails, that's why this number is high
# see https://jira.hyperledger.org/browse/FAB-15026
retryCount: 20

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  host: # orderer0.pivt.nl
  port: "7050"

logLevel: info

flow:
  chaincode:
    # should we run top level chaincode flows in parallel?
    parallel: false
    # fill in this array with chaincode names to limit the chaincode flows only to these ones
    include: []
  install:
    # should we run install step?
    enabled: true  
    parallel: true
  instantiate:
    # should we run instantiate/upgrade step? No, Java application handles this.
    enabled: false  
    parallel: true
  invoke:
    # should we run invoke step?  No
    # we invoke chaincode after instantiate/upgrade to force the peers to actually create the chaincode containers
    enabled: false 
    parallel: true
    function: '{"function":"ping","Args":[""]}'

chaincode:
  version: "1.0"
  language: node
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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commit 269�tree b6a577d0534ffd2a86e5436b8d30e125183028ab
parent edc4d9d44f1116f928a47e2dc58889fae0dacebd
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567954 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589567954 +0200

added final tests for client application
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blob 2723�package com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private String[] requiredAgreement;
    private String[] signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = new String[requiredAgreement.length];
        this.qualId = qualId;
    }

    public Credential(String subject,
                      String description,
                      byte[] data) {
        this.subject = subject;
        this.description = description;
        this.data = data;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getQualId())
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 5456�package main.clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException, TransactionException {
        if(!channel.isInitialized()) {
            channel.initialize();
        }

        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }











thesis-work/.git/objects/70/238c3d964d6eeb0e3c9e0ff2fc1a9aff314634

thesis-work/.git/objects/70/238c3d964d6eeb0e3c9e0ff2fc1a9aff314634









thesis-work/.git/objects/70/3ab7c31253a8a0ff6ffc58843acd6707acfcf2

thesis-work/.git/objects/70/3ab7c31253a8a0ff6ffc58843acd6707acfcf2


blob 762�{{- if .Values.orderer.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-orderer--ingress
  annotations:
    nginx.ingress.kubernetes.io/ssl-passthrough: "true"
    {{- range $key, $value := .Values.orderer.ingress.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
  - host: {{ $host.Hostname }}.{{ $org.Domain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
          servicePort: 7050
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}{{""}}
{{- end }} {{- /* if ingress.enabled */ -}}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg1XvNzbcX2spCxa9U
+re3Wd/GlzDvQWcl8pqtxM123nyhRANCAATnARqtARK3sibGo95V2/4cFnGijkE3
k9/XEmYrW9UWNJbDFjC8QPdM7E9f3jtY4xLe0thUGiIFtvgsI0RgkCv0
-----END PRIVATE KEY-----
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blob 49317�rbac:
  create: true

podSecurityPolicy:
  enabled: false

imagePullSecrets:
# - name: "image-pull-secret"

## Define serviceAccount names for components. Defaults to component's fully qualified name.
##
serviceAccounts:
  alertmanager:
    create: false
    name:
    annotations: {}
  nodeExporter:
    create: false
    name:
    annotations: {}
  pushgateway:
    create: true
    name:
    annotations: {}
  server:
    create: true
    name:
    annotations: {}

alertmanager:
  ## If false, alertmanager will not be installed
  ##
  enabled: false

  ## alertmanager container name
  ##
  name: alertmanager

  ## alertmanager container image
  ##
  image:
    repository: prom/alertmanager
    tag: v0.20.0
    pullPolicy: IfNotPresent

  ## alertmanager priorityClassName
  ##
  priorityClassName: ""

  ## Additional alertmanager container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  baseURL: "http://localhost:9093"

  ## Additional alertmanager container environment variable
  ## For instance to add a http_proxy
  ##
  extraEnv: {}

  ## Additional alertmanager Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: alertmanager-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.alertmanager.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ## The name of a secret in the same kubernetes namespace which contains the Alertmanager config
  ## Defining configFromSecret will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configFromSecret: ""

  ## The configuration file name to be loaded to alertmanager
  ## Must match the key within configuration loaded from ConfigMap/Secret
  ##
  configFileName: alertmanager.yml

  ingress:
    ## If true, alertmanager Ingress will be created
    ##
    enabled: false

    ## alertmanager Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## alertmanager Ingress additional labels
    ##
    extraLabels: {}

    ## alertmanager Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - alertmanager.domain.com
    #   - domain.com/alertmanager

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## alertmanager Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - alertmanager.domain.com

  ## Alertmanager Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## Node tolerations for alertmanager scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for alertmanager pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, alertmanager will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## alertmanager data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## alertmanager data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## alertmanager data Persistent Volume existing claim name
    ## Requires alertmanager.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## alertmanager data Persistent Volume mount root path
    ##
    mountPath: /data

    ## alertmanager data Persistent Volume size
    ##
    size: 2Gi

    ## alertmanager data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## alertmanager data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of alertmanager data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  ## Annotations to be added to alertmanager pods
  ##
  podAnnotations: {}
    ## Tell prometheus to use a specific set of alertmanager pods
    ## instead of all alertmanager pods found in the same namespace
    ## Useful if you deploy multiple releases within the same namespace
    ##
    ## prometheus.io/probe: alertmanager-teamA

  ## Labels to be added to Prometheus AlertManager pods
  ##
  podLabels: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}

      ## Enabling peer mesh service end points for enabling the HA alert manager
      ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
      # enableMeshPeer : true

      servicePort: 80

  ## alertmanager resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to alertmanager pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## Enabling peer mesh service end points for enabling the HA alert manager
    ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
    # enableMeshPeer : true

    ## List of IP addresses at which the alertmanager service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    # nodePort: 30000
    sessionAffinity: None
    type: ClusterIP

## Monitors ConfigMap changes and POSTs to a URL
## Ref: https://github.com/jimmidyson/configmap-reload
##
configmapReload:
  prometheus:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}
  alertmanager:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}

kubeStateMetrics:
  ## If false, kube-state-metrics sub-chart will not be installed
  ##
  enabled: true

## kube-state-metrics sub-chart configurable values
## Please see https://github.com/helm/charts/tree/master/stable/kube-state-metrics
##
# kube-state-metrics:

nodeExporter:
  ## If false, node-exporter will not be installed
  ##
  enabled: false

  ## If true, node-exporter pods share the host network namespace
  ##
  hostNetwork: true

  ## If true, node-exporter pods share the host PID namespace
  ##
  hostPID: true

  ## node-exporter container name
  ##
  name: node-exporter

  ## node-exporter container image
  ##
  image:
    repository: prom/node-exporter
    tag: v0.18.1
    pullPolicy: IfNotPresent

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## node-exporter priorityClassName
  ##
  priorityClassName: ""

  ## Custom Update Strategy
  ##
  updateStrategy:
    type: RollingUpdate

  ## Additional node-exporter container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional node-exporter hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: textfile-dir
    #   mountPath: /srv/txt_collector
    #   hostPath: /var/lib/node-exporter
    #   readOnly: true
    #   mountPropagation: HostToContainer

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   configMap: certs-configmap
    #   readOnly: true

  ## Node tolerations for node-exporter scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for node-exporter pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to node-exporter pods
  ##
  podAnnotations: {}

  ## Labels to be added to node-exporter pods
  ##
  pod:
    labels: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## node-exporter resource limits & requests
  ## Ref: https://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 200m
    #   memory: 50Mi
    # requests:
    #   cpu: 100m
    #   memory: 30Mi

  ## Security context to be added to node-exporter pods
  ##
  securityContext: {}
    # runAsUser: 0

  service:
    annotations:
      prometheus.io/scrape: "true"
    labels: {}

    # Exposed as a headless service:
    # https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
    clusterIP: None

    ## List of IP addresses at which the node-exporter service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    hostPort: 9100
    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9100
    type: ClusterIP

server:
  ## Prometheus server container name
  ##
  enabled: true
  name: server
  sidecarContainers:

  ## Prometheus server container image
  ##
  image:
    repository: prom/prometheus
    tag: v2.16.0
    pullPolicy: IfNotPresent

  ## prometheus server priorityClassName
  ##
  priorityClassName: ""

  # EnableServiceLinks indicates whether information about services should be injected into pod's environment variables, matching the syntax of Docker links.
  enableServiceLinks: true

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  ## Maybe same with Ingress host name
  baseURL: ""

  ## Additional server container environment variables
  ##
  ## You specify this manually like you would a raw deployment manifest.
  ## This means you can bind in environment variables from secrets.
  ##
  ## e.g. static environment variable:
  ##  - name: DEMO_GREETING
  ##    value: "Hello from the environment"
  ##
  ## e.g. secret environment variable:
  ## - name: USERNAME
  ##   valueFrom:
  ##     secretKeyRef:
  ##       name: mysecret
  ##       key: username
  env: []

  extraFlags:
    - web.enable-lifecycle
    ## web.enable-admin-api flag controls access to the administrative HTTP API which includes functionality such as
    ## deleting time series. This is disabled by default.
    # - web.enable-admin-api
    ##
    ## storage.tsdb.no-lockfile flag controls BD locking
    # - storage.tsdb.no-lockfile
    ##
    ## storage.tsdb.wal-compression flag enables compression of the write-ahead log (WAL)
    # - storage.tsdb.wal-compression

  ## Path to a configuration file on prometheus server container FS
  configPath: /etc/config/prometheus.yml

  global:
    ## How frequently to scrape targets by default
    ##
    scrape_interval: 1m
    ## How long until a scrape request times out
    ##
    scrape_timeout: 10s
    ## How frequently to evaluate rules
    ##
    evaluation_interval: 1m
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
  ##
  remoteWrite: []
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read
  ##
  remoteRead: []

  ## Additional Prometheus server container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional Prometheus server Volume mounts
  ##
  extraVolumeMounts: []

  ## Additional Prometheus server Volumes
  ##
  extraVolumes: []

  ## Additional Prometheus server hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: certs-dir
    #   mountPath: /etc/kubernetes/certs
    #   subPath: ""
    #   hostPath: /etc/kubernetes/certs
    #   readOnly: true

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   subPath: ""
    #   configMap: certs-configmap
    #   readOnly: true

  ## Additional Prometheus server Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: prom-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.server.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/server-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ingress:
    ## If true, Prometheus server Ingress will be created
    ##
    enabled: false

    ## Prometheus server Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## Prometheus server Ingress additional labels
    ##
    extraLabels: {}

    ## Prometheus server Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - prometheus.domain.com
    #   - domain.com/prometheus

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## Prometheus server Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-server-tls
    #     hosts:
    #       - prometheus.domain.com

  ## Server Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## hostAliases allows adding entries to /etc/hosts inside the containers
  hostAliases: []
  #   - ip: "127.0.0.1"
  #     hostnames:
  #       - "example.com"

  ## Node tolerations for server scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for Prometheus server pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, Prometheus server will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## Prometheus server data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## Prometheus server data Persistent Volume annotations
    ##
    annotations: {}

    ## Prometheus server data Persistent Volume existing claim name
    ## Requires server.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## Prometheus server data Persistent Volume mount root path
    ##
    mountPath: /data

    ## Prometheus server data Persistent Volume size
    ##
    size: 8Gi

    ## Prometheus server data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## Prometheus server data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of Prometheus server data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  emptyDir:
    sizeLimit: ""

  ## Annotations to be added to Prometheus server pods
  ##
  podAnnotations: {}
    # iam.amazonaws.com/role: prometheus

  ## Labels to be added to Prometheus server pods
  ##
  podLabels: {}

  ## Prometheus AlertManager configuration
  ##
  alertmanagers: []

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    annotations: {}
    labels: {}
    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}
      servicePort: 80

  ## Prometheus server readiness and liveness probe initial delay and timeout
  ## Ref: https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
  ##
  readinessProbeInitialDelay: 30
  readinessProbeTimeout: 30
  readinessProbeFailureThreshold: 3
  readinessProbeSuccessThreshold: 1
  livenessProbeInitialDelay: 30
  livenessProbeTimeout: 30
  livenessProbeFailureThreshold: 3
  livenessProbeSuccessThreshold: 1

  ## Prometheus server resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 500m
    #   memory: 512Mi
    # requests:
    #   cpu: 500m
    #   memory: 512Mi

  ## Vertical Pod Autoscaler config
  ## Ref: https://github.com/kubernetes/autoscaler/tree/master/vertical-pod-autoscaler
  verticalAutoscaler:
    ## If true a VPA object will be created for the controller (either StatefulSet or Deployemnt, based on above configs)
    enabled: false
    # updateMode: "Auto"
    # containerPolicies:
    # - containerName: 'prometheus-server'

  ## Security context to be added to server pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the Prometheus server service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    sessionAffinity: None
    type: ClusterIP

    ## Enable gRPC port on service to allow auto discovery with thanos-querier
    gRPC:
      enabled: false
      servicePort: 10901
      # nodePort: 10901

    ## If using a statefulSet (statefulSet.enabled=true), configure the
    ## service to connect to a specific replica to have a consistent view
    ## of the data.
    statefulsetReplica:
      enabled: false
      replica: 0

  ## Prometheus server pod termination grace period
  ##
  terminationGracePeriodSeconds: 300

  ## Prometheus data retention period (default if not specified is 15 days)
  ##
  retention: "15d"

pushgateway:
  ## If false, pushgateway will not be installed
  ##
  enabled: true

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  ## pushgateway container name
  ##
  name: pushgateway

  ## pushgateway container image
  ##
  image:
    repository: prom/pushgateway
    tag: v1.0.1
    pullPolicy: IfNotPresent

  ## pushgateway priorityClassName
  ##
  priorityClassName: ""

  ## Additional pushgateway container arguments
  ##
  ## for example: persistence.file: /data/pushgateway.data
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ingress:
    ## If true, pushgateway Ingress will be created
    ##
    enabled: false

    ## pushgateway Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## pushgateway Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - pushgateway.domain.com
    #   - domain.com/pushgateway

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## pushgateway Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - pushgateway.domain.com

  ## Node tolerations for pushgateway scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for pushgateway pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to pushgateway pods
  ##
  podAnnotations: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  replicaCount: 1

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## pushgateway resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to push-gateway pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true

  service:
    annotations:
      prometheus.io/probe: pushgateway
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the pushgateway service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9091
    type: ClusterIP

  ## pushgateway Deployment Strategy type
  # strategy:
  #   type: Recreate

  persistentVolume:
    ## If true, pushgateway will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: false

    ## pushgateway data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## pushgateway data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## pushgateway data Persistent Volume existing claim name
    ## Requires pushgateway.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## pushgateway data Persistent Volume mount root path
    ##
    mountPath: /data

    ## pushgateway data Persistent Volume size
    ##
    size: 2Gi

    ## pushgateway data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## pushgateway data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of pushgateway data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""


## alertmanager ConfigMap entries
##
alertmanagerFiles:
  alertmanager.yml:
    global: {}
      # slack_api_url: ''

    receivers:
      - name: default-receiver
        # slack_configs:
        #  - channel: '@you'
        #    send_resolved: true

    route:
      group_wait: 10s
      group_interval: 5m
      receiver: default-receiver
      repeat_interval: 3h

## Prometheus server ConfigMap entries
##
serverFiles:

  ## Alerts configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
  alerting_rules.yml: {}
  # groups:
  #   - name: Instances
  #     rules:
  #       - alert: InstanceDown
  #         expr: up == 0
  #         for: 5m
  #         labels:
  #           severity: page
  #         annotations:
  #           description: '{{ $labels.instance }} of job {{ $labels.job }} has been down for more than 5 minutes.'
  #           summary: 'Instance {{ $labels.instance }} down'
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use alerting_rules.yml
  alerts: {}

  ## Records configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
  recording_rules.yml: {}
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use recording_rules.yml
  rules: {}

  prometheus.yml:
    rule_files:
      - /etc/config/recording_rules.yml
      - /etc/config/alerting_rules.yml
    ## Below two files are DEPRECATED will be removed from this default values file
      - /etc/config/rules
      - /etc/config/alerts

    scrape_configs:
      - job_name: hyperledger_metrics
        static_configs:
          - targets:
            - hlf-peer--uit--peer0:9443
            - hlf-peer--uit--peer1:9443
            - hlf-peer--uit--peer2:9443
            - hlf-peer--uis--peer0:9443
            - hlf-peer--uis--peer1:9443
            - hlf-peer--uis--peer2:9443
            - hlf-peer--ntnu--peer0:9443
            - hlf-peer--ntnu--peer1:9443
            - hlf-peer--ntnu--peer2:9443
            - hlf-orderer--org1--orderer0:8443
            - hlf-orderer--org1--orderer1:8443
            - hlf-orderer--org2--orderer0:8443
            - hlf-orderer--org2--orderer1:8443



      # A scrape configuration for running Prometheus on a Kubernetes cluster.
      # This uses separate scrape configs for cluster components (i.e. API server, node)
      # and services to allow each to use different authentication configs.
      #
      # Kubernetes labels will be added as Prometheus labels on metrics via the
      # `labelmap` relabeling action.

      # Scrape config for API servers.
      #
      # Kubernetes exposes API servers as endpoints to the default/kubernetes
      # service so this uses `endpoints` role and uses relabelling to only keep
      # the endpoints associated with the default/kubernetes service using the
      # default named port `https`. This works for single API server deployments as
      # well as HA API server deployments.
      - job_name: 'kubernetes-apiservers'

        kubernetes_sd_configs:
          - role: endpoints

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        # Keep only the default/kubernetes service endpoints for the https port. This
        # will add targets for each API server which Kubernetes adds an endpoint to
        # the default/kubernetes service.
        relabel_configs:
          - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_service_name, __meta_kubernetes_endpoint_port_name]
            action: keep
            regex: default;kubernetes;https

      - job_name: 'kubernetes-nodes'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics


      - job_name: 'kubernetes-nodes-cadvisor'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        # This configuration will work only on kubelet 1.7.3+
        # As the scrape endpoints for cAdvisor have changed
        # if you are using older version you need to change the replacement to
        # replacement: /api/v1/nodes/$1:4194/proxy/metrics
        # more info here https://github.com/coreos/prometheus-operator/issues/633
        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics/cadvisor

      # Scrape config for service endpoints.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints'

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      # Scrape config for slow service endpoints; same as above, but with a larger
      # timeout and a larger interval
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      - job_name: 'prometheus-pushgateway'
        honor_labels: true

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: pushgateway

      # Example scrape config for probing services via the Blackbox Exporter.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/probe`: Only probe services that have a value of `true`
      - job_name: 'kubernetes-services'

        metrics_path: /probe
        params:
          module: [http_2xx]

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: true
          - source_labels: [__address__]
            target_label: __param_target
          - target_label: __address__
            replacement: blackbox
          - source_labels: [__param_target]
            target_label: instance
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            target_label: kubernetes_name

      # Example scrape config for pods
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods'

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

      # Example Scrape config for pods which should be scraped slower. An useful example
      # would be stackriver-exporter which querys an API on every scrape of the pod
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

# adds additional scrape configs to prometheus.yml
# must be a string so you have to add a | after extraScrapeConfigs:
# example adds prometheus-blackbox-exporter scrape config
extraScrapeConfigs:
  # - job_name: 'prometheus-blackbox-exporter'
  #   metrics_path: /probe
  #   params:
  #     module: [http_2xx]
  #   static_configs:
  #     - targets:
  #       - https://example.com
  #   relabel_configs:
  #     - source_labels: [__address__]
  #       target_label: __param_target
  #     - source_labels: [__param_target]
  #       target_label: instance
  #     - target_label: __address__
  #       replacement: prometheus-blackbox-exporter:9115

# Adds option to add alert_relabel_configs to avoid duplicate alerts in alertmanager
# useful in H/A prometheus with different external labels but the same alerts
alertRelabelConfigs:
  # alert_relabel_configs:
  # - source_labels: [dc]
  #   regex: (.+)\d+
  #   target_label: dc

networkPolicy:
  ## Enable creation of NetworkPolicy resources.
  ##
  enabled: false
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blob 2339�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>fabric</groupId>
    <artifactId>client</artifactId>
    <version>1.0-SNAPSHOT</version>
    <properties>
        <maven.compiler.source>1.8</maven.compiler.source>
        <maven.compiler.target>1.8</maven.compiler.target>
    </properties>
    <dependencies>
        <!-- https://mvnrepository.com/artifact/org.hyperledger.fabric-sdk-java/fabric-sdk-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-sdk-java</groupId>
            <artifactId>fabric-sdk-java</artifactId>
            <version>1.4.8</version>
        </dependency>
        <!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/jackson-dataformat-yaml -->
        <dependency>
            <groupId>com.fasterxml.jackson.dataformat</groupId>
            <artifactId>jackson-dataformat-yaml</artifactId>
            <version>2.10.3</version>
        </dependency>
        <!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter</artifactId>
            <version>5.4.2</version>
            <scope>test</scope>
        </dependency>

        <dependency>
            <groupId>com.github.javafaker</groupId>
            <artifactId>javafaker</artifactId>
            <version>0.12</version>
        </dependency>

        <!-- https://mvnrepository.com/artifact/org.bouncycastle/bcprov-jdk16 -->
        <dependency>
            <groupId>org.bouncycastle</groupId>
            <artifactId>bcprov-jdk16</artifactId>
            <version>1.45</version>
        </dependency>
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
        <dependency>
            <groupId>junit</groupId>
            <artifactId>junit</artifactId>
            <version>4.11</version>
            <scope>test</scope>
        </dependency>
    </dependencies>
</project>
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blob 1073�package main.java.com.bchain.chaincode.Strategies.Procedures;

import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;

public abstract class Procedure {
     private StringBuilder statusMessage = new StringBuilder();
     private ChaincodeObject result;
     public abstract void validate(ChaincodeStub stub) throws IOException, IllegalAccessError;
     public abstract void apply(ChaincodeStub stub) throws IOException;
     public void setStatusMessage(String msg, String phase) {
          statusMessage.append("{ \n");
          statusMessage.append("PHASE: " + phase);
          statusMessage.append(", message: ");
          statusMessage.append(msg +" \n");
          statusMessage.append("} \n");
     }
     public String getStatusMessage() {
          return this.statusMessage.toString();
     }
     public ChaincodeObject getResultObject() {
          return this.result;
     }
     public void setResult(ChaincodeObject object) {
          this.result = object;
     }

}
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blob 2407�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        if ((tx.getRecords().getCreator()).contains(new String(stub.getCreator()))) {
            throw new IllegalArgumentException("Clients cannot invoke this function");
        }
        this.tx.getInstance().forEach(item -> {
            boolean hasRoot = item.getRoot() != null;
            boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
            boolean hasSubject = item.getSubject() != null;
            if (hasRoot && hasOwners && hasSubject){
                if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                    validTries.add(item);
                }
            }
        });
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Records records = new Records().fetch("RecorderInstance", stub);
        for (Trie item : this.validTries) {
            if (records.getCollections() != null) {
                item.privateCommit(records.getCollections(), item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub);
            } else {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
            }

        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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blob 210�package main.java.com.bchain.chaincode.Exceptions;

public class QualificationDuplicateException extends Exception {
    public QualificationDuplicateException(String message) {
        super(message);
    }
}
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blob 5345�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 834�-----BEGIN CERTIFICATE-----=
-----END CERTIFICATE-----
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blob 49�channel-genArtifacts
.DS_STORE
.env
crypto-config
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blob 3553�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashSet<String> owners = new LinkedHashSet();
    private String subject;
    private String summary;
    private String orgIdentifier;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getSummary() {
        return summary;
    }

    public void setSummary(String summary) {
        this.summary = summary;
    }
}
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blob 1716�package main.clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;
    private String id;
    private String org;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId, Enrollment enrollment) {

        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getOrg() {
        return org;
    }

    public void setOrg(String org) {
        this.org = org;
    }

    public String getName() {
        return name;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }


    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                "\n, Id='" + id + '\'' +
                '}';
    }
}
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blob 1576�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This test is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
       issuer.setCreator(this.tx.getCreator());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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blob 1081�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid(new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgz3pEh3bGwHdY0U67
R8OyxHu5tn7SdMwN+7ZR6ADcdCGhRANCAATJDa4xCRd/gqkK3YEfGv09/MSWIka6
Os3Pc5xVhyCpIlIxdJgYe12s76Nf7GRvBTRJm2ERo0cRZwdtjLRPk+Gf
-----END PRIVATE KEY-----











thesis-work/.git/objects/74/62d9caa2b723264cf99b4fc82d8359bd564467

thesis-work/.git/objects/74/62d9caa2b723264cf99b4fc82d8359bd564467









thesis-work/.git/objects/74/adce7da4c89fab5958eab390243d09a40008a7

thesis-work/.git/objects/74/adce7da4c89fab5958eab390243d09a40008a7


blob 1625�{{- range $i, $org := .Values.OrdererOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--admin-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/config.yaml" $org.Domain $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/signcerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/keystore/*" $org.Domain $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/keystore/" $org.Domain $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* OrdererOrgs */ -}}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgX4EFwkDLOxbs0XRC
6G2W7zsbAr7/y5Q7+2E04EZ2MwuhRANCAATSbAOmt3StFGiP64NLuY4vFoQIAXAF
SyEvH5za/a+2d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6H
-----END PRIVATE KEY-----
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blob 843�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 553�package com.bchain.chaincode.Strategies;

import com.bchain.chaincode.Issuer2;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxRegisterCredentialTransaction;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxStrategy;

import java.util.List;

public class TransactionCreatorHub {


    public static TxStrategy parseFromArgs(String fName, List<byte[]> args) {
        switch (fName) {
            case Issuer2.registerCredential:
                return new TxRegisterCredentialTransaction();

        }
        return null;

    }


}
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blob 700�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IOException, ChaincodeException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
    }
}
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commit 250�tree 05b0c08bf8f5a3639e58b81754fb74997d1b6a94
parent 65f65193d46613e9eb057910c1ce5d387061e40a
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590088088 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590088088 +0200

update package import











thesis-work/.git/objects/75/8e2138953097d4372d29c5fa0de177be1275a8

thesis-work/.git/objects/75/8e2138953097d4372d29c5fa0de177be1275a8


blob 1214�package main

import (
	"encoding/json"
	"fmt"

	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type Course struct {
	Name     string `json:"name"`
	CourseId string `json:"courseId"`
	TutorId  string `json:"tutorId"`
}

func (t *Course) PutState(stub shim.ChaincodeStubInterface) peer.Response {
	b, err := checkArgs(stub, t.CourseId)
	if err != nil {
		return shim.Error(err.Error())
	} else if b {
		return shim.Error("Object already exists!")
	}

	res, err := json.Marshal(t)
	if err != nil {
		return shim.Error("Something went wrong while marshalling object!")
	}
	err = stub.PutState(t.CourseId, res)
	if err != nil {
		msg := fmt.Errorf("Couldn't put state for %s got error %s", t, err)
		return shim.Error(msg.Error())
	}
	txId := stub.GetTxID()
	stub.SetEvent("putState#Contract, success for "+txId+". ", nil)
	r := response{OK, t.CourseId, nil}
	return shim.Success(r.formatResponse())
}

func (t *Course) GetState(stub shim.ChaincodeStubInterface) peer.Response {
	obj, err := queryObj(stub, t.CourseId)
	if err != nil {
		return shim.Error("Object doesn't exist")
	}
	r := response{OK, "QueryResult", obj}
	return shim.Success(r.formatResponse())
}
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blob 3913�package main.main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
    public String getParentcredentProof() {
        return parentcredentProof;
    }
}











thesis-work/.git/objects/75/cb5438952a23831e58c4076b093b0da78ec27c

thesis-work/.git/objects/75/cb5438952a23831e58c4076b093b0da78ec27c


blob 683�{{- range $i, $org := .Values.ExternalPeerOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--external-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/config.yaml" $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
---
{{- end }} {{- /* ExternalPeerOrgs */ -}}
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blob 270�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ProjectModuleManager">
    <modules>
      <module fileurl="file://$PROJECT_DIR$/.idea/chaincode.iml" filepath="$PROJECT_DIR$/.idea/chaincode.iml" />
    </modules>
  </component>
</project>
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blob 4723�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.Arrays;
import java.util.List;

public class Qualification extends ObjectsOperations {
    private String subject;
    private String parentQualifier;

    private String description;
    private String[] requiredCredentials;
    // Assign1,
    private String[] providedCredentials;
    private String[] owners;
    private String hash;

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    private boolean isValid = false;

    public String getParentQualifier() {
        return parentQualifier;
    }

    public void setParentQualifier(String parentQualifier) {
        this.parentQualifier = parentQualifier;
    }

    public Qualification() {
    }

    public Qualification(String subject, String description, String[] requiredCredentials, String[] providedCredentials, String[] owners, String parentQualifier) {
        this.subject = subject;
        this.description = description;
        this.requiredCredentials = requiredCredentials;
        if(this.requiredCredentials != null) {
            this.providedCredentials = new String[requiredCredentials.length];
        } else {
            this.providedCredentials = providedCredentials;
        }

        this.owners = owners;
        this.parentQualifier = parentQualifier;
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getRequiredCredentials() {
        return requiredCredentials;
    }

    public void setRequiredCredentials(String[] requiredCredentials) {
        this.requiredCredentials = requiredCredentials;
        this.providedCredentials = new String[requiredCredentials.length];
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }

    public String getHash() {
        return this.hash;
    }

    public void setHash() {
        this.hash = Hashing.sha256().hashString(
                         Arrays.toString(this.getRequiredCredentials())
                        .concat(Arrays.toString(this.getProvidedCredentials()))
                        .concat(this.getSubject())
                        .concat(this.getParentQualifier()), StandardCharsets.UTF_8).toString();
    }

    public static boolean checkParent(ChaincodeStub stub, String key) throws IOException {
        Qualification qual = new Qualification().fetch(key, stub);
        if (!qual.getParentQualifier().equals(null)) {
            if(checkParent(stub,qual.getParentQualifier()) == true) {
                return true;
            }
        }
        return qual.isValid();
    }

    public static void updateParentCredentials(ChaincodeStub stub, String key, String credentialId) throws IOException {
        Qualification qual = new Qualification();
        qual = qual.fetch(key, stub);
        List<String> rC = Arrays.asList(qual.getRequiredCredentials());
        List<String> pC = Arrays.asList(qual.getProvidedCredentials());
        int idx = rC.indexOf(credentialId);
        String qualKey = "Qualification" + qual.getSubject() + qual.getDescription();

        if (qual.getParentQualifier() != null) {
            updateParentCredentials(stub, qual.getParentQualifier(), qualKey);
        }
        if(idx == 0 || idx > 0 && pC.contains(rC.get(idx-1))) {
            String[] lst = qual.getProvidedCredentials();
            lst[lst.length-1] = credentialId;
            qual.commit(stub, qual.getKey());
        } else {
            throw new IOException("The qualification doesn't meet the casual order of required Qualifications!");
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws IOException {
        Qualification qual = new Qualification();
        qual = qual.fetch(key,stub);
        if (qual.getParentQualifier() != null) {
            setParentRevoked(stub, qual.getParentQualifier());
        }
        qual.setValid(false);
        qual.commit(stub, key);
    }

}
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blob 26383�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ChangeListManager">
    <list default="true" id="7958c4f6-ba08-4afd-9d96-f235f400a7f2" name="Default Changelist" comment="">
      <change beforePath="$PROJECT_DIR$/../configtx.yaml" beforeDir="false" afterPath="$PROJECT_DIR$/../configtx.yaml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../docker-compose.yml" beforeDir="false" afterPath="$PROJECT_DIR$/../docker-compose.yml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/pom.xml" beforeDir="false" afterPath="$PROJECT_DIR$/../java/pom.xml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/ChaincodeInstance.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/ChaincodeInstance.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/CredentialProof.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/CredentialProof.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Issuer.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Issuer.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Records.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Records.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Trie.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Objects/Trie.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../java/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java" beforeDir="false" afterPath="$PROJECT_DIR$/../java/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../test.sh" beforeDir="false" afterPath="$PROJECT_DIR$/../test.sh" afterDir="false" />
    </list>
    <ignored path="$PROJECT_DIR$/out/" />
    <ignored path="$PROJECT_DIR$/target/" />
    <option name="EXCLUDED_CONVERTED_TO_IGNORED" value="true" />
    <option name="SHOW_DIALOG" value="false" />
    <option name="HIGHLIGHT_CONFLICTS" value="true" />
    <option name="HIGHLIGHT_NON_ACTIVE_CHANGELIST" value="false" />
    <option name="LAST_RESOLUTION" value="IGNORE" />
  </component>
  <component name="FileEditorManager">
    <leaf SIDE_TABS_SIZE_LIMIT_KEY="300">
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/pom.xml">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="230">
              <caret line="10" column="34" selection-start-line="10" selection-start-column="34" selection-end-line="10" selection-end-column="34" />
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/Wallet.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="438">
              <caret line="31" column="33" lean-forward="true" selection-start-line="31" selection-start-column="33" selection-end-line="31" selection-end-column="33" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="e#455#456#0" expanded="true" />
                <element signature="e#482#483#0" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="true">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/ChaincodeOperations.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="520">
              <caret line="113" selection-start-line="113" selection-end-line="113" />
              <folding>
                <element signature="imports" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/Channel.class">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="-1076">
              <caret line="905" column="16" lean-forward="true" selection-start-line="905" selection-start-column="16" selection-end-line="905" selection-end-column="16" />
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/PeerConfiguration.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="322">
              <caret line="14" column="27" selection-start-line="14" selection-start-column="27" selection-end-line="14" selection-end-column="27" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="e#407#408#0" expanded="true" />
                <element signature="e#445#446#0" expanded="true" />
                <element signature="e#477#478#0" expanded="true" />
                <element signature="e#398#399#0" expanded="true" />
                <element signature="e#428#429#0" expanded="true" />
                <element signature="e#487#488#0" expanded="true" />
                <element signature="e#525#526#0" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/Utils.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="207">
              <caret line="9" column="27" selection-start-line="9" selection-start-column="27" selection-end-line="9" selection-end-column="27" />
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/FabricUser.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="207">
              <caret line="16" column="25" selection-start-line="16" selection-start-column="25" selection-end-line="16" selection-end-column="25" />
              <folding>
                <element signature="imports" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/connection.json">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="1288">
              <caret line="56" column="1" selection-start-line="56" selection-start-column="1" selection-end-line="56" selection-end-column="1" />
            </state>
          </provider>
        </entry>
      </file>
    </leaf>
  </component>
  <component name="FileTemplateManagerImpl">
    <option name="RECENT_TEMPLATES">
      <list>
        <option value="Class" />
      </list>
    </option>
  </component>
  <component name="Git.Settings">
    <option name="RECENT_GIT_ROOT_PATH" value="$PROJECT_DIR$/.." />
  </component>
  <component name="IdeDocumentHistory">
    <option name="CHANGED_PATHS">
      <list>
        <option value="$PROJECT_DIR$/src/main/java/connection.json" />
        <option value="$PROJECT_DIR$/src/main/java/User.java" />
        <option value="$PROJECT_DIR$/pom.xml" />
        <option value="$PROJECT_DIR$/src/main/java/FabricUser.java" />
        <option value="$PROJECT_DIR$/src/main/java/Wallet.java" />
        <option value="$PROJECT_DIR$/src/main/java/ChaincodeOperations.java" />
        <option value="$PROJECT_DIR$/src/main/java/clientapplication/Utils.java" />
        <option value="$PROJECT_DIR$/src/main/java/clientapplication/PeerConfiguration.java" />
        <option value="$PROJECT_DIR$/src/main/java/clientapplication/OrdererConfiguration.java" />
        <option value="$PROJECT_DIR$/src/main/java/clientapplication/ChaincodeOperations.java" />
      </list>
    </option>
  </component>
  <component name="MavenImportPreferences">
    <option name="importingSettings">
      <MavenImportingSettings>
        <option name="importAutomatically" value="true" />
      </MavenImportingSettings>
    </option>
  </component>
  <component name="ProjectFrameBounds" extendedState="6">
    <option name="y" value="23" />
    <option name="width" value="1511" />
    <option name="height" value="984" />
  </component>
  <component name="ProjectLevelVcsManager" settingsEditedManually="true" />
  <component name="ProjectView">
    <navigator proportions="" version="1">
      <foldersAlwaysOnTop value="true" />
    </navigator>
    <panes>
      <pane id="ProjectPane">
        <subPane>
          <expand>
            <path>
              <item name="client" type="b2602c69:ProjectViewProjectNode" />
              <item name="client" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="client" type="b2602c69:ProjectViewProjectNode" />
              <item name="client" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="client" type="b2602c69:ProjectViewProjectNode" />
              <item name="client" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="main" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="client" type="b2602c69:ProjectViewProjectNode" />
              <item name="client" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="main" type="462c0819:PsiDirectoryNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="client" type="b2602c69:ProjectViewProjectNode" />
              <item name="client" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="main" type="462c0819:PsiDirectoryNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
              <item name="clientapplication" type="462c0819:PsiDirectoryNode" />
            </path>
          </expand>
          <select />
        </subPane>
      </pane>
      <pane id="Scope" />
      <pane id="PackagesPane" />
    </panes>
  </component>
  <component name="PropertiesComponent">
    <property name="com.android.tools.idea.instantapp.provision.ProvisionBeforeRunTaskProvider.myTimeStamp" value="1587023522555" />
    <property name="project.structure.last.edited" value="Modules" />
    <property name="project.structure.proportion" value="0.15" />
    <property name="project.structure.side.proportion" value="0.2" />
    <property name="settings.editor.selected.configurable" value="configurable.group.tools" />
  </component>
  <component name="RecentsManager">
    <key name="MoveFile.RECENT_KEYS">
      <recent name="$PROJECT_DIR$/src/main/java/clientapplication" />
    </key>
  </component>
  <component name="RunDashboard">
    <option name="ruleStates">
      <list>
        <RuleState>
          <option name="name" value="ConfigurationTypeDashboardGroupingRule" />
        </RuleState>
        <RuleState>
          <option name="name" value="StatusDashboardGroupingRule" />
        </RuleState>
      </list>
    </option>
  </component>
  <component name="SvnConfiguration">
    <configuration />
  </component>
  <component name="TaskManager">
    <task active="true" id="Default" summary="Default task">
      <changelist id="7958c4f6-ba08-4afd-9d96-f235f400a7f2" name="Default Changelist" comment="" />
      <created>1586880381366</created>
      <option name="number" value="Default" />
      <option name="presentableId" value="Default" />
      <updated>1586880381366</updated>
    </task>
    <servers />
  </component>
  <component name="ToolWindowManager">
    <frame x="0" y="23" width="1680" height="984" extended-state="6" />
    <editor active="true" />
    <layout>
      <window_info active="true" content_ui="combo" id="Project" order="0" visible="true" weight="0.13186814" />
      <window_info id="Structure" order="1" side_tool="true" weight="0.25" />
      <window_info id="Image Layers" order="2" />
      <window_info id="Designer" order="3" />
      <window_info id="UI Designer" order="4" />
      <window_info id="Capture Tool" order="5" />
      <window_info id="Favorites" order="6" side_tool="true" />
      <window_info anchor="bottom" id="Message" order="0" />
      <window_info anchor="bottom" id="Find" order="1" />
      <window_info anchor="bottom" id="Run" order="2" />
      <window_info anchor="bottom" id="Debug" order="3" weight="0.4" />
      <window_info anchor="bottom" id="Cvs" order="4" weight="0.25" />
      <window_info anchor="bottom" id="Inspection" order="5" weight="0.4" />
      <window_info anchor="bottom" id="TODO" order="6" />
      <window_info anchor="bottom" id="Terminal" order="7" />
      <window_info anchor="bottom" id="Event Log" order="8" side_tool="true" />
      <window_info anchor="bottom" id="Version Control" order="9" />
      <window_info active="true" anchor="bottom" id="Messages" order="10" visible="true" weight="0.32990867" />
      <window_info anchor="right" id="Commander" internal_type="SLIDING" order="0" type="SLIDING" weight="0.4" />
      <window_info anchor="right" id="Ant Build" order="1" weight="0.25" />
      <window_info anchor="right" content_ui="combo" id="Hierarchy" order="2" weight="0.25" />
      <window_info anchor="right" id="Palette" order="3" />
      <window_info anchor="right" id="Maven" order="4" />
      <window_info anchor="right" id="Theme Preview" order="5" />
      <window_info anchor="right" id="Capture Analysis" order="6" />
      <window_info anchor="right" id="Palette&#9;" order="7" />
    </layout>
  </component>
  <component name="editorHistoryManager">
    <entry file="file://$PROJECT_DIR$/pom.xml">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="230">
          <caret line="10" column="34" selection-start-line="10" selection-start-column="34" selection-end-line="10" selection-end-column="34" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/connection.json">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="1288">
          <caret line="56" column="1" selection-start-line="56" selection-start-column="1" selection-end-line="56" selection-end-column="1" />
        </state>
      </provider>
    </entry>
    <entry file="jar:///Library/Java/JavaVirtualMachines/jdk1.8.0_221.jdk/Contents/Home/src.zip!/java/nio/file/Paths.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="221">
          <caret line="37" column="19" selection-start-line="37" selection-start-column="19" selection-end-line="37" selection-end-column="19" />
          <folding>
            <element signature="e#2673#2674#0" expanded="true" />
            <element signature="e#2741#2742#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/transaction/QueryInstantiatedChaincodesBuilder.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="138">
          <caret line="12" column="13" selection-start-line="12" selection-start-column="13" selection-end-line="12" selection-end-column="13" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/Wallet.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="438">
          <caret line="31" column="33" lean-forward="true" selection-start-line="31" selection-start-column="33" selection-end-line="31" selection-end-column="33" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#455#456#0" expanded="true" />
            <element signature="e#482#483#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/ChaincodeID.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="161">
          <caret line="10" column="68" selection-start-line="10" selection-start-column="68" selection-end-line="10" selection-end-column="68" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/FabricUser.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="207">
          <caret line="16" column="25" selection-start-line="16" selection-start-column="25" selection-end-line="16" selection-end-column="25" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/Utils.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="207">
          <caret line="9" column="27" selection-start-line="9" selection-start-column="27" selection-end-line="9" selection-end-column="27" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/TransactionRequest.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="279">
          <caret line="107" column="30" selection-start-line="107" selection-start-column="30" selection-end-line="107" selection-end-column="30" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/ChaincodeEndorsementPolicy.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="279">
          <caret line="191" column="16" selection-start-line="191" selection-start-column="16" selection-end-line="191" selection-end-column="16" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/ChaincodeCollectionConfiguration.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="253">
          <caret line="48" column="4" selection-start-line="48" selection-start-column="4" selection-end-line="48" selection-end-column="4" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/PeerConfiguration.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="322">
          <caret line="14" column="27" selection-start-line="14" selection-start-column="27" selection-end-line="14" selection-end-column="27" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#407#408#0" expanded="true" />
            <element signature="e#445#446#0" expanded="true" />
            <element signature="e#477#478#0" expanded="true" />
            <element signature="e#398#399#0" expanded="true" />
            <element signature="e#428#429#0" expanded="true" />
            <element signature="e#487#488#0" expanded="true" />
            <element signature="e#525#526#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-sdk-java/fabric-sdk-java/1.4.8/fabric-sdk-java-1.4.8.jar!/org/hyperledger/fabric/sdk/Channel.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="-1076">
          <caret line="905" column="16" lean-forward="true" selection-start-line="905" selection-start-column="16" selection-end-line="905" selection-end-column="16" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/OrdererConfiguration.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="161">
          <caret line="7" column="19" selection-start-line="7" selection-start-column="19" selection-end-line="7" selection-end-column="19" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/main/java/clientapplication/ChaincodeOperations.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="520">
          <caret line="113" selection-start-line="113" selection-end-line="113" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
  </component>
  <component name="masterDetails">
    <states>
      <state key="ArtifactsStructureConfigurable.UI">
        <settings>
          <artifact-editor />
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="FacetStructureConfigurable.UI">
        <settings>
          <last-edited>No facets are configured</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="GlobalLibrariesConfigurable.UI">
        <settings>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="JdkListConfigurable.UI">
        <settings>
          <last-edited>1.8</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ModuleStructureConfigurable.UI">
        <settings>
          <last-edited>client</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
                <option value="0.6" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ProjectJDKs.UI">
        <settings>
          <last-edited>11</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ProjectLibrariesConfigurable.UI">
        <settings>
          <last-edited>Maven: com.google.android:annotations:4.1.1.4</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
    </states>
  </component>
</project>
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blob 882�{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    component: hlf-peer
    fqdn: {{ $peer }}.{{ $org.Domain }}
    addToHostAliases: "true"
    
spec:
  type: NodePort
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
  {{- if $.Values.peer.operations.enabled }}
  - protocol: TCP
    port: {{ $.Values.peer.operations.servicePort }}
    name: operations  
  {{- end }}
  - protocol: TCP
    port: 7052
    name: chaincode
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
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blob 2722�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;
import java.util.Arrays;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof;
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        credential = tx.getInstance();
        credentialProof = new CredentialProof().fetch(credential.getQualId(), stub);
        ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(credential.getRequiredAgreement()));
        ArrayList<String> psigs = new ArrayList<>(Arrays.asList(credential.getSignatures()));
        int idx = rsigs.indexOf(tx.getCid().getX509Certificate().getPublicKey());
        if ( idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx-1)))) {
            String[] lst = credential.getSignatures();
            lst[idx] = tx.getCid().getX509Certificate().getPublicKey().toString();
            credential.setSignatures(lst);
            credential.setHash();
            credentialProof.setData(credential);
            updateCredential = true;
            setStatusMessage("Credential OK, updating.", "Validation");
            if (rsigs.contains(rsigs.get(rsigs.size()-1))) {
                psigs.add(credential.getKey());
                credentialProof.setProvidedCredentials((String[]) psigs.toArray());
                credentialProof.setData(credential);
                credentialProof.setHash();
                credentialProof.setValid(true);
                setStatusMessage("CredentialProof signatures fullfilled.", "Validation.");
            }
        } else {
            setStatusMessage("User not found in credential. FAILED.", "Validation");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.commit(stub, tx.getProofKey());
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
            setStatusMessage("Committing credentialproofs", "Apply");
        }
    }
}
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blob 9022�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.*;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList = null;

        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || !tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        } else if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }

        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }

        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is JSON format
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                args = new ArrayList<>();
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload() != null && resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.getValid()) {
                        if (proofs.containsKey(user)) {
                            linkedList = proofs.get(user);
                        } else {
                            linkedList = new LinkedList<>();
                            proofs.put(user, linkedList);
                        }
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    item.setParentCredentialProof(proof.getKey());
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners = null;

        while(iterator.hasNext()) {
            proof = iterator.next();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), proof.getKey(), proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
        setStatusMessage(resp.getMessage(), "Apply");

    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    public boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgKTbRhO27uUmiwN/o
UB+L341nIECB8SvPS1oSZRt5xg+hRANCAAQtIDFXrm33Wg9iwm82QqtORs6Y9gok
u+3MDQ5fhsElqIVgYnEnbMNWqyQ6n1mg94CXANTKPjLfgIcCBwqNKhS+
-----END PRIVATE KEY-----
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blob 38165�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/Networktest/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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thesis-work/.git/objects/77/b85ca1541c390c88ee8a547f09423244df0763


blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgN/OGhpS/QVbc24d2
Q0g2dIV8GwZTzz19wIGfsNB4OIehRANCAAQuqtwTntCKPxBwRvjmY3bw5rC/1JS4
/iWJ8c5FD9xGmtrjZGhVfVqS9cXu/hZMlBDypdDtLuRLQxXmGRS/7l9s
-----END PRIVATE KEY-----
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thesis-work/.git/objects/78/0dda3d6bcae0608f72a9c81a18d85d1ad5a670


blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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thesis-work/.git/objects/78/537450b71a3910fd2ceeb80bca89f82e37d45e


blob 847�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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thesis-work/.git/objects/78/863d73d2d2678ec5d8fb799b94a682d6d68eb5
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thesis-work/.git/objects/78/8b8a7f054c22096abb46eeb7216c82e4a3233e
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thesis-work/.git/objects/78/9fbdde07ca9022b2b699eb9d0cdacc52199703


blob 1396�[
    {   "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com:6051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsmychannels"
    }, 
    {   "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org1.example.com:8051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": ""
    },
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org2.example.com:9061",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannels",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org2Anchorsmychannels"
    }
]
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blob 80�<?xml version="1.0" encoding="UTF-8"?>
<module type="JAVA_MODULE" version="4" />
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blob 111�const shim = require('fabric-shim');
const Chaincode = require('./very-simple');

shim.start(new Chaincode());
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 18431�<?xml version="1.0" encoding="UTF-8"?>
<testsuite xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="https://maven.apache.org/surefire/maven-surefire-plugin/xsd/surefire-test-report.xsd" name="test.java.com.bchain.chaincode.utilsTest" time="0.043" tests="2" errors="0" skipped="0" failures="0">
  <properties>
    <property name="java.specification.version" value="13"/>
    <property name="sun.jnu.encoding" value="UTF-8"/>
    <property name="java.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="java.vm.vendor" value="Oracle Corporation"/>
    <property name="sun.arch.data.model" value="64"/>
    <property name="java.vendor.url" value="https://openjdk.java.net/"/>
    <property name="os.name" value="Mac OS X"/>
    <property name="java.vm.specification.version" value="13"/>
    <property name="sun.java.launcher" value="SUN_STANDARD"/>
    <property name="user.country" value="NO"/>
    <property name="sun.boot.library.path" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home/lib"/>
    <property name="sun.java.command" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire 2020-04-14T11-41-41_843-jvmRun1 surefire2991145962980513966tmp surefire_09672511673417078393tmp"/>
    <property name="http.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="jdk.debug" value="release"/>
    <property name="surefire.test.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/test-classes:/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/classes:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar:/Users/simenjakobsen/.m2/repository/commons-cli/commons-cli/1.4/commons-cli-1.4.jar:/Users/simenjakobsen/.m2/repository/commons-logging/commons-logging/1.2/commons-logging-1.2.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-tcnative-boringssl-static/2.0.25.Final/netty-tcnative-boringssl-static-2.0.25.Final.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcpkix-jdk15on/1.62/bcpkix-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/bouncycastle/bcprov-jdk15on/1.62/bcprov-jdk15on-1.62.jar:/Users/simenjakobsen/.m2/repository/org/reflections/reflections/0.9.11/reflections-0.9.11.jar:/Users/simenjakobsen/.m2/repository/com/google/guava/guava/20.0/guava-20.0.jar:/Users/simenjakobsen/.m2/repository/org/javassist/javassist/3.21.0-GA/javassist-3.21.0-GA.jar:/Users/simenjakobsen/.m2/repository/io/swagger/core/v3/swagger-annotations/2.0.0/swagger-annotations-2.0.0.jar:/Users/simenjakobsen/.m2/repository/com/github/everit-org/json-schema/org.everit.json.schema/1.11.1/org.everit.json.schema-1.11.1.jar:/Users/simenjakobsen/.m2/repository/commons-validator/commons-validator/1.6/commons-validator-1.6.jar:/Users/simenjakobsen/.m2/repository/commons-digester/commons-digester/1.8.1/commons-digester-1.8.1.jar:/Users/simenjakobsen/.m2/repository/commons-collections/commons-collections/3.2.2/commons-collections-3.2.2.jar:/Users/simenjakobsen/.m2/repository/commons-beanutils/commons-beanutils/1.9.3/commons-beanutils-1.9.3.jar:/Users/simenjakobsen/.m2/repository/com/damnhandy/handy-uri-templates/2.1.6/handy-uri-templates-2.1.6.jar:/Users/simenjakobsen/.m2/repository/joda-time/joda-time/2.9.4/joda-time-2.9.4.jar:/Users/simenjakobsen/.m2/repository/com/google/re2j/re2j/1.1/re2j-1.1.jar:/Users/simenjakobsen/.m2/repository/org/hyperledger/fabric-chaincode-java/fabric-chaincode-protos/1.4.4/fabric-chaincode-protos-1.4.4.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java-util/3.5.1/protobuf-java-util-3.5.1.jar:/Users/simenjakobsen/.m2/repository/com/google/code/gson/gson/2.7/gson-2.7.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-netty/1.23.0/grpc-netty-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-core/1.23.0/grpc-core-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/android/annotations/4.1.1.4/annotations-4.1.1.4.jar:/Users/simenjakobsen/.m2/repository/io/perfmark/perfmark-api/0.17.0/perfmark-api-0.17.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-api/0.21.0/opencensus-api-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/opencensus/opencensus-contrib-grpc-metrics/0.21.0/opencensus-contrib-grpc-metrics-0.21.0.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http2/4.1.38.Final/netty-codec-http2-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-common/4.1.38.Final/netty-common-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-buffer/4.1.38.Final/netty-buffer-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-transport/4.1.38.Final/netty-transport-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-resolver/4.1.38.Final/netty-resolver-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec/4.1.38.Final/netty-codec-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler/4.1.38.Final/netty-handler-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-http/4.1.38.Final/netty-codec-http-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-handler-proxy/4.1.38.Final/netty-handler-proxy-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/netty/netty-codec-socks/4.1.38.Final/netty-codec-socks-4.1.38.Final.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf/1.23.0/grpc-protobuf-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-api/1.23.0/grpc-api-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-context/1.23.0/grpc-context-1.23.0.jar:/Users/simenjakobsen/.m2/repository/com/google/errorprone/error_prone_annotations/2.3.2/error_prone_annotations-2.3.2.jar:/Users/simenjakobsen/.m2/repository/com/google/code/findbugs/jsr305/3.0.2/jsr305-3.0.2.jar:/Users/simenjakobsen/.m2/repository/org/codehaus/mojo/animal-sniffer-annotations/1.17/animal-sniffer-annotations-1.17.jar:/Users/simenjakobsen/.m2/repository/com/google/api/grpc/proto-google-common-protos/1.12.0/proto-google-common-protos-1.12.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-protobuf-lite/1.23.0/grpc-protobuf-lite-1.23.0.jar:/Users/simenjakobsen/.m2/repository/io/grpc/grpc-stub/1.23.0/grpc-stub-1.23.0.jar:/Users/simenjakobsen/.m2/repository/org/slf4j/slf4j-api/1.7.5/slf4j-api-1.7.5.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-classic/1.0.13/logback-classic-1.0.13.jar:/Users/simenjakobsen/.m2/repository/ch/qos/logback/logback-core/1.0.13/logback-core-1.0.13.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-api/5.5.2/junit-jupiter-api-5.5.2.jar:/Users/simenjakobsen/.m2/repository/org/apiguardian/apiguardian-api/1.1.0/apiguardian-api-1.1.0.jar:/Users/simenjakobsen/.m2/repository/org/opentest4j/opentest4j/1.2.0/opentest4j-1.2.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-params/5.4.0/junit-jupiter-params-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar:/Users/simenjakobsen/.m2/repository/org/junit/platform/junit-platform-engine/1.4.0/junit-platform-engine-1.4.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-junit-jupiter/3.3.0/mockito-junit-jupiter-3.3.0.jar:/Users/simenjakobsen/.m2/repository/org/mockito/mockito-core/2.24.0/mockito-core-2.24.0.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy/1.9.7/byte-buddy-1.9.7.jar:/Users/simenjakobsen/.m2/repository/net/bytebuddy/byte-buddy-agent/1.9.7/byte-buddy-agent-1.9.7.jar:/Users/simenjakobsen/.m2/repository/org/objenesis/objenesis/2.6/objenesis-2.6.jar:/Users/simenjakobsen/.m2/repository/org/json/json/20180813/json-20180813.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-annotations/2.10.0.pr2/jackson-annotations-2.10.0.pr2.jar:/Users/simenjakobsen/.m2/repository/com/fasterxml/jackson/core/jackson-core/2.10.0.pr2/jackson-core-2.10.0.pr2.jar:"/>
    <property name="sun.cpu.endian" value="little"/>
    <property name="user.home" value="/Users/simenjakobsen"/>
    <property name="user.language" value="nb"/>
    <property name="java.specification.vendor" value="Oracle Corporation"/>
    <property name="java.version.date" value="2020-01-14"/>
    <property name="java.home" value="/usr/local/Cellar/openjdk/13.0.2+8_2/libexec/openjdk.jdk/Contents/Home"/>
    <property name="file.separator" value="/"/>
    <property name="basedir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="java.vm.compressedOopsMode" value="Zero based"/>
    <property name="line.separator" value="&#10;"/>
    <property name="java.specification.name" value="Java Platform API Specification"/>
    <property name="java.vm.specification.vendor" value="Oracle Corporation"/>
    <property name="surefire.real.class.path" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/target/surefire/surefirebooter13040736510624033835.jar"/>
    <property name="sun.management.compiler" value="HotSpot 64-Bit Tiered Compilers"/>
    <property name="ftp.nonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.runtime.version" value="13.0.2+8"/>
    <property name="user.name" value="simenjakobsen"/>
    <property name="path.separator" value=":"/>
    <property name="os.version" value="10.15.3"/>
    <property name="java.runtime.name" value="OpenJDK Runtime Environment"/>
    <property name="file.encoding" value="UTF-8"/>
    <property name="java.vm.name" value="OpenJDK 64-Bit Server VM"/>
    <property name="localRepository" value="/Users/simenjakobsen/.m2/repository"/>
    <property name="java.vendor.url.bug" value="https://bugreport.java.com/bugreport/"/>
    <property name="java.io.tmpdir" value="/var/folders/pj/dqp2vpn13mj3d0qbmfp0w5nw0000gn/T/"/>
    <property name="java.version" value="13.0.2"/>
    <property name="user.dir" value="/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java"/>
    <property name="os.arch" value="x86_64"/>
    <property name="java.vm.specification.name" value="Java Virtual Machine Specification"/>
    <property name="java.library.path" value="/Users/simenjakobsen/Library/Java/Extensions:/Library/Java/Extensions:/Network/Library/Java/Extensions:/System/Library/Java/Extensions:/usr/lib/java:."/>
    <property name="java.vm.info" value="mixed mode, sharing"/>
    <property name="java.vendor" value="N/A"/>
    <property name="java.vm.version" value="13.0.2+8"/>
    <property name="sun.io.unicode.encoding" value="UnicodeBig"/>
    <property name="socksNonProxyHosts" value="local|*.local|169.254/16|*.169.254/16"/>
    <property name="java.class.version" value="57.0"/>
  </properties>
  <testcase name="testObjectStreamToHashSet" classname="test.java.com.bchain.chaincode.utilsTest" time="0"/>
  <testcase name="testjsonToObject" classname="test.java.com.bchain.chaincode.utilsTest" time="0.043"/>
</testsuite>
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blob 38014�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(70);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            //assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, true, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1,true, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            channel.initialize();
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, false, orgs) : channel.getPeers(), args, transientField, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, false, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel,false, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, boolean all, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            if (all) {
                peers.addAll(peers.size(), channel.getPeersForOrganization(org));
            } else {
                ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
                peer = tmp.get(new Random().nextInt(tmp.size()));
                peers.add(peer);
            }
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                });
        futures.add(future);
    }
}
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blob 120�{
  "index": {
    "fields": ["key"]
  },
  "ddoc": "ChaincodeObject",
  "name": "indexChaincodeObj",
  "type": "json"
}










thesis-work/.git/objects/7b/843e5bc3897c92c44039b0d3d60bbbf105aff1

thesis-work/.git/objects/7b/843e5bc3897c92c44039b0d3d60bbbf105aff1









thesis-work/.git/objects/7b/a7be6a5e57603d948af0643319559e15aed2e1

thesis-work/.git/objects/7b/a7be6a5e57603d948af0643319559e15aed2e1


blob 802�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1615�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This test is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
       issuer.setCreator(this.tx.getCreator());
       issuer.setTxid(stub.getTxId());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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blob 7104�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.text.SimpleDateFormat;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes()
        }));

        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners", "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "3".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "IssuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()}));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        Map<String, byte[]> transientField = new HashMap<>();


        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstance.invoke(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  new Long(20);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                time.toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());


        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        args.addAll(Arrays.asList(new byte[][]{
               "readProof".getBytes()
        }));
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        //assertEquals("Issuer is still open.", resp.getMessage());

        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
        }));
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        //chaincodeStubNaive.setCertificate(CertificatesDaCERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

    }
}
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commit 249�tree 796eebfba97d8c43c3ab46fc3fd381d9f279f0b0
parent a8055460669051d7390dc58730e568a0a19c3bee
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443533 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443533 +0200

update small changes
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blob 508�NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer
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blob 1179�package main.java.com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private Map<String, TrieNode> children = new HashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(Map<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}











thesis-work/.git/objects/7e/915fc0649f79126ee33722d0790513b8ae21a1

thesis-work/.git/objects/7e/915fc0649f79126ee33722d0790513b8ae21a1









thesis-work/.git/objects/7e/c8fdd3bea28362ace3e7f931fd13f2aa200569

thesis-work/.git/objects/7e/c8fdd3bea28362ace3e7f931fd13f2aa200569


blob 174�FROM raft/hl-fabric-tools:1.4.1

# install yq via pip
RUN curl "https://bootstrap.pypa.io/get-pip.py" -o "get-pip.py" && \
    python get-pip.py && \
    pip install yq
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blob 800�{{- if .Values.peer.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-peer--ingress
  annotations:
    nginx.ingress.kubernetes.io/ssl-passthrough: "true"
    {{- range $key, $value := .Values.peer.ingress.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - host: {{ $peer }}.{{ $org.Domain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
          servicePort: 7051
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
{{- end }} {{- /* if ingress.enabled */ -}}
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blob 480�## Basic Network Config

TODO: 
https://hyperledger-fabric.readthedocs.io/en/release-1.4/install.html

Different ways of setting up an env for windows/ and -*nix distributions.


Just run ./test.sh in the current directory

This will set up a network with the following architecture: 
One Certificate Authority.
One Ordering Service.
Two Organizations:
 Organization 1:
    2 Peers, 2 Couch DBs
 Organization 2:
  1 Peer, 1 CouchDB 
  
A channel between Peers in Org1 and Org2. 
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blob 16349�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--aptalkarga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050
        #- orderer0.groeifabriek.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: hlf-orderer--groeifabriek--orderer0
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: hlf-orderer--groeifabriek--orderer1
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: hlf-orderer--pivt--orderer0
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 1082�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid( new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3183�### [WHO MADE THIS?] 
Thanks to https://github.com/APGGroeiFabriek/PIVT for making life easier.

### [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls)

This sample has the same topology with scaled-up Raft network, but does not enable TLS globally. This is possible since Fabric 1.4.5. In the previous versions, enabling TLS globally was mandatory for Raft orderers.

You will notice the below entries in [network.yaml](fabric-kube/samples/scaled-raft-no-tls/network.yaml) file:
```
tlsEnabled: false
useActualDomains: true
```
TLS is disabled by default but still put in this file to be explicit. Using actual domain names is not mandatory but I believe is a good practice.

In [configtx.yaml](fabric-kube/samples/scaled-raft-no-tls/configtx.yaml#L270-L282) file, you will notice Raft consenters are using a different port:
```
- Host: orderer0.groeifabriek.nl
  Port: 7059
```
Raft orderers mutually authenticate each other so they always need TLS for inter-orderer communication. That's why disabling TLS globally requires Raft orderers communicate each other over another port instead of client-facing orderer port (7050). We enable this behavior by passing the argument `orderer.cluster.enabled=true` to hlf-kube chart. 

No other change is required. Any client of orderer, either application or Argo flows or whatever, will still use the client-facing port (7050)

Let's launch the Raft network without TLS. First tear down everything as usual:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated, then create necessary stuff:
```
./init.sh ./samples/scaled-raft-no-tls/ ./samples/chaincode/
```

Luanch the Raft based Fabric network in broken state (only because of `useActualDomains=true`)
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false
```

Collect the host aliases:
```
./collect_host_aliases.sh ./samples/scaled-raft-no-tls/
```
 
Then update the network with host aliases:
``` 
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true
```
Again lets wait for all pods are up and running:

```
kubectl get pod --watch
```

Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Raft orderer nodes spanning 2 Orderer organizations and 2 peers per organization. Since TLS is disabled, your application can use them without even noticing there are 3 Orderer nodes and 2 peers per organization.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```

And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```
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blob 6481�

# import utils
. scripts/utils.sh
export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILE=TwoOrgsChannel
CHANNEL_NAME=mychannels
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1
ORDERER_CA=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/orderers/orderer.exampledomain.com/msp/tlscacerts/tlsca.exampledomain.com-cert.pem

# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL GENESIS BLOCK"
    #read -p "Specify profile Name for Channel: " ans
    configtxgen -configPath . -profile $CHANNEL_PROFILE -outputCreateChannelTx ./channel-genArtifacts/$CHANNEL_NAME.tx -channelID $CHANNEL_NAME
    echo "#### GENERATE ANCHOR PEERS"
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org1MSP
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org2MSP
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

# remove chaincode docker images
    #docker rm $(docker ps -aq)
    docker rmi $(docker images dev-* -q)
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=20
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx

    for row in $(cat configParams.json | jq -c .[]); do
            CREATE=($(echo $row | jq -r '.CREATE_CH'));
            MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
            MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
            NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
            CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
            ORD=($(echo $row | jq -r '.ORDERER'));
            ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
            if [ ! -z "$CREATE" ]; then 
                echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
            fi

            echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"

            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
            if [ ! -z "$ANCH_FILE" ]; then
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
            fi
       
       sleep 2
    done
}

echo "Generate Certificates?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac

echo "Generate Artifacts?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac


echo "Start Cluster?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N) 
    echo "exit..."¨
    exit 1
    ;;
esac











thesis-work/.git/objects/80/3a7162d5c3e85bd8d366b889b98320128d5861

thesis-work/.git/objects/80/3a7162d5c3e85bd8d366b889b98320128d5861


blob 529�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ExternalStorageConfigurationManager" enabled="true" />
  <component name="MavenProjectsManager">
    <option name="originalFiles">
      <list>
        <option value="$PROJECT_DIR$/pom.xml" />
      </list>
    </option>
  </component>
  <component name="ProjectRootManager" version="2" languageLevel="JDK_1_8" default="false" project-jdk-name="1.8" project-jdk-type="JavaSDK">
    <output url="file://$PROJECT_DIR$/out" />
  </component>
</project>
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blob 65�package com.bchain.chaincode.Objects;

public class Verifier {
}
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blob 1356�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"sync"
)

type DataEvent struct {
	Data interface{}
	stubinterface shim.ChaincodeStubInterface
	args []string
}
type DataChannel chan DataEvent // channel data accepts an event

type DataChannels []DataChannel

type EventBus struct {
	subscribers map[string]DataChannels // organize in topics
	rm sync.RWMutex // protect against concurrent access
}

func (bus *EventBus) RegisterChannels(list []string) {
	for _, val := range list {
		bus.Subscribe(val, make(chan DataEvent))
	}
}


func (bus *EventBus) Subscribe(topic string, ch DataChannel){
	bus.rm.Lock()
	if oldChannels, found := bus.subscribers[topic]; found {
		bus.subscribers[topic] = append(oldChannels, ch)
	} else { // No channels were found, initialize and add new channel
		bus.subscribers[topic] = append([]DataChannel{}, ch)
	}


}

func (bus *EventBus) Publish(topic string, data interface{}) {
	bus.rm.RLock()
	// Multiple components might listen for the same event. Need 1 topic -> multiple channels
	if channels, found := bus.subscribers[topic]; found {
		preservedChannels := append(DataChannels{}, channels...)

		go func(data DataEvent, channelsSlices DataChannels) {
			for _, channel := range channelsSlices {
				channel <- data
			}
		}(DataEvent{Data:data}, preservedChannels)
	}
	bus.rm.RUnlock()
}
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blob 2167�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case ChaincodeInstance.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case ChaincodeInstance.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case ChaincodeInstance.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case ChaincodeInstance.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case ChaincodeInstance.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
        }
        return null;
    }

}
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blob 1515�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getId());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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blob 5008�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org2.example.com
              Port: 9051
################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 10

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 512 KB

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects
        # NOTE: Use IP:port notation
        Brokers:
            - 127.0.0.1:9092

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
    TwoOrgsChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
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blob 38243�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 6000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 2000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = HFCAClient.createNewInstance(caInfo);
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 2000; i++) {
                    appendUser(userpoll[i], sb, i == 1999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 1199�{{- $vrs := dict "totalPeers" 0 }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $portNo := 0 }}
{{- if gt ($vrs.totalPeers) 9 }}
{{ $portNo = (printf "325%d" (int64 $vrs.totalPeers))}}
{{- else }} 
{{ $portNo = (printf "3250%d" (int64 $vrs.totalPeers)) }}
{{- end }}
{{- $_ := set $vrs "totalPeers" (add1 $vrs.totalPeers) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    component: hlf-peer
    fqdn: {{ $peer }}.{{ $org.Domain }}
    addToHostAliases: "true"
    
spec:
  type: NodePort
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
    nodePort: {{ $portNo | int }}
  {{- if $.Values.peer.operations.enabled }}
  - protocol: TCP
    port: {{ $.Values.peer.operations.servicePort }}
    name: operations  
  {{- end }}
  - protocol: TCP
    port: 7052
    name: chaincode
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
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blob 2489�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        Issuer issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(this.tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        Issuer issuer = this.tx.getIssuerInstance();
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            if (!proof.privateObjectExists(this.tx.getIssuerInstance().getCollectionId(), user, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(), owners, null);
                proof.createKey(user, proof.getDescription());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), proof.getKey(), stub);
            }

        }
    }
}
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blob 38208�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 50; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 3561�package com.bchain.chaincode.Strategies.Procedures;


import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        IssuerImpl currIssuer = tx.getInstance();
        List<byte[]> args = new ArrayList<>();
        args.add("getProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;
        if(currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        int i = 0;
        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is a JSON
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            // get all proofs for that
            for(String user : currIssuer.getParticipants()) {
                args.add(user.getBytes());
                args.add(currIssuer.getRequiredCredentials()[i].getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.isValid()) {
                       linkedList = proofs.get(user);
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
            i++;
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for(String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetch(getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = "CredentialProof" + item.getSubject() + item.getDescription();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    String[] array = proof.getProvidedCredentials();
                    array[array.length-1] = thisKey;
                    proof.setProvidedCredentials(array);
                    if(proof.getProvidedCredentials().length == proof.getRequiredCredentials().length) {
                        proof.setValid(true);
                    }
                }
            });
                proof.commit(stub, getProofKey(user));
        }
    }

    public String getProofKey(String user) {
        return "CredentialProof" + user + this.tx.getInstance().getDescription();
    }
}
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blob 6944�

# import utils
. scripts/utils.sh
export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILE=TwoOrgsChannel
CHANNEL_NAME=mychannel
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1
ORDERER_CA=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/orderers/orderer.exampledomain.com/msp/tlscacerts/tlsca.exampledomain.com-cert.pem

# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL GENESIS BLOCK"
    #read -p "Specify profile Name for Channel: " ans
    configtxgen -configPath . -profile $CHANNEL_PROFILE -outputCreateChannelTx ./channel-genArtifacts/$CHANNEL_NAME.tx -channelID $CHANNEL_NAME
    echo "#### GENERATE ANCHOR PEERS"
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org1MSP
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org2MSP
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

# remove chaincode docker images
    if [[$(docker ps -aq) -ne 0]]; then
    docker stop $(docker ps -aq)
    docker rm -f $(docker ps -aq)
    fi
    if [[$(docker images dev-* q) -ne 0]]; then
        docker rmi $(docker images dev-* -q)
    fi
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=20
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx

    for row in $(cat configParams.json | jq -c .[]); do
            CREATE=($(echo $row | jq -r '.CREATE_CH'));
            MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
            MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
            NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
            CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
            ORD=($(echo $row | jq -r '.ORDERER'));
            ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
            CHAINCODE_PATH=($(echo $row | jq -r '.CHAINCODE_PATH'));
            if [ ! -z "$CREATE" ]; then 
                echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
            fi
            echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"

            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
            if [ ! -z "$ANCH_FILE" ]; then
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
            fi
            echo "Installing ISSUER Chaincode on ${NODE_ADDR}"
            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -n Issuer -v 1 -l java
       sleep 2
    done
}

echo "Generate Certificates?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac

echo "Generate Artifacts?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac


echo "Start Cluster?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N) 
    echo "exit..."¨
    exit 1
    ;;
esac
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blob 20577�{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  # name: hlf-chaincodes
  generateName: hlf-chaincodes-
spec:
  entrypoint: chaincodes

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}

  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}

  # chaincodes configMaps
  {{- range $i, $chaincode := $.Values.network.chaincodes }}    
  {{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
  - name: chaincode-{{ $chaincode.name | lower }}
    configMap:
      name: hlf-chaincode--{{ $chaincode.name | lower }}
  {{- end }} {{- /* if chaincode included */ -}}
  {{- end }}

  templates:
  - name: chaincodes
    steps:
# top level: chaincodes
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- if or $vars.firstStep (not $.Values.flow.chaincode.parallel) }}
    - 
{{- end }}
      - name: chaincode--{{ $chaincode.name }}
        template: chaincode--{{ $chaincode.name }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# second level: chaincode templates
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
  - name: chaincode--{{ $chaincode.name }}
    steps:
    {{- if $.Values.flow.install.enabled }}
    - - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.instantiate.enabled }}
    - - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.invoke.enabled }}
    - - name: invoke-chaincode--{{ $chaincode.name }}
        template: invoke-chaincode--{{ $chaincode.name }}
    {{- end }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# third level: install chaincode templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
     
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.install.parallel) }}
    - 
{{- end }}
      - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.install.enabled */ -}}{{""}}

# third level: instantiate chaincode templates
{{- if $.Values.flow.instantiate.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}

{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}
{{- if or $vars.firstStep (not $.Values.flow.instantiate.parallel) }}
    - 
{{- end }}
      - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name  }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# third level: invoke chaincode templates
{{- if $.Values.flow.invoke.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: invoke-chaincode--{{ $chaincode.name }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

{{- if or $vars.firstStep (not $.Values.flow.invoke.parallel) }}
    - 
{{- end }}
      - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.invoke.enabled */ -}}{{""}}

# leaf install templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstalled --name {{ $chaincode.name }} --version {{ $version }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already installed to peer {{ $peer }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not installed to peer {{ $peer }}, will install..' 

          {{- if eq $language "golang" }}

          # chaincode is packed with tar, first extract it 
          mkdir -p $GOPATH/src/chaincode && 
          tar -xf /hlf_config/chaincode/ChaincodeInstance.tar -C $GOPATH/src/chaincode && 
          peer chaincode install --path chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- else }}

          # chaincode is packed with tar, first extract it 
          mkdir -p /chaincode &&  mkdir /chaincode/{{ $chaincode.name }}
          tar -xf /hlf_config/chaincode/{{ $chaincode.name }}.tar -C /chaincode/{{ $chaincode.name }} && 
          peer chaincode install --path /chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- end }}

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/chaincode/
          name: chaincode-{{ $chaincode.name | lower }}
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.install.enabled */ -}}{{""}}

# leaf instantiate templates
{{- if $.Values.flow.instantiate.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}

  - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --version {{ $version }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already instantiated on channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not instantiated on channel {{ $channel.name }}, will check another version..' 

          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} with another version is already instantiated on channel {{ $channel.name }}, will perform an upgrade chaincode transaction..' 
            doUpgrade=true 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          if [ -z "$doUpgrade" ]; then 
            echo '-- Chaincode {{ $chaincode.name }} is not instantiated on channel {{ $channel.name }}, will instantiate..' 
            peer chaincode instantiate --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; else 
            peer chaincode upgrade --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; fi

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# leaf invoke templates
{{- if $.Values.flow.invoke.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [sh]
      source: |
          peer chaincode invoke -C {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              -n {{ $chaincode.name }} -c {{ $.Values.flow.invoke.function | squote }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.invoke.enabled */ -}}{{""}}
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 4153�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxInitializeIssuer extends TxProcedure {
    final List<String> list = Arrays.asList(new String[]{"owners", "orgIdentifier", "recordsId", "description",
                                                         "subChaincodes", "nrCredentials", "quorum", "collectionsId"});
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private LinkedHashSet<String> owners;
    private LinkedHashSet<String> subChainCodes;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        if (stub.getTransient() != null && (stub.getTransient().keySet().size() != list.size())) {
            throw new IllegalArgumentException("Not enough arguments to initialize issuer.");
        }

        Map<String, byte[]> transientMap = stub.getTransient();
        validMap(transientMap);
        String ownersString = new String(transientMap.get("owners"));
        this.orgIdentifier = new String(transientMap.get("orgIdentifier"));
        this.recordsId = new String(transientMap.get("recordsId"));
        this.description = new String(transientMap.get("description"));
        String subChaincodes = new String(transientMap.get("subChaincodes"));
        setCid(new ClientIdentity(stub));
        this.creator = getCid().getId();

        if (!utils.checkFormat(ownersString, utils.validArrayFormat)
            || subChaincodes.length() > 0 && !utils.checkFormat(subChaincodes, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Some parameters must be in an array format!");
        }

        if (subChaincodes.length() > 0 ) {
            this.subChainCodes = utils.stringToHashSet(subChaincodes);
        }

        this.owners = utils.stringToHashSet(ownersString);
        String quorumString = new String(transientMap.get("quorum"));
        String nrCredentialsString = new String(transientMap.get("nrCredentials"));

        if (!utils.checkFormat(nrCredentialsString, utils.validIntegerFormat) || !utils.checkFormat(quorumString, utils.validIntegerFormat)) {
            throw new IllegalArgumentException("Quorum and nrCredentials need to be of integer type.");
        }

        this.quorum = Integer.parseInt(quorumString);
        this.nrCredentials = Integer.parseInt(nrCredentialsString);
        this.collectionId = new String(transientMap.get("collectionsId"));
        if (!(this.collectionId != null && this.collectionId.length() > 0 )){
            throw new IllegalArgumentException("Collection Id must be specified!");
        }
    }

    public void validMap(Map<String, byte[]> transientField) {
        for (String key : transientField.keySet()) {
            if (!list.contains(key)) {
                throw new IllegalArgumentException("Key " + key +" is invalid.");
            }
        }
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public LinkedHashSet<String> getSubChainCodes() {
        return subChainCodes;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public String getDescription() {
        return description;
    }
    public String getRecordsId() {
        return recordsId;
    }
    public int getNrCredentials() {
        return nrCredentials;
    }
    public int getQuorum() {
        return quorum;
    }
    public String getCollectionId() {
        return collectionId;
    }

    public String getCreator() {
        return creator;
    }

    public void setCreator(String creator) {
        this.creator = creator;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgO5DHdDat6yqMLsy+
c8J/AVZZs3n1/GLd57wdfSbyO9GhRANCAATIwoLeseZxhqbprlokDJQ7SKPPhoW9
ncxnEl4kXwoe2qI95VonLVBmME3Bw1TMo7Ur7wCVw2hKZS/gw73XzURn
-----END PRIVATE KEY-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg9ZcmmJWarN4cp54A
BD5S+Rx3gVFcfDqkCWYkhU/tyZehRANCAASUA2+3ThWD5v03TO38fVFfvemn9VuP
0L2REW+B6JIG0rxAsqUZEQNfkuW16brtdwxIe3tQ4N3YgLoGt4Rz/3aZ
-----END PRIVATE KEY-----
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blob 23865�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   ORGANIZATIONS
#
#   This section defines the organizational identities that can be referenced
#   in the configuration profiles.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig. It should never be used
    # in production but may be used as a template for other definitions.
    - &SampleOrg
        # Name is the key by which this org will be referenced in channel
        # configuration transactions.
        # Name can include alphanumeric characters as well as dots and dashes.
        Name: SampleOrg

        # ID is the key by which this org's MSP definition will be referenced.
        # ID can include alphanumeric characters as well as dots and dashes.
        ID: SampleOrg

        # MSPDir is the filesystem path which contains the MSP configuration.
        MSPDir: msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies: &SampleOrgPolicies
            Readers:
                Type: Signature
                Rule: "OR('SampleOrg.member')"
                # If your MSP is configured with the new NodeOUs, you might
                # want to use a more specific rule like the following:
                # Rule: "OR('SampleOrg.admin', 'SampleOrg.peer', 'SampleOrg.client')"
            Writers:
                Type: Signature
                Rule: "OR('SampleOrg.member')"
                # If your MSP is configured with the new NodeOUs, you might
                # want to use a more specific rule like the following:
                # Rule: "OR('SampleOrg.admin', 'SampleOrg.client')"
            Admins:
                Type: Signature
                Rule: "OR('SampleOrg.admin')"

        # AnchorPeers defines the location of peers which can be used for
        # cross-org gossip communication. Note, this value is only encoded in
        # the genesis block in the Application section context.
        AnchorPeers:
            - Host: 127.0.0.1
              Port: 7051

################################################################################
#
#   CAPABILITIES
#
#   This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.3 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.3.x
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.3 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.3.0 or later.
        V1_3: true

    # Orderer capabilities apply only to the orderers, and may be safely
    # used with prior release peers.
    # Set the value of the capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Orderer is a catchall flag for behavior which has been
        # determined to be desired for all orderers running at the v1.1.x
        # level, but which would be incompatible with orderers from prior releases.
        # Prior to enabling V1.1 orderer capabilities, ensure that all
        # orderers on a channel are at v1.1.0 or later.
        V1_1: true

    # Application capabilities apply only to the peer network, and may be safely
    # used with prior release orderers.
    # Set the value of the capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.3 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.3.
        V1_3: true
        # V1.2 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.2 (note, this need not be set if
        # later version capabilities are set)
        V1_2: false
        # V1.1 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.1 (note, this need not be set if
        # later version capabilities are set).
        V1_1: false

################################################################################
#
#   APPLICATION
#
#   This section defines the values to encode into a config transaction or
#   genesis block for application-related parameters.
#
################################################################################
Application: &ApplicationDefaults
    ACLs: &ACLsDefault
        # This section provides defaults for policies for various resources
        # in the system. These "resources" could be functions on system chaincodes
        # (e.g., "GetBlockByNumber" on the "qscc" system chaincode) or other resources
        # (e.g.,who can receive Block events). This section does NOT specify the resource's
        # definition or API, but just the ACL policy for it.
        #
        # User's can override these defaults with their own policy mapping by defining the
        # mapping under ACLs in their channel definition

        #---Lifecycle System Chaincode (lscc) function to policy mapping for access control---#

        # ACL policy for lscc's "getid" function
        lscc/ChaincodeExists: /Channel/Application/Readers

        # ACL policy for lscc's "getdepspec" function
        lscc/GetDeploymentSpec: /Channel/Application/Readers

        # ACL policy for lscc's "getccdata" function
        lscc/GetChaincodeData: /Channel/Application/Readers

        # ACL Policy for lscc's "getchaincodes" function
        lscc/GetInstantiatedChaincodes: /Channel/Application/Readers

        #---Query System Chaincode (qscc) function to policy mapping for access control---#

        # ACL policy for qscc's "GetChainInfo" function
        qscc/GetChainInfo: /Channel/Application/Readers

        # ACL policy for qscc's "GetBlockByNumber" function
        qscc/GetBlockByNumber: /Channel/Application/Readers

        # ACL policy for qscc's  "GetBlockByHash" function
        qscc/GetBlockByHash: /Channel/Application/Readers

        # ACL policy for qscc's "GetTransactionByID" function
        qscc/GetTransactionByID: /Channel/Application/Readers

        # ACL policy for qscc's "GetBlockByTxID" function
        qscc/GetBlockByTxID: /Channel/Application/Readers

        #---Configuration System Chaincode (cscc) function to policy mapping for access control---#

        # ACL policy for cscc's "GetConfigBlock" function
        cscc/GetConfigBlock: /Channel/Application/Readers

        # ACL policy for cscc's "GetConfigTree" function
        cscc/GetConfigTree: /Channel/Application/Readers

        # ACL policy for cscc's "SimulateConfigTreeUpdate" function
        cscc/SimulateConfigTreeUpdate: /Channel/Application/Readers

        #---Miscellanesous peer function to policy mapping for access control---#

        # ACL policy for invoking chaincodes on peer
        peer/Propose: /Channel/Application/Writers

        # ACL policy for chaincode to chaincode invocation
        peer/ChaincodeToChaincode: /Channel/Application/Readers

        #---Events resource to policy mapping for access control###---#

        # ACL policy for sending block events
        event/Block: /Channel/Application/Readers

        # ACL policy for sending filtered block events
        event/FilteredBlock: /Channel/Application/Readers

    # Organizations lists the orgs participating on the application side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies: &ApplicationDefaultPolicies
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   ORDERER
#
#   This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters.
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start.
    # Available types are "solo" and "kafka".
    OrdererType: solo

    # Addresses here is a nonexhaustive list of orderers the peers and clients can
    # connect to. Adding/removing nodes from this list has no impact on their
    # participation in ordering.
    # NOTE: In the solo case, this should be a one-item list.
    Addresses:
        - 127.0.0.1:7050

    # Batch Timeout: The amount of time to wait before creating a batch.
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block.
    # The orderer views messages opaquely, but typically, messages may
    # be considered to be Fabric transactions.  The 'batch' is the group
    # of messages in the 'data' field of the block.  Blocks will be a few kb
    # larger than the batch size, when signatures, hashes, and other metadata
    # is applied.
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a
        # batch.  No block will contain more than this number of messages.
        MaxMessageCount: 500

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch. The maximum block size is this value
        # plus the size of the associated metadata (usually a few KB depending
        # upon the size of the signing identities). Any transaction larger than
        # this value will be rejected by ordering. If the "kafka" OrdererType is
        # selected, set 'message.max.bytes' and 'replica.fetch.max.bytes' on
        # the Kafka brokers to a value that is larger than this one.
        AbsoluteMaxBytes: 10 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed
        # for the serialized messages in a batch. Roughly, this field may be considered
        # the best effort maximum size of a batch. A batch will fill with messages
        # until this size is reached (or the max message count, or batch timeout is
        # exceeded).  If adding a new message to the batch would cause the batch to
        # exceed the preferred max bytes, then the current batch is closed and written
        # to a block, and a new batch containing the new message is created.  If a
        # message larger than the preferred max bytes is received, then its batch
        # will contain only that message.  Because messages may be larger than
        # preferred max bytes (up to AbsoluteMaxBytes), some batches may exceed
        # the preferred max bytes, but will always contain exactly one transaction.
        PreferredMaxBytes: 2 MB

    # Max Channels is the maximum number of channels to allow on the ordering
    # network. When set to 0, this implies no maximum number of channels.
    MaxChannels: 0

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects. Edit
        # this list to identify the brokers of the ordering service.
        # NOTE: Use IP:port notation.
        Brokers:
            - kafka0:9092
            - kafka1:9092
            - kafka2:9092

    # EtcdRaft defines configuration which must be set when the "etcdraft"
    # orderertype is chosen.
    EtcdRaft:
        # The set of Raft replicas for this network. For the etcd/raft-based
        # implementation, we expect every replica to also be an OSN. Therefore,
        # a subset of the host:port items enumerated in this list should be
        # replicated under the Orderer.Addresses key above.
        Consenters:
            - Host: raft0.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert0
              ServerTLSCert: path/to/ServerTLSCert0
            - Host: raft1.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert1
              ServerTLSCert: path/to/ServerTLSCert1
            - Host: raft2.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert2
              ServerTLSCert: path/to/ServerTLSCert2

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations lists the orgs participating on the orderer side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"


    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   PROFILES
#
#   Different configuration profiles may be encoded here to be specified as
#   parameters to the configtxgen tool. The profiles which specify consortiums
#   are to be used for generating the orderer genesis block. With the correct
#   consortium members defined in the orderer genesis block, channel creation
#   requests may be generated with only the org member names and a consortium
#   name.
#
################################################################################
Profiles:

    # SampleSingleMSPSolo defines a configuration which uses the Solo orderer,
    # and contains a single MSP definition (the MSP sampleconfig).
    # The Consortium SampleConsortium has only a single member, SampleOrg.
    SampleSingleMSPSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *SampleOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *SampleOrg

    # SampleSingleMSPKafka defines a configuration that differs from the
    # SampleSingleMSPSolo one only in that it uses the Kafka-based orderer.
    SampleSingleMSPKafka:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: kafka
            Organizations:
                - *SampleOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *SampleOrg

    # SampleInsecureSolo defines a configuration which uses the Solo orderer,
    # contains no MSP definitions, and allows all transactions and channel
    # creation requests for the consortium SampleConsortium.
    SampleInsecureSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
        Consortiums:
            SampleConsortium:
                Organizations:

    # SampleInsecureKafka defines a configuration that differs from the
    # SampleInsecureSolo one only in that it uses the Kafka-based orderer.
    SampleInsecureKafka:
        <<: *ChannelDefaults
        Orderer:
            OrdererType: kafka
            <<: *OrdererDefaults
        Consortiums:
            SampleConsortium:
                Organizations:

    # SampleDevModeSolo defines a configuration which uses the Solo orderer,
    # contains the sample MSP as both orderer and consortium member, and
    # requires only basic membership for admin privileges. It also defines
    # an Application on the ordering system channel, which should usually
    # be avoided.
    SampleDevModeSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"

    # SampleDevModeKafka defines a configuration that differs from the
    # SampleDevModeSolo one only in that it uses the Kafka-based orderer.
    SampleDevModeKafka:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: kafka
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"

    # SampleSingleMSPChannel defines a channel with only the sample org as a
    # member. It is designed to be used in conjunction with SampleSingleMSPSolo
    # and SampleSingleMSPKafka orderer profiles.   Note, for channel creation
    # profiles, only the 'Application' section and consortium # name are
    # considered.
    SampleSingleMSPChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *SampleOrg

    # SampleDevModeEtcdRaft defines a configuration that differs from the
    # SampleDevModeSolo one only in that it uses the etcd/raft-based orderer.
    SampleDevModeEtcdRaft:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: etcdraft
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"
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blob 1084�# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

  - Name: Valhalla
    Domain: valhalla.asgard
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
# ---------------------------------------------------------------------------
# Used to create external orderer org TLS CA secrets.
# Required if this part of Fabric network is not running an orderer node
# and needs to connect an external orderer.
# Additionally init.sh script creates empty placeholder MSP and TLS folders for convenience.
# It's user's responsibility to copy MSP and TLS certificates to created folders.
# ---------------------------------------------------------------------------
ExternalOrdererOrgs:
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
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blob 3363�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;
import java.util.ArrayList;
import java.util.Arrays;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        credential = tx.getInstance();
        credentialProof = credentialProof.fetchPrivateData(tx.getIssuer().getCollectionId(),credential.getQualId(), stub);
        ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(credential.getRequiredAgreement()));
        ArrayList<String> psigs = new ArrayList<>(Arrays.asList(credential.getSignatures()));
        int idx = rsigs.indexOf(tx.getCid().getId());
        if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx-1)))
                && !credentialProof.getValid() && !tx.getIssuer().isExpired(new Timestamp(System.currentTimeMillis()))) {
            String[] lst = credential.getSignatures();
            lst[idx] = tx.getCid().getId();
            credential.setSignatures(lst);
            credential.setHash();
            credentialProof.addData(credential);
            updateCredential = true;
            setStatusMessage("Credential OK, updating.", "Validation");
            if (rsigs.contains(rsigs.get(rsigs.size()-1))) {
               String[] provided = credentialProof.getProvidedCredentials();
               provided[provided.length-1] = credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString();
               credentialProof.setProvidedCredentials(provided);
               credentialProof.setCreatedByOrg(this.tx.getCid().getMSPID());
               credentialProof.setHash();
                if (credentialProof.getProvidedCredentials().length == credentialProof.getQuorum()) {
                    setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                }
            }
        } else {
            setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(this.tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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blob 1405�#!/bin/bash

# parses anchor peers for an organization from configtx.yaml, 
# attaches it to config.json and writes output to updated_config.json

if test "$#" -ne 4; then
   echo "usage: attach_anchor_peers.sh <orgID> <configtx.yaml> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
configtx_yaml=$2
config_json=$3
updated_config_json=$4
workdir="/tmp"

# parse AnchorPeers from configtx.yaml
anchor_peers=$(yq -c  '.Organizations[] | select (.Name == "'$(echo $orgID)'") | .AnchorPeers' "$configtx_yaml")
if [ -z "$anchor_peers" ]; then
   echo "-- couldn't parse AnchorPeers for organization $orgID from $configtx_yaml" 
   exit 1
fi

echo "-- parsed AnchorPeers for organization $orgID from $configtx_yaml: $anchor_peers"

# convert keys to lower case in AnchorPeers
anchor_peers=$(echo "$anchor_peers" | jq -c '.[] | with_entries(.key |=ascii_downcase)' | jq -cs .)
echo "-- converted keys in AnchorPeers to lower case: $anchor_peers"

jq '.channel_group.groups.Application.groups.'$(echo $orgID)'.values += 
        {"AnchorPeers":{"mod_policy": "Admins","value":{"anchor_peers": '$(echo $anchor_peers)'},"version": "0"}}' \
        "$config_json" > "$updated_config_json"
echo "-- attached anchor peers for organization $orgID and wrote to $updated_config_json"
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgQ3kGSSVGczU1NlgM
izTA7c/2TbYPxbMo+ExgIJB4RB6hRANCAASLvXIhxN2Gl/pwVa/UZGEH+AC5K+2N
dROZlqbvJ2GgDQTpQxsPiHHfYMAC/cflxjk0fTh2gkFPQVg0eNqDH7ap
-----END PRIVATE KEY-----
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commit 276�tree 241e8374aa43fd5aa65d16051b5f9bc851fec084
parent 2d46a2e62a091336dd70db7bf95aecb6fd97dac8
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978496 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978496 +0200

 disable unecessary prometheus  server features
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg0k8Eiegvg/ERVt6L
gfxMQNhFoaZI7mcnrIWCEo9tfzGhRANCAASjPSfIAvWqAE90qvKjC0e+PDuJxDj8
RLyoPHsmc+UGHDQefLWCg9ei9IwkW6oVooaLStW2lludoafhwEXGb2zj
-----END PRIVATE KEY-----











thesis-work/.git/objects/86/1c5e901f4f6c82dd47bc4001e2dd49971f0ec7

thesis-work/.git/objects/86/1c5e901f4f6c82dd47bc4001e2dd49971f0ec7









thesis-work/.git/objects/86/2251017055911b075095aa098a326f83fa21b5

thesis-work/.git/objects/86/2251017055911b075095aa098a326f83fa21b5


blob 2058�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

# ---------------------------------------------------------------------------
# Used to create external peer org MSP secrets. 
# Required to create channels where external peer orgs participate.
# Additionally init.sh script creates empty placeholder MSP folders for convenience.
# It's user's responsibility to copy MSP certificates to created folders.
# ---------------------------------------------------------------------------
ExternalPeerOrgs:
  - Name: Atlantis
    Domain: atlantis.com
  - Name: Nevergreen
    Domain: nevergreen.nl
      
# ---------------------------------------------------------------------------
# Used to create external orderer org TLS CA secrets.
# Required if this part of Fabric network is not running an orderer node
# and needs to connect an external orderer.
# Additionally init.sh script creates empty placeholder MSP and TLS folders for convenience.
# It's user's responsibility to copy MSP and TLS certificates to created folders.
# ---------------------------------------------------------------------------
ExternalOrdererOrgs:
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
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blob 132�apiVersion: v1
kind: ConfigMap
metadata:
  name: hlf-scripts
  labels:
data:
  {{- (.Files.Glob "scripts/*").AsConfig | nindent 2 }}
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blob 1391�[
    {   "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com:6051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsmychannel"
    }, 
    {   "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org1.example.com:8051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": ""
    },
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org2.example.com:9051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "mychannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org2Anchorsmychannel"
    }
]
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blob 895�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgIfCmWoOrRdAwL3ed
Zz2v61zOKIlRvrFkz17XwKWv/cWhRANCAARRRmZEUfVKPUKYg4GRQo+z9Ds/PKmu
A/DH0sO4G3J2CmD9H03wLXa7Ka23wuYIlDTh9Q5Ubzbwee08m8XQIpPK
-----END PRIVATE KEY-----
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blob 17361�{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channels-
  # name: hlf-channels-0
spec:
{{- if .Values.ClusterGrouping }}
  nodeSelector: 
    kubernetes.io/hostname: {{ (index .Values.ClusterGrouping 0).Node }}
{{- end }}
  entrypoint: channels
  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

  - name: peer-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}}{{""}}


{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-external-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

  templates:
  - name: channels
    steps:
# top level: channels
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
      
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: channel templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: create-channel--{{ $channel.name }}
        template: create-channel--{{ $channel.name }}
    - - name: join-channel--{{ $channel.name }}
        template: join-channel--{{ $channel.name }}
    - - name: update-channel--{{ $channel.name }}
        template: update-channel--{{ $channel.name }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel create templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: create-channel--{{ $channel.name }}
    steps:
    - 
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

      - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel join templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: join-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.join.parallel) }}
    - 
{{- end }}
      - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel update templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: update-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- if or $vars.firstStep (not $.Values.flow.update.parallel) }}
    - 
{{- end }}
      - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}} {{""}}

# leaf create templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkexists --channelID {{ $channel.name }} -o {{ $vars.ordererUrl }} \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}
            ; then 
              echo '-- Channel {{ $channel.name }} already exists, exiting with 0' 
              exit 0 
            else 
              result=$? 
              echo "-- result is: $result" 
              if test $result -ne 99; then 
                echo "-- result is not 99, exiting with $result" 
                exit $result 
              fi 
            fi 

            echo '-- Channel {{ $channel.name }} does not exists, will create..' 

            mkdir -p /work && 
            configtxgen -profile {{ $channel.name }} -channelID {{ $channel.name }} -configPath /hlf_config \
                  -outputCreateChannelTx /work/{{ $channel.name }}.tx && 
            
            peer channel create -o {{ $vars.ordererUrl }} -c {{ $channel.name }} -f /work/{{ $channel.name }}.tx \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/
          name: hlf-configtx

        # peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.PeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-msp
        {{- end }}
        # external peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.ExternalPeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-external-msp
        {{- end }}
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf join templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkjoined --channelID {{ $channel.name }}; then  
            echo '-- Peer {{ $peer }} already joined to channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Peer {{ $peer }} did not join to channel {{ $channel.name }}, will join..' 

          peer channel fetch oldest /var/hyperledger/genesis.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched genesis block for channel {{ $channel.name }}' && 
          
          peer channel join -b /var/hyperledger/genesis.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf update templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools-extended:1.4.3
      command: [sh]
      source: |
          if peer channel checkanchors --channelID {{ $channel.name }} --orgID {{ $org.Name }}MSP -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            echo '-- AnchorPeers are already configured for organization {{ $org.Name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 
          
          echo '-- AnchorPeers are not configured for organization {{ $org.Name }}, will configure..' 
          
          mkdir -p /work && 
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          &&  echo '-- fetched config block' && 
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/attach_anchor_peers.sh {{ $org.Name }}MSP /hlf_config/configtx.yaml /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb && 
          
          peer channel update -f /work/update.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
        - mountPath: /hlf_config/
          name: hlf-configtx
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}
---











thesis-work/.git/objects/87/e21513c33f79e3dac3fb7f2f4120a021d5d547

thesis-work/.git/objects/87/e21513c33f79e3dac3fb7f2f4120a021d5d547


blob 2375�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.junit.jupiter.api.extension.Extension;


import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertFalse;
public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(proof);
           CredentialProof proof1 = new CredentialProof();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() {
        HashSet<String> hs = new HashSet<>();
        ArrayList<String> list = new ArrayList<>(Arrays.asList(new String[]{"Arrays", "Arrays1"}));
        hs.addAll(list);
        byte[] myBytes = null;
        ByteArrayOutputStream bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(hs);
            os.flush();
            myBytes = bos.toByteArray();
            HashSet<String> test = new HashSet<>();
            test = utils.objectStreamToHashSet(myBytes, test);
            assertEquals(2, test.size());
        } catch (IOException e) {
            // NO OP
        }finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
    }
    @Test
    public void testKeyGeneration() {
        String testKey = "sioadhopwjhoiqhweoiw_1";
        String newKey = utils.generateKeyFormat(testKey, "");
        assertEquals("sioadhopwjhoiqhweoiw_2",newKey);
    }
}
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blob 124�peer:
  persistence:
    enabled: true

orderer:
  persistence:
    enabled: true

couchdb:
  persistence:
    enabled: true










thesis-work/.git/objects/87/f2892d20ae70b97835e28af6920db7976d8b72

thesis-work/.git/objects/87/f2892d20ae70b97835e28af6920db7976d8b72









thesis-work/.git/objects/88/05f181c34c430794d392638cb5688ede0d618f

thesis-work/.git/objects/88/05f181c34c430794d392638cb5688ede0d618f









thesis-work/.git/objects/88/16ecead6c278d91faebb015606d29ce68cdb4a

thesis-work/.git/objects/88/16ecead6c278d91faebb015606d29ce68cdb4a









thesis-work/.git/objects/88/5116bcb989e7f85ad54b298c7e2b08fc7890d5

thesis-work/.git/objects/88/5116bcb989e7f85ad54b298c7e2b08fc7890d5









thesis-work/.git/objects/88/5dd20b71639a302f0b014b2c3976191391cdc1

thesis-work/.git/objects/88/5dd20b71639a302f0b014b2c3976191391cdc1









thesis-work/.git/objects/88/86cb99234b097d124a648efbedf6b48ec73892

thesis-work/.git/objects/88/86cb99234b097d124a648efbedf6b48ec73892









thesis-work/.git/objects/88/a27ddefc1b4f241abf7ed917ba327156f65f2a

thesis-work/.git/objects/88/a27ddefc1b4f241abf7ed917ba327156f65f2a


blob 1060�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if (args != null) {
            if (args.size() != 2) throw new IllegalArgumentException("Not enough parameters");
            setSubject(new String(args.get(1)));
        } else if (stub.getTransient().containsKey("subject")) {
            setSubject(new String(stub.getTransient().get("subject")));
        } else {
            throw new IllegalArgumentException("Parameters are not set.");
        }

        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgFDuiaNk63MJCjujm
EyvI/ZBOuCyUSHKnMEnXsTQy6aWhRANCAATb+cIw80fiANnedGPYBlfUAwba22hY
hQ1DywJKn30i/7/kjJSmUrKQB43zHY3+PDQZToSWPyWO1J8I6ubcwaOw
-----END PRIVATE KEY-----
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blob 619�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureRevokeCredential extends Procedure {

    public ProcedureRevokeCredential(TxProcedure tx) {

    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {

    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {

    }
}
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blob 16039�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &Groeifabriek
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Karga
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--karga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051

    - &Valhalla
        Name: ValhallaMSP

        # ID to load the MSP definition as
        ID: ValhallaMSP

        MSPDir: crypto-config/peerOrganizations/valhalla.asgard/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.peer', 'ValhallaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin')"

        AnchorPeers:
            - Host: hlf-peer--valhalla--peer0
              Port: 7051

    - &Cimmeria
        Name: CimmeriaMSP

        # ID to load the MSP definition as
        ID: CimmeriaMSP

        MSPDir: crypto-config/peerOrganizations/cimmeria.hage/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.peer', 'CimmeriaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin')"

        AnchorPeers:
            - Host: hlf-peer--cimmeria--peer0
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   APPLICATION
#
#   This section defines the values to encode into a config transaction or
#   genesis block for application-related parameters.
#
################################################################################
Application: &ApplicationDefaults

    # Organizations lists the orgs participating on the application side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"


    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    - *Valhalla
                    - *Cimmeria
            SecondConsortium:
                Organizations:
                    - *Karga
                    - *Valhalla
                    - *Cimmeria

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis
                - *Valhalla
                - *Cimmeria

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis

    private-valhalla-cimmeria:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Valhalla
                - *Cimmeria

    private-karga-valhalla-cimmeria:
        Consortium: SecondConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Valhalla
                - *Cimmeria
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blob 2807�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.ArrayList;
import java.util.List;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (credential.getData() == null || credential.getDescription() == null ||
                credential.getSubject() == null) {
            throw new InvalidParameterException("Parameters Missing [requiredAgreement] : " + (credential.getData() == null)
                    + "[data]: " + (credential.getData() == null) + ", [description]: " + (credential.getDescription() == null) + ", " +
                    "[subject]: " + (credential.getSubject() == null));
        }
        String key = parentProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
        if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(), key, stub) && credential.objectExists(credential.getKey(), stub)){
            throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
        } else if (tx.getIssuer().isExpired(stub.getTxTimestamp()) || !tx.getIssuer().isStarted()) {
            throw new InvalidParameterException("Issuer is either expired or not started");
        } else {
            setStatusMessage("Validation of credential Successful", "Validate");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setRequiredAgreement(new ArrayList<>(tx.getIssuer().getOwners()));
        credential.setHash();
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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blob 3391�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;
import static main.java.com.bchain.chaincode.Objects.Records.revoke;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
            case revoke:
                TxRevoke txRevoke = new TxRevoke();
                txRevoke.ParseFrom(args, stub);
                return txRevoke;
            case editParticipants:
                TxEditParticipants txEditParticipants = new TxEditParticipants();
                txEditParticipants.ParseFrom(args, stub);
                return txEditParticipants;
            case hashComparison:
                TxGetPrivateDataHash txGetPrivateDataHash = new TxGetPrivateDataHash();
                txGetPrivateDataHash.ParseFrom(args, stub);
                return txGetPrivateDataHash;
        }
        return null;
    }

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgzID/VVrGI3iyfLA4
vjJGpJ6VInjMelp+fwP6gmJwUTOhRANCAAQSdGXFoGq65rQMxeo7sC5mTOA5wwY4
UMtQtr88g5mIe6NoehyjGBGNe6uQtFLY/UydENWgriev4KTgqMmYZkmP
-----END PRIVATE KEY-----
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blob 12994�package test.java.com.bchain.chaincode;



import com.bchain.chaincode.Issuer;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Qualification;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import org.junit.jupiter.api.BeforeEach;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.mockito.Mock;
import org.mockito.Mockito;
import org.mockito.invocation.InvocationOnMock;
import org.mockito.junit.jupiter.MockitoExtension;
import org.mockito.stubbing.Answer;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertTrue;
import static org.mockito.BDDMockito.given;
import static org.mockito.Mockito.lenient;
@ExtendWith(MockitoExtension.class)
public class issuerTest {
    @Mock
    private ChaincodeStub stub;

    private ChaincodeStub stubs = new ChaincodeStubNaiveImpl();

    private Issuer chainCode = new Issuer();

    @BeforeEach
    public void setup() {
      // when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        lenient().when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).then(new Answer<CompositeKey>() {
            @Override
            public CompositeKey answer(InvocationOnMock invocation) throws Throwable {
                Object[] objects = invocation.getArguments();
                String[] list = new String[objects.length];
                for(int j = 0; j < list.length; j++) {
                    list[j] = (String) objects[j];
                }
                String[] lst =  Arrays.asList(list).subList(1, list.length).toArray(new String[list.length-1]);
                return new CompositeKey((String) objects[0], lst);
            }
        });

    }
    @Test
    public void testWrongFunctionAndParams() {

        // when
        Chaincode.Response res = chainCode.invoke(stub);
        // then
        assertEquals(500, res.getStatusCode());
    }

    @Test
    public void testWhenIssuerIsNotInitialized() {
        //when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        // initiate data
       String[] testList = new String[]{"test","test"};
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        byte[] data = prepareTestData(proof);
        // given
        ArrayList<byte[]> list = new ArrayList<>();
        list.add(data);
        list.add("test".getBytes());
        list.add("credential".getBytes());
        list.add("University Of Stavanger".getBytes());
        given(stub.getArgs()).willReturn(list);
        given(stub.getFunction()).willReturn("registerCredential");
        //when
        Chaincode.Response result = chainCode.invoke(stub);
        //then
        assertEquals(500, result.getStatusCode());
        assertEquals("Issuer doesn't exists!", result.getMessage());
    }

    @Test
    public void testIssuerInitAndRegisterCredentialWithoutParentRecord() {
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        byte[] credentialType = "credential".getBytes();
        byte[] functionType = "registerCredential".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server", "UserId2"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "DAT520",
                jsonData.getBytes(), signers,
                null, "rec",
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);
        // END PREPARE DATA

        // test Init
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals("Chaincode Initiated Succesfully!",resp.getMessage());
        assertEquals(200, resp.getStatusCode());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                functionType,
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                proofData,
                orgIdentifier,
                credentialType
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp =  chainCode.invoke(stubs);
        assertEquals(500, resp.getStatusCode());
        assertEquals("Qualification doesn't exist", resp.getMessage());

    }
    @Test
    public void registerRecordAndThenCredential() {
        //PREPARE TEST DATA
        stubs =  new ChaincodeStubNaiveImpl();
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        owners.add("x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals(200, resp.getStatusCode());

        // register Qualification
        args = new ArrayList<>();
        String[] recOwners = new String[owners.size()];
        owners.toArray(recOwners);
        String[] reqC = new String[]{"Qualification" + CertificatesData.CERT_WITHOUT_ATTRS + "Semester1.DAT520"};
        Qualification recParent = new Qualification(CertificatesData.CERT_WITHOUT_ATTRS,
                "Degree.UIS",
                reqC,
                null,recOwners, null);
        byte[] data = recParent.toJson().getBytes(StandardCharsets.UTF_8);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        data,
                        orgIdentifier,
                        "qualification".getBytes()
                }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());


        args = new ArrayList<>();
        CompositeKey key1 = recParent.createKey(recParent.getSubject(), recParent.getDescription());
        Qualification rec = new Qualification(
                CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                null,
                null,
                recOwners, key1.toString()
        );
        CompositeKey key = rec.createKey(rec.getSubject(), rec.getDescription());
        rec.setRequiredCredentials(new String[] {"CredentialProof"+ rec.getSubject() +rec.getDescription()});
        byte[] qualData = rec.toJson().getBytes(StandardCharsets.UTF_8);

        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        qualData,
                        orgIdentifier,
                        "qualification".getBytes()
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        //
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                jsonData.getBytes(), signers,
                null,
                key.toString(),
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        proofData,
                        orgIdentifier,
                        "credential".getBytes()
                    }
                )
        );
        // END PREPARE DATA

        // test RegisterCredential
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        assertEquals("Success", resp.getMessage());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "confirmCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        "Semester1.DAT520".getBytes(),
                        orgIdentifier
                    }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        try {
            CredentialProof returnedProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
            assertEquals(returnedProof.getSignatures()[0], proof.getRequiredAgreement()[0]);
        } catch (IOException e) {
            assertTrue(false);
        }
        // REVOKE the credential

        String proofKey = "CredentialProof" +
                "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIweTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3" +
                "JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsTA1dXVzEUMBIGA1UEAxMLZXhh" +
                "bXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgwOTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xpbmExFD" +
                "ASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNVBAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq" +
                "/90YMuH4tWugHaoyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBA" +
                "MCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4EFgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVrTApzcT8zv/kwI" +
                "gYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYIKoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdw" +
                "tsCIEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN" +
                "Semester1.DAT520";
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "revokeCredential".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("Credential Revoked.", resp.getMessage());
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "isRevoked".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("true", resp.getMessage());
    }
    // helper method
    public <T> byte[]  prepareTestData(T data) {
        ByteArrayOutputStream bos;
        bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        byte[] myBytes = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(data);
            os.flush();
            myBytes = bos.toByteArray();
        } catch (IOException e) {
            // NO OP
        } finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
        return myBytes;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQghCkB61MdrZDMMglA
uacRNvHjN9qo7sDZT+UA6xkg/IahRANCAATXINQXAb4HImiPSyKiORVfqCfoKI4n
moa9qmNxi4aIYe1+1i2krLrQOKudGiaUgxPyFyaEbdci57RSg1yxtb6X
-----END PRIVATE KEY-----
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blob 571�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

// define functions
const(
	Init string = "Initialize"
	AddCourse string = "AddCourse"
	ReadCourse string = "ReadCourse"
)

func (system *GradeSystem)Invoke(stub shim.ChaincodeStubInterface) peer.Response {
	fn, args := stub.GetFunctionAndParameters()
	if fn == Init {
		system.Init(stub)
	} else if fn == ReadCourse {
		validateCourseRetrieval(stub, args)
	} else if fn == AddCourse {

	}

	return shim.Error("Function call does not exist!")

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg57eG+bcw9uMFrey3
FDJ44VFUGCE2j1oMK2K/1ozutVChRANCAATurM+KHrHHu1HRA0lX1mAzb9VT3n0M
jwR4zYBQra1l0jGn21jQdTE4bk96G/d/spZcAwNjvVAvvTY5+NGy3nCi
-----END PRIVATE KEY-----
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blob 1607�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgQGCNTvozxuSJkRkE
qNIgODZT6EbXXspSPqts8Dogl8ShRANCAAQpm2U5K5qjKThqtcWDH8uHsq0ghzfB
dDwhrhL8WMwNaxvZSGG8o2hpNeje5CE5Q+kLLV4HpAc7c3E836RG4mIb
-----END PRIVATE KEY-----
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blob 28359�{{- $ordererOrg := index .Values.OrdererOrgs 0 }}
{{- $ordererAddress := .Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
{{- $vars:= dict}}
# useActualDomains: {{ $.Values.useActualDomains }}
# ordererAddress: {{ $ordererAddress }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channel-update-
spec:
  entrypoint: channel-update

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}

  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      # only use the first orderer
      secretName: hlf-orderer--{{ $ordererOrg.Name | lower }}-tlsca

{{- range $i, $org := .Values.PeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* PeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.OrdererOrgs }}
  - name: orderer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $i, $host := $org.Specs }}
  - name: orderer-{{ $org.Name | lower }}-{{ $host.Hostname | lower }}-tls
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
{{ end }} {{- /* org.Specs */ -}}
{{ end }} {{- /* OrdererOrgs */ -}} {{ "" }}


{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}} {{ "" }}


  templates:
# entry point
  - name: channel-update
    steps:
# top level based on update.scope, either application or orderer
{{- if eq $.Values.update.scope "application" }}
    - - name: application
        template: application
{{- else if eq $.Values.update.scope "orderer" }}
    - - name: orderer
        template: orderer
{{- else }}
    {{ fail (printf "Uknown update.scope: %s" $.Values.update.scope ) }}
{{- end }} {{- /* update.scope */ -}}{{""}}

# second level: application
  - name: application
    steps:
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
{{- $_ := set $vars "firstStep" false }}        
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: orderer
  - name: orderer
    steps:
    - - name: system-channel
        template: system-channel

# third level: channel templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: check-channel-update-required
        template: check-channel-update-required--{{ $channel.name }}
    - - name: do-channel-update
        template: do-channel-update--{{ $channel.name }}
        when: "{{ "{{" }}steps.check-channel-update-required.outputs.result{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: system-channel template
  - name: system-channel
    steps:
    - - name: check-system-channel-update-required
        template: check-system-channel-update-required
    - - name: do-system-channel-update
        template: do-system-channel-update
        when: "{{ "{{" }}steps.check-system-channel-update-required.outputs.result{{ "}}" }}"


# forth level: do-channel-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: do-channel-update--{{ $channel.name }}
    steps:
    - - name: create-channel-config-update
        template: create-channel-config-update--{{ $channel.name }}
    - - name: sign-channel-config-update
        template: sign-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-channel-config-update
        template: send-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# forth level: do-system-channel-update templates
  - name: do-system-channel-update
    steps:
    - - name: create-system-channel-config-update
        template: create-system-channel-config-update
    - - name: sign-system-channel-config-update
        template: sign-system-channel-config-update
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-system-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-system-channel-config-update
        template: send-system-channel-config-update
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-system-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

# fifth level sign-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: sign-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $orgName := $channel.orgs }}
    - - name: sign-channel-config-update--{{ $orgName }}
        template: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $orgName }}{{""}}
{{- end }} {{- /* channel.orgs */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# fifth level sign-system-channel-config-update templates
  - name: sign-system-channel-config-update
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}
    - - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        template: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $ordererOrg.Name }}
{{- end }} {{- /* OrdererOrgs  */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

# leaf sign-system-channel-config-update templates
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}

  - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: ["sh", "-c", "peer channel signconfigtx -f /work/update.pb"]

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      env:
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        
{{- end }} {{- /* OrdererOrgs */ -}}{{""}}


# leaf check-channel-update-required templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-channel-update-required--{{ $channel.name }}
    # channel: {{ $channel.name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]

      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      {{- if $.Values.flow.createUpdate.channel.enabled }}

      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

      {{- if eq $.Values.update.application.type "capabilities" }}

          capabilities=$(jq -c '.channel_group.groups.Application.values.Capabilities.value.capabilities.{{ $.Values.update.application.capabilities.version }}' /work/config.json) &&
          echo >&2 "-- parsed capabilities from /work/config.json, {{ $.Values.update.application.capabilities.version }}: $capabilities" &&

          if test "$capabilities" == "null"; then
            echo >&2 '-- capabilities {{ $.Values.update.application.capabilities.version }} are NOT in place, will set..' &&
            echo true
          else 
            echo >&2 '-- capabilities {{ $.Values.update.application.capabilities.version }} are already in place, skipping update' &&
            echo false
          fi          

      {{- else if eq $.Values.update.application.type "jsonPath" }}

          currentValue=$(jq -cr '{{ required "update.application.jsonPath.key is required!" $.Values.update.application.jsonPath.key }}' /work/config.json) &&
          echo >&2 "-- parsed {{ $.Values.update.application.jsonPath.key }} from /work/config.json, value: $currentValue" &&

          if test "$currentValue" == "{{ required "update.application.jsonPath.value is required!" $.Values.update.application.jsonPath.value }}"; then
            echo >&2 '-- current value is already '{{ $.Values.update.application.jsonPath.value }}', skipping update' &&
            echo false
          else 
            echo >&2 '-- current value is NOT '{{ $.Values.update.application.jsonPath.value }}', will update..' &&
            echo true
          fi          

      {{- else }}
          {{ fail (printf "Uknown update.application.type: %s" $.Values.update.application.type ) }}
      {{- end }} {{- /* update.application.type */ -}}{{""}}

      {{- else }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}

      source: |
          echo >&2 '-- flow.createUpdate.channel.enabled is false, config update will be provided by user. returning true' &&
          echo true

      {{- end }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf check-system-channel-update-required templates
  - name: check-system-channel-update-required
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]

      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      {{- if $.Values.flow.createUpdate.systemChannel.enabled }}

        {{ fail "create update for system channel is not implemented yet. 'flow.createUpdate.systemChannel.enabled' should be set to false and config update should be provided by user" }}

      {{- else }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}

      source: |
          echo >&2 '-- flow.createUpdate.systemChannel.enabled is false, config update will be provided by user. returning true' &&
          echo true

      {{- end }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}

# leaf create-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-channel-config-update--{{ $channel.name }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]

      {{- if $.Values.flow.createUpdate.channel.enabled }}
      source: |
        mkdir -p /work &&
                             
        peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
            {{- if $.Values.tlsEnabled }}
                --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
        && echo '-- fetched config block' &&
        
        configtxlator proto_decode --input /work/config_block.pb --type common.Block \
              | jq .data.data[0].payload.data.config > /work/config.json &&
        echo '-- trimmed envelope from config block and converted to json' &&

      {{- if eq $.Values.update.application.type "capabilities" }}

          jq '.channel_group.groups.Application.values.Capabilities.value.capabilities = {"{{ $.Values.update.application.capabilities.version }}": {}}' /work/config.json > /work/updated_config.json &&
          echo >&2 "-- updated capabilities to {{ $.Values.update.application.capabilities.version }} and wrote to /work/updated_config.json" &&

      {{- else if eq $.Values.update.application.type "jsonPath" }}
          jq '{{ $.Values.update.application.jsonPath.key }} = {{ $.Values.update.application.jsonPath.value | quote }}' /work/config.json > /work/updated_config.json &&
          echo >&2 "-- set {{ $.Values.update.application.jsonPath.key }} to {{ $.Values.update.application.jsonPath.value }} and wrote to /work/updated_config.json" &&
          
      {{- else }}
          {{ fail (printf "Uknown update.application.type: %s" $.Values.update.application.type ) }}
      {{- end }} {{- /* update.application.type */ -}}{{""}}
        
        /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb

      {{- else }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}
      source: |
        mkdir -p /work &&

        echo 'not creating channel config update for channel {{ $channel.name }}, waiting for the file /continue' && 
        echo 'manually copy the file /work/update.pb to Argo pod and exec "touch /continue" to continue..' &&

        while [ ! -f /continue ]; do sleep 1; done && 
        echo '/continue file is in place, continuing..' &&
        if [ ! -f /work/update.pb ]; then
          echo '/work/update.pb is not provided, exiting with error'
          exit 1
        fi

      {{- end }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}
      

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf create-system-channel-config-update templates
{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-system-channel-config-update
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]

      {{- if $.Values.flow.createUpdate.systemChannel.enabled }}

        {{ fail "create update for system channel is not implemented yet. 'flow.createUpdate.systemChannel.enabled' should be set to false and config update should be provided by user" }}

      {{- else }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}
      source: |
        mkdir -p /work &&

        echo 'not creating system channel config update, waiting for the file /continue' && 
        echo 'manually copy the file /work/update.pb to Argo pod and exec "touch /continue" to continue..' &&

        while [ ! -f /continue ]; do sleep 1; done && 
        echo '/continue file is in place, continuing..' &&
        if [ ! -f /work/update.pb ]; then
          echo '/work/update.pb is not provided, exiting with error'
          exit 1
        fi

      {{- end }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}
      
# leaf sign-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
          peer channel signconfigtx -f /work/update.pb 

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $orgName | lower }}-admin-msp
        # - mountPath: /etc/hyperledger/fabric/org-admin-msp/
        #   name: peer-{{ $orgName | lower }}-admin-msp

      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $orgName }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}


# leaf send-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.channel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending channel config update for channel {{ $channel.name }}, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, quiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf send-system-channel-config-update template
{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-system-channel-config-update
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.systemChannel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending system channel config update, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

---
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blob 2595�package main.java.com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgFMF7B0Zy0xgEJ3yB
CU9aurrttIpAahv4+CLOnpngNtShRANCAAR9huPKhwQ6FNX0XKteTnhCFsIhJjAL
mofikqH0CxP7n6RyQxgjki24fv6wLrIuuxJRn7kNneSjaG8jmcm/dsFc
-----END PRIVATE KEY-----
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blob 3098�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.sql.Timestamp;
import java.util.HashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";


    private HashSet<String> owners =  new HashSet<>();
    private HashSet<String> participants = new HashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private HashSet<String> subIssuers = new HashSet<>();
    private String collectionId;
    private Timestamp created;
    private Timestamp expired;


    public Issuer(HashSet<String> owners, HashSet<String> users, HashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.participants = users;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public HashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(Timestamp created) {
        this.created = created;
    }
    public boolean isExpired(Timestamp currTime) {
        return currTime.after(expired);
    }
    public void setExpired(Timestamp expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public HashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public HashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(HashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public Timestamp getCreated() {
        return created;
    }
    public Timestamp getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }
}
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blob 3213�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.ArrayList;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    private String proofKey;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if(this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            if (credential.getData() == null || credential.getDescription() == null ||
                    credential.getSubject() == null) {
                throw new InvalidParameterException("Parameters Missing [requiredAgreement] : " + (credential.getData() == null)
                        + "[data]: " + (credential.getData() == null) + ", [description]: " + (credential.getDescription() == null) + ", " +
                        "[subject]: " + (credential.getSubject() == null));
            }
            proofKey = parentProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(), proofKey, stub) && credential.privateObjectExists(tx.getIssuer().getCollectionId(),credential.getKey(), stub)){
                throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
            } else if (tx.getIssuer().isExpired(stub.getTxTimestamp()) || !tx.getIssuer().isStarted()) {
                throw new InvalidParameterException("Issuer is either expired or not started");
            } else {
                setStatusMessage("Validation of credential Successful", "Validate");
            }
        } else {
            throw new InvalidParameterException("User doesn't have access for this operation.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setRequiredAgreement(new ArrayList<>(tx.getIssuer().getOwners()));
        credential.setHash();
        credential.setQualIdId(proofKey);
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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blob 4387�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        IssuerImpl currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("getProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())){
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }
        int i = 0;
        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is a JSON
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            // get all proofs for that
            for (String user : currIssuer.getParticipants()) {
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.isValid()) {
                       linkedList = proofs.get(user);
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
            i++;
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetch(getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = "CredentialProof" + item.getSubject() + item.getDescription();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    String[] array = proof.getProvidedCredentials();
                    array[array.length-1] = thisKey;
                    proof.setProvidedCredentials(array);
                    item.setParentCredentialProof(proof.getKey());
                    proof.setData(item);
                    if (proof.getProvidedCredentials().length == proof.getQuorum()) {
                        proof.setValid(true);
                        proof.setHash();
                        this.proofsToRecord.add(proof);
                    }
                }
            });
            proof.commit(stub, getProofKey(user));
            commitValidProofsToRecord(stub);
        }
    }

    private String getProofKey(String user) {
        return "CredentialProof" + user + this.tx.getIssuer().getDescription();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        while(iterator.hasNext()) {
            args.add(iterator.next().toJson().getBytes());
        }
        stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
    }
}
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blob 1098�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.Objects.IssuerImpl;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.util.List;

public class TxInitIssuer extends TxProcedure {
    private IssuerImpl issuerInstance;
    private Timestamp tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = Timestamp.valueOf(new String( args.get(2)));
    }

    public IssuerImpl getIssuerInstance() {
        return this.issuerInstance;
    }
    public void setIssuerInstance(IssuerImpl issuer) {
        this.issuerInstance = issuer;
    }
    public Timestamp getTsClose() {
        return tsClose;
    }
}
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blob 17375�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

    - &Valhalla
        Name: ValhallaMSP

        # ID to load the MSP definition as
        ID: ValhallaMSP

        MSPDir: crypto-config/peerOrganizations/valhalla.asgard/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.peer', 'ValhallaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin')"

        AnchorPeers:
            - Host: peer0.valhalla.asgard
              Port: 7051

    - &Cimmeria
        Name: CimmeriaMSP

        # ID to load the MSP definition as
        ID: CimmeriaMSP

        MSPDir: crypto-config/peerOrganizations/cimmeria.hage/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.peer', 'CimmeriaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin')"

        AnchorPeers:
            - Host: peer0.cimmeria.hage
              Port: 7051
              

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.pivt.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.pivt.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        Capabilities:
            <<: *ChannelCapabilities
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Pivt
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    - *Valhalla
                    - *Cimmeria
            SecondConsortium:
                Organizations:
                    - *Karga
                    - *Valhalla
                    - *Cimmeria
                    
    common:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-atlantis:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-valhalla-cimmeria:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-valhalla-cimmeria:
        Consortium: SecondConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities
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commit 249�tree 73d2bfdfae23f1da37c24ac6d606d5f164d20ec2
parent 7ca6ced23d4dbf1649e04897ebf1ede3e27b78f8
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443893 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590443893 +0200

update small changes
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blob 3501�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Utilities.utils;
import javassist.NotFoundException;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.HashSet;
import java.util.List;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class Issuer2 extends ChaincodeBase {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";

    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            HashSet<String> participants = utils.stringToHashSet(args.get(3));
            String recordsId = new String(args.get(4));
            String[] requiredCredentials = utils.stringToList(args.get(5));
            String description = new String(args.get(6));
            HashSet<String> childChainCodes = utils.stringToHashSet(args.get(7));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners,participants, childChainCodes,requiredCredentials, orgIdentifier, creator, recordsId, description );
            issuer.commit(chaincodeStub, "Issuer");
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }
        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);

    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        String function = chaincodeStub.getFunction();
        List<byte[]> args = chaincodeStub.getArgs();
        Procedure strategy = null;

        try {
            if (this.issuer == null) {
                this.issuer = new IssuerImpl().fetch("Issuer", chaincodeStub);
            }
            // 1. Init transaction proposal phase.
            strategy = createProcedure(function, args, chaincodeStub);
            // 2. Validation phase.
            strategy.validate(chaincodeStub);
            // 3. Commit phase.
            strategy.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.toString(), new byte[]{});
            } else if (e instanceof IllegalArgumentException || e instanceof IOException) {
                return new Chaincode.Response(500,  e.toString(),null);
            }
        }
        return new Chaincode.Response(200, strategy.getStatusMessage(), null);
    }
}
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blob 2040�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureRevokeCredential extends Procedure {
    private TxRevoke tx;
    private Trie trie;
    public ProcedureRevokeCredential(TxProcedure tx) {
        if(tx instanceof TxRevoke) {
            this.tx = (TxRevoke) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifer(), tx.getParent()).toString();
        if (trie.objectExists(key, stub)) {
            trie = trie.fetch(key, stub);
            if (trie.getOwners().contains(tx.getCid().getId()) && trie.getNode(tx.getTrieKey()) != null) {
                invalidateParent(trie, tx.getTrieKey());
                setStatusMessage("Succesfully validated requested change.", "Apply");
            }
        } else {
            throw new IllegalAccessError("Illegal access. Something went wrong while validating.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        trie.commit(stub,trie.getKey());
        setStatusMessage("Trie Committed.", "Apply");
    }

    private void invalidateParent(Trie trie, String key) {
        if (key.length() > 0 && key.indexOf("\\.") == -1) {
            trie.getNode(key).setValid(false);
            return;
        } else if (key.length() == 0) {
            return;
        }
        int lastIndexOf = key.lastIndexOf("\\.");
        String newKey = key.substring(0, lastIndexOf);
        trie.getNode(newKey).setValid(false);
        invalidateParent(trie, newKey);
    }
}
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blob 1027�package main.java.com.bchain.chaincode.Objects;

import java.util.LinkedHashMap;

public class TrieNode {
    public String hashObject;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public LinkedHashMap<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }


}
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blob 2604�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;
    private Issuer issuer;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        issuer.commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            String key = proof.createKey(user, issuer.getDescription()).toString();
            if (!proof.privateObjectExists(issuer.getCollectionId(), key, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(), owners, null);
                proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), key, stub);
                setStatusMessage("Added" + user, "Apply");
            }
        }
    }
}
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blob 397�{{- range $i, $org := .Values.OrdererOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}-tlsca
  labels:
    orgName: {{ $org.Name }}
data:
  tlscacert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain) | b64enc }}
---
{{- end }} {{- /* OrdererOrgsOrgs */ -}}
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blob 5451�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String>args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgQChh3oOqOoqVj8J/
C0RwUyDMIWR//rWKb2ZmwfZ0veShRANCAARATxsV3V9MxEpFBj5RNQy+LvUaI23n
qI3+E/fAyfmgvMemfSRCGW2xBALWqyF+jq76cRNSAO0XeCydhFAJUyEN
-----END PRIVATE KEY-----
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blob 447�This sample demonstrates how to spread scaled-raft-tls sample over three Kubernetes clusters.

The layout is as follows:

Cluster-One:
    OrdererOrgs:
    - Name: Groeifabriek
      NodeCount: 2
    PeerOrgs:
    - Name: Karga
      PeerCount: 2
    
Cluster-Two:
    OrdererOrgs:
    - Name: Pivt
      NodeCount: 1
    PeerOrgs:
    - Name: Atlantis
      PeerCount: 2
  
Cluster-Three:
    PeerOrgs:
    - Name: Nevergreen
      PeerCount: 2
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blob 102�A simple HL Fabric network with Solo orderer and one peer per organization and also with persistence.
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blob 1237�package main.java.com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.LinkedHashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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blob 867�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 875�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgqoLcKj1PH+JCHRDG
2UEb/iWek9vtNilFVRmp9tMsrDahRANCAASN8AXjeRN4QDN10xwf1Hg51U3BhquY
bKDlQq8yy4tiJlseKy+ZKL9xX+AoQGRuWWSxxqJ7Z6kFnp0N8zK1DXvO
-----END PRIVATE KEY-----
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blob 38497�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.hyperledger.fabric.sdk.helper.Config.PROPOSAL_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService;// = Executors.newFixedThreadPool(35);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
        System.setProperty(PROPOSAL_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1500; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 500 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                    returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                    returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
            if (future.isDone()) {
                users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                futures.remove(future);
            }

        }
        for (String key: users.keySet()) {
            //assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 499; i++) {
                    appendUser(userpoll[i], sb, i == 499);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(10);
        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, true, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1,true, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
                completeFutures.remove(future1);
            }
        }
        executorService.shutdown();
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        executorService = Executors.newFixedThreadPool(10);
        Thread.sleep(12000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            channel.initialize();
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, false, orgs) : channel.getPeers(), args, transientField, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
                Thread.sleep(12000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, false, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
            }
        }
        executorService.shutdown();
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;
        executorService = Executors.newFixedThreadPool(30);
        Channel channel = null;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
                // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel,false, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        prepareRequests.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        channel.shutdown(true);
        executorService.shutdown();

        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;
        Channel channel = null;

        executorService = Executors.newFixedThreadPool(35);
        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    client.setUserContext(user1);
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    prepareRequests.stream().forEach( prepareRequest -> {
                        forwardInvoke(prepareRequest, futures);
                    });
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
            channel.shutdown(true);
        }

        executorService.shutdown();
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(15000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        Channel channel = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(35);
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel  = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.stream().forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        executorService.shutdown();
        channel.shutdown(true);
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(12000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        Channel channel = null;
        double n = 0.0;
        executorService = Executors.newFixedThreadPool(35);
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel = getChannel(channelName, client);
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        channel.shutdown(true);
        executorService.shutdown();
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, boolean all, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            if (all) {
                peers.addAll(peers.size(), channel.getPeersForOrganization(org));
            } else {
                ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
                peer = tmp.get(new Random().nextInt(tmp.size()));
                peers.add(peer);
            }
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private void forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        ArrayList<Orderer> orderers = new ArrayList<>(channel.getOrderers());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions().userContext(client.getUserContext()).orderers(orderers.get(new Random().nextInt(orderers.size()))));
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                        prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            }
            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis() / 1000;
                responses1 = prepareRequest.forwardRequest();
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if (response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                if(success.size() >0) {
                    forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                    tx2 = System.currentTimeMillis() / 1000 - tx1;
                }
            } catch (Exception e) {
                assertTrue(e.getMessage() != null);
            }
            return tx2;
        },executorService);
        futures.add(future);
    }
}
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blob 822�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2015�package com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerRecord - a credential is held in a record which tracks a set of credentials in order to be a valid record         *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(String subject, Byte data);
}
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blob 341�{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
  labels:
    name: hlf-ca--{{ $org.Name | lower }}
spec:
  type: NodePort
  selector:
    app: hlf-ca--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7054
    name: http
---
{{- end }} {{- /* Orgs */ -}}
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blob 180�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="VcsDirectoryMappings">
    <mapping directory="$PROJECT_DIR$" vcs="Git" />
  </component>
</project>
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgrHG+w2KNKJOa5UOe
iIzKaubuOktCXa9Wzu56nAQw9rKhRANCAARAoos7UnL321gcU/nSu9LEHDHK9mtz
izM1dQ5+ShoIHqwsf65YcHpFH/FPeXighzyGqT/S7uOU3arC9BeVdIKB
-----END PRIVATE KEY-----
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blob 8697�package test.java.com.bchain.chaincode;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Chaincode.Response resp;
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        return resp;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return null;
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return null;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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commit 250�tree df851ccb0967f54dad341f56e26d9369d9a48483
parent 4c0626afddce24ea4b02113a0b8a530b83ecf736
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589886716 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589886716 +0200

workflow nodeselector
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blob 1075�{{ if .Values.backup.enabled }}

HL Fabric network is now prepared for backup!

Wait for all pods are up and running then run the backup Argo flow!
After that is completed, make another Helm upgrade to return back to normal operation.

{{- if (index .Values "hlf-kafka").enabled }}

IMPORTANT: Looks like you are using Kafka Orderer. 
In this case you also need to manually backup Kafka cluster!

{{- end}}

{{ else if .Values.restore.enabled }}

HL Fabric network is now prepared for restore!

Wait for all pods are up and running then run the restore Argo flow!
After that is completed, make another Helm upgrade to return back to normal operation.

{{- if (index .Values "hlf-kafka").enabled }}

IMPORTANT: Looks like you are using Kafka Orderer. 
In this case you also need to manually restore Kafka cluster!

{{- end}}

{{ else }}

Happy BlockChaining :)

And don't forget the first rule of BlockChain club:

"Do not use BlockChain unless absolutely necessary!"

                                            r a f t

{{- end }}                                            
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blob 1045�{{- if .Values.orderer.externalService.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-external--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    component: hlf-orderer
    fqdn: {{ $host.Hostname }}.{{ $org.Domain }}
    addToExternalHostAliases: "true"
  annotations:
    {{- range $key, $value := $.Values.peer.externalService.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  type: LoadBalancer
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
  {{- if $.Values.orderer.cluster.enabled }}
  - protocol: TCP
    port: {{ $.Values.orderer.cluster.port }}
    name: grpc-cluster
  {{- end }}  
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* If externalService.enabled */ -}}
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blob 14283�#
# Copyright Fujitsu Australia Software Technology, IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#
#
# The network connection profile provides client applications the information about the target
# blockchain network that are necessary for the applications to interact with it. These are all
# knowledge that must be acquired from out-of-band sources. This file provides such a source.
#
name: "Network-Config-Test"

#
# Any properties with an "x-" prefix will be treated as application-specific, exactly like how naming
# in HTTP headers or swagger properties work. The SDK will simply ignore these fields and leave
# them for the applications to process. This is a mechanism for different components of an application
# to exchange information that are not part of the standard schema described below. In particular,
# the "x-type" property with the "hlfv1" value example below is used by Hyperledger Composer to
# determine the type of Fabric networks (v0.6 vs. v1.0) it needs to work with.
#
x-type: "hlfv1"

#
# Describe what the target network is/does.
#
description: "The network used in the integration tests"

#
# Schema version of the content. Used by the SDK to apply the corresponding parsing rules.
#
version: 1.0.0

#
# The client section is SDK-specific. The sample below is for the node.js SDK
#
client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific
  credentialStore:
    # [Optional]. Specific to FileKeyValueStore.js or similar implementations in other SDKs. Can be others
    # if using an alternative impl. For instance, CouchDBKeyValueStore.js would require an object
    # here for properties like url, db name, etc.
    path: "/tmp/hfc-kvs"

    # [Optional]. Specific to the CryptoSuite implementation. Software-based implementations like
    # CryptoSuite_ECDSA_AES.js in node SDK requires a key store. PKCS#11 based implementations does
    # not.
    cryptoStore:
      # Specific to the underlying KeyValueStore that backs the crypto key store.
      path: "/tmp/hfc-cvs"

    # [Optional]. Specific to Composer environment
    wallet: wallet-name

#
# [Optional]. But most apps would have this section so that channel objects can be constructed
# based on the content below. If an app is creating channels, then it likely will not need this
# section.
#
channels:
  # name of the channel
  foo:
    # Required. list of orderers designated by the application to use for transactions on this
    # channel. This list can be a result of access control ("org1" can only access "ordererA"), or
    # operational decisions to share loads from applications among the orderers.  The values must
    # be "names" of orgs defined under "organizations/peers"
    orderers:
      - orderer.example.com

    # Required. list of peers from participating orgs
    peers:
      peer0.org1.example.com:
        # [Optional]. will this peer be sent transaction proposals for endorsement? The peer must
        # have the chaincode installed. The app can also use this property to decide which peers
        # to send the chaincode install request. Default: true
        endorsingPeer: true

        # [Optional]. will this peer be sent query proposals? The peer must have the chaincode
        # installed. The app can also use this property to decide which peers to send the
        # chaincode install request. Default: true
        chaincodeQuery: true

        # [Optional]. will this peer be sent query proposals that do not require chaincodes, like
        # queryBlock(), queryTransaction(), etc. Default: true
        ledgerQuery: true

        # [Optional]. will this peer be the target of the SDK's listener registration? All peers can
        # produce events but the app typically only needs to connect to one to listen to events.
        # Default: true
        eventSource: true

      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

    # [Optional]. what chaincodes are expected to exist on this channel? The application can use
    # this information to validate that the target peers are in the expected state by comparing
    # this list with the query results of getInstalledChaincodes() and getInstantiatedChaincodes()
    chaincodes:
      # the format follows the "cannonical name" of chaincodes by fabric code
      - example02:v1
      - marbles:1.0

#
# list of participating organizations in this network
#
organizations:
  Org1:
    mspid: Org1MSP

    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com

    # [Optional]. Certificate Authorities issue certificates for identification purposes in a Fabric based
    # network. Typically certificates provisioning is done in a separate process outside of the
    # runtime network. Fabric-CA is a special certificate authority that provides a REST APIs for
    # dynamic certificate management (enroll, revoke, re-enroll). The following section is only for
    # Fabric-CA servers.
    certificateAuthorities:
      - ca-org1

    # [Optional]. If the application is going to make requests that are reserved to organization
    # administrators, including creating/updating channels, installing/instantiating chaincodes, it
    # must have access to the admin identity represented by the private key and signing certificate.
    # Both properties can be the PEM string or local path to the PEM file. Note that this is mainly for
    # convenience in development mode, production systems should not expose sensitive information
    # this way. The SDK should allow applications to set the org admin identity via APIs, and only use
    # this route as an alternative when it exists.
    adminPrivateKey:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/keystore/6b32e59640c594cf633ad8c64b5958ef7e5ba2a205cfeefd44a9e982ce624d93_sk
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgpANnM2zJ/oz7c31B
        ahODy1OSvibxUHpQ/1xiUleYvH+hRANCAAS1d3Y0ZtaqIrifI92pNvkFlgD2rSan
        O/YCrqMzkJFp1OyZZEORkrNuho+iUFNKRngXvVOYEzRAC7HfWmiMyar/
        -----END PRIVATE KEY-----
    signedCert:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/signcerts/Admin@org1.example.com-cert.pem
      pem: |
            -----BEGIN CERTIFICATE-----
            MIICGjCCAcCgAwIBAgIRAPDmqtljAyXFJ06ZnQjXqbMwCgYIKoZIzj0EAwIwczEL
            MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
            cmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh
            Lm9yZzEuZXhhbXBsZS5jb20wHhcNMTcwNjIyMTIwODQyWhcNMjcwNjIwMTIwODQy
            WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN
            U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWQWRtaW5Ab3JnMS5leGFtcGxlLmNvbTBZ
            MBMGByqGSM49AgEGCCqGSM49AwEHA0IABJve76Fj5T8Vm+FgM3p3TwcnW/npQlTL
            P+fY0fImBODqQLTkBokx4YiKcQXQl4m1EM1VAbOhAlBiOfNRNL0W8aGjTTBLMA4G
            A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPz3drAqBWAE
            CNC+nZdSr8WfZJULchyss2O1uVoP6mIWMAoGCCqGSM49BAMCA0gAMEUCIQDatF1P
            L7SavLsmjbFxdeVvLnDPJuCFaAdr88oE2YuAvwIgDM4qXAcDw/AhyQblWR4F4kkU
            NHvr441QC85U+V4UQWY=
            -----END CERTIFICATE-----

  # the profile will contain public information about organizations other than the one it belongs to.
  # These are necessary information to make transaction lifecycles work, including MSP IDs and
  # peers with a public URL to send transaction proposals. The file will not contain private
  # information reserved for members of the organization, such as admin key and certificate,
  # fabric-ca registrar enroll ID and secret, etc.
  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
    certificateAuthorities:
      - ca-org2

#
# List of orderers to send transaction and channel create/update requests to. For the time
# being only one orderer is needed. If more than one is defined, which one get used by the
# SDK is implementation specific. Consult each SDK's documentation for its handling of orderers.
#
orderers:
  orderer.example.com:
    url: grpc://localhost:7050

    # these are standard properties defined by the gRPC library
    # they will be passed in as-is to gRPC client constructor
    grpcOptions:
      #      ssl-target-name-override: orderer.example.com
      #      sslProvider: openSSL
      #      negotiationType: TLS
      #      hostnameOverride: orderer.example.com
      grpc-max-send-message-length: 15
      grpc.keepalive_time_ms: 360000
      grpc.keepalive_timeout_ms: 180000
      grpc.keepalive_without_calls: true

    # src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/ordererOrganizations/example.com/tlsca
#    tlsCACerts:
#      pem: |
#        -----BEGIN CERTIFICATE-----
#        MIICNjCCAdygAwIBAgIRALBAjQY2Wfpwz6/bqKvkeAowCgYIKoZIzj0EAwIwbDEL
#        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
#        cmFuY2lzY28xFDASBgNVBAoTC2V4YW1wbGUuY29tMRowGAYDVQQDExF0bHNjYS5l
#        eGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQzMjlaMGwxCzAJ
#        BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJh
#        bmNpc2NvMRQwEgYDVQQKEwtleGFtcGxlLmNvbTEaMBgGA1UEAxMRdGxzY2EuZXhh
#        bXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAAR/LJmaZdt0jZMgTfsQ
#        vLkJTCDG4m8lNdtQI5VoCpKKSxMlFKUPU54ofttW2Vn76hm7/eK+Lq09LRgJheo1
#        6y47o18wXTAOBgNVHQ8BAf8EBAMCAaYwDwYDVR0lBAgwBgYEVR0lADAPBgNVHRMB
#        Af8EBTADAQH/MCkGA1UdDgQiBCDadvMVYJ3hG7FgDW7vlVW20s0L8mVUn/ggI2l0
#        1ntSRTAKBggqhkjOPQQDAgNIADBFAiEAvX5+F+QnNPKX/Q/kFmkzOdRovEtgIylG
#        EArBHBpaqpkCIDNzXoW//ROIslbKToWexg/kwAH1HMhkm9doTyaDxc4k
#        -----END CERTIFICATE-----

#
# List of peers to send various requests to, including endorsement, query
# and event listener registration.
#
peers:
  peer0.org1.example.com:
    # this URL is used to send endorsement and query requests
    url: grpc://localhost:7051



    grpcOptions:
      grpc.http2.keepalive_time: 15
  #      ssl-target-name-override: peer0.org1.example.com
  #      negotiationType: TLS
  #      sslProvider: openSSL
  #      hostnameOverride: peer0.org1.example.com
  #      # TODO: The following causes a NoSuchMethodException to be thrown when sending proposals to the peer...
  #      # grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
  #
  #    tlsCACerts:
  #      pem: |
  #          -----BEGIN CERTIFICATE-----
  #          MIICZjCCAg2gAwIBAgIQT5LDpIbEhZ93KRfuBzhsPDAKBggqhkjOPQQDAjB2MQsw
  #          CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
  #          YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEfMB0GA1UEAxMWdGxz
  #          Y2Eub3JnMS5leGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQz
  #          MjlaMFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQH
  #          Ew1TYW4gRnJhbmNpc2NvMR8wHQYDVQQDExZwZWVyMC5vcmcxLmV4YW1wbGUuY29t
  #          MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+br01bZtM+KZswLnXiZK0f3bfSqt
  #          8+NnJc71NGx+VsUeU38jNl282Uo7A0PNKMQpr10BXomDl3jsTMK8E0aT16OBlzCB
  #          lDAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMC
  #          MAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgEkNmPHedLauZvdBejAlBvo4xhOWp
  #          2+VxGreyMCZtcicwKAYDVR0RBCEwH4IWcGVlcjAub3JnMS5leGFtcGxlLmNvbYIF
  #          cGVlcjAwCgYIKoZIzj0EAwIDRwAwRAIgdwC/WQ6wRHlTygTJJ8SiAoMrbDpTePhx
  #          Z2GEIu5RtMwCIBuJ8LTJnFZNivBbTFU/65lhCLpVj5R3j5KuaJ+dovF5
  #          -----END CERTIFICATE-----


  peer1.org1.example.com:
    url: grpc://localhost:7056

    grpcOptions:
      grpc.http2.keepalive_time: 15
    #      ssl-target-name-override: peer0.org1.example.com
    #      negotiationType: TLS
    #      sslProvider: openSSL
    #      hostnameOverride: peer1.org1.example.com

    #tlsCACerts:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/tls/server.crt



  peer0.org2.example.com:
    url: grpc://localhost:8051

#    grpcOptions:
#      ssl-target-name-override: peer0.org2.example.com
#      negotiationType: TLS
#      grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
#      sslProvider: openSSL
#      hostnameOverride: peer0.org2.example.com
#
#    tlsCACerts:
#      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt

#
# Fabric-CA is a special kind of Certificate Authority provided by Hyperledger Fabric which allows
# certificate management to be done via REST APIs. Application may choose to use a standard
# Certificate Authority instead of Fabric-CA, in which case this section would not be specified.
#
certificateAuthorities:
  ca-org1:
    url: http://localhost:7054
    # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    #    httpOptions:
    #      verify: true

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: #single entitiy
      enrollId: admin
      enrollSecret: adminpw
    # [Optional] The optional name of the CA.
    caName: ca0
  ca-org2:
    url: http://localhost:8054
      # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    httpOptions:
      verify: true
    tlsCACerts:
      path: peerOrganizations/org1.example.com/ca/org1.example.com-cert.pem

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: # as an array.
      -  enrollId: admin
         enrollSecret: adminpw
           # [Optional] The optional name of the CA.
        ## caName: ca0 no ca name!
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commit 250�tree 6e49be6e49c248c82b29959647fdc646ecf8e6f1
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change test procedure
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blob 3908�package main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 1646�#!/bin/bash

if [ "$#" -lt 2 ]; then
   echo "usage: collect_host_aliases.sh <ingress|loadbalancer> <project_folder> [additional arguments for kubectl]"
   exit 2
fi

# exit when any command fails
set -e

expose_type=$1
project_folder=$2

case "$expose_type" in
    "ingress")
        peer_ingress_ip=$(kubectl --namespace kube-system get svc -l release=hlf-peer-ingress,component=controller -o jsonpath='{.items[0].status.loadBalancer.ingress[0].ip}')
        orderer_ingress_ip=$(kubectl --namespace kube-system get svc -l release=hlf-orderer-ingress,component=controller -o jsonpath='{.items[0].status.loadBalancer.ingress[0].ip}')

        kubectl get svc -l component=hlf-peer \
            -o jsonpath='{range..items[*]}- ip: '"$peer_ingress_ip"'{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            > $project_folder/externalHostAliases.yaml

        kubectl get svc -l component=hlf-orderer \
            -o jsonpath='{range..items[*]}- ip: '"$orderer_ingress_ip"'{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            >> $project_folder/externalHostAliases.yaml
        ;;

    "loadbalancer")
        kubectl get svc -l addToExternalHostAliases=true \
            -o jsonpath='{range..items[*]}- ip: {.status.loadBalancer.ingress[0].ip}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            > $project_folder/externalHostAliases.yaml
        ;;

    *)
        echo "unknown expose type: '"$expose_type"', should be either 'ingress' or 'loadbalancer'"
        exit 2
esac


cat $project_folder/externalHostAliases.yaml
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blob 847�-----BEGIN CERTIFICATE----------END CERTIFICATE-----











thesis-work/.git/objects/95/f0a33577f1b94a3b126be1aeab83b2d09d6f33

thesis-work/.git/objects/95/f0a33577f1b94a3b126be1aeab83b2d09d6f33









thesis-work/.git/objects/95/ff1075917e8d98dd27bd7ce726e00a78e0cca1

thesis-work/.git/objects/95/ff1075917e8d98dd27bd7ce726e00a78e0cca1









thesis-work/.git/objects/96/0c882d1719bb7363974df155f05406ef8e06e3

thesis-work/.git/objects/96/0c882d1719bb7363974df155f05406ef8e06e3









thesis-work/.git/objects/96/799c0f12ed89388e416ebba57868bc67e6f245

thesis-work/.git/objects/96/799c0f12ed89388e416ebba57868bc67e6f245


blob 798�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2777�#!/bin/bash

# creates genesis block and certificates
# and copies them to hlf-kube/ folder

if [ "$#" -lt 2 ]; then
   echo "usage: init.sh <project_folder> <chaincode_folder> [create_genesis_block]"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
chaincode_folder=$2
create_genesis_block=${3:-true}

current_folder=$(pwd)

cd $project_folder
config_file=./network.yaml

rm -rf crypto-config
rm -rf channel-artifacts

mkdir -p channel-artifacts

# generate certs
echo "-- creating certificates --"
cryptogen generate --config ./crypto-config.yaml --output crypto-config

# place holder empty folders for external peer orgs
externalPeerOrgs=$(yq '.ExternalPeerOrgs // empty' ./crypto-config.yaml -r -c)
if [ "$externalPeerOrgs" ]; then
    echo "-- creating empty folders for external peer orgs --"
    for peerOrgDomain in $(echo "$externalPeerOrgs" | jq -r '.[].Domain'); do
        echo "$peerOrgDomain"
        mkdir -p "./crypto-config/peerOrganizations/$peerOrgDomain/msp"
    done
fi 

# place holder empty folders for external orderer orgs
externalOrdererOrgs=$(yq '.ExternalOrdererOrgs // empty' ./crypto-config.yaml -r -c)
if [ "$externalOrdererOrgs" ]; then
    echo "-- creating empty folders for external orderer orgs --"
    for ordererOrg in $(echo "$externalOrdererOrgs" | jq -rc '.[]'); do
        # echo "$ordererOrg"
        ordererOrgDomain=$(echo "$ordererOrg" | jq -r '.Domain')
        echo "$ordererOrgDomain"
        mkdir -p "./crypto-config/ordererOrganizations/$ordererOrgDomain/msp/tlscacerts"
        for ordererHostname in $(echo "$ordererOrg" | jq -r '.Specs[].Hostname'); do
            # echo "ordererHostname: $ordererHostname"
            mkdir -p "./crypto-config/ordererOrganizations/$ordererOrgDomain/orderers/$ordererHostname.$ordererOrgDomain/tls"
        done
    done
fi 


if [ "$create_genesis_block" == true ]; then
    # generate genesis block
    echo "-- creating genesis block --"
    genesisProfile=$(yq '.network.genesisProfile' $config_file -r)
    systemChannelID=$(yq '.network.systemChannelID' $config_file -r)
    configtxgen -profile $genesisProfile -channelID $systemChannelID -outputBlock ./channel-artifacts/genesis.block
else
    echo "-- skipping genesis block creation --"
fi

# copy stuff hlf-kube folder (as helm charts cannot access files outside of chart folder)
# see https://github.com/helm/helm/issues/3276#issuecomment-479117753
cd $current_folder

rm -rf hlf-kube/crypto-config
rm -rf hlf-kube/channel-artifacts

cp -r $project_folder/crypto-config hlf-kube/
cp -r $project_folder/channel-artifacts hlf-kube/

cp -r $project_folder/configtx.yaml hlf-kube/

# prepare chaincodes
./prepare_chaincodes.sh $project_folder /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java
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blob 2451�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("self_type");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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blob 1545�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(),proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }
        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String user = this.tx.getCid().getId();
        if (!this.tx.getIssuer().getOwners().contains(user) || !Arrays.asList(proof.getOwners()).contains(user) || this.tx.getCid() == null) { // invoking chaincode
            throw new IllegalAccessError("User cannot read this.");
        }
        proof = proof.getValid() == true ? proof : null;
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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blob 1960�package com.bchain.chaincode.Utilities;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;
import java.util.*;
import java.util.regex.Pattern;

public class utils {
    // regex patterns
    public static Pattern validArrayFormat = Pattern.compile("(\\[.*?\\])");
    public static Pattern validIntegerFormat = Pattern.compile("^\\d+$");


    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static HashSet<String> stringToHashSet(String arg) throws IOException {
        HashSet<String> set = null;
        ObjectMapper mapper = new ObjectMapper();
        String argz = arg;
        List<String> list = mapper.readValue(argz, ArrayList.class);
        set = new HashSet<>(list);
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        return mapper.readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }


    public static boolean checkFormat(String s, Pattern pattern) {
        return pattern.matcher(s).find();
    }
}
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blob 855�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 613�---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "Org2MSP"}}
  org3: {"role": {"name": "member", "mspId": "Org3MSP"}} # admin role.

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"
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blob 2587�package main.clientapplication.Utilities;

import java.io.*;
import java.util.Collection;

import org.apache.commons.compress.archivers.ArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveOutputStream;
import org.apache.commons.compress.compressors.gzip.GzipCompressorOutputStream;
import org.apache.commons.io.FilenameUtils;
import org.apache.commons.io.IOUtils;

public class Utils {

    /**
     *  borrowed from https://github.com/hyperledger/fabric-sdk-java/blob/8044bac1bfe9baf9d6360b067e0d6b5445cc953d/src/test/java/org/hyperledger/fabric/sdkintegration/Util.java
     * @param src
     * @param pathPrefix
     * @return
     * @throws IOException
     */
    public static InputStream generateTarGzInputStream(File src, String pathPrefix) throws IOException {
        File sourceDirectory = src;

        ByteArrayOutputStream bos = new ByteArrayOutputStream(500000);

        String sourcePath = sourceDirectory.getAbsolutePath();

        TarArchiveOutputStream archiveOutputStream = new TarArchiveOutputStream(new GzipCompressorOutputStream(new BufferedOutputStream(bos)));
        archiveOutputStream.setLongFileMode(TarArchiveOutputStream.LONGFILE_GNU);

        try {
            Collection<File> childrenFiles = org.apache.commons.io.FileUtils.listFiles(sourceDirectory, null, true);

            ArchiveEntry archiveEntry;
            FileInputStream fileInputStream;
            for (File childFile : childrenFiles) {
                String childPath = childFile.getAbsolutePath();
                String relativePath = childPath.substring((sourcePath.length() + 1), childPath.length());

                if (pathPrefix != null) {
                    relativePath = org.hyperledger.fabric.sdk.helper.Utils.combinePaths(pathPrefix, relativePath);
                }

                relativePath = FilenameUtils.separatorsToUnix(relativePath);

                archiveEntry = new TarArchiveEntry(childFile, relativePath);
                fileInputStream = new FileInputStream(childFile);
                archiveOutputStream.putArchiveEntry(archiveEntry);

                try {
                    IOUtils.copy(fileInputStream, archiveOutputStream);
                } finally {
                    IOUtils.closeQuietly(fileInputStream);
                    archiveOutputStream.closeArchiveEntry();
                }
            }
        } finally {
            IOUtils.closeQuietly(archiveOutputStream);
        }
        return new ByteArrayInputStream(bos.toByteArray());
    }
}
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blob 1805�{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
  labels:
    orgName: {{ $org.Name }}
    peerName: {{ $peer }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/config.yaml" $org.Domain $peer $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/signcerts/%s.%s-cert.pem" $org.Domain $peer $org.Domain $peer $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/keystore/*" $org.Domain $peer $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/peers/%s.%s/msp/keystore/" $org.Domain $peer $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
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blob 489�#!/bin/bash

if [ "$#" -lt 1 ]; then
   echo "usage: collect_host_aliases.sh <project_folder> [additional arguments for kubectl]"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1

kubectl get svc --namespace hlf -l addToHostAliases=true \
    -o jsonpath='{"hostAliases:\n"}{range..items[*]}- ip: {.spec.clusterIP}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
    "${@:2}" \
    > $project_folder/hostAliases.yaml
    
cat $project_folder/hostAliases.yaml
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blob 1226�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(this.getArgs().get(2), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed to Credential");
        }
    }
}
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blob 843�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 2239�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.Assert;
import org.junit.jupiter.api.Test;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;̄̄

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        ArrayList<String> testList =  new ArrayList<String>(Arrays.asList(new String[]{"test","test"}));
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(proof);
           CredentialProof proof1 = new CredentialProof();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
           Assert.fail();
       }
    }
    @Test
    public void testObjectStreamToHashSet() {
        HashSet<String> hs = new HashSet<>();
        ArrayList<String> list = new ArrayList<>(Arrays.asList(new String[]{"Arrays", "Arrays1"}));
        hs.addAll(list);
        byte[] myBytes = null;
        ByteArrayOutputStream bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(hs);
            os.flush();
            myBytes = bos.toByteArray();
            HashSet<String> test = new HashSet<>();
            test = utils.objectStreamToHashSet(myBytes, test);
            Assert.assertEquals(2, test.size());
        } catch (IOException e) {
            // NO OP
        }finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
    }
    @Test
    public void testKeyGeneration() {
        String testKey = "sioadhopwjhoiqhweoiw_1";
        String newKey = utils.generateKeyFormat(testKey, "");
        Assert.assertEquals("sioadhopwjhoiqhweoiw_2",newKey);
    }
}
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blob 38023�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(70);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTrannsientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}











thesis-work/.git/objects/9a/e4bc7409246235fca551dcad6f82676eba470b

thesis-work/.git/objects/9a/e4bc7409246235fca551dcad6f82676eba470b


blob 2239�package com.bchain.chaincode.Strategies.Procedure;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxInitIssuer;
import org.hyperledger.fabric.shim.ChaincodeStub;

import javax.transaction.InvalidTransactionException;
import java.io.IOException;
import java.sql.Timestamp;
import java.util.Calendar;

public class StrategyInitIssuer extends Strategy {
    private TxInitIssuer tx;

    public StrategyInitIssuer(TxInitIssuer tx) {
        this.tx = tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws InvalidTransactionException, IOException {
        IssuerImpl issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())) {
            throw new InvalidTransactionException("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        Calendar cal = Calendar.getInstance();
        cal.setTimeInMillis(created.getTime() + tx.getTsClose().getTime());
        Timestamp newTs = new Timestamp(cal.getTimeInMillis());
        if(!newTs.after(created)) {
            throw new InvalidTransactionException("New time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(newTs);
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "Issuer");
    }


    public void initCredentialProofs(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = this.tx.getIssuerInstance();
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            proof.setSubject(user);
            proof.setDescription(issuer.getDescription());
            proof.setRequiredCredentials((String[]) issuer.getRequiredCredentials().toArray());
            proof.setOwners((String[]) issuer.getOwners().toArray());
            proof.createKey(proof.getDescription(), user);
            proof.commit(stub, proof.getKey());
        }
    }
}
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blob 8709�package test.java.com.bchain.chaincode.MockClasses;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Chaincode.Response resp;
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        return resp;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return null;
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return null;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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blob 2329�{{- range $i, $org := .Values.PeerOrgs }}
{{- $orgName := $org.Name }}
apiVersion: apps/v1
kind: Deployment
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
spec:
  replicas: 1
  selector:
    matchLabels:
      app: hlf-ca--{{ $org.Name | lower }}
  template:
    metadata:
      labels:
        app: hlf-ca--{{ $org.Name | lower }}
    spec:
    {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end }}

      volumes:
      - name: ca-tls
        secret:
          secretName: hlf-ca--{{ $org.Name | lower }}-tls

      containers:
      - name: ca
        image: hyperledger/fabric-ca:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "fabric-ca-server start \
            --ca.certfile /etc/hyperledger/fabric-ca-server-config/cert.pem \
            --ca.keyfile /etc/hyperledger/fabric-ca-server-config/private_key \
            -b {{ $.Values.ca.userName }}:{{ $.Values.ca.password }} -d"]

        volumeMounts:
        - mountPath: /etc/hyperledger/fabric-ca-server-config/
          name: ca-tls

        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.ca.logLevel }}
        - name: FABRIC_CA_HOME
          value: /etc/hyperledger/fabric-ca-server
        - name: FABRIC_CA_SERVER_CA_NAME
          value: ca-{{ $org.Name }}
        - name: FABRIC_CA_SERVER_TLS_ENABLED
          value: "false" # it's always false as we use Ingress for TLS termination. # {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_CA_SERVER_TLS_CERTFILE
          value: /etc/hyperledger/fabric-ca-server-config/cert.pem
        - name: FABRIC_CA_SERVER_TLS_KEYFILE
          value: /etc/hyperledger/fabric-ca-server-config/private_key
---
{{- end }} {{- /* Orgs */ -}}
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blob 13192�{{- if .Values.peer.launchPods }}
{{- range $i, $org := $.Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $peerAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
# peerAddress: {{ $peerAddress }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  replicas: 1
  serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  selector:
    matchLabels:
      app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  volumeClaimTemplates:
  {{- if $.Values.peer.persistence.enabled }}
  - metadata:
      name: peer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.peer.persistence.size }}
  {{- end }}
  {{- if $.Values.couchdb.persistence.enabled }}
  - metadata:
      name: couchdb-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.couchdb.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-peer 
        org: hlf-peer--{{ $org.Name | lower }}
        app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    spec:
      volumes:
      {{- if not $.Values.peer.persistence.enabled }}
      - name: peer-disk
        emptyDir: {}
      {{- end }}
      {{- if not $.Values.couchdb.persistence.enabled }}
      - name: couchdb-disk
        emptyDir: {}
      {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: dockersocket
        hostPath:
          path: /var/run/docker.sock
          type: Socket
      - name: peer-tls
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      - name: peer-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: peer-admin-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      # chaincodes
      {{- range $i, $chaincode := $.Values.network.chaincodes }}    
      - name: chaincode-{{ $chaincode.name | lower }}
        configMap:
          name: hlf-chaincode--{{ $chaincode.name | lower }}
      {{- end }}

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}

      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.peer.backup.enabled }}
                               tar -czf /data/peer.tar -C /var/hyperledger/production ledgersData/ chaincodes/ && \
                               echo 'prepared peer data for backup' && \
          {{- end }}
          {{- if $.Values.couchdb.backup.enabled }}
                               tar -czf /data/couchdb.tar -C /opt/couchdb/data --exclude='lost+found' .  && \
                               echo 'prepared CouchDB data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.peer.restore.enabled }}
                               rm -rf /var/hyperledger/production/* && \
                               tar -xf /data/peer.tar -C /var/hyperledger/production/ && \
                               echo 'restored peer data from backup' && \
          {{- end }}
          {{- if $.Values.couchdb.restore.enabled }}
                               rm -rf /opt/couchdb/data/* && \
                               tar -xf /data/couchdb.tar -C /opt/couchdb/data/ && \
                               echo 'restored CouchDB data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
                               
        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else }} {{- /* if backup/restore enabled */ -}}{{""}}

      {{- if $.Values.peer.antiAffinity.enabled }}
      {{- if gt ($org.Template.Count | int) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.peer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                {{- if not (eq $peerIndex $peerIndexInner) }}
                {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                {{- end }} {{- /* if not same peer */ -}}
                {{- end }} {{- /* Peers */ -}}{{""}}
      {{- else }}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                  {{- if not (eq $peerIndex $peerIndexInner) }}
                  {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                  - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                  {{- end }} {{- /* if not same peer */ -}}
                  {{- end }} {{- /* Peers */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}

      containers:
      
      # Peer container
      - name: peer
        image: hyperledger/fabric-peer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "peer node start"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /host/var/run/docker.sock
          name: dockersocket
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-msp
        - mountPath: /etc/hyperledger/fabric/admin-msp/
          name: peer-admin-msp
        # - mountPath: /hl_config/channel/
        #   name: hlf-channels
        # chaincodes
        {{- range $i, $chaincode := $.Values.network.chaincodes }}    
        - mountPath: /chaincode/{{ $chaincode.name }}
          name: chaincode-{{ $chaincode.name | lower }}
        {{- end }}

        env:
        # TODO move configurable ones to configmaps
        - name: CORE_PEER_ID
          value: {{ $peer }}.{{ $org.Domain }}
        - name: CORE_PEER_ADDRESS
          value: {{ $peerAddress }}
        - name: CORE_PEER_LISTENADDRESS
          value: 0.0.0.0:7051
        - name: CORE_PEER_CHAINCODELISTENADDRESS
          value: 0.0.0.0:7052
        - name: CORE_PEER_GOSSIP_BOOTSTRAP
          value: >- 
        {{- range $peerIndexInner := until ($org.Template.Count | int) }}
        {{- $peer := (printf "peer%s" ($peerIndexInner | toString)) }}
        {{- $peerGossipAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
              {{ $peerGossipAddress }}
        {{- end }} {{- /* Peers */ -}}{{""}}

        - name: CORE_PEER_GOSSIP_EXTERNALENDPOINT
          value: {{ $peerAddress }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP

        - name: CORE_VM_ENDPOINT
          value: unix:///host/var/run/docker.sock
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.peer.logLevel }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: CORE_PEER_GOSSIP_USELEADERELECTION
          value: "true"
        - name: CORE_PEER_GOSSIP_ORGLEADER
          value: "false"
        - name: CORE_PEER_PROFILE_ENABLED
          value: "true"
        - name: CORE_PEER_ADDRESSAUTODETECT
          value: "true" # looks like absolutely necessary, o/w chaincode instantiate fails, no clue why
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt
        
        - name: CORE_CHAINCODE_LOGGING_LEVEL
          value: {{ $.Values.peer.chaincode.logging.level }}
        - name: CORE_CHAINCODE_LOGGING_SHIM
          value: {{ $.Values.peer.chaincode.logging.shim }}
        - name: CORE_VM_DOCKER_ATTACHSTDOUT
          value: {{ $.Values.peer.chaincode.attachStdout | quote }} 
        
        - name: CORE_LEDGER_STATE_STATEDATABASE
          value: CouchDB
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS
          value: localhost:5984
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME
          value: {{ $.Values.couchdb.userName | quote }}
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}
        
        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: DEBUG
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
        
        # Operations service
        {{- if $.Values.peer.operations.enabled }}
        - name: CORE_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.peer.operations.listenAddress }}
        - name: CORE_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.peer.operations.tls.enabled | quote }}
        {{- end }}

        # metrics with Prometheus
        {{- if $.Values.peer.metrics.enabled }}
        - name: CORE_METRICS_PROVIDER
          value: {{ $.Values.peer.metrics.provider }}
        {{- end }}

      # CouchDB container
      - name: couchdb
        image: hyperledger/fabric-couchdb:{{ $.Values.couchdb.version }}

        volumeMounts:
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        
        env:
        - name: COUCHDB_USER
          value: {{ $.Values.couchdb.userName | quote }}
        - name: COUCHDB_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}

      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 250�
# Aggregator organizations into one node if specified.
ClusterGrouping: 
  - Name: Org1
    Node: testnode3

  - Name: Org2
    Node: testnode4

  - Name: UiS
    Node: testnode1

  - Name: NTNU
    Node: testnode2

  - Name: UiT
    Node: testnode3
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blob 816�{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/config.yaml" $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
---
{{- end }} {{- /* PeerOrgs */ -}}
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commit 248�tree 2c38c8bff44ffcca759464bf2ad69f7293644cdb
parent 3f88872465dae07314bb57eec02a69e05b915d3c
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590578014 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590578014 +0200

make clients faster
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blob 3655�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Orderer
    Domain: example.com
    # ---------------------------------------------------------------------------
    # "Specs" - See PeerOrgs below for complete description
    # ---------------------------------------------------------------------------
    Specs:
      - Hostname: orderer
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  # ---------------------------------------------------------------------------
  # Org1
  # ---------------------------------------------------------------------------
  - Name: Org1
    Domain: org1.example.com
    # ---------------------------------------------------------------------------
    # "Specs"
    # ---------------------------------------------------------------------------
    # Uncomment this section to enable the explicit definition of hosts in your
    # configuration.  Most users will want to use Template, below
    #
    # Specs is an array of Spec entries.  Each Spec entry consists of two fields:
    #   - Hostname:   (Required) The desired hostname, sans the domain.
    #   - CommonName: (Optional) Specifies the template or explicit override for
    #                 the CN.  By default, this is the template:
    #
    #                              "{{.Hostname}}.{{.Domain}}"
    #
    #                 which obtains its values from the Spec.Hostname and
    #                 Org.Domain, respectively.
    # ---------------------------------------------------------------------------
    # Specs:
    #   - Hostname: foo # implicitly "foo.org1.example.com"
    #     CommonName: foo27.org5.example.com # overrides Hostname-based FQDN set above
    #   - Hostname: bar
    #   - Hostname: baz
    # ---------------------------------------------------------------------------
    # "Template"
    # ---------------------------------------------------------------------------
    # Allows for the definition of 1 or more hosts that are created sequentially
    # from a template. By default, this looks like "peer%d" from 0 to Count-1.
    # You may override the number of nodes (Count), the starting index (Start)
    # or the template used to construct the name (Hostname).
    #
    # Note: Template and Specs are not mutually exclusive.  You may define both
    # sections and the aggregate nodes will be created for you.  Take care with
    # name collisions
    # ---------------------------------------------------------------------------
    Template:
      Count: 2
      # Start: 5
      # Hostname: {{.Prefix}}{{.Index}} # default
    # ---------------------------------------------------------------------------
    # "Users"
    # ---------------------------------------------------------------------------
    # Count: The number of user accounts _in addition_ to Admin
    # ---------------------------------------------------------------------------
    Users:
      Count: 1

  - Name: Org2
    Domain: org2.example.com
    Template:
      Count: 1
    Users:
      Count: 1
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blob 20530�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '3'

networks:
  basic:

services:
  ca.org1.example.com:
    image: hyperledger/fabric-ca:1.4.4
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.org1.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org1.example.com
    networks:
      - basic

  ca.org2.example.com:
    image: hyperledger/fabric-ca:1.4.4
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org2.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org2examplecom_sk
    ports:
      - "7055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org2.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org2.example.com
    networks:
      - basic

  ca.org3.example.com: 
    image: hyperledger/fabric-ca:1.4.4
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org3.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org3examplecom_sk
    ports:
      - "8055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org3.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org3.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer:1.4.4
    environment:
      - FABRIC_LOGGING_SPEC=debug
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic

  
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_VM_DOCKER_ATTACHSTDOUT=true
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./jsonfiles:/etc/hyperledger/customconfig
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb1
      - peer0.org1.example.com
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  couchdb3:
    container_name: couchdb3
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 8984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org2.example.com:10051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org1.example.com
      - couchdb2
    networks:
      - basic

  peer1.org2.example.com:
    container_name: peer1.org2.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org2.example.com
      - CORE_PEER_ADDRESS=peer1.org2.example.com:10051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:10051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org2.example.com:10053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org2.example.com:10051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org2.example.com:9051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb3:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 10051:10051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org2.example.com
      - couchdb3
    networks:
      - basic

  couchdb4:
    container_name: couchdb4
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 9984:5984
    networks:
      - basic

  couchdb5:
    container_name: couchdb5
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 10984:5984
    networks:
      - basic

  peer0.org3.example.com:
    container_name: peer0.org3.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org3.example.com
      - CORE_PEER_ADDRESS=peer0.org3.example.com:11051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:11051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org3.example.com:11053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:11053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org3.example.com:11051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org3.example.com:12051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb4:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 11051:11051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb4
    networks:
      - basic

  peer1.org3.example.com:
    container_name: peer1.org3.example.com
    image: hyperledger/fabric-peer:1.4.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org3.example.com
      - CORE_PEER_ADDRESS=peer1.org3.example.com:12051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:12051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org3.example.com:12053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:12053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org3.example.com:12051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org3.example.com:11051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb5:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 12051:12051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb5
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools:1.4.4
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=debug
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 784�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

backup:
  # if not specified defaults to current date
  key: 
  target: 
    # only azureBlobStorage for now, feel free to implement S3
    type: azureBlobStorage
    azureBlobStorage: 
      # storage account name
      accountName: 
      # container name in storage account
      destination: hlf-backup 
      # credentials
      accessKey: 

flow:
  peer:
    backup: 
      # take backup of peers?
      enabled: true
  couchdb:
    backup: 
      # take backup of CouchDB's?
      enabled: true
  orderer:
    replicas: 1
    backup: 
      # take backup of orderers?
      enabled: true
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blob 188�/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/FabricUser.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/Wallet.java
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blob 9809�package com.bchain.chaincode;


import com.bchain.chaincode.Exceptions.QualificationDuplicateException;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.ObjectsOperations;
import com.bchain.chaincode.Objects.Qualification;

import com.bchain.chaincode.Utilities.ResponseMsg;
import com.bchain.chaincode.Utilities.utils;
import com.google.common.hash.Hashing;
import javassist.NotFoundException;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import java.io.IOException;
import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    private static final String registerCredential = "registerCredential";
    private static final String confirmCredential = "confirmCredential";
    private static final String verifyCredential = "verifyCredential";
    private static final String revokeCredential = "revokeCredential";
    private static final String isRevoked = "isRevoked";


    class IssuerImpl extends ObjectsOperations  implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public IssuerImpl(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public IssuerImpl() {}
    }
    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = new HashSet<>();
            owners = utils.objectStreamToHashSet(args.get(0), owners);
            String orgIdentifier = new String(args.get(1));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            return new Response(500, "Error in provided arguments.", null);
        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if(args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();

            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new IssuerImpl().fetch(key.toString(), chaincodeStub);
                } catch (IOException | NotFoundException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if(!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }

            String subject = new String(args.get(1));
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                case verifyCredential:
                case revokeCredential:
            }
        }
        return new Response(500, "function not found!", null);
    }

 // TODO: ISSUER INTERFACE IMPL

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String issueId) {
        return null;
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if(registrationType.equals("credential")) {
                CredentialProof proof = utils.jsonToObject(data, new CredentialProof());
                Qualification rec = new Qualification();
                if (!rec.objectExists(proof.getRecordId(),stub)) {
                    return new Response(500, "Qualification doesn't exist", null);
                } else {
                    rec = rec.fetch(proof.getRecordId(), stub);
                    String proofKey = "CredentialProof" + proof.getSubject() + proof.getDescription();
                    if(utils.isInSet(Arrays.asList(rec.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = proof.createKey(proof.getSubject(), proof.getDescription());
                        proof.setSignatures(new String[proof.getRequiredAgreement().length]);
                        proof.setHash();
                        proof.commit(stub, newKey.toString().replace("\u0000",""));
                    }
                }
            } else if(registrationType.equals("qualification")) {
                Qualification rec = new Qualification();
                rec = utils.jsonToObject(data, rec);
                CompositeKey recKey = rec.createKey( rec.getSubject(), rec.getDescription());
                if(rec.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if(rec.getParentQualifier() != null) {
                    if(!rec.objectExists(rec.getParentQualifier(), stub)) {
                        throw new NotFoundException("Parent Qualification doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : rec.getOwners()) {
                    if(!this.issuer.owners.contains(owner)) {
                        throw new NotFoundException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                rec.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException | NotFoundException  e) {
            if(e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof Exception) {
                return new Response(401, "Unauthorized user.",  null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if(e instanceof  NotFoundException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(String subject, String issueId) {
        return null;
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "CredentialProof".concat(subject).concat(description);
        try {
            CredentialProof proof = new CredentialProof();
            if(proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if( idx == 0 ||(idx > 0 && sigs.contains(rsigs.get(rsigs.indexOf(cid.getId())-1)))) {
                    proof.getSignatures()[idx] = cid.getId();
                    proof.setHash();
                    proof.commit(stub, key);

                    return new Response(200, "Signed", proof.toJson().getBytes());
                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new NotFoundException("Proof doesn't exists");
            }

        } catch(CertificateException | IOException | NotFoundException e) {
            if(e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if(e instanceof  NotFoundException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(String subject, Byte data) {
        return null;
    }


}
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blob 105�#Generated by Maven
#Wed Apr 15 08:51:33 CEST 2020
groupId=fabric
artifactId=client
version=1.0-SNAPSHOT
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blob 1529�package com.bchain.chaincode.Utilities;
import com.bchain.chaincode.Objects.Mapper;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;
import java.util.*;
import java.util.regex.Pattern;

public class utils {
    // regex patterns
    public static Pattern validArrayFormat = Pattern.compile("(\\[.*?\\])");
    public static Pattern validIntegerFormat = Pattern.compile("^\\d+$");

    public static LinkedHashSet<String> stringToHashSet(String arg) throws IOException {
        LinkedHashSet<String> set = null;
        String argz = arg;
        List<String> list = Mapper.INSTANCE.getObjectMapper().readValue(argz, ArrayList.class);
        set = new LinkedHashSet<>(list);
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        return Mapper.INSTANCE.getObjectMapper().readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        obj =  (T) Mapper.INSTANCE.getObjectMapper().readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }


    public static boolean checkFormat(String s, Pattern pattern) {
        return pattern.matcher(s).find();
    }
}
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blob 2871�[    
    {
        "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com:6051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsrecorderchannel" 
    },         
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org1.example.com:8051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "" 
    },  
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org2.example.com:9051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org2Anchorsrecorderchannel"
    },
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org2.example.com:10051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": ""
    },        
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org3.example.com:11051",
        "CORE_PEER_LOCALMSPID": "Org3MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org3Anchorsrecorderchannel" 
    },         
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org3.example.com:12051",
        "CORE_PEER_LOCALMSPID": "Org3MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "" 
    }
]
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blob 1072�package com.bchain.chaincode.Objects;

import org.hyperledger.fabric.shim.ChaincodeStub;

public class Verifier {
    private String[] qualifications;
    private String[] credentialProofs;
    private String subject;
    private ChaincodeStub stub;

    public Verifier(String[] qualifications, String[] credentialProofs, String subject, ChaincodeStub stub) {
        this.qualifications = qualifications;
        this.credentialProofs = credentialProofs;
        this.subject = subject;
        this.stub = stub;
    }

    public String[] getQualifications() {
        return qualifications;
    }

    public void setQualifications(String[] qualifications) {
        this.qualifications = qualifications;
    }

    public String[] getCredentialProofs() {
        return credentialProofs;
    }

    public void setCredentialProofs(String[] credentialProofs) {
        this.credentialProofs = credentialProofs;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

}
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blob 2482�package com.bchain.chaincode.Objects;


import java.io.Serializable;
import java.sql.Timestamp;
import java.util.HashSet;


public class IssuerImpl extends ChaincodeObject implements Serializable {
    private HashSet<String> owners =  null;
    private HashSet<String> participants = null;

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private HashSet<String> subIssuers = null;
    private Timestamp created;
    private Timestamp expired;

    public IssuerImpl(HashSet<String> owners, HashSet<String> users, HashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description) {
        this.owners = owners;
        this.participants = users;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;

    }
    public IssuerImpl() {}

    public HashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(Timestamp created) {
        this.created = created;
    }
    public boolean isExpired(Timestamp currTime) {
        return currTime.after(expired);
    }
    public void setExpired(Timestamp expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public HashSet<String> getSubIssuers() {
        return subIssuers;
    }
    public HashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(HashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public Timestamp getCreated() {
        return created;
    }
    public Timestamp getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
}
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blob 2582�package clientapplication.Utilities;

import java.io.*;
import java.util.Collection;

import org.apache.commons.compress.archivers.ArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveOutputStream;
import org.apache.commons.compress.compressors.gzip.GzipCompressorOutputStream;
import org.apache.commons.io.FilenameUtils;
import org.apache.commons.io.IOUtils;

public class Utils {

    /**
     *  borrowed from https://github.com/hyperledger/fabric-sdk-java/blob/8044bac1bfe9baf9d6360b067e0d6b5445cc953d/src/test/java/org/hyperledger/fabric/sdkintegration/Util.java
     * @param src
     * @param pathPrefix
     * @return
     * @throws IOException
     */
    public static InputStream generateTarGzInputStream(File src, String pathPrefix) throws IOException {
        File sourceDirectory = src;

        ByteArrayOutputStream bos = new ByteArrayOutputStream(500000);

        String sourcePath = sourceDirectory.getAbsolutePath();

        TarArchiveOutputStream archiveOutputStream = new TarArchiveOutputStream(new GzipCompressorOutputStream(new BufferedOutputStream(bos)));
        archiveOutputStream.setLongFileMode(TarArchiveOutputStream.LONGFILE_GNU);

        try {
            Collection<File> childrenFiles = org.apache.commons.io.FileUtils.listFiles(sourceDirectory, null, true);

            ArchiveEntry archiveEntry;
            FileInputStream fileInputStream;
            for (File childFile : childrenFiles) {
                String childPath = childFile.getAbsolutePath();
                String relativePath = childPath.substring((sourcePath.length() + 1), childPath.length());

                if (pathPrefix != null) {
                    relativePath = org.hyperledger.fabric.sdk.helper.Utils.combinePaths(pathPrefix, relativePath);
                }

                relativePath = FilenameUtils.separatorsToUnix(relativePath);

                archiveEntry = new TarArchiveEntry(childFile, relativePath);
                fileInputStream = new FileInputStream(childFile);
                archiveOutputStream.putArchiveEntry(archiveEntry);

                try {
                    IOUtils.copy(fileInputStream, archiveOutputStream);
                } finally {
                    IOUtils.closeQuietly(fileInputStream);
                    archiveOutputStream.closeArchiveEntry();
                }
            }
        } finally {
            IOUtils.closeQuietly(archiveOutputStream);
        }
        return new ByteArrayInputStream(bos.toByteArray());
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgenBUZmyVLSsNN1Gw
11Le6AkAuk3s8L0Ydf6sDjfNBy2hRANCAAQwN16XIQ31TGv0F6TeOJj7+T7Rl7gj
SfF8nUXAKc9JdvpN65NreAEZb8zFPi1V5bLvDZv5HuQ6h1dPTSL4dRQq
-----END PRIVATE KEY-----
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blob 4989�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList = null;
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getId())){
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }

        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is a JSON
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            // get all proofs for that contract

            for (String user : currIssuer.getParticipants()) {
                args = new ArrayList<>();
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload() != null && resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.getValid()) {
                        if (proofs.containsKey(user)) {
                            linkedList = proofs.get(user);
                        } else {
                            linkedList = new LinkedList<>();
                            proofs.put(user, linkedList);
                        }
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(),getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> array = new ArrayList<>(Arrays.asList(proof.getProvidedCredentials()));
                    String[] arr = proof.getProvidedCredentials();
                    array.add(thisKey);
                    proof.setProvidedCredentials(array.toArray(arr));
                    item.setParentCredentialProof(proof.getKey());
                    proof.addData(item);
                    if (proof.getProvidedCredentials().length >= proof.getQuorum()) {
                        proof.setValid(true);
                        proof.setHash();
                        this.proofsToRecord.add(proof);
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        while (iterator.hasNext()) {
            args.add(iterator.next().toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        setStatusMessage(resp.getMessage(), "Apply");
    }
}
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blob 1526�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxEditParticipants extends TxProcedure {

    private LinkedHashSet<String> particpants;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setIssuer(stub);
        setCid(new ClientIdentity(stub));
        Map<String, byte[]> transientField = stub.getTransient();

        if (!transientField.containsKey("participants")) {
            throw new IllegalArgumentException("participants must be provided!");
        }
        String participantsProvided = new String(transientField.get("participants"));
        if (!utils.checkFormat(participantsProvided, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Participants must be provided in an array format.");
        }
        this.particpants = utils.stringToHashSet(participantsProvided);
    }

    public LinkedHashSet<String> getParticpants() {
        return particpants;
    }

    public void setParticpants(LinkedHashSet<String> particpants) {
        this.particpants = particpants;
    }
}
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blob 2042�package chaincode

import (
	"encoding/json"
	"github.com/golang/protobuf/proto"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric-chaincode-go/shimtest"
	"github.com/hyperledger/fabric/protos/msp"
	"testing"
)

var Cert = `-----BEGIN CERTIFICATE-----		
cTyEQNEJl9NGt7yDnOgjkdPJJPK2qk9sawYZMAIgZsd7VaWbSAD2r3eVVfN1pb3p
Lq1MU1tbZ6/Iwd6PIc8=
-----END CERTIFICATE-----`

var testData = []struct {
	issuerType string
	subIssuers []string `json:"subIssuers"`// What are the "sub-chaincode" which holds this information?
	owners []string `json:"owners"`// which entity is allowed in doing these operations?
	signaturesRequired []string `json:"sigRequired"` //
	channels []string `json:"channels"` // which channels are the subIssuers found?
}{
	{issuerType: "DAT520", subIssuers:nil, owners:nil, signaturesRequired: nil, channels: nil},
}

func setCreator(t *testing.T, stub *shimtest.MockStub, mspID string, idbytes []byte) {
	sid := &msp.SerializedIdentity{Mspid: mspID, IdBytes: idbytes}
	b, err := proto.Marshal(sid)
	if err != nil {
		t.FailNow()
	}
	stub.Creator = b
}


func checkInit(t *testing.T) {
	//asrt := assert.New(t)
	stubMock := shimtest.NewMockStub("Issuer", new(Issuer))
	setCreator(t, stubMock, "Org1MSP", []byte(Cert))
	uid := uuid.New().String()
	bytes, _ := json.Marshal(testData[0])
	lst := make([][]byte, 1)
	lst = append(lst, bytes)
	stubMock.MockInit(uid, lst)

}
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blob 100�#Generated by Maven
#Tue Apr 14 11:41:49 CEST 2020
groupId=bbchain
artifactId=chaincode
version=1.0
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blob 843�/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/utilsTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/KeyTrieTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/issuerTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/CertificatesData.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java
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blob 988�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if (args != null) {
            if (args.size() != 2) throw new IllegalArgumentException("Not enough parameters");
        } else if (!stub.getTransient().containsKey("subject")) {
            throw new IllegalArgumentException("Not enough parameters");
        }
        setSubject(new String(stub.getTransient().get("subject")));
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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blob 15256�package com.bchain.chaincode;


import com.bchain.chaincode.Exceptions.QualificationDuplicateException;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.ObjectsOperations;

import com.bchain.chaincode.Utilities.ResponseMsg;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String verifyCredential = "verifyCredential";
    public static final String revokeCredential = "revokeCredential";
    public static final String isRevoked = "isRevoked";


    class IssuerImpl extends ObjectsOperations  implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public IssuerImpl(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public IssuerImpl() {}
    }
    private IssuerImpl issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            String creator = cid.getId();
            issuer = new IssuerImpl(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }

        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if (args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new IssuerImpl().fetch(key.toString(), chaincodeStub);
                } catch (IOException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if (!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(4));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        CredentialProof qual = new CredentialProof();
        try {
            String res = (stub.getStringState("CredentialProof" + subject + qualId) == null)
                    ? (stub.getStringState("Credential" + subject + qualId)) : ("");
            if (res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "CredentialProof" : "Credential");
                if (type == "CredentialProof") {
                    qual = qual.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    Credential proof = new Credential();
                    proof = proof.fetch("Credential" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }
        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if (registrationType.equals("credential")) {
                Credential credential = utils.jsonToObject(data, new Credential());
                CredentialProof proof = new CredentialProof();
                if (!proof.objectExists(credential.getQualId(),stub)) {
                    return new Response(500, "CredentialProof doesn't exist", null);
                } else {
                    proof = proof.fetch(credential.getQualId(), stub);
                    String proofKey = "Credential" + credential.getSubject() + credential.getDescription();
                    if (utils.isInSet(Arrays.asList(proof.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
                        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
                        credential.setHash();
                        credential.commit(stub, newKey.toString().replace("\u0000",""));
                    }
                }
            } else if (registrationType.equals("credentialproof")) {
                CredentialProof credentialProof =  utils.jsonToObject(data, new CredentialProof());
                CompositeKey recKey = credentialProof.createKey( credentialProof.getSubject(), credentialProof.getDescription());
                if (credentialProof.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if (credentialProof.getParentCredentialProof() != null) {
                    if (!credentialProof.objectExists(credentialProof.getParentCredentialProof(), stub)) {
                        throw new IOException("Parent CredentialProof doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : credentialProof.getOwners()) {
                    if (!this.issuer.owners.contains(owner)) {
                        throw new IOException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                credentialProof.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        Credential proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if (this.issuer.owners.contains(cid.getId())) {
               proof = new Credential();
               proof = proof.fetch("Credential" + subject + desc, stub);
               proof.setRevoked(true);
               CredentialProof.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException  e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof IOException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "Credential".concat(subject).concat(description);
        try {
            Credential proof = new Credential();
            if (proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if ( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if (sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. CredentialProof achieved.
                        CredentialProof credentialProof = new CredentialProof().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(credentialProof.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(credentialProof.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if (idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            credentialProof.setProvidedCredentials((String[]) creds.toArray());
                            credentialProof.setHash();
                            credentialProof.setValid(true);
                            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
                            if (credentialProof.getParentCredentialProof() != null) {
                                CredentialProof.updateParentCredentials(stub, credentialProof.getParentCredentialProof(), credentialProof.getKey());
                            }
                        }
                    }
                    stub.setEvent("CredentialConfirmedEvent", description.getBytes());
                    return new Response(200, "Signed", proof.toJson().getBytes());

                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new IOException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException  e) {
            if (e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("CredentialProof" + subject + description) == null)
                ? "CredentialProof" : "Credential";
        boolean isValid = false;
        try {
            switch (type) {
                case "CredentialProof":
                    CredentialProof providedQual = utils.jsonToObject(data, new CredentialProof());
                    CredentialProof retrievedQual = new CredentialProof().fetch(new CompositeKey("CredentialProof", subject, description).toString(), stub);
                    providedQual.setHash();
                    if (retrievedQual.isValid() && retrievedQual.getHash().equals(providedQual.getHash())) {
                        isValid = true;
                    }
                    break;

                case "Credential":
                    Credential providedProof = utils.jsonToObject(data, new Credential());;
                    Credential retrievedProof = new Credential().fetch("Credential" +subject + description, stub);
                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                        retrievedProof.getHash().equals(providedProof.getHash())) {
                        isValid = true;
                    }
                    break;
            }
        } catch(IOException  e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }
        return new Chaincode.Response(200, type + " is valid: " + isValid, data);
    }
    public static void main(String[] args) {
        new Issuer().start(args);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgTVw7/w1by1eiGIgc
tZ1G/hyBMrt1hwFaGul2HUDmT8GhRANCAAToRAXYq1nCCisqa68Qy6lzVhwUxjfo
Ox1vi568f5Ri0T/i6luBJHoSfESEriRxqeVAiIsk4C3Uce+qzKb2mLUt
-----END PRIVATE KEY-----
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commit 350�tree 46cbe6ddbbb6723bcfd149d3216f03838e6c9c52
parent b17361c39e8aaa85300913fe8cab911101332e7d
parent 3c58ffaa2498a57322b63e426d0291959228a2fb
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235210 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1583235210 +0100

Merge branch 'master' of https://github.com/JakeAJ/evaluation_hyperledger
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blob 1466�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  domain: # pivt.nl
  host: # orderer0
  port: "7050"

logLevel: info

flow:
  channel:
    # should we run top level channel flows in parallel? 
    # dont set to true if you are using Kafka orderer (as of HL 1.4.0)
    parallel: false
    # fill in this array with channel names to limit the channel flow only to these ones
    include: []
  join: 
    # run channel join flows in parallel? 
    parallel: true
  update: 
    # run channel update flows in parallel? 
    parallel: true
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blob 1570�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 1715�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxConfirmCredential extends TxProcedure {
    private Credential provided;
    private String proofKey;
    private Credential credential;


    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        super.ParseFrom(args, stub);
        if (!(getTransientMap().containsKey("credential"))) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        try {
            credential = new Credential();
            provided = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), provided.getDescription()).toString();
            credential = credential.fetchPrivateData(this.getIssuer().getCollectionId(), this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
    public Credential getProvidedCredential() {
        return this.provided;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgG1LXO8bm9LCKlSe3
MuK5aKszOwJt1M0qSEbh2iT41E2hRANCAAQNnw8nGm54qQwI63cwr6z4GmJfBJ51
fJEwycQU1Bs8cEIBgul6W8uwoEpnq5FIviHEp/SPD6da5SRK8gK8OUf5
-----END PRIVATE KEY-----
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blob 15062�package main.java.com.bchain.chaincode;

/*
import QualificationDuplicateException;
import Credential;
import CredentialProof;
import ChaincodeObject;

import ResponseMsg;
import utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String verifyCredential = "verifyCredential";
    public static final String revokeCredential = "revokeCredential";
    public static final String isRevoked = "isRevoked";


    class Issuer extends ChaincodeObject implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public Issuer(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public Issuer() {}
    }
    private Issuer issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            String creator = cid.getId();
            issuer = new Issuer(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }

        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if (args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new Issuer().fetch(key.toString(), chaincodeStub);
                } catch (IOException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if (!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(4));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        CredentialProof qual = new CredentialProof();
        try {
            String res = (stub.getStringState("CredentialProof" + subject + qualId) == null)
                    ? (stub.getStringState("Credential" + subject + qualId)) : ("");
            if (res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "CredentialProof" : "Credential");
                if (type == "CredentialProof") {
                    qual = qual.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    Credential proof = new Credential();
                    proof = proof.fetch("Credential" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }
        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if (registrationType.equals("credential")) {
                Credential credential = utils.jsonToObject(data, new Credential());
                CredentialProof proof = new CredentialProof();
                if (!proof.objectExists(credential.getQualId(),stub)) {
                    return new Response(500, "CredentialProof doesn't exist", null);
                } else {
                    proof = proof.fetch(credential.getQualId(), stub);
                    String proofKey = "Credential" + credential.getSubject() + credential.getDescription();
                    if (utils.isInSet(Arrays.asList(proof.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
                        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
                        credential.setHash();
                        credential.commit(stub, newKey.toString().ƒreplace("\u0000",""));
                    }
                }
            } else if (registrationType.equals("credentialproof")) {
                CredentialProof credentialProof =  utils.jsonToObject(data, new CredentialProof());
                CompositeKey recKey = credentialProof.createKey( credentialProof.getSubject(), credentialProof.getDescription());
                if (credentialProof.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if (credentialProof.getParentCredentialProof() != null) {
                    if (!credentialProof.objectExists(credentialProof.getParentCredentialProof(), stub)) {
                        throw new IOException("Parent CredentialProof doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : credentialProof.getOwners()) {
                    if (!this.issuer.owners.contains(owner)) {
                        throw new IOException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                credentialProof.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        Credential proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if (this.issuer.owners.contains(cid.getId())) {
               proof = new Credential();
               proof = proof.fetch("Credential" + subject + desc, stub);
               proof.setRevoked(true);
               CredentialProof.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException  e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof IOException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "Credential".concat(subject).concat(description);
        try {
            Credential proof = new Credential();
            if (proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if ( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if (sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. CredentialProof achieved.
                        CredentialProof credentialProof = new CredentialProof().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(credentialProof.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(credentialProof.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if (idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            credentialProof.setProvidedCredentials((String[]) creds.toArray());
                            credentialProof.setHash();
                            credentialProof.setValid(true);
                            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
                            if (credentialProof.getParentCredentialProof() != null) {
                                CredentialProof.updateParentCredentials(stub, credentialProof.getParentCredentialProof(), credentialProof.getKey());
                            }
                        }
                    }
                    stub.setEvent("CredentialConfirmedEvent", description.getBytes());
                    return new Response(200, "Signed", proof.toJson().getBytes());

                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new IOException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException  e) {
            if (e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("CredentialProof" + subject + description) == null)
                ? "CredentialProof" : "Credential";
        boolean isValid = false;
        try {
            switch (type) {
                case "CredentialProof":
                    CredentialProof providedQual = utils.jsonToObject(data, new CredentialProof());
                    CredentialProof retrievedQual = new CredentialProof().fetch(new CompositeKey("CredentialProof", subject, description).toString(), stub);
                    providedQual.setHash();
                    if (retrievedQual.isValid() && retrievedQual.getHash().equals(providedQual.getHash())) {
                        isValid = true;
                    }
                    break;

                case "Credential":
                    Credential providedProof = utils.jsonToObject(data, new Credential());;
                    Credential retrievedProof = new Credential().fetch("Credential" +subject + description, stub);
                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                        retrievedProof.getHash().equals(providedProof.getHash())) {
                        isValid = true;
                    }
                    break;
            }
        } catch(IOException  e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }
        return new Chaincode.Response(200, type + " is valid: " + isValid, data);
    }
    public static void main(String[] args) {
        new Issuer().start(args);
    }
}
*/










thesis-work/.git/objects/a5/7cb9e90e1e01ef51d2e2d848a5a7c1a6bfb751

thesis-work/.git/objects/a5/7cb9e90e1e01ef51d2e2d848a5a7c1a6bfb751


blob 834�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1










thesis-work/.git/objects/a5/9fceaec450f2cedf4f43f66329d24bfa0b82a2

thesis-work/.git/objects/a5/9fceaec450f2cedf4f43f66329d24bfa0b82a2


blob 38022�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(40);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTrannsientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        },executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 216�apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-lb
  labels:
    name: hlf-orderer-lb
spec:
  type: ClusterIP
  selector:
    name: hlf-orderer
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
---
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blob 1498�package clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId,  Enrollment enrollment) {
        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getName() {
        return null;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }

    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                '}';
    }
}
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blob 38007�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(40);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTrannsientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        },executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}











thesis-work/.git/objects/a6/62a6585e22cbbbb010825f15876723b20288e3

thesis-work/.git/objects/a6/62a6585e22cbbbb010825f15876723b20288e3









thesis-work/.git/objects/a6/67952013bd137bc006abe040fea27aaca23bb9

thesis-work/.git/objects/a6/67952013bd137bc006abe040fea27aaca23bb9









thesis-work/.git/objects/a6/683e88daa0016a12571bae31eaebe5911d9f97

thesis-work/.git/objects/a6/683e88daa0016a12571bae31eaebe5911d9f97


blob 8715�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('OrdererMSP.admin')"

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"


        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org2.example.com
              Port: 9051

    - &Org3
        Name: Org3MSP
        ID: Org3MSP
        MSPDir: crypto-config/peerOrganizations/org3.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Admins: 
                Type: Signature
                Rule: "OR('Org3MSP.admin')"

        AnchorPeers:
            - Host: peer0.org3.example.com
              Port: 11051


Capabilities: 
    Channel: &ChannelCapabilities
        V1_4_3: true
        V1_2: false
        V1_1: false

    Orderer: &OrdererCapabilities
        V1_4_2: true
        # V1.1 for Orderer enables the new non-backwards compatible
        # features and fixes of fabric v1.1
        V1_1: true

    Application: &ApplicationCapabilities
        # V1.3 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.3.
        V1_4_2: true
        V1_3: false
        # V1.2 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.2 (note, this need not be set if
        # later version capabilities are set)
        V1_2: false
        # V1.1 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.1 (note, this need not be set if
        # later version capabilities are set).
        V1_1: false

Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"

Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" or "RAFT". Solo is recommended for testing purposes.
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 30

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB


    Organizations:


    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"
                        # BlockValidation specifies what signatures must be included in the block
            # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"
    
    Capabilities:
        <<: *OrdererCapabilities

#Channel: &ChannelRecorder

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
                    - *Org3


    RecorderChannel:
        Consortium: SampleConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
                - *Org3
            Capabilities:
                <<: *ApplicationCapabilities
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blob 4778�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.mockito.internal.matchers.Not;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.Arrays;
import java.util.List;

public class Qualification extends ObjectsOperations {
    private String subject;
    private String parentQualifier;
    private String description;
    private String[] requiredCredentials;
    private String[] providedCredentials;
    private String[] owners;
    private String hash;

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    private boolean isValid = false;

    public String getParentQualifier() {
        return parentQualifier;
    }

    public void setParentQualifier(String parentQualifier) {
        this.parentQualifier = parentQualifier;
    }

    public Qualification() {
    }

    public Qualification(String subject, String description, String[] requiredCredentials, String[] providedCredentials, String[] owners, String parentQualifier) {
        this.subject = subject;
        this.description = description;
        this.requiredCredentials = requiredCredentials;
        if(this.requiredCredentials != null) {
            this.providedCredentials = new String[requiredCredentials.length];
        } else {
            this.providedCredentials = providedCredentials;
        }

        this.owners = owners;
        this.parentQualifier = parentQualifier;
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getRequiredCredentials() {
        return requiredCredentials;
    }

    public void setRequiredCredentials(String[] requiredCredentials) {
        this.requiredCredentials = requiredCredentials;
        this.providedCredentials = new String[requiredCredentials.length];
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }

    public void setHash() {
        this.hash = Hashing.sha256().hashString(
                         Arrays.toString(this.getRequiredCredentials())
                        .concat(Arrays.toString(this.getProvidedCredentials()))
                        .concat(this.getSubject())
                        .concat(this.getParentQualifier()), StandardCharsets.UTF_8).toString();
    }

    public static boolean checkParent(ChaincodeStub stub, String key) throws NotFoundException, IOException {
        Qualification qual = new Qualification().fetch(key, stub);
        if (!qual.getParentQualifier().equals(null)) {
            if(checkParent(stub,qual.getParentQualifier()) == true) {
                return true;
            }
        }
        return qual.isValid();
    }

    public static void updateParentCredentials(ChaincodeStub stub, String key, String credentialId) throws NotFoundException, IOException {
        Qualification qual = new Qualification();
        qual = qual.fetch(key, stub);
        List<String> rC = Arrays.asList(qual.getRequiredCredentials());
        List<String> pC = Arrays.asList(qual.getProvidedCredentials());
        int idx = rC.indexOf(credentialId);
        String qualKey = "Qualification" + qual.getSubject() + qual.getDescription();

        if (qual.getParentQualifier() != null) {
            updateParentCredentials(stub, qual.getParentQualifier(), qualKey);
        }
        if(idx == 0 || idx > 0 && pC.contains(rC.get(idx-1))) {
            String[] lst = qual.getProvidedCredentials();
            lst[lst.length-1] = credentialId;
            qual.commit(stub, qual.getKey());
        } else {
            throw new IOException("The qualification doesn't meet the casual order of required Qualifications!");
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws NotFoundException, IOException {
        Qualification qual = new Qualification();
        qual = qual.fetch(key,stub);
        if (qual.getParentQualifier() != null) {
            setParentRevoked(stub, qual.getParentQualifier());
        }
        qual.setValid(false);
        qual.commit(stub, key);
    }

}
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commit 244�tree 8ea8444cccdc9c031d9e63d824494fcc33aaf3de
parent d07d4c9a583a9ea63cff12215b3c039fe239a68e
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440539 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440539 +0200

fix timing calc
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blob 4545�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey = null;
        String res = null;
        try {
            proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);
            if (tx.getIssuer().isStarted() && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) && proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
                credential = tx.getInstance();
                ArrayList<String> rsigs = credential.getRequiredAgreement();
                ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
                int idx = rsigs.indexOf(tx.getCid().getId());
                if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                    psigs.add(tx.getCid().getId());
                    credential.setSignatures(psigs);
                    updateCredential = true;
                    setStatusMessage("Credential OK, updating.", "Validation");
                    if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                        credentialProof.addData(credential);
                        ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                        provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                        credentialProof.setHash();
                        credentialProof.setProvidedCredentials(provided);
                        if (credentialProof.getProvidedCredentials().size() == credentialProof.getQuorum()) {
                            setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                        }
                    }
                } else {
                    setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
                }
            } else {
                throw new IllegalAccessError("Issuer not started yet");
            }
        } catch (Exception e) {
            StackTraceElement[] elements = e.getStackTrace();
            StringBuilder stringBuilder = new StringBuilder();
            for (int iterator=1; iterator<=elements.length; iterator++) {
                stringBuilder.append("Class Name:"+elements[iterator-1].getClassName()+" Method Name:"+elements[iterator-1].getMethodName()+" Line Number:"+elements[iterator-1].getLineNumber()+ "\n");
        }
            throw new IOException("Error: " + stringBuilder.toString() +"     ===>JSON "+ this.tx.getProvidedCredential().toJson() +  "||" +credential.toJson() + "||"+ res +"||" +proofKey);
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(this.tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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blob 6894�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.List;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\", \"rest@uis.no\"]".getBytes(),
                "University of Stavanger".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes(),
                "".getBytes(),
                "DAT520".getBytes(),
                "".getBytes(),
                "1".getBytes(),
                "1".getBytes(),
                "issuerCollections".getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer","channel1");

        Long time =  (Instant.now().toEpochMilli()+ (100000));
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Timestamp(time).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
                subject.getBytes(),
                credential.toJson().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
                subject.getBytes(),
                "Assignment1".getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_DNS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\", \"test@uis.no\"]".getBytes(),
                "University of Stavanger".getBytes(),
                "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes(),
                "records".getBytes(),
                "Degree".getBytes(),
                "[\"Issuer:channel1\"]".getBytes(),
                "1".getBytes(),
                "1".getBytes(),
                "issuerCollections".getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Timestamp(time).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(),
                subject.getBytes(),
                "Degree.DAT520.Assignment1".getBytes(),
                credential.getHash().getBytes()
        }));
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));
    }
}
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blob 456�NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer
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blob 10883�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '3'

networks:
  basic:

services:
  ca.example.com:
    image: hyperledger/fabric-ca:1.4
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer:1.4
    environment:
      - FABRIC_LOGGING_SPEC=debug
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_VM_DOCKER_ATTACHSTDOUT=true
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - couchdb1
      - peer0.org1.example.com
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - peer0.org1.example.com
      - couchdb2
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools:1.4
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=debug
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 508�#!/bin/bash

if test "$#" -ne 2; then
   echo "usage: init.sh <project_folder> <chaincode_folder>"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
chaincode_folder=$2

echo $chaincode_folder

config_file=$project_folder/network.yaml

rm -rf hlf-kube/chaincode
mkdir -p hlf-kube/chaincode

chaincodes=$(yq ".network.chaincodes[].name" $config_file -c -r)
echo "creating hlf-kube/chaincode/ChaincodeInstance.tar"
tar -czf hlf-kube/chaincode/ChaincodeInstance.tar -C $chaincode_folder .
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commit 238�tree 5fce1e435818ce65f764addbd5184fc9db395de1
parent 0913ffc1b870acd63a6796a4dc8271e11d63fe6b
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590441653 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590441653 +0200

fixed bug
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 818�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg/q/3lbp3opBfpmhk
I+u3mlDWWuyduHOIJY4p5j9T0AyhRANCAARaY+za2AZyzTXcqpiX5jpBvyz0xKmE
mclm1VleoE14e/7yVbhnJTKtf6WCf9bu4TGy0E3NoFQeXjXNNCFI6tkx
-----END PRIVATE KEY-----
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blob 1114�package main.java.com.bchain.chaincode.Objects;

import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String revoke = "revoke";
    public static final String verifyCredential = "verifyCredential";
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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blob 2579�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;
    private Issuer issuer;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        issuer.commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            String key = proof.createKey(user, issuer.getDescription()).toString();
            if (!proof.privateObjectExists(issuer.getCollectionId(), key, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getRequiredCredentials(), owners );
                proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), key, stub);
                setStatusMessage("Added" + user, "Apply");
            }
        }
    }
}
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgfj6c81r48gDKflky
sXp4zSTydgTtQR3pfg3bSuriiTGhRANCAATO7A9tZcnVdAV1cwmgVZ9MRFQxsG9p
2nhGkozB3Iko1sHbS7h0LNRXcbFhkV13VqWOMQXafrs8TMmQs3eAdj3S
-----END PRIVATE KEY-----
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blob 2284�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;


import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertFalse;
public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(proof);
           CredentialProof proof1 = new CredentialProof();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() {
        HashSet<String> hs = new HashSet<>();
        ArrayList<String> list = new ArrayList<>(Arrays.asList(new String[]{"Arrays", "Arrays1"}));
        hs.addAll(list);
        byte[] myBytes = null;
        ByteArrayOutputStream bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(hs);
            os.flush();
            myBytes = bos.toByteArray();
            HashSet<String> test = new HashSet<>();
            test = utils.objectStreamToHashSet(myBytes, test);
            assertEquals(2, test.size());
        } catch (IOException e) {
            // NO OP
        }finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
    }
    @Test
    public void testKeyGeneration() {
        String testKey = "sioadhopwjhoiqhweoiw_1";
        String newKey = utils.generateKeyFormat(testKey, "");
        assertEquals("sioadhopwjhoiqhweoiw_2",newKey);
    }
}
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blob 2089�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        /*
        // Uncomment for non-testing purposes, reducing test time
        if (!tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is not expired. Cannot read yet.");
        }
        */

        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }

        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String org = new String(stub.getCreator());
        if (Arrays.asList(proof.getOwners()).contains(tx.getCid().getId())
                || this.tx.getIssuer().getOrgIdentifier().toLowerCase().equals(org.toLowerCase()) || this.tx.getCid().getId().equals(tx.getIssuer().getCreator()))
        {
            proof = proof.getValid() ? proof : null;
            setStatusMessage("Test u are valid", "Apply");
        } else {
            throw new IllegalAccessError("User cannot read this." + "userID: " + tx.getCid().getId() + "txcid:" +tx.getCid().getId() + "creator:" +org);
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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blob 183�[
    {
     "name": "test3", 
     "policy": "OR('Org3MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]
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blob 9151�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.*;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private HashMap<String, LinkedList<CredentialProof>> proofs = new HashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        List<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList = null;
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (!this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || !tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        } else if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }

        // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
        //  Expected reply from sub chaincode is a JSON
        for(String contractAddress : currIssuer.getSubIssuers()) {
            String[] keys = contractAddress.split(":");
            for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                args = new ArrayList<>();
                args.add("readProof".getBytes());
                args.add(user.getBytes());
                resp = stub.invokeChaincode(keys[0], args, keys[1]);
                if (resp.getPayload() != null && resp.getPayload().length > 0) {
                    CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                    if (proof.getValid()) {
                        if (proofs.containsKey(user)) {
                            linkedList = proofs.get(user);
                        } else {
                            linkedList = new LinkedList<>();
                            proofs.put(user, linkedList);
                        }
                       linkedList.add(proof);
                       proofs.put(user, linkedList);
                    }
                }
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if (!Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> array = new ArrayList<>(Arrays.asList(proof.getProvidedCredentials()));
                    String[] arr = proof.getProvidedCredentials();
                    array.add(thisKey);
                    proof.setProvidedCredentials(array.toArray(arr));
                    item.setParentCredentialProof(proof.getKey());
                    proof.addData(item);
                    if (proof.getProvidedCredentials().length >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners = null;


        while(iterator.hasNext()) {
            proof = iterator.next();
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
        setStatusMessage(resp.getMessage(), "Apply");

    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    public boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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blob 1309�{{- $vrs := dict "totalOrderers" 0 }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $port := 0 }}
{{- if gt $vrs.totalOrderers 9 }}
{{ $port := (printf "324%d" (int64 $vrs.totalOrderers)) }}
{{- else }}
{{ $port := (printf "3245%d" (int64 $vrs.totalOrderers)) }}
{{ $_ := set $vrs "totalOrderers" (add1 $vrs.totalOrderers) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    component: hlf-orderer
    fqdn: {{ $host.Hostname }}.{{ $org.Domain }}
    addToHostAliases: "true"
spec:
  type: NodePort
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
    nodePort: {{ $port | int }}
  {{- if $.Values.orderer.cluster.enabled }}
  - protocol: TCP
    port: {{ $.Values.orderer.cluster.port }}
    name: grpc-cluster
  {{- end }}  
  # to verify 
  {{- if $.Values.orderer.operations.enabled }}  
  - protocol: TCP
    port: {{ $.Values.orderer.operations.servicePort }}
    name: operations  
  {{- end }}  
---
{{- end }} {{- /* end if else */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
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blob 1996�package com.bchain.chaincode.Objects;

import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;

public class Qualification extends ObjectsOperations {
   private String subject;

    public String getParentQualifier() {
        return parentQualifier;
    }

    public void setParentQualifier(String parentQualifier) {
        this.parentQualifier = parentQualifier;
    }

    private String parentQualifier;
   private String description;
   private String[] requiredCredentials;
   private String[] providedCredentials;
   private String[] owners;

    public Qualification() {
    }

    public Qualification(String subject, String description, String[] requiredCredentials, String[] providedCredentials, String[] owners, String parentQualifier) {
        this.subject = subject;
        this.description = description;
        this.requiredCredentials = requiredCredentials;
        this.providedCredentials = providedCredentials;
        this.owners = owners;
        this.parentQualifier = parentQualifier;
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getRequiredCredentials() {
        return requiredCredentials;
    }

    public void setRequiredCredentials(String[] requiredCredentials) {
        this.requiredCredentials = requiredCredentials;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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blob 1141�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }

    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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blob 1795�package main

import (
	"encoding/json"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	assert2 "github.com/stretchr/testify/assert"
	"testing"
)

var testTable = []struct {
	name         	string
	courseId     	string
	tutorId  	 	string
	expectedStatus 	int32
	testDesc	 	string
} {
	{"Distributed Systems", "DAT520", "233234", shim.OK, "Adding distributed systems" },
	{"Blockchain", "DAT650", "233234", shim.OK, "Adding blockchain course" },
}

// struct for parsing the shim APIs response
type resp struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload Course   `json:"payload"`
}

/*
	Shim has a mocking framework which enables us to do unit testing without
	a running enviroment.

 */
func TestCourse(t *testing.T)  {
	assert := assert2.New(t)
	stubMock := shim.NewMockStub("Test", new(GradeSystem)) // mock the GradeSystem
	assert.NotNil("Failed creation of stubMock", stubMock)


	uid := uuid.New().String()

	for _,test := range testTable {
		result := stubMock.MockInvoke(uid,
			[][]byte{
				[]byte(AddCourse),
				[]byte(test.courseId),
				[]byte(test.name),
				[]byte(test.tutorId),
			})
		assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " failed. ")
		if result.GetStatus() == shim.OK {
			result = stubMock.MockInvoke(uid,
				[][]byte{
					[]byte(ReadCourse),
					[]byte(test.courseId),
				})
			assert.Equal(test.expectedStatus, result.GetStatus(), "Failed to read.")
			// test response object
			r := &resp{}
			err := json.Unmarshal(result.GetPayload(), r)
			if err != nil {
				assert.Fail("Failed in reading payload over to JSON format. Error: " + err.Error())
			}
			assert.Equal(test.courseId, r.Payload.CourseId, "Mismatch between expected courseid and payload courseid")
		}
	}
}
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blob 549�package com.bchain.chaincode.Utilities;


public class ResponseMsg {
    String message;
    byte[] Payload;
    public ResponseMsg(String message, byte[] payload) {
        this.message = message;
        Payload = payload;
    }
    public byte[] WriteResponse() {
        StringBuilder resp = new StringBuilder();
        resp.append("{");
        resp.append("{\"message \":\"" + this.message + "\"},");
        resp.append("{\"payload \":\"" + this.Payload + "\"},");
        resp.append("}");
        return resp.toString().getBytes();
    }
}
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blob 5039�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.util.Arrays;
import java.util.List;

public class CredentialProof extends ObjectsOperations {
    private String subject;
    private String parentcredentProof;
    private String description;
    private String[] requiredCredentials;
    private String[] providedCredentials;
    private String[] owners;
    private String hash;

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    private boolean isValid = false;

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public CredentialProof(String subject, String description, String[] requiredCredentials, String[] providedCredentials, String[] owners, String parentcredentProofifier) {
        this.subject = subject;
        this.description = description;
        this.requiredCredentials = requiredCredentials;
        if(this.requiredCredentials != null) {
            this.providedCredentials = new String[requiredCredentials.length];
        } else {
            this.providedCredentials = providedCredentials;
        }

        this.owners = owners;
        this.parentcredentProof = parentcredentProof;
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getRequiredCredentials() {
        return requiredCredentials;
    }

    public void setRequiredCredentials(String[] requiredCredentials) {
        this.requiredCredentials = requiredCredentials;
        this.providedCredentials = new String[requiredCredentials.length];
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }

    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(
                         Arrays.toString(this.getRequiredCredentials())
                        .concat(Arrays.toString(this.getProvidedCredentials()))
                        .concat(this.getSubject())
                        .concat(this.getParentCredentialProof()), StandardCharsets.UTF_8).toString();
    }

    public static boolean checkParent(ChaincodeStub stub, String key) throws IOException {
        CredentialProof credentProof = new CredentialProof().fetch(key, stub);
        if (!credentProof.getParentCredentialProof().equals(null)) {
            if(checkParent(stub,credentProof.getParentCredentialProof()) == true) {
                return true;
            }
        }
        return credentProof.isValid();
    }

    public static void updateParentCredentials(ChaincodeStub stub, String key, String credentialId) throws IOException {
        CredentialProof credentProof = new CredentialProof();
        credentProof = credentProof.fetch(key, stub);
        List<String> rC = Arrays.asList(credentProof.getRequiredCredentials());
        List<String> pC = Arrays.asList(credentProof.getProvidedCredentials());
        int idx = rC.indexOf(credentialId);
        String credentProofKey = "CredentialProof" + credentProof.getSubject() + credentProof.getDescription();

        if (credentProof.getParentCredentialProof() != null) {
            updateParentCredentials(stub, credentProof.getParentCredentialProof(), credentProofKey);
        }
        if(idx == 0 || idx > 0 && pC.contains(rC.get(idx-1))) {
            String[] lst = credentProof.getProvidedCredentials();
            lst[lst.length-1] = credentialId;
            credentProof.commit(stub, credentProof.getKey());
        } else {
            throw new IOException("The credentProofification doesn't meet the casual order of required credentProofifications!");
        }
    }
    public static void setParentRevoked(ChaincodeStub stub, String key) throws IOException {
        CredentialProof credentProof = new CredentialProof();
        credentProof = credentProof.fetch(key,stub);
        if (credentProof.getParentCredentialProof() != null) {
            setParentRevoked(stub, credentProof.getParentCredentialProof());
        }
        credentProof.setValid(false);
        credentProof.commit(stub, key);
    }

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgkbQaENk3lCsIk16U
mCr7SAIanQyGlmJCIrjjC5gHWtChRANCAASRN1qxh/xyskMRk5exUL7AnKRSt2oz
yBvkRnTS77Tvcy3xNzi1hEYsXyihytDZ7JZVbGveaj03EU7PyhZ5YLp2
-----END PRIVATE KEY-----
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blob 589�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureRevokeCredential extends Procedure {

    public ProcedureRevokeCredential(TxProcedure tx) {

    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {

    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {

    }
}
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blob 7840�name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  recorderchannel:
    orderers:
      - orderer0.org1.com
      - orderer1.org1.com
      - orderer0.org2.com
      - orderer1.org2.com
    peers:
      peer0.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
organizations:
  UiS:
    mspid: UiSMSP
    peers:
      - peer0.universityofstavanger.no
      - peer1.universityofstavanger.no
      - peer2.universityofstavanger.no
    certificateAuthorities:
      - ca.universityofstavanger.no

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgtjRJUDM9Wf9y5q8D
        ZpoNYcvd8EC+xkY4I13JgMUfZ5ehRANCAATqQgcra20udbhIomS9q/XI/yqhsZcZ
        Pi956o6RGv8MEwvQuriDRaOqlHs4YVgnbb333FECRlScjOJFMZjwuI54
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICQzCCAemgAwIBAgIRAO9tMAAVLKN3byJJCjgfjq8wCgYIKoZIzj0EAwIwgYMx
        CzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4g
        RnJhbmNpc2NvMSEwHwYDVQQKExh1bml2ZXJzaXR5b2ZzdGF2YW5nZXIubm8xJDAi
        BgNVBAMTG2NhLnVuaXZlcnNpdHlvZnN0YXZhbmdlci5ubzAeFw0yMDA1MTEwNzUw
        MDBaFw0zMDA1MDkwNzUwMDBaMHMxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxp
        Zm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJhbmNpc2NvMQ4wDAYDVQQLEwVhZG1pbjEn
        MCUGA1UEAwweQWRtaW5AdW5pdmVyc2l0eW9mc3RhdmFuZ2VyLm5vMFkwEwYHKoZI
        zj0CAQYIKoZIzj0DAQcDQgAE6kIHK2ttLnW4SKJkvav1yP8qobGXGT4veeqOkRr/
        DBML0Lq4g0WjqpR7OGFYJ22999xRAkZUnIziRTGY8LiOeKNNMEswDgYDVR0PAQH/
        BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgIJZrZrj5DrHfoG4bkx2L
        E6uhg1fjKNOOiKLzkGV6EO4wCgYIKoZIzj0EAwIDSAAwRQIhAONonuVzLVrFMu8w
        Fo0WZ2MCtxV6SPfvGTMAqJjuS4vHAiA25YTT/nr+3gHwQHmR6WWz4eIAGrj0r/zl
        Dwasuo6w7g==
        -----END CERTIFICATE-----

  UiT:
    mspid: UiTMSP
    peers:
      - peer0.universityoftromso.no
      - peer1.universityoftromso.no
    certificateAuthorities:
      - ca.universityoftromso.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgK9L8ndmZxYrT1Z53
        UE5ZTMZoxj3+oExnFvJeEKhRmq+hRANCAASLut7exNOFSnoD/5MnJlpFwI678xDb
        RC66FQrs7vMdMMYIPeQ1Xzh2uSLNiJqmyy4HEJc3AMNQgWGmjtbsjFMX
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICNzCCAd6gAwIBAgIQM7Mt/Yex0BZ/8IKTSowP5TAKBggqhkjOPQQDAjB9MQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEeMBwGA1UEChMVdW5pdmVyc2l0eW9mdHJvbXNvLm5vMSEwHwYDVQQD
        ExhjYS51bml2ZXJzaXR5b2Z0cm9tc28ubm8wHhcNMjAwNTExMDc1MDAwWhcNMzAw
        NTA5MDc1MDAwWjBwMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEW
        MBQGA1UEBxMNU2FuIEZyYW5jaXNjbzEOMAwGA1UECxMFYWRtaW4xJDAiBgNVBAMM
        G0FkbWluQHVuaXZlcnNpdHlvZnRyb21zby5ubzBZMBMGByqGSM49AgEGCCqGSM49
        AwEHA0IABIu63t7E04VKegP/kycmWkXAjrvzENtELroVCuzu8x0wxgg95DVfOHa5
        Is2ImqbLLgcQlzcAw1CBYaaO1uyMUxejTTBLMA4GA1UdDwEB/wQEAwIHgDAMBgNV
        HRMBAf8EAjAAMCsGA1UdIwQkMCKAIBS3JEvOzIHDdOlh9wMvI09hP/mCXClbfjbD
        fll6fLnpMAoGCCqGSM49BAMCA0cAMEQCIC0LpQXV8h1lirErDh0eoLj9PLZNWCBF
        urOb8As/7aRSAiAmrcKiOON0pPjcpBjpn2jSP1HoqrC+jN2Wt/dmRf1dwA==
        -----END CERTIFICATE-----
  NTNU:
    mspid: NTNUMSP
    peers:
      - peer0.ntnu.no
      - peer1.ntnu.no
      - peer2.ntnu.no
    certificateAuthorities:
      - ca.ntnu.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg1B7EzGm4b72lgyen
        lSehyD9GWkTR9IeTwW9xX7olp+OhRANCAASVXXIPJoZcFRFIoFWswx67M/RI9o6H
        JcfqVCgJXpo7mcCiIP+vV0nQ3ubsl1mHgc/un45glyi6rfi94F+hOjK8
        -----END PRIVATE KEY-----
    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICDjCCAbSgAwIBAgIQCyH5Wc7P6EXxw7KCXkAkyzAKBggqhkjOPQQDAjBhMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEQMA4GA1UEChMHbnRudS5ubzETMBEGA1UEAxMKY2EubnRudS5ubzAe
        Fw0yMDA1MTEwNzUwMDBaFw0zMDA1MDkwNzUwMDBaMGIxCzAJBgNVBAYTAlVTMRMw
        EQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJhbmNpc2NvMQ4wDAYD
        VQQLEwVhZG1pbjEWMBQGA1UEAwwNQWRtaW5AbnRudS5ubzBZMBMGByqGSM49AgEG
        CCqGSM49AwEHA0IABJVdcg8mhlwVEUigVazDHrsz9Ej2joclx+pUKAlemjuZwKIg
        /69XSdDe5uyXWYeBz+6fjmCXKLqt+L3gX6E6MryjTTBLMA4GA1UdDwEB/wQEAwIH
        gDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIGQn6f63CMbdgaPogCFZF2PGFUp/
        C/FtsHam4/X6ObFwMAoGCCqGSM49BAMCA0gAMEUCIQDEgeqehzb08anJFlnC0QNS
        nadtibOB5XsWJ2qHnxYJrAIgT/5wQX/ecX4uKG7JWC4qjuhTHPKgiPf7/jojrkAc
        zPI=
        -----END CERTIFICATE-----

orderers:
  orderer0.org1.com:
    url: grpc://localhost:31037
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org1.com:
    url: grpc://localhost:31057
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

  orderer0.org2.com:
    url: grpc://localhost:30210
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org2.com:
    url: grpc://localhost:30328
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true


peers:
  peer0.universityofstavanger.no:
    url: grpc://localhost:30198
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.universityofstavanger.no:
    url: grpc://localhost:32141
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer2.universityofstavanger.no:
    url: grpc://localhost:30539

  peer0.universityoftromso.no:
    url: grpc://localhost:30503

  peer1.universityoftromso.no:
    url: grpc://localhost:30705

  peer2.universityoftromso.no:
    url: grpc://localhost:30737

certificateAuthorities:
  ca.universityofstavanger.no:
    url: http://localhost:32607
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.universityoftromso.no:
    url: http://localhost:31068
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.ntnu.no:
    url: http://localhost:32116
    registrar:
      enrollId: admin
      enrollSecret: adminpw
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blob 8664�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('OrdererMSP.admin')"

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"


        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org2.example.com
              Port: 9051

    - &Org3
        Name: Org3MSP
        ID: Org3MSP
        MSPDir: crypto-config/peerOrganizations/org3.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Admins: 
                Type: Signature
                Rule: "OR('Org3MSP.admin')"

        AnchorPeers:
            - Host: peer0.org3.example.com
              Port: 11051


Capabilities: 
    Channel: &ChannelCapabilities
        V1_4_3: true
        V1_2: false
        V1_1: false

    Orderer: &OrdererCapabilities
        V1_4_2: true
        # V1.1 for Orderer enables the new non-backwards compatible
        # features and fixes of fabric v1.1
        V1_1: true

    Application: &ApplicationCapabilities
        # V1.3 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.3.
        V1_4_2: true
        V1_3: false
        # V1.2 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.2 (note, this need not be set if
        # later version capabilities are set)
        V1_2: false
        # V1.1 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.1 (note, this need not be set if
        # later version capabilities are set).
        V1_1: false

Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"

Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 10

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 512 KB


    Organizations:


    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"
                        # BlockValidation specifies what signatures must be included in the block
            # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"
    
    Capabilities:
        <<: *OrdererCapabilities

#Channel: &ChannelRecorder

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
                    - *Org3


    RecorderChannel:
        Consortium: SampleConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
                - *Org3
            Capabilities:
                <<: *ApplicationCapabilities
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blob 1152�package com.bchain.chaincode.Objects;

import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String getRecord = "getRecord";
    public static final String revoke = "revoke";
    public static final String initRecorder = "initRecorder";
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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blob 1529�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 4651�package clientapplication.Network;


import clientapplication.Utilities.ChaincodeOperations;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;

import java.io.File;
import java.io.IOException;
import java.util.ArrayList;
import java.util.Collection;
import java.util.Date;


public class InitializeConfig {
    private NetworkConfig config;
    //Logger logger = new Logger(InitializeConfig.class);

    private void initConfig(String path) {
        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }

    private void createChannels(HFClient client) throws Exception{
        for (String channelName : config.getChannelNames()) {
            Channel channel = client.loadChannelFromConfig(channelName, config);
            ChaincodeOperations.CreateChannel(client, channel);
        }
    }


    public void initChannels(String orgName) throws Exception {
        NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(adminPem);
        createChannels(client);
    }

    public void startChaincode(String channelName, String orgName, String chaincodeName, String version,
                                String endorsementPath,
                               String collectionsPath, String chaincodePath, long timeInMillis, String[] args) throws Exception {
        if ( timeInMillis == 0L){
            timeInMillis = 10000;
        }
        HFClient client = createInstancewithUserContext(orgName);
        Channel channel = client.loadChannelFromConfig(channelName, config);
        Collection<ProposalResponse> responses = ChaincodeOperations.Instantiate(client, channel, chaincodeName, version, args, endorsementPath, collectionsPath);
        System.out.println("Instantiating chaincode: " + chaincodeName + " verison: " + version);
        handleResponses(responses);
        Thread.sleep(timeInMillis);
        responses = ChaincodeOperations.Install(client, channel, chaincodeName, version, chaincodePath);
        handleResponses(responses);
    }

    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private HFClient createInstancewithUserContext(String orgName) throws InvalidArgumentException{
        NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(adminPem);
        return client;
    }

    public static void main(String args[]) {
        System.out.println("|___ Network Config path ___|");
        InitializeConfig config = new InitializeConfig();
        System.out.println("----------------------------[HELP]------------------------");
        System.out.println("CREATE CHANNEL from connection.yaml file - args[orgName] ");
        System.out.println("INSTALL & INSTANTIATE CHAINCODE - args[channelName, orgName, chaincodeName, version, args, endorsmentPath (.json), collectionsPath (.json), chaincodePath, waitTime (optional, default 10000) ]");
        System.out.println("----------------------------------------------------------");
        config.initConfig(args[0]);
        try {
            switch (args[1]) {
                case "createChannels":
                    config.initChannels(args[2]);
                case "startChaincode":
                    config.startChaincode(args[2], args[3], args[4], args[5], args[6], args[7], args[8], Long.parseLong(args[9]),stringToList(args[10]));
            }

        } catch (Exception e) {
            System.out.println("Something went wrong.");
        }
    }

    private static String[] stringToList(String arg) throws IOException {
        ObjectMapper mapper = new ObjectMapper();
        return mapper.readValue(arg, String[].class);
    }


}
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blob 94�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

public class TxRevoke {
}
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blob 3633�package test.java;

import main.clientapplication.Utilities.ChaincodeOperations;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.ProposalException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class PrepareRequest {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public PrepareRequest(Channel channel, HFClient client, String fcn,
                          String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField, boolean isQuery) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannel();
        if (!isQuery){
            prepareRequest();
        }
    }
    public void initChannel() {
        try {
            if (this.channel.isInitialized()) {
                this.channel.initialize();
            }
        } catch (Exception e) {
            System.out.println("ERROR:" + e);
        }
    }

    public void prepareRequest() {
            try {
               this.proposalRequest = ChaincodeOperations.prepareRequest(this.getClient(), this.getFcn(), this.getFcn(), this.getChaincodeVersion(), this.getTrannsientField(), this.getArgs(), this.getPeers());
            } catch ( InvalidArgumentException | ProposalException | TransactionException e){
                System.out.println("ERROR: " + e);
            }
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public Collection<ProposalResponse> forwardRequest() throws Exception {
        return ChaincodeOperations.Invoke(this.proposalRequest,this.getChannel(), this.getPeers());
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 924�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 859�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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commit 252�tree 75e43d67dcaad796b0c701bda2b2bb4f2b59af64
parent d03faffe45f1329da35f0b1651b2f38ffd4e3559
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579774486 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579774486 +0100

deleted deprecated file
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blob 949�package clientapplication.Architecture;

public class FabricPeer {

    public FabricPeer() {}

    private String endorsingPeer;
    private String chaincodeQuery;
    private String ledgerQuery;
    private String eventSource;

    public String getEndorsingPeer() {
        return endorsingPeer;
    }

    public void setEndorsingPeer(String endorsingPeer) {
        this.endorsingPeer = endorsingPeer;
    }

    public String getChaincodeQuery() {
        return chaincodeQuery;
    }

    public void setChaincodeQuery(String chaincodeQuery) {
        this.chaincodeQuery = chaincodeQuery;
    }

    public String getLedgerQuery() {
        return ledgerQuery;
    }

    public void setLedgerQuery(String ledgerQuery) {
        this.ledgerQuery = ledgerQuery;
    }

    public String getEventSource() {
        return eventSource;
    }

    public void setEventSource(String eventSource) {
        this.eventSource = eventSource;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgH7THUdWoRuKYtXh8
oaUfCenxQf2Q6df7MxwGHsJOdu2hRANCAARMZ34RG0n5lYq6oy51Ss311jpESMcp
25XHiZQmu24KIAEYu5z1XbvgtbvH1crGmmb8HwUgYQa628k+lNssL54g
-----END PRIVATE KEY-----
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blob 2050�package chaincode

import (
	"encoding/json"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric/protos/msp"
	"src/github.com/golang/protobuf/proto"
	"src/github.com/hyperledger/fabric-chaincode-go/shimtest"
	"testing"
)

var Cert = `-----BEGIN CERTIFICATE-----		
cTyEQNEJl9NGt7yDnOgjkdPJJPK2qk9sawYZMAIgZsd7VaWbSAD2r3eVVfN1pb3p
Lq1MU1tbZ6/Iwd6PIc8=
-----END CERTIFICATE-----`

var testData = []struct {
	issuerType string
	subIssuers []string `json:"subIssuers"`// What are the "sub-chaincode" which holds this information?
	owners []string `json:"owners"`// which entity is allowed in doing these operations?
	signaturesRequired []string `json:"sigRequired"` //
	channels []string `json:"channels"` // which channels are the subIssuers found?
}{
	{issuerType: "DAT520", subIssuers:nil, owners:nil, signaturesRequired: nil, channels: nil},
}

func setCreator(t *testing.T, stub *shimtest.MockStub, mspID string, idbytes []byte) {
	sid := &msp.SerializedIdentity{Mspid: mspID, IdBytes: idbytes}
	b, err := proto.Marshal(sid)
	if err != nil {
		t.FailNow()
	}
	stub.Creator = b
}


func checkInit(t *testing.T) {
	//asrt := assert.New(t)
	stubMock := shimtest.NewMockStub("Issuer", new(Issuer))
	setCreator(t, stubMock, "Org1MSP", []byte(Cert))
	uid := uuid.New().String()
	bytes, _ := json.Marshal(testData[0])
	lst := make([][]byte, 1)
	lst = append(lst, bytes)
	stubMock.MockInit(uid, lst)

}
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blob 18954�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--aptalkarga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051

    - &Valhalla
        Name: ValhallaMSP

        # ID to load the MSP definition as
        ID: ValhallaMSP

        MSPDir: crypto-config/peerOrganizations/valhalla.asgard/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.peer', 'ValhallaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin')"
                
        AnchorPeers:
            - Host: hlf-peer--valhalla--peer0
              Port: 7051

    - &Cimmeria
        Name: CimmeriaMSP

        # ID to load the MSP definition as
        ID: CimmeriaMSP

        MSPDir: crypto-config/peerOrganizations/cimmeria.hage/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.peer', 'CimmeriaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin')"

        AnchorPeers:
            - Host: hlf-peer--cimmeria--peer0
              Port: 7051
              

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: hlf-orderer--groeifabriek--orderer0
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: hlf-orderer--groeifabriek--orderer1
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: hlf-orderer--pivt--orderer0
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        Capabilities:
            <<: *ChannelCapabilities
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    - *Valhalla
                    - *Cimmeria
            SecondConsortium:
                Organizations:
                    - *Karga
                    - *Valhalla
                    - *Cimmeria
                    
    common:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-atlantis:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-valhalla-cimmeria:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-valhalla-cimmeria:
        Consortium: SecondConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities
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commit 245�tree 3a49f8256fd5e405f5a2e53a58cfb83b3acf9ad5
parent 26bcbbe36d15f1d9a94d9a6e59abb8630caf3549
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587318504 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1587318504 +0200

added client app
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blob 3337�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>
    <groupId>fabric</groupId>
    <artifactId>client</artifactId>
    <version>1.0-SNAPSHOT</version>
    <properties>
        <maven.compiler.source>1.8</maven.compiler.source>
        <maven.compiler.target>1.8</maven.compiler.target>
        <junit.jupiter.version>5.4.0</junit.jupiter.version>
    </properties>
    <dependencies>
        <!-- https://mvnrepository.com/artifact/org.hyperledger.fabric-sdk-java/fabric-sdk-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-sdk-java</groupId>
            <artifactId>fabric-sdk-java</artifactId>
            <version>1.4.8</version>
        </dependency>
        <!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/jackson-dataformat-yaml -->
        <dependency>
            <groupId>com.fasterxml.jackson.dataformat</groupId>
            <artifactId>jackson-dataformat-yaml</artifactId>
            <version>2.10.3</version>
        </dependency>
        <!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-params</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-engine</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>

        <dependency>
            <groupId>com.github.javafaker</groupId>
            <artifactId>javafaker</artifactId>
            <version>0.12</version>
        </dependency>
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
    </dependencies>
    <build>
        <sourceDirectory>src</sourceDirectory>
        <testResources>
            <testResource>
                <directory>src/test/java</directory>
                <excludes>
                    <exclude>**/*.java</exclude>
                </excludes>
            </testResource>
        </testResources>
        <plugins>
        <!-- JUnit 5 requires Surefire version 2.22.0 or higher -->
        <plugin>
            <groupId>org.apache.maven.plugins</groupId>
            <artifactId>maven-surefire-plugin</artifactId>
            <version>2.22.1</version>
        </plugin>
        <plugin>
            <artifactId>maven-compiler-plugin</artifactId>
            <version>3.1</version>
            <configuration>
                <source>1.8</source>
                <target>1.8</target>
            </configuration>
        </plugin>
        </plugins>
    </build>
</project>
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blob 871�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg90vlt3/jd3dSZqF5
zj39KCih3bbe+Vbnijz5jG4MS4uhRANCAARwJgGzXx0Gi0FVw0LUvxOUMkf1u37/
jSLnhli6HXKpmCXFozOnTVocTLDIoBesXdRpAl8Zq5bTcCfFPOYbnLuU
-----END PRIVATE KEY-----
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blob 469�package com.bchain.chaincode.Strategies;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxStrategy;
import org.hyperledger.fabric.shim.ChaincodeStub;

public class StrategyRegisterCredential implements Strategy {
    private TxStrategy tx;
    public StrategyRegisterCredential(TxStrategy tx) {
        this.tx = tx;
    }
    @Override
    public void validate(ChaincodeStub stub) {

    }

    @Override
    public void apply(ChaincodeStub stub) {

    }
}
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blob 3995�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonIgnore;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

    public CompositeKey  createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        String res = new String(stub.getPrivateData(collection,key));
        return toObject(res);
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        return stub.getPrivateData(collection, key) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {

        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

   public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }



    public boolean isValid() {
        return valid;
    }
}
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commit 256�tree a04de1e63bd2a9fbf99237525de3d21e0b6fa3e8
parent 56ac8c9f2ef842382640bae55a2b1dd9a5014175
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589918163 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589918163 +0200

node selector for workflows
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blob 1242�package main.main.java.com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.LinkedHashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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blob 875�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3055�package clientapplication;

import java.io.*;
import java.util.Collection;

import clientapplication.Architecture.Connection;
import com.fasterxml.jackson.databind.ObjectMapper;
import com.fasterxml.jackson.dataformat.yaml.YAMLFactory;
import org.apache.commons.compress.archivers.ArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveOutputStream;
import org.apache.commons.compress.compressors.gzip.GzipCompressorOutputStream;
import org.apache.commons.io.FilenameUtils;
import org.apache.commons.io.IOUtils;

public class Utils {

    /**
     *  borrowed from https://github.com/hyperledger/fabric-sdk-java/blob/8044bac1bfe9baf9d6360b067e0d6b5445cc953d/src/test/java/org/hyperledger/fabric/sdkintegration/Util.java
     * @param src
     * @param pathPrefix
     * @return
     * @throws IOException
     */
    public static InputStream generateTarGzInputStream(File src, String pathPrefix) throws IOException {
        File sourceDirectory = src;

        ByteArrayOutputStream bos = new ByteArrayOutputStream(500000);

        String sourcePath = sourceDirectory.getAbsolutePath();

        TarArchiveOutputStream archiveOutputStream = new TarArchiveOutputStream(new GzipCompressorOutputStream(new BufferedOutputStream(bos)));
        archiveOutputStream.setLongFileMode(TarArchiveOutputStream.LONGFILE_GNU);

        try {
            Collection<File> childrenFiles = org.apache.commons.io.FileUtils.listFiles(sourceDirectory, null, true);

            ArchiveEntry archiveEntry;
            FileInputStream fileInputStream;
            for (File childFile : childrenFiles) {
                String childPath = childFile.getAbsolutePath();
                String relativePath = childPath.substring((sourcePath.length() + 1), childPath.length());

                if (pathPrefix != null) {
                    relativePath = org.hyperledger.fabric.sdk.helper.Utils.combinePaths(pathPrefix, relativePath);
                }

                relativePath = FilenameUtils.separatorsToUnix(relativePath);

                archiveEntry = new TarArchiveEntry(childFile, relativePath);
                fileInputStream = new FileInputStream(childFile);
                archiveOutputStream.putArchiveEntry(archiveEntry);

                try {
                    IOUtils.copy(fileInputStream, archiveOutputStream);
                } finally {
                    IOUtils.closeQuietly(fileInputStream);
                    archiveOutputStream.closeArchiveEntry();
                }
            }
        } finally {
            IOUtils.closeQuietly(archiveOutputStream);
        }
        return new ByteArrayInputStream(bos.toByteArray());
    }

    public Connection parseYamlConfiguration() throws IOException {
        ObjectMapper mapper = new ObjectMapper(new YAMLFactory());
        Connection network = null;
        return mapper.readValue(new File(System.getProperty("user.dir") + "/src/main/java/clientapplication/connection.yaml"), Connection.class);
    }
}
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blob 1883�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }


   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }


    public boolean isValid() {
        return valid;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgzAW3IP5j7XT1Fhu4
VijJ4labkmnq6U2II9kPfZHVcXqhRANCAASftcfcTFbq9o9V08kGLPIT4tvEA7GE
yr7oib01eCBsYEopZA2F+SVcv+ikVEzt+Gi3ttbB3iG25oz/fu6R1kI3
-----END PRIVATE KEY-----
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commit 244�tree 14b57b1169e0b578a75cb048f3e0d23e38a2a0c1
parent 361e477d7cf2f11471b090dbc260f3aefbeeb458
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590319310 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590319310 +0200

update configtx
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blob 2754�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, ChaincodeObject obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, ChaincodeObject obj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, obj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(obj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, obj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public ChaincodeObject getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }
}
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg7/0NtS3KIrdpJ1pm
siOKsd6cmVCebynJZNkXHttUFuqhRANCAARwEv/R45poubmVWAI6NzBu897NPmFv
+U4rd+tpvcWUT9BC6yHULvfa8S22I4lUD720IrQJ9h6PVBf5Sq/o8YGS
-----END PRIVATE KEY-----
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blob 10379�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '2'

networks:
  basic:

services:
  ca.example.com:
    image: hyperledger/fabric-ca
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer
    environment:
      - FABRIC_LOGGING_SPEC=DEBUG
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb1
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
     # - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb2
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=info
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgk/qdpU1hlT3CuozZ
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-----END PRIVATE KEY-----
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blob 9877�{{- if .Values.orderer.launchPods }}
{{- range $i, $org := $.Values.OrdererOrgs }}

{{- $orgName := $org.Name }}
{{- range $i, $host := $org.Specs }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
spec:
  replicas: {{ $.Values.orderer.replicas }}
  podManagementPolicy: Parallel
  serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  selector:
    matchLabels:
      app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  volumeClaimTemplates:
  {{- if $.Values.orderer.persistence.enabled }}
  - metadata:
      name: orderer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.orderer.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-orderer
        org: hlf-orderer--{{ $org.Name | lower }}
        app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    spec:
      volumes:
        {{- if not $.Values.orderer.persistence.enabled }}
      - name: orderer-disk
        emptyDir: {}
        {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: orderer-tls
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
      - name: orderer-msp
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain }}-cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: genesis
        secret:
          secretName: hlf-genesis.block

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}


      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.orderer.backup.enabled }}
                               tar -czf /data/orderer.tar -C /var/hyperledger/production/orderer/ --exclude='lost+found' .  && \
                               echo 'prepared orderer data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.orderer.restore.enabled }}
                               rm -rf /var/hyperledger/production/orderer/* && \
                               tar -xf /data/orderer.tar -C /var/hyperledger/production/orderer/ && \
                               echo 'restored orderer data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
          
        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /data/
          name: rsync-disk

      {{- else }}
      
      {{- if $.Values.orderer.antiAffinity.enabled }}
      {{- if gt (len $org.Specs) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.orderer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $i, $hostInner := $org.Specs }}
                {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                {{- end }} {{- /* if not same host */ -}}
                {{- end }} {{- /* org.Specs */ -}}{{""}}

      {{- else }}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $i, $hostInner := $org.Specs }}
                  {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                  - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                  {{- end }} {{- /* if not same host */ -}}
                  {{- end }} {{- /* org.Specs */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
            
      {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:

      # Orderer container
      - name: orderer
        image: hyperledger/fabric-orderer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "orderer"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /var/hyperledger/orderer/tls/
          name: orderer-tls
        - mountPath: /var/hyperledger/orderer/msp/
          name: orderer-msp
        - mountPath: /var/hyperledger/orderer/
          name: genesis
        
        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.orderer.logLevel }}
        - name: ORDERER_GENERAL_LISTENADDRESS
          value: 0.0.0.0
        - name: ORDERER_GENERAL_GENESISMETHOD
          value: file
        - name: ORDERER_GENERAL_GENESISFILE
          value: /var/hyperledger/orderer/genesis.block
        - name: ORDERER_GENERAL_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: ORDERER_GENERAL_LOCALMSPDIR
          value: /var/hyperledger/orderer/msp
        - name: ORDERER_GENERAL_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: ORDERER_GENERAL_TLS_PRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_TLS_CERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_TLS_ROOTCAS
          value: /var/hyperledger/orderer/tls/ca.crt

        - name: ORDERER_GENERAL_CLUSTER_CLIENTPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_CLIENTCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt

        # Raft cluster configuration 
        {{- if $.Values.orderer.cluster.enabled }}
        - name: ORDERER_GENERAL_CLUSTER_SERVERPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_SERVERCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_CLUSTER_LISTENPORT
          value: {{ $.Values.orderer.cluster.port | quote }}
        - name: ORDERER_GENERAL_CLUSTER_LISTENADDRESS
          value: 0.0.0.0
        {{- end }}

        # Operations configuration 
        {{- if $.Values.orderer.operations.enabled }}
        - name: ORDERER_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.orderer.operations.listenAddress }}
        - name: ORDERER_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.orderer.operations.tls.enabled | quote }}
        {{- end }}

        # Metrics configuration with Prometheus
        {{-  if $.Values.orderer.metrics.enabled }}
        - name: ORDERER_METRICS_PROVIDER
          value: {{ $.Values.orderer.metrics.provider }}
        {{ end }}  

        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: ERROR
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}
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blob 502�package chaincode_2

import (
	"github.com/hyperledger/fabric/protos/peer"
	"src/github.com/hyperledger/fabric-chaincode-go/shim"
)

type DiplomaIssuer struct {

}


func (t *DiplomaIssuer) hasAccess(stub shim.ChaincodeStubInterface) (bool, error){
	return false, nil
}

func (t *DiplomaIssuer) Init(stub shim.ChaincodeStubInterface) peer.Response{
	stub.GetTxTimestamp()
	r := &Response{
		Code:    INIT,
		Message: "Notary initialized",
		Payload: nil,
	}
	return shim.Success(r.formatResponse())
}
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blob 5076�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
            - Host: peer1.org1.example.com
              Port: 8051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 9061
################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 10

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 512 KB

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects
        # NOTE: Use IP:port notation
        Brokers:
            - 127.0.0.1:9092

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
    TwoOrgsChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
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blob 2406�package com.bchain.chaincode;

import com.fasterxml.jackson.databind.ObjectMapper;

import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.io.ObjectInputStream;
import java.nio.charset.StandardCharsets;
import java.util.Collection;
import java.util.HashSet;
import java.util.Iterator;

public class utils {
    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static <T extends Object> HashSet<T> objectStreamToHashSet(byte[] bytes, HashSet<T> obj) throws IOException {
        ObjectInputStream os = new ObjectInputStream(new ByteArrayInputStream(bytes));
        try {
            obj = (HashSet<T>) os.readObject();
        } catch(ClassNotFoundException e) {
            throw new IOException("Something went wrong while reading bytes to list! " + e);
        }
        return obj;
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }

    class Response {
       String code;
       String message;
       Byte Payload;
       public Response(String code, String message, Byte payload) {
            this.code = code;
            this.message = message;
            Payload = payload;
       }
       public byte[] WriteResponse() {
           StringBuilder resp = new StringBuilder();
           resp.append("{");
           resp.append("{\"code \":\"" + this.code + "\"},");
           resp.append("{\"message \":\"" + this.message + "\"},");
           resp.append("{\"payload \":\"" + this.Payload + "\"},");
           resp.append("}");
           return resp.toString().getBytes();
       }
    }
}
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blob 729�# Created at 2020-04-14T11:41:43.478
WARNING: An illegal reflective access operation has occurred

# Created at 2020-04-14T11:41:43.479
WARNING: Illegal reflective access by com.google.protobuf.UnsafeUtil (file:/Users/simenjakobsen/.m2/repository/com/google/protobuf/protobuf-java/3.5.1/protobuf-java-3.5.1.jar) to field java.nio.Buffer.address

# Created at 2020-04-14T11:41:43.479
WARNING: Please consider reporting this to the maintainers of com.google.protobuf.UnsafeUtil

# Created at 2020-04-14T11:41:43.479
WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations

# Created at 2020-04-14T11:41:43.479
WARNING: All illegal access operations will be denied in a future release
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blob 450�package com.bchain.chaincode.Strategies.TransactionsImpl;

import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        super.ParseFrom(args, stub);
    }
}
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blob 1464�package main

import (
	"fmt"

	"github.com/hyperledger/fabric/core/chaincode/shim"
	sc "github.com/hyperledger/fabric/protos/peer"
)

// Define the Smart Contract structure
type SmartContract struct {
}

/*
* The Init method is called when the Smart Contract "fabcar" is instantiated by the blockchain network
* Best practice is to have any Ledger initialization in separate function -- see initLedger()
 */
func (s *SmartContract) Init(APIstub shim.ChaincodeStubInterface) sc.Response {
	return shim.Success(nil)
}

/*
* The Invoke method is called as a result of an application request to run the Smart Contract "fabcar"
* The calling application program has also specified the particular smart contract function to be called, with arguments
 */
func (s *SmartContract) Invoke(APIstub shim.ChaincodeStubInterface) sc.Response {

	// Retrieve the requested Smart Contract function and arguments
	function, args := APIstub.GetFunctionAndParameters()
	// Route to the appropriate handler function to interact with the ledger appropriately
	if function == "ping" {
		return s.ping(APIstub, args)
	}

	return shim.Error("Invalid Smart Contract function name.")
}

func (s *SmartContract) ping(APIstub shim.ChaincodeStubInterface, args []string) sc.Response {
	fmt.Printf("ping called")
	return shim.Success([]byte("{\"ping\":\"pong\"}"))
}

func main() {
	err := shim.Start(new(SmartContract))
	if err != nil {
		fmt.Printf("Error starting chaincode: %s", err)
	}
}
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blob 102�package com.bchain.chaincode.Strategies.Procedures.Issuer;

public class ProcedureAddParticipants {
}
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blob 904�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 3119�package main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String description;
    private int quorum;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private ArrayList<String> providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, String[] owners) {
        this.subject = subject;
        this.description = description;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new ArrayList<>();
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public ArrayList<String> getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(ArrayList<String> providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.size() >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
}
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blob 663�{{- $vrs := dict "totalCAs" 0 }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- $port := 0}}
{{- if gt ($vrs.totalCAs) 9 }}
{{ $port = (printf "322%d" (int64 $vrs.totalCAs)) }}
{{- else }}
{{ $port = (printf "3220%d" (int64 $vrs.totalCAs)) }}
{{- end }} {{- /* end if else */ -}}
{{- $_ := set $vrs "totalCAs" (add1 $vrs.totalCAs) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
  labels:
    name: hlf-ca--{{ $org.Name | lower }}
spec:
  type: NodePort
  selector:
    app: hlf-ca--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7054
    name: http
    nodePort: {{ $port | int }}
---
{{- end }} {{- /* Orgs */ -}}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgoJzaC0/8vYVtXIvk
x5NfR4YlmXoFXPlYyXHcuJn+EC+hRANCAAT5D+zU9OW7Heb0RbtBnFh+Ua2JyfC/
CiPe7uehynGy/PD9eqNV067BTvmYQYRiZxN+PGil6ud+mBxfMS7jyLJA
-----END PRIVATE KEY-----











thesis-work/.git/objects/bc/e7405dd4e300946b08c1d38c0679a906f29c54

thesis-work/.git/objects/bc/e7405dd4e300946b08c1d38c0679a906f29c54









thesis-work/.git/objects/bc/ea484307fbcb97ac81d50b399b8ccb2ef2d985

thesis-work/.git/objects/bc/ea484307fbcb97ac81d50b399b8ccb2ef2d985









thesis-work/.git/objects/bd/03d83340c98e8975a19495154b116ee68d1adb

thesis-work/.git/objects/bd/03d83340c98e8975a19495154b116ee68d1adb









thesis-work/.git/objects/bd/049b34d0edf87f95a51058e5933d6cbbc53b47

thesis-work/.git/objects/bd/049b34d0edf87f95a51058e5933d6cbbc53b47









thesis-work/.git/objects/bd/410ced149baf5b77d762d595633065fcb90fe7

thesis-work/.git/objects/bd/410ced149baf5b77d762d595633065fcb90fe7









thesis-work/.git/objects/bd/45dbaa4db44c02ad98c376af02d2cc798a75e2

thesis-work/.git/objects/bd/45dbaa4db44c02ad98c376af02d2cc798a75e2


blob 1816�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureVerifyCredential extends Procedure {
    private TxVerifyCredential tx;
    private String objectToVerify;

    public ProcedureVerifyCredential(TxProcedure tx) {
        if (tx instanceof TxVerifyCredential) {
            this.tx = (TxVerifyCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        Trie trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifier(), tx.getStoredKey()).toString();
        if (!trie.objectExists(key, stub)) {
            throw new IOException("Subject doesn't exists.");
        } else {
            trie = trie.fetch(key, stub);
            if (!trie.containsKey(tx.getTrieKey())) {
                throw new IOException("Key doesn't exists.");
            } else {
                objectToVerify = trie.getObjectAtNode(tx.getTrieKey());
                if (objectToVerify != null) {
                    setStatusMessage("Data provided for key: " + tx.getTrieKey() + " isValid: " + objectToVerify.equals(new String(tx.getDataToVerify())), "Validation");
                    return;
                }
            }
        }
        setStatusMessage("Data provided for key: " + key + " is either not found or not valid. ","Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
       // NO-OP
    }
}
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blob 1572�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Orderer
    Domain: example.com
    Specs:
      - Hostname: orderer
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  # ---------------------------------------------------------------------------
  # Org1
  # ---------------------------------------------------------------------------
  - Name: Org1
    Domain: org1.example.com
    #EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  # ---------------------------------------------------------------------------
  # Org2
  # ---------------------------------------------------------------------------

  - Name: Org2
    Domain: org2.example.com
   # EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  # ---------------------------------------------------------------------------
  # Org3
  # ---------------------------------------------------------------------------
  - Name: Org3
    Domain: org3.example.com
    Template:
      Count: 2
    Users:
      Count: 1
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blob 958�# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

# ---------------------------------------------------------------------------
# Used to create external orderer org TLS CA secrets.
# Required if this part of Fabric network is not running an orderer node
# and needs to connect an external orderer.
# Additionally init.sh script creates empty placeholder MSP and TLS folders for convenience.
# It's user's responsibility to copy MSP and TLS certificates to created folders.
# ---------------------------------------------------------------------------
ExternalOrdererOrgs:
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
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blob 832�{{- if or .Values.backup.enabled .Values.restore.enabled }}
{{- $vars:= dict "ordererIndex" 0 }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-rsync--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
  labels:
    name: hlf-orderer-rsync--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
spec:
  type: ClusterIP
  clusterIP: None # Headless service for StatefulSet, required to access each pod invividually
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
  ports:
  - protocol: TCP
    port: 873
    name: rsync
---
{{- $_ := set $vars "ordererIndex" (add1 $vars.ordererIndex) }}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if backup/restore enabled */ -}}
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blob 18906�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

    - &Valhalla
        Name: ValhallaMSP

        # ID to load the MSP definition as
        ID: ValhallaMSP

        MSPDir: crypto-config/peerOrganizations/valhalla.asgard/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.peer', 'ValhallaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin', 'ValhallaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('ValhallaMSP.admin')"

        AnchorPeers:
            - Host: peer0.valhalla.asgard
              Port: 7051

    - &Cimmeria
        Name: CimmeriaMSP

        # ID to load the MSP definition as
        ID: CimmeriaMSP

        MSPDir: crypto-config/peerOrganizations/cimmeria.hage/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.peer', 'CimmeriaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin', 'CimmeriaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('CimmeriaMSP.admin')"

        AnchorPeers:
            - Host: peer0.cimmeria.hage
              Port: 7051
              

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_2: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        # - hlf-orderer--groeifabriek-0:7050
        - orderer0.groeifabriek.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: orderer1.groeifabriek.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: orderer0.pivt.nl
          Port: 7050
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        Capabilities:
            <<: *ChannelCapabilities
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    - *Valhalla
                    - *Cimmeria
            SecondConsortium:
                Organizations:
                    - *Karga
                    - *Valhalla
                    - *Cimmeria
                    
    common:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-atlantis:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
            Capabilities:
                <<: *ApplicationCapabilities

    private-valhalla-cimmeria:
        Consortium: TheConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities

    private-karga-valhalla-cimmeria:
        Consortium: SecondConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Valhalla
                - *Cimmeria
            Capabilities:
                <<: *ApplicationCapabilities
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blob 1437�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;


import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.*;

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        Credential credential = new Credential("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(credential);
           Credential proof1 = new Credential();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() throws IOException{
        String list = "[\"Test1\",\"Test2\"]";
        byte[] value = list.getBytes();
        HashSet<String> set = utils.stringToHashSet(value);
        assertTrue(set.contains("Test1"));
    }
}
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blob 1531�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This chaincode is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
       issuer.setCreator(this.tx.getCreator());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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blob 3595�package test.java;

import main.clientapplication.Utilities.ChaincodeOperations;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.ProposalException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class PrepareRequest {

    private Map<String,byte[]> trannsientField;
    private ArrayList<String> args;
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public PrepareRequest(Channel channel, HFClient client, String fcn,
                          String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField, boolean isQuery) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannel();
        if (!isQuery){
            prepareRequest();
        }
    }
    public void initChannel() {
        try {
            if (!this.channel.isInitialized()) {
                this.channel.initialize();
            }
        } catch (Exception e) {
            System.out.println("ERROR:" + e);
        }
    }

    public void prepareRequest() {
            try {
               this.proposalRequest = ChaincodeOperations.prepareRequest(this.getClient(), this.getFcn(), this.getFcn(), this.getChaincodeVersion(), this.getTransientField(), this.getArgs(), this.getPeers());
            } catch ( InvalidArgumentException | ProposalException | TransactionException e){
                System.out.println("ERROR: " + e);
            }
    }

    public Map<String, byte[]> getTransientField() {
        return trannsientField;
    }

    public Collection<ProposalResponse> forwardRequest() throws Exception {
        return ChaincodeOperations.Invoke(this.proposalRequest, this.getChannel(), this.getPeers());
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----











thesis-work/.git/objects/bf/3a0184de035150293fe7a3d4b18309645f50e7

thesis-work/.git/objects/bf/3a0184de035150293fe7a3d4b18309645f50e7









thesis-work/.git/objects/bf/6a8b56e4d7a065596ce72dba300a77b80aceed

thesis-work/.git/objects/bf/6a8b56e4d7a065596ce72dba300a77b80aceed









thesis-work/.git/objects/bf/6ff90314bcce85eb05f2e9f2b8d60100d605a7

thesis-work/.git/objects/bf/6ff90314bcce85eb05f2e9f2b8d60100d605a7


blob 6675�package clientapplication;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import clientapplication.Architecture.PeerConfiguration;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 20000;

    /*
        After installing the chaincode, instantiate it (onece per channel).
     */
    static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String> args, String endorsementPath, String collectionsPath) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn(fcn);
            instantiateProposalRequest.setArgs(args);
            if (endorsementPath != null) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromJsonFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            Map<String, byte[]> tm = new HashMap<>();
            tm.put("HyperLedgerFabric", "InstantiateProposalRequest:JavaSDK".getBytes(UTF_8));
            tm.put("method", "InstantiateProposalRequest".getBytes(UTF_8));
            instantiateProposalRequest.setTransientMap(tm);
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, channel.getPeers());
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }

    /*
        Install java chaincode
     */
    static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, String... args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, String... args) throws InvalidArgumentException,ProposalException {
        TransactionProposalRequest proposalRequest = client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "TransactionProposal:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "TransactionProposal".getBytes(UTF_8));
        return channel.sendTransactionProposal(proposalRequest, channel.getPeers());
    }
    /*
        Get the chaincode id object based on name and version
     */

    private static Channel CreateChannel(HFClient client, String path, String name, FabricUser adminUser, ArrayList<PeerConfiguration> peers, ArrayList<Orderer> orderers, ArrayList<EventHub> eventhubs ) throws Exception {
        Channel channel;
        ChannelConfiguration channelConfiguration;
        try {
            channelConfiguration = new ChannelConfiguration(Paths.get(path).toFile());
            channel = client.newChannel(name, orderers.remove(0), channelConfiguration, client.getChannelConfigurationSignature(channelConfiguration, adminUser));
            for (PeerConfiguration peer : peers) {
                channel.joinPeer(peer.getPeer(), peer.getOptions());
                if (peer.getEventHub() != null) {
                    channel.addEventHub(peer.getEventHub());
                }
            }
            for (Orderer orderer1 : orderers) {
                channel.addOrderer(orderer1);
            }
            channel.initialize();
            client.deSerializeChannel(channel.serializeChannel()).initialize();
        } catch (InvalidArgumentException | IOException | TransactionException e) {
            throw new Exception("Something went wrong while creating the channel: " + e);
        }
        return channel;
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }
 }
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commit 253�tree 175a87fb4629885c3f4918749f8034b52127b23f
parent d03faffe45f1329da35f0b1651b2f38ffd4e3559
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581670171 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1581670171 +0100

impl of notary chaincode
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blob 8803�package test.java.com.bchain.chaincode;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
        }));
        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer","channel1");
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes()
        }));

        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().contains("Added"));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());



        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes()
        }));
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()
        }));
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "records".getBytes());
        transientField.put("subChaincodes", "[\"Issuer:channel1\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        transientField = new HashMap<>();
        transientField.put("participants", "[ \"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("dataHash", credential.getHash().getBytes());
        transientField.put("key","Degree.DAT520.Assignment1".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));
    }
}
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blob 278�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ProjectModuleManager">
    <modules>
      <module fileurl="file://$PROJECT_DIR$/.idea/basic-network.iml" filepath="$PROJECT_DIR$/.idea/basic-network.iml" />
    </modules>
  </component>
</project>
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blob 1878�package chaincode

import (
	"crypto"
	"github.com/hyperledger/fabric/core/chaincode/shim"
)

/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)			 *
 *---------------------------------------------------------------------------------------------------------------------------------------*/
type IssuerInterface interface {
	 isRevoked(subject *crypto.PublicKey, issueId string) (bool) //
	 registerCredential(stub shim.ChaincodeStubInterface, subject *crypto.PublicKey, data []byte) //
	 revokeCredential(subject *crypto.PublicKey, issueId string) //
	 confirmCredential(subject *crypto.PublicKey, data []byte) //
	 verifyCredential(subject *crypto.PublicKey, data []byte, issueId string) ([]byte) //
	// ------  ACL ------  //
	verifyOwner() (bool)
}
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commit 251�tree eb1b51cd0fbda17adbf8dc2dc3f83776383971be
parent 30be78372b45cc5762f23fe89840a2d1906ebc2e
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590049682 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590049682 +0200

add randomness to test
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blob 1856�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  domain: # pivt.nl
  host: # orderer0
  port: "7050"

logLevel: info

network: 
  # orderer system channel
  systemChannelID: testchainid

flow:
  consortium:
    # should we add new org(s) to existing consortiums?
    enabled: true
    # fill in this array with consortium names to limit adding new org only to these ones
    include: []
  channel:
    # should we add new org(s) to existing channels?
    enabled: true
    # should we add new org(s) to multiple channels in parallel? 
    parallel: true
    # fill in this array with channel names to limit adding new org(s) only to these ones
    include: []
    
  sendUpdate:
    channel:
      # actually send the signed config update for channels or wait until the file /continue is in place
      enabled: true
    systemChannel:
      # actually send the signed config update for system channels or wait until the file /continue is in place
      enabled: true
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blob 798�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1410�package main

import (
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type Person struct {
	Firstname string `json:"fname"`
	Lastname string `json:"lname"`
	Id string `json:"id"`
}


func (t *Person) PutState(stub shim.ChaincodeStubInterface) peer.Response {
	ok, err := checkArgs(stub, t.Id)
	if err != nil {
		return shim.Error(err.Error())
	} else if ok {
		return shim.Error("Object already exist!")
	}
	res, err := json.Marshal(t)
	if err != nil {
		return shim.Error(fmt.Sprintf("Something went wrong while marshalling object! %s", err.Error()))
	}
	err = stub.PutState(t.Id, res)
	if err != nil {
		return shim.Error(fmt.Sprintf("Something went wrong while putting object! Error: %s", err.Error()))
	}
	r := response{
		Code:    OK,
		Message: "Successfully added Person",
		Payload: []byte(t.Id),
	}
	return shim.Success(r.formatResponse())
}

func (t *Person) GetState(stub shim.ChaincodeStubInterface) peer.Response {
	ok, err1 := hasAccess(stub, t.Id)
	if err1 != nil {
		return shim.Error(fmt.Sprintf("Something went wrong. Error: %s", err1))
	}
	if !ok {
		return shim.Error("Access denied!")
	}

	obj, err := queryObj(stub, t.Id)
	if err != nil {
		return shim.Error("Object doesn't exist")
	}
	r := response{
		Code:    OK,
		Message: "Person Obj RETURN",
		Payload: obj,
	}
	return shim.Success(r.formatResponse())
}
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blob 2345�package com.bchain.chaincode.Strategies.Procedures;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxStartIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.security.InvalidParameterException;
import java.sql.Timestamp;
import java.util.Calendar;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }

    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())) {
            throw new IllegalAccessError("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        Calendar cal = Calendar.getInstance();
        cal.setTimeInMillis(created.getTime() + tx.getTsClose().getTime());
        Timestamp newTs = new Timestamp(cal.getTimeInMillis());
        if(!newTs.after(created)) {
            throw new InvalidParameterException("New time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(newTs);
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "Issuer");
    }


    public void initCredentialProofs(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = this.tx.getIssuerInstance();
        CredentialProof proof;
        for (String user : issuer.getParticipants()) {
            proof = new CredentialProof(user, issuer.getDescription(), issuer.getQuorum(), issuer.getRequiredCredentials(), (String[]) issuer.getOwners().toArray(), null);
            proof.createKey(proof.getDescription(), user);
            proof.commit(stub, proof.getKey());
        }
    }
}
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blob 322�A scaled up HL Fabric network with 3 nodes of Raft orderer spanning 2 organizations and 2 peers per organization. 
Also demonstrates how TLS can be enabled with internal Kubernetes service names.

Transparent load balancing is not posssible because of TLS as of Fabric 1.4.1.
https://jira.hyperledger.org/browse/FAB-15648
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blob 13699�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &Groeifabriek
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Karga
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--karga--peer0
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--nevergreen--peer0
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: hlf-peer--atlantis--peer0
              Port: 7051


################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   APPLICATION
#
#   This section defines the values to encode into a config transaction or
#   genesis block for application-related parameters.
#
################################################################################
Application: &ApplicationDefaults

    # Organizations lists the orgs participating on the application side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - hlf-orderer--groeifabriek--orderer0:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"


    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 1231�package com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxVerifyCredential extends TxProcedure {
    private String key;
    private byte[] dataHashToVerify;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        setSubject(new String(args.get(1)));
        this.key = new String(args.get(2));
        this.dataHashToVerify = args.get(3);
    }

    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public byte[] getDataToVerify() {
        return dataHashToVerify;
    }

    public void setDataToVerify(byte[] dataToVerify) {
        this.dataHashToVerify = dataToVerify;
    }
}
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blob 16241�
---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Groeifabriek
        Name: GroeifabriekMSP

        # ID to load the MSP definition as
        ID: GroeifabriekMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/groeifabriek.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('GroeifabriekMSP.admin')"

    - &Pivt
        Name: PivtMSP

        # ID to load the MSP definition as
        ID: PivtMSP

        MSPDir: crypto-config/ordererOrganizations/pivt.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('PivtMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('PivtMSP.admin')"

    - &Karga
        Name: KargaMSP

        # ID to load the MSP definition as
        ID: KargaMSP

        MSPDir: crypto-config/peerOrganizations/aptalkarga.tr/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.peer', 'KargaMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('KargaMSP.admin', 'KargaMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('KargaMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.aptalkarga.tr
              Port: 7051

    - &Nevergreen
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NevergreenMSP

        # ID to load the MSP definition as
        ID: NevergreenMSP

        MSPDir: crypto-config/peerOrganizations/nevergreen.nl/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.peer', 'NevergreenMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin', 'NevergreenMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('NevergreenMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.nevergreen.nl
              Port: 7051

    - &Atlantis
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: AtlantisMSP

        # ID to load the MSP definition as
        ID: AtlantisMSP

        MSPDir: crypto-config/peerOrganizations/atlantis.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.peer', 'AtlantisMSP.client')"
            Writers:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin', 'AtlantisMSP.client')"
            Admins:
                Type: Signature
                Rule: "OR('AtlantisMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.atlantis.com
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.groeifabriek.nl:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.groeifabriek.nl
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer0.groeifabriek.nl/tls/server.crt
        - Host: orderer1.groeifabriek.nl
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/groeifabriek.nl/orderers/orderer1.groeifabriek.nl/tls/server.crt
        - Host: orderer0.pivt.nl
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Groeifabriek
                - *Pivt
                          
        Consortiums:
            TheConsortium:
                Organizations:
                    - *Karga
                    - *Nevergreen
                    - *Atlantis
                    
            SecondConsortium:
                Organizations:
                    - *Karga

    common:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Nevergreen
                - *Atlantis

    private-karga-atlantis:
        Consortium: TheConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Karga
                - *Atlantis
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blob 74�package com.bchain.chaincode.Strategies;

public class StrategiesImpl {
}
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blob 3898�package test.java.com.bchain.chaincode.MockClasses;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0x" + "ODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiR" + "dzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OM" + "VGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJh" + "dHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo" + "9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG" + "cmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5" + "WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZ" + "MBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4G" + "A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMw" + "e4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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blob 3273�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class ChaincodeInstance extends ChaincodeBase {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";

    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of chaincode.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance = null;
        try {
            // Resolve type of chaincode, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to chaincode.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), null);
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            if (this.currentChaincodeInstance == null) {
                ChaincodeObject obj = TypeResolver.ResolveCurrentType(chaincodeStub);
                this.currentChaincodeInstance = obj;
            }
            // 1. Init transaction proposal phase.
            procedure = createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.getMessage(), new byte[]{});
            } else {
                return new Chaincode.Response(500,   e.getMessage(),null);
            }
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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blob 7354�package test.java.com;

import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes()
        }));

        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners", "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "3".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "IssuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()}));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        Map<String, byte[]> transientField = new HashMap<>();


        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstance.invoke(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  new Long(20);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                Integer.toString(20).getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());

        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));


        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
        }));
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        //chaincodeStubNaive.setCertificate(CertificatesDaCERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("objecttype", "credentialproof".getBytes());
        transientField.put("key", "DAT520".getBytes());
        transientField.put("datahash", Hashing.sha256().hashBytes(credentialProof.toJson().getBytes()).asBytes());
        chaincodeStubNaive.setTransientField(transientField);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{"hashComparison".getBytes()}));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().toLowerCase().contains("true"));

    }
}
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blob 427�{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-org-peer--{{ $org.Name | lower }}
  labels:
    name: hlf-org-peer--{{ $org.Name | lower }}
spec:
  type: NodePort
  selector:
    name: hlf-peer
    org: hlf-peer--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
  - protocol: TCP
    port: 7052
    name: chaincode
---
{{- end }} {{- /* Orgs */ -}}
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blob 348�-------------------------------------------------------------------------------
Test set: test.java.com.bchain.chaincode.IssuerProcedureTest
-------------------------------------------------------------------------------
Tests run: 2, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 0.06 s - in test.java.com.bchain.chaincode.IssuerProcedureTest
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blob 147�A scaled up HL Fabric network with 3 nodes of Kafka orderer and 2 peers per organization. 
Also installs backing up Kafka cluster. No persistence.
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blob 677�#!/bin/bash

# adds new peer org to given channel config.json and writes output to updated_config.json

if test "$#" -ne 4; then
   echo "usage: add_newpeerorg_to_channel_config.sh <orgID> <neworg.json> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
neworg_json=$2
config_json=$3
updated_config_json=$4

jq -s '.[0] * {"channel_group":{"groups":{"Application":{"groups": {"'$(echo $orgID)'":.[1]}}}}}' "$config_json" "$neworg_json" > "$updated_config_json"
echo "-- attached new peer organization $orgID and wrote to $updated_config_json"
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blob 1876�package chaincode

import (
	"crypto"
	"github.com/hyperledger/fabric-chaincode-go/shim"
)

/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)			 *
 *---------------------------------------------------------------------------------------------------------------------------------------*/
type IssuerInterface interface {
	 isRevoked(subject *crypto.PublicKey, issueId string) (bool) //
	 registerCredential(stub shim.ChaincodeStubInterface, subject *crypto.PublicKey, data []byte) //
	 revokeCredential(subject *crypto.PublicKey, issueId string) //
	 confirmCredential(subject *crypto.PublicKey, data []byte) //
	 verifyCredential(subject *crypto.PublicKey, data []byte, issueId string) ([]byte) //
	// ------  ACL ------  //
	verifyOwner() (bool)
}













thesis-work/.git/objects/c5/1a64b27cd0c032d3fdf64edbadb62bd207de15

thesis-work/.git/objects/c5/1a64b27cd0c032d3fdf64edbadb62bd207de15


blob 3015�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashMap<String, String[]> owners = new LinkedHashMap<>();

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public Map<String, String[]> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashMap<String, String[]> owners) {
        this.owners = owners;
    }
}
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blob 3953�package com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private ArrayList<String> providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new ArrayList<>();
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public ArrayList<String> getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(ArrayList<String> providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.size() >= quorum) {
            this.setHash();
            this.setCommitted();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }

    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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blob 1488�package clientapplication;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId,  Enrollment enrollment) {
        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getName() {
        return null;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }

    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                '}';
    }
}
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blob 166�package com.bchain.chaincode.Exceptions;

public class ChainCodeException extends Exception {
    public ChainCodeException(String msg) {
        super(msg);
    }
}
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blob 552�{
    // Use IntelliSense to learn about possible attributes.
    // Hover to view descriptions of existing attributes.
    // For more information, visit: https://go.microsoft.com/fwlink/?linkid=830387
    "version": "0.2.0",
    "configurations": [
        {
            "name": "Launch file",
            "type": "go",
            "request": "launch",
            "mode": "auto",
            "program": "${file}",
            "env": {
              "PATH": "/usr/local/go/bin:${fileDirname}"
            },
            "args": []
          }
    ]
}
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blob 2224�package com.bchain.chaincode.Strategies.Strategies;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxStrategy;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import javax.transaction.InvalidTransactionException;
import java.io.IOException;
import java.util.Arrays;

public class StrategyRegisterCredential extends Strategy {
    private TxRegisterCredential tx;
    public StrategyRegisterCredential(TxStrategy tx) {
        this.tx = (TxRegisterCredential) tx;
    }
    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (!parentProof.objectExists(credential.getQualId(), stub)) {
            throw new InvalidTransactionException("Parent credentialproof doesn't exist!");
        } else {
            parentProof = parentProof.fetch(credential.getQualId(), stub);
            String credentialKey = credential.createKey(credential.getSubject(), credential.getDescription()).toString();
            if (!utils.isInSet(Arrays.asList(parentProof.getRequiredCredentials()), credentialKey)) {
                throw new InvalidTransactionException("This credential is not in the required list for fulfilling requirements");
            }
        }
        setStatusMessage("Validation of " + tx.getRegistrationType() + "Successful", "Validate");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException{
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
        credential.setHash();
        credential.commit(stub, newKey.toString().replace("\u0000",""));
        setStatusMessage("Committed " + tx.getRegistrationType(), "Apply");
    }
}
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blob 2375�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Cimmeria]
      # used by peer-org-flow to add organizations to existing channels
      # should be in synch with ExternalPeerOrgs in crypto-config.yaml
      externalOrgs: [Valhalla]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga]
    - name: private-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Cimmeria]
      externalOrgs: [Valhalla]
    - name: private-karga-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Karga, Cimmeria]
      externalOrgs: [Valhalla]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Cimmeria]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Cimmeria]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Cimmeria]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
      - name: private-valhalla-cimmeria
        orgs: [Cimmeria]
        policy: OR('ValhallaMSP.member','CimmeriaMSP.member')
      - name: private-karga-valhalla-cimmeria
        orgs: [Karga, Cimmeria]
        policy: OR('KargaMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
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blob 2250�package main


import (
	"fmt"

	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)
type Asset struct {

}


// init is called during chaincode instantiation
// Will also be called upon upgrade of code. Reset or migration of data will happen.


func (t *Asset) Init(stub shim.ChaincodeStubInterface) peer.Response {
	args := stub.GetStringArgs()

	if len(args) != 2 {
		return shim.Error("Error: Must have two input args.")
	}

	err := stub.PutState(args[0], []byte(args[1]))

	if err != nil {
		return shim.Error(fmt.Sprintf("Error putting state. Failed to create asses %s", args[0]))
	}
	return shim.Success(nil)
}

// Invoke is called upon every transactions performed on the system.
// A transaction is either a get or set on the asset defined in the init func.
// or invoke a tx with a new object.
func (t *Asset) Invoke( stub shim.ChaincodeStubInterface) peer.Response {
 	// extracy the function type and arguments found in the transaction proposal.
 	fn, args := stub.GetFunctionAndParameters()
 	if len(fn) == 0 || args == nil {
 		return shim.Error("Function or arguments cannot be empty!")
	}
	var result string
 	var err error
	if fn == "set" {
		result, err = set(stub, args)
	} else {
		result, err = get(stub, args)
	}
	if err != nil {
		return shim.Error(err.Error())
	}
	return shim.Success([]byte(result))
}

func set(stub shim.ChaincodeStubInterface, args []string) (string, error) {
	if len(args) != 2 {
		return "", fmt.Errorf("Args must be size of 2!")
	}
	err := stub.PutState(args[0], []byte(args[1]))
	if err != nil {
		return "", fmt.Errorf("Failed to put %s, got err: %s", args[0], err.Error())
	}
	return args[1], nil
}

func get(stub shim.ChaincodeStubInterface, args []string) (string, error) {
	if len(args) != 1 {
		return "", fmt.Errorf("Arguments list must be size of 1!")
	}
	res, err := stub.GetState(args[0])
	if err != nil {
		return "", fmt.Errorf("Failed to retrieve the asset %s with the following error %s",args[0], err)
	}
	if res == nil {
		return "", fmt.Errorf("Noe value found for %!", args[0])
	}
	return string(res), nil
}


func main() {
	if err := shim.Start(new(Asset)); err != nil {
		fmt.Printf("Error starting SimpleAsset chaincode: %s", err)
	}
}
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blob 843�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 75875�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="ChangeListManager">
    <list default="true" id="2d549bee-ad6f-4055-9180-1f3f2279ac95" name="Default Changelist" comment="">
      <change afterPath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Network/connection.yaml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/.idea/workspace.xml" beforeDir="false" afterPath="$PROJECT_DIR$/../client/.idea/workspace.xml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/pom.xml" beforeDir="false" afterPath="$PROJECT_DIR$/../client/pom.xml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/ChaincodeOperations.java" beforeDir="false" afterPath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Utilities/ChaincodeOperations.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/FabricUser.java" beforeDir="false" afterPath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Utilities/FabricUser.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/PeerConfiguration.java" beforeDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Utils.java" beforeDir="false" afterPath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Utilities/Utils.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Wallet.java" beforeDir="false" afterPath="$PROJECT_DIR$/../client/src/main/java/clientapplication/Utilities/Wallet.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/src/main/java/clientapplication/connection.json" beforeDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/target/classes/FabricUser.class" beforeDir="false" />
      <change beforePath="$PROJECT_DIR$/../client/target/classes/Wallet.class" beforeDir="false" />
      <change beforePath="$PROJECT_DIR$/../configtx.yaml" beforeDir="false" afterPath="$PROJECT_DIR$/../configtx.yaml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../docker-compose.yml" beforeDir="false" afterPath="$PROJECT_DIR$/../docker-compose.yml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/pom.xml" beforeDir="false" afterPath="$PROJECT_DIR$/pom.xml" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/ChaincodeInstance.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/ChaincodeInstance.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/CredentialProof.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/CredentialProof.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Issuer.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Issuer.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Records.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Records.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Trie.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Trie.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java" beforeDir="false" afterPath="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java" afterDir="false" />
      <change beforePath="$PROJECT_DIR$/../test.sh" beforeDir="false" afterPath="$PROJECT_DIR$/../test.sh" afterDir="false" />
    </list>
    <ignored path="$PROJECT_DIR$/out/" />
    <ignored path="$PROJECT_DIR$/target/" />
    <option name="EXCLUDED_CONVERTED_TO_IGNORED" value="true" />
    <option name="SHOW_DIALOG" value="false" />
    <option name="HIGHLIGHT_CONFLICTS" value="true" />
    <option name="HIGHLIGHT_NON_ACTIVE_CHANGELIST" value="false" />
    <option name="LAST_RESOLUTION" value="IGNORE" />
  </component>
  <component name="FileEditorManager">
    <leaf SIDE_TABS_SIZE_LIMIT_KEY="300">
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="460">
              <caret line="20" column="33" selection-start-line="20" selection-start-column="33" selection-end-line="20" selection-end-column="33" />
              <folding>
                <element signature="imports" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="621">
              <caret line="27" column="53" selection-start-line="27" selection-start-column="53" selection-end-line="27" selection-end-column="53" />
              <folding>
                <element signature="imports" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="621">
              <caret line="27" selection-start-line="27" selection-end-line="27" />
              <folding>
                <element signature="imports" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/pom.xml">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="224">
              <caret line="116" selection-start-line="116" selection-end-line="126" selection-end-column="21" />
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="true">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Utilities/utils.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="69">
              <caret line="6" column="13" selection-start-line="6" selection-start-column="13" selection-end-line="6" selection-end-column="13" />
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="437">
              <caret line="32" column="36" selection-start-line="32" selection-start-column="36" selection-end-line="32" selection-end-column="36" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="method#ProcedureInitializeIssuer#0;class#ProcedureInitializeIssuer#0" />
                <element signature="method#validate#0;class#ProcedureInitializeIssuer#0" />
                <element signature="method#apply#0;class#ProcedureInitializeIssuer#0" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="391">
              <caret line="17" column="19" selection-start-line="17" selection-start-column="19" selection-end-line="17" selection-end-column="19" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="e#2806#2807#0" expanded="true" />
                <element signature="e#2835#2836#0" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="1840">
              <caret line="110" column="31" selection-start-line="110" selection-start-column="31" selection-end-line="110" selection-end-column="31" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="method#setIssuer#0;class#TxProcedure#0" />
                <element signature="method#isOpen#0;class#TxProcedure#0" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/ChaincodeInstance.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="194">
              <caret line="51" column="24" selection-start-line="51" selection-start-column="24" selection-end-line="51" selection-end-column="24" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="method#init#0;class#ChaincodeInstance#0" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
      <file pinned="false" current-in-tab="false">
        <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.java">
          <provider selected="true" editor-type-id="text-editor">
            <state relative-caret-position="276">
              <caret line="12" column="18" selection-start-line="12" selection-start-column="18" selection-end-line="12" selection-end-column="18" />
              <folding>
                <element signature="imports" expanded="true" />
                <element signature="e#1157#1158#0" expanded="true" />
                <element signature="e#1199#1200#0" expanded="true" />
              </folding>
            </state>
          </provider>
        </entry>
      </file>
    </leaf>
  </component>
  <component name="FileTemplateManagerImpl">
    <option name="RECENT_TEMPLATES">
      <list>
        <option value="Interface" />
        <option value="FxmlFile" />
        <option value="Class" />
      </list>
    </option>
  </component>
  <component name="FindInProjectRecents">
    <findStrings>
      <find>putP</find>
      <find>ʔ</find>
      <find>instance of</find>
      <find>putp</find>
      <find>init</find>
      <find>record</find>
      <find>self_type</find>
      <find>system</find>
      <find>IssuerInstance</find>
      <find>getCid</find>
      <find />
      <find>DAT52</find>
      <find>Assignmen</find>
      <find>chaincodeInstanceIssuerParent</find>
      <find>putcha</find>
      <find>Issuer is</find>
      <find>credential</find>
      <find>putChainCodeInstance</find>
      <find>chaincodeInstanceIssuer</find>
      <find>invoke</find>
      <find>startI</find>
      <find>retr</find>
      <find>setCertificate</find>
      <find>putCha</find>
      <find>setCom</find>
      <find>CERT_WITH_DN</find>
      <find>setRe</find>
      <find>collect</find>
      <find>collec</find>
      <find>start</find>
    </findStrings>
    <dirStrings>
      <dir>$PROJECT_DIR$</dir>
    </dirStrings>
  </component>
  <component name="Git.Settings">
    <option name="RECENT_GIT_ROOT_PATH" value="$PROJECT_DIR$/.." />
  </component>
  <component name="IdeDocumentHistory">
    <option name="CHANGED_PATHS">
      <list>
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/ProcedureReadProof.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/ProcedureInitializeIssuer.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Utilities/utils.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Exceptions/ChainCodeException.java" />
        <option value="$PROJECT_DIR$/pom.xml" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/CertificatesData.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/IssuerImpl.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Issuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Credential.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/utilsTest.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/KeyTrieTest.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureFinalize.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxRecorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Recorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/Recorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRecord.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/ChaincodeObject.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureAppendRecord.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/TypeResolver.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Procedure.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/CredentialProof.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Records.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/TrieNode.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Trie.java" />
        <option value="$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/ChaincodeInstance.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Issuer.java" />
        <option value="$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java" />
      </list>
    </option>
  </component>
  <component name="MavenImportPreferences">
    <option name="importingSettings">
      <MavenImportingSettings>
        <option name="importAutomatically" value="true" />
      </MavenImportingSettings>
    </option>
  </component>
  <component name="MavenProjectNavigator">
    <treeState>
      <expand>
        <path>
          <item name="" type="16c1761:MavenProjectsStructure$RootNode" />
          <item name="chaincode" type="9519ce18:MavenProjectsStructure$ProjectNode" />
        </path>
        <path>
          <item name="" type="16c1761:MavenProjectsStructure$RootNode" />
          <item name="chaincode" type="9519ce18:MavenProjectsStructure$ProjectNode" />
          <item name="Lifecycle" type="58874e2:MavenProjectsStructure$LifecycleNode" />
        </path>
        <path>
          <item name="" type="16c1761:MavenProjectsStructure$RootNode" />
          <item name="chaincode" type="9519ce18:MavenProjectsStructure$ProjectNode" />
          <item name="Plugins" type="7aea1407:MavenProjectsStructure$PluginsNode" />
        </path>
      </expand>
      <select />
    </treeState>
  </component>
  <component name="ProjectFrameBounds">
    <option name="x" value="60" />
    <option name="y" value="59" />
    <option name="width" value="1620" />
    <option name="height" value="937" />
  </component>
  <component name="ProjectLevelVcsManager" settingsEditedManually="true" />
  <component name="ProjectView">
    <navigator proportions="" version="1">
      <foldersAlwaysOnTop value="true" />
    </navigator>
    <panes>
      <pane id="Scope" />
      <pane id="PackagesPane" />
      <pane id="ProjectPane">
        <subPane>
          <expand>
            <path>
              <item name="chaincode" type="b2602c69:ProjectViewProjectNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="chaincode" type="b2602c69:ProjectViewProjectNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="chaincode" type="b2602c69:ProjectViewProjectNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="chaincode" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="chaincode" type="b2602c69:ProjectViewProjectNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="chaincode" type="462c0819:PsiDirectoryNode" />
              <item name="Utilities" type="462c0819:PsiDirectoryNode" />
            </path>
            <path>
              <item name="chaincode" type="b2602c69:ProjectViewProjectNode" />
              <item name="java" type="462c0819:PsiDirectoryNode" />
              <item name="src" type="462c0819:PsiDirectoryNode" />
              <item name="chaincode" type="462c0819:PsiDirectoryNode" />
            </path>
          </expand>
          <select />
        </subPane>
      </pane>
    </panes>
  </component>
  <component name="PropertiesComponent">
    <property name="com.android.tools.idea.instantapp.provision.ProvisionBeforeRunTaskProvider.myTimeStamp" value="1586882347345" />
    <property name="full.screen.before.presentation.mode" value="false" />
    <property name="project.structure.last.edited" value="Project" />
    <property name="project.structure.proportion" value="0.15" />
    <property name="project.structure.side.proportion" value="0.2" />
    <property name="settings.editor.selected.configurable" value="preferences.pluginManager" />
  </component>
  <component name="RunDashboard">
    <option name="ruleStates">
      <list>
        <RuleState>
          <option name="name" value="ConfigurationTypeDashboardGroupingRule" />
        </RuleState>
        <RuleState>
          <option name="name" value="StatusDashboardGroupingRule" />
        </RuleState>
      </list>
    </option>
  </component>
  <component name="RunManager" selected="JUnit.RecorderProcedureTest.testXChaincodecomm">
    <configuration name="IssuerProcedureTest.registerRecordAndThenCredential" type="JUnit" factoryName="JUnit" temporary="true" nameIsGenerated="true">
      <module name="java" />
      <extension name="coverage">
        <pattern>
          <option name="PATTERN" value="test.java.com.bchain.chaincode.*" />
          <option name="ENABLED" value="true" />
        </pattern>
      </extension>
      <option name="PACKAGE_NAME" value="test.java.com.bchain.chaincode" />
      <option name="MAIN_CLASS_NAME" value="test.java.com.bchain.chaincode.IssuerProcedureTest" />
      <option name="METHOD_NAME" value="registerRecordAndThenCredential" />
      <option name="TEST_OBJECT" value="method" />
      <method v="2">
        <option name="Make" enabled="true" />
      </method>
    </configuration>
    <configuration name="IssuerProcedureTest.testInit" type="JUnit" factoryName="JUnit" temporary="true" nameIsGenerated="true">
      <module name="java" />
      <extension name="coverage">
        <pattern>
          <option name="PATTERN" value="test.java.com.bchain.chaincode.*" />
          <option name="ENABLED" value="true" />
        </pattern>
      </extension>
      <option name="PACKAGE_NAME" value="test.java.com.bchain.chaincode" />
      <option name="MAIN_CLASS_NAME" value="test.java.com.bchain.chaincode.IssuerProcedureTest" />
      <option name="METHOD_NAME" value="testInit" />
      <option name="TEST_OBJECT" value="method" />
      <method v="2">
        <option name="Make" enabled="true" />
      </method>
    </configuration>
    <configuration name="KeyTrieTest.createTrieAndAddKey" type="JUnit" factoryName="JUnit" temporary="true" nameIsGenerated="true">
      <module name="java" />
      <extension name="coverage">
        <pattern>
          <option name="PATTERN" value="test.java.com.bchain.chaincode.*" />
          <option name="ENABLED" value="true" />
        </pattern>
      </extension>
      <option name="PACKAGE_NAME" value="test.java.com.bchain.chaincode" />
      <option name="MAIN_CLASS_NAME" value="test.java.com.bchain.chaincode.KeyTrieTest" />
      <option name="METHOD_NAME" value="createTrieAndAddKey" />
      <option name="TEST_OBJECT" value="method" />
      <method v="2">
        <option name="Make" enabled="true" />
      </method>
    </configuration>
    <configuration name="RecorderProcedureTest.testXChaincodecomm" type="JUnit" factoryName="JUnit" temporary="true" nameIsGenerated="true">
      <module name="java" />
      <extension name="coverage">
        <pattern>
          <option name="PATTERN" value="test.java.com.bchain.chaincode.*" />
          <option name="ENABLED" value="true" />
        </pattern>
      </extension>
      <option name="PACKAGE_NAME" value="test.java.com.bchain.chaincode" />
      <option name="MAIN_CLASS_NAME" value="test.java.com.bchain.chaincode.RecorderProcedureTest" />
      <option name="METHOD_NAME" value="testXChaincodecomm" />
      <option name="TEST_OBJECT" value="method" />
      <method v="2">
        <option name="Make" enabled="true" />
      </method>
    </configuration>
    <configuration name="utilsTest.testObjectStreamToHashSet" type="JUnit" factoryName="JUnit" temporary="true" nameIsGenerated="true">
      <module name="java" />
      <extension name="coverage">
        <pattern>
          <option name="PATTERN" value="test.java.com.bchain.chaincode.*" />
          <option name="ENABLED" value="true" />
        </pattern>
      </extension>
      <option name="PACKAGE_NAME" value="test.java.com.bchain.chaincode" />
      <option name="MAIN_CLASS_NAME" value="test.java.com.bchain.chaincode.utilsTest" />
      <option name="METHOD_NAME" value="testObjectStreamToHashSet" />
      <option name="TEST_OBJECT" value="method" />
      <method v="2">
        <option name="Make" enabled="true" />
      </method>
    </configuration>
    <list>
      <item itemvalue="JUnit.IssuerProcedureTest.registerRecordAndThenCredential" />
      <item itemvalue="JUnit.IssuerProcedureTest.testInit" />
      <item itemvalue="JUnit.KeyTrieTest.createTrieAndAddKey" />
      <item itemvalue="JUnit.RecorderProcedureTest.testXChaincodecomm" />
      <item itemvalue="JUnit.utilsTest.testObjectStreamToHashSet" />
    </list>
    <recent_temporary>
      <list>
        <item itemvalue="JUnit.RecorderProcedureTest.testXChaincodecomm" />
        <item itemvalue="JUnit.IssuerProcedureTest.registerRecordAndThenCredential" />
        <item itemvalue="JUnit.KeyTrieTest.createTrieAndAddKey" />
        <item itemvalue="JUnit.IssuerProcedureTest.testInit" />
        <item itemvalue="JUnit.utilsTest.testObjectStreamToHashSet" />
      </list>
    </recent_temporary>
  </component>
  <component name="SvnConfiguration">
    <configuration />
  </component>
  <component name="TaskManager">
    <task active="true" id="Default" summary="Default task">
      <changelist id="2d549bee-ad6f-4055-9180-1f3f2279ac95" name="Default Changelist" comment="" />
      <created>1582709398962</created>
      <option name="number" value="Default" />
      <option name="presentableId" value="Default" />
      <updated>1582709398962</updated>
    </task>
    <servers />
  </component>
  <component name="TestHistory">
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 17m 48s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 18m 36s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 19m 33s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 20m 34s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 21m 16s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 21m 24s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 23m 00s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 23m 29s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 24m 15s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
    <history-entry file="RecorderProcedureTest_testXChaincodecomm - 2020.04.12 at 14h 29m 46s.xml">
      <configuration name="RecorderProcedureTest.testXChaincodecomm" configurationId="JUnit" />
    </history-entry>
  </component>
  <component name="ToolWindowManager">
    <frame x="60" y="59" width="1620" height="937" extended-state="0" />
    <layout>
      <window_info active="true" content_ui="combo" id="Project" order="0" visible="true" weight="0.1913815" />
      <window_info id="Structure" order="1" side_tool="true" weight="0.24969475" />
      <window_info id="Image Layers" order="2" />
      <window_info id="Designer" order="3" />
      <window_info id="UI Designer" order="4" />
      <window_info id="Capture Tool" order="5" />
      <window_info id="Favorites" order="6" side_tool="true" />
      <window_info anchor="bottom" id="Message" order="0" />
      <window_info anchor="bottom" id="Find" order="1" weight="0.32883817" />
      <window_info anchor="bottom" id="Run" order="2" weight="0.3618818" />
      <window_info anchor="bottom" id="Debug" order="3" weight="0.3172497" />
      <window_info anchor="bottom" id="Cvs" order="4" weight="0.25" />
      <window_info anchor="bottom" id="Inspection" order="5" weight="0.4" />
      <window_info anchor="bottom" id="TODO" order="6" />
      <window_info anchor="bottom" id="Terminal" order="7" weight="0.28630707" />
      <window_info anchor="bottom" id="Event Log" order="8" side_tool="true" />
      <window_info anchor="bottom" id="Version Control" order="9" weight="0.15041494" />
      <window_info anchor="bottom" id="Messages" order="10" weight="0.3268999" />
      <window_info anchor="right" id="Commander" internal_type="SLIDING" order="0" type="SLIDING" weight="0.4" />
      <window_info anchor="right" id="Ant Build" order="1" weight="0.25" />
      <window_info anchor="right" content_ui="combo" id="Hierarchy" order="2" weight="0.25" />
      <window_info anchor="right" id="Palette" order="3" />
      <window_info anchor="right" id="Maven" order="4" weight="0.32941988" />
      <window_info anchor="right" id="Theme Preview" order="5" />
      <window_info anchor="right" id="Capture Analysis" order="6" />
      <window_info anchor="right" id="Palette&#9;" order="7" />
    </layout>
    <layout-to-restore>
      <window_info active="true" content_ui="combo" id="Project" order="0" visible="true" weight="0.18948035" />
      <window_info id="Structure" order="1" side_tool="true" weight="0.24969475" />
      <window_info id="Image Layers" order="2" />
      <window_info id="Designer" order="3" />
      <window_info id="UI Designer" order="4" />
      <window_info id="Capture Tool" order="5" />
      <window_info id="Favorites" order="6" side_tool="true" />
      <window_info anchor="bottom" id="Message" order="0" />
      <window_info anchor="bottom" id="Find" order="1" weight="0.32883817" />
      <window_info anchor="bottom" id="Run" order="2" weight="0.3618818" />
      <window_info anchor="bottom" id="Debug" order="3" visible="true" weight="0.3172497" />
      <window_info anchor="bottom" id="Cvs" order="4" weight="0.25" />
      <window_info anchor="bottom" id="Inspection" order="5" weight="0.4" />
      <window_info anchor="bottom" id="TODO" order="6" />
      <window_info anchor="bottom" id="Terminal" order="7" weight="0.28630707" />
      <window_info anchor="bottom" id="Event Log" order="8" side_tool="true" />
      <window_info anchor="bottom" id="Version Control" order="9" weight="0.15041494" />
      <window_info anchor="bottom" id="Messages" order="10" weight="0.3268999" />
      <window_info anchor="right" id="Commander" internal_type="SLIDING" order="0" type="SLIDING" weight="0.4" />
      <window_info anchor="right" id="Ant Build" order="1" weight="0.25" />
      <window_info anchor="right" content_ui="combo" id="Hierarchy" order="2" weight="0.25" />
      <window_info anchor="right" id="Palette" order="3" />
      <window_info anchor="right" id="Maven" order="4" weight="0.32941988" />
      <window_info anchor="right" id="Theme Preview" order="5" />
      <window_info anchor="right" id="Capture Analysis" order="6" />
      <window_info anchor="right" id="Palette&#9;" order="7" />
    </layout-to-restore>
  </component>
  <component name="XDebuggerManager">
    <breakpoint-manager>
      <breakpoints>
        <line-breakpoint enabled="true" type="java-line">
          <url>jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.5/fabric-chaincode-shim-1.4.5.jar!/org/hyperledger/fabric/shim/ledger/CompositeKey.class</url>
          <line>90</line>
          <properties />
          <option name="timeStamp" value="30" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>87</line>
          <properties />
          <option name="timeStamp" value="59" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>226</line>
          <properties />
          <option name="timeStamp" value="97" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>264</line>
          <properties />
          <option name="timeStamp" value="134" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>274</line>
          <properties />
          <option name="timeStamp" value="135" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/com/bchain/chaincode/Issuer.java</url>
          <line>286</line>
          <properties />
          <option name="timeStamp" value="136" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>176</line>
          <properties />
          <option name="timeStamp" value="138" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>203</line>
          <properties />
          <option name="timeStamp" value="141" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>246</line>
          <properties />
          <option name="timeStamp" value="142" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java</url>
          <line>231</line>
          <properties />
          <option name="timeStamp" value="143" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/utilsTest.java</url>
          <line>34</line>
          <properties />
          <option name="timeStamp" value="146" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java</url>
          <line>44</line>
          <properties />
          <option name="timeStamp" value="153" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/KeyTrieTest.java</url>
          <line>17</line>
          <properties />
          <option name="timeStamp" value="204" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java</url>
          <line>111</line>
          <properties />
          <option name="timeStamp" value="219" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java</url>
          <line>135</line>
          <properties />
          <option name="timeStamp" value="220" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java</url>
          <line>90</line>
          <properties />
          <option name="timeStamp" value="228" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java</url>
          <line>89</line>
          <properties />
          <option name="timeStamp" value="229" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/ChaincodeObject.java</url>
          <line>79</line>
          <properties />
          <option name="timeStamp" value="295" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.java</url>
          <line>31</line>
          <properties />
          <option name="timeStamp" value="298" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Trie.java</url>
          <line>58</line>
          <properties />
          <option name="timeStamp" value="300" />
        </line-breakpoint>
        <line-breakpoint enabled="true" type="java-line">
          <url>file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java</url>
          <line>145</line>
          <properties />
          <option name="timeStamp" value="301" />
        </line-breakpoint>
      </breakpoints>
    </breakpoint-manager>
  </component>
  <component name="debuggerHistoryManager">
    <expressions id="evaluateCodeFragment">
      <expression>
        <expression-string>this.tx.getIssuer().getOwners().contains(tx.getCid())</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>tx.getCid()
        tx.getIssuer()</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>mapper.enable(SerializationFeature.INDENT_OUTPUT);
mapper.writeValueAsString(trie)</expression-string>
        <language-id>JAVA</language-id>
        <custom-info>com.fasterxml.jackson.databind.SerializationFeature</custom-info>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>String[] users = 
issuer.getOwners().toArray(users)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>String[] users = new String[issuer.getOwners().size()];
issuer.getOwners().toArray(users)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>ArrayList&lt;String&gt; list = new ArrayList&lt;&gt;(Arrays.asList(proof.getSignatures()));
list.trimToSize();
list</expression-string>
        <language-id>JAVA</language-id>
        <custom-info>java.lang.String</custom-info>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>ArrayList&lt;String&gt; list = new ArrayList&lt;&gt;(Arrays.asList(proof.getSignatures()));
list.trimToSize();</expression-string>
        <language-id>JAVA</language-id>
        <custom-info>java.lang.String</custom-info>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>ArrayList&lt;String&gt; list = new ArrayList&lt;&gt;(Arrays.asList(proof.getSignatures())).trimToSize();</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>((ChaincodeStubNaiveImpl) stub).state;</expression-string>
        <language-id>JAVA</language-id>
        <custom-info>test.java.com.bchain.chaincode.ChaincodeStubNaiveImpl</custom-info>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
      <expression>
        <expression-string>((ChaincodeStubNaiveImpl) stub).state;
proof.getKey()</expression-string>
        <language-id>JAVA</language-id>
        <custom-info>test.java.com.bchain.chaincode.ChaincodeStubNaiveImpl</custom-info>
        <evaluation-mode>CODE_FRAGMENT</evaluation-mode>
      </expression>
    </expressions>
    <expressions id="evaluateExpression">
      <expression>
        <expression-string>resp.getMessage()</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>trie</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>trie.getObjectAtNode(&quot;Degree&quot;)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>trie.getObjectAtNode(&quot;UiS&quot;)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>trie.getObjectAtNode(&quot;UiS.Degree&quot;)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>objectToVerify.getHash()</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>tx.getDataToVerify()</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>objectToVerify.getHash().equals(new String(tx.getDataToVerify()))</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>mapper.readValue(object, this.getClass())</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
      <expression>
        <expression-string>stub.getStringState(compositeKey)</expression-string>
        <language-id>JAVA</language-id>
        <evaluation-mode>EXPRESSION</evaluation-mode>
      </expression>
    </expressions>
  </component>
  <component name="editorHistoryManager">
    <entry file="jar:///Library/Java/JavaVirtualMachines/jdk1.8.0_221.jdk/Contents/Home/src.zip!/java/util/LinkedList.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="193">
          <caret line="757" column="13" selection-start-line="757" selection-start-column="13" selection-end-line="757" selection-end-column="13" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/KeyTrieTest.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="376">
          <caret line="21" selection-start-line="21" selection-end-line="21" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar:///Library/Java/JavaVirtualMachines/jdk1.8.0_221.jdk/Contents/Home/src.zip!/java/util/Vector.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="193">
          <caret line="557" column="29" selection-start-line="557" selection-start-column="29" selection-end-line="557" selection-end-column="29" />
        </state>
      </provider>
    </entry>
    <entry file="jar:///Library/Java/JavaVirtualMachines/jdk1.8.0_221.jdk/Contents/Home/src.zip!/java/util/Stack.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="308">
          <caret line="84" column="18" selection-start-line="84" selection-start-column="18" selection-end-line="84" selection-end-column="18" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureFinalize.java" />
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar!/org/hyperledger/fabric/shim/ChaincodeStub.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="193">
          <caret line="40" column="11" selection-start-line="40" selection-start-column="11" selection-end-line="40" selection-end-column="11" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Credential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="141">
          <caret line="29" selection-start-line="29" selection-end-line="29" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar!/org/hyperledger/fabric/shim/ledger/CompositeKey.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="148">
          <caret line="48" selection-start-line="48" selection-end-line="48" />
          <folding>
            <element signature="e#1543#1544#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/com/fasterxml/jackson/core/jackson-databind/2.10.0.pr2/jackson-databind-2.10.0.pr2.jar!/com/fasterxml/jackson/databind/ObjectMapper.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="178">
          <caret line="1396" selection-start-line="1396" selection-end-line="1396" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar!/org/hyperledger/fabric/shim/Chaincode.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="193">
          <caret line="46" selection-start-line="46" selection-end-line="46" />
          <folding>
            <element signature="e#1387#1388#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="393">
          <caret line="34" selection-start-line="34" selection-end-line="34" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/junit/jupiter/junit-jupiter-engine/5.4.0/junit-jupiter-engine-5.4.0.jar!/org/junit/jupiter/engine/descriptor/TestMethodTestDescriptor.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="148">
          <caret line="154" selection-start-line="154" selection-end-line="154" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="186">
          <caret line="22" selection-start-line="22" selection-end-line="22" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="351">
          <caret line="17" selection-start-line="17" selection-end-line="17" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4.jar!/org/hyperledger/fabric/contract/ClientIdentity.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="167">
          <caret line="39" column="1" selection-start-line="39" selection-end-line="39" selection-end-column="1" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4-sources.jar!/org/hyperledger/fabric/contract/ClientIdentity.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="23">
          <caret line="47" column="11" selection-start-line="47" selection-start-column="11" selection-end-line="47" selection-end-column="11" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="374">
          <caret line="22" selection-start-line="22" selection-end-line="22" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/issuerTest.java">
      <provider selected="true" editor-type-id="text-editor" />
    </entry>
    <entry file="jar:///Library/Java/JavaVirtualMachines/jdk1.8.0_221.jdk/Contents/Home/src.zip!/java/util/function/Consumer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="193">
          <caret line="48" column="9" selection-start-line="48" selection-start-column="9" selection-end-line="48" selection-end-column="9" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/TypeResolver.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="186">
          <caret line="42" selection-start-line="42" selection-end-line="42" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="186">
          <caret line="27" selection-start-line="27" selection-end-line="27" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="176">
          <caret line="23" lean-forward="true" selection-start-line="23" selection-end-line="23" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#ProcedureStartIssuer#0;class#ProcedureStartIssuer#0" />
            <element signature="method#validate#0;class#ProcedureStartIssuer#0" />
            <element signature="method#apply#0;class#ProcedureStartIssuer#0" />
            <element signature="method#initCredentialProofs#0;class#ProcedureStartIssuer#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="222">
          <caret line="22" selection-start-line="22" selection-end-line="22" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#ProcedureRegisterCredential#0;class#ProcedureRegisterCredential#0" />
            <element signature="e#763#823#1" />
            <element signature="method#validate#0;class#ProcedureRegisterCredential#0" />
            <element signature="method#apply#0;class#ProcedureRegisterCredential#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="130">
          <caret line="12" column="31" selection-start-line="12" selection-start-column="31" selection-end-line="12" selection-end-column="31" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#ParseFrom#0;class#TxInitRecorder#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="291">
          <caret line="33" selection-start-line="33" selection-end-line="33" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#ParseFrom#0;class#TxRecorder#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="-31">
          <caret line="125" column="10" selection-start-line="125" selection-start-column="10" selection-end-line="125" selection-end-column="10" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="348">
          <caret line="112" selection-start-line="112" selection-end-line="112" />
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/hyperledger/fabric-chaincode-java/fabric-chaincode-shim/1.4.4/fabric-chaincode-shim-1.4.4-sources.jar!/org/hyperledger/fabric/shim/ChaincodeStub.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="186">
          <caret line="544" selection-start-line="544" selection-end-line="544" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="326">
          <caret line="119" column="54" lean-forward="true" selection-start-line="119" selection-start-column="54" selection-end-line="119" selection-end-column="54" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#3312#3313#0" expanded="true" />
            <element signature="e#3361#3362#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/CredentialProof.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="2295">
          <caret line="143" column="33" lean-forward="true" selection-start-line="143" selection-start-column="33" selection-end-line="143" selection-end-column="33" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#1728#1729#0" expanded="true" />
            <element signature="e#1763#1764#0" expanded="true" />
            <element signature="e#1819#1820#0" expanded="true" />
            <element signature="e#1867#1868#0" expanded="true" />
            <element signature="e#1947#1948#0" expanded="true" />
            <element signature="e#1979#1980#0" expanded="true" />
            <element signature="e#2182#2183#0" expanded="true" />
            <element signature="e#2217#2218#0" expanded="true" />
            <element signature="e#2563#2564#0" expanded="true" />
            <element signature="e#2605#2606#0" expanded="true" />
            <element signature="e#5093#5094#0" expanded="true" />
            <element signature="e#5134#5135#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Records.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="194">
          <caret line="9" column="70" selection-start-line="9" selection-start-column="70" selection-end-line="9" selection-end-column="70" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="26">
          <caret line="22" selection-start-line="22" selection-end-line="22" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/TrieNode.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="759">
          <caret line="33" column="1" selection-start-line="33" selection-start-column="1" selection-end-line="33" selection-end-column="1" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#318#319#0" expanded="true" />
            <element signature="e#359#360#0" expanded="true" />
            <element signature="e#453#454#0" expanded="true" />
            <element signature="e#492#493#0" expanded="true" />
            <element signature="e#539#540#0" expanded="true" />
            <element signature="e#581#582#0" expanded="true" />
            <element signature="e#616#617#0" expanded="true" />
            <element signature="e#656#657#0" expanded="true" />
            <element signature="e#702#703#0" expanded="true" />
            <element signature="e#744#745#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="jar://$MAVEN_REPOSITORY$/org/junit/platform/junit-platform-commons/1.5.2/junit-platform-commons-1.5.2.jar!/org/junit/platform/commons/util/ReflectionUtils.class">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="154">
          <caret line="362" selection-start-line="362" selection-end-line="362" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="391">
          <caret line="26" selection-start-line="26" selection-end-line="26" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#973#974#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/ChaincodeObject.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="168">
          <caret line="79" selection-start-line="79" selection-end-line="79" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#844#845#0" expanded="true" />
            <element signature="e#870#871#0" expanded="true" />
            <element signature="e#3731#3732#0" expanded="true" />
            <element signature="e#3758#3759#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Trie.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="276">
          <caret line="64" selection-start-line="64" selection-end-line="64" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#insert#1;class#Trie#0" />
            <element signature="method#containsKey#0;class#Trie#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Procedure.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="163">
          <caret line="11" column="17" selection-start-line="11" selection-start-column="17" selection-end-line="11" selection-end-column="17" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#816#817#0" expanded="true" />
            <element signature="e#871#872#0" expanded="true" />
            <element signature="e#1009#1010#0" expanded="true" />
            <element signature="e#1048#1049#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="393">
          <caret line="45" column="41" selection-start-line="45" selection-start-column="41" selection-end-line="45" selection-end-column="41" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="175">
          <caret line="26" column="13" lean-forward="true" selection-start-line="26" selection-start-column="13" selection-end-line="26" selection-end-column="13" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Objects/Issuer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="23">
          <caret line="1" selection-start-line="1" selection-end-line="1" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="460">
          <caret line="20" column="33" selection-start-line="20" selection-start-column="33" selection-end-line="20" selection-end-column="33" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="621">
          <caret line="27" column="53" selection-start-line="27" selection-start-column="53" selection-end-line="27" selection-end-column="53" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="621">
          <caret line="27" selection-start-line="27" selection-end-line="27" />
          <folding>
            <element signature="imports" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="437">
          <caret line="32" column="36" selection-start-line="32" selection-start-column="36" selection-end-line="32" selection-end-column="36" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#ProcedureInitializeIssuer#0;class#ProcedureInitializeIssuer#0" />
            <element signature="method#validate#0;class#ProcedureInitializeIssuer#0" />
            <element signature="method#apply#0;class#ProcedureInitializeIssuer#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="391">
          <caret line="17" column="19" selection-start-line="17" selection-start-column="19" selection-end-line="17" selection-end-column="19" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#2806#2807#0" expanded="true" />
            <element signature="e#2835#2836#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="1840">
          <caret line="110" column="31" selection-start-line="110" selection-start-column="31" selection-end-line="110" selection-end-column="31" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#setIssuer#0;class#TxProcedure#0" />
            <element signature="method#isOpen#0;class#TxProcedure#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="276">
          <caret line="12" column="18" selection-start-line="12" selection-start-column="18" selection-end-line="12" selection-end-column="18" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="e#1157#1158#0" expanded="true" />
            <element signature="e#1199#1200#0" expanded="true" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/ChaincodeInstance.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="194">
          <caret line="51" column="24" selection-start-line="51" selection-start-column="24" selection-end-line="51" selection-end-column="24" />
          <folding>
            <element signature="imports" expanded="true" />
            <element signature="method#init#0;class#ChaincodeInstance#0" />
          </folding>
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/pom.xml">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="224">
          <caret line="116" selection-start-line="116" selection-end-line="126" selection-end-column="21" />
        </state>
      </provider>
    </entry>
    <entry file="file://$PROJECT_DIR$/src/com/bchain/chaincode/Utilities/utils.java">
      <provider selected="true" editor-type-id="text-editor">
        <state relative-caret-position="69">
          <caret line="6" column="13" selection-start-line="6" selection-start-column="13" selection-end-line="6" selection-end-column="13" />
        </state>
      </provider>
    </entry>
  </component>
  <component name="masterDetails">
    <states>
      <state key="ArtifactsStructureConfigurable.UI">
        <settings>
          <artifact-editor />
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="FacetStructureConfigurable.UI">
        <settings>
          <last-edited>No facets are configured</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="GlobalLibrariesConfigurable.UI">
        <settings>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="JdkListConfigurable.UI">
        <settings>
          <last-edited>1.8</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ModuleStructureConfigurable.UI">
        <settings>
          <last-edited>java</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
                <option value="0.6" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ProjectJDKs.UI">
        <settings>
          <last-edited>11</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
      <state key="ProjectLibrariesConfigurable.UI">
        <settings>
          <last-edited>Maven: ch.qos.logback:logback-classic:1.0.13</last-edited>
          <splitter-proportions>
            <option name="proportions">
              <list>
                <option value="0.2" />
              </list>
            </option>
          </splitter-proportions>
        </settings>
      </state>
    </states>
  </component>
</project>
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blob 722�package com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.Map;

public class TrieNode {
        public ChaincodeObject object;
        public boolean leaf;
        private Map<String, TrieNode> children = new HashMap<>();

        public TrieNode(ChaincodeObject obj) {
            this.object = obj;
        }

        public TrieNode() {

        }

        public Map<String, TrieNode> getChildren() {
            return children;
        }

        public void setLeaf(boolean isLeaf) {
            this.leaf = isLeaf;
        }

        public boolean isLeaf() {
            return this.leaf;
        }

        public ChaincodeObject getObject() {
            return this.object;
        }
}
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blob 2287�package com.bchain.chaincode;

import com.fasterxml.jackson.databind.ObjectMapper;

import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.io.ObjectInputStream;
import java.nio.charset.StandardCharsets;
import java.util.Collection;
import java.util.HashSet;
import java.util.Iterator;

public class utils {
    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static <T extends Object> HashSet<T> objectStreamToHashSet(byte[] bytes, HashSet<T> obj) throws IOException {
        ObjectInputStream os = new ObjectInputStream(new ByteArrayInputStream(bytes));
        try {
            obj = (HashSet<T>) os.readObject();
        } catch(ClassNotFoundException e) {
            throw new IOException("Something went wrong while reading bytes to list! " + e);
        }
        return obj;
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }

    class ResponseMsg {
       String message;
       Byte Payload;
       public ResponseMsg(String message, Byte payload) {
            this.message = message;
            Payload = payload;
       }
       public byte[] WriteResponse() {
           StringBuilder resp = new StringBuilder();
           resp.append("{");
           resp.append("{\"message \":\"" + this.message + "\"},");
           resp.append("{\"payload \":\"" + this.Payload + "\"},");
           resp.append("}");
           return resp.toString().getBytes();
       }
    }
}
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blob 9941�package test.java.com.bchain.chaincode;



import com.bchain.chaincode.Issuer;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Qualification;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import org.junit.jupiter.api.BeforeEach;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.mockito.Mock;
import org.mockito.Mockito;
import org.mockito.invocation.InvocationOnMock;
import org.mockito.junit.jupiter.MockitoExtension;
import org.mockito.stubbing.Answer;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertTrue;
import static org.mockito.BDDMockito.given;
import static org.mockito.Mockito.lenient;
@ExtendWith(MockitoExtension.class)
public class issuerTest {
    @Mock
    private ChaincodeStub stub;

    private Issuer chainCode = new Issuer();

    @BeforeEach
    public void setup() {
      // when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        lenient().when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).then(new Answer<CompositeKey>() {
            @Override
            public CompositeKey answer(InvocationOnMock invocation) throws Throwable {
                Object[] objects = invocation.getArguments();
                String[] list = new String[objects.length];
                for(int j = 0; j < list.length; j++) {
                    list[j] = (String) objects[j];
                }
                String[] lst =  Arrays.asList(list).subList(1, list.length).toArray(new String[list.length-1]);
                return new CompositeKey((String) objects[0], lst);
            }
        });

    }
    @Test
    public void testWrongFunctionAndParams() {

        // when
        Chaincode.Response res = chainCode.invoke(stub);
        // then
        assertEquals(500, res.getStatusCode());
    }

    @Test
    public void testWhenIssuerIsNotInitialized() {
        //when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        // initiate data
       String[] testList = new String[]{"test","test"};
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        byte[] data = prepareTestData(proof);
        // given
        ArrayList<byte[]> list = new ArrayList<>();
        list.add(data);
        list.add("test".getBytes());
        list.add("credential".getBytes());
        list.add("University Of Stavanger".getBytes());
        given(stub.getArgs()).willReturn(list);
        given(stub.getFunction()).willReturn("registerCredential");
        //when
        Chaincode.Response result = chainCode.invoke(stub);
        //then
        assertEquals(500, result.getStatusCode());
        assertEquals("Issuer doesn't exists!", result.getMessage());
    }

    @Test
    public void testIssuerInitAndRegisterCredentialWithoutParentRecord() {

        //PREPARE TEST DATA
        ChaincodeStub stub =  new ChaincodeStubNaiveImpl();
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        byte[] credentialType = "credential".getBytes();
        byte[] functionType = "registerCredential".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server", "UserId2"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "DAT520",
                jsonData.getBytes(), signers,
                null, "rec",
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);
        // END PREPARE DATA

        // test Init
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stub);
        assertEquals("Chaincode Initiated Succesfully!",resp.getMessage());
        assertEquals(200, resp.getStatusCode());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                functionType,
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                proofData,
                orgIdentifier,
                credentialType
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp =  chainCode.invoke(stub);
        assertEquals(500, resp.getStatusCode());
        assertEquals("Qualification doesn't exist", resp.getMessage());

    }
    @Test
    public void registerRecordAndThenCredential() {
        //PREPARE TEST DATA
        ChaincodeStub stub =  new ChaincodeStubNaiveImpl();
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stub);
        assertEquals(200, resp.getStatusCode());

        // register Qualification
        args = new ArrayList<>();
        String[] recOwners = new String[owners.size()];
        owners.toArray(recOwners);
        Qualification rec = new Qualification(
                CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                null,
                null,
                recOwners, null
        );
        CompositeKey key = rec.createKey(rec.getSubject(), rec.getDescription());
        rec.setRequiredCredentials(new String[] {"CredentialProof"+ rec.getSubject() +rec.getDescription()});
        byte[] qualData = rec.toJson().getBytes(StandardCharsets.UTF_8);
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        qualData,
                        orgIdentifier,
                        "qualification".getBytes()
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp = chainCode.invoke(stub);
        assertEquals(200, resp.getStatusCode());
        //
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server", "UserId2"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                jsonData.getBytes(), signers,
                null,
                key.toString(),
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        proofData,
                        orgIdentifier,
                        "credential".getBytes()
                    }
                )
        );
        // END PREPARE DATA

        // test RegisterCredential
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp = chainCode.invoke(stub);
        assertEquals(200, resp.getStatusCode());
        assertEquals("Success", resp.getMessage());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "confirmCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        "Semester1.DAT520".getBytes(),
                        orgIdentifier
                    }
                )
        );
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp = chainCode.invoke(stub);
        assertEquals(200, resp.getStatusCode());
        try {
            CredentialProof returnedProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
            assertEquals(returnedProof.getSignatures()[0], proof.getRequiredAgreement()[0]);
        } catch (IOException e) {
            assertTrue(false);
        }



    }
    // helper method
    public <T> byte[]  prepareTestData(T data) {
        ByteArrayOutputStream bos;
        bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        byte[] myBytes = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(data);
            os.flush();
            myBytes = bos.toByteArray();
        } catch (IOException e) {
            // NO OP
        } finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
        return myBytes;
    }
}
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blob 10379�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '2'

networks:
  basic:

services:
  ca.example.com:
    image: hyperledger/fabric-ca
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer
    environment:
      - FABRIC_LOGGING_SPEC=DEBUG
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb1
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9061
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9061
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9061
     # - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=info
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=n1basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9061:9061
    volumes:
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    depends_on:
      - orderer.example.com
      - couchdb2
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=info
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 1466�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
  - Name: Pivt
    Domain: pivt.nl
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
      
  - Name: Valhalla
    Domain: valhalla.asgard
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

  - Name: Cimmeria
    Domain: cimmeria.hage
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
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blob 8995�package test.java.com.bchain.chaincode;



import com.bchain.chaincode.Issuer;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Qualification;
import com.google.common.hash.Hashing;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import org.junit.jupiter.api.BeforeEach;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.mockito.Mock;
import org.mockito.Mockito;
import org.mockito.invocation.InvocationOnMock;
import org.mockito.junit.jupiter.MockitoExtension;
import org.mockito.stubbing.Answer;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.mockito.BDDMockito.given;
import static org.mockito.Mockito.lenient;
@ExtendWith(MockitoExtension.class)
public class issuerTest {
    @Mock
    private ChaincodeStub stub;

    private Issuer chainCode = new Issuer();

    @BeforeEach
    public void setup() {
      // when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        lenient().when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).then(new Answer<CompositeKey>() {
            @Override
            public CompositeKey answer(InvocationOnMock invocation) throws Throwable {
                Object[] objects = invocation.getArguments();
                String[] list = new String[objects.length];
                for(int j = 0; j < list.length; j++) {
                    list[j] = (String) objects[j];
                }
                String[] lst =  Arrays.asList(list).subList(1, list.length).toArray(new String[list.length-1]);
                return new CompositeKey((String) objects[0], lst);
            }
        });

    }
    @Test
    public void testWrongFunctionAndParams() {

        // when
        Chaincode.Response res = chainCode.invoke(stub);
        // then
        assertEquals(500, res.getStatusCode());
    }

    @Test
    public void testWhenIssuerIsNotInitialized() {
        //when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        // initiate data
       String[] testList = new String[]{"test","test"};
        CredentialProof proof = new CredentialProof("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        byte[] data = prepareTestData(proof);
        // given
        ArrayList<byte[]> list = new ArrayList<>();
        list.add(data);
        list.add("test".getBytes());
        list.add("credential".getBytes());
        list.add("University Of Stavanger".getBytes());
        given(stub.getArgs()).willReturn(list);
        given(stub.getFunction()).willReturn("registerCredential");
        //when
        Chaincode.Response result = chainCode.invoke(stub);
        //then
        assertEquals(500, result.getStatusCode());
        assertEquals("Issuer doesn't exists!", result.getMessage());
    }

    @Test
    public void testIssuerInitAndRegisterCredentialWithoutParentRecord() {

        //PREPARE TEST DATA
        ChaincodeStub stub =  new ChaincodeStubNaiveImpl();
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        byte[] credentialType = "credential".getBytes();
        byte[] functionType = "registerCredential".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"UserId1", "UserId2"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "DAT520",
                jsonData.getBytes(), signers,
                null, "rec",
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);
        // END PREPARE DATA

        // test Init
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stub);
        assertEquals("Chaincode Initiated Succesfully!",resp.getMessage());
        assertEquals(200, resp.getStatusCode());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                functionType,
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                proofData,
                orgIdentifier,
                credentialType
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp =  chainCode.invoke(stub);
        assertEquals(500, resp.getStatusCode());
        assertEquals("Qualification doesn't exist", resp.getMessage());

    }
    @Test
    public void registerRecordAndThenCredential() {
        //PREPARE TEST DATA
        ChaincodeStub stub =  new ChaincodeStubNaiveImpl();
        HashSet<String> owners = new HashSet<>();
        owners.add("Simen@uis.no");
        owners.add("test@uis.no");
        byte[] bytesOwners = prepareTestData(owners);
        byte[] orgIdentifier = "UIS".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add(bytesOwners);
        args.add(orgIdentifier);
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stub);
        assertEquals(200, resp.getStatusCode());

        // register Qualification
        args = new ArrayList<>();
        String[] recOwners = new String[owners.size()];
        owners.toArray(recOwners);
        Qualification rec = new Qualification(
                CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                null,
                null,
                recOwners, null
        );
        CompositeKey key = rec.createKey(rec.getSubject(), rec.getDescription());
        rec.setRequiredCredentials(new String[] {"CredentialProof"+ rec.getSubject() +rec.getDescription()});
        byte[] qualData = rec.toJson().getBytes(StandardCharsets.UTF_8);
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        qualData,
                        orgIdentifier,
                        "qualification".getBytes()
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp = chainCode.invoke(stub);
        assertEquals(200, resp.getStatusCode());
        //
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"UserId1", "UserId2"};
        CredentialProof proof = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                jsonData.getBytes(), signers,
                null,
                key.toString(),
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        proofData,
                        orgIdentifier,
                        "credential".getBytes()
                }
                )
        );
        // END PREPARE DATA

        // test RegisterCredential
        ((ChaincodeStubNaiveImpl) stub).setArgsAsByte(args);
        resp = chainCode.invoke(stub);
        assertEquals(200, resp.getStatusCode());
        assertEquals("Success", resp.getMessage());
        // test RegisterCredential with wrong params
        // set new args

    }
    // helper method
    public <T> byte[]  prepareTestData(T data) {
        ByteArrayOutputStream bos;
        bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        byte[] myBytes = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(data);
            os.flush();
            myBytes = bos.toByteArray();
        } catch (IOException e) {
            // NO OP
        } finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
        return myBytes;
    }
}
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 281�<?xml version="1.0" encoding="UTF-8"?>
<module type="WEB_MODULE" version="4">
  <component name="NewModuleRootManager">
    <content url="file://$MODULE_DIR$" />
    <orderEntry type="inheritedJdk" />
    <orderEntry type="sourceFolder" forTests="false" />
  </component>
</module>
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blob 1566�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.sql.Array;
import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }
        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String user = this.tx.getCid().getId();
        if (this.tx.getCid() == null || this.tx.getIssuer().getOwners().contains(user) || Arrays.asList(proof.getOwners()).contains(user)) {
            proof = proof.getValid() == true ? proof : null;
        } else {
            throw new IllegalAccessError("User cannot read this.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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blob 2314�tlsEnabled: true
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]
    - name: private-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Valhalla, Cimmeria]
    - name: private-karga-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Karga, Valhalla, Cimmeria]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis,Valhalla, Cimmeria]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
      - name: private-valhalla-cimmeria
        orgs: [Valhalla, Cimmeria]
        policy: OR('ValhallaMSP.member','CimmeriaMSP.member')
      - name: private-karga-valhalla-cimmeria
        orgs: [Karga, Valhalla, Cimmeria]
        policy: OR('KargaMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
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blob 1148�#!/bin/bash

# extends certificates using project_folder/crypto-config.yaml
# and copies them to hlf-kube/ folder

if test "$#" -ne 1; then
   echo "usage: extend.sh <project_folder>"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
current_folder=$(pwd)

cd $project_folder

# extend certificates
echo "-- extending certificates --"
cryptogen extend --config ./crypto-config.yaml --input crypto-config

# place holder empty folders for external peer orgs
externalPeerOrgs=$(yq '.ExternalPeerOrgs // empty' ./crypto-config.yaml -r -c)
if [ "$externalPeerOrgs" ]; then
    echo "-- creating empty folders for external peer orgs --"
    for peerOrgDomain in $(echo "$externalPeerOrgs" | jq -r '.[].Domain'); do
        echo "$peerOrgDomain"
        mkdir -p "./crypto-config/peerOrganizations/$peerOrgDomain/msp"
    done
fi 

# copy stuff hlf-kube folder (as helm charts cannot access files outside of chart folder)
# see https://github.com/helm/helm/issues/3276#issuecomment-479117753
cd $current_folder

rm -rf hlf-kube/crypto-config

cp -r $project_folder/crypto-config hlf-kube/
cp -r $project_folder/configtx.yaml hlf-kube/
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blob 1761�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();
    private String self;
    private Records records;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        self = stub.getStringState("RecorderInstance");
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }
        if (self != null) {
            getRecords();
        }
    }

    public Records getRecords() throws IOException{
        if(records != null) {
            return records;
        }
        try {
            records = utils.jsonToObject(self.getBytes(), new Records());
        } catch (IOException e) {
            throw new IOException("Recorder instance not defined.");
        }
        return records;
    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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blob 151�apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-configtx.yaml
data:
  configtx.yaml: |- 
    {{ $.Files.Get "configtx.yaml" | b64enc }}
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blob 847�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 712�## Directory structure

* [hlf-kube](hlf-kube) Main chart for configuring and launching HL Fabric network
* [channel-flow](channel-flow) For creating channels, joining peers to channels and updating channels for anchor peers
* [chaincode-flow](chaincode-flow) For installing, instantiating, upgrading and invoking chaincodes
* [peer-org-flow](peer-org-flow) For adding new peer organizations to an already running network
* [backup-flow](backup-flow) For backing up the Fabric network state
* [restore-flow](restore-flow) For restoring the Fabric network state from backup
* [samples](samples) Sample network configurations and also some primitive chaincodes for demonstration
* [docs](docs) Some more documents
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blob 5037�package com.bchain.chaincode.Strategies.TransactionsImpl;


import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.Procedures.*;
import com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.List;
import static com.bchain.chaincode.ChaincodeInstance.*;
import static com.bchain.chaincode.Objects.Issuer.*;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             if (!(args.size() >= 2)) {
                 throw new IllegalArgumentException("Not enough parameters.");
             }
             if (args.get(1).length == 0) {
                 throw new IllegalArgumentException("Subject must be provided.");
             }
             this.subject = new String(args.get(1));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             isOpen();
             if(this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | IllegalAccessException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }

    public void isOpen() throws IllegalAccessException{
         if(this.issuer != null) {
             Timestamp currTime = Timestamp.from(this.txTime);
             if(this.issuer.isExpired(currTime)) {
                throw new IllegalAccessException("Issuer is closed.");
             }
         }
    }

    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    /**
    * All invocations  must follow the Procedures pattern
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) {
            switch (fName) {
                case registerCredential:
                    return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case confirmCredential:
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case aggregateProofs:
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) {
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }

        throw new IOException("Method not found");
    }
}
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blob 12388�package test.java.com.bchain.chaincode;


/*
import com.bchain.chaincode.Issuer;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;


import org.junit.jupiter.api.BeforeEach;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.extension.ExtendWith;
import org.mockito.Mock;
import org.mockito.Mockito;
import org.mockito.invocation.InvocationOnMock;
import org.mockito.junit.jupiter.MockitoExtension;
import org.mockito.stubbing.Answer;

import java.io.ByteArrayOutputStream;


import java.io.IOException;
import java.io.ObjectOutputStream;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.assertEquals;
import static org.junit.jupiter.api.Assertions.assertTrue;
import static org.mockito.BDDMockito.given;
import static org.mockito.Mockito.lenient;
@ExtendWith(MockitoExtension.class)
public class issuerTest {
    @Mock
    private ChaincodeStub stub;

    private ChaincodeStub stubs = new ChaincodeStubNaiveImpl();

    private Issuer chainCode = new Issuer();

    @BeforeEach
    public void setup() {
      // when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        lenient().when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).then(new Answer<CompositeKey>() {
            @Override
            public CompositeKey answer(InvocationOnMock invocation) throws Throwable {
                Object[] objects = invocation.getArguments();
                String[] list = new String[objects.length];
                for(int j = 0; j < list.length; j++) {
                    list[j] = (String) objects[j];
                }
                String[] lst =  Arrays.asList(list).subList(1, list.length).toArray(new String[list.length-1]);
                return new CompositeKey((String) objects[0], lst);
            }
        });

    }
    @Test
    public void testWrongFunctionAndParams() {

        // when
        Chaincode.Response res = chainCode.invoke(stub);
        // then
        assertEquals(500, res.getStatusCode());
    }

    @Test
    public void testWhenIssuerIsNotInitialized() {
        //when(stub.createCompositeKey(Mockito.anyString(), Mockito.anyString())).thenCallRealMethod();
        // initiate data
       String[] testList = new String[]{"test","test"};
       Credential proof = new Credential("test",
                "test",
                new byte[0],testList,testList,
                "test",
                "test",System.currentTimeMillis());
        byte[] data = prepareTestData(proof);
        // given
        ArrayList<byte[]> list = new ArrayList<>();
        list.add(data);
        list.add("test".getBytes());
        list.add("credential".getBytes());
        list.add("University Of Stavanger".getBytes());
        given(stub.getArgs()).willReturn(list);
        given(stub.getFunction()).willReturn("registerCredential");
        //when
        Chaincode.Response result = chainCode.invoke(stub);
        //then
        assertEquals(500, result.getStatusCode());
        assertEquals("Issuer doesn't exists!", result.getMessage());
    }

    @Test
    public void testIssuerInitAndRegisterCredentialWithoutParentRecord() {
        String list = "[\"simen@uis.no\",\"Test2@uis.no\",\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]";

        byte[] orgIdentifier = "UIS".getBytes();
        byte[] credentialType = "credential".getBytes();
        byte[] functionType = "registerCredential".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("init".getBytes());
        args.add(list.getBytes());
        args.add(orgIdentifier);
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server", "UserId2"};
        Credential proof = new Credential(CertificatesData.CERT_WITHOUT_ATTRS,
                "DAT520",
                jsonData.getBytes(), signers,
                null, "rec",
                "",
                System.currentTimeMillis());
        byte[] proofData = proof.toJson().getBytes(StandardCharsets.UTF_8);
        // END PREPARE DATA

        // test Init
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals("Chaincode Initiated Succesfully!",resp.getMessage());
        assertEquals(200, resp.getStatusCode());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                functionType,
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                proofData,
                orgIdentifier,
                credentialType
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp =  chainCode.invoke(stubs);
        assertEquals(500, resp.getStatusCode());
        assertEquals("CredentialProof doesn't exist", resp.getMessage());

    }
    @Test
    public void registerRecordAndThenCredential() {
        //PREPARE TEST DATA
        stubs =  new ChaincodeStubNaiveImpl();
        String list = "[\"simen@uis.no\",\"Test2@uis.no\",\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]";
        byte[] orgIdentifier = "UIS".getBytes();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("init".getBytes());
        args.add(list.getBytes());
        args.add(orgIdentifier);
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        Chaincode.Response resp = chainCode.init(stubs);
        assertEquals(200, resp.getStatusCode());

        // register CredentialProof
        args = new ArrayList<>();
        String[] recOwners = new String[]{"simen@uis.no", "Test2@uis.no","x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server" };
        String[] reqC = new String[]{"CredentialProof" + CertificatesData.CERT_WITHOUT_ATTRS + "Semester1.DAT520"};
        CredentialProof recParent = new CredentialProof(CertificatesData.CERT_WITHOUT_ATTRS,
                "Degree.UIS",
                reqC,
                null,recOwners, null);
        byte[] data = recParent.toJson().getBytes(StandardCharsets.UTF_8);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        data,
                        orgIdentifier,
                        "credentialproof".getBytes()
                }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());


        args = new ArrayList<>();
        CompositeKey key1 = recParent.createKey(recParent.getSubject(), recParent.getDescription());
        CredentialProof rec = new CredentialProof(
                CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                null,
                null,
                recOwners, key1.toString()
        );
        CompositeKey key = rec.createKey(rec.getSubject(), rec.getDescription());
        rec.setRequiredCredentials(new String[] {"Credential"+ rec.getSubject() +rec.getDescription()});
        byte[] qualData = rec.toJson().getBytes(StandardCharsets.UTF_8);

        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        qualData,
                        orgIdentifier,
                        "credentialproof".getBytes()
                }
            )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        //
        String jsonData = "{ DAT520: {Assignment1: {Name: Single Decree Paxos, Grade: A} } }";
        String[] signers = new String[]{"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server"};
        Credential credential = new Credential(CertificatesData.CERT_WITHOUT_ATTRS,
                "Semester1.DAT520",
                jsonData.getBytes(), signers,
                null,
                key.toString(),
                "",
                System.currentTimeMillis());
        byte[] proofData = credential.toJson().getBytes(StandardCharsets.UTF_8);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "registerCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        proofData,
                        orgIdentifier,
                        "credential".getBytes()
                    }
                )
        );
        // END PREPARE DATA

        // test RegisterCredential
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        assertEquals("Success", resp.getMessage());
        // test RegisterCredential with wrong params
        // set new args
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                        "confirmCredential".getBytes(),
                        CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                        "Semester1.DAT520".getBytes(),
                        orgIdentifier
                    }
                )
        );
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        try {
            Credential returnedProof = utils.jsonToObject(resp.getPayload(), new Credential());
            assertEquals(returnedProof.getSignatures()[0], credential.getRequiredAgreement()[0]);
        } catch (IOException e) {
            assertTrue(false);
        }
        // REVOKE the credential

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "revokeCredential".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("Credential Revoked.", resp.getMessage());
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "isRevoked".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier
        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp = chainCode.invoke(stubs);
        assertEquals("true", resp.getMessage());
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "verifyCredential".getBytes(),
                CertificatesData.CERT_WITHOUT_ATTRS.getBytes(),
                "Semester1.DAT520".getBytes(),
                orgIdentifier,
                qualData

        }));
        ((ChaincodeStubNaiveImpl) stubs).setArgsAsByte(args);
        resp =  chainCode.invoke(stubs);
        assertEquals(200, resp.getStatusCode());
        assertEquals("CredentialProof is valid: false", resp.getMessage());
    }
    // helper method
    public <T> byte[]  prepareTestData(T data) {
        ByteArrayOutputStream bos;
        bos = new ByteArrayOutputStream();
        ObjectOutputStream os = null;
        byte[] myBytes = null;
        try {
            os = new ObjectOutputStream(bos);
            os.writeObject(data);
            os.flush();
            myBytes = bos.toByteArray();
        } catch (IOException e) {
            // NO OP
        } finally {
            try {
                os.close();
            } catch (IOException e) {
            }
        }
        return myBytes;
    }
}
*/
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blob 3020�package main.main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashMap<String, String[]> owners = new LinkedHashMap<>();

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public Map<String, String[]> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashMap<String, String[]> owners) {
        this.owners = owners;
    }
}
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blob 1747�package com.bchain.chaincode.Utilities;

import com.fasterxml.jackson.databind.ObjectMapper;

import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.io.ObjectInputStream;
import java.nio.charset.StandardCharsets;
import java.util.Collection;
import java.util.HashSet;
import java.util.Iterator;

public class utils {
    public static String generateKeyFormat(String lastkey, String subject ) {
        String newKey;
        if (lastkey.contains("_")){
            String[] splitted = lastkey.split("_");
            int nbr = Integer.parseInt(splitted[1]) + 1;
            newKey = splitted[0].concat("_").concat(Integer.toString(nbr));
        } else {
            newKey = subject.concat("_1");
        }
        return newKey;
    }

    public static <T extends Object> HashSet<T> objectStreamToHashSet(byte[] bytes, HashSet<T> obj) throws IOException {
        ObjectInputStream os = new ObjectInputStream(new ByteArrayInputStream(bytes));
        try {
            obj = (HashSet<T>) os.readObject();
        } catch(ClassNotFoundException e) {
            throw new IOException("Something went wrong while reading bytes to list! " + e);
        }
        return obj;
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        ObjectMapper mapper = new ObjectMapper();

        obj =  (T) mapper.readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgFIDExpn6efsBmewc
yewyhWDkni7WdCydL79+XtQh+0uhRANCAAQvIRvidBcLgrPFtKLnCIG/JGLxinq6
pykFbTQIITp2kI3QMwf0I1OpXXiNBJFcSPsizHZRThCmEgr6BGkIfHzd
-----END PRIVATE KEY-----
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blob 2327�{{- range $i, $org := .Values.PeerOrgs }}
{{- $orgName := $org.Name }}
apiVersion: apps/v1
kind: Deployment
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
spec:
  replicas: 1
  selector:
    matchLabels:
      app: hlf-ca--{{ $org.Name | lower }}
  template:
    metadata:
      labels:
        app: hlf-ca--{{ $org.Name | lower }}
    spec:
    {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
    {{- end }}

      volumes:
      - name: ca-tls
        secret:
          secretName: hlf-ca--{{ $org.Name | lower }}-tls

      containers:
      - name: ca
        image: hyperledger/fabric-ca:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "fabric-ca-server start \
            --ca.certfile /etc/hyperledger/fabric-ca-server-config/cert.pem \
            --ca.keyfile /etc/hyperledger/fabric-ca-server-config/private_key \
            -b {{ $.Values.ca.userName }}:{{ $.Values.ca.password }} -d"]

        volumeMounts:
        - mountPath: /etc/hyperledger/fabric-ca-server-config/
          name: ca-tls

        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.ca.logLevel }}
        - name: FABRIC_CA_HOME
          value: /etc/hyperledger/fabric-ca-server
        - name: FABRIC_CA_SERVER_CA_NAME
          value: ca-{{ $org.Name }}
        - name: FABRIC_CA_SERVER_TLS_ENABLED
          value: "false" # it's always false as we use Ingress for TLS termination. # {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_CA_SERVER_TLS_CERTFILE
          value: /etc/hyperledger/fabric-ca-server-config/cert.pem
        - name: FABRIC_CA_SERVER_TLS_KEYFILE
          value: /etc/hyperledger/fabric-ca-server-config/private_key
---
{{- end }} {{- /* Orgs */ -}}
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 388�- StaticCollectionConfig: # protobuf oneof identifies type.
    name: "issuerCollections"
    blockToLive: 9999
    memberOnlyRead: true
    maximumPeerCount: 3
    requiredPeerCount: 3
    SignaturePolicyEnvelope: # protobuf oneOf identifies type
      identities:
        - user: {"role": {"name": "member", "mspId": "UiSMSP"}}
      policy:
        1-of:
          - signed-by: "user"
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blob 51�orderer:
  replicas: 3

hlf-kafka:
  enabled: true
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blob 527�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="CompilerConfiguration">
    <annotationProcessing>
      <profile name="Maven default annotation processors profile" enabled="true">
        <sourceOutputDir name="target/generated-sources/annotations" />
        <sourceTestOutputDir name="target/generated-test-sources/test-annotations" />
        <outputRelativeToContentRoot value="true" />
        <module name="client" />
      </profile>
    </annotationProcessing>
  </component>
</project>










thesis-work/.git/objects/cf/2e99338c919b7f9c525e3ed3bc78d5b43311a3

thesis-work/.git/objects/cf/2e99338c919b7f9c525e3ed3bc78d5b43311a3









thesis-work/.git/objects/cf/5fa39633b2c4f091f2c9fd2055fe4941516ee4

thesis-work/.git/objects/cf/5fa39633b2c4f091f2c9fd2055fe4941516ee4


blob 5706�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;


import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRevokeCredential;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import main.java.com.bchain.chaincode.Utilities.utils;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.time.Instant;
import java.util.List;
import java.util.Map;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Map<String, byte[]> transientMap;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             this.transientMap = stub.getTransient();
             if (transientMap != null && !(transientMap.keySet().size() >= 1) && !transientMap.containsKey("subject")) {
                 throw new IllegalArgumentException("Not enough parameters and required keys is not provided [subject].");
             }
             this.subject = new String(transientMap.get("subject"));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             getIssuer().isExpired(stub.getTxTimestamp());
             if (this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }


    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    public void setArgs(List<byte[]> args) {
        this.args = args;
    }

    public Map<String, byte[]> getTransientMap() {
        return transientMap;
    }

    public void setTransientMap(Map<String, byte[]> transientMap) {
        this.transientMap = transientMap;
    }

    public void setIssuer(Issuer issuer) {
        this.issuer = issuer;
    }

    /**
    * All invocations  must follow the Procedures pattern
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) {
            switch (fName) {
                case Issuer.registerCredential: // only if issuer is not expired and started
                        return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.confirmCredential: // only if started
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.aggregateProofs: // only possible if started and expired.
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
                case "editParticipants":
                    return new ProcedureEditParticipants(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) {
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Records.revoke:
                    return new ProcedureRevokeCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }
        throw new IOException("Method not found");
    }
}
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blob 935�package test.java.com;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Trie;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.assertTrue;

public class KeyTrieTest {

    @Test
    public void createTrieAndAddKey() {
        CredentialProof proof = new CredentialProof();
        Trie trie = new Trie();
        String trieKey = "Degree.UiS.MASTER.DAT520";
        proof.setHash();
        trie.insert(trieKey, proof.getHash());
        assertTrue(trie.containsKey(trieKey));
        trieKey = "Degree.UiS.MASTER.DAT650";
        trie.insert(trieKey, proof.getHash());
        ObjectMapper mapper = new ObjectMapper();
        String json = null;
        try {
            json = mapper.writeValueAsString(trie);
        } catch (Exception e) {
            // NO - OP
        }
    }

}
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commit 216�tree e6b7c880171377e6e1f3fff59a567dbbb18ed172
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579773676 +0100
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1579773676 +0100

First running network created by me
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blob 871�{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
    peerName: {{ $peer }}
data:
  ca.crt: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/ca.crt" $org.Domain $peer $org.Domain ) | b64enc }}
  server.crt: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/server.crt" $org.Domain $peer $org.Domain ) | b64enc }}
  server.key: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/server.key" $org.Domain $peer $org.Domain ) | b64enc }}

---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
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commit 237�tree be86ffb7c8febc90f3b5632a799b2405434456e4
parent 95b35d7f36e8c5270848f5ae697a718414482532
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440475 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590440475 +0200

typo fix
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blob 38196�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 11091�#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '3'

networks:
  basic:

services:
  ca.example.com:
    image: hyperledger/fabric-ca:1.4
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer:1.4
    environment:
      - FABRIC_LOGGING_SPEC=debug
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_VM_DOCKER_ATTACHSTDOUT=true
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./jsonfiles:/etc/hyperledger/customconfig
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - couchdb1
      - peer0.org1.example.com
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer:1.4
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    depends_on:
      - orderer.example.com
      - peer0.org1.example.com
      - couchdb2
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools:1.4
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=debug
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb
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blob 6066�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>

    <groupId>bbchain</groupId>
    <artifactId>chaincode</artifactId>
    <version>1.0</version>
<properties>

        <!-- Generic properties -->
        <java.version>1.8</java.version>
        <project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
        <project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>

        <!-- fabric-test-java -->
        <fabric-chaincode-java.version>1.4.5</fabric-chaincode-java.version>

        <!-- Logging -->
        <logback.version>1.0.13</logback.version>
        <slf4j.version>1.7.5</slf4j.version>

        <!-- Test -->
        <junit.jupiter.version>5.4.0</junit.jupiter.version>
    </properties>

    <repositories>
        <repository>
            <id>jitpack.io</id>
            <url>https://www.jitpack.io</url>
        </repository>
        <repository>
            <id>artifactory</id>
            <url>https://hyperledger.jfrog.io/hyperledger/fabric-maven</url>
        </repository>
    </repositories>

    <dependencies>

        <!-- fabric-test-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-shim</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>

        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-protos</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>


        <!-- fabric-sdk-java -->

        <!-- Logging with SLF4J & LogBack -->
        <dependency>
            <groupId>org.slf4j</groupId>
            <artifactId>slf4j-api</artifactId>
            <version>${slf4j.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>ch.qos.logback</groupId>
            <artifactId>logback-classic</artifactId>
            <version>${logback.version}</version>
            <scope>runtime</scope>
        </dependency>

        <!-- Test Artifacts -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-params</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-engine</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>

        <!-- https://mvnrepository.com/artifact/org.json/json -->
        <dependency>
            <groupId>org.json</groupId>
            <artifactId>json</artifactId>
            <version>20180813</version>
        </dependency>
        <!-- jackson library -->
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
    </dependencies>
    <build>
        <sourceDirectory>src</sourceDirectory>
        <testResources>
            <testResource>
                <directory>src/test/java</directory>
                <excludes>
                    <exclude>**/*.java</exclude>
                </excludes>
            </testResource>
        </testResources>
        <plugins>
            <!-- JUnit 5 requires Surefire version 2.22.0 or higher -->
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-surefire-plugin</artifactId>
                <version>2.22.1</version>
            </plugin>
            <plugin>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>3.1</version>
                <configuration>
                    <source>${java.version}</source>
                    <target>${java.version}</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-shade-plugin</artifactId>
                <version>3.1.0</version>
        <executions>
            <execution>
                <phase>package</phase>
                <goals>
                    <goal>shade</goal>
                </goals>
                <configuration>
                    <finalName>chaincode</finalName>
                    <transformers>

                        <transformer implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
                            <mainClass>main.java.com.bchain.chaincode.ChaincodeInstance</mainClass>
                        </transformer>
                    </transformers>
                    <filters>
                        <filter>
                            <!-- filter out signature files from signed dependencies, else repackaging fails with security ex -->
                            <artifact>*:*</artifact>
                            <excludes>
                                <exclude>META-INF/*.SF</exclude>
                                <exclude>META-INF/*.DSA</exclude>
                                <exclude>META-INF/*.RSA</exclude>
                            </excludes>
                        </filter>
                    </filters>
                </configuration>
            </execution>
        </executions>
    </plugin>
</plugins>
</build>

</project>
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blob 1374�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
      
  - Name: Valhalla
    Domain: valhalla.asgard
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Cimmeria
    Domain: cimmeria.hage
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
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blob 2354�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxVerifyCredential extends TxProcedure {
    private String trieParent;
    private String orgIdentifier;
    private String trieKey;
    private byte[] dataHashToVerify;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        Map<String, byte[]> transientField = stub.getTransient();
        if (!(transientField.containsKey("subject") && transientField.containsKey("key")
                && transientField.containsKey("orgIdentifier") && transientField.containsKey("dataHash"))) {
            throw new IllegalArgumentException("Parameters not given: [subject]: " +transientField.containsKey("subject")
                    + " [key]: "+transientField.containsKey("key") +" [orgIdentifier]: "+transientField.containsKey("orgIdentifier")
                    +" [dataHash]: " + transientField.containsKey("dataHash"));
        }
        setSubject(new String(transientField.get("subject")));
        this.trieKey = new String(transientField.get("key"));
        this.orgIdentifier = new String(transientField.get("orgIdentifier"));
        this.dataHashToVerify = transientField.get("dataHash");

        if (trieKey.contains(".")) {
            this.trieParent = trieKey.split("\\.")[0];
        }
    }

    public String getStoredKey() {
        return trieParent;
    }

    public byte[] getDataToVerify() {
        return dataHashToVerify;
    }

    public void setDataToVerify(byte[] dataToVerify) {
        this.dataHashToVerify = dataToVerify;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public String getTrieKey() {
        return trieKey;
    }

    public byte[] getDataHashToVerify() {
        return dataHashToVerify;
    }
}
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blob 1613�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
        SANS: 
          - hlf-orderer--groeifabriek--orderer0
      - Hostname: orderer1
        SANS: 
          - hlf-orderer--groeifabriek--orderer1
  - Name: Pivt
    Domain: pivt.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
        SANS: 
          - hlf-orderer--pivt--orderer0
      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--karga--{{.Hostname}}"
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--nevergreen--{{.Hostname}}"
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
      SANS: 
        - "hlf-peer--atlantis--{{.Hostname}}"
    Users:
      Count: 1
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blob 2430�import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 38010�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(40);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1200; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 400 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 399; i++) {
                    appendUser(userpoll[i], sb, i == 399);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> responses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                responses = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, orgs) : channel.getPeers(), args, transientField, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                responses = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers(),args, null, false).forwardRequest();
                success = getSuccesfulResponses(responses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
            peer = tmp.get(new Random().nextInt(tmp.size()));
            peers.add(peer);
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTrannsientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        },executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 110�apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: chaincode-flow
version: 0.1.0
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blob 4909�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;
import java.util.HashSet;
import java.util.Stack;

public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<CredentialProof> validProofs = new ArrayList<>();
    private ArrayList<Trie> committedTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        this.tx.getInstance().forEach(item -> {
            boolean hasSubject = item.getSubject() != null;
            boolean haveCredentials = hasCredentialLeafs(item);
            if (hasSubject && !item.getData().isEmpty() && haveCredentials) {
                validProofs.add(item);
            } else {
                setStatusMessage(item.getSubject() + " " +item.getDescription()+ " not valid. [subject]: " + hasSubject +", [leafs]: "
                                + haveCredentials +"[data]: "+item.getData().isEmpty(), "Validation");
            }

        });
    }
    /*
        A proof must have a set of leafs (i.e. credentials).
     */
    public boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (CredentialProof item : this.validProofs) {
           Trie trie = append(stub, item, item.getSubject());
           trie.commit(stub, item.getSubject());
           committedTries.add(trie);
        }
        // setResult(committedTries);
    }

    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie append(ChaincodeStub stub, CredentialProof proof, String subject) throws IOException {
        Trie thisTrie = retrieve(stub, subject);
        KeyBuilder kb = new KeyBuilder();
        HashSet<String> visited = new HashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, thisTrie);
        return thisTrie;
    }

    private void DFSproof(KeyBuilder kb, HashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj);
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj);
            }
        }
    }
}
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blob 107�apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: backup-flow
version: 0.1.0
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blob 6933�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>

    <groupId>bbchain</groupId>
    <artifactId>chaincode</artifactId>
    <version>1.0</version>
<properties>

        <!-- Generic properties -->
        <java.version>1.8</java.version>
        <project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
        <project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>

        <!-- fabric-chaincode-java -->
        <fabric-chaincode-java.version>1.4.4</fabric-chaincode-java.version>

        <!-- Logging -->
        <logback.version>1.0.13</logback.version>
        <slf4j.version>1.7.5</slf4j.version>

        <!-- Test -->
        <junit.jupiter.version>5.4.0</junit.jupiter.version>
    </properties>

    <repositories>
        <repository>
            <id>jitpack.io</id>
            <url>https://www.jitpack.io</url>
        </repository>
        <repository>
            <id>artifactory</id>
            <url>https://hyperledger.jfrog.io/hyperledger/fabric-maven</url>
        </repository>
    </repositories>

    <dependencies>

        <!-- fabric-chaincode-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-shim</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>

        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-protos</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>


        <!-- fabric-sdk-java -->

        <!-- Logging with SLF4J & LogBack -->
        <dependency>
            <groupId>org.slf4j</groupId>
            <artifactId>slf4j-api</artifactId>
            <version>${slf4j.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>ch.qos.logback</groupId>
            <artifactId>logback-classic</artifactId>
            <version>${logback.version}</version>
            <scope>runtime</scope>
        </dependency>

        <!-- Test Artifacts -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-params</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-engine</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>2.23.4</version>
            <scope>test</scope>
        </dependency>
        <!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-core</artifactId>
            <version>2.24.0</version>
        </dependency>

        <!-- https://mvnrepository.com/artifact/org.json/json -->
        <dependency>
            <groupId>org.json</groupId>
            <artifactId>json</artifactId>
            <version>20180813</version>
        </dependency>
        <!-- jackson library -->
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>5.5.2</version>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>3.3.0</version>
            <scope>compile</scope>
        </dependency>
    </dependencies>
    <build>
        <sourceDirectory>src</sourceDirectory>

        <testResources>
            <testResource>
                <directory>src/test/java</directory>
                <excludes>
                    <exclude>**/*.java</exclude>
                </excludes>
            </testResource>
        </testResources>
        <plugins>
            <!-- JUnit 5 requires Surefire version 2.22.0 or higher -->
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-surefire-plugin</artifactId>
                <version>2.22.1</version>
            </plugin>
            <plugin>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>3.1</version>
                <configuration>
                    <source>${java.version}</source>
                    <target>${java.version}</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-shade-plugin</artifactId>
                <version>3.1.0</version>
        <executions>
            <execution>
                <phase>package</phase>
                <goals>
                    <goal>shade</goal>
                </goals>
                <configuration>
                    <finalName>chaincode</finalName>
                    <transformers>
                        <transformer implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
                            <mainClass>com.bchain.chaincode.ChaincodeInstance</mainClass>
                        </transformer>
                    </transformers>
                    <filters>
                        <filter>
                            <!-- filter out signature files from signed dependencies, else repackaging fails with security ex -->
                            <artifact>*:*</artifact>
                            <excludes>
                                <exclude>META-INF/*.SF</exclude>
                                <exclude>META-INF/*.DSA</exclude>
                                <exclude>META-INF/*.RSA</exclude>
                            </excludes>
                        </filter>
                    </filters>
                </configuration>
            </execution>
        </executions>
    </plugin>
</plugins>
</build>

</project>
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blob 5454�package clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        if (!channel.isInitialized()) {
           channel = channel.initialize();
        }
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String>args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    public static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        if (!channel.isInitialized()) {
            channel.initialize();
        }
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }











thesis-work/.git/objects/d4/9862f12b40fc7837d851b3f6b8f82c7b49ac6a

thesis-work/.git/objects/d4/9862f12b40fc7837d851b3f6b8f82c7b49ac6a


blob 1721�package chaincode_2

import (
	"crypto"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"

)
type PublicKey interface {
}

type SigField struct {
	signature string
	hash string
}

type coursework struct{
	grade string `json:"grade"`
	userid *crypto.PublicKey `json:"userId"`
	courseid string `json:"courseId"`
	courseworkid string `json:"courseworkId"`
	requiredSigKeys []*crypto.PublicKey `json:"sigKeys"`// list of evaluators keys, could be teachers, students,
	providedSig []SigField `json:"signatures"`
	description string `json:"workDesc"` // what type of work is it?
	hash string `json:"metadataHash"` // hash for required sigkeys, grade, userid etc
	proof bool `json:"proof"`
}

func (s *coursework) PutState(stub shim.ChaincodeStubInterface) peer.Response{
	// TODO: create the hash field
	//

	return shim.Success(nil)
}

func (s *coursework) GetState(stub shim.ChaincodeStubInterface) peer.Response {
	return shim.Success(nil)
}

func (s *coursework) verifySig(stub shim.ChaincodeStubInterface) (bool) {
	cert, _ := retrieveCert(stub)
	if cert.PublicKey != s.requiredSigKeys[len(s.providedSig)-1] {
		return false
	}
	lengthSignature := len(s.providedSig)
	if lengthSignature > 0 {
		latestSignature := s.providedSig[len(s.providedSig)-1]
		err := cert.CheckSignature(cert.SignatureAlgorithm,[]byte(latestSignature.hash) ,[]byte(latestSignature.signature))
		if err != nil {
			return false
		} else {
			if len(s.requiredSigKeys) == len(s.providedSig){ // all signatures have been given, proof is valid
				s.proof = true
			}
			return true
		}
	}
	return false
}

func (s *coursework) assertFields(compare coursework) (bool) {
	return s.hash == compare.hash
}
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blob 5644�package com.bchain.chaincode.Strategies.TransactionsImpl;


import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.Procedures.*;
import com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRevokeCredential;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.List;
import java.util.Map;

import static com.bchain.chaincode.Objects.Issuer.*;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Map<String, byte[]> transientMap;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             this.transientMap = stub.getTransient();
             if (transientMap != null && !(transientMap.keySet().size() >= 1) && !transientMap.containsKey("subject")) {
                 throw new IllegalArgumentException("Not enough parameters and required keys is not provided [subject].");
             }
             this.subject = new String(transientMap.get("subject"));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             getIssuer().isExpired(stub.getTxTimestamp());
             if (this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }


    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    public void setArgs(List<byte[]> args) {
        this.args = args;
    }

    public Map<String, byte[]> getTransientMap() {
        return transientMap;
    }

    public void setTransientMap(Map<String, byte[]> transientMap) {
        this.transientMap = transientMap;
    }

    public void setIssuer(Issuer issuer) {
        this.issuer = issuer;
    }

    /**
    * All invocations  must follow the Procedures pattern
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) {
            switch (fName) {
                case registerCredential: // only if issuer is not expired and started
                        return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case confirmCredential: // only if started
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case aggregateProofs: // only possible if started and expired.
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
                case "editParticipants":
                    return new ProcedureEditParticipants(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) {
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Records.revoke:
                    return new ProcedureRevokeCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }
        throw new IOException("Method not found");
    }
}
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blob 1252�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private Issuer issuerInstance;
    private long tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        setCid(cid);
        if (args.size() != 2) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = new Long(new String(args.get(1)));
        issuerInstance = new Issuer().fetch("IssuerInstance", stub);
    }

    public Issuer getIssuerInstance() {
        return this.issuerInstance;
    }
    public long getTsClose() {
        return tsClose;
    }
}
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blob 561�{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $commonName := printf "%s.%s" $host.Hostname $org.Domain }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
    commonName: {{ $commonName }}
data:
  {{ ($.Files.Glob (printf "crypto-config/ordererOrganizations/%s/orderers/%s/tls/*" $org.Domain $commonName)).AsSecrets | nindent 2 }}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
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blob 2589�package com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                      String description,
                      byte[] data,
                      String[] requiredAgreement,
                      String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                        .concat(this.getSubject())
                        .concat(
                                (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 774�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1589�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRevoke extends TxProcedure {
    private String trieKey;
    private String orgIdentifer;
    private String parent;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        if ( !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("orgIdentifier") && !stub.getTransient().containsKey("trieKey")) {
            throw new ChaincodeException("Not enough arguments for invoking revoke.");
        }
        setSubject(new String(stub.getTransient().get("subject")));
        orgIdentifer = new String(stub.getTransient().get("orgIdentifier"));
        trieKey = new String(stub.getTransient().get("trieKey"));
        if(!trieKey.contains(".")) {
            throw new IllegalArgumentException("Key format is wrong!");
        }
        parent = trieKey.substring(0,trieKey.indexOf("."));
    }

    public String getOrgIdentifer() {
        return orgIdentifer;
    }

    public String getParent() {
        return parent;
    }

    public String getTrieKey() {
        return trieKey;
    }
}
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blob 456�NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer
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blob 192�package com.bchain.chaincode.Exceptions;

public class OwnerNotFoundException extends java.lang.Exception {
    public OwnerNotFoundException(String message) {
        super(message);
    }
}
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blob 834�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 559�package main.java.com.bchain.chaincode.Utilities;


public class ResponseMsg {
    String message;
    byte[] Payload;
    public ResponseMsg(String message, byte[] payload) {
        this.message = message;
        Payload = payload;
    }
    public byte[] WriteResponse() {
        StringBuilder resp = new StringBuilder();
        resp.append("{");
        resp.append("{\"message \":\"" + this.message + "\"},");
        resp.append("{\"payload \":\"" + this.Payload + "\"},");
        resp.append("}");
        return resp.toString().getBytes();
    }
}
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blob 38159�package Networktest;


import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/Networktest/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 150; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 50 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 49);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 2049�package com.bchain.chaincode;
import com.bchain.chaincode.Objects.CredentialProof;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerRecord - a credential is held in a record which tracks a set of credentials in order to be a valid record         *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(String subject, String issueId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(String subject, String issueId);
     Chaincode.Response confirmCredential(String subject, String desc, ChaincodeStub stub);
     Chaincode.Response verifyCredential(String subject, Byte data);
}
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blob 38045�import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class InitializeConfig {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void registerUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void distributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void initChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void startIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}











thesis-work/.git/objects/d9/00ca155b8fbd44f452a49ff8bb4269eae83b0e

thesis-work/.git/objects/d9/00ca155b8fbd44f452a49ff8bb4269eae83b0e









thesis-work/.git/objects/d9/0511772b386d459c7e4f596c02fb31075b7fe4

thesis-work/.git/objects/d9/0511772b386d459c7e4f596c02fb31075b7fe4


blob 6931�<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
         xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
    <modelVersion>4.0.0</modelVersion>

    <groupId>bbchain</groupId>
    <artifactId>chaincode</artifactId>
    <version>1.0-SNAPSHOT</version>
<properties>

        <!-- Generic properties -->
        <java.version>1.8</java.version>
        <project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
        <project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>

        <!-- fabric-chaincode-java -->
        <fabric-chaincode-java.version>1.4.5</fabric-chaincode-java.version>

        <!-- Logging -->
        <logback.version>1.0.13</logback.version>
        <slf4j.version>1.7.5</slf4j.version>

        <!-- Test -->
        <junit.jupiter.version>5.4.0</junit.jupiter.version>
    </properties>

    <repositories>
        <repository>
            <id>jitpack.io</id>
            <url>https://www.jitpack.io</url>
        </repository>
        <repository>
            <id>artifactory</id>
            <url>https://hyperledger.jfrog.io/hyperledger/fabric-maven</url>
        </repository>
    </repositories>

    <dependencies>

        <!-- fabric-chaincode-java -->
        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-shim</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>

        <dependency>
            <groupId>org.hyperledger.fabric-chaincode-java</groupId>
            <artifactId>fabric-chaincode-protos</artifactId>
            <version>${fabric-chaincode-java.version}</version>
            <scope>compile</scope>
        </dependency>


        <!-- fabric-sdk-java -->

        <!-- Logging with SLF4J & LogBack -->
        <dependency>
            <groupId>org.slf4j</groupId>
            <artifactId>slf4j-api</artifactId>
            <version>${slf4j.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>ch.qos.logback</groupId>
            <artifactId>logback-classic</artifactId>
            <version>${logback.version}</version>
            <scope>runtime</scope>
        </dependency>

        <!-- Test Artifacts -->
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>compile</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-params</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-engine</artifactId>
            <version>${junit.jupiter.version}</version>
            <scope>test</scope>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>2.23.4</version>
            <scope>test</scope>
        </dependency>
        <!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-core</artifactId>
            <version>2.24.0</version>
        </dependency>

        <!-- https://mvnrepository.com/artifact/org.json/json -->
        <dependency>
            <groupId>org.json</groupId>
            <artifactId>json</artifactId>
            <version>20180813</version>
        </dependency>
        <!-- jackson library -->
        <dependency>
            <groupId>com.fasterxml.jackson.core</groupId>
            <artifactId>jackson-databind</artifactId>
            <version>2.10.0.pr2</version>
        </dependency>
        <dependency>
            <groupId>org.junit.jupiter</groupId>
            <artifactId>junit-jupiter-api</artifactId>
            <version>5.5.2</version>
        </dependency>
        <dependency>
            <groupId>org.mockito</groupId>
            <artifactId>mockito-junit-jupiter</artifactId>
            <version>3.3.0</version>
            <scope>compile</scope>
        </dependency>
    </dependencies>
    <build>
        <sourceDirectory>src</sourceDirectory>

        <testResources>
            <testResource>
                <directory>src/test/java</directory>
                <excludes>
                    <exclude>**/*.java</exclude>
                </excludes>
            </testResource>
        </testResources>
        <plugins>
            <!-- JUnit 5 requires Surefire version 2.22.0 or higher -->
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-surefire-plugin</artifactId>
                <version>2.22.1</version>
            </plugin>
            <plugin>
                <artifactId>maven-compiler-plugin</artifactId>
                <version>3.1</version>
                <configuration>
                    <source>${java.version}</source>
                    <target>${java.version}</target>
                </configuration>
            </plugin>
            <plugin>
                <groupId>org.apache.maven.plugins</groupId>
                <artifactId>maven-shade-plugin</artifactId>
                <version>3.1.0</version>
        <executions>
            <execution>
                <phase>package</phase>
                <goals>
                    <goal>shade</goal>
                </goals>
                <configuration>
                    <finalName>chaincode</finalName>
                    <transformers>
                        <transformer implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
                            <mainClass>com.bchain.chaincode.Issuer</mainClass>
                        </transformer>
                    </transformers>
                    <filters>
                        <filter>
                            <!-- filter out signature files from signed dependencies, else repackaging fails with security ex -->
                            <artifact>*:*</artifact>
                            <excludes>
                                <exclude>META-INF/*.SF</exclude>
                                <exclude>META-INF/*.DSA</exclude>
                                <exclude>META-INF/*.RSA</exclude>
                            </excludes>
                        </filter>
                    </filters>
                </configuration>
            </execution>
        </executions>
    </plugin>
</plugins>
</build>

</project>
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blob 2783�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/lib/cid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
	"time"
)

func validateCourseRetrieval(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 1 {
		return shim.Error("Error in retrieveing course, expected ID only.")
	}
	course := &Course{CourseId: args[0]}
	return retrieveAsset(stub, course)
}

func validateCourseWrite(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 3 {
		return shim.Error("Need at least three arguments before adding course.")
	}
	// getState returns nil, nil if not found in the database.
	course := &Course{
		Name:     args[1],
		CourseId: args[0],
		TutorId:  args[2],
	}
	return commitAsset(stub, course)
}

func validatePersonWrite(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 3 {
		return shim.Error("Not enough arguments provided for adding person")
	}
	person := &Person{
		Firstname: args[1],
		Lastname: args[2],
		Id: args[0],
	}
	return commitAsset(stub, person)
}

func validatePersonRead(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 1 {
		return shim.Error("Not enough arguments for reading person")
	}
	person := &Person{Id: args[0]}
	return retrieveAsset(stub, person)
}

func validateGradeRead(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	if len(args) != 1 {
		return shim.Error("Not enough arguments for reading course grade")
	}
	coursegrade := &CourseGrade{UserID: args[0], CourseID:args[1]}
	return retrieveAsset(stub, coursegrade)
}

func validateGradeWrite(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	// revoke access if user id changes his own grade.
	id, _  := cid.GetID(stub)
	//id, err := stub.GetCreator()
	if id == args[0] {
		accessRevoked := RevokeAccessUser{
			IdUser:        args[0],
			RevokedBy:     "SYSTEM",
			Reason:        "USER ALTERNATES UNAUTHORIZED RECORDS",
			DateRevoked:   time.Now(),
			DateRevokedTo: time.Now().AddDate(10,0,0),
			IsRevoked:     true,
		}
		// Notify listeners.
		eventChannel.Publish("RevokeAccess", accessRevoked)
		return shim.Error("User is not allowed to change own grades, access revoked.")

	}
	if len(args) != 3 {
		return shim.Error("Not enough arguments for writing a grade.")
	}
	user, err := stub.GetState(args[0])
	if err != nil || user == nil {
		return shim.Error("User doesn't exist!")
	}
	course, err := stub.GetState(args[1])
	if err != nil || course == nil {
		return shim.Error("Trying to reference a course that doesn't exist.")
	}
	crsgrade := &CourseGrade{
		UserID: args[0],
		CourseID: args[1],
		Grade:    args[2],
	}
	return retrieveAsset(stub, crsgrade)
}
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blob 2369�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }

    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(),credential.getQualId(), stub) && credential.objectExists(credential.getKey(), stub)) {
            throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
        } else if (credential.getData() == null || credential.getDescription() == null ||
                credential.getSubject() == null) {
            throw new InvalidParameterException("Parameters Missing [requiredAgreement] : "+(credential.getData() == null)
                    +"[data]: "+(credential.getData() == null)+ ", [description]: "+(credential.getDescription() == null)+ ", " +
                    "[subject]: " +(credential.getSubject() == null));
        } else {
            setStatusMessage("Validation of credential Successful", "Validate");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setHash();
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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blob 702�{{- if or .Values.backup.enabled .Values.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  type: ClusterIP
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 873
    name: rsync
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if backup/restore enabled */ -}}
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blob 2501�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private long committed = -1;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setCommitted() {
        if(this.committed != -1) {
            committed = System.currentTimeMillis();
        }
    }
    public long getCommitted() {
        return committed;
    }
    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    private long comitted() {
        if (this.committed == -1) {
            this.committed = System.currentTimeMillis();
        }
        return this.committed;
    }

   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public void setCommitted(long committed) {
        if(this.committed == -1) {
            this.committed = committed;
        }
    }

    public boolean isValid() {
        return valid;
    }
}
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blob 1991�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        /*
        // Uncomment for non-testing purposes, reducing test time
        if (!tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is not expired. Cannot read yet.");
        }
        */

        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }

        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String user = this.tx.getCid().getId();
        String org = new String(stub.getCreator());
        if (user == null  || this.tx.getIssuer().getOrgIdentifier().toLowerCase().contains(org.toLowerCase())
           || user.length() > 0 || this.tx.getIssuer().getOwners().contains(user) || Arrays.asList(proof.getOwners()).contains(user)) {
            proof = proof.getValid() ? proof : null;
        } else {
            throw new IllegalAccessError("User cannot read this.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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blob 1584�tlsEnabled: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
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blob 1564�package clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;
    private String id;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId,  Enrollment enrollment) {

        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getName() {
        return name;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }


    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                "\n, Id='" + id + '\'' +
                '}';
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg18MxsQJxsx120ep9
mkuno8M8iBFjUJ0CvyU1rdJoA6ehRANCAATkCB8PJRxCvmC2InDPybBYLK5YkFpJ
349apjdr+FkA8vB8SZcT/nUBI3L+rgHnPtI6muO7X1YGeqs40uf6uC2m
-----END PRIVATE KEY-----
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blob 1566�network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Karga, Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')













thesis-work/.git/objects/dc/517e82ef6bcc92758ee7369460fccc8b3aa2a1

thesis-work/.git/objects/dc/517e82ef6bcc92758ee7369460fccc8b3aa2a1


blob 329�-------------------------------------------------------------------------------
Test set: test.java.com.bchain.chaincode.utilsTest
-------------------------------------------------------------------------------
Tests run: 2, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 0.043 s - in test.java.com.bchain.chaincode.utilsTest
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blob 1390�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
      
  - Name: Valhalla
    Domain: valhalla.asgard
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1

  - Name: Cimmeria
    Domain: cimmeria.hage
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
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blob 1734�package chaincode_2

import (
	"crypto"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"

)
type PublicKey interface {
}

type SigField struct {
	signature string
	hash string
}

type coursework struct{
	grade string `json:"grade"`
	userid *crypto.PublicKey `json:"userId"`
	courseid string `json:"courseId"`
	courseworkid string `json:"courseworkId"`
	requiredSigKeys []*crypto.PublicKey `json:"sigKeys"`// list of evaluators keys, could be teachers, students,
	providedSig []SigField `json:"signatures"`
	description string `json:"workDesc"` // what type of work is it?
	hash string `json:"metadataHash"` // hash for required sigkeys, grade, userid, e.g. all fields
	proof bool `json:"proof"`
}

func (s *coursework) PutState(stub shim.ChaincodeStubInterface) peer.Response{
	// TODO: create the hash field
	//

	return shim.Success(nil)
}

func (s *coursework) GetState(stub shim.ChaincodeStubInterface) peer.Response {
	return shim.Success(nil)
}

func (s *coursework) verifySig(stub shim.ChaincodeStubInterface) (bool) {
	cert, _ := retrieveCert(stub)
	if cert.PublicKey != s.requiredSigKeys[len(s.providedSig)-1] {
		return false
	}
	lengthSignature := len(s.providedSig)
	if lengthSignature > 0 {
		latestSignature := s.providedSig[len(s.providedSig)-1]
		err := cert.CheckSignature(cert.SignatureAlgorithm,[]byte(latestSignature.hash) ,[]byte(latestSignature.signature))
		if err != nil {
			return false
		} else {
			if len(s.requiredSigKeys) == len(s.providedSig){ // all signatures have been given, proof is valid
				s.proof = true
			}
			return true
		}
	}
	return false
}

func (s *coursework) assertFields(compare coursework) (bool) {
	return s.hash == compare.hash
}
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blob 968�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if (args != null) {
            if (args.size() != 2) throw new IllegalArgumentException("Not enough parameters");
        } else if (!stub.getTransient().containsKey("subject")) {
            throw new IllegalArgumentException("Not enough parameters");
        }
        setSubject(new String(stub.getTransient().get("subject")));
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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blob 3251�package com.bchain.chaincode.Objects;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class CredentialProof extends ObjectsOperations implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private String[] requiredAgreement;
    private String[] signatures;
    private String qualId;
    private String hash;
    private boolean isRevoked = false;
    private long timestamp;

    public CredentialProof(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String[] signatures,
                           String qualId,
                           String hash,
                           long timestamp) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = signatures;
        this.qualId = qualId;
        this.hash = hash;
        this.timestamp = timestamp;
    }

    public CredentialProof() {
    }

    public boolean getRevoked() {
        return isRevoked;
    }

    public void setRevoked(boolean revoked) {
        this.isRevoked = revoked;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }

    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }
    public void setHash(String hash) {this.hash = hash;}
    public long getTimestamp() {
        return timestamp;
    }

    public void setTimestamp(long timestamp) {
        this.timestamp = timestamp;
    }

    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getQualId())
                .concat(this.getSubject())
                .concat(
                    String.join(",", this.requiredAgreement)
                )
                .concat(
                    String.join(",",this.signatures)
                )
                .concat(
                    Hashing.sha256().hashBytes(this.getData()).toString())
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg7SwEiSL5Fn7fKety
TLWVeNP+0Qy6Rdkbrpt03Zrk5BShRANCAAQoLHAtuUB2OVHfgvFVSSSxibYC987L
PKdhE5GaN1qPTNPU5OxpEqrOXAqUTuydXfrWvstaCFlG06FZXcuNiMzg
-----END PRIVATE KEY-----
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blob 601�---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "UiTMSP"}}
  org3: {"role": {"name": "member", "mspId": "NTNUMSP"}} # .

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"
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blob 68�package clientapplication.Architecture;

public class Chaincode {
}
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blob 2027�package main

import (
	"encoding/json"

	"github.com/hyperledger/fabric/core/chaincode/lib/cid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
	"time"
)

type RevokeAccessUser struct {
	IdUser string `json:"userId"`
	RevokedBy string `json:"userIdRevoked"`
	Reason string `json:"reason"`
	DateRevoked time.Time `json:"DateFrom"`
	DateRevokedTo time.Time `json:"DateTo"`
	IsRevoked bool `json:"IsRevoked"`
}

var revokedChannel = make(chan DataEvent)
func initRevokeAccess() {
	eventChannel.Subscribe("RevokeAccess", revokedChannel)
	go ListenRevokeEvent()
}

func ListenRevokeEvent() {
	for {
		select {
			case d := <- revokedChannel:
				revokedEventUser := d.Data.(RevokeAccessUser)
				revokedEventUser.PutState(d.stubinterface, d.args)
		}
	}
}


/*

func (t *RevokeAccessUser) GetAccess(stub shim.ChaincodeStubInterface, userid string, args []string) (bool, error) {
	currDate := time.Now()
	if currDate.After(t.DateRevokedTo) {
		// TODO: UPDATE STATE
		t.IsRevoked = false
		t.Reason = "SYSTEM: UNDO REVOKE, TIME LIMIT REACHED"
		eventChannel.Publish("RevokeUndo",DataEvent{stubinterface:stub, Data: t, args:args})
		return false,fmt.Errorf("User Access is about to open... Wait a while before retrying.")
	} else {
		var user RevokeAccessUser
		usr, _ := stub.GetState(userid)
		json.Unmarshal(usr, &user)
		if user.IsRevoked {
			return false, fmt.Errorf("Access is revoked.")
		} else {
			return true, nil
		}
	}
}

 */

func (t *RevokeAccessUser) PutState(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	// TODO: Only admin should be able to change the state (or the system)
	if t.Reason != "" && time.Now().After(t.DateRevokedTo) && t.IdUser != "" {
		res, err := json.Marshal(t)
		if err != nil {
			return shim.Error("Error while reopening user access")
		}
		stub.PutState(t.IdUser, res)
	} else if role,_, _ := cid.GetAttributeValue(stub, "ROLE"); role == "admin" {
		//TODO: ADMIN CAN alter this state
	}


	return shim.Error("nil")
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgo/AyhgBeJGI6jhmz
4QYAqX1StbMFK2GldWemspPNSs+hRANCAASLomU2DG+6n2iXf7ZhhLdCHsK9L1Pr
l4HKlwk48c7it3qMnbHWNbJpFTYD212xLvKzsaDMl5MjVY9AfyrBXMDU
-----END PRIVATE KEY-----
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commit 251�tree e0d3eab788bf9dbe1d0dd6b42883135287b804dc
parent ea5cc2cd530ef785a2a92f706f7e9053d492fe2b
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003623 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590003623 +0200

fix maven test compile
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blob 200�package main

import "github.com/hyperledger/fabric/core/chaincode/shim"

func (g *GradeSystem) ListenEventDispatcher(bus EventBus, stubInterface shim.ChaincodeStubInterface, subChannel string) {


}
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blob 766�package com.bchain.chaincode.Strategies.Procedures;

import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;

public abstract class Procedure {
     private StringBuilder statusMessage = new StringBuilder();
     public abstract void validate(ChaincodeStub stub) throws IOException;
     public abstract void apply(ChaincodeStub stub) throws IOException;
     public void setStatusMessage(String msg, String phase) {
          statusMessage.append("{ \n");
          statusMessage.append("PHASE: " + phase);
          statusMessage.append(", message: ");
          statusMessage.append(msg +" \n");
          statusMessage.append("} \n");
     }
     public String getStatusMessage() {
          return this.statusMessage.toString();
     }

}
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blob 4235�### I don't want to launch the whole Fabric network but part of it, can I still use these charts?

Yes, you can. Network topology is defined in `crypto-config.yaml` file, just strip it down to desired components.

See the [cross-cluster-raft-network](https://github.com/APGGroeiFabriek/PIVT#cross-cluster-raft-network) sample for a complete running example and details.

### I'm not using `cryptogen` tool but we are creating our own certificates, can I still use these charts?

Yes, you can. As long as you arrange your certificates in a folder structure compatible with `cryptogen` tool.

If you are using intermediary certificates, possibly you need to extend the charts for that.

If you implement this, please feel free to share your extensions :)

### Why is chaincode flow invoking chaincodes? Isn't that creating unnecessary transactions?

Peers create chaincode containers at the very first time chaincode is invoked. This is a time taking operation.
We found it handy to invoke chaincodes for a dummy method immediately to force peers to create chaincode containers.

Anyway, this behaviour can be disabled by passing `flow.invoke.enabled=false` parameter to chaincode flow.

### Can I add new organizations/peers to an already running network?

Yes you can. See the [adding new peer organizations](https://github.com/APGGroeiFabriek/PIVT#adding-new-peer-organizations)
and [adding new peers to organizations](https://github.com/APGGroeiFabriek/PIVT/blob/master/README.md#adding-new-peers-to-organizations)
sections respectively.

### How can I distinguish between endorser and committer peers when running a network with multiple peers per organization?

We do not distinguish between endorser and committer peers for the sake of simplicity. Each peer is both endorser and committer. 
Technically speaking, the only difference is endorser peers need chaincodes installed to them.

But you can still make your own distinction at application level, as each peer can be accessed separately via its `peer service`

You can also fine tune chaincode flow not to install chaincodes to all peers. (No need to implement anything, 
just invoke chaincode flow with different `crypto-config.yaml` files)

### Why not use Kubernetes native [volume snapshots](https://kubernetes.io/docs/concepts/storage/volume-snapshots/) for backup/restore?

Kubernetes volume snapshots do not provide any [consistency guarantees](https://kubernetes.io/blog/2018/10/09/introducing-volume-snapshot-alpha-for-kubernetes/). 
Users are supposed to pause the application or freeze the filesystem etc. before taking the snapshot. So, as Fabric does not provide 
a mechanism for [pausing the peers and orderers](https://jira.hyperledger.org/browse/FAB-15542) for now, we still need to take down 
peers and orderers to take the backup.

For storing backup contents, using an Argo flow seemed more convenient. Volume snapshots are not yet supported by every cloud provider (read AKS) and restoring from a volume snapshot looks like a bit more complicated then our flow.

### Why not use cloud native disk snaphots for backup/restore?

Similar to above, cloud native disk snaphots do not provide any consistency guarantees.

Also, taking snapshot and restoring from it requires lots of cloud specific scripting. Our flow feels much more convenient as it will work on any cloud provider or even locally.

### What are those `no pem content for file` warnings?

You might see `warning` logs like below when orderer and peer pods are first launching or in Argo task logs:
```
2020-03-05 23:44:18.965 UTC [msp] getPemMaterialFromDir -> WARN 001 Failed reading file /etc/hyperledger/fabric/msp/admincerts/cert.pem: no pem content for file /etc/hyperledger/fabric/msp/admincerts/cert.pem
```

Theses logs are `harmless`and happens when you create the certificates with `cryptogen` version `1.4.3+`.

Since version `1.4.3`, `cryptogen` does not create certificates in the `admincerts` folder any more but creates `OU=admin` classification in the admin certificate. As a result, `hlf-kube` chart mounts an empty file to `admincerts/cert.pem` and we got this warning. This mount is necessary for `cryptogen` versions prior to `1.4.3` and hence for backward compatibility.
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blob 1057�{
  "name": "basic-network",
  "version": "1.0.0",
  "client": {
    "organization": "Org1",
    "connection": {
      "timeout": {
        "peer": {
          "endorser": "300"
        },
        "orderer": "300"
      }
    }
  },
  "channels": {
    "mychannel": {
      "orderers": [
        "orderer.example.com"
      ],
      "peers": {
        "peer0.org1.example.com": {
          "endorsingPeer": true,
          "chaincodeQuery": true,
          "ledgerQuery": true,
          "eventSource": true
        }
      }
    }
  },
  "organizations": {
    "Org1": {
      "mspid": "Org1MSP",
      "peers": [
        "peer0.org1.example.com"
      ],
      "certificateAuthorities": [
        "ca.example.com"
      ]
    }
  },
  "orderers": {
    "orderer.example.com": {
      "url": "grpc://localhost:7050"
    }
  },
  "peers": {
    "peer0.org1.example.com": {
      "url": "grpc://localhost:7051"
    }
  },
  "certificateAuthorities": {
    "ca.example.com": {
      "url": "http://localhost:7054",
      "caName": "ca.example.com"
    }
  }
}
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blob 709�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)


/*Interface which allows for calling get or set methods on some
 * instance of a class.
 * putState is write to ledger
 * getState is reading from world state
*/
type SystemReadWriteInterface interface {
	PutState(stub shim.ChaincodeStubInterface) peer.Response
	GetState(stub shim.ChaincodeStubInterface) peer.Response
}


func commitAsset(stub shim.ChaincodeStubInterface, inst SystemReadWriteInterface) peer.Response {
	return inst.PutState(stub)
}

func retrieveAsset(stub shim.ChaincodeStubInterface, inst SystemReadWriteInterface) peer.Response {
	return inst.GetState(stub)
}
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blob 473�#!/bin/bash

if [ "$#" -lt 1 ]; then
   echo "usage: collect_host_aliases.sh <project_folder> [additional arguments for kubectl]"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1

kubectl get svc -l addToHostAliases=true \
    -o jsonpath='{"hostAliases:\n"}{range..items[*]}- ip: {.spec.clusterIP}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
    "${@:2}" \
    > $project_folder/hostAliases.yaml
    
cat $project_folder/hostAliases.yaml
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blob 756�{{- if .Values.ca.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-ca--ingress
  annotations:
    {{- range $key, $value := .Values.ingress.annotations }}
      {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
  - host: hlf-ca-{{ $org.Name | lower }}.{{ $.Values.ingress.parentDomain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-ca--{{ $org.Name | lower }}
          servicePort: 7054
{{- end }}
  tls:
  - hosts:
{{- range $i, $org := .Values.PeerOrgs }}
    - hlf-ca-{{ $org.Name | lower }}.{{ $.Values.ingress.parentDomain }}
{{- end }}
    secretName: hlf-ca--ingress-tls
{{- end }} {{- /* if ingress.enabled */ -}}
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blob 2468�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

logLevel: info

network: 
  # orderer system channel
  systemChannelID: testchainid

update:
  # either application or orderer
  scope: none

  # this part is used if scope is application
  application:
    # either capabilities or jsonPath
    type: capabilities
    
    # set channel capabilities
    capabilities:
      version: V1_4_2

    # make arbitrary change by jsonPath
    jsonPath:
      # the key to change
      key: #.channel_group.groups.Application.policies.Admins.policy.value.rule
      # desired value of the key
      value: # ANY

  # this part is used if scope is orderer (not implemented yet)
  orderer:
     
flow:
  channel:
    # should we update multiple channels in parallel? 
    parallel: true
    # fill in this array with channel names to limit updating to these ones
    include: []
  
  createUpdate:
    channel:
      # actually create the config update for channels or wait until the file /continue is in place
      # if not enabled, user is supposed to copy the config update block to /work/update.pb in pod and then create (touch) /continue file
      enabled: true    
    systemChannel:
      # actually create the config update for system (orderer) channel or wait until the file /continue is in place
      # if not enabled, user is supposed to copy the config update block to /work/update.pb in pod and then create (touch) /continue file
      enabled: false

  sendUpdate:
    channel:
      # actually send the signed config update for channels or wait until the file /continue is in place
      enabled: true    
    systemChannel:
      # actually send the signed config update for system channels or wait until the file /continue is in place
      enabled: true
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blob 6958�

# import utils
. scripts/utils.sh
export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILE=TwoOrgsChannel
CHANNEL_NAME=mychannel
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1
ORDERER_CA=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/orderers/orderer.exampledomain.com/msp/tlscacerts/tlsca.exampledomain.com-cert.pem

# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL GENESIS BLOCK"
    #read -p "Specify profile Name for Channel: " ans
    configtxgen -configPath . -profile $CHANNEL_PROFILE -outputCreateChannelTx ./channel-genArtifacts/$CHANNEL_NAME.tx -channelID $CHANNEL_NAME
    echo "#### GENERATE ANCHOR PEERS"
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org1MSP
    configtxgen -profile $CHANNEL_PROFILE -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors$CHANNEL_NAME.tx -channelID $CHANNEL_NAME -asOrg Org2MSP
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

# remove chaincode docker images
    if [[$(docker ps -aq) -ne 0]]; then
    docker stop $(docker ps -aq)
    docker rm -f $(docker ps -aq)
    fi
    if [[$(docker images dev-* q) -ne 0]]; then
        docker rmi -f $(docker images dev-* -q)
    fi
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=20
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx

    for row in $(cat configParams.json | jq -c .[]); do
            CREATE=($(echo $row | jq -r '.CREATE_CH'));
            MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
            MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
            NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
            CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
            ORD=($(echo $row | jq -r '.ORDERER'));
            ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
            CHAINCODE_PATH=($(echo $row | jq -r '.CHAINCODE_PATH'));
            if [ ! -z "$CREATE" ]; then 
                echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
            fi
            echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"

            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
            if [ ! -z "$ANCH_FILE" ]; then
                docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
            fi
            echo "Installing ISSUER Chaincode on ${NODE_ADDR}"
            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -n ChaincodeInstance -v 1 -l java
       sleep 2
    done
}

echo "Generate Certificates?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac

echo "Generate Artifacts?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N) 
    echo "exit..."¨
    ;;
esac


echo "Start Cluster?"
read -p "Continue? [Y/n]" ans
case "$ans" in 
y | Y | "")
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N) 
    echo "exit..."¨
    exit 1
    ;;
esac
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blob 2089�package main.java.com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerCredential - a credential is held in a record which tracks a set of credentials in order to be a valid record     *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String qualRecId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data);
}
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blob 782�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 49�package Networktest;

public class TestUtils {
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgwmCIK4JHWjDOC2SU
lMsu42Ob7dRNwNp4kAk5XqJ7QHihRANCAARhAcNth/w/f2JGzmHrsn/xmaw5wgLW
DZpe+f5G/spraliWgjUUBIM31JMxS46GOQfdNzIp3V9LS0im2XyJcWpU
-----END PRIVATE KEY-----











thesis-work/.git/objects/e1/48502a426f8b25eddfbec0034caadbafbd61fe

thesis-work/.git/objects/e1/48502a426f8b25eddfbec0034caadbafbd61fe


blob 67435�# Hyperledger Fabric meets Kubernetes
![Fabric Meets K8S](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/fabric_meets_k8s.png)

* [What is this?](#what-is-this)
* [Who made this?](#who-made-this)
* [License](#License)
* [Requirements](#requirements)
* [Network Architecture](#network-architecture)
* [Go over the samples](#go-over-samples)
  * [Launching the network](#launching-the-network)
  * [Creating channels](#creating-channels)
  * [Installing chaincodes](#installing-chaincodes)
  * [Scaled-up Kafka network](#scaled-up-kafka-network)
  * [Scaled-up Raft network with TLS](#scaled-up-raft-network-with-tls)
  * [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls)
  * [Cross-cluster Raft network](#cross-cluster-raft-network)
  * [Adding new peer organizations](#adding-new-peer-organizations)
  * [Adding new peers to organizations](#adding-new-peers-to-organizations)
  * [Updating channel configuration](#updating-channel-configuration)
* [Configuration](#configuration)
* [TLS](#tls)
* [Backup-Restore](#backup-restore)
  * [Requirements](#backup-restore-requirements)
  * [Flow](#backup-restore-flow)
  * [Backup](#backup)
  * [Restore](#restore)
* [Limitations](#limitations)
* [FAQ and more](#faq-and-more)
* [Conclusion](#conclusion)

## [What is this?](#what-is-this)
This repository contains a couple of Helm charts to:
* Configure and launch the whole HL Fabric network or part of it, either:
  * A simple one, one peer per organization and Solo orderer
  * Or scaled up one, multiple peers per organization and Kafka or Raft orderer
* Populate the network declaratively:
  * Create the channels, join peers to channels, update channels for Anchor peers
  * Install/Instantiate all chaincodes, or some of them, or upgrade them to newer version
* Add new peer organizations to an already running network declaratively
* Make channel config updates declaratively
* Backup and restore the state of whole network

**IMPORTANT:** Declarative flows use our home built [CLI tools](https://hub.docker.com/u/raft) 
based on this [patch](https://github.com/hyperledger/fabric/pull/345), **use at your own risk!**
If you don't want this behaviour, you can use [release/0.7](https://github.com/APGGroeiFabriek/PIVT/tree/release/0.7) branch.

## [Who made this?](#who-made-this)
This work is a result of collaborative effort between [APG](https://www.apg.nl/en) and 
[Accenture NL](https://www.accenture.com/nl-en). 

We had implemented these Helm charts for our project's needs, and as the results looks very promising, 
decided to share the source code with the HL Fabric community. Hopefully it will fill a large gap!
Special thanks to APG for allowing opening the source code :)

We strongly encourage the HL Fabric community to take ownership of this repository, extend it for
further use cases, use it as a test bed and adapt it to the Fabric provided samples to get rid of endless 
Docker Compose files and Bash scripts. 

## [License](#License)
This work is licensed under the same license with HL Fabric; [Apache License 2.0](LICENSE).

## [Requirements](#requirements)
* A running Kubernetes cluster, Minikube should also work, but not tested
* [HL Fabric binaries](https://hyperledger-fabric.readthedocs.io/en/release-1.4/install.html)
* [Helm](https://github.com/helm/helm/releases/tag/v2.16.0), 2.16 or newer 2.xx versions
* [jq](https://stedolan.github.io/jq/download/) 1.5+ and [yq](https://pypi.org/project/yq/) 2.6+
* [Argo](https://github.com/argoproj/argo), both CLI and Controller 2.4.0+
* [Minio](https://github.com/argoproj/argo/blob/master/docs/configure-artifact-repository.md), only required for backup/restore and new-peer-org flows
* Run all the commands in *fabric-kube* folder
* AWS EKS users please also apply this [fix](https://github.com/APGGroeiFabriek/PIVT/issues/1)

## [Network Architecture](#network-architecture)

### Simple Network Architecture

![Simple Network](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/HL_in_Kube_simple.png)

### Scaled Up Kafka Network Architecture

![Scaled Up Network](https://s3-eu-west-1.amazonaws.com/raft-fabric-kube/images/HL_in_Kube_scaled.png)

### Scaled Up Raft Network Architecture

![Scaled Up Raft Network](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/HL_in_Kube_raft.png)
**Note:** For transparent load balancing TLS should be disabled. This is only possible for Raft orderers since Fabric 1.4.5. See the [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls) sample for details.

## [Go Over Samples](#go-over-samples)

### [Launching The Network](#launching-the-network)
First install chart dependencies, you need to do this only once:
```
helm repo add incubator http://storage.googleapis.com/kubernetes-charts-incubator
helm dependency update ./hlf-kube/
```
Then create necessary stuff:
```
./init.sh ./samples/simple/ ./samples/chaincode/
```
This script:
* Creates the `Genesis block` using `genesisProfile` defined in 
[network.yaml](fabric-kube/samples/simple/network.yaml) file in the project folder
* Creates crypto material using `cryptogen` based on 
[crypto-config.yaml](fabric-kube/samples/simple/crypto-config.yaml) file in the project folder
* Compresses chaincodes as `tar` archives via `prepare_chaincodes.sh` script
* Copies created stuff and configtx.yaml into main chart folder: `hlf-kube` 

Now, we are ready to launch the network:
```
helm install ./hlf-kube --name hlf-kube -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml
```
This chart creates all the above mentioned secrets, pods, services, etc. cross configures them 
and launches the network in unpopulated state.

Wait for all pods are up and running:
```
kubectl get pod --watch
```
In a few seconds, pods will come up:
![Screenshot_pods](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_pods.png)
Congrulations you have a running HL Fabric network in Kubernetes!

### [Creating channels](#creating-channels)

Next lets create channels, join peers to channels and update channels for Anchor peers:
```
helm template channel-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml | argo submit - --watch
```
Wait for the flow to complete, finally you will see something like this:
![Screenshot_channel_flow](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_channel_flow_declarative.png)

Channel flow is declarative and idempotent. You can run it many times. It will create the channel only if it doesn't exist, join peers to channels only if they didn't join yet, etc.

### [Installing chaincodes](#installing-chaincodes)

Next lets install/instantiate/invoke chaincodes
```
helm template chaincode-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml | argo submit - --watch
```
Wait for the flow to complete, finally you will see something like this:
![Screenshot_chaincode_flow](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_chaincode_flow_declarative.png)

Install steps may fail even many times, nevermind about it, it's a known [Fabric bug](https://jira.hyperledger.org/browse/FAB-15026), 
the flow will retry it and eventually succeed.

Lets assume you had updated chaincodes and want to upgrade them in the Fabric network. Firt update chaincode `tar` archives:
```
./prepare_chaincodes.sh ./samples/simple/ ./samples/chaincode/
```
Then make sure chaincode ConfigMaps are updated with new chaincode tar archives:
```
helm upgrade hlf-kube ./hlf-kube -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml  
```
Or alternatively you can update chaincode ConfigMaps directly:
```
helm template -f samples/simple/network.yaml -x templates/chaincode-configmap.yaml ./hlf-kube/ | kubectl apply -f -
```

Next invoke chaincode flow again:
```
helm template chaincode-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml --set chaincode.version=2.0 | argo submit - --watch
```
All chaincodes are upgraded to version 2.0!
![Screenshot_chaincode_upgade_all](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_chaincode_upgrade_all_declarative.png)

Lets upgrade only the chaincode named `very-simple` to version 3.0:
```
helm template chaincode-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml --set chaincode.version=3.0 --set flow.chaincode.include={very-simple} | argo submit - --watch
```
Chaincode `very-simple` is upgarded to version 3.0!
![Screenshot_chaincode_upgade_single](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_chaincode_upgrade_single_declarative.png)

Alternatively, you can also set chaincode versions individually via `network.chaincodes[].version`

Chaincode flow is declarative and idempotent. You can run it many times. It will install chaincodes only if not installed, instatiate them only if not instantiated yet, etc.

### [Scaled-up Kafka network](#scaled-up-kafka-network)
Now, lets launch a scaled up network backed by a Kafka cluster.

First tear down everything:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated:
```
kubectl  get pod --watch
```
Then create necessary stuff:
```
./init.sh ./samples/scaled-kafka/ ./samples/chaincode/
```
Lets launch our scaled up Fabric network:
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-kafka/network.yaml -f samples/scaled-kafka/crypto-config.yaml -f samples/scaled-kafka/values.yaml
```
Again lets wait for all pods are up and running:
```
kubectl get pod --watch
```
This time, in particular wait for 4 Kafka pods and 3 ZooKeeper pods are running and `ready` count is 1/1. 
Kafka pods may crash and restart a couple of times, this is normal as ZooKeeper pods are not ready yet, 
but eventually they will all come up.

![Screenshot_pods_kafka](https://s3-eu-west-1.amazonaws.com/raft-fabric-kube/images/Screenshot_pods_kafka.png)

Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Orderer nodes backed by a Kafka cluster 
and 2 peers per organization. Your application can use them without even noticing there are 3 Orderer nodes and 2 peers per organization.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-kafka/network.yaml -f samples/scaled-kafka/crypto-config.yaml | argo submit - --watch
```
And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-kafka/network.yaml -f samples/scaled-kafka/crypto-config.yaml | argo submit - --watch
```
### [Scaled-up Raft network with TLS](#scaled-up-raft-network-with-tls)
Now, lets launch a scaled up network based on three Raft orderer nodes spanning two Orderer organizations. This sample also demonstrates how to enable TLS and use actual domain names for peers and orderers instead of internal Kubernetes service names. Enabling TLS globally was mandatory until Fabric 1.4.5. See the [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls) sample for running Raft orderers without globally enabling TLS.

Compare [scaled-raft-tls/configtx.yaml](fabric-kube/samples/scaled-raft-tls/configtx.yaml) with other samples, in particular it uses actual domain names like _peer0.atlantis.com_ instead of internal Kubernetes service names like _hlf-peer--atlantis--peer0_. This is necessary for enabling TLS since otherwise TLS certificates won't match service names.

Also in [network.yaml](fabric-kube/samples/scaled-raft-tls/network.yaml) file, there are two additional settings. As we pass this file to all Helm charts, it's convenient to put these settings into this file.
```
tlsEnabled: true
useActualDomains: true
```

First tear down everything:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated:
```
kubectl  get pod --watch
```
Then create necessary stuff:
```
./init.sh ./samples/scaled-raft-tls/ ./samples/chaincode/
```
Lets launch our Raft based Fabric network in _broken_ state:
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml 
```
The pods will start but they cannot communicate to each other since domain names are unknown. You might also want to use the option `--set peer.launchPods=false --set orderer.launchPods=false` to make this process faster.

Run this command to collect the host aliases:
```
kubectl get svc -l addToHostAliases=true -o jsonpath='{"hostAliases:\n"}{range..items[*]}- ip: {.spec.clusterIP}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' > samples/scaled-raft-tls/hostAliases.yaml
```

Or this one, which is much convenient:
```
./collect_host_aliases.sh ./samples/scaled-raft-tls/ 
```

Let's check the created hostAliases.yaml file.
```
cat samples/scaled-raft-tls/hostAliases.yaml
```

The output will be something like:
```
hostAliases:
- ip: 10.0.110.93
  hostnames: [orderer0.groeifabriek.nl]
- ip: 10.0.32.65
  hostnames: [orderer1.groeifabriek.nl]
- ip: 10.0.13.191
  hostnames: [orderer0.pivt.nl]
- ip: 10.0.88.5
  hostnames: [peer0.atlantis.com]
- ip: 10.0.88.151
  hostnames: [peer1.atlantis.com]
- ip: 10.0.217.95
  hostnames: [peer10.aptalkarga.tr]
- ip: 10.0.252.19
  hostnames: [peer9.aptalkarga.tr]
- ip: 10.0.64.145
  hostnames: [peer0.nevergreen.nl]
- ip: 10.0.15.9
  hostnames: [peer1.nevergreen.nl]
```
The IPs are internal ClusterIPs of related services. Important point here is, as opposed to pod ClusterIPs, service ClusterIPs are stable, they won't change if service is not deleted and re-created.

Next, let's update the network with this host aliases information. These entries goes into pods' `/etc/hosts` file via Pod [hostAliases](https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/) spec.
```
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml  
```

Again lets wait for all pods are up and running:
```
kubectl get pod --watch
```
Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Raft orderer nodes spanning 2 Orderer organizations and 2 peers per organization. But unfortunately, due to TLS, your application cannot use them with transparent load balancing, you need to connect to relevant peer and orderer services separately.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml | argo submit - --watch
```
And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml | argo submit - --watch
```

### [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls)

This sample has the same topology with scaled-up Raft network, but does not enable TLS globally. This is possible since Fabric 1.4.5. In the previous versions, enabling TLS globally was mandatory for Raft orderers.

You will notice the below entries in [network.yaml](fabric-kube/samples/scaled-raft-no-tls/network.yaml) file:
```
tlsEnabled: false
useActualDomains: true
```
TLS is disabled by default but still put in this file to be explicit. Using actual domain names is not mandatory but I believe is a good practice.

In [configtx.yaml](fabric-kube/samples/scaled-raft-no-tls/configtx.yaml#L270-L282) file, you will notice Raft consenters are using a different port:
```
- Host: orderer0.groeifabriek.nl
  Port: 7059
```
Raft orderers mutually authenticate each other so they always need TLS for inter-orderer communication. That's why disabling TLS globally requires Raft orderers communicate each other over another port instead of client-facing orderer port (7050). We enable this behavior by passing the argument `orderer.cluster.enabled=true` to hlf-kube chart. 

No other change is required. Any client of orderer, either application or Argo flows or whatever, will still use the client-facing port (7050)

Let's launch the Raft network without TLS. First tear down everything as usual:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated, then create necessary stuff:
```
./init.sh ./samples/scaled-raft-no-tls/ ./samples/chaincode/
```

Luanch the Raft based Fabric network in broken state (only because of `useActualDomains=true`)
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false
```

Collect the host aliases:
```
./collect_host_aliases.sh ./samples/scaled-raft-no-tls/
```
 
Then update the network with host aliases:
``` 
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true
```
Again lets wait for all pods are up and running:

```
kubectl get pod --watch
```

Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Raft orderer nodes spanning 2 Orderer organizations and 2 peers per organization. Since TLS is disabled, your application can use them without even noticing there are 3 Orderer nodes and 2 peers per organization.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```

And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```

### [Cross-cluster Raft network](#cross-cluster-raft-network)

#### Overview

This sample demonstrates how to spread `scaled-raft-tls` sample over three Kubernetes clusters. The same mechanism can be used
for any combination of hybrid networks, some parts running on premises as plain Docker containers, or on bare metal or whatever. 
In any case, these Helm charts are used for running and operating **the part of Fabric network** running in your cluster.

Basically there are two requirements to integrate your part of Fabric network with the rest:
* Peer and orderer nodes should be exposed to outer world (obviously)
* Any node should be accesible via the same address (host:port) either inside cluster or from outside of cluster

Exposing peer and orderer nodes is possible either via `Ingress` or via `LoadBalancer`. This sample demonstrates both.

The layout is as follows:

```
Cluster-One:
    OrdererOrgs:
    - Name: Groeifabriek
      NodeCount: 2
    PeerOrgs:
    - Name: Karga
      PeerCount: 2
    
Cluster-Two:
    OrdererOrgs:
    - Name: Pivt
      NodeCount: 1
    PeerOrgs:
    - Name: Atlantis
      PeerCount: 2
  
Cluster-Three:
    PeerOrgs:
    - Name: Nevergreen
      PeerCount: 2
```

Inspect the `crypto-config.yaml` and `network.yaml` files in `samples/cross-cluster-raft-tls/cluster-one/`, `cluster-two` and `cluster-three` folders respectively. You will notice each one is stripped down to relevant peer/orderer organizations that will run in that cluster. You will also notice `ExternalPeerOrgs`and `ExternalOrdererOrgs` in `crypto-config.yaml` files. We will come that in a bit why and when they are required. `configtx.yaml` files are the same for all three as they are part of the same Fabric network.

You can run this sample either on three separate Kubernetes clusters or on three different namespaces in the same cluster. The sample commands below uses different chart names and namespaces, so they can be used as they are on both setups. 

#### Preperation

`Cluster-One` and `Cluster-Three` is exposed via `Ingress` and `Cluster-Two` is exposed via `LoadBalancer`. So, for cluster one and three we need to install Ingress controllers:
```
helm install stable/nginx-ingress --name hlf-peer-ingress --namespace kube-system --set controller.service.type=LoadBalancer --set controller.ingressClass=hlf-peer --set controller.service.ports.https=7051 --set controller.service.enableHttp=false --set controller.extraArgs.enable-ssl-passthrough=''

helm install stable/nginx-ingress --name hlf-orderer-ingress  --namespace kube-system --set controller.service.type=LoadBalancer --set controller.ingressClass=hlf-orderer --set controller.service.ports.https=7050 --set controller.service.enableHttp=false --set controller.extraArgs.enable-ssl-passthrough=''
```
Notice we are installing one Ingress controller for peers and one for orderers. We are also enabling `ssl-passthrough` on these and using only the `https` port.

Wait for Ingress LoadBalancer services gets their external IP's (this can take a while):
```
kubectl -n kube-system get svc -l app=nginx-ingress,component=controller --watch
```
![Screenshot_peerorg_flow_declarative](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_waiting_for_ingress_loadbalancer_ip.png)

We need three copies of these Helm charts. So, first make two copies of `fabric-kube` folder inside `PIVT` folder and open each of them in a separete console.
```
/path/to/PIVT/
        â��â��â�� fabric-kube/
        â��â��â�� fabric-kube-two/
        â��â��â�� fabric-kube-three/
```

#### Crypto material and genesis block

Lets create the crypto material for each of them:
```
# run in one
./init.sh samples/cross-cluster-raft-tls/cluster-one/ samples/chaincode/ false

# run in two
./init.sh samples/cross-cluster-raft-tls/cluster-two/ samples/chaincode/ false

# run in three
./init.sh samples/cross-cluster-raft-tls/cluster-three/ samples/chaincode/ false
```
The last optional argument `false` tells `init.sh` script not to create the `genesis` block. We will create it manually. But to do that we need:
* MSP certificates of other peer organization(s)
* MSP certificates of other orderer organization(s)
* TLS certificates of other Raft orderer node(s)

Lets copy them (the target empty placeholder directories are already created by `init.sh` script based on `ExternalPeerOrgs`and `ExternalOrdererOrgs`):
```
# run in one
cp -r ../fabric-kube-two/hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/* hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/
cp -r ../fabric-kube-two/hlf-kube/crypto-config/peerOrganizations/atlantis.com/msp/* hlf-kube/crypto-config/peerOrganizations/atlantis.com/msp/
cp -r ../fabric-kube-three/hlf-kube/crypto-config/peerOrganizations/nevergreen.nl/msp/* hlf-kube/crypto-config/peerOrganizations/nevergreen.nl/msp/
cp ../fabric-kube-two/hlf-kube/crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/server.crt hlf-kube/crypto-config/ordererOrganizations/pivt.nl/orderers/orderer0.pivt.nl/tls/
```
Now we can create the `genesis` block:
```
# run in one
cd hlf-kube/
configtxgen -profile OrdererGenesis -channelID testchainid -outputBlock ./channel-artifacts/genesis.block
cd ../
```
And copy the `genesis` block to other chart folders:
```
# run in one
cp hlf-kube/channel-artifacts/genesis.block ../fabric-kube-two/hlf-kube/channel-artifacts/
cp hlf-kube/channel-artifacts/genesis.block ../fabric-kube-three/hlf-kube/channel-artifacts/
```

#### Launch the network

The rest is more or less the same as launching the whole Raft network in the same cluster. We will first launch the network parts in broken state, collect host aliases and then update the network parts with host aliases.

But first we need to copy TLS CA certs of `Pivt` orderer organization to chart three. `cluster-three` doesn't run an `Orderer` organization, so it needs to connect to an external orderer. TLS certificates are required for that.
```
# run in three
cp ../fabric-kube-two/hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/tlscacerts/* hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/tlscacerts/
```

Good to go, lets launch network parts:
```
# run in one
helm install ./hlf-kube --name hlf-kube -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml --set peer.launchPods=false --set orderer.launchPods=false

# run in two
helm install ./hlf-kube --name hlf-kube-two --namespace two -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml --set peer.launchPods=false --set orderer.launchPods=false --set peer.externalService.enabled=true --set orderer.externalService.enabled=true

# run in three
helm install ./hlf-kube --name hlf-kube-three --namespace three -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml --set peer.launchPods=false --set orderer.launchPods=false 
```

In `cluster-one` you will notice two external MSP secrets:
```
hlf-peer--atlantis--external-msp
hlf-peer--nevergreen--external-msp
```
These are created because of `ExternalPeerOrgs` in `crypto-config.yaml` and required for channel creation.

In `cluster-one` and `cluster-three` you will notice external orderer TLS CA secret:
```
hlf-orderer--pivt-external-tlsca
```
These are created because of `ExternalOrdererOrgs` in `crypto-config.yaml`. In `cluster-one` it's not used but in `cluster-three` required to communicate with external orderer.

#### Upgrade the networks with host aliases

Before continuing wait for LoadBalancer external IP's are retrieved in `cluster-two`:
```
# run in two
kubectl --namespace two get svc -l addToExternalHostAliases=true --watch
```

Then collect host aliases:
```
# run in one
./collect_host_aliases.sh samples/cross-cluster-raft-tls/cluster-one/
./collect_external_host_aliases.sh ingress samples/cross-cluster-raft-tls/cluster-one/ 

# run in two
./collect_host_aliases.sh samples/cross-cluster-raft-tls/cluster-two/ --namespace two
./collect_external_host_aliases.sh loadbalancer samples/cross-cluster-raft-tls/cluster-two/ --namespace two

# run in three
./collect_host_aliases.sh samples/cross-cluster-raft-tls/cluster-three/ --namespace three
./collect_external_host_aliases.sh ingress samples/cross-cluster-raft-tls/cluster-three/ --namespace three
```
`collect_external_host_aliases.sh` script is equivalent of `collect_host_aliases.sh` but its output is intended to be used by the rest of the Fabric network which will communicate with this part. Of course, if your domain names are registered to global DNS servers (security wise not a good idea I guess) or you are using other DNS tricks you don't need this.

**Important:** When peers/orderers are exposed via Ingress, `collect_external_host_aliases.sh` script assumes Ingress controllers are deployed to `kube-system` namespace and have `hlf-peer-ingress` and `hlf-orderer-ingress` release names respectively.

Now, lets merge host aliases together:
```
# run in one
cat ../fabric-kube-two/samples/cross-cluster-raft-tls/cluster-two/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml
cat ../fabric-kube-three/samples/cross-cluster-raft-tls/cluster-three/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml

# double check result:
cat ./samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml

# run in two
cat ../fabric-kube/samples/cross-cluster-raft-tls/cluster-one/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml
cat ../fabric-kube-three/samples/cross-cluster-raft-tls/cluster-three/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml

# double check result:
cat ./samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml

# run in three
cat ../fabric-kube/samples/cross-cluster-raft-tls/cluster-one/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml
cat ../fabric-kube-two/samples/cross-cluster-raft-tls/cluster-two/externalHostAliases.yaml >> ./samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml

# double check result:
cat ./samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml
```

Now we are ready to update the networks:
```
# run in one
helm upgrade hlf-kube ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml --set peer.ingress.enabled=true --set orderer.ingress.enabled=true

# run in two
helm upgrade hlf-kube-two ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml --set peer.externalService.enabled=true --set orderer.externalService.enabled=true

# run in three
helm upgrade hlf-kube-three ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml --set peer.ingress.enabled=true 
```
And wait for all pods are up and running as usual.

**Note:** When exposing peers/orderers via LoadBalancer, depending on your cloud provider, you might see contunious error logs at peer and orderer pods like below. For Azure AKS this is the case and caused by health probes done by Azure load balancer. In Azure AKS, as of Februaury 2020, there seems to be no way of disabling health probes. Check annotations specific to your cloud provider.
```
2020-02-19 10:44:47.609 UTC [core.comm] ServerHandshake -> ERRO 230 TLS handshake failed with error EOF server=Orderer remoteaddress=10.240.0.6:55843
```
#### Channels and Chaincodes

Everything is up and running, now we can create the channels. But before that, have a look at `network.yaml` at `cluster-three`. 
You will notice the `externalOrderer` section as below. Normally, channel and chaincode flows use the first orderer node of the first orderer organization. Since `cluster-three` does not run an orderer, it needs an external orderer. 
```
externalOrderer:
  enabled: true
  orgName: Pivt
  domain: pivt.nl
  host: orderer0
  port: "7050"
```

Lets create the channels:

**Note:** Don't run these flows in parallel. Wait for completion of each one before proceeding to next one. In particular `channels` can only be created by `cluster-one` as only it has all the MSP certificates.
```
# run in one
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch

# run in two
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml | argo submit - --namespace two --watch

# run in three
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml | argo submit - --namespace three --watch
```

And install/instantiate the chaincodes:
```
# run in one
helm template chaincode-flow/ -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch

# run in two
helm template chaincode-flow/ -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml | argo submit - --namespace two --watch

# run in three
helm template chaincode-flow/ -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml | argo submit - --namespace three --watch
```

Congratulations! You now succesfully spread Fabric network over three Kubernetes clusters.

### [Adding new peer organizations](#adding-new-peer-organizations)

#### Simple network

First tear down and re-launch and populate the simple network as described in [launching the network](launching-the-network), [creating channels](creating-channels) and [installing chaincodes](installing-chaincodes).

At this point we can update the original configtx.yaml, crypto-config.yaml and network.yaml for the new organizations. First take backup of the originals:
```
rm -rf tmp && mkdir -p tmp && cp samples/simple/configtx.yaml samples/simple/crypto-config.yaml samples/simple/network.yaml tmp/
```
Then override with extended ones:
```
cp samples/simple/extended/* samples/simple/ && cp samples/simple/configtx.yaml hlf-kube/
```

Let's create the necessary stuff:
```
./extend.sh samples/simple
```
This script basically performs a `cryptogen extend` command to create missing crypto material.

Then update the network for new crypto material and configtx and launch the new peers:
```
helm upgrade hlf-kube ./hlf-kube -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml
```

Then lets create new peer organizations:
```
helm template peer-org-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml -f samples/simple/configtx.yaml | argo submit - --watch
```
This flow:
* Parses consortiums from `configtx.yaml` using `genesisProfile` defined in `network.yaml`
* Adds missing organizations to consortiums
* Adds missing organizations to existing channels as defined in `network.yaml`
* Emits an error for non-existing consortiums
* Skips non-existing channels (they will be created by channel flow later)

When the flow completes the output will be something like this:
![Screenshot_peerorg_flow_declarative](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_peerorg_flow_declarative.png)

By default, peer org flow updates all existing channels and consortiums as necessary. You can limit this behaviour by setting `flow.channel.include` and `flow.consortium.include` variables respectively.

At this point make sure new peer pods are up and running. Then run the channel flow to create new channels and populate 
existing ones regarding the new organizations:
```
helm template channel-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml | argo submit - --watch
```

Finally run the chaincode flow to populate the chaincodes regarding new organizations:
```
helm template chaincode-flow/ -f samples/simple/network.yaml -f samples/simple/crypto-config.yaml --set chaincode.version=2.0 | argo submit - --watch
```
Please note, we increased the chaincode version. This is required to upgrade the chaincodes with new policies. Otherwise, new peers' endorsements will fail.

Peer org flow is declarative and idempotent. You can run it many times. It will add peer organizations to consortiums only if 
they are not already in consortiums, add peer organizations to channels only if not already in channels.

Restore the original files
```
cp tmp/configtx.yaml tmp/crypto-config.yaml tmp/network.yaml samples/simple/
```

#### Raft orderer network

Adding new peer organizations to a network which utilizes Raft orderer is similar. But there is one point to be aware of: After adding new organizations we need to update the rest of the network with new host aliases information. This means existing pods will be restarted and will lose all the data. That's why persistence should be enabled.

First tear down and re-launch and populate the Raft network as described in [scaled-up-raft-network](#scaled-up-raft-network-with-tls)(scaled-up-raft-network) but pass the following additional flag: `-f samples/scaled-raft-tls/persistence.yaml`

At this point we can update the original configtx.yaml, crypto-config.yaml and network.yaml for the new organizations. First take backup of the originals:
```
rm -rf tmp && mkdir -p tmp && cp samples/scaled-raft-tls/configtx.yaml samples/scaled-raft-tls/crypto-config.yaml samples/scaled-raft-tls/network.yaml tmp/
```

Then override with extended ones:
```
cp samples/scaled-raft-tls/extended/* samples/scaled-raft-tls/ && cp samples/scaled-raft-tls/configtx.yaml hlf-kube/
```

Create new crypto material:
```
./extend.sh samples/scaled-raft-tls
```

Update the network for the new crypto material and configtx and launch new peers:
```
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/persistence.yaml -f samples/scaled-raft-tls/hostAliases.yaml
```

Collect extended host aliases:
```
./collect_host_aliases.sh ./samples/scaled-raft-tls/ 
```

Upgrade host aliases in pods and wait for all pods are up and running:
```
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml -f samples/scaled-raft-tls/persistence.yaml
kubectl  get pod --watch
```

Let's create the new peer organizations:
```
helm template peer-org-flow/ -f samples/scaled-raft-tls/configtx.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/hostAliases.yaml | argo submit - --watch
```

Then run the channel flow to create new channels and populate existing ones regarding the new organizations:
```
helm template channel-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml | argo submit - --watch
```

Finally run the chaincode flow to populate the chaincodes regarding new organizations:
```
helm template chaincode-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml --set chaincode.version=2.0 | argo submit - --watch
```
Please note, we increased the chaincode version. This is required to upgrade the chaincodes with new policies. Otherwise, new peers' endorsements will fail.


Restore original files
```
cp tmp/configtx.yaml tmp/crypto-config.yaml tmp/network.yaml samples/scaled-raft-tls/
```

#### Cross-cluster Raft orderer network

Now lets add new peer organizations to a cross-cluster network. This is the most complicated one. Complexity also changes depending on if one part is running the majority of orderer and/or peer organizations or not.

The final layout will be like this (new ones are marked with ****):
```
Cluster-One:
    OrdererOrgs:
    - Name: Groeifabriek
      NodeCount: 2
    PeerOrgs:
    - Name: Karga
      PeerCount: 2
    - Name: Cimmeria   ****
      PeerCount: 2
    
Cluster-Two:
    OrdererOrgs:
    - Name: Pivt
      NodeCount: 1
    PeerOrgs:
    - Name: Atlantis
      PeerCount: 2
  
Cluster-Three:
    PeerOrgs:
    - Name: Nevergreen
      PeerCount: 2
    - Name: Valhalla   ****
      PeerCount: 2
```      
Channel and chaincode wise, it will be exactly the same as extended [Raft network](https://github.com/APGGroeiFabriek/PIVT/blob/master/fabric-kube/samples/scaled-raft-tls/extended/network.yaml).

First launch and populate your [cross cluster raft network](#cross-cluster-raft-network). As mentioned in adding peer organizations to a Raft network, you also need to enable persistence for peer and orderer pods. Pass the following additional flag to Helm install/upgrade commands: `-f samples/cross-cluster-raft-tls/persistence.yaml`. To recap, the reason is, after adding new organizations we need to update host aliases and this will force pods to restart and they will lose all the data if persistence is not enabled.

At this point we can update the original configtx.yaml, crypto-config.yaml and network.yaml for the new organizations. First take backup of the originals:
```
# run in one
rm -rf tmp && mkdir -p tmp && cp samples/cross-cluster-raft-tls/cluster-one/configtx.yaml samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml samples/cross-cluster-raft-tls/cluster-one/network.yaml tmp/

# run in two
rm -rf tmp && mkdir -p tmp && cp samples/cross-cluster-raft-tls/cluster-two/configtx.yaml samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml samples/cross-cluster-raft-tls/cluster-two/network.yaml tmp/

# run in three
rm -rf tmp && mkdir -p tmp && cp samples/cross-cluster-raft-tls/cluster-three/configtx.yaml samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml samples/cross-cluster-raft-tls/cluster-three/network.yaml tmp/
```
Then override with extended ones:
```
# run in one
cp samples/cross-cluster-raft-tls/cluster-one/extended/* samples/cross-cluster-raft-tls/cluster-one/ && cp samples/cross-cluster-raft-tls/cluster-one/configtx.yaml hlf-kube/

# run in two
cp samples/cross-cluster-raft-tls/cluster-two/extended/* samples/cross-cluster-raft-tls/cluster-two/ && cp samples/cross-cluster-raft-tls/cluster-two/configtx.yaml hlf-kube/

# run in three
cp samples/cross-cluster-raft-tls/cluster-three/extended/* samples/cross-cluster-raft-tls/cluster-three/ && cp samples/cross-cluster-raft-tls/cluster-three/configtx.yaml hlf-kube/
```
Extend the certificates (no new organization on `cluster-two`, so we skip it. But won't hurt if you do it):
```
# run in one
./extend.sh samples/cross-cluster-raft-tls/cluster-one

# run in three
./extend.sh samples/cross-cluster-raft-tls/cluster-three
```
Copy the public MSP certificates of `Valhalla` to `cluster-one`. Will be used for adding `Valhalla` to existing consortiums and channels and also for creating new channels:
```
# run in one
cp -r ../fabric-kube-three/hlf-kube/crypto-config/peerOrganizations/valhalla.asgard/msp/* hlf-kube/crypto-config/peerOrganizations/valhalla.asgard/msp/
```

`extend.sh` script re-creates `hlf-kube/crypto-config` folder, so we need to re-copy external orderer's TLS certificates:
```
# run in three
cp ../fabric-kube-two/hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/tlscacerts/* hlf-kube/crypto-config/ordererOrganizations/pivt.nl/msp/tlscacerts/
```

Then update the network parts _one_ and _three_ for the new crypto material and configtx and launch the new peers (skipping _two_ again): 
```
# run in one
helm upgrade hlf-kube ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/persistence.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml --set peer.ingress.enabled=true --set orderer.ingress.enabled=true

# run in three
./prepare_chaincodes.sh samples/cross-cluster-raft-tls/cluster-three/ samples/chaincode/
helm upgrade hlf-kube-three ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/persistence.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml --set peer.ingress.enabled=true
```
The _chaincodes_ used in _cluster-three_ has changed, that's why we ran the `prepare_chaincodes` script. So `even-simpler` chaincode is TAR archived and ready for future use.

Now, collect host aliases in all 3 clusters and merge them exactly as explained in [cross cluster raft network](#cross-cluster-raft-network).

Then update all networks parts again and wait for all pods are up and running.
```
# run in one
helm upgrade hlf-kube ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/persistence.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml --set peer.ingress.enabled=true --set orderer.ingress.enabled=true

# run in two
helm upgrade hlf-kube-two ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/persistence.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml --set peer.externalService.enabled=true --set orderer.externalService.enabled=true

# run in three
helm upgrade hlf-kube-three ./hlf-kube -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/persistence.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml --set peer.ingress.enabled=true
```

Now the fun starts, we are ready to introduce our new peer organizations to Fabric network.

We will do most of the work on _cluster-one_. Life will be easier if _cluster-one_ was running the majority of peer and orderer organizations but this is not the case. 

If we just run the `peer-org-flow` in _cluster-one_ with the below command, it will fail:
```
# run in one
helm template peer-org-flow/  -f samples/cross-cluster-raft-tls/cluster-one/configtx.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch
```
Feel free to try it, it will do no harm but just fail at `send-system-channel-config-update` step with the below error:
```
Error: got unexpected status: BAD_REQUEST -- error applying config update to existing channel 'testchainid': error authorizing update: error validating DeltaSet: policy for [Group]  /Channel/Consortiums/SecondConsortium not satisfied: implicit policy evaluation failed - 1 sub-policies were satisfied, but this policy requires 2 of the 'Admins' sub-policies to be satisfied
```
Quite expected as we are not the majority. 

We need to create the config update(s) and sign it and send to other organization admins so they can also sign it and either apply or pass over to other organization admins. Quite a complicated process! Fortunately our flows do the heavy lifting for us.

Run the `peer-org-flow` in _cluster-one_ with a little bit different settings:
```
# run in one
helm template peer-org-flow/  --set flow.sendUpdate.channel.enabled=false --set flow.sendUpdate.systemChannel.enabled=false --set flow.channel.parallel=false -f samples/cross-cluster-raft-tls/cluster-one/configtx.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch
```
The different settings are:
```
--set flow.sendUpdate.systemChannel.enabled=false  -> do not send the config update for system (orderer) channel
--set flow.sendUpdate.channel.enabled=false        -> do not send the config update for regular (user) channel(s)
--set flow.channel.parallel=false                  -> run channel updates sequential, just to make our lives easier in later steps
```

The output will be something like below. And it will wait indefinitely at `send-system-channel-config-update` step.
![Screenshot_peerorg_flow_waiting_sending_system_channel_update](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_peerorg_flow_waiting_sending_system_channel_update.png)

Open a new terminal and check the logs of waiting step:
```
# run in new
argo logs hlf-peer-orgs-755rx-2052162832
```

Output is:
```
not sending system channel config update, waiting for the file /continue
manually copy the file /work/signed_update.pb from the Argo pod and exec "touch /continue" to continue..
```

Lets do what is said and copy the `signed config update` from the Argo pod:
```
# run in new
kubectl cp -c main hlf-peer-orgs-755rx-2052162832:/work/signed_update.pb ~/system_channel_update.pb
```
The `config update` file you just got is signed by all orderer organizations running in this cluster and can be passed to other orderer organizations in any means. They can manually sign and apply it. 

We will do it via `channel-update-flow`:
```
# run in two
helm template channel-update-flow/ --set update.scope=orderer --set flow.createUpdate.systemChannel.enabled=false -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml  | argo submit - --namespace two --watch
```
Notice the arguments:
```
--set update.scope=orderer                            -> this is an orderer (system) channel update
--set flow.createUpdate.systemChannel.enabled=false   -> do not create a systemChannel update but wait for user input
```

This flow will wait at `create-system-channel-config-update` as in the screenshot below:
![Screenshot_channel_update_flow_waiting_system_channel_update](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_channel_update_flow_waiting_system_channel_update.png)

Check the logs of waiting step:
```
# run in new
argo --namespace two logs hlf-channel-update-jl2vw-1029362607
```
Output is:
```
not creating system channel config update, waiting for the file /continue
manually copy the file /work/update.pb to Argo pod and exec "touch /continue" to continue..
```
Let's do what it says:
```
# run in new
kubectl cp --namespace two ~/system_channel_update.pb -c main hlf-channel-update-jl2vw-1029362607:/work/update.pb
kubectl exec --namespace two hlf-channel-update-jl2vw-1029362607 -c main -- touch /continue
```
The `channel-update-flow` at `two` will resume and finish. `Valhalla` is added to `SecondConsortium`:
![Screenshot_channel_update_flow_resumed_completed](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_channel_update_flow_resumed_completed.png)

If this signature is not enough for majority, you can provide the `--set flow.sendUpdate.systemChannel.enabled=false` to `channel-update-flow`, make it pause at send step instead of sending the update, copy the signed `channel-update` and pass it over to next organizations.

Lets resume `peer-org-flow` which is still waiting:
```
# run in new
kubectl exec hlf-peer-orgs-755rx-2052162832 -c main -- touch /continue
```

The `peer-org-flow` at `one` will resume and will start waiting at the next `send-system-channel-config-update` step:
![Screenshot_peerorg_flow_waiting_sending_system_channel_update_2](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_peerorg_flow_waiting_sending_system_channel_update_2.png)

We have 2 consortiums and adding 2 new peer organizations to both of them. So in total there are 4 `system-channel-config-updates`s. So repeat the procedure above 3 more times.

I know it's complicated, it's Fabric! :/ And don't worry if you mess-up in a step. Delete the Argo flows and start over. The flows will just pass over the completed steps, remember it's declarative ;)

Anyway, after `consortiums` step is completed in `peer-org-flow` in `one`, it wail wait for `send-channel-config-update` step for adding `Cimmeria` to channel `common`:
![Screenshot_peerorg_flow_waiting_sending_channel_update](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_peerorg_flow_waiting_sending_channel_update.png)

We will complete the channel update again via `channel-update-flow`:
```
# run in two
helm template channel-update-flow/ --set update.scope=application --set flow.createUpdate.channel.enabled=false --set flow.channel.include={common} -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml  | argo submit - --namespace two --watch
```
Notice the arguments:
```
--set update.scope=application                  -> this is an application (user) channel update
--set flow.createUpdate.channel.enabled=false   -> do not create a channel update but wait for user input
--set flow.channel.include={common}             -> only work on `common` channel
```

As we did for the system channel above, we will copy the signed config update from the `peer-org-flow` and pass it to `channel-update-flow`:
```
# run in new
kubectl cp -c main hlf-peer-orgs-qkb5n-893994435:/work/signed_update.pb ~/channel_update.pb

kubectl cp --namespace two ~/channel_update.pb -c main hlf-channel-update-nw2mm-3307566681:/work/update.pb
kubectl exec --namespace two hlf-channel-update-nw2mm-3307566681 -c main -- touch /continue
```

The `channel-update-flow` at `two` will resume and finish. `Cimmeria` is added to channel `common` (last signed by `Atlantis`):
![Screenshot_channel_update_flow_resumed_completed_common](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_channel_update_flow_resumed_completed_common.png)

Resume `peer-org-flow` again:
```
kubectl exec -c main  hlf-peer-orgs-qkb5n-893994435 -- touch /continue
```
It will next wait for `send-channel-config-update` step for adding `Valhalla` to channel `common`. Repeat the above procedure again to add `Valhalla` to channel `common`. After resuming `peer-org-flow`, it will finish without waiting any more thing.

You may ask, why `peer-org-flow` added `Valhalla` to channel `common`, since `Valhalla` is not working on this part of Fabric network? 

The reason is, `Valhalla` is listed as an `externalOrg` in [network.yaml](https://github.com/APGGroeiFabriek/PIVT/blob/master/fabric-kube/samples/cross-cluster-raft-tls/cluster-one/extended/network.yaml):
```
  channels:
    - name: common
      orgs: [Karga, Cimmeria]
      externalOrgs: [Valhalla]
```
That `externalOrgs` are only consumed by `peer-org-flow` to add organizations to existing channels. `peer-org-flow` requires an `orderer` node running on that part of network. `Cluster-three` does not run an orderer node, so it cannot run `peer-org-flow`. That's why we added it on `cluster-one`.

Next, create the new channels and join peers to them:

__Note:__ Don't run these flows in parallel. Wait for completion of each one before proceeding to next one. In particular channels can only be created by cluster-one as only it has all the MSP certificates.
```
# run in one
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch

# run in two
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml | argo submit - --namespace two --watch

# run in three
helm template channel-flow/ -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml | argo submit - --namespace three --watch
```

And finally run the chaincode flow to populate the chaincodes regarding new organizations:
```
# run in one
helm template chaincode-flow/ --set chaincode.version=2.0 -f samples/cross-cluster-raft-tls/cluster-one/network.yaml -f samples/cross-cluster-raft-tls/cluster-one/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-one/hostAliases.yaml | argo submit - --watch

# run in two
helm template chaincode-flow/ --set chaincode.version=2.0 -f samples/cross-cluster-raft-tls/cluster-two/network.yaml -f samples/cross-cluster-raft-tls/cluster-two/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-two/hostAliases.yaml | argo submit - --namespace two --watch

# run in three
helm template chaincode-flow/ --set chaincode.version=2.0 -f samples/cross-cluster-raft-tls/cluster-three/network.yaml -f samples/cross-cluster-raft-tls/cluster-three/crypto-config.yaml -f samples/cross-cluster-raft-tls/cluster-three/hostAliases.yaml | argo submit - --namespace three --watch
```
Note, we increased the chaincode version. This is required to upgrade the chaincodes with new policies. Otherwise, new peers' endorsements will fail.

Congratulations! You now succesfully added new peer organizations to a running Fabric network spread over three Kubernetes clusters. Hopefully provided mechanisms will cover all different kind of scenarios.

Restore the original files:
```
# run in one
cp tmp/configtx.yaml tmp/crypto-config.yaml tmp/network.yaml samples/cross-cluster-raft-tls/cluster-one/

# run in two
cp tmp/configtx.yaml tmp/crypto-config.yaml tmp/network.yaml samples/cross-cluster-raft-tls/cluster-two/

# run in three
cp tmp/configtx.yaml tmp/crypto-config.yaml tmp/network.yaml samples/cross-cluster-raft-tls/cluster-three/
```

### [Adding new peers to organizations](#adding-new-peers-to-organizations)

Update the `Template.Count` value for relevant `PeerOrgs` in `crypto-config.yaml` and run the sequence 
in [adding new peer organizations](#adding-new-peer-organizations). 

No need to run `peer-org-flow` in this case as peer organizations didn't change. 
But running it won't hurt anyway, remember it's idempotent ;)

### [Updating channel configuration](#updating-channel-configuration)

The application capabilities version is already set to to _V1_4_2_ for Raft TLS sample, but lets assume it's at an older version and we want to update it:
```
helm template channel-update-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml --set update.scope=application --set update.application.capabilities.version='V1_4_2' | argo submit - --watch
```
The output will be something like:
![Screenshot_channel_update_flow](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/Screenshot_channel_update_flow.png)

By default any update at Application level requires _MAJORITY_ of organization admins, lets make it _ANY_ of the admins:
```
helm template channel-update-flow/ -f samples/scaled-raft-tls/network.yaml -f samples/scaled-raft-tls/crypto-config.yaml -f samples/scaled-raft-tls/hostAliases.yaml --set update.scope=application --set update.application.type=jsonPath --set update.application.jsonPath.key='.channel_group.groups.Application.policies.Admins.policy.value.rule' --set update.application.jsonPath.value="ANY" | argo submit - --watch
```
This way any arbitrary atomic config value can be updated. It's easy to extend the flow for more complex config updates.

_channel-update-flow_ is also declarative and idempotent, you can run it many times with the same settings.

If you are not running majority of organizations and the policy requires majority, sending config update will fail. In that case, you can run the flow with `flow.sendUpdate.enabled=false` flag, this will prevent the flow sending the config update and wait indefinitely. You can copy the signed config update from the pod `/work/signed_update.pb` and send to other organization admins by other means.

**Important:** Pay extreme attention when setting capability versions. If you set them to a non-existing value, like _V1_4_3_, orderers will accept the value but peers will crash immediately when they receive the update. To my knowledge, there is no way of [reverting it back](https://lists.hyperledger.org/g/fabric/message/7775) except restoring from a backup.

## [Configuration](#configuration)

There are basically 2 configuration files: [crypto-config.yaml](fabric-kube/samples/simple/crypto-config.yaml) 
and [network.yaml](fabric-kube/samples/simple/network.yaml). 


### crypto-config.yaml 
This is Fabric's native configuration for `cryptogen` tool. We use it to define the network architecture. We honour `OrdererOrgs`, 
`PeerOrgs`, `Template.Count` at PeerOrgs (peer count) and `Specs.Hostname[]` at OrdererOrgs.

```yaml
OrdererOrgs:
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    Specs:
      - Hostname: orderer
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 1
    Users:
      Count: 1
```
### network.yaml 
This file defines how network is populated regarding channels and chaincodes.

```yaml
network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Karga, Nevergreen, Atlantis]
    - name: private-karga-atlantis
      # all peers in these organizations will join the channel
      orgs: [Karga, Atlantis]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Karga, Nevergreen, Atlantis]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
        
    - name: even-simpler
      orgs: [Karga, Atlantis]
      channels:
      - name: private-karga-atlantis
        orgs: [Karga, Atlantis]
        policy: OR('KargaMSP.member','AtlantisMSP.member')
```

For chart specific configuration, please refer to the comments in the relevant [values.yaml](fabric-kube/hlf-kube/values.yaml) files.

## [TLS](#tls)
![TLS](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/HL_in_Kube_TLS.png)

Using TLS is a two step process. We first launch the network in broken state, then collect ClusterIPs of services and attach them to pods as DNS entries using pod [hostAliases](https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/) spec.

Important point here is, as opposed to pod ClusterIPs, service ClusterIPs are stable, they won't change if service is not deleted and re-created.

## [Backup-Restore](#backup-restore)

### [Backup Restore Requirements](#backup-restore-requirements)
* Persistence should be enabled in relevant components (Orderer, Peer, CouchDB)
* Configure Argo for some artifact repository. Easiest way is to install [Minio](https://github.com/argoproj/argo/blob/master/docs/configure-artifact-repository.md) 
* An Azure Blob Storage account with a container named `hlf-backup` (configurable). 
ATM, backups can only be stored at Azure Blob Storage but it's quite easy to extend backup/restore 
flows for other mediums, like AWS S3. See bottom of [backup-workflow.yaml](fabric-kube/backup-flow/templates/backup-workflow.yaml)

**IMPORTANT:** Backup flow does not backup contents of Kafka cluster, if you are using Kafka orderer you need to 
manually back it up. In particular, Kafka Orderer with some state cannot handle a fresh Kafka installation, see this 
[Jira ticket](https://jira.hyperledger.org/browse/FAB-15541), hopefully Fabric guys will fix this soon.

### [Backup Restore Flow](#backup-restore-flow)
![HL_backup_restore](https://raft-fabric-kube.s3-eu-west-1.amazonaws.com/images/HL_backup_restore.png)

First lets create a persistent network:
```
./init.sh ./samples/simple-persistent/ ./samples/chaincode/
helm install --name hlf-kube -f samples/simple-persistent/network.yaml -f samples/simple-persistent/crypto-config.yaml -f samples/simple-persistent/values.yaml ./hlf-kube
```
Again lets wait for all pods are up and running, this may take a bit longer due to provisioning of disks.
```
kubectl  get pod --watch
```
Then populate the network, you know how to do it :)

### Backup

Start backup procedure and wait for pods to be terminated and re-launched with `Rsync` containers.
```
helm upgrade hlf-kube --set backup.enabled=true -f samples/simple-persistent/network.yaml -f samples/simple-persistent/crypto-config.yaml -f samples/simple-persistent/values.yaml  ./hlf-kube
kubectl  get pod --watch
```
Then take backup:
```
helm template -f samples/simple-persistent/crypto-config.yaml --set backup.target.azureBlobStorage.accountName=<your account name> --set backup.target.azureBlobStorage.accessKey=<your access key> backup-flow/ | argo submit  -  --watch
```
![Screenshot_backup_flow](https://s3-eu-west-1.amazonaws.com/raft-fabric-kube/images/Screenshot_backup_flow.png)

This will create a folder with default `backup.key` (html formatted date `yyyy-mm-dd`), 
in Azure Blob Storage and hierarchically store backed up contents there.

Finally go back to normal operation:
```
helm upgrade hlf-kube -f samples/simple-persistent/network.yaml -f samples/simple-persistent/crypto-config.yaml -f samples/simple-persistent/values.yaml ./hlf-kube
kubectl  get pod --watch
```
### [Restore](#restore)

Start restore procedure and wait for pods to be terminated and re-launched with `Rsync` containers.
```
helm upgrade hlf-kube --set restore.enabled=true -f samples/simple-persistent/network.yaml -f samples/simple-persistent/crypto-config.yaml -f samples/simple-persistent/values.yaml ./hlf-kube
kubectl  get pod --watch
```

Then restore from backup:
```
helm template --set backup.key='<backup key>' -f samples/simple-persistent/crypto-config.yaml --set backup.target.azureBlobStorage.accountName=<your account name> --set backup.target.azureBlobStorage.accessKey=<your access key> restore-flow/  | argo submit  -  --watch
```
![Screenshot_restore_flow](https://s3-eu-west-1.amazonaws.com/raft-fabric-kube/images/Screenshot_restore_flow.png)

Finally go back to normal operation:
```
helm upgrade hlf-kube -f samples/simple-persistent/network.yaml -f samples/simple-persistent/crypto-config.yaml -f samples/simple-persistent/values.yaml ./hlf-kube
kubectl  get pod --watch
```

## [Limitations](#limitations)

### TLS

Transparent load balancing is not possible when TLS is globally enabled. So, instead of `Peer-Org`, `Orderer-Org` or `Orderer-LB` services, you need to connect to individual `Peer` and `Orderer` services.

Running Raft orderers without globally enabling TLS is possible since Fabric 1.4.5. See [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls) sample for details.

### Multiple Fabric networks in the same Kubernetes cluster

This is possible but they should be run in different namespaces. We do not use Helm release name in names of components, 
so if multiple instances of Fabric network is running in the same namespace, names will conflict.

## [FAQ and more](#faq-and-more)

Please see [FAQ](FAQ.md) page for further details. Also this [post](https://accenture.github.io/blog/2019/06/25/hl-fabric-meets-kubernetes.html) at Accenture's open source blog provides some additional information like motivation, how it works, benefits regarding NFR's, etc.

## [Conclusion](#conclusion)

So happy BlockChaining in Kubernetes :)

And don't forget the first rule of BlockChain club:

**"Do not use BlockChain unless absolutely necessary!"**

*Hakan Eryargi (r a f t)*
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blob 333�-------------------------------------------------------------------------------
Test set: test.java.com.bchain.chaincode.KeyTrieTest
-------------------------------------------------------------------------------
Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 0.243 s - in test.java.com.bchain.chaincode.KeyTrieTest
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blob 1269�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.sql.Timestamp;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private Issuer issuerInstance;
    private Timestamp tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        setCid(cid);
        if (args.size() != 2) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = Timestamp.valueOf(new String( args.get(1)));
        issuerInstance = new Issuer().fetch("IssuerInstance", stub);
    }

    public Issuer getIssuerInstance() {
        return this.issuerInstance;
    }
    public Timestamp getTsClose() {
        return tsClose;
    }
}
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blob 1271�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Org1
    Domain: org1.com
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
  - Name: Org2
    Domain: org2.com
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1

      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: UiS
    Domain: universityofstavanger.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1
  
  - Name: UiT
    Domain: universityoftromso.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1

  - Name: NTNU
    Domain: ntnu.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1
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blob 3786�package com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.HashSet;
import java.util.LinkedHashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";


    private LinkedHashSet<String> owners =  new LinkedHashSet<>();
    private LinkedHashSet<String> participants = new LinkedHashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private LinkedHashSet<String> subIssuers = new LinkedHashSet<>();
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated = false;
    private boolean started = false;


    public Issuer(LinkedHashSet<String> owners, LinkedHashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public LinkedHashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(String created) {
        this.created = created;
    }
    public boolean isExpired(Instant currTime) {
        return currTime.compareTo(Instant.parse(expired)) > 1;
    }
    public void setExpired(String expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public LinkedHashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public String getCreated() {
        return created;
    }
    public String getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }

    public void addParticipants(LinkedHashSet<String> participants) {
        this.participants.addAll(participants);
    }
    public void clearParticipants() {
        this.participants = new LinkedHashSet<>();
    }

    public boolean isAggregated() {
        return aggregated;
    }

    public void setAggregated(boolean aggregated) {
        this.aggregated = aggregated;
    }

    public boolean isStarted() {
        return started;
    }

    public void setStarted(boolean started) {
        this.started = started;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgcw2i9AjbgkiG8/OS
Z2fxyZtZtgkoKrSnIA0i0OQRhSqhRANCAATj46ZhD0pAhZrVBTn6eCYOIJbmvUkt
oJl0O5CNsLBjHTLg4qu1myjmrCysjMe5Edz3mOOA67RsaKcl+JfNuD4L
-----END PRIVATE KEY-----
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blob 1466�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        if (!getTransientMap().containsKey("credential")) {
            throw new IllegalArgumentException("Credential must exist in transient field.");
        }
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed in to a Credential object.");
        }
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgIuZqCVs91XStRLl/
WVqSsaCFpeaE/YplMoeY+H8ezyOhRANCAARc5g082R595NPKCjFCofsmDNIIlCiW
QGtpdceTfKL/xz0ccAfuvnOv6D0CODa+PXk4d7QwJNpbOY3vdg+jNr9F
-----END PRIVATE KEY-----
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thesis-work/.git/objects/e4/9ca818870f43bbee90e6cbba8294a737e697b0


blob 1891�package main.main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }


   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn'test find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }


    public boolean isValid() {
        return valid;
    }
}
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blob 2928�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
            case Records.revoke:
                TxRevoke txRevoke = new TxRevoke();
                txRevoke.ParseFrom(args, stub);
                return txRevoke;
            case "editParticipants":
                TxEditParticipants txEditParticipants = new TxEditParticipants();
                txEditParticipants.ParseFrom(args, stub);
                return txEditParticipants;
        }
        return null;
    }

}
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blob 38057�import clientapplication.Utilities.ChaincodeOperations;
import clientapplication.Utilities.FabricUser;
import clientapplication.Utilities.Wallet;
import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.Assert;


import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;

import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                         "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
            ));
        /*
        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/Networktest/yamlconfig/collections.yaml",
                System.getProperty("user.dir") + "/src/test/java/Networktest/yamlconfig/endorsment.yaml",
                "Org1MSP"
        })));
        */

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));

        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        /*// second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","Org1".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        */
        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());

        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 15000; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 5000 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i);
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            Assert.assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 49; i++) {
                    appendUser(userpoll[i], sb, i == 4999);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args = null;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[] = new String[]{""};
        Collection<ProposalResponse> responses;
        NetworkConfig.UserInfo org1Admin = null;
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs = null;
        String channelName = config.getChannelNames().iterator().next();
        Collection<ProposalResponse> repsonses;
        ArrayList<ProposalResponse> success;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                repsonses = ChaincodeOperations.Invoke(client, channel, "editParticipants", key,chaincodeDef.get(key).get(1), transientField, args, orgs != null ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                repsonses = ChaincodeOperations.Invoke(client, channel,"startIssuer", key, chaincodeDef.get(key).get(1),null, args, orgs.length != 0 ? getPeers(channel, orgs) : channel.getPeers());
                success = getSuccesfulResponses(repsonses);
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    parameters.add(new ClientParameter(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1), orgs != null ? getPeers(channel, orgs) : channel.getPeers(), null, transientField));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        parameters.forEach(item -> forwardInvoke(item.getClient(), item.getChannel(), item.getFcn(), item.getChaincodeName(), item.getChaincodeVersion(), item.getTrannsientField(), item.getArgs(),item.getPeers(), futures));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<ClientParameter> parameters = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        parameters.add(new ClientParameter(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (ClientParameter clientParameter : parameters) {
                        forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                                      clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                    Thread.sleep(3000);
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                responses = ChaincodeOperations.Invoke(client, channel, "aggregateProofs", key, chaincodeDef.get(key).get(1), null, null, peers);
                sendToOrderAndAssert(responses, client, channel, peers);
            }
        }
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardQueryToPeers(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<ClientParameter> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    String key1 = initParams.get(key).get("description") + "."+subjectToRevoke;
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, orgs) : channel.getPeers();
                    parameters.add(new ClientParameter(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField));
                    n++;
                }
            }
        }
        parameters.forEach(clientParameter -> forwardInvoke(clientParameter.getClient(),clientParameter.getChannel(), clientParameter.getFcn(), clientParameter.getChaincodeName(),
                clientParameter.getChaincodeVersion(), clientParameter.getTrannsientField(), clientParameter.getArgs(), clientParameter.getPeers(), futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        for (String org : orgs) {
            peers.addAll(peers.size(), channel.getPeersForOrganization(org));
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(false)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            Assert.assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went happened... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {

        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis();
                proposalResponses = ChaincodeOperations.QueryLedger(client, channel, name, version, fcn,transientField, args, peers);
                handleResponses(proposalResponses);
            } catch (Exception e) {
                Assert.fail(e.getMessage());
            } finally {
                channel.shutdown(false);
            }

            return 0.0;
        });
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        Assert.assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            Assert.assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(final HFClient client, final Channel channel, final String fcn, final String name,final String version, final Map<String, byte[]> transientField, final ArrayList<String> args, final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures){
        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = ChaincodeOperations.Invoke(client, channel, fcn, name, version, transientField, args, peers);
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(channel, client, success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        Assert.fail( e.getMessage());
                    } finally {
                        channel.shutdown(true);
                    }
                    return tx2;
                }
        );
        futures.add(future);
    }
}
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blob 5008�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 9051
################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo" and "kafka"
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 10

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 512 KB

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects
        # NOTE: Use IP:port notation
        Brokers:
            - 127.0.0.1:9092

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
    TwoOrgsChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
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blob 2804�package main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import javassist.NotFoundException;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of test.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance;
        try {
            // Resolve type of test, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to test.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), new byte[]{});
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            this.currentChaincodeInstance = TypeResolver.ResolveCurrentType(chaincodeStub);
            // 1. Init transaction proposal phase.
            procedure = TxProcedure.createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.getMessage(), new byte[]{});
            } else {
                return new Chaincode.Response(500,   e.getMessage(),new byte[]{});
            }
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgQad7tu6AKPi5+JMG
xexOPLgQm6vR7aLjGWUBRlvl0SehRANCAARpN92cYiWBkgxnnLjH6K7NRdfb9ueA
6muLXyUPFn7tjNJbN0GHPERBfElkMW4URiBq//b1QlN4/MmHmppbsGjx
-----END PRIVATE KEY-----
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blob 6458�package clientapplication;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 20000;

    /*
        After installing the chaincode, instantiate it (onece per channel).
     */
    static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel, String chaincodename, String version, String fcn, ArrayList<String> args, String endorsementPath, String collectionsPath) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);

            ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn(fcn);
            instantiateProposalRequest.setArgs(args);
            if (endorsementPath != null) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromJsonFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            Map<String, byte[]> tm = new HashMap<>();
            tm.put("HyperLedgerFabric", "InstantiateProposalRequest:JavaSDK".getBytes(UTF_8));
            tm.put("method", "InstantiateProposalRequest".getBytes(UTF_8));
            instantiateProposalRequest.setTransientMap(tm);
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, channel.getPeers());
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }

    /*
        Install java chaincode
     */
    static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn, String... args) throws ProposalException, InvalidArgumentException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setChaincodeID(chaincodeID);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "QueryByChaincode:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "QueryByChaincodeRequest".getBytes(UTF_8));
        return channel.queryByChaincode(query, channel.getPeers());
    }

    static Collection<ProposalResponse> Invoke(HFClient client, Channel channel, String fcn, String name, String version, String... args) throws InvalidArgumentException,ProposalException {
        TransactionProposalRequest proposalRequest = client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(10000);
        Map<String, byte[]> tm2 = new HashMap<>();
        tm2.put("HyperLedgerFabric", "TransactionProposal:JavaSDK".getBytes(UTF_8));
        tm2.put("method", "TransactionProposal".getBytes(UTF_8));
        return channel.sendTransactionProposal(proposalRequest, channel.getPeers());
    }
    /*
        Get the chaincode id object based on name and version
     */

    private static Channel CreateChannel(HFClient client, String path, String name, FabricUser adminUser, ArrayList<PeerConfiguration> peers, ArrayList<Orderer> orderers ) throws Exception {
        Channel channel;
        ChannelConfiguration channelConfiguration;
        try {
            channelConfiguration = new ChannelConfiguration(Paths.get(path).toFile());
            channel = client.newChannel(name, orderers.remove(0), channelConfiguration, client.getChannelConfigurationSignature(channelConfiguration, adminUser));
            for (PeerConfiguration peer : peers) {
                channel.joinPeer(peer.getPeer(), peer.getOptions());
            }
            for (Orderer orderer1 : orderers) {
                channel.addOrderer(orderer1);
            }
            channel.initialize();
            client.deSerializeChannel(channel.serializeChannel()).initialize();
        } catch (InvalidArgumentException | IOException | TransactionException e) {
            throw new Exception("Something went wrong while creating the channel: " + e);
        }
        return channel;
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }
 }
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blob 170�apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-genesis.block
data:
  genesis.block: |-
      {{ $.Files.Get "channel-artifacts/genesis.block" | b64enc }}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgP2p38f4236T16IYl
OngeOZPdWzEoBlrX1I6BrgSwxeWhRANCAAQTZf5KalErPglKB5aYJT3ZP+FU6xNN
z7KeFSareoFq5rVEdf/Z9+2qn/5BnVVxEUWNbZi6YmG4vcQwZAVuX4kK
-----END PRIVATE KEY-----
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blob 204�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="Encoding" addBOMForNewFiles="with NO BOM">
    <file url="file://$PROJECT_DIR$" charset="UTF-8" />
  </component>
</project>
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1169�package com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private Map<String, TrieNode> children = new HashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(Map<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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blob 2113�
echo "############## Delete Release ##############"
argo delete --all
helm delete hlf hlf-kube --purge
nodeSelector = $1
echo "############## Install and configure HLF network ##############"
helm install --namespace hlf ./hlf-kube --name hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false 
echo "############## Collect host Aliases ##############"
./collect_host_aliases.sh ./samples/bbchain-scaled-raft-no-tls/

echo "############## Start ordering nodes ##############"
 helm upgrade --namespace hlf hlf-kube ./hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true

echo "############## Channel creation ##############" 
 helm template --namespace hlf channel-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch 

echo "############## Chaincode installation ##############"
helm template --namespace hlf chaincode-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch

echo "############ Install Prometheus ################"
if [[ $(helm ls my-prometheus) eq 0 ]]; then
    helm install --namespace hlf my-prometheus stable/prometheus  --set server.service.type=NodePort,service.nodePort=12053 --set rbac.create=false -f samples/bbchain-scaled-raft-no-tls/values.yml --set --set nodeSelector."kubernetes\\.io/hostname"=$nodeSelector
fi

if [[ $(helm ls my-grafana) eq 0 ]]; then 
    echo "############ Install Grafana ################"
    helm install --namespace hlf --name my-grafana stable/grafana --set service.type=NodePort,service.nodePort=12051 --set nodeSelector."kubernetes\\.io/hostname"=$nodeSelector
fi
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blob 1598�package chaincode_2

import (
	"crypto/x509"
	"encoding/json"
	"fmt"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"

)

var unsupportedFormatErr error = fmt.Errorf("Error in parsing Json object, unsupported format!")
var illegalOperation error = fmt.Errorf("IllegalOperation")

func validateCourseWorkUpdate(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	var courseWorkUpdate coursework
	var courseOriginal coursework
	err := json.Unmarshal([]byte(args[0]), courseWorkUpdate)
	b, _ := x509.MarshalPKIXPublicKey(courseWorkUpdate.courseid)
	original, err1 := stub.GetState(courseWorkUpdate.courseid + string(b) + courseWorkUpdate.courseworkid)
	if err1 != nil {
		return shim.Error(unsupportedFormatErr.Error())
	}
	json.Unmarshal(original, courseOriginal)
	if err != nil {
		return shim.Error(unsupportedFormatErr.Error())
	}
	// verify if there is a course for this already
	course, err := queryObj(stub, courseWorkUpdate.courseid)
	if err != nil {
		return shim.Error(fmt.Errorf("Error in updating course work! %s", err.Error()).Error())
	} else if course == nil {
		return shim.Error(fmt.Errorf("Referenced course in update doesn't exist").Error())
	}

	verified := courseOriginal.assertFields(courseWorkUpdate)
	signed := courseWorkUpdate.verifySig(stub)

	if verified && signed { // s'all good, man!
		Commit(stub, &courseWorkUpdate)
	}
	return shim.Error("Not a valid course update")
}

func validateCourseWorkAdd(stub shim.ChaincodeStubInterface, args []string) peer.Response {
	return shim.Error("NOT YET IMPLEMENTED")
}
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blob 1561�package com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import com.bchain.chaincode.Objects.Credential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxConfirmCredential extends TxProcedure {
    private String description;
    private String proofKey;
    private Credential credential;

    public String getDescription() {
        return description;
    }

    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        super.ParseFrom(args, stub);
        this.description = new String(args.get(2));
        try {
            credential = new Credential();
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), this.getDescription()).toString();
            credential = new Credential().fetchPrivateData(this.getIssuer().getCollectionId(),this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
}
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blob 1505�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This chaincode is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(), tx.getParticipants(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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blob 8792�<?xml version="1.0" encoding="UTF-8"?>
<project version="4">
  <component name="Palette2">
    <group name="Swing">
      <item class="com.intellij.uiDesigner.HSpacer" tooltip-text="Horizontal Spacer" icon="/com/intellij/uiDesigner/icons/hspacer.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="1" hsize-policy="6" anchor="0" fill="1" />
      </item>
      <item class="com.intellij.uiDesigner.VSpacer" tooltip-text="Vertical Spacer" icon="/com/intellij/uiDesigner/icons/vspacer.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="1" anchor="0" fill="2" />
      </item>
      <item class="javax.swing.JPanel" icon="/com/intellij/uiDesigner/icons/panel.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="3" hsize-policy="3" anchor="0" fill="3" />
      </item>
      <item class="javax.swing.JScrollPane" icon="/com/intellij/uiDesigner/icons/scrollPane.png" removable="false" auto-create-binding="false" can-attach-label="true">
        <default-constraints vsize-policy="7" hsize-policy="7" anchor="0" fill="3" />
      </item>
      <item class="javax.swing.JButton" icon="/com/intellij/uiDesigner/icons/button.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="3" anchor="0" fill="1" />
        <initial-values>
          <property name="text" value="Button" />
        </initial-values>
      </item>
      <item class="javax.swing.JRadioButton" icon="/com/intellij/uiDesigner/icons/radioButton.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="3" anchor="8" fill="0" />
        <initial-values>
          <property name="text" value="RadioButton" />
        </initial-values>
      </item>
      <item class="javax.swing.JCheckBox" icon="/com/intellij/uiDesigner/icons/checkBox.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="3" anchor="8" fill="0" />
        <initial-values>
          <property name="text" value="CheckBox" />
        </initial-values>
      </item>
      <item class="javax.swing.JLabel" icon="/com/intellij/uiDesigner/icons/label.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="0" anchor="8" fill="0" />
        <initial-values>
          <property name="text" value="Label" />
        </initial-values>
      </item>
      <item class="javax.swing.JTextField" icon="/com/intellij/uiDesigner/icons/textField.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="8" fill="1">
          <preferred-size width="150" height="-1" />
        </default-constraints>
      </item>
      <item class="javax.swing.JPasswordField" icon="/com/intellij/uiDesigner/icons/passwordField.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="8" fill="1">
          <preferred-size width="150" height="-1" />
        </default-constraints>
      </item>
      <item class="javax.swing.JFormattedTextField" icon="/com/intellij/uiDesigner/icons/formattedTextField.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="8" fill="1">
          <preferred-size width="150" height="-1" />
        </default-constraints>
      </item>
      <item class="javax.swing.JTextArea" icon="/com/intellij/uiDesigner/icons/textArea.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JTextPane" icon="/com/intellij/uiDesigner/icons/textPane.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JEditorPane" icon="/com/intellij/uiDesigner/icons/editorPane.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JComboBox" icon="/com/intellij/uiDesigner/icons/comboBox.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="0" hsize-policy="2" anchor="8" fill="1" />
      </item>
      <item class="javax.swing.JTable" icon="/com/intellij/uiDesigner/icons/table.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JList" icon="/com/intellij/uiDesigner/icons/list.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="2" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JTree" icon="/com/intellij/uiDesigner/icons/tree.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3">
          <preferred-size width="150" height="50" />
        </default-constraints>
      </item>
      <item class="javax.swing.JTabbedPane" icon="/com/intellij/uiDesigner/icons/tabbedPane.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="3" hsize-policy="3" anchor="0" fill="3">
          <preferred-size width="200" height="200" />
        </default-constraints>
      </item>
      <item class="javax.swing.JSplitPane" icon="/com/intellij/uiDesigner/icons/splitPane.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="3" hsize-policy="3" anchor="0" fill="3">
          <preferred-size width="200" height="200" />
        </default-constraints>
      </item>
      <item class="javax.swing.JSpinner" icon="/com/intellij/uiDesigner/icons/spinner.png" removable="false" auto-create-binding="true" can-attach-label="true">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="8" fill="1" />
      </item>
      <item class="javax.swing.JSlider" icon="/com/intellij/uiDesigner/icons/slider.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="8" fill="1" />
      </item>
      <item class="javax.swing.JSeparator" icon="/com/intellij/uiDesigner/icons/separator.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="6" anchor="0" fill="3" />
      </item>
      <item class="javax.swing.JProgressBar" icon="/com/intellij/uiDesigner/icons/progressbar.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="0" fill="1" />
      </item>
      <item class="javax.swing.JToolBar" icon="/com/intellij/uiDesigner/icons/toolbar.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="6" anchor="0" fill="1">
          <preferred-size width="-1" height="20" />
        </default-constraints>
      </item>
      <item class="javax.swing.JToolBar$Separator" icon="/com/intellij/uiDesigner/icons/toolbarSeparator.png" removable="false" auto-create-binding="false" can-attach-label="false">
        <default-constraints vsize-policy="0" hsize-policy="0" anchor="0" fill="1" />
      </item>
      <item class="javax.swing.JScrollBar" icon="/com/intellij/uiDesigner/icons/scrollbar.png" removable="false" auto-create-binding="true" can-attach-label="false">
        <default-constraints vsize-policy="6" hsize-policy="0" anchor="0" fill="2" />
      </item>
    </group>
  </component>
</project>
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blob 895�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 795�#!/bin/bash

# adds new peer org to list of consortiums in given system channel config.json and writes output to updated_config.json

if test "$#" -ne 5; then
   echo "usage: add_newpeerorg_to_consortium.sh <orgID> <consortium> <neworg.json> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
consortium=$2
neworg_json=$3
config_json=$4
updated_config_json=$5

jq -s '.[0] * {"channel_group":{"groups":{"Consortiums":{"groups": {"'$(echo $consortium)'": {"groups": {"'$(echo $orgID)'":.[1]}}}}}}}' "$config_json" "$neworg_json" > "$updated_config_json"
echo "-- attached new peer organization $orgID to consortium $consortium and wrote to $updated_config_json"
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blob 940�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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commit 276�tree 8816ecead6c278d91faebb015606d29ce68cdb4a
parent 85d53413e8e82bac67d2a82cc42f94ea537c744f
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978731 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589978731 +0200

 disable unecessary prometheus  server features
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blob 2318�package com.bchain.chaincode.Strategies.Strategies;

import com.bchain.chaincode.Objects.CredentialProof;
import com.bchain.chaincode.Objects.IssuerImpl;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxInitIssuer;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import javax.transaction.InvalidTransactionException;
import java.io.IOException;
import java.sql.Time;
import java.sql.Timestamp;
import java.util.Calendar;

public class StrategyInitIssuer extends Strategy {
    private TxInitIssuer tx;

    public StrategyInitIssuer(TxInitIssuer tx) {
        this.tx = tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws InvalidTransactionException, IOException {
        IssuerImpl issuer = tx.getIssuerInstance();
        if(!issuer.getOwners().contains(tx.getCid().getX509Certificate().getPublicKey())) {
            throw new InvalidTransactionException("Invoker isn't allowed to this operation.");
        }
        Timestamp created = Timestamp.from(stub.getTxTimestamp());
        tx.getIssuerInstance().setCreated(created);
        Calendar cal = Calendar.getInstance();
        cal.setTimeInMillis(created.getTime() + tx.getTsClose().getTime());
        Timestamp newTs = new Timestamp(cal.getTimeInMillis());
        if(!newTs.after(created)) {
            throw new InvalidTransactionException("New time is not after created time!");
        }
        tx.getIssuerInstance().setExpired(newTs);
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        this.tx.getIssuerInstance().commit(stub, "Issuer");
    }


    public void initCredentialProofs(ChaincodeStub stub) throws IOException {
        IssuerImpl issuer = this.tx.getIssuerInstance();
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            proof.setSubject(user);
            proof.setDescription(issuer.getDescription());
            proof.setRequiredCredentials((String[]) issuer.getRequiredCredentials().toArray());
            proof.setOwners((String[]) issuer.getOwners().toArray());
            proof.createKey(proof.getDescription(), user);
            proof.commit(stub, proof.getKey());
        }
    }
}
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blob 3879�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.time.Instant;
import java.util.LinkedHashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";
    public static final String editParticipants = "editParticipants";
    public static final String hashComparison = "hashComparison";


    private LinkedHashSet<String> owners =  new LinkedHashSet<>();
    private LinkedHashSet<String> participants = new LinkedHashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private LinkedHashSet<String> subIssuers = new LinkedHashSet<>();
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated = false;
    private boolean started = false;


    public Issuer(LinkedHashSet<String> owners, LinkedHashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public LinkedHashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(String created) {
        this.created = created;
    }
    public boolean isExpired(Instant currTime) {
        return currTime.compareTo(Instant.parse(expired)) > 1;
    }
    public void setExpired(String expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public LinkedHashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public String getCreated() {
        return created;
    }
    public String getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }

    public void addParticipants(LinkedHashSet<String> participants) {
        this.participants.addAll(participants);
    }
    public void clearParticipants() {
        this.participants = new LinkedHashSet<>();
    }

    public boolean isAggregated() {
        return aggregated;
    }

    public void setAggregated(boolean aggregated) {
        this.aggregated = aggregated;
    }

    public boolean isStarted() {
        return started;
    }

    public void setStarted(boolean started) {
        this.started = started;
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgnickIf+l+rflOmJv
5qTTIxuY2i99KfcBfmUNInUKURWhRANCAAQILHMNu8fNnleQDCYGM2ygGbAIpzks
Ko3WyW9qXEcSeKNm/9f5xYbSwNTCvoOLGu9NkPsTeYCLzoRfNxBtjsav
-----END PRIVATE KEY-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgUKXaGYqZVtNo8I4a
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-----END PRIVATE KEY-----
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blob 5575�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

# common persistence settings
persistence:
  storageClass: default

backup:
  # initiate backup procedure?
  enabled: false
restore:
  # initiate restore procedure?
  enabled: false

# common settings for CouchDB and CA ingresses
ingress:
  # all ingress subdomains will be created under this domain
  parentDomain:
  annotations:
    #kubernetes.io/ssl-redirect: "false"
    #cert-manager.io/cluster-issuer: letsencrypt-prod

# peer settings. applies to all peers
peer:
  logLevel: info
  # launch peer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  chaincode:
    # attach chaincode's stdout to peer?
    attachStdout: true
    logging:
      level:  info
      shim:   info
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when peer ingress controller is created
      kubernetes.io/ingress.class: "hlf-peer"
  externalService:
    # expose peers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the peer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: true
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of peers during backup procedure?
    enabled: true
  restore: 
    # restore peers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:9443
    servicePort: 9443
    tls:
      enabled: false
  metrics:
    enabled: true
    provider: prometheus
    
# CouchDB settings. applies to all CouchDB's
couchdb:
  version: 0.4.15
  userName: 
  password:
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
  backup: 
    # take backup of CouchDB's during backup procedure?
    enabled: true
  restore: 
    # restore CouchDB's data from backup during restore procedure?
    enabled: true

# Orderer settings. applies to all Orderer pods
orderer:
  # should be greater than 1 only if kafka orderer is used
  replicas: 1
  logLevel: info
  # launch orderer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  persistence:
    enabled: false
    size: 16Gi
  # when enabled, internal communication among Raft orderers are done at a different port
  # useful when you dont want to enable TLS globally (i.e for transparent load balancing)
  # has no effect if orderer type is not etcdraft
  cluster:
    enabled: false
    # raft cluster communication port. should be in synch with consenters in configtx.yaml
    port: 7059
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when orderer ingress controller is created
      kubernetes.io/ingress.class: "hlf-orderer"
  externalService:
    # expose orderers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the orderer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: true
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of orderers during backup procedure?
    enabled: true
  restore: 
    # restore orderers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:8443
    servicePort: 8443
    tls: 
      enabled: false
  metrics:
    enabled: true
    provider: prometheus    

# CA (Certificate Authority) settings. applies to all CA's
ca:
  userName: admin
  password: adminpw
  logLevel: info
  ingress:
    enabled: false

# chaincode settings
chaincode:
  # fill in this array with chaincode names to limit the chaincode ConfigMap only to these ones
  include: []


# kafka settings
hlf-kafka:
  # install kafka?
  enabled: false

  # number of Kafka brokers, should be at least 4
  # https://hyperledger-fabric.readthedocs.io/en/release-1.4/kafka.html
  replicas: 4
  podManagementPolicy: Parallel

  # TODO storage classs?
  persistence:
    enabled: false
    storageClass: default
    size: 16Gi

  configurationOverrides: 
    "default.replication.factor": 4  # given a 4 node Kafka cluster
    "unclean.leader.election.enable": false
    "min.insync.replicas": 3  # to permit one Kafka replica to go offline
    "message.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "replica.fetch.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "log.retention.ms": -1  # Since we need to keep logs indefinitely for the HL Fabric Orderer

  zookeeper:
    # should be 3, 5, or 7
    replicaCount: 3

    persistence:
      enabled: false
      storageClass: default
      size: 16Gi
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blob 770�## Basic Network Config

Note that this basic configuration uses pre-generated certificates and
key material, and also has predefined transactions to initialize a 
channel named "mychannel".

To regenerate this material, simply run ``generate.sh``.

To start the network, run ``start.sh``.
To stop it, run ``stop.sh``
To completely remove all incriminating evidence of the network
on your system, run ``teardown.sh``.

<a rel="license" href="http://creativecommons.org/licenses/by/4.0/"><img alt="Creative Commons License" style="border-width:0" src="https://i.creativecommons.org/l/by/4.0/88x31.png" /></a><br />This work is licensed under a <a rel="license" href="http://creativecommons.org/licenses/by/4.0/">Creative Commons Attribution 4.0 International License</a>
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blob 2451�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("type_self");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgyi0vjpKqRGTqkb3W
SjUG+3vKYYb4d6VtoXb1SAXzYbmhRANCAATiaX9TKAOGC2LMRpgd7yrpPnraZTJk
S8rlv1XmT7aJQLXpikKrDAlcH4hByAZ+gyoBTRwkAO8EHPmbrgDHL2iv
-----END PRIVATE KEY-----
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blob 709�package main

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)


/*Interface which allows for calling get or set methods on some
 * instance of a class.
 * putState is write to ledger
 * getState is reading from world state
*/
type SystemReadWriteInterface interface {
	putState(stub shim.ChaincodeStubInterface) peer.Response
	getState(stub shim.ChaincodeStubInterface) peer.Response
}


func commitAsset(stub shim.ChaincodeStubInterface, inst SystemReadWriteInterface) peer.Response {
	return inst.putState(stub)
}

func retrieveAsset(stub shim.ChaincodeStubInterface, inst SystemReadWriteInterface) peer.Response {
	return inst.getState(stub)
}
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commit 252�tree aa11a020ba994df88e5e72d730c3dc55cbf4e30c
parent 278218bf31daad637c774ffbe4b192cea4ba4ac3
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589280363 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589280363 +0200

remove unecessary files
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blob 2446�package test1;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 2944�package com.bchain.chaincode;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

import static com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure.createProcedure;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of chaincode.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance = null;
        try {
            // Resolve type of chaincode, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to chaincode.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), null);
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            if (this.currentChaincodeInstance == null) {
                ChaincodeObject obj = TypeResolver.ResolveCurrentType(chaincodeStub);
                this.currentChaincodeInstance = obj;
            }
            // 1. Init transaction proposal phase.
            procedure = createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            if (e instanceof  NotFoundException) {
                return new Chaincode.Response(404,  e.getMessage(), new byte[]{});
            } else {
                return new Chaincode.Response(500,   e.getMessage(),null);
            }
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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blob 10154�package test.java.com.bchain.chaincode;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private Map<String, byte[]> transientField = new HashMap<>();
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): null;
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    public Map<String, byte[]> getTransientField() {
        return transientField;
    }

    public void setTransientField(Map<String, byte[]> transientField) {
        this.transientField = transientField;
    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return this.transientField;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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blob 14295�#
# Copyright Fujitsu Australia Software Technology, IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#
#
# The network connection profile provides client applications the information about the target
# blockchain network that are necessary for the applications to interact with it. These are all
# knowledge that must be acquired from out-of-band sources. This file provides such a source.
#
name: "Network-Config-Test"

#
# Any properties with an "x-" prefix will be treated as application-specific, exactly like how naming
# in HTTP headers or swagger properties work. The SDK will simply ignore these fields and leave
# them for the applications to process. This is a mechanism for different components of an application
# to exchange information that are not part of the standard schema described below. In particular,
# the "x-type" property with the "hlfv1" value example below is used by Hyperledger Composer to
# determine the type of Fabric networks (v0.6 vs. v1.0) it needs to work with.
#
x-type: "hlfv1"

#
# Describe what the target network is/does.
#
description: "The network used in the integration tests"

#
# Schema version of the content. Used by the SDK to apply the corresponding parsing rules.
#
version: 1.0.0

#
# The client section is SDK-specific. The sample below is for the node.js SDK
#
client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific
  credentialStore:
    # [Optional]. Specific to FileKeyValueStore.js or similar implementations in other SDKs. Can be others
    # if using an alternative impl. For instance, CouchDBKeyValueStore.js would require an object
    # here for properties like url, db name, etc.
    path: "/tmp/hfc-kvs"

    # [Optional]. Specific to the CryptoSuite implementation. Software-based implementations like
    # CryptoSuite_ECDSA_AES.js in node SDK requires a key store. PKCS#11 based implementations does
    # not.
    cryptoStore:
      # Specific to the underlying KeyValueStore that backs the crypto key store.
      path: "/tmp/hfc-cvs"

    # [Optional]. Specific to Composer environment
    wallet: wallet-name

#
# [Optional]. But most apps would have this section so that channel objects can be constructed
# based on the content below. If an app is creating channels, then it likely will not need this
# section.
#
channels:
  # name of the channel
  foo:
    # Required. list of orderers designated by the application to use for transactions on this
    # channel. This list can be a result of access control ("org1" can only access "ordererA"), or
    # operational decisions to share loads from applications among the orderers.  The values must
    # be "names" of orgs defined under "organizations/peers"
    orderers:
      - orderer.example.com

    # Required. list of peers from participating orgs
    peers:
      peer0.org1.example.com:
        # [Optional]. will this peer be sent transaction proposals for endorsement? The peer must
        # have the chaincode installed. The app can also use this property to decide which peers
        # to send the chaincode install request. Default: true
        endorsingPeer: true

        # [Optional]. will this peer be sent query proposals? The peer must have the chaincode
        # installed. The app can also use this property to decide which peers to send the
        # chaincode install request. Default: true
        chaincodeQuery: true

        # [Optional]. will this peer be sent query proposals that do not require chaincodes, like
        # queryBlock(), queryTransaction(), etc. Default: true
        ledgerQuery: true

        # [Optional]. will this peer be the target of the SDK's listener registration? All peers can
        # produce events but the app typically only needs to connect to one to listen to events.
        # Default: true
        eventSource: true

      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

    # [Optional]. what chaincodes are expected to exist on this channel? The application can use
    # this information to validate that the target peers are in the expected state by comparing
    # this list with the query results of getInstalledChaincodes() and getInstantiatedChaincodes()
    chaincodes:
      # the format follows the "cannonical name" of chaincodes by fabric code
      - example02:v1
      - marbles:1.0

#
# list of participating organizations in this network
#
organizations:
  Org1:
    mspid: Org1MSP

    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com

    # [Optional]. Certificate Authorities issue certificates for identification purposes in a Fabric based
    # network. Typically certificates provisioning is done in a separate process outside of the
    # runtime network. Fabric-CA is a special certificate authority that provides a REST APIs for
    # dynamic certificate management (enroll, revoke, re-enroll). The following section is only for
    # Fabric-CA servers.
    certificateAuthorities:
      - ca-org1

    # [Optional]. If the application is going to make requests that are reserved to organization
    # administrators, including creating/updating channels, installing/instantiating chaincodes, it
    # must have access to the admin identity represented by the private key and signing certificate.
    # Both properties can be the PEM string or local path to the PEM file. Note that this is mainly for
    # convenience in development mode, production systems should not expose sensitive information
    # this way. The SDK should allow applications to set the org admin identity via APIs, and only use
    # this route as an alternative when it exists.
    adminPrivateKey:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/keystore/6b32e59640c594cf633ad8c64b5958ef7e5ba2a205cfeefd44a9e982ce624d93_sk
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgpANnM2zJ/oz7c31B
        ahODy1OSvibxUHpQ/1xiUleYvH+hRANCAAS1d3Y0ZtaqIrifI92pNvkFlgD2rSan
        O/YCrqMzkJFp1OyZZEORkrNuho+iUFNKRngXvVOYEzRAC7HfWmiMyar/
        -----END PRIVATE KEY-----
    signedCert:
      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/signcerts/Admin@org1.example.com-cert.pem
      #pem: |
      #      -----BEGIN CERTIFICATE-----
      #      MIICGjCCAcCgAwIBAgIRAPDmqtljAyXFJ06ZnQjXqbMwCgYIKoZIzj0EAwIwczEL
      #      MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
      #      cmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh
      #      Lm9yZzEuZXhhbXBsZS5jb20wHhcNMTcwNjIyMTIwODQyWhcNMjcwNjIwMTIwODQy
      #      WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN
      #      U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWQWRtaW5Ab3JnMS5leGFtcGxlLmNvbTBZ
      #      MBMGByqGSM49AgEGCCqGSM49AwEHA0IABJve76Fj5T8Vm+FgM3p3TwcnW/npQlTL
      #      P+fY0fImBODqQLTkBokx4YiKcQXQl4m1EM1VAbOhAlBiOfNRNL0W8aGjTTBLMA4G
      #      A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPz3drAqBWAE
      #      CNC+nZdSr8WfZJULchyss2O1uVoP6mIWMAoGCCqGSM49BAMCA0gAMEUCIQDatF1P
      #      L7SavLsmjbFxdeVvLnDPJuCFaAdr88oE2YuAvwIgDM4qXAcDw/AhyQblWR4F4kkU
      #      NHvr441QC85U+V4UQWY=
      #      -----END CERTIFICATE-----

  # the profile will contain public information about organizations other than the one it belongs to.
  # These are necessary information to make transaction lifecycles work, including MSP IDs and
  # peers with a public URL to send transaction proposals. The file will not contain private
  # information reserved for members of the organization, such as admin key and certificate,
  # fabric-ca registrar enroll ID and secret, etc.
  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
    certificateAuthorities:
      - ca-org2

#
# List of orderers to send transaction and channel create/update requests to. For the time
# being only one orderer is needed. If more than one is defined, which one get used by the
# SDK is implementation specific. Consult each SDK's documentation for its handling of orderers.
#
orderers:
  orderer.example.com:
    url: grpc://localhost:7050

    # these are standard properties defined by the gRPC library
    # they will be passed in as-is to gRPC client constructor
    grpcOptions:
      #      ssl-target-name-override: orderer.example.com
      #      sslProvider: openSSL
      #      negotiationType: TLS
      #      hostnameOverride: orderer.example.com
      grpc-max-send-message-length: 15
      grpc.keepalive_time_ms: 360000
      grpc.keepalive_timeout_ms: 180000
      grpc.keepalive_without_calls: true

    # src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/ordererOrganizations/example.com/tlsca
#    tlsCACerts:
#      pem: |
#        -----BEGIN CERTIFICATE-----
#        MIICNjCCAdygAwIBAgIRALBAjQY2Wfpwz6/bqKvkeAowCgYIKoZIzj0EAwIwbDEL
#        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
#        cmFuY2lzY28xFDASBgNVBAoTC2V4YW1wbGUuY29tMRowGAYDVQQDExF0bHNjYS5l
#        eGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQzMjlaMGwxCzAJ
#        BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJh
#        bmNpc2NvMRQwEgYDVQQKEwtleGFtcGxlLmNvbTEaMBgGA1UEAxMRdGxzY2EuZXhh
#        bXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAAR/LJmaZdt0jZMgTfsQ
#        vLkJTCDG4m8lNdtQI5VoCpKKSxMlFKUPU54ofttW2Vn76hm7/eK+Lq09LRgJheo1
#        6y47o18wXTAOBgNVHQ8BAf8EBAMCAaYwDwYDVR0lBAgwBgYEVR0lADAPBgNVHRMB
#        Af8EBTADAQH/MCkGA1UdDgQiBCDadvMVYJ3hG7FgDW7vlVW20s0L8mVUn/ggI2l0
#        1ntSRTAKBggqhkjOPQQDAgNIADBFAiEAvX5+F+QnNPKX/Q/kFmkzOdRovEtgIylG
#        EArBHBpaqpkCIDNzXoW//ROIslbKToWexg/kwAH1HMhkm9doTyaDxc4k
#        -----END CERTIFICATE-----

#
# List of peers to send various requests to, including endorsement, query
# and event listener registration.
#
peers:
  peer0.org1.example.com:
    # this URL is used to send endorsement and query requests
    url: grpc://localhost:7051



    grpcOptions:
      grpc.http2.keepalive_time: 15
  #      ssl-target-name-override: peer0.org1.example.com
  #      negotiationType: TLS
  #      sslProvider: openSSL
  #      hostnameOverride: peer0.org1.example.com
  #      # TODO: The following causes a NoSuchMethodException to be thrown when sending proposals to the peer...
  #      # grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
  #
  #    tlsCACerts:
  #      pem: |
  #          -----BEGIN CERTIFICATE-----
  #          MIICZjCCAg2gAwIBAgIQT5LDpIbEhZ93KRfuBzhsPDAKBggqhkjOPQQDAjB2MQsw
  #          CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
  #          YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEfMB0GA1UEAxMWdGxz
  #          Y2Eub3JnMS5leGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQz
  #          MjlaMFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQH
  #          Ew1TYW4gRnJhbmNpc2NvMR8wHQYDVQQDExZwZWVyMC5vcmcxLmV4YW1wbGUuY29t
  #          MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+br01bZtM+KZswLnXiZK0f3bfSqt
  #          8+NnJc71NGx+VsUeU38jNl282Uo7A0PNKMQpr10BXomDl3jsTMK8E0aT16OBlzCB
  #          lDAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMC
  #          MAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgEkNmPHedLauZvdBejAlBvo4xhOWp
  #          2+VxGreyMCZtcicwKAYDVR0RBCEwH4IWcGVlcjAub3JnMS5leGFtcGxlLmNvbYIF
  #          cGVlcjAwCgYIKoZIzj0EAwIDRwAwRAIgdwC/WQ6wRHlTygTJJ8SiAoMrbDpTePhx
  #          Z2GEIu5RtMwCIBuJ8LTJnFZNivBbTFU/65lhCLpVj5R3j5KuaJ+dovF5
  #          -----END CERTIFICATE-----


  peer1.org1.example.com:
    url: grpc://localhost:7056

    grpcOptions:
      grpc.http2.keepalive_time: 15
    #      ssl-target-name-override: peer0.org1.example.com
    #      negotiationType: TLS
    #      sslProvider: openSSL
    #      hostnameOverride: peer1.org1.example.com

    tlsCACerts:
      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/tls/server.crt



  peer0.org2.example.com:
    url: grpc://localhost:8051

#    grpcOptions:
#      ssl-target-name-override: peer0.org2.example.com
#      negotiationType: TLS
#      grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
#      sslProvider: openSSL
#      hostnameOverride: peer0.org2.example.com
#
#    tlsCACerts:
#      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt

#
# Fabric-CA is a special kind of Certificate Authority provided by Hyperledger Fabric which allows
# certificate management to be done via REST APIs. Application may choose to use a standard
# Certificate Authority instead of Fabric-CA, in which case this section would not be specified.
#
certificateAuthorities:
  ca-org1:
    url: http://localhost:7054
    # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    #    httpOptions:
    #      verify: true

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: #single entitiy
      enrollId: admin
      enrollSecret: adminpw
    # [Optional] The optional name of the CA.
    caName: ca0
  ca-org2:
    url: http://localhost:8054
      # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    httpOptions:
      verify: true
    tlsCACerts:
      path: peerOrganizations/org1.example.com/ca/org1.example.com-cert.pem

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: # as an array.
      -  enrollId: admin
         enrollSecret: adminpw
           # [Optional] The optional name of the CA.
        ## caName: ca0 no ca name!
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blob 3563�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashSet<String> owners = new LinkedHashSet();
    private String subject;
    private String summary;
    private String orgIdentifier;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getSummary() {
        return summary;
    }

    public void setSummary(String summary) {
        this.summary = summary;
    }
}
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blob 9427�{{- $backupKey := (not .Values.backup.key) | ternary (now | htmlDate) .Values.backup.key }} 


apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-backup-
spec:
  entrypoint: backup

  templates:
  - name: backup
    steps:
    - 
# top level: peer/orderer
    {{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
      - name: backup-peers
        template: backup-peers
    {{- end }}
    {{- if $.Values.flow.orderer.backup.enabled }}
      - name: backup-orderers
        template: backup-orderers
    {{- end }}
    
# second level: peers
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
  - name: backup-peers
    steps: 
    - 
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

      - name: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# second level: orderers
{{- if $.Values.flow.orderer.backup.enabled }}

  - name: backup-orderers
    steps: 
    - 
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }} 

      - name: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}


# third level: peers get/backup data
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    steps:
    - - name: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    - - name: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        arguments:
          artifacts:
          - name: peer-backup
            from: "{{ "{{" }}steps.get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}.outputs.artifacts.peer-backup{{ "}}" }}"

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# third level: orderers get/backup data
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    steps:
    - - name: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
    - - name: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
        template: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        arguments:
          artifacts:
          - name: orderer-backup
            from: "{{ "{{" }}steps.get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}.outputs.artifacts.orderer-backup{{ "}}" }}"

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}

# leaf get-peer-data templates
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             rsync -avz rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume /hlf-backup/"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
    outputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
          

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# leaf backup-peer-data templates
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    # backupKey: {{ $backupKey }}
    inputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "az storage blob upload-batch \
                             --source /hlf-backup/ \
                             --destination-path {{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }} \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             --destination {{ required "backup.target.azureBlobStorage.destination is required!" $.Values.backup.target.azureBlobStorage.destination }} \
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
{{- end }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}


# leaf get-orderer-data templates
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             rsync -avz rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume /hlf-backup/"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
    outputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
          

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}

# leaf backup-orderer-data templates
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    # backupKey: {{ $backupKey }}
    inputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "az storage blob upload-batch \
                             --source /hlf-backup/ \
                             --destination-path {{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }} \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             --destination {{ required "backup.target.azureBlobStorage.destination is required!" $.Values.backup.target.azureBlobStorage.destination }} \
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
{{- end }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}
---
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blob 453�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Strategies.Procedures.Procedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureAddParticipants extends Procedure {
    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {

    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {

    }
}
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blob 863�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 769�-----BEGIN CERTIFICATE-----==
-----END CERTIFICATE-----











thesis-work/.git/objects/ef/865b753c4024a93f595ab7678e7696bfedad83

thesis-work/.git/objects/ef/865b753c4024a93f595ab7678e7696bfedad83


blob 1591�{{- range $i, $org := .Values.PeerOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--admin-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/config.yaml" $org.Domain $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/signcerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/keystore/*" $org.Domain $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/users/Admin@%s/msp/keystore/" $org.Domain $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* Orgs */ -}}
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blob 3953�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey;
        proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
        credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);

        if (tx.getIssuer().isStarted()  && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) &&
            proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())
            )
        {
            credential = tx.getInstance();
            ArrayList<String> rsigs = credential.getRequiredAgreement();
            ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
            int idx = rsigs.indexOf(tx.getCid().getId());
            if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                psigs.add(tx.getCid().getId());
                credential.setSignatures(psigs);
                updateCredential = true;
                setStatusMessage("Credential OK, updating.", "Validation");
                if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                    credentialProof.addData(credential);
                    ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                    provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                    credentialProof.setHash();
                    credentialProof.setProvidedCredentials(provided);
                    if (credentialProof.getProvidedCredentials().size() >= tx.getIssuer().getQuorum()) {
                        credentialProof.setTxid(stub.getTxId());
                        credentialProof.setValid(true);
                        setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                    }
                }
            } else {
                setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
            }
        } else {
            throw new IllegalAccessError("Issuer not started yet");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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blob 2467�package com.bchain.chaincode.Strategies.TransactionsImpl;

import com.bchain.chaincode.ChaincodeInstance;
import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
        }
        return null;
    }

}
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blob 333�# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgsetKjEMMvqRWLZhe
Rm5sHts+jNPpxay4Pq4rJihAouqhRANCAAQAIkl/v+KT/QHJHb01ZDbe7DnTifk0
JSxQDF5vlIWFYoeLBamfSyxWDeuvZIl5gfq2mCbx3YIeVkybG28rUl9t
-----END PRIVATE KEY-----
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commit 696�tree 17f66b2d1e4a291dac591915bba682a24efec98f
parent d03faffe45f1329da35f0b1651b2f38ffd4e3559
author JakeAJ <sa.jakobsen@stud.uis.no> 1579774395 +0100
committer GitHub <noreply@github.com> 1579774395 +0100
gpgsig -----BEGIN PGP SIGNATURE-----
 
 wsBcBAABCAAQBQJeKXG7CRBK7hj4Ov3rIwAAdHIIACrnR0Ff1v6i51uT96DvnGCS
 kzQT3YFH3u36jIy+vA7335GBtY/eSV/NoWzNNNf3AiFRYCsek+c9laL7HsicVDjF
 6PvjJZ6wVM6E/TthPCpQslB1aOAmFxQb2/MmeJAmu6erctKQrkZ82IRDrMFCS4VW
 7XHoqQ4tK+89x86EMDM29sKFPxgU8jsHXFNQJsXyLYp7cLOcX9gBJ7G56oumnDdk
 PV+U9mt5J+6hX17/xLLna62Lix1b0NndQAiCUbdv2pAPNUmt2AjCRZLmU13gf2rk
 ebqYU0JkaJ2tIHexI1r+hGR1SQYtFgQcgp75uvGQwRmCoLAusK4H64Cl5Uykd38=
 =dFzK
 -----END PGP SIGNATURE-----
 

Update README.md
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blob 608�package chaincode_2

import (
	"github.com/hyperledger/fabric/core/chaincode/shim"
	"github.com/hyperledger/fabric/protos/peer"
)

type Course struct {
	course string `json:"courseName"`
	courseid string `json:"courseid"`
	amountSigned int32 `json:"amountSigned"`
	coursework []coursework `json:"courseWork"`// one course might have multiple assignments, exams etc
}



func (c *Course) PutState(stub shim.ChaincodeStubInterface) peer.Response {
	return shim.Error("NOT IMPLEMENTED")
}

func (c *Course) GetState(stub shim.ChaincodeStubInterface) peer.Response {
	return shim.Error("NOT YET IMPLEMENTED")
}
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blob 839�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 5831�/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Exceptions/OwnerNotFoundException.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/IssuerProcedureTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/Records.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/KeyTrieTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/Trie.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/CertificatesData.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/ChaincodeObject.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/CredentialProof.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/TrieNode.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/issuerTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Procedure.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/Issuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/Credential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Exceptions/ChainCodeException.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/utilsTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Issuer.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/ChaincodeInstance.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/ChaincodeStubNaiveImpl.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Utilities/ResponseMsg.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Objects/Verifier.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Utilities/utils.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/IssuerInterface.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/TypeResolver.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/test/java/com/bchain/chaincode/RecorderProcedureTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java/src/com/bchain/chaincode/Exceptions/QualificationDuplicateException.java
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blob 109�apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: peer-org-flow
version: 0.1.0
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blob 2776�package clientapplication;

import java.io.BufferedOutputStream;
import java.io.ByteArrayInputStream;
import java.io.ByteArrayOutputStream;
import java.io.File;
import java.io.FileInputStream;
import java.io.IOException;
import java.io.InputStream;
import java.util.Collection;

import org.apache.commons.compress.archivers.ArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveOutputStream;
import org.apache.commons.compress.compressors.gzip.GzipCompressorOutputStream;
import org.apache.commons.io.FilenameUtils;
import org.apache.commons.io.IOUtils;

public class Utils {

    /**
     *  borrowed from https://github.com/hyperledger/fabric-sdk-java/blob/8044bac1bfe9baf9d6360b067e0d6b5445cc953d/src/test/java/org/hyperledger/fabric/sdkintegration/Util.java
     * @param src
     * @param pathPrefix
     * @return
     * @throws IOException
     */
    public static InputStream generateTarGzInputStream(File src, String pathPrefix) throws IOException {
        File sourceDirectory = src;

        ByteArrayOutputStream bos = new ByteArrayOutputStream(500000);

        String sourcePath = sourceDirectory.getAbsolutePath();

        TarArchiveOutputStream archiveOutputStream = new TarArchiveOutputStream(new GzipCompressorOutputStream(new BufferedOutputStream(bos)));
        archiveOutputStream.setLongFileMode(TarArchiveOutputStream.LONGFILE_GNU);

        try {
            Collection<File> childrenFiles = org.apache.commons.io.FileUtils.listFiles(sourceDirectory, null, true);

            ArchiveEntry archiveEntry;
            FileInputStream fileInputStream;
            for (File childFile : childrenFiles) {
                String childPath = childFile.getAbsolutePath();
                String relativePath = childPath.substring((sourcePath.length() + 1), childPath.length());

                if (pathPrefix != null) {
                    relativePath = org.hyperledger.fabric.sdk.helper.Utils.combinePaths(pathPrefix, relativePath);
                }

                relativePath = FilenameUtils.separatorsToUnix(relativePath);

                archiveEntry = new TarArchiveEntry(childFile, relativePath);
                fileInputStream = new FileInputStream(childFile);
                archiveOutputStream.putArchiveEntry(archiveEntry);

                try {
                    IOUtils.copy(fileInputStream, archiveOutputStream);
                } finally {
                    IOUtils.closeQuietly(fileInputStream);
                    archiveOutputStream.closeArchiveEntry();
                }
            }
        } finally {
            IOUtils.closeQuietly(archiveOutputStream);
        }
        return new ByteArrayInputStream(bos.toByteArray());
    }

}
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blob 807�# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

backup:
  # required. the key pointing to backup
  key: 
  target: 
    # only azureBlobStorage for now, feel free to implement S3
    type: azureBlobStorage
    azureBlobStorage: 
      # storage account name
      accountName: 
      # container name in storage account
      source: hlf-backup 
      # credentials
      accessKey: 

flow:
  peer:
    restore: 
      # restore peers data from backup?
      enabled: true
  couchdb:
    restore: 
      # restore CouchDB's data from backup?
      enabled: true
  orderer:
    replicas: 1
    restore: 
      # restore orderers data from backup?
      enabled: true
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blob 89�package com.bchain.chaincode.Strategies.Strategies;

public class StrategyInitIssuer {
}
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blob 1007�package main.java.com.bchain.chaincode.Objects;

import java.util.HashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public boolean isValid = true;
    public boolean leaf;
    private Map<String, TrieNode> children = new HashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(Map<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }


}
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blob 168�{
  "testUsers": 100,
  "channels": {
    "issuerchannel": {
      "chaincodes": {
        "Issuer": {

        }
      }
    },
    "recorderchannel": {

    }
  }


}
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blob 2352�package com.bchain.chaincode.Strategies.Procedures.Issuer;

import com.bchain.chaincode.Objects.Issuer;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;


public class ProcedureEditParticipants extends Procedure {

    private TxEditParticipants tx;
    private boolean changed = false;
    public ProcedureEditParticipants(TxProcedure tx) {
        if (tx instanceof TxEditParticipants) {
            this.tx = (TxEditParticipants) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String todo = stub.getParameters().get(0);
        if (tx.getIssuer().getCreator().equals(tx.getCid().getId()) && isOk()) {
            switch (todo) {
                case "addParticipants":
                        tx.getIssuer().addParticipants(tx.getParticpants());
                        tx.getIssuer().setStarted(false);
                        setStatusMessage("Added participants is valid, restart issuer for proofs to take effect.", "Validation");
                        changed = true;
                        break;

                case "clearParticipants":
                    tx.getIssuer().clearParticipants();
                    tx.getIssuer().setAggregated(false);
                    tx.getIssuer().setStarted(false);
                    setStatusMessage("Clear participants is valid", "Validation");
                    changed = true;
                    break;
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if(changed) {
            tx.getIssuer().commit(stub, "IssuerInstance");
            setResult(tx.getIssuer());
            setStatusMessage("Participants cleared.", "Apply");
        }
    }

    public boolean isOk() {
        Issuer issuer = tx.getIssuer();
        if (issuer.getParticipants() == null || issuer.getParticipants().size() == 0) {
            return true;
        } else if (issuer.getParticipants().size() > 0 && issuer.isAggregated()) {
            return true;
        } else {
            return false;
        }
    }
    }
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blob 2452�package Networktest;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.HFClient;
import org.hyperledger.fabric.sdk.Peer;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class ClientParameter {

    private Map<String,byte[]> trannsientField = new HashMap<>();
    private ArrayList<String> args = new ArrayList<>();
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    Collection<Peer> peers;

    public ClientParameter(Channel channel, HFClient client, String fcn,
                           String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
    }

    public Map<String, byte[]> getTrannsientField() {
        return trannsientField;
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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blob 525�{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.chaincode.include) (has $chaincode.name $.Values.chaincode.include) }}
apiVersion: v1
kind: ConfigMap
metadata:
  name: hlf-chaincode--{{ $chaincode.name | lower }}
  labels:
    chaincodeName: {{ $chaincode.name }}
    type: chaincode
binaryData:
  {{ $chaincode.name }}.tar: |-
    {{ ($.Files.Get (printf "chaincode/ChaincodeInstance.tar" )) | b64enc }}
---
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincode */ -}}
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blob 4037�tlsEnabled: false
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: universities
      # all peers in these organizations will join the channel
      orgs: [UiS, NTNU, UiT]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: DAT520
      language: java
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiS]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('UiSMSP.member')


  ######### UIS SECTION #########
    - name: DAT650
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        policy: OR('UiSMSP.member')

    - name: DAT550
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        policy: OR('UiSMSP.member')

    - name: UiSAggregator
      language: java
      orgs: [UiS]
      channels: 
      - name: universities
        orgs: [UiS]
        policy: OR('UiSMSP.member')
  #######  UiT SECTION #########
    - name: INF100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiT]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('UiTMSP.member')
        
    - name: INF200
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')

    - name: INF300
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')
  #######  NTNU SECTION #########
    - name: NTNUAggregator
      orgs: [NTNU]
      channels: 
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')


    - name: INFTEK100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [NTNU]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('NTNUMSP.member')
        
    - name: INFTEK200
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')

    - name: INFTEK300
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')
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blob 1197�{{- if .Values.couchdb.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-couchdb--ingress
  annotations:
    {{- range $key, $value := .Values.ingress.annotations }}
      {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - host: hlf-couchdb-{{ $org.Name | lower }}-{{ $peer | lower }}.{{ $.Values.ingress.parentDomain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
          servicePort: 5984
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
  tls:
  - hosts:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
    - hlf-couchdb-{{ $org.Name | lower }}-{{ $peer | lower }}.{{ $.Values.ingress.parentDomain }}
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
    secretName: hlf-couchdb--ingress-tls
{{- end }} {{- /* if ingress.enabled */ -}}
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blob 2467�package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        if ((tx.getRecords().getCreator()).contains(new String(stub.getCreator()))) {
            throw new IllegalArgumentException("Clients cannot invoke this function");
        }
        this.tx.getInstance().forEach(item -> {
            boolean hasRoot = item.getRoot() != null;
            boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
            boolean hasSubject = item.getSubject() != null;
            if (hasRoot && hasOwners && hasSubject){
                if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                    validTries.add(item);
                }
            }
        });
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Records records = new Records().fetch("RecorderInstance", stub);
        for (Trie item : this.validTries) {
            if (records.getCollections() != null) {
                item.privateCommit(records.getCollections(), item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub);
            } else {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
            }

        }
        setStatusMessage("Registration of items done.","Apply");
    }
}











thesis-work/.git/objects/f3/1cbd5fbd96335709af310ea57d2da7499ed0ee

thesis-work/.git/objects/f3/1cbd5fbd96335709af310ea57d2da7499ed0ee









thesis-work/.git/objects/f3/21f84689010ffa830bd5746091d5f4a15532fa

thesis-work/.git/objects/f3/21f84689010ffa830bd5746091d5f4a15532fa









thesis-work/.git/objects/f3/3d3a101d544ccec5a97d9baeb5d12396a1429d

thesis-work/.git/objects/f3/3d3a101d544ccec5a97d9baeb5d12396a1429d









thesis-work/.git/objects/f3/4896cc7a2245670f6d13dd282ac225b81cefd4

thesis-work/.git/objects/f3/4896cc7a2245670f6d13dd282ac225b81cefd4


commit 350�tree dea2f7d0a31985ae92860d14ca74b201f112d6df
parent 2e07e2f305e29b5a81fb3a56ed875666eaef5e3c
parent 018d98dd9b1bd7ccf1648523710d157ec60a5ea6
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835696 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1589835696 +0200

Merge branch 'master' of https://github.com/JakeAJ/evaluation_hyperledger
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blob 523�package main

import (
	"testing"
)

var testTable = []struct {
	name         string
	courseId     string
	tutorId  	 string
} {
	{"Distributed Systems", "DAT520", "233234" },
	{"Blockchain", "DAT650", "233234"},
}

// struct for parsing the shim APIs response
type resp struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload Course   `json:"payload"`
}

/*
	Shim has a mocking framework which enables us to do unit testing without
	a running enviroment.

 */
func TestCourse(t *testing.T)  {

	
}
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blob 2824�### [WHO MADE THIS?] 
Thanks to https://github.com/APGGroeiFabriek/PIVT for making life easier.

### [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls)

You will notice the below entries in [network.yaml](fabric-kube/samples/scaled-raft-no-tls/network.yaml) file:
```
tlsEnabled: false
useActualDomains: true
```
TLS is disabled by default but still put in this file to be explicit. Using actual domain names is not mandatory but I believe is a good practice.

In [configtx.yaml](fabric-kube/samples/scaled-raft-no-tls/configtx.yaml#L270-L282) file, you will notice Raft consenters are using a different port:
```
- Host: orderer0.groeifabriek.nl
  Port: 7059
```
Raft orderers mutually authenticate each other so they always need TLS for inter-orderer communication. That's why disabling TLS globally requires Raft orderers communicate each other over another port instead of client-facing orderer port (7050). We enable this behavior by passing the argument `orderer.cluster.enabled=true` to hlf-kube chart. 


Let's launch the Raft network without TLS. First tear down everything as usual:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated, then create necessary stuff:
```
./init.sh ./samples/scaled-raft-no-tls/ ./samples/chaincode/
```

Luanch the Raft based Fabric network in broken state (only because of `useActualDomains=true`)
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false
```

Collect the host aliases:
```
./collect_host_aliases.sh ./samples/scaled-raft-no-tls/
```
 
Then update the network with host aliases:
``` 
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true
```
Again lets wait for all pods are up and running:

```
kubectl get pod --watch
```

Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Raft orderer nodes spanning 2 Orderer organizations and 2 peers per organization. Since TLS is disabled, your application can use them without even noticing there are 3 Orderer nodes and 2 peers per organization.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```

And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgZ8s115jvpEl8mpzJ
+wH8Yw+0vsBJm3Rzf8IIsWZX2fOhRANCAATlmreRqMIC+eR5c8xqV4GYpfoMrda0
QcK3FdfubfP8gzPvYbN8ZZ6jE6Hs+AsXIKBOXe7/P6EFQ6seeLRSo0QU
-----END PRIVATE KEY-----











thesis-work/.git/objects/f3/b6e1fb3fb6c22d796e64b46714f2adadf2855a

thesis-work/.git/objects/f3/b6e1fb3fb6c22d796e64b46714f2adadf2855a









thesis-work/.git/objects/f3/f06f1b0928f8186aed3b214c6c8aa2b852982a

thesis-work/.git/objects/f3/f06f1b0928f8186aed3b214c6c8aa2b852982a


blob 38061�package test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService = Executors.newFixedThreadPool(70);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version numeber idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP"
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }


    public static HFClient createInstancewithUserContext(String orgName, NetworkConfig config) throws InvalidArgumentException{
        HFClient client;
        try {
            NetworkConfig.UserInfo adminPem = config.getOrganizationInfo(orgName).getPeerAdmin();
            client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            client.setUserContext(adminPem);
        } catch (Exception e) {
            throw new InvalidArgumentException("Something went wrong while creating client: " + e);
        }
        return client;
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 120; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 40 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                   returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                   returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
                if (future.isDone()) {
                    users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                    futures.remove(future);
                }

        }
        for (String key: users.keySet()) {
            //assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 39; i++) {
                    appendUser(userpoll[i], sb, i == 39);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();

        for (String chaincodeId : initParams.keySet()) {
            HFClient client = HFClient.createNewInstance();
            client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            final Channel channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : chaincodeDef.get(chaincodeId).get(5).length() >0 ? new String[]{chaincodeDef.get(chaincodeId).get(5)} : null;
            final Collection<Peer> peers = orgs != null ? getPeers(channel, true, orgs): channel.getPeers();
            if (!chaincodeId.equals("Recorder")) {
                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);
            } else {
                HFClient client1 = HFClient.createNewInstance();
                client1.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client1.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                Channel channel1 = getChannel(channelName, client1);
                final Collection<Peer> peers1 = getPeers(channel1,true, orgs);
                forwardInstantiateToPeers(client1, initParams, args, channel1, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
               completeFutures.remove(future1);
            }
        }
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        Thread.sleep(5000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            channel.initialize();
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, false, orgs) : channel.getPeers(), args, transientField, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
                Thread.sleep(6000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, false, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success);
            }
        }
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
               // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.
                for (String user : usersinOrg) {
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                    Channel channel = getChannel(channelName, client);
                    channel.initialize();
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel,false, orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        for (PrepareRequest prepareRequest : prepareRequests) {
            forwardInvoke(prepareRequest, futures);
        }
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;


        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        HFClient client = HFClient.createNewInstance();
                        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                        client.setUserContext(user1);
                        final Channel channel = getChannel(channelName, client);
                        channel.initialize();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    for (PrepareRequest prepareRequest : prepareRequests) {
                       forwardInvoke(prepareRequest, futures);
                    }
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
        }
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(5000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        Thread.sleep(6000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                   if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(5000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        double n = 0.0;
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey","Degree.DAT520".getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    HFClient client = HFClient.createNewInstance();
                    client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                    client.setUserContext(config.getPeerAdmin(currOrg));
                    String channelName = config.getChannelNames().iterator().next();
                    Channel channel = getChannel(channelName, client);
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        parameters.forEach(prepareRequest -> forwardInvoke(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, boolean all, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        for (String org : orgs) {
            if (all) {
                peers.addAll(peers.size(), channel.getPeersForOrganization(org));
            } else {
                ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
                peer = tmp.get(new Random().nextInt(tmp.size()));
                peers.add(peer);
            }
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses) throws InterruptedException, ExecutionException {
        return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .shuffleOrders(true)
                .orderers(channel.getOrderers())
                .userContext(client.getUserContext())).
                 thenApply(
                        transactionEvent -> {
                            assertTrue(transactionEvent.isValid());
                            return transactionEvent.getBlockEvent();
                        }
        ).get();
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                            prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            } finally {
                prepareRequest.getChannel().shutdown(false);
            }

            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;
            try {
                tx1 = System.currentTimeMillis();
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                sendToOrderAndAssert(success, client, channel, peers);
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                // NO OP
            } finally {
                channel.shutdown(true);
            }
            return tx2;
        }, executorService);
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
                    Collection<ProposalResponse> responses1 = null;
                    double tx1 = 0;
                    double tx2 = 0;
                    try {
                        tx1 = System.currentTimeMillis() / 1000;
                        responses1 = prepareRequest.forwardRequest();
                        ArrayList<ProposalResponse> success = new ArrayList<>();
                        for (ProposalResponse response : responses1) {
                            if (response.getStatus().getStatus() == 200) {
                                success.add(response);
                            }
                        }
                        forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success);
                        tx2 = System.currentTimeMillis() / 1000 - tx1;
                    } catch (Exception e) {
                        assertTrue(e.getMessage() != null);
                    } finally {
                        prepareRequest.getChannel().shutdown(true);
                    }
                    return tx2;
                }, executorService);
        futures.add(future);
    }
}
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blob 1793�package com.bchain.chaincode.Objects;

import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import javassist.NotFoundException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.nio.charset.StandardCharsets;

public abstract class ObjectsOperations {
    private String objectType = this.getClass().getSimpleName();
    public  CompositeKey  createKey(String ... values) {

        return new CompositeKey(this.objectType, values);
    }
    public void commit(ChaincodeStub stub, String compositeKey) throws JsonProcessingException {
        ObjectMapper mapper = new ObjectMapper();
        stub.putState(compositeKey, mapper.writeValueAsString(this).getBytes(StandardCharsets.UTF_8));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        return stub.getStringState(compositeKey) != null;
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException, NotFoundException {
        ObjectMapper mapper = new ObjectMapper();
        byte[] object = stub.getState(compositeKey);
        T var = null;
        if (object != null) {
           var = (T) mapper.readValue(stub.getState(compositeKey), this.getClass());
       } else {
            throw  new NotFoundException("Couldn't find the object. " + this.getClass().getName());
        }
        return var;
   }

   public  <T> String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json = "";
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }
}
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blob 2211�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.Records;
import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        this.tx.getInstance().forEach(item -> {
            boolean hasRoot = item.getRoot() != null;
            boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
            boolean hasSubject = item.getSubject() != null;
            if (hasRoot && hasOwners && hasSubject){
                if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                    validTries.add(item);
                }
            }
        });
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Records records = new Records().fetch("RecorderInstance", stub);
        for (Trie item : this.validTries) {
            if (records.getCollections() != null) {
                item.privateCommit(records.getCollections(), item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub);
            } else {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
            }

        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgQtc7ITcRduQBIp02
L2VOYM9WXb80ODr/8fqLU9aFqUGhRANCAASIg/XXYVXbMnGbBHbb0QEeBqQ1m1pm
udTB0Cr+38uTmjoS7WQitwy0tdd26PJ17+GeYvkJpm8i0ez0MM67vCxg
-----END PRIVATE KEY-----
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blob 29631�# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

###############################################################################
#
#    Peer section
#
###############################################################################
peer:

    # The Peer id is used for identifying this Peer instance.
    id: jdoe

    # The networkId allows for logical seperation of networks
    networkId: dev

    # The Address at local network interface this Peer will listen on.
    # By default, it will listen on all network interfaces
    listenAddress: 0.0.0.0:7051

    # The endpoint this peer uses to listen for inbound chaincode connections.
    # If this is commented-out, the listen address is selected to be
    # the peer's address (see below) with port 7052
    # chaincodeListenAddress: 0.0.0.0:7052

    # The endpoint the chaincode for this peer uses to connect to the peer.
    # If this is not specified, the chaincodeListenAddress address is selected.
    # And if chaincodeListenAddress is not specified, address is selected from
    # peer listenAddress.
    # chaincodeAddress: 0.0.0.0:7052

    # When used as peer config, this represents the endpoint to other peers
    # in the same organization. For peers in other organization, see
    # gossip.externalEndpoint for more info.
    # When used as CLI config, this means the peer's endpoint to interact with
    address: 0.0.0.0:7051

    # Whether the Peer should programmatically determine its address
    # This case is useful for docker containers.
    addressAutoDetect: false

    # Setting for runtime.GOMAXPROCS(n). If n < 1, it does not change the
    # current setting
    gomaxprocs: -1

    # Keepalive settings for peer server and clients
    keepalive:
        # MinInterval is the minimum permitted time between client pings.
        # If clients send pings more frequently, the peer server will
        # disconnect them
        minInterval: 60s
        # Client keepalive settings for communicating with other peer nodes
        client:
            # Interval is the time between pings to peer nodes.  This must
            # greater than or equal to the minInterval specified by peer
            # nodes
            interval: 60s
            # Timeout is the duration the client waits for a response from
            # peer nodes before closing the connection
            timeout: 20s
        # DeliveryClient keepalive settings for communication with ordering
        # nodes.
        deliveryClient:
            # Interval is the time between pings to ordering nodes.  This must
            # greater than or equal to the minInterval specified by ordering
            # nodes.
            interval: 60s
            # Timeout is the duration the client waits for a response from
            # ordering nodes before closing the connection
            timeout: 20s


    # Gossip related configuration
    gossip:
        # Bootstrap set to initialize gossip with.
        # This is a list of other peers that this peer reaches out to at startup.
        # Important: The endpoints here have to be endpoints of peers in the same
        # organization, because the peer would refuse connecting to these endpoints
        # unless they are in the same organization as the peer.
        bootstrap: 127.0.0.1:7051

        # NOTE: orgLeader and useLeaderElection parameters are mutual exclusive.
        # Setting both to true would result in the termination of the peer
        # since this is undefined state. If the peers are configured with
        # useLeaderElection=false, make sure there is at least 1 peer in the
        # organization that its orgLeader is set to true.

        # Defines whenever peer will initialize dynamic algorithm for
        # "leader" selection, where leader is the peer to establish
        # connection with ordering service and use delivery protocol
        # to pull ledger blocks from ordering service. It is recommended to
        # use leader election for large networks of peers.
        useLeaderElection: true
        # Statically defines peer to be an organization "leader",
        # where this means that current peer will maintain connection
        # with ordering service and disseminate block across peers in
        # its own organization
        orgLeader: false

        # Interval for membershipTracker polling
        membershipTrackerInterval: 5s

        # Overrides the endpoint that the peer publishes to peers
        # in its organization. For peers in foreign organizations
        # see 'externalEndpoint'
        endpoint:
        # Maximum count of blocks stored in memory
        maxBlockCountToStore: 100
        # Max time between consecutive message pushes(unit: millisecond)
        maxPropagationBurstLatency: 10ms
        # Max number of messages stored until a push is triggered to remote peers
        maxPropagationBurstSize: 10
        # Number of times a message is pushed to remote peers
        propagateIterations: 1
        # Number of peers selected to push messages to
        propagatePeerNum: 3
        # Determines frequency of pull phases(unit: second)
        # Must be greater than digestWaitTime + responseWaitTime
        pullInterval: 4s
        # Number of peers to pull from
        pullPeerNum: 3
        # Determines frequency of pulling state info messages from peers(unit: second)
        requestStateInfoInterval: 4s
        # Determines frequency of pushing state info messages to peers(unit: second)
        publishStateInfoInterval: 4s
        # Maximum time a stateInfo message is kept until expired
        stateInfoRetentionInterval:
        # Time from startup certificates are included in Alive messages(unit: second)
        publishCertPeriod: 10s
        # Should we skip verifying block messages or not (currently not in use)
        skipBlockVerification: false
        # Dial timeout(unit: second)
        dialTimeout: 3s
        # Connection timeout(unit: second)
        connTimeout: 2s
        # Buffer size of received messages
        recvBuffSize: 20
        # Buffer size of sending messages
        sendBuffSize: 200
        # Time to wait before pull engine processes incoming digests (unit: second)
        # Should be slightly smaller than requestWaitTime
        digestWaitTime: 1s
        # Time to wait before pull engine removes incoming nonce (unit: milliseconds)
        # Should be slightly bigger than digestWaitTime
        requestWaitTime: 1500ms
        # Time to wait before pull engine ends pull (unit: second)
        responseWaitTime: 2s
        # Alive check interval(unit: second)
        aliveTimeInterval: 5s
        # Alive expiration timeout(unit: second)
        aliveExpirationTimeout: 25s
        # Reconnect interval(unit: second)
        reconnectInterval: 25s
        # This is an endpoint that is published to peers outside of the organization.
        # If this isn't set, the peer will not be known to other organizations.
        externalEndpoint:
        # Leader election service configuration
        election:
            # Longest time peer waits for stable membership during leader election startup (unit: second)
            startupGracePeriod: 15s
            # Interval gossip membership samples to check its stability (unit: second)
            membershipSampleInterval: 1s
            # Time passes since last declaration message before peer decides to perform leader election (unit: second)
            leaderAliveThreshold: 10s
            # Time between peer sends propose message and declares itself as a leader (sends declaration message) (unit: second)
            leaderElectionDuration: 5s

        pvtData:
            # pullRetryThreshold determines the maximum duration of time private data corresponding for a given block
            # would be attempted to be pulled from peers until the block would be committed without the private data
            pullRetryThreshold: 60s
            # As private data enters the transient store, it is associated with the peer's ledger's height at that time.
            # transientstoreMaxBlockRetention defines the maximum difference between the current ledger's height upon commit,
            # and the private data residing inside the transient store that is guaranteed not to be purged.
            # Private data is purged from the transient store when blocks with sequences that are multiples
            # of transientstoreMaxBlockRetention are committed.
            transientstoreMaxBlockRetention: 1000
            # pushAckTimeout is the maximum time to wait for an acknowledgement from each peer
            # at private data push at endorsement time.
            pushAckTimeout: 3s
            # Block to live pulling margin, used as a buffer
            # to prevent peer from trying to pull private data
            # from peers that is soon to be purged in next N blocks.
            # This helps a newly joined peer catch up to current
            # blockchain height quicker.
            btlPullMargin: 10
            # the process of reconciliation is done in an endless loop, while in each iteration reconciler tries to
            # pull from the other peers the most recent missing blocks with a maximum batch size limitation.
            # reconcileBatchSize determines the maximum batch size of missing private data that will be reconciled in a
            # single iteration.
            reconcileBatchSize: 10
            # reconcileSleepInterval determines the time reconciler sleeps from end of an iteration until the beginning
            # of the next reconciliation iteration.
            reconcileSleepInterval: 1m
            # reconciliationEnabled is a flag that indicates whether private data reconciliation is enable or not.
            reconciliationEnabled: true

        # Gossip state transfer related configuration
        state:
            # indicates whenever state transfer is enabled or not
            # default value is true, i.e. state transfer is active
            # and takes care to sync up missing blocks allowing
            # lagging peer to catch up to speed with rest network
            enabled: true
            # checkInterval interval to check whether peer is lagging behind enough to
            # request blocks via state transfer from another peer.
            checkInterval: 10s
            # responseTimeout amount of time to wait for state transfer response from
            # other peers
            responseTimeout: 3s
            # batchSize the number of blocks to request via state transfer from another peer
            batchSize: 10
            # blockBufferSize reflect the maximum distance between lowest and
            # highest block sequence number state buffer to avoid holes.
            # In order to ensure absence of the holes actual buffer size
            # is twice of this distance
            blockBufferSize: 100
            # maxRetries maximum number of re-tries to ask
            # for single state transfer request
            maxRetries: 3

    # TLS Settings
    # Note that peer-chaincode connections through chaincodeListenAddress is
    # not mutual TLS auth. See comments on chaincodeListenAddress for more info
    tls:
        # Require server-side TLS
        enabled:  false
        # Require client certificates / mutual TLS.
        # Note that clients that are not configured to use a certificate will
        # fail to connect to the peer.
        clientAuthRequired: false
        # X.509 certificate used for TLS server
        cert:
            file: tls/server.crt
        # Private key used for TLS server (and client if clientAuthEnabled
        # is set to true
        key:
            file: tls/server.key
        # Trusted root certificate chain for tls.cert
        rootcert:
            file: tls/ca.crt
        # Set of root certificate authorities used to verify client certificates
        clientRootCAs:
            files:
              - tls/ca.crt
        # Private key used for TLS when making client connections.  If
        # not set, peer.tls.key.file will be used instead
        clientKey:
            file:
        # X.509 certificate used for TLS when making client connections.
        # If not set, peer.tls.cert.file will be used instead
        clientCert:
            file:

    # Authentication contains configuration parameters related to authenticating
    # client messages
    authentication:
        # the acceptable difference between the current server time and the
        # client's time as specified in a client request message
        timewindow: 15m

    # Path on the file system where peer will store data (eg ledger). This
    # location must be access control protected to prevent unintended
    # modification that might corrupt the peer operations.
    fileSystemPath: /var/hyperledger/production

    # BCCSP (Blockchain crypto provider): Select which crypto implementation or
    # library to use
    BCCSP:
        Default: SW
        # Settings for the SW crypto provider (i.e. when DEFAULT: SW)
        SW:
            # TODO: The default Hash and Security level needs refactoring to be
            # fully configurable. Changing these defaults requires coordination
            # SHA2 is hardcoded in several places, not only BCCSP
            Hash: SHA2
            Security: 256
            # Location of Key Store
            FileKeyStore:
                # If "", defaults to 'mspConfigPath'/keystore
                KeyStore:
        # Settings for the PKCS#11 crypto provider (i.e. when DEFAULT: PKCS11)
        PKCS11:
            # Location of the PKCS11 module library
            Library:
            # Token Label
            Label:
            # User PIN
            Pin:
            Hash:
            Security:
            FileKeyStore:
                KeyStore:

    # Path on the file system where peer will find MSP local configurations
    mspConfigPath: msp

    # Identifier of the local MSP
    # ----!!!!IMPORTANT!!!-!!!IMPORTANT!!!-!!!IMPORTANT!!!!----
    # Deployers need to change the value of the localMspId string.
    # In particular, the name of the local MSP ID of a peer needs
    # to match the name of one of the MSPs in each of the channel
    # that this peer is a member of. Otherwise this peer's messages
    # will not be identified as valid by other nodes.
    localMspId: SampleOrg

    # CLI common client config options
    client:
        # connection timeout
        connTimeout: 3s

    # Delivery service related config
    deliveryclient:
        # It sets the total time the delivery service may spend in reconnection
        # attempts until its retry logic gives up and returns an error
        reconnectTotalTimeThreshold: 3600s

        # It sets the delivery service <-> ordering service node connection timeout
        connTimeout: 3s

        # It sets the delivery service maximal delay between consecutive retries
        reConnectBackoffThreshold: 3600s

    # Type for the local MSP - by default it's of type bccsp
    localMspType: bccsp

    # Used with Go profiling tools only in none production environment. In
    # production, it should be disabled (eg enabled: false)
    profile:
        enabled:     false
        listenAddress: 0.0.0.0:6060

    # The admin service is used for administrative operations such as
    # control over logger levels, etc.
    # Only peer administrators can use the service.
    adminService:
        # The interface and port on which the admin server will listen on.
        # If this is commented out, or the port number is equal to the port
        # of the peer listen address - the admin service is attached to the
        # peer's service (defaults to 7051).
        #listenAddress: 0.0.0.0:7055

    # Handlers defines custom handlers that can filter and mutate
    # objects passing within the peer, such as:
    #   Auth filter - reject or forward proposals from clients
    #   Decorators  - append or mutate the chaincode input passed to the chaincode
    #   Endorsers   - Custom signing over proposal response payload and its mutation
    # Valid handler definition contains:
    #   - A name which is a factory method name defined in
    #     core/handlers/library/library.go for statically compiled handlers
    #   - library path to shared object binary for pluggable filters
    # Auth filters and decorators are chained and executed in the order that
    # they are defined. For example:
    # authFilters:
    #   -
    #     name: FilterOne
    #     library: /opt/lib/filter.so
    #   -
    #     name: FilterTwo
    # decorators:
    #   -
    #     name: DecoratorOne
    #   -
    #     name: DecoratorTwo
    #     library: /opt/lib/decorator.so
    # Endorsers are configured as a map that its keys are the endorsement system chaincodes that are being overridden.
    # Below is an example that overrides the default ESCC and uses an endorsement plugin that has the same functionality
    # as the default ESCC.
    # If the 'library' property is missing, the name is used as the constructor method in the builtin library similar
    # to auth filters and decorators.
    # endorsers:
    #   escc:
    #     name: DefaultESCC
    #     library: /etc/hyperledger/fabric/plugin/escc.so
    handlers:
        authFilters:
          -
            name: DefaultAuth
          -
            name: ExpirationCheck    # This filter checks identity x509 certificate expiration
        decorators:
          -
            name: DefaultDecorator
        endorsers:
          escc:
            name: DefaultEndorsement
            library:
        validators:
          vscc:
            name: DefaultValidation
            library:

    #    library: /etc/hyperledger/fabric/plugin/escc.so
    # Number of goroutines that will execute transaction validation in parallel.
    # By default, the peer chooses the number of CPUs on the machine. Set this
    # variable to override that choice.
    # NOTE: overriding this value might negatively influence the performance of
    # the peer so please change this value only if you know what you're doing
    validatorPoolSize:

    # The discovery service is used by clients to query information about peers,
    # such as - which peers have joined a certain channel, what is the latest
    # channel config, and most importantly - given a chaincode and a channel,
    # what possible sets of peers satisfy the endorsement policy.
    discovery:
        enabled: true
        # Whether the authentication cache is enabled or not.
        authCacheEnabled: true
        # The maximum size of the cache, after which a purge takes place
        authCacheMaxSize: 1000
        # The proportion (0 to 1) of entries that remain in the cache after the cache is purged due to overpopulation
        authCachePurgeRetentionRatio: 0.75
        # Whether to allow non-admins to perform non channel scoped queries.
        # When this is false, it means that only peer admins can perform non channel scoped queries.
        orgMembersAllowedAccess: false
###############################################################################
#
#    VM section
#
###############################################################################
vm:

    # Endpoint of the vm management system.  For docker can be one of the following in general
    # unix:///var/run/docker.sock
    # http://localhost:2375
    # https://localhost:2376
    endpoint: unix:///var/run/docker.sock

    # settings for docker vms
    docker:
        tls:
            enabled: false
            ca:
                file: docker/ca.crt
            cert:
                file: docker/tls.crt
            key:
                file: docker/tls.key

        # Enables/disables the standard out/err from chaincode containers for
        # debugging purposes
        attachStdout: false

        # Parameters on creating docker container.
        # Container may be efficiently created using ipam & dns-server for cluster
        # NetworkMode - sets the networking mode for the container. Supported
        # standard values are: `host`(default),`bridge`,`ipvlan`,`none`.
        # Dns - a list of DNS servers for the container to use.
        # Note:  `Privileged` `Binds` `Links` and `PortBindings` properties of
        # Docker Host Config are not supported and will not be used if set.
        # LogConfig - sets the logging driver (Type) and related options
        # (Config) for Docker. For more info,
        # https://docs.docker.com/engine/admin/logging/overview/
        # Note: Set LogConfig using Environment Variables is not supported.
        hostConfig:
            NetworkMode: host
            Dns:
               # - 192.168.0.1
            LogConfig:
                Type: json-file
                Config:
                    max-size: "50m"
                    max-file: "5"
            Memory: 2147483648

###############################################################################
#
#    Chaincode section
#
###############################################################################
chaincode:

    # The id is used by the Chaincode stub to register the executing Chaincode
    # ID with the Peer and is generally supplied through ENV variables
    # the `path` form of ID is provided when installing the chaincode.
    # The `name` is used for all other requests and can be any string.
    id:
        path:
        name:

    # Generic builder environment, suitable for most chaincode types
    builder: $(DOCKER_NS)/fabric-ccenv:latest

    # Enables/disables force pulling of the base docker images (listed below)
    # during user chaincode instantiation.
    # Useful when using moving image tags (such as :latest)
    pull: false

    golang:
        # golang will never need more than baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseos:$(ARCH)-$(BASE_VERSION)

        # whether or not golang chaincode should be linked dynamically
        dynamicLink: false

    car:
        # car may need more facilities (JVM, etc) in the future as the catalog
        # of platforms are expanded.  For now, we can just use baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseos:$(ARCH)-$(BASE_VERSION)

    java:
        # This is an image based on java:openjdk-8 with addition compiler
        # tools added for java shim layer packaging.
        # This image is packed with shim layer libraries that are necessary
        # for Java chaincode runtime.
        runtime: $(DOCKER_NS)/fabric-javaenv:$(ARCH)-$(PROJECT_VERSION)

    node:
        # need node.js engine at runtime, currently available in baseimage
        # but not in baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseimage:$(ARCH)-$(BASE_VERSION)

    # Timeout duration for starting up a container and waiting for Register
    # to come through. 1sec should be plenty for chaincode unit tests
    startuptimeout: 300s

    # Timeout duration for Invoke and Init calls to prevent runaway.
    # This timeout is used by all chaincodes in all the channels, including
    # system chaincodes.
    # Note that during Invoke, if the image is not available (e.g. being
    # cleaned up when in development environment), the peer will automatically
    # build the image, which might take more time. In production environment,
    # the chaincode image is unlikely to be deleted, so the timeout could be
    # reduced accordingly.
    executetimeout: 30s

    # There are 2 modes: "dev" and "net".
    # In dev mode, user runs the chaincode after starting peer from
    # command line on local machine.
    # In net mode, peer will run chaincode in a docker container.
    mode: net

    # keepalive in seconds. In situations where the communiction goes through a
    # proxy that does not support keep-alive, this parameter will maintain connection
    # between peer and chaincode.
    # A value <= 0 turns keepalive off
    keepalive: 0

    # system chaincodes whitelist. To add system chaincode "myscc" to the
    # whitelist, add "myscc: enable" to the list below, and register in
    # chaincode/importsysccs.go
    system:
        cscc: enable
        lscc: enable
        escc: enable
        vscc: enable
        qscc: enable

    # System chaincode plugins:
    # System chaincodes can be loaded as shared objects compiled as Go plugins.
    # See examples/plugins/scc for an example.
    # Plugins must be white listed in the chaincode.system section above.
    systemPlugins:
      # example configuration:
      # - enabled: true
      #   name: myscc
      #   path: /opt/lib/myscc.so
      #   invokableExternal: true
      #   invokableCC2CC: true

    # Logging section for the chaincode container
    logging:
      # Default level for all loggers within the chaincode container
      level:  info
      # Override default level for the 'shim' logger
      shim:   warning
      # Format for the chaincode container logs
      format: '%{color}%{time:2006-01-02 15:04:05.000 MST} [%{module}] %{shortfunc} -> %{level:.4s} %{id:03x}%{color:reset} %{message}'

###############################################################################
#
#    Ledger section - ledger configuration encompases both the blockchain
#    and the state
#
###############################################################################
ledger:

  blockchain:

  state:
    # stateDatabase - options are "goleveldb", "CouchDB"
    # goleveldb - default state database stored in goleveldb.
    # CouchDB - store state database in CouchDB
    stateDatabase: goleveldb
    # Limit on the number of records to return per query
    totalQueryLimit: 100000
    couchDBConfig:
       # It is recommended to run CouchDB on the same server as the peer, and
       # not map the CouchDB container port to a server port in docker-compose.
       # Otherwise proper security must be provided on the connection between
       # CouchDB client (on the peer) and server.
       couchDBAddress: 127.0.0.1:5984
       # This username must have read and write authority on CouchDB
       username:
       # The password is recommended to pass as an environment variable
       # during start up (eg CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD).
       # If it is stored here, the file must be access control protected
       # to prevent unintended users from discovering the password.
       password:
       # Number of retries for CouchDB errors
       maxRetries: 3
       # Number of retries for CouchDB errors during peer startup
       maxRetriesOnStartup: 12
       # CouchDB request timeout (unit: duration, e.g. 20s)
       requestTimeout: 35s
       # Limit on the number of records per each CouchDB query
       # Note that chaincode queries are only bound by totalQueryLimit.
       # Internally the chaincode may execute multiple CouchDB queries,
       # each of size internalQueryLimit.
       internalQueryLimit: 1000
       # Limit on the number of records per CouchDB bulk update batch
       maxBatchUpdateSize: 1000
       # Warm indexes after every N blocks.
       # This option warms any indexes that have been
       # deployed to CouchDB after every N blocks.
       # A value of 1 will warm indexes after every block commit,
       # to ensure fast selector queries.
       # Increasing the value may improve write efficiency of peer and CouchDB,
       # but may degrade query response time.
       warmIndexesAfterNBlocks: 1
       # Create the _global_changes system database
       # This is optional.  Creating the global changes database will require
       # additional system resources to track changes and maintain the database
       createGlobalChangesDB: false

  history:
    # enableHistoryDatabase - options are true or false
    # Indicates if the history of key updates should be stored.
    # All history 'index' will be stored in goleveldb, regardless if using
    # CouchDB or alternate database for the state.
    enableHistoryDatabase: true

###############################################################################
#
#    Operations section
#
###############################################################################
operations:
    # host and port for the operations server
    listenAddress: 127.0.0.1:9443

    # TLS configuration for the operations endpoint
    tls:
        # TLS enabled
        enabled: false

        # path to PEM encoded server certificate for the operations server
        cert:
            file:

        # path to PEM encoded server key for the operations server
        key:
            file:

        # most operations service endpoints require client authentication when TLS
        # is enabled. clientAuthRequired requires client certificate authentication
        # at the TLS layer to access all resources.
        clientAuthRequired: false

        # paths to PEM encoded ca certificates to trust for client authentication
        clientRootCAs:
            files: []

###############################################################################
#
#    Metrics section
#
###############################################################################
metrics:
    # metrics provider is one of statsd, prometheus, or disabled
    provider: prometheus

    # statsd configuration
    statsd:
        # network type: tcp or udp
        network: udp

        # statsd server address
        address: 127.0.0.1:8125

        # the interval at which locally cached counters and gauges are pushed
        # to statsd; timings are pushed immediately
        writeInterval: 10s

        # prefix is prepended to all emitted statsd metrics
        prefix:
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blob 1082�package main.java.com.bchain.chaincode.Objects;

import org.hyperledger.fabric.shim.ChaincodeStub;

public class Verifier {
    private String[] qualifications;
    private String[] credentialProofs;
    private String subject;
    private ChaincodeStub stub;

    public Verifier(String[] qualifications, String[] credentialProofs, String subject, ChaincodeStub stub) {
        this.qualifications = qualifications;
        this.credentialProofs = credentialProofs;
        this.subject = subject;
        this.stub = stub;
    }

    public String[] getQualifications() {
        return qualifications;
    }

    public void setQualifications(String[] qualifications) {
        this.qualifications = qualifications;
    }

    public String[] getCredentialProofs() {
        return credentialProofs;
    }

    public void setCredentialProofs(String[] credentialProofs) {
        this.credentialProofs = credentialProofs;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

}











thesis-work/.git/objects/f5/047e5be418f6dc11f734ad939d8d6c852ae1ba

thesis-work/.git/objects/f5/047e5be418f6dc11f734ad939d8d6c852ae1ba


blob 778�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6vmfG9ZH1RKnrMhf
6lGvYQ65ohQCX0SfSIpoPu19I7ehRANCAARvDZxXLRMsQc8qLWu81vkchyBTlAR2
gQ30OY08EXERtiSahwLcAA0y47lBxZqCDlgb9SsZfmU19oOOm/VkpTyM
-----END PRIVATE KEY-----
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blob 56�package clientapplication;

public class FabricPeer {
}
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blob 1466�package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        if (!getTransientMap().containsKey("credential")) {
            throw new IllegalArgumentException("Credential must exist in transient field.");
        }
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed in to a Credential object.");
        }
    }
}
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blob 241�-----BEGIN PRIVATE KEY-----
MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgl8UnRkrwdiZmdTZV
6fCQ7BrUNT8eIaycDETklJuLcLuhRANCAAQsZPR96S+N7ETIW+EocEbl6mvwHb5Z
XyPcDE/wBI7mOMXu5hER39GTiNtCgB+gKp8rb9BXh5p5Zt6QJ7THTKD1
-----END PRIVATE KEY-----
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 308�---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
  - signed-by: "user"
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blob 1801�package com.bchain.chaincode.Strategies.Procedures.Recorder;

import com.bchain.chaincode.Objects.ChaincodeObject;
import com.bchain.chaincode.Objects.Trie;
import com.bchain.chaincode.Strategies.Procedures.Procedure;
import com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureVerifyCredential extends Procedure {
    private TxVerifyCredential tx;
    private ChaincodeObject objectToVerify;

    public ProcedureVerifyCredential(TxProcedure tx) {
        if (tx instanceof TxVerifyCredential) {
            this.tx = (TxVerifyCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        Trie trie = new Trie();
        if (!trie.objectExists(tx.getSubject(), stub)) {
            throw new IOException("Subject doesn't exists.");
        } else {
            trie = trie.fetch(tx.getSubject(), stub);
            if (!trie.containsKey(tx.getKey())) {
                throw new IOException("Key doesn't exists.");
            } else {
                objectToVerify = trie.getObjectAtNode(tx.getKey());
                if (objectToVerify != null) {
                    setStatusMessage("Data provided for key: " + tx.getKey() + " isValid: " + objectToVerify.getHash().equals(new String(tx.getDataToVerify())), "Validation");
                    return;
                }
            }
        }
        setStatusMessage("Data provided for key: " + tx.getKey() + " is either not found or not valid. ","Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
       // NO-OP
    }
}











thesis-work/.git/objects/f6/eed64a2db74a226acbd763b4b840906d68e382

thesis-work/.git/objects/f6/eed64a2db74a226acbd763b4b840906d68e382









thesis-work/.git/objects/f7/16b337910e0ff7bd2bd159a81c42c9ebeeec78

thesis-work/.git/objects/f7/16b337910e0ff7bd2bd159a81c42c9ebeeec78









thesis-work/.git/objects/f7/33310d190d8dc705cc8b1c89c75bc1a259fc5f

thesis-work/.git/objects/f7/33310d190d8dc705cc8b1c89c75bc1a259fc5f









thesis-work/.git/objects/f7/3995d2800351d8b314d4c32033acabe10427a1

thesis-work/.git/objects/f7/3995d2800351d8b314d4c32033acabe10427a1


blob 3953�package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey;
        proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
        credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);

        if (tx.getIssuer().isStarted()  && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) &&
            proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())
            )
        {
            credential = tx.getInstance();
            ArrayList<String> rsigs = credential.getRequiredAgreement();
            ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
            int idx = rsigs.indexOf(tx.getCid().getId());
            if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                psigs.add(tx.getCid().getId());
                credential.setSignatures(psigs);
                updateCredential = true;
                setStatusMessage("Credential OK, updating.", "Validation");
                if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                    credentialProof.addData(credential);
                    ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                    provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                    credentialProof.setHash();
                    credentialProof.setProvidedCredentials(provided);
                    if (credentialProof.getProvidedCredentials().size() == tx.getIssuer().getQuorum()) {
                        credentialProof.setTxid(stub.getTxId());
                        credentialProof.setValid(true);
                        setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                    }
                }
            } else {
                setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
            }
        } else {
            throw new IllegalAccessError("Issuer not started yet");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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blob 830�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 1125�# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Groeifabriek
    Domain: groeifabriek.nl
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: Karga
    Domain: aptalkarga.tr
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  
  - Name: Nevergreen
    Domain: nevergreen.nl
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1

  - Name: Atlantis
    Domain: atlantis.com
    EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
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blob 1711�package clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;
    private String id;
    private String org;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId, Enrollment enrollment) {

        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getOrg() {
        return org;
    }

    public void setOrg(String org) {
        this.org = org;
    }

    public String getName() {
        return name;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }


    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                "\n, Id='" + id + '\'' +
                '}';
    }
}
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blob 1222�tlsEnabled: true
useActualDomains: true

externalOrderer:
  enabled: true
  orgName: Pivt
  domain: pivt.nl
  host: orderer0
  port: "7050"


network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Nevergreen]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Nevergreen]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [ Nevergreen]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member')
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blob 110�configtx.yaml
newpeerorg-configtx.yaml
crypto-config/
channel-artifacts/
chaincode/
charts/
requirements.lock
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blob 203�[
    {
     "name": "test2", 
     "policy": "OR('Org1MSP.member', 'Org2MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]
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blob 364�package main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.databind.ObjectMapper;

public enum Mapper {
    INSTANCE;
    private final ObjectMapper mapper = new ObjectMapper();

    private Mapper(){
        // Perform any configuration on the ObjectMapper here.
    }

    public ObjectMapper getObjectMapper() {
        return mapper;
    }
}
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blob 3277�package com.bchain.chaincode.Objects;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;

public class Credential extends ObjectsOperations implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    // hein, Rodrigo, Simen
    private String[] requiredAgreement;
    private String[] signatures;
    private String qualId;
    private String hash;
    private boolean isRevoked = false;
    private long timestamp;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String[] signatures,
                           String qualId,
                           String hash,
                           long timestamp) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = requiredAgreement;
        this.signatures = signatures;
        this.qualId = qualId;
        this.hash = hash;
        this.timestamp = timestamp;
    }

    public Credential() {
    }

    public boolean getRevoked() {
        return isRevoked;
    }

    public void setRevoked(boolean revoked) {
        this.isRevoked = revoked;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public String[] getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(String[] requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public String[] getSignatures() {
        return signatures;
    }

    public void setSignatures(String[] signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }

    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }
    public void setHash(String hash) {this.hash = hash;}
    public long getTimestamp() {
        return timestamp;
    }

    public void setTimestamp(long timestamp) {
        this.timestamp = timestamp;
    }
    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getQualId())
                .concat(this.getSubject())
                .concat(
                    String.join(",", this.requiredAgreement)
                )
                .concat(
                    String.join(",",this.signatures)
                )
                .concat(
                    Hashing.sha256().hashBytes(this.getData()).toString())
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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blob 1795�package test

import (
	"encoding/json"
	"github.com/google/uuid"
	"github.com/hyperledger/fabric/core/chaincode/shim"
	assert2 "github.com/stretchr/testify/assert"
	"testing"
)

var testTable = []struct {
	name         	string
	courseId     	string
	tutorId  	 	string
	expectedStatus 	int32
	testDesc	 	string
} {
	{"Distributed Systems", "DAT520", "233234", shim.OK, "Adding distributed systems" },
	{"Blockchain", "DAT650", "233234", shim.OK, "Adding blockchain course" },
}

// struct for parsing the shim APIs response
type resp struct {
	Code    string `json:"code"`
	Message string `json:"message"`
	Payload Course   `json:"payload"`
}

/*
	Shim has a mocking framework which enables us to do unit testing without
	a running enviroment.

 */
func TestCourse(t *testing.T)  {
	assert := assert2.New(t)
	stubMock := shim.NewMockStub("Test", new(GradeSystem)) // mock the GradeSystem
	assert.NotNil("Failed creation of stubMock", stubMock)


	uid := uuid.New().String()

	for _,test := range testTable {
		result := stubMock.MockInvoke(uid,
			[][]byte{
				[]byte(AddCourse),
				[]byte(test.courseId),
				[]byte(test.name),
				[]byte(test.tutorId),
			})
		assert.Equal(test.expectedStatus, result.GetStatus(), test.testDesc + " failed. ")
		if result.GetStatus() == shim.OK {
			result = stubMock.MockInvoke(uid,
				[][]byte{
					[]byte(ReadCourse),
					[]byte(test.courseId),
				})
			assert.Equal(test.expectedStatus, result.GetStatus(), "Failed to read.")
			// test response object
			r := &resp{}
			err := json.Unmarshal(result.GetPayload(), r)
			if err != nil {
				assert.Fail("Failed in reading payload over to JSON format. Error: " + err.Error())
			}
			assert.Equal(test.courseId, r.Payload.CourseId, "Mismatch between expected courseid and payload courseid")
		}
	}
}
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blob 3743�package main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.time.Instant;
import java.util.LinkedHashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";


    private LinkedHashSet<String> owners =  new LinkedHashSet<>();
    private LinkedHashSet<String> participants = new LinkedHashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private LinkedHashSet<String> subIssuers = new LinkedHashSet<>();
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated = false;
    private boolean started = false;


    public Issuer(LinkedHashSet<String> owners, LinkedHashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public LinkedHashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(String created) {
        this.created = created;
    }
    public boolean isExpired(Instant currTime) {
        return currTime.compareTo(Instant.parse(expired)) > 1;
    }
    public void setExpired(String expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public LinkedHashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public String getCreated() {
        return created;
    }
    public String getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }

    public void addParticipants(LinkedHashSet<String> participants) {
        this.participants.addAll(participants);
    }
    public void clearParticipants() {
        this.participants = new LinkedHashSet<>();
    }

    public boolean isAggregated() {
        return aggregated;
    }

    public void setAggregated(boolean aggregated) {
        this.aggregated = aggregated;
    }

    public boolean isStarted() {
        return started;
    }

    public void setStarted(boolean started) {
        this.started = started;
    }
}
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blob 786�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 9857�package test.java.com.bchain.chaincode;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): null;
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return null;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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blob 2079�package com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *	@param issueId - A role an entity performs by asserting claims about one or more subjects,											 *
 *					creating a verifiable credential from these claims, and transmits to a holder.										 *
 *	@param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.				  	 *
 *	@param data - Some document defined by the outside world which are to be stored/verified by the blockchain system. 					 *
 *  @function #isRevoked -  check if entity is revoked for a particular certification													 *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)							 *
 *  @function #revokeCredential - credential for subject is no longer valid.															 *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerCredential - a credential is held in a record which tracks a set of credentials in order to be a valid record     *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String qualRecId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data);
}
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commit 249�tree 4c4bd7f8d1fb02670988d9136ac2915611399bcb
parent 4cdece7fa3f020526429d31566f3c19cee94aa42
author Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590487619 +0200
committer Simen Jakobsen <sa.jakobsen@stud.uis.no> 1590487619 +0200

fixing more mistakes
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blob 790�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 108�apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: channel-flow
version: 0.1.0
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blob 569�{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  type: NodePort
  selector:
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 5984
    name: couchdb
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
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blob 1997�tlsEnabled: true
useActualDomains: true

externalOrderer:
  enabled: true
  orgName: Pivt
  domain: pivt.nl
  host: orderer0
  port: "7050"

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: common
      # all peers in these organizations will join the channel
      orgs: [Nevergreen, Valhalla]
    - name: private-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Valhalla]
    - name: private-karga-valhalla-cimmeria
      # all peers in these organizations will join the channel
      orgs: [Valhalla]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: very-simple
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [Nevergreen, Valhalla]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: common
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
        orgs: [Nevergreen, Valhalla]
        policy: OR('KargaMSP.member','NevergreenMSP.member','AtlantisMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
        
    - name: even-simpler
      # if defined, this will override the global chaincode.language value
      language: golang
      orgs: [Valhalla]
      channels:
      - name: private-valhalla-cimmeria
        orgs: [Valhalla]
        policy: OR('ValhallaMSP.member','CimmeriaMSP.member')
      - name: private-karga-valhalla-cimmeria
        orgs: [Valhalla]
        policy: OR('KargaMSP.member','ValhallaMSP.member','CimmeriaMSP.member')
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blob 66�channel-genArtifacts
.DS_STORE
.env
crypto-config
chaincode/.idea/
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blob 802�-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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blob 655�package clientapplication;

import org.hyperledger.fabric.sdk.Channel;
import org.hyperledger.fabric.sdk.Peer;

public class PeerConfiguration {

    private Channel.PeerOptions options;
    private Peer peer;
    public PeerConfiguration(Peer peer, Channel.PeerOptions peerOptions) {
        this.options = peerOptions;
        this.peer = peer;
    }

    public Peer getPeer() {
        return peer;
    }

    public void setPeer(Peer peer) {
        this.peer = peer;
    }

    public Channel.PeerOptions getOptions() {
        return options;
    }

    public void setOptions(Channel.PeerOptions options) {
        this.options = options;
    }
}
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## Basic Network Config. 
run the simple network through this command:  
./startNetworsk.sh -s Y --> starts a network with One ordering service and three peering organizations.  
jUnit tests can be run by running mvn test inside the client directory.   
Test Procedure is defined as follows:  
<ul>
 <li>1. Register users at the CA </li>
 <li>2. Distribute them to the organizations that they belong to </li>
 <li>3. Init the chaincode in org1 using private data collections and publish a public recorder that all orgs hold data for </li>
 <li>4. Register, confirm and verify credential proofs </li>
</ul>

## Running in Kubernetes
See k8s directory and inspect makecluster.sh.  
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    thesis-work/client/src/main/clientapplication/Utilities/ChaincodeOperations.java
    
    


thesis-work/client/src/main/clientapplication/Utilities/ChaincodeOperations.javapackage main.clientapplication.Utilities;


import java.io.IOException;
import java.nio.file.Paths;
import java.util.*;

import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.*;

import static java.nio.charset.StandardCharsets.UTF_8;


public class ChaincodeOperations {
    /**
     *  Used for Instantiating and installing chaincodes. Ideally for admins defined in the channel.
     */
    private static int WAIT_TIME = 800000;

    /*
        After installing the chaincode, instantiate it (once per channel).
     */
    public static Collection<ProposalResponse> Instantiate(HFClient client, Channel channel,String chaincodeId, String version,  String[] args, Map<String, byte[]> transientField, String endorsementPath, String collectionsPath, Collection<Peer> peers) throws Exception {
        Collection<ProposalResponse> responses;
        try {
            if (!channel.isInitialized()) {
                channel.initialize();
            }
            InstantiateProposalRequest instantiateProposalRequest = client.newInstantiationProposalRequest();
            instantiateProposalRequest.setProposalWaitTime(WAIT_TIME);
            ChaincodeID chaincodeID = getChainCodeID(chaincodeId, version);
            instantiateProposalRequest.setChaincodeID(chaincodeID);
            instantiateProposalRequest.setChaincodeName(chaincodeId);
            instantiateProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
            instantiateProposalRequest.setFcn("init");
            instantiateProposalRequest.setArgs(args);
            instantiateProposalRequest.setTransientMap(transientField);
            if (endorsementPath != null && (endorsementPath.length() > 0)) {
                ChaincodeEndorsementPolicy endorsementPolicy = new ChaincodeEndorsementPolicy();
                endorsementPolicy.fromYamlFile(Paths.get(endorsementPath).toFile());
                instantiateProposalRequest.setChaincodeEndorsementPolicy(endorsementPolicy);
            }
            if (collectionsPath != null && (collectionsPath.length() > 0)) {
                ChaincodeCollectionConfiguration collectionConfiguration = ChaincodeCollectionConfiguration.fromYamlFile(Paths.get(collectionsPath).toFile());
                instantiateProposalRequest.setChaincodeCollectionConfiguration(collectionConfiguration);
            }
            responses = channel.sendInstantiationProposal(instantiateProposalRequest, peers);
        } catch ( InvalidArgumentException | IOException | ChaincodeEndorsementPolicyParseException | ChaincodeCollectionConfigurationException e) {
            throw new Exception("Something went wrong while instantiating the chaincode: " + e);
        }
        return responses;
    }
    /*
        Install java chaincode
     */
    public static Collection<ProposalResponse> Install( HFClient client, Channel channel, String name, String version,  String path) throws IOException, InvalidArgumentException, ProposalException {
        ChaincodeID chaincodeID = getChainCodeID(name, version);
        InstallProposalRequest installProposalRequest = client.newInstallProposalRequest();
        installProposalRequest.setChaincodeID(chaincodeID);
        installProposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        installProposalRequest.setChaincodeInputStream(Utils.generateTarGzInputStream(Paths.get(path).toFile(), "src"));
        return client.sendInstallProposal(installProposalRequest, channel.getPeers());
    }

    /*
        Query the ledger.
     */
    public static Collection<ProposalResponse> QueryLedger(HFClient client, Channel channel, String chaincodename, String version, String fcn,Map<String, byte[]> transientField,  ArrayList<String>args, Collection<Peer> peers) throws ProposalException, InvalidArgumentException, TransactionException {
        QueryByChaincodeRequest query = client.newQueryProposalRequest();
        ChaincodeID chaincodeID = getChainCodeID(chaincodename, version);
        query.setFcn(fcn);
        query.setArgs(args);
        query.setTransientMap(transientField);
        query.setChaincodeID(chaincodeID);
        return channel.queryByChaincode(query, peers);
    }

    public static TransactionProposalRequest prepareRequest(HFClient client,  String fcn, String name, String version, Map<String, byte[]> transientField, ArrayList<String> args, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        TransactionProposalRequest proposalRequest =
                client.newTransactionProposalRequest();
        proposalRequest.setFcn(fcn);
        proposalRequest.setChaincodeID(getChainCodeID(name, version));
        proposalRequest.setChaincodeLanguage(TransactionRequest.Type.JAVA);
        proposalRequest.setArgs(args);
        proposalRequest.setProposalWaitTime(40000000);
        if (transientField != null) {
            proposalRequest.setTransientMap(transientField);
        }
        return proposalRequest;

    }

    public static Collection<ProposalResponse> Invoke(TransactionProposalRequest proposalRequest,Channel channel, Collection<Peer> peers) throws InvalidArgumentException, TransactionException,ProposalException {
        return channel.sendTransactionProposal(proposalRequest, peers);
    }

    private static ChaincodeID getChainCodeID(String chaincodeName, String version) {
        return ChaincodeID.newBuilder()
                .setName(chaincodeName)
                .setVersion(version).build();
    }

 }
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    thesis-work/client/src/main/clientapplication/Utilities/FabricUser.java
    
    


thesis-work/client/src/main/clientapplication/Utilities/FabricUser.javapackage main.clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.User;

import java.io.Serializable;
import java.util.Set;

public class FabricUser implements User, Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private Set<String> roles = null;
    private Enrollment enrollment;
    private String id;
    private String org;

    public FabricUser() {
    }

    public FabricUser(String name, String affiliation, String mspId, Enrollment enrollment) {

        this.name = name;
        this.affiliation = affiliation;
        this.mspId = mspId;
        this.enrollment = enrollment;
    }


    public String getOrg() {
        return org;
    }

    public void setOrg(String org) {
        this.org = org;
    }

    public String getName() {
        return name;
    }

    public Set<String> getRoles() {
        return this.roles;
    }

    public String getAccount() {
        return this.account;
    }

    public String getAffiliation() {
        return this.affiliation;
    }

    public Enrollment getEnrollment() {
        return this.enrollment;
    }

    public String getMspId() {
        return this.mspId;
    }


    @Override
    public String toString() {
        return "FabricUser{" +
                "\n name='" + name + '\'' +
                "\n, roles=" + roles +
                "\n, account='" + account + '\'' +
                "\n, affiliation='" + affiliation + '\'' +
                "\n, enrollment=" + enrollment +
                "\n, mspId='" + mspId + '\'' +
                "\n, Id='" + id + '\'' +
                '}';
    }
}
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    thesis-work/client/src/main/clientapplication/Utilities/Utils.java
    
    


thesis-work/client/src/main/clientapplication/Utilities/Utils.javapackage main.clientapplication.Utilities;

import java.io.*;
import java.util.Collection;

import org.apache.commons.compress.archivers.ArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveEntry;
import org.apache.commons.compress.archivers.tar.TarArchiveOutputStream;
import org.apache.commons.compress.compressors.gzip.GzipCompressorOutputStream;
import org.apache.commons.io.FilenameUtils;
import org.apache.commons.io.IOUtils;

public class Utils {

    /**
     *  borrowed from https://github.com/hyperledger/fabric-sdk-java/blob/8044bac1bfe9baf9d6360b067e0d6b5445cc953d/src/test/java/org/hyperledger/fabric/sdkintegration/Util.java
     * @param src
     * @param pathPrefix
     * @return
     * @throws IOException
     */
    public static InputStream generateTarGzInputStream(File src, String pathPrefix) throws IOException {
        File sourceDirectory = src;

        ByteArrayOutputStream bos = new ByteArrayOutputStream(500000);

        String sourcePath = sourceDirectory.getAbsolutePath();

        TarArchiveOutputStream archiveOutputStream = new TarArchiveOutputStream(new GzipCompressorOutputStream(new BufferedOutputStream(bos)));
        archiveOutputStream.setLongFileMode(TarArchiveOutputStream.LONGFILE_GNU);

        try {
            Collection<File> childrenFiles = org.apache.commons.io.FileUtils.listFiles(sourceDirectory, null, true);

            ArchiveEntry archiveEntry;
            FileInputStream fileInputStream;
            for (File childFile : childrenFiles) {
                String childPath = childFile.getAbsolutePath();
                String relativePath = childPath.substring((sourcePath.length() + 1), childPath.length());

                if (pathPrefix != null) {
                    relativePath = org.hyperledger.fabric.sdk.helper.Utils.combinePaths(pathPrefix, relativePath);
                }

                relativePath = FilenameUtils.separatorsToUnix(relativePath);

                archiveEntry = new TarArchiveEntry(childFile, relativePath);
                fileInputStream = new FileInputStream(childFile);
                archiveOutputStream.putArchiveEntry(archiveEntry);

                try {
                    IOUtils.copy(fileInputStream, archiveOutputStream);
                } finally {
                    IOUtils.closeQuietly(fileInputStream);
                    archiveOutputStream.closeArchiveEntry();
                }
            }
        } finally {
            IOUtils.closeQuietly(archiveOutputStream);
        }
        return new ByteArrayInputStream(bos.toByteArray());
    }
}
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    thesis-work/client/src/main/clientapplication/Utilities/Wallet.java
    
    


thesis-work/client/src/main/clientapplication/Utilities/Wallet.javapackage main.clientapplication.Utilities;

import org.hyperledger.fabric.sdk.Enrollment;
import org.hyperledger.fabric.sdk.HFClient;

import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.RegistrationRequest;

import java.io.*;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;
import java.util.Properties;

public class Wallet {
    private String caURL;

    public Wallet(String caURL) {
        this.caURL = caURL;
    }

    /**
     *
     * @param hfcaClient - fabric-ca-client
     * @param user - user id
     * @param MSP - msp id
     * @throws Exception
     */

    public static FabricUser register(HFCAClient hfcaClient, String user, String affiliation, String MSP, FabricUser userInfo) throws Exception {
        RegistrationRequest registrationRequest = new RegistrationRequest(user, affiliation);
        String userSecret = hfcaClient.register(registrationRequest, userInfo);
        Enrollment enrollment = hfcaClient.enroll(user, userSecret);
        return new FabricUser(user, "client", MSP, enrollment);
    }


    public static HFClient getHFClient(FabricUser user) throws Exception {
        // initialize default cryptosuite
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        // setup the client
        HFClient client = HFClient.createNewInstance();
        client.setUserContext(user);
        client.setCryptoSuite(cryptoSuite);
        return client;
    }

    public static HFCAClient getHFCAClient(String url, Properties properties) throws Exception {
        CryptoSuite cryptoSuite = CryptoSuite.Factory.getCryptoSuite();
        HFCAClient caClient = HFCAClient.createNewInstance(url, properties);
        caClient.setCryptoSuite(cryptoSuite);
        return caClient;
    }

    public static String getID(String cert) {
        X509Certificate certificate = null;
        try {

            CertificateFactory certFactory = CertificateFactory.getInstance("X.509");
            InputStream in = new ByteArrayInputStream(cert.getBytes());
            certificate = (X509Certificate) certFactory.generateCertificate(in);
        } catch (CertificateException e) {
            return null;
        }
        return "x509::" + certificate.getSubjectDN().getName() + "::" + certificate.getIssuerDN().getName();
    }
}
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    thesis-work/client/src/main/java/com/bchain/chaincode/Objects/ChaincodeObject.java
    
    


thesis-work/client/src/main/java/com/bchain/chaincode/Objects/ChaincodeObject.javapackage main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import com.fasterxml.jackson.databind.ObjectMapper;
import java.io.IOException;

@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;


    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }


   public <T extends Object> T toObject(String object) throws IOException {
       ObjectMapper mapper = new ObjectMapper();
       T var;
       if (object != null) {
           var = (T) mapper.readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn'test find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        ObjectMapper mapper = new ObjectMapper();
        String json;
        try {
            json = mapper.writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }


    public boolean isValid() {
        return valid;
    }
}
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thesis-work/client/src/main/java/com/bchain/chaincode/Objects/Credential.javapackage main.java.com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                      String description,
                      byte[] data,
                      String[] requiredAgreement,
                      String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                        .concat(this.getSubject())
                        .concat(
                                (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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thesis-work/client/src/main/java/com/bchain/chaincode/Objects/CredentialProof.javapackage main.java.com.bchain.chaincode.Objects;


import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, int credentials, String[] owners, String parentcredentProof) {
        this.subject = subject;
        this.description = description;
        this.credentials = credentials;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new String[credentials];
        this.parentcredentProof = parentcredentProof;
    }

    public String getParentCredentialProof() {
        return parentcredentProof;
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setParentcredentProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public void setCredentials(int credentials) {
        this.credentials = credentials;
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public void setParentCredentialProof(String parentcredentProof) {
        this.parentcredentProof = parentcredentProof;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public int getCredentials() {
        return this.credentials;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public String[] getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(String[] providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.length >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
    public String getParentcredentProof() {
        return parentcredentProof;
    }
}
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thesis-work/client/src/main/java/com/bchain/chaincode/Objects/Trie.javapackage main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashMap<String, String[]> owners = new LinkedHashMap<>();

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if(keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public Map<String, String[]> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashMap<String, String[]> owners) {
        this.owners = owners;
    }
}
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thesis-work/client/src/main/java/com/bchain/chaincode/Objects/TrieNode.javapackage main.java.com.bchain.chaincode.Objects;

import java.util.LinkedHashMap;
import java.util.Map;

public class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public Map<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }
}
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thesis-work/client/src/test/java/PrepareRequest.javapackage test.java;

import main.clientapplication.Utilities.ChaincodeOperations;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.ProposalException;
import org.hyperledger.fabric.sdk.exception.TransactionException;

import java.util.ArrayList;
import java.util.Collection;
import java.util.HashMap;
import java.util.Map;

public class PrepareRequest {

    private Map<String,byte[]> trannsientField;
    private ArrayList<String> args;
    private Channel channel;
    private HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private TransactionProposalRequest proposalRequest;
    Collection<Peer> peers;

    public PrepareRequest(Channel channel, HFClient client, String fcn,
                          String chaincodeName, String chaincodeVersion, Collection<Peer> peers, ArrayList<String> args, Map<String, byte[]> trannsientField, boolean isQuery) {
        this.channel = channel;
        this.client = client;
        this.fcn = fcn;
        this.chaincodeName = chaincodeName;
        this.chaincodeVersion = chaincodeVersion;
        this.peers = peers;
        this.args = args;
        this.trannsientField = trannsientField;
        initChannel();
        if (!isQuery){
            prepareRequest();
        }
    }
    public void initChannel() {
        try {
            if (!this.channel.isInitialized()) {
                this.channel.initialize();
            }
        } catch (Exception e) {
            System.out.println("ERROR:" + e);
        }
    }

    public void prepareRequest() {
            try {
               this.proposalRequest = ChaincodeOperations.prepareRequest(this.getClient(), this.getFcn(), this.getChaincodeName(), this.getChaincodeVersion(), this.getTransientField(), this.getArgs(), this.getPeers());
            } catch ( InvalidArgumentException | ProposalException | TransactionException e){
                System.out.println("ERROR: " + e);
            }
    }

    public Map<String, byte[]> getTransientField() {
        return trannsientField;
    }

    public Collection<ProposalResponse> forwardRequest() throws Exception {
        return ChaincodeOperations.Invoke(this.proposalRequest, this.getChannel(), this.getPeers());
    }

    public void setTrannsientField(Map<String, byte[]> trannsientField) {
        this.trannsientField = trannsientField;
    }

    public ArrayList<String> getArgs() {
        return args;
    }

    public void setArgs(ArrayList<String> args) {
        this.args = args;
    }

    public Channel getChannel() {
        return channel;
    }

    public void setChannel(Channel channel) {
        this.channel = channel;
    }

    public HFClient getClient() {
        return client;
    }

    public void setClient(HFClient client) {
        this.client = client;
    }

    public String getFcn() {
        return fcn;
    }

    public void setFcn(String fcn) {
        this.fcn = fcn;
    }

    public String getChaincodeName() {
        return chaincodeName;
    }

    public void setChaincodeName(String chaincodeName) {
        this.chaincodeName = chaincodeName;
    }

    public String getChaincodeVersion() {
        return chaincodeVersion;
    }

    public void setChaincodeVersion(String chaincodeVersion) {
        this.chaincodeVersion = chaincodeVersion;
    }

    public Collection<Peer> getPeers() {
        return peers;
    }

    public void setPeers(Collection<Peer> peers) {
        this.peers = peers;
    }
}
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thesis-work/client/src/test/java/WorkFlowTest.javapackage test.java;
import com.google.common.hash.Hashing;
import main.clientapplication.Utilities.ChaincodeOperations;
import main.clientapplication.Utilities.FabricUser;
import main.clientapplication.Utilities.Wallet;
import main.java.com.bchain.chaincode.Objects.Credential;


import com.github.javafaker.Faker;
import org.hyperledger.fabric.sdk.*;
import org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
import org.hyperledger.fabric.sdk.exception.NetworkConfigurationException;
import org.hyperledger.fabric.sdk.security.CryptoSuite;
import org.hyperledger.fabric_ca.sdk.HFCAClient;
import org.hyperledger.fabric_ca.sdk.exception.AffiliationException;
import org.junit.jupiter.api.MethodOrderer;
import org.junit.jupiter.api.Order;
import org.junit.jupiter.api.Test;
import org.junit.jupiter.api.TestMethodOrder;


import java.io.File;
import java.io.IOException;
import java.nio.charset.StandardCharsets;
import java.sql.Timestamp;
import java.time.Instant;
import java.util.*;
import java.util.concurrent.*;

import static org.hyperledger.fabric.sdk.helper.Config.ORDERER_WAIT_TIME;
import static org.hyperledger.fabric.sdk.helper.Config.PROPOSAL_WAIT_TIME;
import static org.junit.jupiter.api.Assertions.assertNotNull;
import static org.junit.jupiter.api.Assertions.assertTrue;


@TestMethodOrder(MethodOrderer.OrderAnnotation.class)
public class WorkFlowTest {
    private static NetworkConfig config;
    private static String path = System.getProperty("user.dir") +"/src/test/java/yamlconfig/testLocalKubernetes.yaml";

    private static HashMap<String, HashMap<String, FabricUser>> users = new HashMap<>();
    private static HashMap<String, ArrayList<String>> chaincodeDef = new HashMap<>();
    private static HashMap<String, HashMap<String, byte[]>> initParams = new HashMap<>();
    private static HashMap<String, String> ownersOfChaincode = new HashMap<>();
    private static HashMap<String, FabricUser> orgOwners = new HashMap<>();
    private static HashMap<String, String> usersOfChaincode = new HashMap<>();
    private static HashMap<String, Collection<ProposalResponse>> responsesForFunc = new HashMap<>();
    private String ts;
    ExecutorService executorService;// = Executors.newFixedThreadPool(35);

    static {
        System.setProperty(ORDERER_WAIT_TIME, "3000000");
        System.setProperty(PROPOSAL_WAIT_TIME, "3000000");
    }

    private  void initConfig() {
        ts = new Timestamp((Instant.now().toEpochMilli()+ (200000))).toString();

        /*
           CHANGE THESE PARAMETER CONFIGURATIONS ACCORDING TO YOUR APPLICATION. For PIVT project you need to change the following:
           1. testLocalKubernetesFiles.yaml - connection profile for the network.
           2. Copy admin certificates and private keys to connection profile.
           3. Create new Endorsement Policies and Private Data Collections.
           4. Change chaincodeDef and initparams in this file. 
         */
        chaincodeDef.put("DAT520",
                new ArrayList<>(Arrays.asList(new String[]{
                        "ChaincodeInstance", // name of the chaincde idx 0
                        "1.0", // version number idx 1
                        "Issuer", // type idx 2
                        System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml", //  idx 3 collections paths
                        System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml", // idx4 endorsement paths
                        "UiSMSP", // which orgs runs this chaincdode ? see collections and endorsements
                        "1" // how many peers to forward this to?
                })
                ));

        chaincodeDef.put("DAT650", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP",
                "1"
        })));

        chaincodeDef.put("Aggregator", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Issuer",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/collectionsk8sUiS.yaml",
                System.getProperty("user.dir") + "/src/test/java/yamlconfig/endorsementK8s.yaml",
                "UiSMSP",
                "1"
        })));
        chaincodeDef.put("Recorder", new ArrayList<>(Arrays.asList(new String[]{
                "ChaincodeInstance",
                "1.0",
                "Recorder",
                "",
                System.getProperty("user.dir")+"/src/test/java/yamlconfig/endorsementRecorderk8s.yaml",
                "UiSMSP,UiTMSP,NTNUMSP"
        })));
        // first subject
        initParams.put("DAT520", new HashMap<>());
        HashMap<String, byte[]> transientField = initParams.get("DAT520");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // second subject
        initParams.put("DAT650", new HashMap<>());
        transientField = initParams.get("DAT650");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "DAT650".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());

        // aggregator
        initParams.put("Aggregator", new HashMap<>());
        transientField = initParams.get("Aggregator");
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "Recorder".getBytes());
        transientField.put("subChaincodes", "[\"DAT520\",\"DAT650\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "2".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        // recorder
        initParams.put("Recorder", new HashMap<>());
        transientField = initParams.get("Recorder");
        transientField.put("orgIdentifier","UiS".getBytes());


        // TODO: recorder

        File file = new File(path);
        try {
            config = NetworkConfig.fromYamlFile(file);
        } catch (IOException | InvalidArgumentException | NetworkConfigurationException e) {
        }
    }
    @Test
    @Order(1)
    public void testRegisterUsers() throws Exception {
        if( config == null) {
            initConfig();
        }

        ArrayList<String> usernames = new ArrayList<>();
        initConfig();
        Faker faker = new Faker();
        for(int i = 0; i < 1500; i++) {
            usernames.add(faker.name().fullName());
        }
        ArrayList<NetworkConfig.OrgInfo> orgs = new ArrayList<>(config.getOrganizationInfos());
        NetworkConfig.OrgInfo currOrg = null;
        NetworkConfig.CAInfo caInfo = null;
        HFCAClient client = null;
        FabricUser adminUser = null;
        List<CompletableFuture<FabricUser>> futures = new ArrayList<>();
        int j = 0;
        for (int i = 0; i < usernames.size(); i++) {
            if (( i % 500 == 0 || i == 0) && orgs.size() > 0) {
                currOrg = orgs.get(j);
                users.put(currOrg.getName(), new HashMap<>());
                j++;
                caInfo = currOrg.getCertificateAuthorities().get(0);
                client = HFCAClient.createNewInstance(caInfo);
                adminUser = new FabricUser("admin", "admin", currOrg.getMspId(), client.enroll("admin", "adminpw"));
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                orgOwners.put(currOrg.getName(), adminUser);
                addAffiliation(client, adminUser ,currOrg.getName().toLowerCase());
            }

            final HFCAClient client1 = client;
            final String username = usernames.get(i) + Math.random();
            final NetworkConfig.OrgInfo orgInf = currOrg;
            final FabricUser admin1 = adminUser;

            CompletableFuture<FabricUser> completableFuture1 = CompletableFuture.supplyAsync(() -> {
                FabricUser returnUser = null;
                try {
                    returnUser = Wallet.register(client1, username, orgInf.getName().toLowerCase() + ".user", orgInf.getMspId(), admin1);
                    returnUser.setOrg(orgInf.getName());
                } catch (Exception e) {
                    // NO OP
                }
                return returnUser;
            });
            futures.add(completableFuture1);
        }
        while(futures.iterator().hasNext()) {
            CompletableFuture<FabricUser> future = futures.iterator().next();
            if (future.isDone()) {
                users.get(future.get().getOrg()).put(Wallet.getID(future.get().getEnrollment().getCert()),future.get());
                futures.remove(future);
            }

        }
        for (String key: users.keySet()) {
            //assertTrue(users.get(key).keySet().size() >=50);
        }
    }

    @Test
    @Order(2)
    public void testDistributeOwnersAndUsers() {
        String[] userpoll = new String[]{};
        for (String key : initParams.keySet()) {
            String currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!ownersOfChaincode.containsKey(currOrg) && !key.equals("Recorder")){
                userpoll = users.get(currOrg).keySet().toArray(userpoll);
                StringBuilder sb = new StringBuilder("[");
                for(int i = 0; i <= 3; i++) { // have three owners.
                    appendUser(userpoll[i], sb, i == 3);
                }
                //ownersOfChaincode.put(currOrg, Wallet.getID(orgOwners.get(currOrg).getEnrollment().getCert()));
                ownersOfChaincode.put(currOrg, sb.toString());
                initParams.get(key).put("owners", sb.toString().getBytes());
                sb = new StringBuilder();
                sb.append("[");
                for (int i = 4; i <= 499; i++) {
                    appendUser(userpoll[i], sb, i == 499);
                }
                usersOfChaincode.put(currOrg, sb.toString());
            }
        }
    }

    @Test
    @Order(3)
    public void testInitChaincode() throws Exception {
        String[] args;
        String channelName = config.getChannelNames().iterator().next();
        String currOrg;
        String orgs[];
        ArrayList<CompletableFuture<Double>> completeFutures = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(5);
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        Channel channel = null;

        for (String chaincodeId : initParams.keySet()) {
            currOrg = new String(initParams.get(chaincodeId).get("orgIdentifier"));
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            final ArrayList<String> cinitparams = chaincodeDef.get(chaincodeId);
            args = new String[]{cinitparams.get(2)};
            orgs = (chaincodeDef.get(chaincodeId).get(5).contains(",")) ? chaincodeDef.get(chaincodeId).get(5).split(",") : new String[]{chaincodeDef.get(chaincodeId).get(5)};
            final Collection<Peer> peers = orgs != null ? getPeers(channel,true, -1, orgs): channel.getPeers();
            if (!chaincodeId.toLowerCase().contains("recorder")) {

                initParams.get(chaincodeId).put("owners", ownersOfChaincode.get(currOrg).getBytes());
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers, completeFutures);

            } else {
                client.setUserContext(config.getPeerAdmin(new String(initParams.get(chaincodeId).get("orgIdentifier"))));
                final Collection<Peer> peers1 = getPeers(channel,true,-1, orgs);
                forwardInstantiateToPeers(client, initParams, args, channel, chaincodeId, cinitparams, peers1, completeFutures);
            }
        }
        while(completeFutures.iterator().hasNext()) {
            CompletableFuture<Double> future1 = completeFutures.iterator().next();
            if(future1.isDone()) {
                completeFutures.remove(future1);
            }
        }
        channel.shutdown(true);
        executorService.shutdown();
    }

    @Test
    @Order(4)
    public void testStartIssuers() throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        HashMap<String, byte[]> transientField;
        ArrayList<String> args;
        String currOrg;
        Channel channel;
        String[] orgs;
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<ProposalResponse> success;
        executorService = Executors.newFixedThreadPool(5);
        Thread.sleep(60000);
        ts = Integer.toString(600000);
        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            String type = chaincodeDef.get(key).get(2);
            client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
            channel = getChannel(channelName, client);
            if (type.contains("Issuer")) {
                transientField = new HashMap<>();
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{"addParticipants"}));
                transientField.put("participants", usersOfChaincode.get(currOrg).getBytes());
                orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                PrepareRequest prepareRequest = new PrepareRequest(channel, client, "editParticipants", key,chaincodeDef.get(key).get(1),
                        orgs != null ? getPeers(channel, false,-1, orgs) : channel.getPeers(), args, transientField, false);
                Collection<ProposalResponse> responses  = prepareRequest.forwardRequest();
                success = getSuccesfulResponses(responses);
                System.out.println(responses.iterator().next().getProposalResponse());
                forWardToOrderer(channel, client, success, true);
                Thread.sleep(22000); // needed here because HLF fries my computer.
                args = new ArrayList<>();
                args.addAll(Arrays.asList(new String[]{ts}));
                prepareRequest = new PrepareRequest(channel, client,"startIssuer", key, chaincodeDef.get(key).get(1),
                        orgs.length != 0 ? getPeers(channel, false,-1, orgs) : channel.getPeers(),args, null, false);
                success = getSuccesfulResponses(prepareRequest.forwardRequest());
                forWardToOrderer(channel, client, success, true);
            }
        }
        executorService.shutdown();
    }
    @Test
    @Order(5)
    public void testRegisterCredentials() throws Exception {
        // create dummy credential to register.
        HashMap<String, byte[]> transientField = null;
        String currOrg;
        ArrayList<CompletableFuture<Double>> futures =  new ArrayList<>();
        String channelName = config.getChannelNames().iterator().next();
        ArrayList<Double> numbers = new ArrayList<>();
        Credential credential = new Credential();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        String[] orgs;
        credential.setData("Result: A".getBytes());
        credential.setDescription("SuperHardExam");
        double avgTimeRegister = 0;
        double n = 0;
        executorService = Executors.newFixedThreadPool(80);
        Channel channel = null;

        for (String key : initParams.keySet()) {
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if (!key.toLowerCase().contains("aggregator") && !key.toLowerCase().contains("recorder")) {
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[","").replace("]","").split("\",")  : null;
                // The HFClient object is extremely slow to instantiate. Looping over users and store the config temporary.

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    transientField = new HashMap<>();
                    user = user.replace("\"","");
                    transientField.put("subject", user.replace("\"","").getBytes(StandardCharsets.UTF_8));
                    credential.setSubject(user);
                    transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                    orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    prepareRequests.add(new PrepareRequest(channel, client, "registerCredential",key, chaincodeDef.get(key).get(1),
                            orgs != null ? getPeers(channel,false, Integer.parseInt(chaincodeDef.get(key).get(6)), orgs) : channel.getPeers(), null, transientField,false));
                    n++;
                }
            }
        }

        // go over the clients and send an asynchronous request.
        final int tmpTreshold = (int)n;
        prepareRequests.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures, tmpTreshold));
        // wait for responses.
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRegister+=future.get();
                futures.remove(future);
                numbers.add(future.get());
            }
        }
        channel.shutdown(true);
        executorService.shutdown();

        System.out.println("Average time for registering: " + avgTimeRegister/n  +" " +Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(6)
    public void testConfirmCredential() throws Exception {
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<Double> numbers = new ArrayList<>();
        String currOrg;
        String[] orgs;
        FabricUser user1;
        String channelName = config.getChannelNames().iterator().next();
        double avgTimeConfirm = 0;
        double n = 0;
        Channel channel = null;

        executorService = Executors.newFixedThreadPool(85);
        for (String key : initParams.keySet()) {
            orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() >0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
            currOrg = new String(initParams.get(key).get("orgIdentifier"));
            if(!key.toLowerCase().equals("aggregator") && !key.toLowerCase().equals("recorder")) {
                String[] owners = ownersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",");
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;

                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getOrganizationInfo(currOrg).getPeerAdmin());
                channel = getChannel(channelName, client);
                channel.initialize();

                for (String owner : owners) {
                    user1 = users.get(currOrg).get(owner.replace("\"",""));
                    ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
                    client.setUserContext(user1);
                    for (String user : usersinOrg) {
                        Credential credential = new Credential();
                        credential.setDescription("SuperHardExam");
                        credential.setData("Result: A".getBytes());
                        Map<String, byte[]> transientField = new HashMap<>();
                        Collection<Peer> peers = orgs != null ? getPeers(channel, false,Integer.parseInt(chaincodeDef.get(key).get(6)), orgs) : channel.getPeers();
                        user = user.replace("\"","");
                        transientField.put("subject", user.getBytes(StandardCharsets.UTF_8));
                        credential.setSubject(user);
                        transientField.put("credential", credential.toJson().getBytes(StandardCharsets.UTF_8));
                        prepareRequests.add(new PrepareRequest(channel, client, "confirmCredential", key, chaincodeDef.get(key).get(1),
                                peers, null, transientField, false ));
                        //forwardInvoke(client, channel, "confirmCredential", key, chaincodeDef.get(key).get(1), transientField, null, peers, futures);
                        n++;
                    }
                    //forward
                    final int tmpTreshold = usersinOrg.length;
                    prepareRequests.stream().forEach( prepareRequest -> {
                        forwardInvoke(prepareRequest, futures, tmpTreshold);
                    });
                    // collect
                    while(futures.iterator().hasNext()) {
                        CompletableFuture<Double> future = futures.iterator().next();
                        if(future.isDone()) {
                            avgTimeConfirm+=future.get();
                            numbers.add(future.get());
                            futures.remove(future);
                        }
                    }
                }
            }
            channel.shutdown(true);
        }

        executorService.shutdown();
        System.out.println("Average time for confirmation: " + avgTimeConfirm/n + "" + Arrays.toString(numbers.toArray()));
    }

    @Test
    @Order(7)
    public void testAggregation() throws Exception {
        int n = 0;
        double tx = 0.0;
        double txTotal = 0.0;

        Thread.sleep(75000);
        Collection<ProposalResponse> responses;
        for (String key : initParams.keySet()) {
            if(key.toLowerCase().contains("aggregator")) {
                String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : new String[]{chaincodeDef.get(key).get(5)};
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                Channel channel = getChannel(channelName, client);
                Collection<Peer> peers = orgs != null ? getPeers(channel, false, -1, orgs) : channel.getPeers();
                tx = System.currentTimeMillis() / 1000;
                responses = new PrepareRequest(channel, client, "aggregateProofs", key, chaincodeDef.get(key).get(1), peers,
                        null, null, false).forwardRequest();
                if(responses != null && responses.size() > 0) {
                    System.out.println(responses.iterator().next().getProposalResponse());
                }
                tx = System.currentTimeMillis() / 1000 - tx;
                txTotal += tx;
                sendToOrderAndAssert(responses, client, channel, peers);
                n++;
            }
        }
        System.out.println("Average time aggregateProof:" + txTotal / n);
    }


    @Test
    @Order(8)
    public void testVerify() throws  Exception {
        Collection<ProposalResponse> responses;
        double n = 0.0;
        double avgTimeVerify = 0;
        String subjectToVerify = null;
        Channel channel = null;
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> prepareRequests = new ArrayList<>();
        executorService = Executors.newFixedThreadPool(35);
        Thread.sleep(30000);
        for (String key : initParams.keySet()) {
            if (subjectToVerify == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToVerify = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel  = getChannel(channelName, client);
                channel.initialize();
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("dataHash", Hashing.sha256().hashBytes("Result: A".getBytes()).asBytes());
                    transientField.put("orgIdentifier", currOrg.getBytes());
                    String keyToVerify =  "Degree"+"."+ subjectToVerify +"."+"SuperHardExam";
                    transientField.put("key",keyToVerify.getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false,-1, orgs) : channel.getPeers();
                    prepareRequests.add(new PrepareRequest(channel, client, "verifyCredential", key, chaincodeDef.get(key).get(1),
                            peers, null, transientField,true));
                    n++;
                }
            }
        }
        prepareRequests.stream().forEach(prepareRequest -> forwardQueryToPeers(prepareRequest, futures));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeVerify+=future.get();
                futures.remove(future);
            }
        }
        executorService.shutdown();
        channel.shutdown(true);
        System.out.println("Average time for Verification: " + avgTimeVerify/n );
    }

    @Test
    @Order(9)
    public void testRevoke() throws  Exception {
        Thread.sleep(12000);
        ArrayList<CompletableFuture<Double>> futures = new ArrayList<>();
        ArrayList<PrepareRequest> parameters = new ArrayList<>();
        String subjectToRevoke = null;
        double avgTimeRevoke = 0;
        Channel channel = null;
        double n = 0.0;
        executorService = Executors.newFixedThreadPool(35);
        for (String key : initParams.keySet()) {
            if (subjectToRevoke == null) {
                for (String k : initParams.keySet()) {
                    if(!k.toLowerCase().contains("recorder") && !k.toLowerCase().contains("aggregator")) {
                        subjectToRevoke = k;
                    }
                }
            }
            if (key.toLowerCase().contains("recorder")) {
                String currOrg = new String(initParams.get(key).get("orgIdentifier"));
                String[] usersinOrg = (usersOfChaincode.get(currOrg) != null) ? usersOfChaincode.get(currOrg).replace("[", "").replace("]", "").split("\",") : null;
                HFClient client = HFClient.createNewInstance();
                client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
                client.setUserContext(config.getPeerAdmin(currOrg));
                String channelName = config.getChannelNames().iterator().next();
                channel = getChannel(channelName, client);
                for (String user : usersinOrg) {
                    user = user.replace("\"", "");
                    Map<String, byte[]> transientField = new HashMap<>();
                    transientField.put("subject", user.getBytes());
                    transientField.put("orgIdentifier", initParams.get(key).get("orgIdentifier"));
                    transientField.put("trieKey",("Degree."+subjectToRevoke).getBytes());
                    String[] orgs = (chaincodeDef.get(key).get(5).contains(",")) ? chaincodeDef.get(key).get(5).split(",") : chaincodeDef.get(key).get(5).length() > 0 ? new String[]{chaincodeDef.get(key).get(5)} : null;
                    Collection<Peer> peers = orgs != null ? getPeers(channel, false,-1, orgs) : channel.getPeers();
                    parameters.add(new PrepareRequest(channel, client, "revoke", key, chaincodeDef.get(key).get(1), peers, null, transientField, false));
                    n++;
                }
            }
        }
        final int tmpTreshold = (int) n;
        parameters.stream().forEach(prepareRequest -> forwardInvoke(prepareRequest, futures, tmpTreshold));
        while(futures.iterator().hasNext()) {
            CompletableFuture<Double> future = futures.iterator().next();
            if(future.isDone()) {
                avgTimeRevoke+=future.get();
                futures.remove(future);
            }
        }
        channel.shutdown(true);
        executorService.shutdown();
        System.out.println("Average time for Revoke: " + avgTimeRevoke/n );
    }


    /*
        ==============================BEGIN HELPER METHODS ==================================
     */
    private void appendUser(String name, StringBuilder sb, boolean lastEle) {
        if (lastEle) {
            sb.append("\""+ name +"\"]");
        } else {
            sb.append("\""+ name +"\",");
        }
    }

    private ArrayList<Peer> getPeers(Channel channel, boolean all, int orgsNum, String... orgs) throws InvalidArgumentException {
        ArrayList<Peer> peers = new ArrayList<>();
        Peer peer;
        if(orgs.length > 1) {
            orgs = shuffled(orgs);
        }
        for (String org : orgs) {
            if (orgsNum == -1) {
                peers.addAll( channel.getPeersForOrganization(org));
            } else {
                ArrayList<Peer> tmp = new ArrayList<>(channel.getPeersForOrganization(org));
                peer = tmp.get(new Random().nextInt(tmp.size()));
                peers.add(peer);
                if(peers.size() == orgsNum) {
                    break;
                }
            }
        }
        return peers;
    }

    private void addAffiliation(HFCAClient client, User registrar, String org) {
        final List<String> orgs = Arrays.asList(new String[]{"org1", "org2"});
        try {
            if (!orgs.contains(org)) { // HL has affiliations for org 1 and 2.
                client.newHFCAAffiliation(org).create(registrar, true);
            }
            client.newHFCAAffiliation(org +"." + "user").create(registrar, true);
        } catch (AffiliationException | org.hyperledger.fabric_ca.sdk.exception.InvalidArgumentException e){

        }
    }

    private Channel getChannel(String channelName, HFClient client) throws Exception {
        return client.getChannel(channelName) != null ? client.getChannel(channelName) : client.loadChannelFromConfig(channelName, config);
    }


    private HFClient createInstance(NetworkConfig.UserInfo userInfo) throws Exception {
        HFClient client = HFClient.createNewInstance();
        client.setCryptoSuite(CryptoSuite.Factory.getCryptoSuite());
        client.setUserContext(userInfo);
        return client;
    }

    private BlockEvent forWardToOrderer(Channel channel, HFClient client, Collection<ProposalResponse> responses, boolean getBlock) throws InterruptedException, ExecutionException {
        ArrayList<Orderer> orderers = new ArrayList<>(channel.getOrderers());
        if(getBlock) {
            return channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions().userContext(client.getUserContext()).orderers(orderers.get(new Random().nextInt(orderers.size())))).thenApply(
                    transactionEvent -> {
                        assertTrue(transactionEvent.isValid());
                        return transactionEvent.getBlockEvent();
                    }
            ).get();
        } else {
            channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions().userContext(client.getUserContext()).orderers(orderers.get(new Random().nextInt(orderers.size()))));
            return null;
        }
    }

    private ArrayList<ProposalResponse> getSuccesfulResponses(Collection<ProposalResponse> responses) {
        ArrayList<ProposalResponse> success = new ArrayList<>();
        for (ProposalResponse response : responses) {
            if(response.getStatus().getStatus() == 200) {
                success.add(response);
            }
        }
        return  success;
    }
    private void handleResponses(Collection<ProposalResponse> responses) {
        responses.stream().forEach(response -> {
            if (response.getStatus() == ProposalResponse.Status.SUCCESS) {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Successful response from: " + response.getPeer().getName());
            } else {
                System.out.println(new Date(System.currentTimeMillis()).toString() + " Something went Wrong... Peer: " + response.getPeer() + " Msg: " + response.getMessage());
            }
        });
    }

    private void forwardQueryToPeers(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            double tx = 0.0;
            Collection<ProposalResponse> proposalResponses;
            try {
                tx = System.currentTimeMillis() / 1000 ;
                proposalResponses = ChaincodeOperations.QueryLedger(prepareRequest.getClient(), prepareRequest.getChannel(), prepareRequest.getChaincodeName(),
                        prepareRequest.getChaincodeVersion(), prepareRequest.getFcn(),prepareRequest.getTransientField(), prepareRequest.getArgs(), prepareRequest.getPeers());
                tx = System.currentTimeMillis() / 1000 - tx;
                handleResponses(proposalResponses);
            } catch (Exception e) {
                assertNotNull(e.getMessage());
            }
            return tx;
        }, executorService);
        futures.add(future);
    }

    private void forwardInstantiateToPeers(final HFClient client, final HashMap<String, HashMap<String, byte[]>> initParams, final String[] args, final Channel channel, final String chaincodeId, final ArrayList<String> cinitparams,
                                           final Collection<Peer> peers, ArrayList<CompletableFuture<Double>> futures) {
        CompletableFuture<Double> future = CompletableFuture.supplyAsync(() -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = 0;

            try {
                tx1 = System.currentTimeMillis();
                // System.out.println("OK123"+ peers.size());
                responses1  = ChaincodeOperations.Instantiate(client, channel, chaincodeId, cinitparams.get(1), args, initParams.get(chaincodeId), cinitparams.get(4), cinitparams.get(3), peers);
                //System.out.println(responses1.iterator().next().getProposalResponse());
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    // System.out.println(response.getProposalResponse());
                    if(response.getStatus().getStatus() == 200) {
                        success.add(response);
                        System.out.println(response.getProposalResponse());
                    } else {
                        //System.out.println(response.getProposalResponse());
                    }
                }
                System.out.println("Size of stuff:" + success.size());
                forWardToOrderer(channel, client,success, true );
                tx2 = tx1 - System.currentTimeMillis();
            } catch (Exception e) {
                System.out.println(e.getMessage());
            }
            return tx2;
        });
        futures.add(future);
    }

    private void sendToOrderAndAssert(Collection<ProposalResponse> responses, HFClient client, Channel channel, Collection<Peer> peers) throws InvalidArgumentException {
        assertTrue(responses.size() == peers.size());
        channel.sendTransaction(responses, Channel.TransactionOptions.createTransactionOptions()
                .userContext(client.getUserContext())
                .shuffleOrders(false)
                .orderers(channel.getOrderers())).thenApply( transactionEvent -> {
            assertTrue(transactionEvent.isValid());
            return transactionEvent.getBlockEvent();
        });
    }

    private void forwardInvoke(PrepareRequest prepareRequest, ArrayList<CompletableFuture<Double>> futures, int treshold){

        CompletableFuture<Double> future = CompletableFuture.supplyAsync( () -> {
            Collection<ProposalResponse> responses1 = null;
            double tx1 = 0;
            double tx2 = -1;
            try {
                tx1 = System.currentTimeMillis() / 1000;
                responses1 = prepareRequest.forwardRequest();
                ArrayList<ProposalResponse> success = new ArrayList<>();
                for (ProposalResponse response : responses1) {
                    if (response.getStatus().getStatus() == 200) {
                        success.add(response);
                    }
                }
                if(success.size() >0) {
                    forWardToOrderer(prepareRequest.getChannel(), prepareRequest.getClient(), success, -1 <= futures.size());
                    tx2 = System.currentTimeMillis() / 1000 - tx1;
                }
            } catch (Exception e) {
                assertTrue(e.getMessage() != null);
            }
            return tx2;
        },executorService);
        futures.add(future);
    }

    // ================================================================
    // Shuffle T[]
    // ================================================================
    public static <T> void shuffle(T[] arr) {
        Random rand = new Random();
        for (int i = arr.length - 1; i > 0; i--) {
            swap(arr, i, rand.nextInt(i + 1));
        }
    }

    public static <T> void swap(T[] arr, int i, int j) {
        T tmp = arr[i];
        arr[i] = arr[j];
        arr[j] = tmp;
    }

    public static <T> T[] shuffled(T[] arr) {
        T[] copy = Arrays.copyOf(arr, arr.length);
        shuffle(copy);
        return copy;
    }
}






thesis-work/client/src/test/java/connection.yaml

#
# Copyright Fujitsu Australia Software Technology, IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#
#
# The network connection profile provides client applications the information about the target
# blockchain network that are necessary for the applications to interact with it. These are all
# knowledge that must be acquired from out-of-band sources. This file provides such a source.
#
name: "Network-Config-Test"

#
# Any properties with an "x-" prefix will be treated as application-specific, exactly like how naming
# in HTTP headers or swagger properties work. The SDK will simply ignore these fields and leave
# them for the applications to process. This is a mechanism for different components of an application
# to exchange information that are not part of the standard schema described below. In particular,
# the "x-type" property with the "hlfv1" value example below is used by Hyperledger Composer to
# determine the type of Fabric networks (v0.6 vs. v1.0) it needs to work with.
#
x-type: "hlfv1"

#
# Describe what the target network is/does.
#
description: "The network used in the integration tests"

#
# Schema version of the content. Used by the SDK to apply the corresponding parsing rules.
#
version: 1.0.0

#
# The client section is SDK-specific. The sample below is for the node.js SDK
#
client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific
  credentialStore:
    # [Optional]. Specific to FileKeyValueStore.js or similar implementations in other SDKs. Can be others
    # if using an alternative impl. For instance, CouchDBKeyValueStore.js would require an object
    # here for properties like url, db name, etc.
    path: "/tmp/hfc-kvs"

    # [Optional]. Specific to the CryptoSuite implementation. Software-based implementations like
    # CryptoSuite_ECDSA_AES.js in node SDK requires a key store. PKCS#11 based implementations does
    # not.
    cryptoStore:
      # Specific to the underlying KeyValueStore that backs the crypto key store.
      path: "/tmp/hfc-cvs"

    # [Optional]. Specific to Composer environment
    wallet: wallet-name

#
# [Optional]. But most apps would have this section so that channel objects can be constructed
# based on the content below. If an app is creating channels, then it likely will not need this
# section.
#
channels:
  # name of the channel
  foo:
    # Required. list of orderers designated by the application to use for transactions on this
    # channel. This list can be a result of access control ("org1" can only access "ordererA"), or
    # operational decisions to share loads from applications among the orderers.  The values must
    # be "names" of orgs defined under "organizations/peers"
    orderers:
      - orderer.example.com

    # Required. list of peers from participating orgs
    peers:
      peer0.org1.example.com:
        # [Optional]. will this peer be sent transaction proposals for endorsement? The peer must
        # have the chaincode installed. The app can also use this property to decide which peers
        # to send the chaincode install request. Default: true
        endorsingPeer: true

        # [Optional]. will this peer be sent query proposals? The peer must have the chaincode
        # installed. The app can also use this property to decide which peers to send the
        # chaincode install request. Default: true
        chaincodeQuery: true

        # [Optional]. will this peer be sent query proposals that do not require chaincodes, like
        # queryBlock(), queryTransaction(), etc. Default: true
        ledgerQuery: true

        # [Optional]. will this peer be the target of the SDK's listener registration? All peers can
        # produce events but the app typically only needs to connect to one to listen to events.
        # Default: true
        eventSource: true

      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

    # [Optional]. what chaincodes are expected to exist on this channel? The application can use
    # this information to validate that the target peers are in the expected state by comparing
    # this list with the query results of getInstalledChaincodes() and getInstantiatedChaincodes()
    chaincodes:
      # the format follows the "cannonical name" of chaincodes by fabric code
      - example02:v1
      - marbles:1.0

#
# list of participating organizations in this network
#
organizations:
  Org1:
    mspid: Org1MSP

    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com

    # [Optional]. Certificate Authorities issue certificates for identification purposes in a Fabric based
    # network. Typically certificates provisioning is done in a separate process outside of the
    # runtime network. Fabric-CA is a special certificate authority that provides a REST APIs for
    # dynamic certificate management (enroll, revoke, re-enroll). The following section is only for
    # Fabric-CA servers.
    certificateAuthorities:
      - ca-org1

    # [Optional]. If the application is going to make requests that are reserved to organization
    # administrators, including creating/updating channels, installing/instantiating chaincodes, it
    # must have access to the admin identity represented by the private key and signing certificate.
    # Both properties can be the PEM string or local path to the PEM file. Note that this is mainly for
    # convenience in development mode, production systems should not expose sensitive information
    # this way. The SDK should allow applications to set the org admin identity via APIs, and only use
    # this route as an alternative when it exists.
    adminPrivateKey:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/keystore/6b32e59640c594cf633ad8c64b5958ef7e5ba2a205cfeefd44a9e982ce624d93_sk
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgpANnM2zJ/oz7c31B
        ahODy1OSvibxUHpQ/1xiUleYvH+hRANCAAS1d3Y0ZtaqIrifI92pNvkFlgD2rSan
        O/YCrqMzkJFp1OyZZEORkrNuho+iUFNKRngXvVOYEzRAC7HfWmiMyar/
        -----END PRIVATE KEY-----
    signedCert:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/signcerts/Admin@org1.example.com-cert.pem
      pem: |
            -----BEGIN CERTIFICATE-----
            MIICGjCCAcCgAwIBAgIRAPDmqtljAyXFJ06ZnQjXqbMwCgYIKoZIzj0EAwIwczEL
            MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
            cmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh
            Lm9yZzEuZXhhbXBsZS5jb20wHhcNMTcwNjIyMTIwODQyWhcNMjcwNjIwMTIwODQy
            WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN
            U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWQWRtaW5Ab3JnMS5leGFtcGxlLmNvbTBZ
            MBMGByqGSM49AgEGCCqGSM49AwEHA0IABJve76Fj5T8Vm+FgM3p3TwcnW/npQlTL
            P+fY0fImBODqQLTkBokx4YiKcQXQl4m1EM1VAbOhAlBiOfNRNL0W8aGjTTBLMA4G
            A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPz3drAqBWAE
            CNC+nZdSr8WfZJULchyss2O1uVoP6mIWMAoGCCqGSM49BAMCA0gAMEUCIQDatF1P
            L7SavLsmjbFxdeVvLnDPJuCFaAdr88oE2YuAvwIgDM4qXAcDw/AhyQblWR4F4kkU
            NHvr441QC85U+V4UQWY=
            -----END CERTIFICATE-----

  # the profile will contain public information about organizations other than the one it belongs to.
  # These are necessary information to make transaction lifecycles work, including MSP IDs and
  # peers with a public URL to send transaction proposals. The file will not contain private
  # information reserved for members of the organization, such as admin key and certificate,
  # fabric-ca registrar enroll ID and secret, etc.
  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
    certificateAuthorities:
      - ca-org2

#
# List of orderers to send transaction and channel create/update requests to. For the time
# being only one orderer is needed. If more than one is defined, which one get used by the
# SDK is implementation specific. Consult each SDK's documentation for its handling of orderers.
#
orderers:
  orderer.example.com:
    url: grpc://localhost:7050

    # these are standard properties defined by the gRPC library
    # they will be passed in as-is to gRPC client constructor
    grpcOptions:
      #      ssl-target-name-override: orderer.example.com
      #      sslProvider: openSSL
      #      negotiationType: TLS
      #      hostnameOverride: orderer.example.com
      grpc-max-send-message-length: 15
      grpc.keepalive_time_ms: 360000
      grpc.keepalive_timeout_ms: 180000
      grpc.keepalive_without_calls: true

    # src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/ordererOrganizations/example.com/tlsca
#    tlsCACerts:
#      pem: |
#        -----BEGIN CERTIFICATE-----
#        MIICNjCCAdygAwIBAgIRALBAjQY2Wfpwz6/bqKvkeAowCgYIKoZIzj0EAwIwbDEL
#        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
#        cmFuY2lzY28xFDASBgNVBAoTC2V4YW1wbGUuY29tMRowGAYDVQQDExF0bHNjYS5l
#        eGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQzMjlaMGwxCzAJ
#        BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJh
#        bmNpc2NvMRQwEgYDVQQKEwtleGFtcGxlLmNvbTEaMBgGA1UEAxMRdGxzY2EuZXhh
#        bXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAAR/LJmaZdt0jZMgTfsQ
#        vLkJTCDG4m8lNdtQI5VoCpKKSxMlFKUPU54ofttW2Vn76hm7/eK+Lq09LRgJheo1
#        6y47o18wXTAOBgNVHQ8BAf8EBAMCAaYwDwYDVR0lBAgwBgYEVR0lADAPBgNVHRMB
#        Af8EBTADAQH/MCkGA1UdDgQiBCDadvMVYJ3hG7FgDW7vlVW20s0L8mVUn/ggI2l0
#        1ntSRTAKBggqhkjOPQQDAgNIADBFAiEAvX5+F+QnNPKX/Q/kFmkzOdRovEtgIylG
#        EArBHBpaqpkCIDNzXoW//ROIslbKToWexg/kwAH1HMhkm9doTyaDxc4k
#        -----END CERTIFICATE-----

#
# List of peers to send various requests to, including endorsement, query
# and event listener registration.
#
peers:
  peer0.org1.example.com:
    # this URL is used to send endorsement and query requests
    url: grpc://localhost:7051



    grpcOptions:
      grpc.http2.keepalive_time: 15
  #      ssl-target-name-override: peer0.org1.example.com
  #      negotiationType: TLS
  #      sslProvider: openSSL
  #      hostnameOverride: peer0.org1.example.com
  #      # TODO: The following causes a NoSuchMethodException to be thrown when sending proposals to the peer...
  #      # grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
  #
  #    tlsCACerts:
  #      pem: |
  #          -----BEGIN CERTIFICATE-----
  #          MIICZjCCAg2gAwIBAgIQT5LDpIbEhZ93KRfuBzhsPDAKBggqhkjOPQQDAjB2MQsw
  #          CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
  #          YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEfMB0GA1UEAxMWdGxz
  #          Y2Eub3JnMS5leGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQz
  #          MjlaMFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQH
  #          Ew1TYW4gRnJhbmNpc2NvMR8wHQYDVQQDExZwZWVyMC5vcmcxLmV4YW1wbGUuY29t
  #          MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+br01bZtM+KZswLnXiZK0f3bfSqt
  #          8+NnJc71NGx+VsUeU38jNl282Uo7A0PNKMQpr10BXomDl3jsTMK8E0aT16OBlzCB
  #          lDAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMC
  #          MAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgEkNmPHedLauZvdBejAlBvo4xhOWp
  #          2+VxGreyMCZtcicwKAYDVR0RBCEwH4IWcGVlcjAub3JnMS5leGFtcGxlLmNvbYIF
  #          cGVlcjAwCgYIKoZIzj0EAwIDRwAwRAIgdwC/WQ6wRHlTygTJJ8SiAoMrbDpTePhx
  #          Z2GEIu5RtMwCIBuJ8LTJnFZNivBbTFU/65lhCLpVj5R3j5KuaJ+dovF5
  #          -----END CERTIFICATE-----


  peer1.org1.example.com:
    url: grpc://localhost:7056

    grpcOptions:
      grpc.http2.keepalive_time: 15
    #      ssl-target-name-override: peer0.org1.example.com
    #      negotiationType: TLS
    #      sslProvider: openSSL
    #      hostnameOverride: peer1.org1.example.com

    #tlsCACerts:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/tls/server.crt



  peer0.org2.example.com:
    url: grpc://localhost:8051

#    grpcOptions:
#      ssl-target-name-override: peer0.org2.example.com
#      negotiationType: TLS
#      grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
#      sslProvider: openSSL
#      hostnameOverride: peer0.org2.example.com
#
#    tlsCACerts:
#      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt

#
# Fabric-CA is a special kind of Certificate Authority provided by Hyperledger Fabric which allows
# certificate management to be done via REST APIs. Application may choose to use a standard
# Certificate Authority instead of Fabric-CA, in which case this section would not be specified.
#
certificateAuthorities:
  ca-org1:
    url: http://localhost:7054
    # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    #    httpOptions:
    #      verify: true

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: #single entitiy
      enrollId: admin
      enrollSecret: adminpw
    # [Optional] The optional name of the CA.
    caName: ca0
  ca-org2:
    url: http://localhost:8054
      # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    httpOptions:
      verify: true
    tlsCACerts:
      path: peerOrganizations/org1.example.com/ca/org1.example.com-cert.pem

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: # as an array.
      -  enrollId: admin
         enrollSecret: adminpw
           # [Optional] The optional name of the CA.
        ## caName: ca0 no ca name!






thesis-work/client/src/test/java/jsonfiles/collections.json

[
    {
      "StaticCollectionConfig": {
        "name": "test",
        "policy": "OR('Org1MSP.member')",
        "requiredPeerCount": 0,
        "maximumPeerCount": 3,
        "blockToLive": 1000,
        "memberOnlyRead": true
      }
    }
]








thesis-work/client/src/test/java/jsonfiles/testData.json

{
  "testUsers": 100,
  "channels": {
    "issuerchannel": {
      "chaincodes": {
        "Issuer": {

        }
      }
    },
    "recorderchannel": {

    }
  }


}






thesis-work/client/src/test/java/yamlconfig/collections.yaml

  - StaticCollectionConfig: # protobuf oneof identifies type.
      name: "issuerCollections"
      blockToLive: 9999
      memberOnlyRead: true
      maximumPeerCount: 2
      requiredPeerCount: 2
      SignaturePolicyEnvelope: # protobuf oneOf identifies type
        identities:
          - user: {"role": {"name": "member", "mspId": "Org1MSP"}}
        policy:
          1-of:
            - signed-by: "user"







thesis-work/client/src/test/java/yamlconfig/collectionsk8sUiS.yaml

- StaticCollectionConfig: # protobuf oneof identifies type.
    name: "issuerCollections"
    blockToLive: 9999
    memberOnlyRead: true
    maximumPeerCount: 3
    requiredPeerCount: 3
    SignaturePolicyEnvelope: # protobuf oneOf identifies type
      identities:
        - user: {"role": {"name": "member", "mspId": "UiSMSP"}}
      policy:
        1-of:
          - signed-by: "user"







thesis-work/client/src/test/java/yamlconfig/endorsementK8s.yaml

---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - signed-by: "user"






thesis-work/client/src/test/java/yamlconfig/endorsementRecorder.yaml

---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "Org2MSP"}}
  org3: {"role": {"name": "member", "mspId": "Org3MSP"}} # admin role.

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"






thesis-work/client/src/test/java/yamlconfig/endorsementRecorderk8s.yaml

---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "UiTMSP"}}
  org3: {"role": {"name": "member", "mspId": "NTNUMSP"}} # .

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"






thesis-work/client/src/test/java/yamlconfig/endorsment.yaml

---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
  - signed-by: "user"






thesis-work/client/src/test/java/yamlconfig/test.yaml

name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  recorderchannel:
    orderers:
      - orderer.example.com
    peers:
      peer0.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

organizations:
  Org1:
    mspid: Org1MSP
    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com
    certificateAuthorities:
      - ca.org1.example.com

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgZ8s115jvpEl8mpzJ
        +wH8Yw+0vsBJm3Rzf8IIsWZX2fOhRANCAATlmreRqMIC+eR5c8xqV4GYpfoMrda0
        QcK3FdfubfP8gzPvYbN8ZZ6jE6Hs+AsXIKBOXe7/P6EFQ6seeLRSo0QU
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQB/QIMJFVn5h055qlSYQcMDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMS5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcxLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE5Zq3kajCAvnkeXPMaleBmKX6DK3WtEHC
        txXX7m3z/IMz72GzfGWeoxOh7PgLFyCgTl3u/z+hBUOrHni0UqNEFKNNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgGb9nGzTlLWib
        WXtHj+C6stc8LVqMyl6M5N55lwbgQHIwCgYIKoZIzj0EAwIDRwAwRAIgaO9vU+sJ
        NXqQkiH7jjK5osj+tR+cjdOBzCelU+1540YCIHQOh6AnTUZnn+fO6gx3ddfSSbUp
        hNop4YvXfH9TjGfJ
        -----END CERTIFICATE-----


  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
      - peer1.org2.example.com
    certificateAuthorities:
      - ca.org2.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgO5DHdDat6yqMLsy+
        c8J/AVZZs3n1/GLd57wdfSbyO9GhRANCAATIwoLeseZxhqbprlokDJQ7SKPPhoW9
        ncxnEl4kXwoe2qI95VonLVBmME3Bw1TMo7Ur7wCVw2hKZS/gw73XzURn
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGTCCAb+gAwIBAgIQI7Jq2RslmbAGXuoanecPzDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMi5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMi5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcyLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEyMKC3rHmcYam6a5aJAyUO0ijz4aFvZ3M
        ZxJeJF8KHtqiPeVaJy1QZjBNwcNUzKO1K+8AlcNoSmUv4MO9181EZ6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg8xISCLiFvtRz
        kSYclE2YWPwF3GrPg6x64lO7TED/M/MwCgYIKoZIzj0EAwIDSAAwRQIhAMbX6DjR
        AdQzXll46Au2/zYNIDhDhMHy4U6RVDA1OXIHAiAAu84tdd4WmZ3TWHCn2QuQBCOT
        Ycgc44YC+n5H2Gas6A==
        -----END CERTIFICATE-----



  Org3:
    mspid: Org3MSP
    peers:
      - peer0.org3.example.com
      - peer1.org3.example.com
    certificateAuthorities:
      - ca.org3.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgnickIf+l+rflOmJv
        5qTTIxuY2i99KfcBfmUNInUKURWhRANCAAQILHMNu8fNnleQDCYGM2ygGbAIpzks
        Ko3WyW9qXEcSeKNm/9f5xYbSwNTCvoOLGu9NkPsTeYCLzoRfNxBtjsav
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQIoo1eS9w5G7lymnMRcJixDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMy5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMy5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmczLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAECCxzDbvHzZ5XkAwmBjNsoBmwCKc5LCqN
        1slvalxHEnijZv/X+cWG0sDUwr6DixrvTZD7E3mAi86EXzcQbY7Gr6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg6jHi7q2TEQD9
        77Wt+JxAVkl4zDW7sjgG8CX7nNq09tgwCgYIKoZIzj0EAwIDRwAwRAIgaTzpc+Ow
        cb4M9wel/3On3YX0WuUoQr45g8PEgxSy8UMCIAE+1tRDFw5fMWmyhnBjcQCcKUQN
        75ZTjtV3ABdJao6f
        -----END CERTIFICATE-----
orderers:
  orderer.example.com:
    url: grpc://localhost:7050
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

peers:
  peer0.org1.example.com:
    url: grpc://localhost:6051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.org1.example.com:
    url: grpc://localhost:8051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer0.org2.example.com:
    url: grpc://localhost:9051

  peer1.org2.example.com:
    url: grpc://localhost:10051

  peer0.org3.example.com:
    url: grpc://localhost:11051

  peer1.org3.example.com:
    url: grpc://localhost:12051

certificateAuthorities:
  ca.org1.example.com:
    url: http://localhost:7054
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org2.example.com:
    url: http://localhost:7055
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org3.example.com:
    url: http://localhost:8055
    registrar:
      enrollId: admin
      enrollSecret: adminpw






thesis-work/client/src/test/java/yamlconfig/testLocalKubernetes.yaml

name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: UiS

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  universities:
    orderers:
      - orderer0.org1.com
      - orderer1.org1.com
      - orderer0.org2.com
      - orderer1.org2.com
    peers:
      peer0.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
organizations:
  UiS:
    mspid: UiSMSP
    peers:
      - peer0.universityofstavanger.no
      - peer1.universityofstavanger.no
      - peer2.universityofstavanger.no
    certificateAuthorities:
      - ca.universityofstavanger.no

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgX4EFwkDLOxbs0XRC
        6G2W7zsbAr7/y5Q7+2E04EZ2MwuhRANCAATSbAOmt3StFGiP64NLuY4vFoQIAXAF
        SyEvH5za/a+2d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6H
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICQTCCAeigAwIBAgIQWWQITeyqB0/M1PfVfbeqETAKBggqhkjOPQQDAjCBgzEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xITAfBgNVBAoTGHVuaXZlcnNpdHlvZnN0YXZhbmdlci5ubzEkMCIG
        A1UEAxMbY2EudW5pdmVyc2l0eW9mc3RhdmFuZ2VyLm5vMB4XDTIwMDUxNzA4MTEw
        MFoXDTMwMDUxNTA4MTEwMFowczELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlm
        b3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMScw
        JQYDVQQDDB5BZG1pbkB1bml2ZXJzaXR5b2ZzdGF2YW5nZXIubm8wWTATBgcqhkjO
        PQIBBggqhkjOPQMBBwNCAATSbAOmt3StFGiP64NLuY4vFoQIAXAFSyEvH5za/a+2
        d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6Ho00wSzAOBgNVHQ8BAf8E
        BAMCB4AwDAYDVR0TAQH/BAIwADArBgNVHSMEJDAigCB1QwwCdR8NmOolcmmtocH/
        gIlJmHGPX2NEEqRgTEJFgTAKBggqhkjOPQQDAgNHADBEAiBoUIrEUIeD6OC2xgxd
        o3w9zYJgfvazIGyH4laSzFeEDQIgdbGmRyeG6qHms5tCcbKaHnP8/1EU8FoxFpwh
        C60CDmc=
        -----END CERTIFICATE-----

  UiT:
    mspid: UiTMSP
    peers:
      - peer0.universityoftromso.no
      - peer1.universityoftromso.no
    certificateAuthorities:
      - ca.universityoftromso.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6eS2IwOtfC7Ok5eA
        aAxb2k5qonl1UsbGjj4LK+QKs/yhRANCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJ
        OcRzang/LlCRdjETIG50o+NrsBnapfXLbqzRhC9fKd+QIDoXAxImY+aW
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICOTCCAd+gAwIBAgIRAJU/TCoSf5TKcfY9SjiF8SgwCgYIKoZIzj0EAwIwfTEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xHjAcBgNVBAoTFXVuaXZlcnNpdHlvZnRyb21zby5ubzEhMB8GA1UE
        AxMYY2EudW5pdmVyc2l0eW9mdHJvbXNvLm5vMB4XDTIwMDUxNzA4MTEwMFoXDTMw
        MDUxNTA4MTEwMFowcDELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWEx
        FjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMSQwIgYDVQQD
        DBtBZG1pbkB1bml2ZXJzaXR5b2Z0cm9tc28ubm8wWTATBgcqhkjOPQIBBggqhkjO
        PQMBBwNCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJOcRzang/LlCRdjETIG50o+Nr
        sBnapfXLbqzRhC9fKd+QIDoXAxImY+aWo00wSzAOBgNVHQ8BAf8EBAMCB4AwDAYD
        VR0TAQH/BAIwADArBgNVHSMEJDAigCBO2ZpatBDLjL9jGbemYhgeA6dClzktR38G
        6Y1Aul9WXDAKBggqhkjOPQQDAgNIADBFAiEAo4DdyZOB2VtVV28NSLk/7WQ1ecSa
        ifLouIi96SyIr7gCIGvZpM+mvy8H6votZJh9UfvpFINJNIQ7E0I83osXIuFF
        -----END CERTIFICATE-----
  NTNU:
    mspid: NTNUMSP
    peers:
      - peer0.ntnu.no
      - peer1.ntnu.no
      - peer2.ntnu.no
    certificateAuthorities:
      - ca.ntnu.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgLaKH5x8XKNS/o6qj
        +ITn9d+dZHCyntO96U8qB+Szgk2hRANCAASNcwprqsXu9OJbQTkAYGduMj2Y0NyZ
        DGz1gjK1IV0UNybEFENQj1W5ox9qePu3S9iYRhfLbGi8Aup6UflvXk+t
        -----END PRIVATE KEY-----
    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICDjCCAbSgAwIBAgIQZsGo4eRnL5ykahsJJYy45DAKBggqhkjOPQQDAjBhMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEQMA4GA1UEChMHbnRudS5ubzETMBEGA1UEAxMKY2EubnRudS5ubzAe
        Fw0yMDA1MTcwODExMDBaFw0zMDA1MTUwODExMDBaMGIxCzAJBgNVBAYTAlVTMRMw
        EQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJhbmNpc2NvMQ4wDAYD
        VQQLEwVhZG1pbjEWMBQGA1UEAwwNQWRtaW5AbnRudS5ubzBZMBMGByqGSM49AgEG
        CCqGSM49AwEHA0IABI1zCmuqxe704ltBOQBgZ24yPZjQ3JkMbPWCMrUhXRQ3JsQU
        Q1CPVbmjH2p4+7dL2JhGF8tsaLwC6npR+W9eT62jTTBLMA4GA1UdDwEB/wQEAwIH
        gDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPO2o3k0RUWajUaYYI1JxjgTE+Ym
        KhjO5TWeUWyia/JpMAoGCCqGSM49BAMCA0gAMEUCIQCKVlkYbYzgReQ9yA/Ttegd
        d18MgXcy7zGiZTnhZWIbRAIgXTGiStvxKtR4UBr1fZsCTD1XcitpvMtRJm23EXi4
        YrI=
        -----END CERTIFICATE-----


orderers:
  orderer0.org1.com:
    url: grpc://localhost:32450
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org1.com:
    url: grpc://localhost:32451
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

  orderer0.org2.com:
    url: grpc://localhost:32452
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org2.com:
    url: grpc://localhost:32453
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true


peers:
  peer0.universityofstavanger.no:
    url: grpc://localhost:32500
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.universityofstavanger.no:
    url: grpc://localhost:32501
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer2.universityofstavanger.no:
    url: grpc://localhost:32502

  peer0.universityoftromso.no:
    url: grpc://localhost:32503

  peer1.universityoftromso.no:
    url: grpc://localhost:32504

  peer2.universityoftromso.no:
    url: grpc://localhost:32505

  peer0.ntnu.no:
    url: grpc://localhost:32506

  peer1.ntnu.no:
    url: grpc://localhost:32507

  peer2.ntnu.no:
    url: grpc://localhost:32508

certificateAuthorities:
  ca.universityofstavanger.no:
    url: http://localhost:32200
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.universityoftromso.no:
    url: http://localhost:32201
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.ntnu.no:
    url: http://localhost:32202
    registrar:
      enrollId: admin
      enrollSecret: adminpw






thesis-work/client/target/classes/META-INF/client.kotlin_module





thesis-work/client/target/classes/main/clientapplication/Utilities/ChaincodeOperations.class

package main.clientapplication.Utilities;
public synchronized class ChaincodeOperations {
    private static int WAIT_TIME;
    public void ChaincodeOperations();
    public static java.util.Collection Instantiate(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String[], java.util.Map, String, String, java.util.Collection) throws Exception;
    public static java.util.Collection Install(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String) throws java.io.IOException, org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.ProposalException;
    public static java.util.Collection QueryLedger(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String, java.util.Map, java.util.ArrayList, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.ProposalException, org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException;
    public static org.hyperledger.fabric.sdk.TransactionProposalRequest prepareRequest(org.hyperledger.fabric.sdk.HFClient, String, String, String, java.util.Map, java.util.ArrayList, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException, org.hyperledger.fabric.sdk.exception.ProposalException;
    public static java.util.Collection Invoke(org.hyperledger.fabric.sdk.TransactionProposalRequest, org.hyperledger.fabric.sdk.Channel, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException, org.hyperledger.fabric.sdk.exception.ProposalException;
    private static org.hyperledger.fabric.sdk.ChaincodeID getChainCodeID(String, String);
    static void <clinit>();
}







thesis-work/client/target/classes/main/clientapplication/Utilities/FabricUser.class

package main.clientapplication.Utilities;
public synchronized class FabricUser implements org.hyperledger.fabric.sdk.User, java.io.Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private java.util.Set roles;
    private org.hyperledger.fabric.sdk.Enrollment enrollment;
    private String id;
    private String org;
    public void FabricUser();
    public void FabricUser(String, String, String, org.hyperledger.fabric.sdk.Enrollment);
    public String getOrg();
    public void setOrg(String);
    public String getName();
    public java.util.Set getRoles();
    public String getAccount();
    public String getAffiliation();
    public org.hyperledger.fabric.sdk.Enrollment getEnrollment();
    public String getMspId();
    public String toString();
}







thesis-work/client/target/classes/main/clientapplication/Utilities/Utils.class

package main.clientapplication.Utilities;
public synchronized class Utils {
    public void Utils();
    public static java.io.InputStream generateTarGzInputStream(java.io.File, String) throws java.io.IOException;
}







thesis-work/client/target/classes/main/clientapplication/Utilities/Wallet.class

package main.clientapplication.Utilities;
public synchronized class Wallet {
    private String caURL;
    public void Wallet(String);
    public static FabricUser register(org.hyperledger.fabric_ca.sdk.HFCAClient, String, String, String, FabricUser) throws Exception;
    public static org.hyperledger.fabric.sdk.HFClient getHFClient(FabricUser) throws Exception;
    public static org.hyperledger.fabric_ca.sdk.HFCAClient getHFCAClient(String, java.util.Properties) throws Exception;
    public static String getID(String);
}







thesis-work/client/target/classes/main/java/com/bchain/chaincode/Objects/ChaincodeObject.class

package main.java.com.bchain.chaincode.Objects;
public abstract synchronized class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid;
    public void ChaincodeObject();
    public String getKey();
    public void setKey(String);
    public void setHash();
    public boolean getValid();
    public void setValid(boolean);
    public Object toObject(String) throws java.io.IOException;
    public String toJson();
    public String getTxid();
    public void setTxid(String);
    public String getHash();
    public void setHash(String);
    public boolean isValid();
}







thesis-work/client/target/classes/main/java/com/bchain/chaincode/Objects/Credential.class

package main.java.com.bchain.chaincode.Objects;
public synchronized class Credential extends ChaincodeObject implements java.io.Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private java.util.ArrayList requiredAgreement;
    private java.util.ArrayList signatures;
    private String qualId;
    public void Credential(String, String, byte[], String[], String);
    public void Credential();
    public String getSubject();
    public void setSubject(String);
    public String getDescription();
    public void setDescription(String);
    public byte[] getData();
    public void setData(byte[]);
    public java.util.ArrayList getRequiredAgreement();
    public void setRequiredAgreement(java.util.ArrayList);
    public java.util.ArrayList getSignatures();
    public void setSignatures(java.util.ArrayList);
    public String getQualId();
    public void setQualIdId(String);
    public String getHash();
    public void setHash();
    public boolean compare(String);
}







thesis-work/client/target/classes/main/java/com/bchain/chaincode/Objects/CredentialProof.class

package main.java.com.bchain.chaincode.Objects;
public synchronized class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private java.util.ArrayList data;
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;
    public void CredentialProof(String, String, int, int, String[], String);
    public String getParentCredentialProof();
    public void addData(ChaincodeObject);
    public void setParentcredentProof(String);
    public void setCredentials(int);
    public void setData(java.util.ArrayList);
    public void setHash(String);
    public String getCreatedByOrg();
    public void setCreatedByOrg(String);
    public void extendData(java.util.ArrayList);
    public java.util.ArrayList getData();
    public void setParentCredentialProof(String);
    public void CredentialProof();
    public String getSubject();
    public void setSubject(String);
    public int getCredentials();
    public void setQuorum(int);
    public int getQuorum();
    public String[] getProvidedCredentials();
    public void setProvidedCredentials(String[]);
    public String getDescription();
    public void setDescription(String);
    public String[] getOwners();
    public void setOwners(String[]);
    public String getHash();
    public void setHash();
    public String getParentcredentProof();
}







thesis-work/client/target/classes/main/java/com/bchain/chaincode/Objects/Trie.class

package main.java.com.bchain.chaincode.Objects;
public synchronized class Trie extends ChaincodeObject implements java.io.Serializable {
    private TrieNode root;
    private java.util.LinkedHashMap owners;
    public TrieNode getRoot();
    public void setRoot(TrieNode);
    public void Trie();
    public void insert(String, String);
    private void insert(java.util.LinkedList, String, TrieNode);
    public boolean containsKey(String);
    public TrieNode getNode(String);
    public String getObjectAtNode(String);
    private TrieNode traverseTree(java.util.LinkedList, TrieNode);
    public java.util.Map getOwners();
    public void setOwners(java.util.LinkedHashMap);
}







thesis-work/client/target/classes/main/java/com/bchain/chaincode/Objects/TrieNode.class

package main.java.com.bchain.chaincode.Objects;
public synchronized class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid;
    public boolean leaf;
    private java.util.LinkedHashMap children;
    public void TrieNode(String);
    public void TrieNode();
    public java.util.Map getChildren();
    public void setLeaf(boolean);
    public boolean isLeaf();
    public String getHashObject();
    public void setHashObject(String);
    public void setChildren(java.util.LinkedHashMap);
    public boolean isValid();
    public void setValid(boolean);
    public String[] getOwners();
    public void setOwners(String[]);
}







thesis-work/client/target/classes/test/java/PrepareRequest.class

package test.java;
public synchronized class PrepareRequest {
    private java.util.Map trannsientField;
    private java.util.ArrayList args;
    private org.hyperledger.fabric.sdk.Channel channel;
    private org.hyperledger.fabric.sdk.HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private org.hyperledger.fabric.sdk.TransactionProposalRequest proposalRequest;
    java.util.Collection peers;
    public void PrepareRequest(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, String, String, String, java.util.Collection, java.util.ArrayList, java.util.Map, boolean);
    public void initChannel();
    public void prepareRequest();
    public java.util.Map getTransientField();
    public java.util.Collection forwardRequest() throws Exception;
    public void setTrannsientField(java.util.Map);
    public java.util.ArrayList getArgs();
    public void setArgs(java.util.ArrayList);
    public org.hyperledger.fabric.sdk.Channel getChannel();
    public void setChannel(org.hyperledger.fabric.sdk.Channel);
    public org.hyperledger.fabric.sdk.HFClient getClient();
    public void setClient(org.hyperledger.fabric.sdk.HFClient);
    public String getFcn();
    public void setFcn(String);
    public String getChaincodeName();
    public void setChaincodeName(String);
    public String getChaincodeVersion();
    public void setChaincodeVersion(String);
    public java.util.Collection getPeers();
    public void setPeers(java.util.Collection);
}







thesis-work/client/target/classes/test/java/WorkFlowTest.class

package test.java;
public synchronized class WorkFlowTest {
    private static org.hyperledger.fabric.sdk.NetworkConfig config;
    private static String path;
    private static java.util.HashMap users;
    private static java.util.HashMap chaincodeDef;
    private static java.util.HashMap initParams;
    private static java.util.HashMap ownersOfChaincode;
    private static java.util.HashMap orgOwners;
    private static java.util.HashMap usersOfChaincode;
    private static java.util.HashMap responsesForFunc;
    private String ts;
    java.util.concurrent.ExecutorService executorService;
    public void WorkFlowTest();
    private void initConfig();
    public void testRegisterUsers() throws Exception;
    public void testDistributeOwnersAndUsers();
    public void testInitChaincode() throws Exception;
    public void testStartIssuers() throws Exception;
    public void testRegisterCredentials() throws Exception;
    public void testConfirmCredential() throws Exception;
    public void testAggregation() throws Exception;
    public void testVerify() throws Exception;
    public void testRevoke() throws Exception;
    private void appendUser(String, StringBuilder, boolean);
    private transient java.util.ArrayList getPeers(org.hyperledger.fabric.sdk.Channel, boolean, String[]) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void addAffiliation(org.hyperledger.fabric_ca.sdk.HFCAClient, org.hyperledger.fabric.sdk.User, String);
    private org.hyperledger.fabric.sdk.Channel getChannel(String, org.hyperledger.fabric.sdk.HFClient) throws Exception;
    private org.hyperledger.fabric.sdk.HFClient createInstance(org.hyperledger.fabric.sdk.NetworkConfig$UserInfo) throws Exception;
    private org.hyperledger.fabric.sdk.BlockEvent forWardToOrderer(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, java.util.Collection, boolean) throws InterruptedException, java.util.concurrent.ExecutionException;
    private java.util.ArrayList getSuccesfulResponses(java.util.Collection);
    private void handleResponses(java.util.Collection);
    public static org.hyperledger.fabric.sdk.HFClient createInstancewithUserContext(String, org.hyperledger.fabric.sdk.NetworkConfig) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void forwardQueryToPeers(PrepareRequest, java.util.ArrayList);
    private void forwardInstantiateToPeers(org.hyperledger.fabric.sdk.HFClient, java.util.HashMap, String[], org.hyperledger.fabric.sdk.Channel, String, java.util.ArrayList, java.util.Collection, java.util.ArrayList);
    private void sendToOrderAndAssert(java.util.Collection, org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void forwardInvoke(PrepareRequest, java.util.ArrayList, int);
    static void <clinit>();
}







thesis-work/client/target/client-1.0-SNAPSHOT.jar




META-INF/MANIFEST.MF


Manifest-Version: 1.0

Archiver-Version: Plexus Archiver

Created-By: Apache Maven 3.6.3

Built-By: simenjakobsen

Build-Jdk: 13.0.2













ChaincodeConfig.class


public synchronized class ChaincodeConfig {
    public void ChaincodeConfig();
}










test/java/WorkFlowTest.class


package test.java;
public synchronized class WorkFlowTest {
    private static org.hyperledger.fabric.sdk.NetworkConfig config;
    private static String path;
    private static java.util.HashMap users;
    private static java.util.HashMap chaincodeDef;
    private static java.util.HashMap initParams;
    private static java.util.HashMap ownersOfChaincode;
    private static java.util.HashMap orgOwners;
    private static java.util.HashMap usersOfChaincode;
    private static java.util.HashMap responsesForFunc;
    private String ts;
    java.util.concurrent.ExecutorService executorService;
    public void WorkFlowTest();
    private void initConfig();
    public static org.hyperledger.fabric.sdk.HFClient createInstancewithUserContext(String, org.hyperledger.fabric.sdk.NetworkConfig) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    public void testRegisterUsers() throws Exception;
    public void testDistributeOwnersAndUsers();
    public void testInitChaincode() throws Exception;
    public void testStartIssuers() throws Exception;
    public void testRegisterCredentials() throws Exception;
    public void testConfirmCredential() throws Exception;
    public void testAggregation() throws Exception;
    public void testVerify() throws Exception;
    public void testRevoke() throws Exception;
    private void appendUser(String, StringBuilder, boolean);
    private transient java.util.ArrayList getPeers(org.hyperledger.fabric.sdk.Channel, boolean, String[]) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void addAffiliation(org.hyperledger.fabric_ca.sdk.HFCAClient, org.hyperledger.fabric.sdk.User, String);
    private org.hyperledger.fabric.sdk.Channel getChannel(String, org.hyperledger.fabric.sdk.HFClient) throws Exception;
    private org.hyperledger.fabric.sdk.HFClient createInstance(org.hyperledger.fabric.sdk.NetworkConfig$UserInfo) throws Exception;
    private void forWardToOrderer(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, java.util.Collection) throws InterruptedException, java.util.concurrent.ExecutionException;
    private java.util.ArrayList getSuccesfulResponses(java.util.Collection);
    private void handleResponses(java.util.Collection);
    private void forwardQueryToPeers(PrepareRequest, java.util.ArrayList);
    private void forwardInstantiateToPeers(org.hyperledger.fabric.sdk.HFClient, java.util.HashMap, String[], org.hyperledger.fabric.sdk.Channel, String, java.util.ArrayList, java.util.Collection, java.util.ArrayList);
    private void sendToOrderAndAssert(java.util.Collection, org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void forwardInvoke(PrepareRequest, java.util.ArrayList);
    static void <clinit>();
}










test/java/PrepareRequest.class


package test.java;
public synchronized class PrepareRequest {
    private java.util.Map trannsientField;
    private java.util.ArrayList args;
    private org.hyperledger.fabric.sdk.Channel channel;
    private org.hyperledger.fabric.sdk.HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private org.hyperledger.fabric.sdk.TransactionProposalRequest proposalRequest;
    java.util.Collection peers;
    public void PrepareRequest(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, String, String, String, java.util.Collection, java.util.ArrayList, java.util.Map, boolean);
    public void initChannel();
    public void prepareRequest();
    public java.util.Map getTransientField();
    public java.util.Collection forwardRequest() throws Exception;
    public void setTrannsientField(java.util.Map);
    public java.util.ArrayList getArgs();
    public void setArgs(java.util.ArrayList);
    public org.hyperledger.fabric.sdk.Channel getChannel();
    public void setChannel(org.hyperledger.fabric.sdk.Channel);
    public org.hyperledger.fabric.sdk.HFClient getClient();
    public void setClient(org.hyperledger.fabric.sdk.HFClient);
    public String getFcn();
    public void setFcn(String);
    public String getChaincodeName();
    public void setChaincodeName(String);
    public String getChaincodeVersion();
    public void setChaincodeVersion(String);
    public java.util.Collection getPeers();
    public void setPeers(java.util.Collection);
}










main/clientapplication/Utilities/FabricUser.class


package main.clientapplication.Utilities;
public synchronized class FabricUser implements org.hyperledger.fabric.sdk.User, java.io.Serializable {
    private String name;
    private String account;
    private String affiliation;
    private String mspId;
    private java.util.Set roles;
    private org.hyperledger.fabric.sdk.Enrollment enrollment;
    private String id;
    private String org;
    public void FabricUser();
    public void FabricUser(String, String, String, org.hyperledger.fabric.sdk.Enrollment);
    public String getOrg();
    public void setOrg(String);
    public String getName();
    public java.util.Set getRoles();
    public String getAccount();
    public String getAffiliation();
    public org.hyperledger.fabric.sdk.Enrollment getEnrollment();
    public String getMspId();
    public String toString();
}










main/clientapplication/Utilities/ChaincodeOperations.class


package main.clientapplication.Utilities;
public synchronized class ChaincodeOperations {
    private static int WAIT_TIME;
    public void ChaincodeOperations();
    public static java.util.Collection Instantiate(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String[], java.util.Map, String, String, java.util.Collection) throws Exception;
    public static java.util.Collection Install(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String) throws java.io.IOException, org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.ProposalException;
    public static java.util.Collection QueryLedger(org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, String, String, String, java.util.Map, java.util.ArrayList, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.ProposalException, org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException;
    public static org.hyperledger.fabric.sdk.TransactionProposalRequest prepareRequest(org.hyperledger.fabric.sdk.HFClient, String, String, String, java.util.Map, java.util.ArrayList, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException, org.hyperledger.fabric.sdk.exception.ProposalException;
    public static java.util.Collection Invoke(org.hyperledger.fabric.sdk.TransactionProposalRequest, org.hyperledger.fabric.sdk.Channel, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException, org.hyperledger.fabric.sdk.exception.TransactionException, org.hyperledger.fabric.sdk.exception.ProposalException;
    private static org.hyperledger.fabric.sdk.ChaincodeID getChainCodeID(String, String);
    static void <clinit>();
}










main/clientapplication/Utilities/Utils.class


package main.clientapplication.Utilities;
public synchronized class Utils {
    public void Utils();
    public static java.io.InputStream generateTarGzInputStream(java.io.File, String) throws java.io.IOException;
}










main/clientapplication/Utilities/Wallet.class


package main.clientapplication.Utilities;
public synchronized class Wallet {
    private String caURL;
    public void Wallet(String);
    public static FabricUser register(org.hyperledger.fabric_ca.sdk.HFCAClient, String, String, String, FabricUser) throws Exception;
    public static org.hyperledger.fabric.sdk.HFClient getHFClient(FabricUser) throws Exception;
    public static org.hyperledger.fabric_ca.sdk.HFCAClient getHFCAClient(String, java.util.Properties) throws Exception;
    public static String getID(String);
}










main/java/com/bchain/chaincode/Objects/TrieNode.class


package main.java.com.bchain.chaincode.Objects;
public synchronized class TrieNode {
    public String hashObject;
    public String[] owners;
    public boolean isValid;
    public boolean leaf;
    private java.util.LinkedHashMap children;
    public void TrieNode(String);
    public void TrieNode();
    public java.util.Map getChildren();
    public void setLeaf(boolean);
    public boolean isLeaf();
    public String getHashObject();
    public void setHashObject(String);
    public void setChildren(java.util.LinkedHashMap);
    public boolean isValid();
    public void setValid(boolean);
    public String[] getOwners();
    public void setOwners(String[]);
}










main/java/com/bchain/chaincode/Objects/CredentialProof.class


package main.java.com.bchain.chaincode.Objects;
public synchronized class CredentialProof extends ChaincodeObject {
    private String subject;
    private String parentcredentProof;
    private String description;
    private int quorum;
    private int credentials;
    private java.util.ArrayList data;
    private String[] providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;
    public void CredentialProof(String, String, int, int, String[], String);
    public String getParentCredentialProof();
    public void addData(ChaincodeObject);
    public void setParentcredentProof(String);
    public void setCredentials(int);
    public void setData(java.util.ArrayList);
    public void setHash(String);
    public String getCreatedByOrg();
    public void setCreatedByOrg(String);
    public void extendData(java.util.ArrayList);
    public java.util.ArrayList getData();
    public void setParentCredentialProof(String);
    public void CredentialProof();
    public String getSubject();
    public void setSubject(String);
    public int getCredentials();
    public void setQuorum(int);
    public int getQuorum();
    public String[] getProvidedCredentials();
    public void setProvidedCredentials(String[]);
    public String getDescription();
    public void setDescription(String);
    public String[] getOwners();
    public void setOwners(String[]);
    public String getHash();
    public void setHash();
    public String getParentcredentProof();
}










main/java/com/bchain/chaincode/Objects/Credential.class


package main.java.com.bchain.chaincode.Objects;
public synchronized class Credential extends ChaincodeObject implements java.io.Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private java.util.ArrayList requiredAgreement;
    private java.util.ArrayList signatures;
    private String qualId;
    public void Credential(String, String, byte[], String[], String);
    public void Credential();
    public String getSubject();
    public void setSubject(String);
    public String getDescription();
    public void setDescription(String);
    public byte[] getData();
    public void setData(byte[]);
    public java.util.ArrayList getRequiredAgreement();
    public void setRequiredAgreement(java.util.ArrayList);
    public java.util.ArrayList getSignatures();
    public void setSignatures(java.util.ArrayList);
    public String getQualId();
    public void setQualIdId(String);
    public String getHash();
    public void setHash();
    public boolean compare(String);
}










main/java/com/bchain/chaincode/Objects/ChaincodeObject.class


package main.java.com.bchain.chaincode.Objects;
public abstract synchronized class ChaincodeObject {
    public String hash;
    private String key;
    private String txid;
    private boolean valid;
    public void ChaincodeObject();
    public String getKey();
    public void setKey(String);
    public void setHash();
    public boolean getValid();
    public void setValid(boolean);
    public Object toObject(String) throws java.io.IOException;
    public String toJson();
    public String getTxid();
    public void setTxid(String);
    public String getHash();
    public void setHash(String);
    public boolean isValid();
}










main/java/com/bchain/chaincode/Objects/Trie.class


package main.java.com.bchain.chaincode.Objects;
public synchronized class Trie extends ChaincodeObject implements java.io.Serializable {
    private TrieNode root;
    private java.util.LinkedHashMap owners;
    public TrieNode getRoot();
    public void setRoot(TrieNode);
    public void Trie();
    public void insert(String, String);
    private void insert(java.util.LinkedList, String, TrieNode);
    public boolean containsKey(String);
    public TrieNode getNode(String);
    public String getObjectAtNode(String);
    private TrieNode traverseTree(java.util.LinkedList, TrieNode);
    public java.util.Map getOwners();
    public void setOwners(java.util.LinkedHashMap);
}










META-INF/maven/fabric/client/pom.xml


 
     4.0.0
     fabric
     client
     1.0-SNAPSHOT
     
         1.8
         1.8
         5.4.0
    
     
        
         
             org.hyperledger.fabric-sdk-java
             fabric-sdk-java
             1.4.8
        
        
         
             com.fasterxml.jackson.dataformat
             jackson-dataformat-yaml
             2.10.3
        
        
         
             org.junit.jupiter
             junit-jupiter-api
             ${junit.jupiter.version}
             compile
        
         
             org.junit.jupiter
             junit-jupiter-params
             ${junit.jupiter.version}
             test
        
         
             org.junit.jupiter
             junit-jupiter-engine
             ${junit.jupiter.version}
             test
        

         
             com.github.javafaker
             javafaker
             0.12
        
         
             com.fasterxml.jackson.core
             jackson-databind
             2.10.0.pr2
        
    
     
         src
         
             
                 src/test/java
                 
                     **/*.java
                
            
        
         
        
         
             org.apache.maven.plugins
             maven-surefire-plugin
             2.22.1
        
         
             maven-compiler-plugin
             3.1
             
                 1.8
                 1.8
            
        
        
    










META-INF/maven/fabric/client/pom.properties


#Generated by Maven
#Wed May 27 11:56:03 CEST 2020
groupId=fabric
artifactId=client
version=1.0-SNAPSHOT











thesis-work/client/target/maven-archiver/pom.properties

#Generated by Maven
#Wed May 27 11:56:03 CEST 2020
groupId=fabric
artifactId=client
version=1.0-SNAPSHOT







thesis-work/client/target/maven-status/maven-compiler-plugin/compile/default-compile/createdFiles.lst

main/clientapplication/Utilities/ChaincodeOperations.class
main/java/com/bchain/chaincode/Objects/ChaincodeObject.class
test/java/WorkFlowTest.class
main/java/com/bchain/chaincode/Objects/TrieNode.class
main/clientapplication/Utilities/Utils.class
main/clientapplication/Utilities/Wallet.class
main/java/com/bchain/chaincode/Objects/Trie.class
main/clientapplication/Utilities/FabricUser.class
ChaincodeConfig.class
main/java/com/bchain/chaincode/Objects/Credential.class
test/java/PrepareRequest.class
main/java/com/bchain/chaincode/Objects/CredentialProof.class







thesis-work/client/target/maven-status/maven-compiler-plugin/compile/default-compile/inputFiles.lst

/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/com/bchain/chaincode/Objects/TrieNode.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/ChaincodeConfig.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/clientapplication/Utilities/Utils.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/clientapplication/Utilities/FabricUser.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/test/java/WorkFlowTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/com/bchain/chaincode/Objects/ChaincodeObject.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/test/java/PrepareRequest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/clientapplication/Utilities/Wallet.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/com/bchain/chaincode/Objects/Credential.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/com/bchain/chaincode/Objects/CredentialProof.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/java/com/bchain/chaincode/Objects/Trie.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/main/clientapplication/Utilities/ChaincodeOperations.java







thesis-work/client/target/maven-status/maven-compiler-plugin/testCompile/default-testCompile/createdFiles.lst

test/java/WorkFlowTest.class
test/java/PrepareRequest.class







thesis-work/client/target/maven-status/maven-compiler-plugin/testCompile/default-testCompile/inputFiles.lst

/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/test/java/WorkFlowTest.java
/Users/simenjakobsen/Documents/MASTER/fabric/basic-network/client/src/test/java/PrepareRequest.java







thesis-work/client/target/test-classes/connection.yaml

#
# Copyright Fujitsu Australia Software Technology, IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#
#
# The network connection profile provides client applications the information about the target
# blockchain network that are necessary for the applications to interact with it. These are all
# knowledge that must be acquired from out-of-band sources. This file provides such a source.
#
name: "Network-Config-Test"

#
# Any properties with an "x-" prefix will be treated as application-specific, exactly like how naming
# in HTTP headers or swagger properties work. The SDK will simply ignore these fields and leave
# them for the applications to process. This is a mechanism for different components of an application
# to exchange information that are not part of the standard schema described below. In particular,
# the "x-type" property with the "hlfv1" value example below is used by Hyperledger Composer to
# determine the type of Fabric networks (v0.6 vs. v1.0) it needs to work with.
#
x-type: "hlfv1"

#
# Describe what the target network is/does.
#
description: "The network used in the integration tests"

#
# Schema version of the content. Used by the SDK to apply the corresponding parsing rules.
#
version: 1.0.0

#
# The client section is SDK-specific. The sample below is for the node.js SDK
#
client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific
  credentialStore:
    # [Optional]. Specific to FileKeyValueStore.js or similar implementations in other SDKs. Can be others
    # if using an alternative impl. For instance, CouchDBKeyValueStore.js would require an object
    # here for properties like url, db name, etc.
    path: "/tmp/hfc-kvs"

    # [Optional]. Specific to the CryptoSuite implementation. Software-based implementations like
    # CryptoSuite_ECDSA_AES.js in node SDK requires a key store. PKCS#11 based implementations does
    # not.
    cryptoStore:
      # Specific to the underlying KeyValueStore that backs the crypto key store.
      path: "/tmp/hfc-cvs"

    # [Optional]. Specific to Composer environment
    wallet: wallet-name

#
# [Optional]. But most apps would have this section so that channel objects can be constructed
# based on the content below. If an app is creating channels, then it likely will not need this
# section.
#
channels:
  # name of the channel
  foo:
    # Required. list of orderers designated by the application to use for transactions on this
    # channel. This list can be a result of access control ("org1" can only access "ordererA"), or
    # operational decisions to share loads from applications among the orderers.  The values must
    # be "names" of orgs defined under "organizations/peers"
    orderers:
      - orderer.example.com

    # Required. list of peers from participating orgs
    peers:
      peer0.org1.example.com:
        # [Optional]. will this peer be sent transaction proposals for endorsement? The peer must
        # have the chaincode installed. The app can also use this property to decide which peers
        # to send the chaincode install request. Default: true
        endorsingPeer: true

        # [Optional]. will this peer be sent query proposals? The peer must have the chaincode
        # installed. The app can also use this property to decide which peers to send the
        # chaincode install request. Default: true
        chaincodeQuery: true

        # [Optional]. will this peer be sent query proposals that do not require chaincodes, like
        # queryBlock(), queryTransaction(), etc. Default: true
        ledgerQuery: true

        # [Optional]. will this peer be the target of the SDK's listener registration? All peers can
        # produce events but the app typically only needs to connect to one to listen to events.
        # Default: true
        eventSource: true

      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

    # [Optional]. what chaincodes are expected to exist on this channel? The application can use
    # this information to validate that the target peers are in the expected state by comparing
    # this list with the query results of getInstalledChaincodes() and getInstantiatedChaincodes()
    chaincodes:
      # the format follows the "cannonical name" of chaincodes by fabric code
      - example02:v1
      - marbles:1.0

#
# list of participating organizations in this network
#
organizations:
  Org1:
    mspid: Org1MSP

    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com

    # [Optional]. Certificate Authorities issue certificates for identification purposes in a Fabric based
    # network. Typically certificates provisioning is done in a separate process outside of the
    # runtime network. Fabric-CA is a special certificate authority that provides a REST APIs for
    # dynamic certificate management (enroll, revoke, re-enroll). The following section is only for
    # Fabric-CA servers.
    certificateAuthorities:
      - ca-org1

    # [Optional]. If the application is going to make requests that are reserved to organization
    # administrators, including creating/updating channels, installing/instantiating chaincodes, it
    # must have access to the admin identity represented by the private key and signing certificate.
    # Both properties can be the PEM string or local path to the PEM file. Note that this is mainly for
    # convenience in development mode, production systems should not expose sensitive information
    # this way. The SDK should allow applications to set the org admin identity via APIs, and only use
    # this route as an alternative when it exists.
    adminPrivateKey:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/keystore/6b32e59640c594cf633ad8c64b5958ef7e5ba2a205cfeefd44a9e982ce624d93_sk
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgpANnM2zJ/oz7c31B
        ahODy1OSvibxUHpQ/1xiUleYvH+hRANCAAS1d3Y0ZtaqIrifI92pNvkFlgD2rSan
        O/YCrqMzkJFp1OyZZEORkrNuho+iUFNKRngXvVOYEzRAC7HfWmiMyar/
        -----END PRIVATE KEY-----
    signedCert:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp/signcerts/Admin@org1.example.com-cert.pem
      pem: |
            -----BEGIN CERTIFICATE-----
            MIICGjCCAcCgAwIBAgIRAPDmqtljAyXFJ06ZnQjXqbMwCgYIKoZIzj0EAwIwczEL
            MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
            cmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh
            Lm9yZzEuZXhhbXBsZS5jb20wHhcNMTcwNjIyMTIwODQyWhcNMjcwNjIwMTIwODQy
            WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN
            U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWQWRtaW5Ab3JnMS5leGFtcGxlLmNvbTBZ
            MBMGByqGSM49AgEGCCqGSM49AwEHA0IABJve76Fj5T8Vm+FgM3p3TwcnW/npQlTL
            P+fY0fImBODqQLTkBokx4YiKcQXQl4m1EM1VAbOhAlBiOfNRNL0W8aGjTTBLMA4G
            A1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPz3drAqBWAE
            CNC+nZdSr8WfZJULchyss2O1uVoP6mIWMAoGCCqGSM49BAMCA0gAMEUCIQDatF1P
            L7SavLsmjbFxdeVvLnDPJuCFaAdr88oE2YuAvwIgDM4qXAcDw/AhyQblWR4F4kkU
            NHvr441QC85U+V4UQWY=
            -----END CERTIFICATE-----

  # the profile will contain public information about organizations other than the one it belongs to.
  # These are necessary information to make transaction lifecycles work, including MSP IDs and
  # peers with a public URL to send transaction proposals. The file will not contain private
  # information reserved for members of the organization, such as admin key and certificate,
  # fabric-ca registrar enroll ID and secret, etc.
  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
    certificateAuthorities:
      - ca-org2

#
# List of orderers to send transaction and channel create/update requests to. For the time
# being only one orderer is needed. If more than one is defined, which one get used by the
# SDK is implementation specific. Consult each SDK's documentation for its handling of orderers.
#
orderers:
  orderer.example.com:
    url: grpc://localhost:7050

    # these are standard properties defined by the gRPC library
    # they will be passed in as-is to gRPC client constructor
    grpcOptions:
      #      ssl-target-name-override: orderer.example.com
      #      sslProvider: openSSL
      #      negotiationType: TLS
      #      hostnameOverride: orderer.example.com
      grpc-max-send-message-length: 15
      grpc.keepalive_time_ms: 360000
      grpc.keepalive_timeout_ms: 180000
      grpc.keepalive_without_calls: true

    # src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/ordererOrganizations/example.com/tlsca
#    tlsCACerts:
#      pem: |
#        -----BEGIN CERTIFICATE-----
#        MIICNjCCAdygAwIBAgIRALBAjQY2Wfpwz6/bqKvkeAowCgYIKoZIzj0EAwIwbDEL
#        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
#        cmFuY2lzY28xFDASBgNVBAoTC2V4YW1wbGUuY29tMRowGAYDVQQDExF0bHNjYS5l
#        eGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQzMjlaMGwxCzAJ
#        BgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJh
#        bmNpc2NvMRQwEgYDVQQKEwtleGFtcGxlLmNvbTEaMBgGA1UEAxMRdGxzY2EuZXhh
#        bXBsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAAR/LJmaZdt0jZMgTfsQ
#        vLkJTCDG4m8lNdtQI5VoCpKKSxMlFKUPU54ofttW2Vn76hm7/eK+Lq09LRgJheo1
#        6y47o18wXTAOBgNVHQ8BAf8EBAMCAaYwDwYDVR0lBAgwBgYEVR0lADAPBgNVHRMB
#        Af8EBTADAQH/MCkGA1UdDgQiBCDadvMVYJ3hG7FgDW7vlVW20s0L8mVUn/ggI2l0
#        1ntSRTAKBggqhkjOPQQDAgNIADBFAiEAvX5+F+QnNPKX/Q/kFmkzOdRovEtgIylG
#        EArBHBpaqpkCIDNzXoW//ROIslbKToWexg/kwAH1HMhkm9doTyaDxc4k
#        -----END CERTIFICATE-----

#
# List of peers to send various requests to, including endorsement, query
# and event listener registration.
#
peers:
  peer0.org1.example.com:
    # this URL is used to send endorsement and query requests
    url: grpc://localhost:7051



    grpcOptions:
      grpc.http2.keepalive_time: 15
  #      ssl-target-name-override: peer0.org1.example.com
  #      negotiationType: TLS
  #      sslProvider: openSSL
  #      hostnameOverride: peer0.org1.example.com
  #      # TODO: The following causes a NoSuchMethodException to be thrown when sending proposals to the peer...
  #      # grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
  #
  #    tlsCACerts:
  #      pem: |
  #          -----BEGIN CERTIFICATE-----
  #          MIICZjCCAg2gAwIBAgIQT5LDpIbEhZ93KRfuBzhsPDAKBggqhkjOPQQDAjB2MQsw
  #          CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
  #          YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEfMB0GA1UEAxMWdGxz
  #          Y2Eub3JnMS5leGFtcGxlLmNvbTAeFw0xODAyMjUxMjQzMjlaFw0yODAyMjMxMjQz
  #          MjlaMFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQH
  #          Ew1TYW4gRnJhbmNpc2NvMR8wHQYDVQQDExZwZWVyMC5vcmcxLmV4YW1wbGUuY29t
  #          MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE+br01bZtM+KZswLnXiZK0f3bfSqt
  #          8+NnJc71NGx+VsUeU38jNl282Uo7A0PNKMQpr10BXomDl3jsTMK8E0aT16OBlzCB
  #          lDAOBgNVHQ8BAf8EBAMCBaAwHQYDVR0lBBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMC
  #          MAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgEkNmPHedLauZvdBejAlBvo4xhOWp
  #          2+VxGreyMCZtcicwKAYDVR0RBCEwH4IWcGVlcjAub3JnMS5leGFtcGxlLmNvbYIF
  #          cGVlcjAwCgYIKoZIzj0EAwIDRwAwRAIgdwC/WQ6wRHlTygTJJ8SiAoMrbDpTePhx
  #          Z2GEIu5RtMwCIBuJ8LTJnFZNivBbTFU/65lhCLpVj5R3j5KuaJ+dovF5
  #          -----END CERTIFICATE-----


  peer1.org1.example.com:
    url: grpc://localhost:7056

    grpcOptions:
      grpc.http2.keepalive_time: 15
    #      ssl-target-name-override: peer0.org1.example.com
    #      negotiationType: TLS
    #      sslProvider: openSSL
    #      hostnameOverride: peer1.org1.example.com

    #tlsCACerts:
      #path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/tls/server.crt



  peer0.org2.example.com:
    url: grpc://localhost:8051

#    grpcOptions:
#      ssl-target-name-override: peer0.org2.example.com
#      negotiationType: TLS
#      grpc.NettyChannelBuilderOption.maxInboundMessageSize: 9000000
#      sslProvider: openSSL
#      hostnameOverride: peer0.org2.example.com
#
#    tlsCACerts:
#      path: src/test/fixture/sdkintegration/e2e-2Orgs/v1.3/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt

#
# Fabric-CA is a special kind of Certificate Authority provided by Hyperledger Fabric which allows
# certificate management to be done via REST APIs. Application may choose to use a standard
# Certificate Authority instead of Fabric-CA, in which case this section would not be specified.
#
certificateAuthorities:
  ca-org1:
    url: http://localhost:7054
    # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    #    httpOptions:
    #      verify: true

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: #single entitiy
      enrollId: admin
      enrollSecret: adminpw
    # [Optional] The optional name of the CA.
    caName: ca0
  ca-org2:
    url: http://localhost:8054
      # the properties specified under this object are passed to the 'http' client verbatim when
    # making the request to the Fabric-CA server
    httpOptions:
      verify: true
    tlsCACerts:
      path: peerOrganizations/org1.example.com/ca/org1.example.com-cert.pem

    # Fabric-CA supports dynamic user enrollment via REST APIs. A "root" user, a.k.a registrar, is
    # needed to enroll and invoke new users.
    registrar: # as an array.
      -  enrollId: admin
         enrollSecret: adminpw
           # [Optional] The optional name of the CA.
        ## caName: ca0 no ca name!






thesis-work/client/target/test-classes/jsonfiles/collections.json

[
    {
      "StaticCollectionConfig": {
        "name": "test",
        "policy": "OR('Org1MSP.member')",
        "requiredPeerCount": 0,
        "maximumPeerCount": 3,
        "blockToLive": 1000,
        "memberOnlyRead": true
      }
    }
]








thesis-work/client/target/test-classes/jsonfiles/testData.json

{
  "testUsers": 100,
  "channels": {
    "issuerchannel": {
      "chaincodes": {
        "Issuer": {

        }
      }
    },
    "recorderchannel": {

    }
  }


}






thesis-work/client/target/test-classes/test/java/PrepareRequest.class

package test.java;
public synchronized class PrepareRequest {
    private java.util.Map trannsientField;
    private java.util.ArrayList args;
    private org.hyperledger.fabric.sdk.Channel channel;
    private org.hyperledger.fabric.sdk.HFClient client;
    private String fcn;
    private String chaincodeName;
    private String chaincodeVersion;
    private org.hyperledger.fabric.sdk.TransactionProposalRequest proposalRequest;
    java.util.Collection peers;
    public void PrepareRequest(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, String, String, String, java.util.Collection, java.util.ArrayList, java.util.Map, boolean);
    public void initChannel();
    public void prepareRequest();
    public java.util.Map getTransientField();
    public java.util.Collection forwardRequest() throws Exception;
    public void setTrannsientField(java.util.Map);
    public java.util.ArrayList getArgs();
    public void setArgs(java.util.ArrayList);
    public org.hyperledger.fabric.sdk.Channel getChannel();
    public void setChannel(org.hyperledger.fabric.sdk.Channel);
    public org.hyperledger.fabric.sdk.HFClient getClient();
    public void setClient(org.hyperledger.fabric.sdk.HFClient);
    public String getFcn();
    public void setFcn(String);
    public String getChaincodeName();
    public void setChaincodeName(String);
    public String getChaincodeVersion();
    public void setChaincodeVersion(String);
    public java.util.Collection getPeers();
    public void setPeers(java.util.Collection);
}







thesis-work/client/target/test-classes/test/java/WorkFlowTest.class

package test.java;
public synchronized class WorkFlowTest {
    private static org.hyperledger.fabric.sdk.NetworkConfig config;
    private static String path;
    private static java.util.HashMap users;
    private static java.util.HashMap chaincodeDef;
    private static java.util.HashMap initParams;
    private static java.util.HashMap ownersOfChaincode;
    private static java.util.HashMap orgOwners;
    private static java.util.HashMap usersOfChaincode;
    private static java.util.HashMap responsesForFunc;
    private String ts;
    java.util.concurrent.ExecutorService executorService;
    public void WorkFlowTest();
    private void initConfig();
    public static org.hyperledger.fabric.sdk.HFClient createInstancewithUserContext(String, org.hyperledger.fabric.sdk.NetworkConfig) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    public void testRegisterUsers() throws Exception;
    public void testDistributeOwnersAndUsers();
    public void testInitChaincode() throws Exception;
    public void testStartIssuers() throws Exception;
    public void testRegisterCredentials() throws Exception;
    public void testConfirmCredential() throws Exception;
    public void testAggregation() throws Exception;
    public void testVerify() throws Exception;
    public void testRevoke() throws Exception;
    private void appendUser(String, StringBuilder, boolean);
    private transient java.util.ArrayList getPeers(org.hyperledger.fabric.sdk.Channel, boolean, String[]) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void addAffiliation(org.hyperledger.fabric_ca.sdk.HFCAClient, org.hyperledger.fabric.sdk.User, String);
    private org.hyperledger.fabric.sdk.Channel getChannel(String, org.hyperledger.fabric.sdk.HFClient) throws Exception;
    private org.hyperledger.fabric.sdk.HFClient createInstance(org.hyperledger.fabric.sdk.NetworkConfig$UserInfo) throws Exception;
    private void forWardToOrderer(org.hyperledger.fabric.sdk.Channel, org.hyperledger.fabric.sdk.HFClient, java.util.Collection) throws InterruptedException, java.util.concurrent.ExecutionException;
    private java.util.ArrayList getSuccesfulResponses(java.util.Collection);
    private void handleResponses(java.util.Collection);
    private void forwardQueryToPeers(PrepareRequest, java.util.ArrayList);
    private void forwardInstantiateToPeers(org.hyperledger.fabric.sdk.HFClient, java.util.HashMap, String[], org.hyperledger.fabric.sdk.Channel, String, java.util.ArrayList, java.util.Collection, java.util.ArrayList);
    private void sendToOrderAndAssert(java.util.Collection, org.hyperledger.fabric.sdk.HFClient, org.hyperledger.fabric.sdk.Channel, java.util.Collection) throws org.hyperledger.fabric.sdk.exception.InvalidArgumentException;
    private void forwardInvoke(PrepareRequest, java.util.ArrayList);
    static void <clinit>();
}







thesis-work/client/target/test-classes/yamlconfig/collections.yaml

  - StaticCollectionConfig: # protobuf oneof identifies type.
      name: "issuerCollections"
      blockToLive: 9999
      memberOnlyRead: true
      maximumPeerCount: 2
      requiredPeerCount: 2
      SignaturePolicyEnvelope: # protobuf oneOf identifies type
        identities:
          - user: {"role": {"name": "member", "mspId": "Org1MSP"}}
        policy:
          1-of:
            - signed-by: "user"







thesis-work/client/target/test-classes/yamlconfig/collectionsk8sUiS.yaml

- StaticCollectionConfig: # protobuf oneof identifies type.
    name: "issuerCollections"
    blockToLive: 9999
    memberOnlyRead: true
    maximumPeerCount: 3
    requiredPeerCount: 3
    SignaturePolicyEnvelope: # protobuf oneOf identifies type
      identities:
        - user: {"role": {"name": "member", "mspId": "UiSMSP"}}
      policy:
        1-of:
          - signed-by: "user"







thesis-work/client/target/test-classes/yamlconfig/endorsementK8s.yaml

---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - signed-by: "user"






thesis-work/client/target/test-classes/yamlconfig/endorsementRecorder.yaml

---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "Org2MSP"}}
  org3: {"role": {"name": "member", "mspId": "Org3MSP"}} # admin role.

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"






thesis-work/client/target/test-classes/yamlconfig/endorsementRecorderk8s.yaml

---
# A Shotgun policy xx
identities:  # list roles to be used in the policy
  org1: {"role": {"name": "member", "mspId": "UiSMSP"}} # role member in org with mspid Org1MSP
  org2: {"role": {"name": "member", "mspId": "UiTMSP"}}
  org3: {"role": {"name": "member", "mspId": "NTNUMSP"}} # .

policy: # the policy  .. could have been flat but show grouping.
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
    - 1-of:
        - signed-by: "org1" # a reference to one of the identities defined above.
        - signed-by: "org2"
        - signed-by: "org3"






thesis-work/client/target/test-classes/yamlconfig/endorsment.yaml

---

identities:  # list roles to be used in the policy
  user: {"role": {"name": "member", "mspId": "Org1MSP"}} # role member in org with mspid Org1MSP

policy: # the policy  each MUST sign
  1-of: # signed by one of these groups  can be <n>-of  where <n> is any digit 2-of, 3-of etc..
  - signed-by: "user"






thesis-work/client/target/test-classes/yamlconfig/test.yaml

name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: Org1

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  recorderchannel:
    orderers:
      - orderer.example.com
    peers:
      peer0.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org1.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org2.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.org3.example.com:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true

organizations:
  Org1:
    mspid: Org1MSP
    peers:
      - peer0.org1.example.com
      - peer1.org1.example.com
    certificateAuthorities:
      - ca.org1.example.com

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgZ8s115jvpEl8mpzJ
        +wH8Yw+0vsBJm3Rzf8IIsWZX2fOhRANCAATlmreRqMIC+eR5c8xqV4GYpfoMrda0
        QcK3FdfubfP8gzPvYbN8ZZ6jE6Hs+AsXIKBOXe7/P6EFQ6seeLRSo0QU
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQB/QIMJFVn5h055qlSYQcMDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMS5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMS5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcxLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAE5Zq3kajCAvnkeXPMaleBmKX6DK3WtEHC
        txXX7m3z/IMz72GzfGWeoxOh7PgLFyCgTl3u/z+hBUOrHni0UqNEFKNNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAgGb9nGzTlLWib
        WXtHj+C6stc8LVqMyl6M5N55lwbgQHIwCgYIKoZIzj0EAwIDRwAwRAIgaO9vU+sJ
        NXqQkiH7jjK5osj+tR+cjdOBzCelU+1540YCIHQOh6AnTUZnn+fO6gx3ddfSSbUp
        hNop4YvXfH9TjGfJ
        -----END CERTIFICATE-----


  Org2:
    mspid: Org2MSP
    peers:
      - peer0.org2.example.com
      - peer1.org2.example.com
    certificateAuthorities:
      - ca.org2.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgO5DHdDat6yqMLsy+
        c8J/AVZZs3n1/GLd57wdfSbyO9GhRANCAATIwoLeseZxhqbprlokDJQ7SKPPhoW9
        ncxnEl4kXwoe2qI95VonLVBmME3Bw1TMo7Ur7wCVw2hKZS/gw73XzURn
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGTCCAb+gAwIBAgIQI7Jq2RslmbAGXuoanecPzDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMi5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMi5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmcyLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEyMKC3rHmcYam6a5aJAyUO0ijz4aFvZ3M
        ZxJeJF8KHtqiPeVaJy1QZjBNwcNUzKO1K+8AlcNoSmUv4MO9181EZ6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg8xISCLiFvtRz
        kSYclE2YWPwF3GrPg6x64lO7TED/M/MwCgYIKoZIzj0EAwIDSAAwRQIhAMbX6DjR
        AdQzXll46Au2/zYNIDhDhMHy4U6RVDA1OXIHAiAAu84tdd4WmZ3TWHCn2QuQBCOT
        Ycgc44YC+n5H2Gas6A==
        -----END CERTIFICATE-----



  Org3:
    mspid: Org3MSP
    peers:
      - peer0.org3.example.com
      - peer1.org3.example.com
    certificateAuthorities:
      - ca.org3.example.com
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgnickIf+l+rflOmJv
        5qTTIxuY2i99KfcBfmUNInUKURWhRANCAAQILHMNu8fNnleQDCYGM2ygGbAIpzks
        Ko3WyW9qXEcSeKNm/9f5xYbSwNTCvoOLGu9NkPsTeYCLzoRfNxBtjsav
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICGDCCAb+gAwIBAgIQIoo1eS9w5G7lymnMRcJixDAKBggqhkjOPQQDAjBzMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEZMBcGA1UEChMQb3JnMy5leGFtcGxlLmNvbTEcMBoGA1UEAxMTY2Eu
        b3JnMy5leGFtcGxlLmNvbTAeFw0yMDA0MjYxMDQ4MDBaFw0zMDA0MjQxMDQ4MDBa
        MFsxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1T
        YW4gRnJhbmNpc2NvMR8wHQYDVQQDDBZBZG1pbkBvcmczLmV4YW1wbGUuY29tMFkw
        EwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAECCxzDbvHzZ5XkAwmBjNsoBmwCKc5LCqN
        1slvalxHEnijZv/X+cWG0sDUwr6DixrvTZD7E3mAi86EXzcQbY7Gr6NNMEswDgYD
        VR0PAQH/BAQDAgeAMAwGA1UdEwEB/wQCMAAwKwYDVR0jBCQwIoAg6jHi7q2TEQD9
        77Wt+JxAVkl4zDW7sjgG8CX7nNq09tgwCgYIKoZIzj0EAwIDRwAwRAIgaTzpc+Ow
        cb4M9wel/3On3YX0WuUoQr45g8PEgxSy8UMCIAE+1tRDFw5fMWmyhnBjcQCcKUQN
        75ZTjtV3ABdJao6f
        -----END CERTIFICATE-----
orderers:
  orderer.example.com:
    url: grpc://localhost:7050
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

peers:
  peer0.org1.example.com:
    url: grpc://localhost:6051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.org1.example.com:
    url: grpc://localhost:8051
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer0.org2.example.com:
    url: grpc://localhost:9051

  peer1.org2.example.com:
    url: grpc://localhost:10051

  peer0.org3.example.com:
    url: grpc://localhost:11051

  peer1.org3.example.com:
    url: grpc://localhost:12051

certificateAuthorities:
  ca.org1.example.com:
    url: http://localhost:7054
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org2.example.com:
    url: http://localhost:7055
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.org3.example.com:
    url: http://localhost:8055
    registrar:
      enrollId: admin
      enrollSecret: adminpw






thesis-work/client/target/test-classes/yamlconfig/testLocalKubernetes.yaml

name: "basic-network"
version: 1.0.0

client:
  # Which organization does this application instance belong to? The value must be the name of an org
  # defined under "organizations"
  organization: UiS

  # Some SDKs support pluggable KV stores, the properties under "credentialStore"
  # are implementation specific

channels:
  universities:
    orderers:
      - orderer0.org1.com
      - orderer1.org1.com
      - orderer0.org2.com
      - orderer1.org2.com
    peers:
      peer0.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityofstavanger.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.universityoftromso.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer0.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer1.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
      peer2.ntnu.no:
        endorsingPeer: true
        chaincodeQuery: true
        ledgerQuery: true
        eventSource: true
organizations:
  UiS:
    mspid: UiSMSP
    peers:
      - peer0.universityofstavanger.no
      - peer1.universityofstavanger.no
      - peer2.universityofstavanger.no
    certificateAuthorities:
      - ca.universityofstavanger.no

    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgX4EFwkDLOxbs0XRC
        6G2W7zsbAr7/y5Q7+2E04EZ2MwuhRANCAATSbAOmt3StFGiP64NLuY4vFoQIAXAF
        SyEvH5za/a+2d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6H
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICQTCCAeigAwIBAgIQWWQITeyqB0/M1PfVfbeqETAKBggqhkjOPQQDAjCBgzEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xITAfBgNVBAoTGHVuaXZlcnNpdHlvZnN0YXZhbmdlci5ubzEkMCIG
        A1UEAxMbY2EudW5pdmVyc2l0eW9mc3RhdmFuZ2VyLm5vMB4XDTIwMDUxNzA4MTEw
        MFoXDTMwMDUxNTA4MTEwMFowczELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlm
        b3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMScw
        JQYDVQQDDB5BZG1pbkB1bml2ZXJzaXR5b2ZzdGF2YW5nZXIubm8wWTATBgcqhkjO
        PQIBBggqhkjOPQMBBwNCAATSbAOmt3StFGiP64NLuY4vFoQIAXAFSyEvH5za/a+2
        d3iq2t19ndB2fxaHlKUW3Y10djkhMtpGfnGBltc2IW6Ho00wSzAOBgNVHQ8BAf8E
        BAMCB4AwDAYDVR0TAQH/BAIwADArBgNVHSMEJDAigCB1QwwCdR8NmOolcmmtocH/
        gIlJmHGPX2NEEqRgTEJFgTAKBggqhkjOPQQDAgNHADBEAiBoUIrEUIeD6OC2xgxd
        o3w9zYJgfvazIGyH4laSzFeEDQIgdbGmRyeG6qHms5tCcbKaHnP8/1EU8FoxFpwh
        C60CDmc=
        -----END CERTIFICATE-----

  UiT:
    mspid: UiTMSP
    peers:
      - peer0.universityoftromso.no
      - peer1.universityoftromso.no
    certificateAuthorities:
      - ca.universityoftromso.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQg6eS2IwOtfC7Ok5eA
        aAxb2k5qonl1UsbGjj4LK+QKs/yhRANCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJ
        OcRzang/LlCRdjETIG50o+NrsBnapfXLbqzRhC9fKd+QIDoXAxImY+aW
        -----END PRIVATE KEY-----

    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICOTCCAd+gAwIBAgIRAJU/TCoSf5TKcfY9SjiF8SgwCgYIKoZIzj0EAwIwfTEL
        MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBG
        cmFuY2lzY28xHjAcBgNVBAoTFXVuaXZlcnNpdHlvZnRyb21zby5ubzEhMB8GA1UE
        AxMYY2EudW5pdmVyc2l0eW9mdHJvbXNvLm5vMB4XDTIwMDUxNzA4MTEwMFoXDTMw
        MDUxNTA4MTEwMFowcDELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWEx
        FjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xDjAMBgNVBAsTBWFkbWluMSQwIgYDVQQD
        DBtBZG1pbkB1bml2ZXJzaXR5b2Z0cm9tc28ubm8wWTATBgcqhkjOPQIBBggqhkjO
        PQMBBwNCAARqJ4jwTDE3zW/05tJSNuKi7OYTDVhJOcRzang/LlCRdjETIG50o+Nr
        sBnapfXLbqzRhC9fKd+QIDoXAxImY+aWo00wSzAOBgNVHQ8BAf8EBAMCB4AwDAYD
        VR0TAQH/BAIwADArBgNVHSMEJDAigCBO2ZpatBDLjL9jGbemYhgeA6dClzktR38G
        6Y1Aul9WXDAKBggqhkjOPQQDAgNIADBFAiEAo4DdyZOB2VtVV28NSLk/7WQ1ecSa
        ifLouIi96SyIr7gCIGvZpM+mvy8H6votZJh9UfvpFINJNIQ7E0I83osXIuFF
        -----END CERTIFICATE-----
  NTNU:
    mspid: NTNUMSP
    peers:
      - peer0.ntnu.no
      - peer1.ntnu.no
      - peer2.ntnu.no
    certificateAuthorities:
      - ca.ntnu.no
    adminPrivateKey:
      pem: |
        -----BEGIN PRIVATE KEY-----
        MIGHAgEAMBMGByqGSM49AgEGCCqGSM49AwEHBG0wawIBAQQgLaKH5x8XKNS/o6qj
        +ITn9d+dZHCyntO96U8qB+Szgk2hRANCAASNcwprqsXu9OJbQTkAYGduMj2Y0NyZ
        DGz1gjK1IV0UNybEFENQj1W5ox9qePu3S9iYRhfLbGi8Aup6UflvXk+t
        -----END PRIVATE KEY-----
    signedCert:
      pem: |
        -----BEGIN CERTIFICATE-----
        MIICDjCCAbSgAwIBAgIQZsGo4eRnL5ykahsJJYy45DAKBggqhkjOPQQDAjBhMQsw
        CQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMNU2FuIEZy
        YW5jaXNjbzEQMA4GA1UEChMHbnRudS5ubzETMBEGA1UEAxMKY2EubnRudS5ubzAe
        Fw0yMDA1MTcwODExMDBaFw0zMDA1MTUwODExMDBaMGIxCzAJBgNVBAYTAlVTMRMw
        EQYDVQQIEwpDYWxpZm9ybmlhMRYwFAYDVQQHEw1TYW4gRnJhbmNpc2NvMQ4wDAYD
        VQQLEwVhZG1pbjEWMBQGA1UEAwwNQWRtaW5AbnRudS5ubzBZMBMGByqGSM49AgEG
        CCqGSM49AwEHA0IABI1zCmuqxe704ltBOQBgZ24yPZjQ3JkMbPWCMrUhXRQ3JsQU
        Q1CPVbmjH2p4+7dL2JhGF8tsaLwC6npR+W9eT62jTTBLMA4GA1UdDwEB/wQEAwIH
        gDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIPO2o3k0RUWajUaYYI1JxjgTE+Ym
        KhjO5TWeUWyia/JpMAoGCCqGSM49BAMCA0gAMEUCIQCKVlkYbYzgReQ9yA/Ttegd
        d18MgXcy7zGiZTnhZWIbRAIgXTGiStvxKtR4UBr1fZsCTD1XcitpvMtRJm23EXi4
        YrI=
        -----END CERTIFICATE-----


orderers:
  orderer0.org1.com:
    url: grpc://localhost:32450
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org1.com:
    url: grpc://localhost:32451
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true

  orderer0.org2.com:
    url: grpc://localhost:32452
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true
  orderer1.org2.com:
    url: grpc://localhost:32453
    grpc-max-send-message-length: 15
    grpc.keepalive_time_ms: 360000
    grpc.keepalive_timeout_ms: 180000
    grpc.keepalive_without_calls: true


peers:
  peer0.universityofstavanger.no:
    url: grpc://localhost:32500
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer1.universityofstavanger.no:
    url: grpc://localhost:32501
    grpcOptions:
      grpc.http2.keepalive_time: 15

  peer2.universityofstavanger.no:
    url: grpc://localhost:32502

  peer0.universityoftromso.no:
    url: grpc://localhost:32503

  peer1.universityoftromso.no:
    url: grpc://localhost:32504

  peer2.universityoftromso.no:
    url: grpc://localhost:32505

  peer0.ntnu.no:
    url: grpc://localhost:32506

  peer1.ntnu.no:
    url: grpc://localhost:32507

  peer2.ntnu.no:
    url: grpc://localhost:32508

certificateAuthorities:
  ca.universityofstavanger.no:
    url: http://localhost:32200
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.universityoftromso.no:
    url: http://localhost:32201
    registrar:
      enrollId: admin
      enrollSecret: adminpw

  ca.ntnu.no:
    url: http://localhost:32202
    registrar:
      enrollId: admin
      enrollSecret: adminpw
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           file://$PROJECT_DIR$/src/main/java/com/bchain/chaincode/Issuer.java
           286
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           34
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           160
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           43
           
           
        
         
           file://$PROJECT_DIR$/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.java
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         Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         Mapper.INSTANCE.getObjectMapper().readValue("{'type':\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         T var = (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", new CredentialProof());
         JAVA
         CODE_FRAGMENT
      
       
         utils.stringToHashSet(["x509::CN=Miss Darron Thiel, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Stacey Leannon DDS, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Hertha Paucek DVM, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Polly McKenzie, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Suzanne Weber, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Dr. Alice Ledner, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Van Marks, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Van Marks, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Marge Breitenberg, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Princess Hickle, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Tressa Bailey, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Mr. Summer Quitzon, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Chanel Nicolas, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US"])
         JAVA
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
HashSet<String> a = new HashSet<>(list);
         JAVA
         com.fasterxml.jackson.databind.ObjectMapper,java.util.ArrayList,java.util.LinkedHashSet,java.util.HashSet
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
LinkedHashSet<String> a = new LinkedHashSet<>(list)
         JAVA
         com.fasterxml.jackson.databind.ObjectMapper,java.util.ArrayList,java.util.LinkedHashSet
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
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    thesis-work/java/src/main/java/com/bchain/chaincode/ChaincodeInstance.java
    
    


thesis-work/java/src/main/java/com/bchain/chaincode/ChaincodeInstance.javapackage main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of test.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance;
        try {
            // Resolve type of test, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to test.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), new byte[]{});
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            this.currentChaincodeInstance = TypeResolver.ResolveCurrentType(chaincodeStub);
            // 1. Init transaction proposal phase.
            procedure = TxProcedure.createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            return new Chaincode.Response(500,   e.getMessage(), new byte[]{});
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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    thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/ChainCodeException.java
    
    


thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/ChainCodeException.javapackage main.java.com.bchain.chaincode.Exceptions;

public class ChainCodeException extends Exception {
    public ChainCodeException(String msg) {
        super(msg);
    }
}
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    thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/OwnerNotFoundException.java
    
    


thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/OwnerNotFoundException.javapackage main.java.com.bchain.chaincode.Exceptions;

public class OwnerNotFoundException extends java.lang.Exception {
    public OwnerNotFoundException(String message) {
        super(message);
    }
}






thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/QualificationDuplicateException.java



    
    
    thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/QualificationDuplicateException.java
    
    


thesis-work/java/src/main/java/com/bchain/chaincode/Exceptions/QualificationDuplicateException.javapackage main.java.com.bchain.chaincode.Exceptions;

public class QualificationDuplicateException extends Exception {
    public QualificationDuplicateException(String message) {
        super(message);
    }
}
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    thesis-work/java/src/main/java/com/bchain/chaincode/Issuer.java
    
    


thesis-work/java/src/main/java/com/bchain/chaincode/Issuer.javapackage main.java.com.bchain.chaincode;

/*
import QualificationDuplicateException;
import Credential;
import CredentialProof;
import ChaincodeObject;

import ResponseMsg;
import utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String verifyCredential = "verifyCredential";
    public static final String revokeCredential = "revokeCredential";
    public static final String isRevoked = "isRevoked";


    class Issuer extends ChaincodeObject implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public Issuer(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public Issuer() {}
    }
    private Issuer issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            String creator = cid.getId();
            issuer = new Issuer(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }

        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if (args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new Issuer().fetch(key.toString(), chaincodeStub);
                } catch (IOException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if (!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(4));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        CredentialProof qual = new CredentialProof();
        try {
            String res = (stub.getStringState("CredentialProof" + subject + qualId) == null)
                    ? (stub.getStringState("Credential" + subject + qualId)) : ("");
            if (res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "CredentialProof" : "Credential");
                if (type == "CredentialProof") {
                    qual = qual.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    Credential proof = new Credential();
                    proof = proof.fetch("Credential" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }
        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if (registrationType.equals("credential")) {
                Credential credential = utils.jsonToObject(data, new Credential());
                CredentialProof proof = new CredentialProof();
                if (!proof.objectExists(credential.getQualId(),stub)) {
                    return new Response(500, "CredentialProof doesn't exist", null);
                } else {
                    proof = proof.fetch(credential.getQualId(), stub);
                    String proofKey = "Credential" + credential.getSubject() + credential.getDescription();
                    if (utils.isInSet(Arrays.asList(proof.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
                        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
                        credential.setHash();
                        credential.commit(stub, newKey.toString().ƒreplace("\u0000",""));
                    }
                }
            } else if (registrationType.equals("credentialproof")) {
                CredentialProof credentialProof =  utils.jsonToObject(data, new CredentialProof());
                CompositeKey recKey = credentialProof.createKey( credentialProof.getSubject(), credentialProof.getDescription());
                if (credentialProof.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if (credentialProof.getParentCredentialProof() != null) {
                    if (!credentialProof.objectExists(credentialProof.getParentCredentialProof(), stub)) {
                        throw new IOException("Parent CredentialProof doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : credentialProof.getOwners()) {
                    if (!this.issuer.owners.contains(owner)) {
                        throw new IOException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                credentialProof.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        Credential proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if (this.issuer.owners.contains(cid.getId())) {
               proof = new Credential();
               proof = proof.fetch("Credential" + subject + desc, stub);
               proof.setRevoked(true);
               CredentialProof.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException  e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof IOException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "Credential".concat(subject).concat(description);
        try {
            Credential proof = new Credential();
            if (proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if ( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if (sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. CredentialProof achieved.
                        CredentialProof credentialProof = new CredentialProof().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(credentialProof.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(credentialProof.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if (idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            credentialProof.setProvidedCredentials((String[]) creds.toArray());
                            credentialProof.setHash();
                            credentialProof.setValid(true);
                            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
                            if (credentialProof.getParentCredentialProof() != null) {
                                CredentialProof.updateParentCredentials(stub, credentialProof.getParentCredentialProof(), credentialProof.getKey());
                            }
                        }
                    }
                    stub.setEvent("CredentialConfirmedEvent", description.getBytes());
                    return new Response(200, "Signed", proof.toJson().getBytes());

                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new IOException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException  e) {
            if (e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("CredentialProof" + subject + description) == null)
                ? "CredentialProof" : "Credential";
        boolean isValid = false;
        try {
            switch (type) {
                case "CredentialProof":
                    CredentialProof providedQual = utils.jsonToObject(data, new CredentialProof());
                    CredentialProof retrievedQual = new CredentialProof().fetch(new CompositeKey("CredentialProof", subject, description).toString(), stub);
                    providedQual.setHash();
                    if (retrievedQual.isValid() && retrievedQual.getHash().equals(providedQual.getHash())) {
                        isValid = true;
                    }
                    break;

                case "Credential":
                    Credential providedProof = utils.jsonToObject(data, new Credential());;
                    Credential retrievedProof = new Credential().fetch("Credential" +subject + description, stub);
                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                        retrievedProof.getHash().equals(providedProof.getHash())) {
                        isValid = true;
                    }
                    break;
            }
        } catch(IOException  e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }
        return new Chaincode.Response(200, type + " is valid: " + isValid, data);
    }
    public static void main(String[] args) {
        new Issuer().start(args);
    }
}
*/
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thesis-work/java/src/main/java/com/bchain/chaincode/IssuerInterface.javapackage main.java.com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *  @param issueId - A role an entity performs by asserting claims about one or more subjects,                                           *
 *                  creating a verifiable credential from these claims, and transmits to a holder.                                       *
 *  @param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.                  *
 *  @param data - Some document defined by the outside world which are to be stored/verified by the blockchain system.                   *
 *  @function #isRevoked -  check if entity is revoked for a particular certification                                                    *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)                             *
 *  @function #revokeCredential - credential for subject is no longer valid.                                                             *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerCredential - a credential is held in a record which tracks a set of credentials in order to be a valid record     *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String qualRecId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data);
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Objects/ChaincodeObject.javapackage main.java.com.bchain.chaincode.Objects;

import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    public CompositeKey createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        String res = stub.getStringState(compositeKey);
        return res != null && !res.isEmpty();
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {
        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public boolean isValid() {
        return valid;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Objects/Credential.javapackage main.java.com.bchain.chaincode.Objects;
import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String description;
    private int quorum;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private ArrayList<String> providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, String[] owners) {
        this.subject = subject;
        this.description = description;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new ArrayList<>();
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public ArrayList<String> getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(ArrayList<String> providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.size() >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
}
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import java.io.Serializable;
import java.time.Instant;
import java.util.LinkedHashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";
    public static final String editParticipants = "editParticipants";
    public static final String hashComparison = "hashComparison";


    private LinkedHashSet<String> owners =  new LinkedHashSet<>();
    private LinkedHashSet<String> participants = new LinkedHashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private LinkedHashSet<String> subIssuers = new LinkedHashSet<>();
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated = false;
    private boolean started = false;


    public Issuer(LinkedHashSet<String> owners, LinkedHashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public LinkedHashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(String created) {
        this.created = created;
    }
    public boolean isExpired(Instant currTime) {
        return currTime.compareTo(Instant.parse(expired)) > 1;
    }
    public void setExpired(String expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public LinkedHashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public String getCreated() {
        return created;
    }
    public String getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }

    public void addParticipants(LinkedHashSet<String> participants) {
        this.participants.addAll(participants);
    }
    public void clearParticipants() {
        this.participants = new LinkedHashSet<>();
    }

    public boolean isAggregated() {
        return aggregated;
    }

    public void setAggregated(boolean aggregated) {
        this.aggregated = aggregated;
    }

    public boolean isStarted() {
        return started;
    }

    public void setStarted(boolean started) {
        this.started = started;
    }
}
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import com.fasterxml.jackson.databind.ObjectMapper;

public enum Mapper {
    INSTANCE;
    private final ObjectMapper mapper = new ObjectMapper();

    private Mapper(){
        // Perform any configuration on the ObjectMapper here.
    }

    public ObjectMapper getObjectMapper() {
        return mapper;
    }
}
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import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String revoke = "revoke";
    public static final String verifyCredential = "verifyCredential";
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Objects/Trie.javapackage main.java.com.bchain.chaincode.Objects;

import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashSet<String> owners = new LinkedHashSet();
    private String subject;
    private String summary;
    private String orgIdentifier;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if (keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (keys.isEmpty() && current.getChildren().containsKey(currKey)){
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getSummary() {
        return summary;
    }

    public void setSummary(String summary) {
        this.summary = summary;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Objects/TrieNode.javapackage main.java.com.bchain.chaincode.Objects;

import java.util.LinkedHashMap;

public class TrieNode {
    public String hashObject;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public LinkedHashMap<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }


}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import main.java.com.bchain.chaincode.Objects.*;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private LinkedHashMap<String, LinkedList<CredentialProof>> proofs = new LinkedHashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;

        if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
            //  Expected reply from sub test is JSON format
            for (String contractAddress : currIssuer.getSubIssuers()) {
                for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                    args = new ArrayList<>();
                    args.add("readProof".getBytes());
                    args.add(user.getBytes());
                    if (contractAddress.contains(":")) {
                        String[] keys = contractAddress.split(":");
                        resp = stub.invokeChaincode(keys[0], args, keys[1]);
                    } else {
                        resp = stub.invokeChaincode(contractAddress, args);
                    }
                    if (resp.getStatusCode() != 200) {
                        throw new IOException("Code didn't return with 200" + resp.getStringPayload() +" " + resp.getMessage());
                    }
                    if (resp.getStatusCode() == 200  && resp.getPayload() != null && resp.getPayload().length > 0) {
                        CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                        if (proof.getValid()) {
                            if (proofs.containsKey(user)) {
                                linkedList = proofs.get(user);
                            } else {
                                linkedList = new LinkedList<>();
                                proofs.put(user, linkedList);
                            }
                            linkedList.add(proof);
                            proofs.put(user, linkedList);
                        }
                    }
                }
            }
        } else {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if(item.getProvidedCredentials() != null && item.getProvidedCredentials().size() > 0 && !thisKey.isEmpty()
                        && !Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        proof.setTxid(stub.getTxId());
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners;
        setStatusMessage("size: " + this.proofsToRecord.size(), "apply");
        while (iterator.hasNext()) {
            proof = iterator.next();
            String key = proof.createKey(this.tx.getIssuer().getDescription(), proof.getSubject()).toString();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), key, proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        setStatusMessage(resp.getMessage(), "Apply");
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    private boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    /*
            A key used for traverising the trie and creating keys, a stack like approach FIFO. Works nicely with DFS and discovering nodes while building the tree
     */
    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey;
        proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
        credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);

        if (tx.getIssuer().isStarted()  && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) &&
            proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())
            )
        {
            credential = tx.getInstance();
            ArrayList<String> rsigs = credential.getRequiredAgreement();
            ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
            int idx = rsigs.indexOf(tx.getCid().getId());
            if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                psigs.add(tx.getCid().getId());
                credential.setSignatures(psigs);
                updateCredential = true;
                setStatusMessage("Credential OK, updating.", "Validation");
                if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                    credentialProof.addData(credential);
                    ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                    provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                    credentialProof.setHash();
                    credentialProof.setProvidedCredentials(provided);
                    if (credentialProof.getProvidedCredentials().size() >= tx.getIssuer().getQuorum()) {
                        credentialProof.setTxid(stub.getTxId());
                        credentialProof.setValid(true);
                        setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                    }
                }
            } else {
                setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
            }
        } else {
            throw new IllegalAccessError("Issuer not started yet");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureEditParticipants.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;


public class ProcedureEditParticipants extends Procedure {

    private TxEditParticipants tx;
    private boolean changed = false;
    public ProcedureEditParticipants(TxProcedure tx) {
        if (tx instanceof TxEditParticipants) {
            this.tx = (TxEditParticipants) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String todo = stub.getParameters().get(0);
        if (tx.getIssuer().getCreator().equals(tx.getCid().getId()) && isOk()) {
            switch (todo) {
                case "addParticipants":
                        tx.getIssuer().addParticipants(tx.getParticpants());
                        tx.getIssuer().setStarted(false);
                        setStatusMessage("Added participants is valid, restart issuer for proofs to take effect.", "Validation");
                        changed = true;
                        break;

                case "clearParticipants":
                    tx.getIssuer().clearParticipants();
                    tx.getIssuer().setAggregated(false);
                    tx.getIssuer().setStarted(false);
                    setStatusMessage("Clear participants is valid", "Validation");
                    changed = true;
                    break;
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if(changed) {
            tx.getIssuer().commit(stub, "IssuerInstance");
            setResult(tx.getIssuer());
            setStatusMessage("Participants cleared.", "Apply");
        }
    }

    public boolean isOk() {
        Issuer issuer = tx.getIssuer();
        if (issuer.getParticipants() == null || issuer.getParticipants().size() == 0) {
            return true;
        } else if (issuer.getParticipants().size() > 0 && issuer.isAggregated()) {
            return true;
        } else {
            return false;
        }
    }
    }
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureGetDataHash.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxGetPrivateDataHash;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.Arrays;

public class ProcedureGetDataHash extends Procedure {
    private TxGetPrivateDataHash tx;
    private byte[] hash;

    public ProcedureGetDataHash(TxProcedure tx) {
        if (tx instanceof TxGetPrivateDataHash) {
            this.tx = (TxGetPrivateDataHash) tx;
        }
    }

    /*
        key - the name of the credential I.e. Credential<UserId><key>
     */

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String key = createKeyForObjectType(tx.getObjecType(), tx.getSubject(), tx.getKey());
        if (key != null) {
            hash = stub.getPrivateDataHash(tx.getIssuer().getCollectionId(), key);
        } else {
            throw new IOException("key doesn't exists.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        setStatusMessage("Hash for: " + tx.getKey() + " Valid: " + Arrays.equals(tx.getHash(), hash), "Apply");
    }

    private String createKeyForObjectType(String objectType, String subject, String key) {
        switch (objectType) {
            case "credential":
                return new Credential().createKey(subject,key).toString();
            case "credentialproof":
                return new CredentialProof().createKey(subject, key).toString();
        }
        return null;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This test is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
       issuer.setCreator(this.tx.getCreator());
       issuer.setTxid(stub.getTxId());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        /*
        // Uncomment for non-testing purposes, reducing test time
        if (!tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is not expired. Cannot read yet.");
        }
        */

        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }

        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String org = new String(stub.getCreator());
        if (Arrays.asList(proof.getOwners()).contains(tx.getCid().getId())
                || this.tx.getIssuer().getOrgIdentifier().toLowerCase().equals(org.toLowerCase()) || this.tx.getCid().getId().equals(tx.getIssuer().getCreator()))
        {
            proof = proof.getValid() ? proof : null;
            setStatusMessage("Test u are valid", "Apply");
        } else {
            throw new IllegalAccessError("User cannot read this." + "userID: " + tx.getCid().getId() + "txcid:" +tx.getCid().getId() + "creator:" +org);
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.ArrayList;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    private String proofKey;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if(this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            if (credential.getData() == null || credential.getDescription() == null ||
                    credential.getSubject() == null) {
                throw new InvalidParameterException("Parameters Missing [requiredAgreement] : " + (credential.getData() == null)
                        + "[data]: " + (credential.getData() == null) + ", [description]: " + (credential.getDescription() == null) + ", " +
                        "[subject]: " + (credential.getSubject() == null));
            }
            proofKey = parentProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(), proofKey, stub) && credential.privateObjectExists(tx.getIssuer().getCollectionId(),credential.getKey(), stub)){
                throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
            } else if (tx.getIssuer().isExpired(stub.getTxTimestamp()) || !tx.getIssuer().isStarted()) {
                throw new InvalidParameterException("Issuer is either expired or not started");
            } else {
                setStatusMessage("Validation of credential Successful", "Validate");
            }
        } else {
            throw new InvalidParameterException("User doesn't have access for this operation.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setRequiredAgreement(new ArrayList<>(tx.getIssuer().getOwners()));
        credential.setHash();
        credential.setQualIdId(proofKey);
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;
    private Issuer issuer;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        issuer.commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            String key = proof.createKey(user, issuer.getDescription()).toString();
            if (!proof.privateObjectExists(issuer.getCollectionId(), key, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getRequiredCredentials(), owners );
                proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), key, stub);
                setStatusMessage("Added" + user, "Apply");
            }
        }
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Procedure.javapackage main.java.com.bchain.chaincode.Strategies.Procedures;

import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;

public abstract class Procedure {
     private StringBuilder statusMessage = new StringBuilder();
     private ChaincodeObject result;
     public abstract void validate(ChaincodeStub stub) throws IOException, IllegalAccessError;
     public abstract void apply(ChaincodeStub stub) throws IOException;
     public void setStatusMessage(String msg, String phase) {
          statusMessage.append("{ \n");
          statusMessage.append("PHASE: " + phase);
          statusMessage.append(", message: ");
          statusMessage.append(msg +" \n");
          statusMessage.append("} \n");
     }
     public String getStatusMessage() {
          return this.statusMessage.toString();
     }
     public ChaincodeObject getResultObject() {
          return this.result;
     }
     public void setResult(ChaincodeObject object) {
          this.result = object;
     }

}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getId());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;


import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        // TODO: REMOVE || for production, only used for testing purposes
        setStatusMessage(tx.getCid().getId(), "validate");
        setStatusMessage(tx.getRecords().getCreator().equals(tx.getCid().getId()) + "", "apply");
        if ((tx.getRecords().getCreator()).equals(tx.getCid().getId())) {
            this.tx.getInstance().forEach(item -> {
                boolean hasRoot = item.getRoot() != null;
                boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
                boolean hasSubject = item.getSubject() != null;
                if (hasRoot && hasOwners && hasSubject) {
                    if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                        setStatusMessage("Valid, adding it", "Validate");
                        validTries.add(item);
                    }
                } else {
                    setStatusMessage("Fail" + hasRoot + hasOwners + hasSubject, "Validate");
                }
            });
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (Trie item : this.validTries) {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRevokeCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureRevokeCredential extends Procedure {
    private TxRevoke tx;
    private Trie trie;
    public ProcedureRevokeCredential(TxProcedure tx) {
        if(tx instanceof TxRevoke) {
            this.tx = (TxRevoke) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifer(), tx.getParent()).toString();
        if (trie.objectExists(key, stub)) {
            trie = trie.fetch(key, stub);
            if (trie.getOwners().contains(tx.getCid().getId()) && trie.getNode(tx.getTrieKey()) != null) {
                invalidateParent(trie, tx.getTrieKey());
                setStatusMessage("Succesfully validated requested change.", "Apply");
            }
        } else {
            throw new IllegalAccessError("Illegal access. Something went wrong while validating.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        trie.commit(stub,trie.getKey());
        setStatusMessage("Trie Committed.", "Apply");
    }

    private void invalidateParent(Trie trie, String key) {
        if (key.length() > 0 && key.indexOf("\\.") == -1) {
            trie.getNode(key).setValid(false);
            return;
        } else if (key.length() == 0) {
            return;
        }
        int lastIndexOf = key.lastIndexOf("\\.");
        String newKey = key.substring(0, lastIndexOf);
        trie.getNode(newKey).setValid(false);
        invalidateParent(trie, newKey);
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureVerifyCredential extends Procedure {
    private TxVerifyCredential tx;
    private String objectToVerify;

    public ProcedureVerifyCredential(TxProcedure tx) {
        if (tx instanceof TxVerifyCredential) {
            this.tx = (TxVerifyCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        Trie trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifier(), tx.getStoredKey()).toString();
        if (!trie.objectExists(key, stub)) {
            throw new IOException("Subject doesn't exists.");
        } else {
            trie = trie.fetch(key, stub);
            if (!trie.containsKey(tx.getTrieKey())) {
                throw new IOException("Key doesn't exists.");
            } else {
                objectToVerify = trie.getObjectAtNode(tx.getTrieKey());
                if (objectToVerify != null) {
                    setStatusMessage("Data provided for key: " + tx.getTrieKey() + " isValid: " + objectToVerify.equals(new String(tx.getDataToVerify())), "Validation");
                    return;
                }
            }
        }
        setStatusMessage("Data provided for key: " + key + " is either not found or not valid. ","Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
       // NO-OP
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IOException, ChaincodeException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxConfirmCredential extends TxProcedure {
    private Credential provided;
    private String proofKey;
    private Credential credential;


    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        super.ParseFrom(args, stub);
        if (!(getTransientMap().containsKey("credential"))) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        try {
            credential = new Credential();
            provided = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), provided.getDescription()).toString();
            credential = credential.fetchPrivateData(this.getIssuer().getCollectionId(), this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
    public Credential getProvidedCredential() {
        return this.provided;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxEditParticipants.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxEditParticipants extends TxProcedure {

    private LinkedHashSet<String> particpants;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setIssuer(stub);
        setCid(new ClientIdentity(stub));
        Map<String, byte[]> transientField = stub.getTransient();

        if (!transientField.containsKey("participants")) {
            throw new IllegalArgumentException("participants must be provided!");
        }
        String participantsProvided = new String(transientField.get("participants"));
        if (!utils.checkFormat(participantsProvided, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Participants must be provided in an array format.");
        }
        this.particpants = utils.stringToHashSet(participantsProvided);
    }

    public LinkedHashSet<String> getParticpants() {
        return particpants;
    }

    public void setParticpants(LinkedHashSet<String> particpants) {
        this.particpants = particpants;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxGetPrivateDataHash.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxGetPrivateDataHash extends TxProcedure {

    private String key;
    private String subject;
    private String objecType;
    private byte[] hash;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if (!stub.getTransient().containsKey("key") && !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("objecttype") && !stub.getTransient().containsKey("datahash")) {
            throw new IllegalArgumentException("Key must be provided");
        }
        setCid(new ClientIdentity(stub));
        key  = new String(stub.getTransient().get("key"));
        subject = new String(stub.getTransient().get("subject"));
        objecType = new String(stub.getTransient().get("objecttype"));
        hash = stub.getTransient().get("datahash");
        setIssuer(stub);
    }

    public String getKey() {
        return key;
    }

    @Override
    public String getSubject() {
        return subject;
    }

    public String getObjecType() {
        return objecType;
    }

    public byte[] getHash() {
        return hash;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxInitializeIssuer extends TxProcedure {
    final List<String> list = Arrays.asList(new String[]{"owners", "orgIdentifier", "recordsId", "description",
                                                         "subChaincodes", "nrCredentials", "quorum", "collectionsId"});
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private LinkedHashSet<String> owners;
    private LinkedHashSet<String> subChainCodes;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        if (stub.getTransient() != null && (stub.getTransient().keySet().size() != list.size())) {
            throw new IllegalArgumentException("Not enough arguments to initialize issuer.");
        }

        Map<String, byte[]> transientMap = stub.getTransient();
        validMap(transientMap);
        String ownersString = new String(transientMap.get("owners"));
        this.orgIdentifier = new String(transientMap.get("orgIdentifier"));
        this.recordsId = new String(transientMap.get("recordsId"));
        this.description = new String(transientMap.get("description"));
        String subChaincodes = new String(transientMap.get("subChaincodes"));
        setCid(new ClientIdentity(stub));
        this.creator = getCid().getId();

        if (!utils.checkFormat(ownersString, utils.validArrayFormat)
            || subChaincodes.length() > 0 && !utils.checkFormat(subChaincodes, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Some parameters must be in an array format!");
        }

        if (subChaincodes.length() > 0 ) {
            this.subChainCodes = utils.stringToHashSet(subChaincodes);
        }

        this.owners = utils.stringToHashSet(ownersString);
        String quorumString = new String(transientMap.get("quorum"));
        String nrCredentialsString = new String(transientMap.get("nrCredentials"));

        if (!utils.checkFormat(nrCredentialsString, utils.validIntegerFormat) || !utils.checkFormat(quorumString, utils.validIntegerFormat)) {
            throw new IllegalArgumentException("Quorum and nrCredentials need to be of integer type.");
        }

        this.quorum = Integer.parseInt(quorumString);
        this.nrCredentials = Integer.parseInt(nrCredentialsString);
        this.collectionId = new String(transientMap.get("collectionsId"));
        if (!(this.collectionId != null && this.collectionId.length() > 0 )){
            throw new IllegalArgumentException("Collection Id must be specified!");
        }
    }

    public void validMap(Map<String, byte[]> transientField) {
        for (String key : transientField.keySet()) {
            if (!list.contains(key)) {
                throw new IllegalArgumentException("Key " + key +" is invalid.");
            }
        }
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public LinkedHashSet<String> getSubChainCodes() {
        return subChainCodes;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public String getDescription() {
        return description;
    }
    public String getRecordsId() {
        return recordsId;
    }
    public int getNrCredentials() {
        return nrCredentials;
    }
    public int getQuorum() {
        return quorum;
    }
    public String getCollectionId() {
        return collectionId;
    }

    public String getCreator() {
        return creator;
    }

    public void setCreator(String creator) {
        this.creator = creator;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if (args != null) {
            if (args.size() != 2) throw new IllegalArgumentException("Not enough parameters");
            setSubject(new String(args.get(1)));
        } else if (stub.getTransient().containsKey("subject")) {
            setSubject(new String(stub.getTransient().get("subject")));
        } else {
            throw new IllegalArgumentException("Parameters are not set.");
        }

        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        if (!getTransientMap().containsKey("credential")) {
            throw new IllegalArgumentException("Credential must exist in transient field.");
        }
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed in to a Credential object.");
        }
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private Issuer issuerInstance;
    private long tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        setCid(cid);
        if (args.size() != 2) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = new Long(new String(args.get(1)));
        issuerInstance = new Issuer().fetch("IssuerInstance", stub);
    }

    public Issuer getIssuerInstance() {
        return this.issuerInstance;
    }
    public long getTsClose() {
        return tsClose;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid(new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();
    private String self;
    private Records records;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        self = stub.getStringState("RecorderInstance");
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }
        if (self != null) {
            getRecords();
        }
    }

    public Records getRecords() throws IOException{
        if(records != null) {
            return records;
        }
        try {
            records = utils.jsonToObject(self.getBytes(), new Records());
        } catch (IOException e) {
            throw new IOException("Recorder instance not defined.");
        }
        return records;
    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRevoke.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRevoke extends TxProcedure {
    private String trieKey;
    private String orgIdentifer;
    private String parent;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        if ( !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("orgIdentifier") && !stub.getTransient().containsKey("trieKey")) {
            throw new ChaincodeException("Not enough arguments for invoking revoke.");
        }
        setSubject(new String(stub.getTransient().get("subject")));
        orgIdentifer = new String(stub.getTransient().get("orgIdentifier"));
        trieKey = new String(stub.getTransient().get("trieKey"));
        if(!trieKey.contains(".")) {
            throw new IllegalArgumentException("Key format is wrong!");
        }
        parent = trieKey.substring(0,trieKey.indexOf("."));
    }

    public String getOrgIdentifer() {
        return orgIdentifer;
    }

    public String getParent() {
        return parent;
    }

    public String getTrieKey() {
        return trieKey;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxVerifyCredential extends TxProcedure {
    private String trieParent;
    private String orgIdentifier;
    private String trieKey;
    private byte[] dataHashToVerify;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        Map<String, byte[]> transientField = stub.getTransient();
        if (!(transientField.containsKey("subject") && transientField.containsKey("key")
                && transientField.containsKey("orgIdentifier") && transientField.containsKey("dataHash"))) {
            throw new IllegalArgumentException("Parameters not given: [subject]: " +transientField.containsKey("subject")
                    + " [key]: "+transientField.containsKey("key") +" [orgIdentifier]: "+transientField.containsKey("orgIdentifier")
                    +" [dataHash]: " + transientField.containsKey("dataHash"));
        }
        setSubject(new String(transientField.get("subject")));
        this.trieKey = new String(transientField.get("key"));
        this.orgIdentifier = new String(transientField.get("orgIdentifier"));
        this.dataHashToVerify = transientField.get("dataHash");

        if (trieKey.contains(".")) {
            this.trieParent = trieKey.split("\\.")[0];
        }
    }

    public String getStoredKey() {
        return trieParent;
    }

    public byte[] getDataToVerify() {
        return dataHashToVerify;
    }

    public void setDataToVerify(byte[] dataToVerify) {
        this.dataHashToVerify = dataToVerify;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public String getTrieKey() {
        return trieKey;
    }

    public byte[] getDataHashToVerify() {
        return dataHashToVerify;
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;
import static main.java.com.bchain.chaincode.Objects.Records.revoke;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
            case revoke:
                TxRevoke txRevoke = new TxRevoke();
                txRevoke.ParseFrom(args, stub);
                return txRevoke;
            case editParticipants:
                TxEditParticipants txEditParticipants = new TxEditParticipants();
                txEditParticipants.ParseFrom(args, stub);
                return txEditParticipants;
            case hashComparison:
                TxGetPrivateDataHash txGetPrivateDataHash = new TxGetPrivateDataHash();
                txGetPrivateDataHash.ParseFrom(args, stub);
                return txGetPrivateDataHash;
        }
        return null;
    }

}
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thesis-work/java/src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl;


import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRevokeCredential;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.time.Instant;
import java.util.List;
import java.util.Map;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Map<String, byte[]> transientMap;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             this.transientMap = stub.getTransient();
             if (transientMap != null && !(transientMap.keySet().size() >= 1) && !transientMap.containsKey("subject")) {
                 throw new IllegalArgumentException("Not enough parameters and required keys is not provided [subject].");
             }
             this.subject = new String(transientMap.get("subject"));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             getIssuer().isExpired(stub.getTxTimestamp());
             if (this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }


    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    public void setArgs(List<byte[]> args) {
        this.args = args;
    }

    public Map<String, byte[]> getTransientMap() {
        return transientMap;
    }

    public void setIssuer(Issuer issuer) {
        this.issuer = issuer;
    }

    /**
    * All invocations  must follow the Procedures pattern
     * currentInstance cannot be assigned to multiple instances.
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) { // Ledger must have an issuer instance on it.
            switch (fName) {
                case Issuer.registerCredential: // only if issuer is not expired and started
                    return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.confirmCredential: // only if started
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.aggregateProofs: // only possible if started and expired.
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
                case editParticipants:
                    return new ProcedureEditParticipants(TransactionCreatorHub.parseFromArgs(stub));
                case hashComparison:
                    return new ProcedureGetDataHash(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) { // ledger must have a records instance on it
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Records.revoke:
                    return new ProcedureRevokeCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }
        throw new IOException("Method not found");
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/TypeResolver.javapackage main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("type_self");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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thesis-work/java/src/main/java/com/bchain/chaincode/Utilities/ResponseMsg.javapackage main.java.com.bchain.chaincode.Utilities;


public class ResponseMsg {
    String message;
    byte[] Payload;
    public ResponseMsg(String message, byte[] payload) {
        this.message = message;
        Payload = payload;
    }
    public byte[] WriteResponse() {
        StringBuilder resp = new StringBuilder();
        resp.append("{");
        resp.append("{\"message \":\"" + this.message + "\"},");
        resp.append("{\"payload \":\"" + this.Payload + "\"},");
        resp.append("}");
        return resp.toString().getBytes();
    }
}
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thesis-work/java/src/main/java/com/bchain/chaincode/Utilities/utils.javapackage main.java.com.bchain.chaincode.Utilities;
import main.java.com.bchain.chaincode.Objects.Mapper;

import java.io.IOException;
import java.util.*;
import java.util.regex.Pattern;

public class utils {
    // regex patterns
    public static Pattern validArrayFormat = Pattern.compile("(\\[.*?\\])");
    public static Pattern validIntegerFormat = Pattern.compile("^\\d+$");

    public static LinkedHashSet<String> stringToHashSet(String arg) throws IOException {
        LinkedHashSet<String> set = null;
        String argz = arg;
        List<String> list = Mapper.INSTANCE.getObjectMapper().readValue(argz, ArrayList.class);
        set = new LinkedHashSet<>(list);
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        return Mapper.INSTANCE.getObjectMapper().readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        obj =  (T) Mapper.INSTANCE.getObjectMapper().readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }


    public static boolean checkFormat(String s, Pattern pattern) {
        return pattern.matcher(s).find();
    }
}
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thesis-work/java/src/test/java/com/CertificatesData.javapackage test.java.com;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0xODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiRdzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OMVGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJhdHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4GA1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMwe4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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thesis-work/java/src/test/java/com/ChaincodeStubNaiveImpl.javapackage test.java.com;

/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private Map<String, byte[]> transientField = new HashMap<>();
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): "".getBytes();
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return state.containsKey(key) ? Hashing.sha256().hashBytes(state.get(key).toByteArray()).asBytes() : "".getBytes();
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    public Map<String, byte[]> getTransientField() {
        return transientField;
    }

    public void setTransientField(Map<String, byte[]> transientField) {
        this.transientField = transientField;
    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return this.transientField;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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thesis-work/java/src/test/java/com/IssuerProcedureTest.javapackage test.java.com;

import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes()
        }));

        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners", "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "3".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "IssuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()}));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        Map<String, byte[]> transientField = new HashMap<>();


        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstance.invoke(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  new Long(20);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                Integer.toString(20).getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());

        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));


        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
        }));
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        //chaincodeStubNaive.setCertificate(CertificatesDaCERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("objecttype", "credentialproof".getBytes());
        transientField.put("key", "DAT520".getBytes());
        transientField.put("datahash", Hashing.sha256().hashBytes(credentialProof.toJson().getBytes()).asBytes());
        chaincodeStubNaive.setTransientField(transientField);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{"hashComparison".getBytes()}));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().toLowerCase().contains("true"));

    }
}
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    thesis-work/java/src/test/java/com/KeyTrieTest.java
    
    


thesis-work/java/src/test/java/com/KeyTrieTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Trie;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.assertTrue;

public class KeyTrieTest {

    @Test
    public void createTrieAndAddKey() {
        CredentialProof proof = new CredentialProof();
        Trie trie = new Trie();
        String trieKey = "Degree.UiS.MASTER.DAT520";
        proof.setHash();
        trie.insert(trieKey, proof.getHash());
        assertTrue(trie.containsKey(trieKey));
        trieKey = "Degree.UiS.MASTER.DAT650";
        trie.insert(trieKey, proof.getHash());
        ObjectMapper mapper = new ObjectMapper();
        String json = null;
        try {
            json = mapper.writeValueAsString(trie);
        } catch (Exception e) {
            // NO - OP
        }
    }

}
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    thesis-work/java/src/test/java/com/RecorderProcedureTest.java
    
    


thesis-work/java/src/test/java/com/RecorderProcedureTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
        }));
        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer", "");
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes()
        }));

        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().contains("Added"));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());



        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes()
        }));
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()
        }));
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "records".getBytes());
        transientField.put("subChaincodes", "[\"Issuer\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        transientField = new HashMap<>();
        transientField.put("participants", "[ \"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("dataHash", credential.getHash().getBytes());
        transientField.put("key","Degree.DAT520.Assignment1".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("trieKey","Degree.DAT520".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "revoke".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
    }
}
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    thesis-work/java/src/test/java/com/utilsTest.java
    
    


thesis-work/java/src/test/java/com/utilsTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;
import java.io.IOException;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.*;

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        Credential credential = new Credential("test",
                "test",
                new byte[0],
                testList,
                "test");
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(credential);
           Credential proof1 = new Credential();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() throws IOException{
        String list = "[\"Test1\",\"Test2\"]";
        HashSet<String> set = utils.stringToHashSet(list);
        assertTrue(set.contains("Test1"));
    }
}
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### [WHO MADE THIS?] 
Thanks to https://github.com/APGGroeiFabriek/PIVT for making life easier.

### [Scaled-up Raft network without TLS](#scaled-up-raft-network-without-tls)

You will notice the below entries in [network.yaml](fabric-kube/samples/scaled-raft-no-tls/network.yaml) file:
```
tlsEnabled: false
useActualDomains: true
```
TLS is disabled by default but still put in this file to be explicit. Using actual domain names is not mandatory but I believe is a good practice.

In [configtx.yaml](fabric-kube/samples/scaled-raft-no-tls/configtx.yaml#L270-L282) file, you will notice Raft consenters are using a different port:
```
- Host: orderer0.groeifabriek.nl
  Port: 7059
```
Raft orderers mutually authenticate each other so they always need TLS for inter-orderer communication. That's why disabling TLS globally requires Raft orderers communicate each other over another port instead of client-facing orderer port (7050). We enable this behavior by passing the argument `orderer.cluster.enabled=true` to hlf-kube chart. 


Let's launch the Raft network without TLS. First tear down everything as usual:
```
argo delete --all
helm delete hlf-kube --purge
```
Wait a bit until all pods are terminated, then create necessary stuff:
```
./init.sh ./samples/scaled-raft-no-tls/ ./samples/chaincode/
```

Luanch the Raft based Fabric network in broken state (only because of `useActualDomains=true`)
```
helm install ./hlf-kube --name hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false
```

Collect the host aliases:
```
./collect_host_aliases.sh ./samples/scaled-raft-no-tls/
```
 
Then update the network with host aliases:
``` 
helm upgrade hlf-kube ./hlf-kube -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true
```
Again lets wait for all pods are up and running:

```
kubectl get pod --watch
```

Congrulations you have a running scaled up HL Fabric network in Kubernetes, with 3 Raft orderer nodes spanning 2 Orderer organizations and 2 peers per organization. Since TLS is disabled, your application can use them without even noticing there are 3 Orderer nodes and 2 peers per organization.

Lets create the channels:
```
helm template channel-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```

And install chaincodes:
```
helm template chaincode-flow/ -f samples/scaled-raft-no-tls/network.yaml -f samples/scaled-raft-no-tls/crypto-config.yaml -f samples/scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch
```
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crypto-config/
channel-artifacts/
wtf.yaml
tmp/*
**/hostAliases.yaml
**/externalHostAliases.yaml
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## Directory structure

* [hlf-kube](hlf-kube) Main chart for configuring and launching HL Fabric network
* [channel-flow](channel-flow) For creating channels, joining peers to channels and updating channels for anchor peers
* [chaincode-flow](chaincode-flow) For installing, instantiating, upgrading and invoking chaincodes
* [peer-org-flow](peer-org-flow) For adding new peer organizations to an already running network
* [backup-flow](backup-flow) For backing up the Fabric network state
* [restore-flow](restore-flow) For restoring the Fabric network state from backup
* [samples](samples) Sample network configurations and also some primitive chaincodes for demonstration
* [docs](docs) Some more documents
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# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj
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apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: backup-flow
version: 0.1.0
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{{- $backupKey := (not .Values.backup.key) | ternary (now | htmlDate) .Values.backup.key }} 


apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-backup-
spec:
  entrypoint: backup

  templates:
  - name: backup
    steps:
    - 
# top level: peer/orderer
    {{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
      - name: backup-peers
        template: backup-peers
    {{- end }}
    {{- if $.Values.flow.orderer.backup.enabled }}
      - name: backup-orderers
        template: backup-orderers
    {{- end }}
    
# second level: peers
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
  - name: backup-peers
    steps: 
    - 
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

      - name: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# second level: orderers
{{- if $.Values.flow.orderer.backup.enabled }}

  - name: backup-orderers
    steps: 
    - 
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }} 

      - name: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}


# third level: peers get/backup data
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: backup-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    steps:
    - - name: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    - - name: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        arguments:
          artifacts:
          - name: peer-backup
            from: "{{ "{{" }}steps.get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}.outputs.artifacts.peer-backup{{ "}}" }}"

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# third level: orderers get/backup data
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: backup-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    steps:
    - - name: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
    - - name: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
        template: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        arguments:
          artifacts:
          - name: orderer-backup
            from: "{{ "{{" }}steps.get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}.outputs.artifacts.orderer-backup{{ "}}" }}"

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}

# leaf get-peer-data templates
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: get-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             rsync -avz rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume /hlf-backup/"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
    outputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
          

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}

# leaf backup-peer-data templates
{{- if or $.Values.flow.peer.backup.enabled $.Values.flow.couchdb.backup.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: backup-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    # backupKey: {{ $backupKey }}
    inputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "az storage blob upload-batch \
                             --source /hlf-backup/ \
                             --destination-path {{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }} \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             --destination {{ required "backup.target.azureBlobStorage.destination is required!" $.Values.backup.target.azureBlobStorage.destination }} \
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
{{- end }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb backup enabled */ -}} {{""}}


# leaf get-orderer-data templates
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: get-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             rsync -avz rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume /hlf-backup/"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
    outputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
          

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}

# leaf backup-orderer-data templates
{{- if $.Values.flow.orderer.backup.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: backup-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    # backupKey: {{ $backupKey }}
    inputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "az storage blob upload-batch \
                             --source /hlf-backup/ \
                             --destination-path {{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }} \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             --destination {{ required "backup.target.azureBlobStorage.destination is required!" $.Values.backup.target.azureBlobStorage.destination }} \
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
{{- end }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer backup enabled */ -}} {{""}}
---






thesis-work/k8s/fabric-kube/backup-flow/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

backup:
  # if not specified defaults to current date
  key: 
  target: 
    # only azureBlobStorage for now, feel free to implement S3
    type: azureBlobStorage
    azureBlobStorage: 
      # storage account name
      accountName: 
      # container name in storage account
      destination: hlf-backup 
      # credentials
      accessKey: 

flow:
  peer:
    backup: 
      # take backup of peers?
      enabled: true
  couchdb:
    backup: 
      # take backup of CouchDB's?
      enabled: true
  orderer:
    replicas: 1
    backup: 
      # take backup of orderers?
      enabled: true
      









thesis-work/k8s/fabric-kube/chaincode-flow/.DS_Store





thesis-work/k8s/fabric-kube/chaincode-flow/.gitignore

chaincode/







thesis-work/k8s/fabric-kube/chaincode-flow/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/chaincode-flow/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: chaincode-flow
version: 0.1.0







thesis-work/k8s/fabric-kube/chaincode-flow/templates/chaincodes-workflow.yaml

{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  # name: hlf-chaincodes
  generateName: hlf-chaincodes-
spec:
  entrypoint: chaincodes
  {{- if .Values.ClusterGrouping }}
  nodeSelector: 
    kubernetes.io/hostname: {{ (index .Values.ClusterGrouping 1).Node }}
  {{- end }}
  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}

  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}

  # chaincodes configMaps
  {{- range $i, $chaincode := $.Values.network.chaincodes }}    
  {{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
  - name: chaincode-{{ $chaincode.name | lower }}
    configMap:
      name: hlf-chaincode--{{ $chaincode.name | lower }}
  {{- end }} {{- /* if chaincode included */ -}}
  {{- end }}

  templates:
  - name: chaincodes
    steps:
# top level: chaincodes
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- if or $vars.firstStep (not $.Values.flow.chaincode.parallel) }}
    - 
{{- end }}
      - name: chaincode--{{ $chaincode.name }}
        template: chaincode--{{ $chaincode.name }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# second level: chaincode templates
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
  - name: chaincode--{{ $chaincode.name }}
    steps:
    {{- if $.Values.flow.install.enabled }}
    - - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.instantiate.enabled }}
    - - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
        template: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    {{- end }}
    {{- if $.Values.flow.invoke.enabled }}
    - - name: invoke-chaincode--{{ $chaincode.name }}
        template: invoke-chaincode--{{ $chaincode.name }}
    {{- end }}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}{{""}}

# third level: install chaincode templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
     
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.install.parallel) }}
    - 
{{- end }}
      - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.install.enabled */ -}}{{""}}

# third level: instantiate chaincode templates
{{- if $.Values.flow.instantiate.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $_ := set $vars "firstStep" true }}
  - name: instantiate-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}

{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}
{{- if or $vars.firstStep (not $.Values.flow.instantiate.parallel) }}
    - 
{{- end }}
      - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name  }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# third level: invoke chaincode templates
{{- if $.Values.flow.invoke.enabled }}

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: invoke-chaincode--{{ $chaincode.name }}
    steps:
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

{{- if or $vars.firstStep (not $.Values.flow.invoke.parallel) }}
    - 
{{- end }}
      - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincodes */ -}}
{{- end }} {{- /* if flow.invoke.enabled */ -}}{{""}}

# leaf install templates
{{- if $.Values.flow.install.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $orgName := $chaincode.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-install-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstalled --name {{ $chaincode.name }} --version {{ $version }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already installed to peer {{ $peer }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not installed to peer {{ $peer }}, will install..' 

          {{- if eq $language "golang" }}

          # chaincode is packed with tar, first extract it 
          mkdir -p $GOPATH/src/chaincode && 
          tar -xf /hlf_config/chaincode/ChaincodeInstance.tar -C $GOPATH/src/chaincode && 
          peer chaincode install --path chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- else }}

          # chaincode is packed with tar, first extract it 
          mkdir -p /chaincode &&  mkdir /chaincode/{{ $chaincode.name }}
          tar -xf /hlf_config/chaincode/{{ $chaincode.name }}.tar -C /chaincode/{{ $chaincode.name }} && 
          peer chaincode install --path /chaincode/{{ $chaincode.name }} --name {{ $chaincode.name }} \
              --version {{ $version }} --lang {{ $language }}

          {{- end }}

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/chaincode/
          name: chaincode-{{ $chaincode.name | lower }}
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.orgs */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.install.enabled */ -}}{{""}}

# leaf instantiate templates
{{- if $.Values.flow.instantiate.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- $version := (not $chaincode.version) | ternary $.Values.chaincode.version $chaincode.version }}
{{- $language := (not $chaincode.language) | ternary $.Values.chaincode.language $chaincode.language }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- $peer := "peer0" }}

  - name: maybe-instantiate-or-upgrade-chaincode--{{ $chaincode.name }}-{{ $version | replace "." "-" }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # version: {{ $version }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --version {{ $version }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is already instantiated on channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Chaincode {{ $chaincode.name }} version {{ $version }} is not instantiated on channel {{ $channel.name }}, will check another version..' 

          if peer chaincode checkinstantiated --name {{ $chaincode.name }} --channelID {{ $channel.name }}; then  
            echo '-- Chaincode {{ $chaincode.name }} with another version is already instantiated on channel {{ $channel.name }}, will perform an upgrade chaincode transaction..' 
            doUpgrade=true 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          if [ -z "$doUpgrade" ]; then 
            echo '-- Chaincode {{ $chaincode.name }} is not instantiated on channel {{ $channel.name }}, will instantiate..' 
            peer chaincode instantiate --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; else 
            peer chaincode upgrade --name {{ $chaincode.name }} --version {{ $version }} --lang {{ $language }} \
                  --channelID {{ $channel.name }} --orderer {{ $vars.ordererUrl }} \
                  --policy "{{ $channel.policy }}" --ctor '{"Args":[""]}' \
            {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
          ; fi

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.instantiate.enabled */ -}}{{""}}

# leaf invoke templates
{{- if $.Values.flow.invoke.enabled }}
{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.flow.chaincode.include) (has $chaincode.name $.Values.flow.chaincode.include) }}
{{- range $channel := $chaincode.channels }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: invoke-chaincode--{{ $chaincode.name }}--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # chaincode: {{ $chaincode.name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [sh]
      source: |
          peer chaincode invoke -C {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              -n {{ $chaincode.name }} -c {{ $.Values.flow.invoke.function | squote }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{ end }} {{- /* peerIndex */ -}} 
{{ end }} {{- /* if org */ -}} 
{{ end }} {{- /* peer.Orgs */ -}}
{{ end }} {{- /* channel.orgs */ -}}
{{ end }} {{- /* chaincode.channels */ -}}
{{- end }} {{- /* if chaincode included */ -}}
{{ end }} {{- /* chaincodes */ -}}
{{ end }} {{- /* if flow.invoke.enabled */ -}}{{""}}






thesis-work/k8s/fabric-kube/chaincode-flow/values.invoke.yaml

# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

flow:
  chaincode:
    parallel: false
  install:
    enabled: false
  instantiate:
    enabled: false






thesis-work/k8s/fabric-kube/chaincode-flow/values.yaml

# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
# especially on high end machines install step frequently fails, that's why this number is high
# see https://jira.hyperledger.org/browse/FAB-15026
retryCount: 20

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  host: # orderer0.pivt.nl
  port: "7050"

logLevel: info

flow:
  chaincode:
    # should we run top level chaincode flows in parallel?
    parallel: false
    # fill in this array with chaincode names to limit the chaincode flows only to these ones
    include: []
  install:
    # should we run install step?
    enabled: true  
    parallel: true
  instantiate:
    # should we run instantiate/upgrade step? No, Java application handles this.
    enabled: false  
    parallel: true
  invoke:
    # should we run invoke step?  No
    # we invoke chaincode after instantiate/upgrade to force the peers to actually create the chaincode containers
    enabled: false 
    parallel: true
    function: '{"function":"ping","Args":[""]}'

chaincode:
  version: "1.0"
  language: node







thesis-work/k8s/fabric-kube/channel-flow/.DS_Store





thesis-work/k8s/fabric-kube/channel-flow/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/channel-flow/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: channel-flow
version: 0.1.0







thesis-work/k8s/fabric-kube/channel-flow/templates/channel-workflow.yaml

{{- $vars:= dict}}
{{- if .Values.externalOrderer.enabled }}
  {{- $_ := set $vars "ordererOrgName" $.Values.externalOrderer.orgName }}
  {{- $_ := set $vars "ordererUrl" (printf "%s.%s:%s" $.Values.externalOrderer.host $.Values.externalOrderer.domain $.Values.externalOrderer.port)  }}
  {{- $_ := set $vars "ordererHost" $.Values.externalOrderer.host }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-external-tlsca" ($vars.ordererOrgName | lower)) }}
{{- else }}
  {{- $ordererOrg := index .Values.OrdererOrgs 0 }}
  {{- $ordererAddress := $.Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
  {{- $_ := set $vars "ordererOrgName" $ordererOrg.Name }}
  {{- $_ := set $vars "ordererUrl" (printf "%s:7050" $ordererAddress ) }}
  {{- $_ := set $vars "ordererHost" (index $ordererOrg.Specs 0).Hostname }}
  {{- $_ := set $vars "ordererTlsSecret"  (printf "hlf-orderer--%s-tlsca" ($ordererOrg.Name | lower)) }}
{{- end }}

# useActualDomains: {{ $.Values.useActualDomains }}
# externalOrderer.enabled: {{ .Values.externalOrderer.enabled }}
# ordererOrgName: {{ $vars.ordererOrgName }}
# ordererUrl: {{ $vars.ordererUrl }}
# ordererHost: {{ $vars.ordererHost }}
# ordererTlsSecret: {{ $vars.ordererTlsSecret }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channels-
  # name: hlf-channels-0
spec:
{{- if .Values.ClusterGrouping }}
  nodeSelector: 
    kubernetes.io/hostname: {{ (index .Values.ClusterGrouping 0).Node }}
{{- end }}
  entrypoint: channels
  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}
  
  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      secretName: {{ $vars.ordererTlsSecret }}

{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

  - name: peer-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}}{{""}}


{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-external-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

  templates:
  - name: channels
    steps:
# top level: channels
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
      
{{- $_ := set $vars "firstStep" false }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: channel templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: create-channel--{{ $channel.name }}
        template: create-channel--{{ $channel.name }}
    - - name: join-channel--{{ $channel.name }}
        template: join-channel--{{ $channel.name }}
    - - name: update-channel--{{ $channel.name }}
        template: update-channel--{{ $channel.name }}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel create templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: create-channel--{{ $channel.name }}
    steps:
    - 
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

      - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel join templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: join-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- if or $vars.firstStep (not $.Values.flow.join.parallel) }}
    - 
{{- end }}
      - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
        template: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: channel update templates
{{ range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $_ := set $vars "firstStep" true }}
  - name: update-channel--{{ $channel.name }}
    steps:
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- if or $vars.firstStep (not $.Values.flow.update.parallel) }}
    - 
{{- end }}
      - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
        template: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}

{{- $_ := set $vars "firstStep" false }}

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}} {{""}}

# leaf create templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- $orgName := index $channel.orgs 0 }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-create-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkexists --channelID {{ $channel.name }} -o {{ $vars.ordererUrl }} \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}
            ; then 
              echo '-- Channel {{ $channel.name }} already exists, exiting with 0' 
              exit 0 
            else 
              result=$? 
              echo "-- result is: $result" 
              if test $result -ne 99; then 
                echo "-- result is not 99, exiting with $result" 
                exit $result 
              fi 
            fi 

            echo '-- Channel {{ $channel.name }} does not exists, will create..' 

            mkdir -p /work && 
            configtxgen -profile {{ $channel.name }} -channelID {{ $channel.name }} -configPath /hlf_config \
                  -outputCreateChannelTx /work/{{ $channel.name }}.tx && 
            
            peer channel create -o {{ $vars.ordererUrl }} -c {{ $channel.name }} -f /work/{{ $channel.name }}.tx \
                {{- if $.Values.tlsEnabled }}
                    --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf_config/
          name: hlf-configtx

        # peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.PeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-msp
        {{- end }}
        # external peer org msp's required for configtxgen
        {{- range $i, $org := $.Values.ExternalPeerOrgs }}
        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain }}/msp/
          name: peer-{{ $org.Name | lower }}-external-msp
        {{- end }}
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf join templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: maybe-join-channel--{{ $channel.name }}--{{ $org.Name }}--{{ $peer }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [sh]
      source: |
          if peer channel checkjoined --channelID {{ $channel.name }}; then  
            echo '-- Peer {{ $peer }} already joined to channel {{ $channel.name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 

          echo '-- Peer {{ $peer }} did not join to channel {{ $channel.name }}, will join..' 

          peer channel fetch oldest /var/hyperledger/genesis.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched genesis block for channel {{ $channel.name }}' && 
          
          peer channel join -b /var/hyperledger/genesis.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
      
      env:
        - name: CORE_PEER_ADDRESS
          value: |- 
              {{- if $.Values.useActualDomains }}
                {{ $peer }}.{{ $org.Domain }}:7051
              {{- else }}
                hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}:7051
              {{- end }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* peerIndex */ -}} 
{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peer.Orgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf update templates
{{- range $i, $channel := .Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}
{{- range $i, $org := $.Values.PeerOrgs }}

{{- if eq $orgName $org.Name }}

  - name: maybe-update-channel--{{ $channel.name }}--{{ $org.Name }}
    # channel: {{ $channel.name }}
    # org: {{ $org.Name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools-extended:1.4.3
      command: [sh]
      source: |
          if peer channel checkanchors --channelID {{ $channel.name }} --orgID {{ $org.Name }}MSP -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            echo '-- AnchorPeers are already configured for organization {{ $org.Name }}, exiting with 0' 
            exit 0 
          else 
            result=$? 
            echo "-- result is: $result" 
            if test $result -ne 99; then 
              echo "-- result is not 99, exiting with $result" 
              exit $result 
            fi 
          fi 
          
          echo '-- AnchorPeers are not configured for organization {{ $org.Name }}, will configure..' 
          
          mkdir -p /work && 
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          &&  echo '-- fetched config block' && 
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/attach_anchor_peers.sh {{ $org.Name }}MSP /hlf_config/configtx.yaml /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb && 
          
          peer channel update -f /work/update.pb -c {{ $channel.name }} -o {{ $vars.ordererUrl }} \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $org.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
        - mountPath: /hlf_config/
          name: hlf-configtx
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* peerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}
---







thesis-work/k8s/fabric-kube/channel-flow/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  domain: # pivt.nl
  host: # orderer0
  port: "7050"

logLevel: info

flow:
  channel:
    # should we run top level channel flows in parallel? 
    # dont set to true if you are using Kafka orderer (as of HL 1.4.0)
    parallel: false
    # fill in this array with channel names to limit the channel flow only to these ones
    include: []
  join: 
    # run channel join flows in parallel? 
    parallel: true
  update: 
    # run channel update flows in parallel? 
    parallel: true








thesis-work/k8s/fabric-kube/channel-update-flow/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/channel-update-flow/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: peer-org-flow
version: 0.1.0







thesis-work/k8s/fabric-kube/channel-update-flow/templates/channel-update-workflow.yaml

{{- $ordererOrg := index .Values.OrdererOrgs 0 }}
{{- $ordererAddress := .Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
{{- $vars:= dict}}
# useActualDomains: {{ $.Values.useActualDomains }}
# ordererAddress: {{ $ordererAddress }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-channel-update-
spec:
  entrypoint: channel-update

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}

  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      # only use the first orderer
      secretName: hlf-orderer--{{ $ordererOrg.Name | lower }}-tlsca

{{- range $i, $org := .Values.PeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* PeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.OrdererOrgs }}
  - name: orderer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $i, $host := $org.Specs }}
  - name: orderer-{{ $org.Name | lower }}-{{ $host.Hostname | lower }}-tls
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
{{ end }} {{- /* org.Specs */ -}}
{{ end }} {{- /* OrdererOrgs */ -}} {{ "" }}


{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}} {{ "" }}


  templates:
# entry point
  - name: channel-update
    steps:
# top level based on update.scope, either application or orderer
{{- if eq $.Values.update.scope "application" }}
    - - name: application
        template: application
{{- else if eq $.Values.update.scope "orderer" }}
    - - name: orderer
        template: orderer
{{- else }}
    {{ fail (printf "Uknown update.scope: %s" $.Values.update.scope ) }}
{{- end }} {{- /* update.scope */ -}}{{""}}

# second level: application
  - name: application
    steps:
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: channel--{{ $channel.name }}
        template: channel--{{ $channel.name }}
{{- $_ := set $vars "firstStep" false }}        
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# second level: orderer
  - name: orderer
    steps:
    - - name: system-channel
        template: system-channel

# third level: channel templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: check-channel-update-required
        template: check-channel-update-required--{{ $channel.name }}
    - - name: do-channel-update
        template: do-channel-update--{{ $channel.name }}
        when: "{{ "{{" }}steps.check-channel-update-required.outputs.result{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# third level: system-channel template
  - name: system-channel
    steps:
    - - name: check-system-channel-update-required
        template: check-system-channel-update-required
    - - name: do-system-channel-update
        template: do-system-channel-update
        when: "{{ "{{" }}steps.check-system-channel-update-required.outputs.result{{ "}}" }}"


# forth level: do-channel-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: do-channel-update--{{ $channel.name }}
    steps:
    - - name: create-channel-config-update
        template: create-channel-config-update--{{ $channel.name }}
    - - name: sign-channel-config-update
        template: sign-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-channel-config-update
        template: send-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# forth level: do-system-channel-update templates
  - name: do-system-channel-update
    steps:
    - - name: create-system-channel-config-update
        template: create-system-channel-config-update
    - - name: sign-system-channel-config-update
        template: sign-system-channel-config-update
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-system-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-system-channel-config-update
        template: send-system-channel-config-update
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-system-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

# fifth level sign-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: sign-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $orgName := $channel.orgs }}
    - - name: sign-channel-config-update--{{ $orgName }}
        template: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $orgName }}{{""}}
{{- end }} {{- /* channel.orgs */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# fifth level sign-system-channel-config-update templates
  - name: sign-system-channel-config-update
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}
    - - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        template: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $ordererOrg.Name }}
{{- end }} {{- /* OrdererOrgs  */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

# leaf sign-system-channel-config-update templates
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}

  - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: ["sh", "-c", "peer channel signconfigtx -f /work/update.pb"]

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      env:
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        
{{- end }} {{- /* OrdererOrgs */ -}}{{""}}


# leaf check-channel-update-required templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-channel-update-required--{{ $channel.name }}
    # channel: {{ $channel.name }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]

      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      {{- if $.Values.flow.createUpdate.channel.enabled }}

      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

      {{- if eq $.Values.update.application.type "capabilities" }}

          capabilities=$(jq -c '.channel_group.groups.Application.values.Capabilities.value.capabilities.{{ $.Values.update.application.capabilities.version }}' /work/config.json) &&
          echo >&2 "-- parsed capabilities from /work/config.json, {{ $.Values.update.application.capabilities.version }}: $capabilities" &&

          if test "$capabilities" == "null"; then
            echo >&2 '-- capabilities {{ $.Values.update.application.capabilities.version }} are NOT in place, will set..' &&
            echo true
          else 
            echo >&2 '-- capabilities {{ $.Values.update.application.capabilities.version }} are already in place, skipping update' &&
            echo false
          fi          

      {{- else if eq $.Values.update.application.type "jsonPath" }}

          currentValue=$(jq -cr '{{ required "update.application.jsonPath.key is required!" $.Values.update.application.jsonPath.key }}' /work/config.json) &&
          echo >&2 "-- parsed {{ $.Values.update.application.jsonPath.key }} from /work/config.json, value: $currentValue" &&

          if test "$currentValue" == "{{ required "update.application.jsonPath.value is required!" $.Values.update.application.jsonPath.value }}"; then
            echo >&2 '-- current value is already '{{ $.Values.update.application.jsonPath.value }}', skipping update' &&
            echo false
          else 
            echo >&2 '-- current value is NOT '{{ $.Values.update.application.jsonPath.value }}', will update..' &&
            echo true
          fi          

      {{- else }}
          {{ fail (printf "Uknown update.application.type: %s" $.Values.update.application.type ) }}
      {{- end }} {{- /* update.application.type */ -}}{{""}}

      {{- else }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}

      source: |
          echo >&2 '-- flow.createUpdate.channel.enabled is false, config update will be provided by user. returning true' &&
          echo true

      {{- end }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf check-system-channel-update-required templates
  - name: check-system-channel-update-required
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]

      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      {{- if $.Values.flow.createUpdate.systemChannel.enabled }}

        {{ fail "create update for system channel is not implemented yet. 'flow.createUpdate.systemChannel.enabled' should be set to false and config update should be provided by user" }}

      {{- else }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}

      source: |
          echo >&2 '-- flow.createUpdate.systemChannel.enabled is false, config update will be provided by user. returning true' &&
          echo true

      {{- end }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}

# leaf create-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-channel-config-update--{{ $channel.name }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]

      {{- if $.Values.flow.createUpdate.channel.enabled }}
      source: |
        mkdir -p /work &&
                             
        peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
            {{- if $.Values.tlsEnabled }}
                --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
        && echo '-- fetched config block' &&
        
        configtxlator proto_decode --input /work/config_block.pb --type common.Block \
              | jq .data.data[0].payload.data.config > /work/config.json &&
        echo '-- trimmed envelope from config block and converted to json' &&

      {{- if eq $.Values.update.application.type "capabilities" }}

          jq '.channel_group.groups.Application.values.Capabilities.value.capabilities = {"{{ $.Values.update.application.capabilities.version }}": {}}' /work/config.json > /work/updated_config.json &&
          echo >&2 "-- updated capabilities to {{ $.Values.update.application.capabilities.version }} and wrote to /work/updated_config.json" &&

      {{- else if eq $.Values.update.application.type "jsonPath" }}
          jq '{{ $.Values.update.application.jsonPath.key }} = {{ $.Values.update.application.jsonPath.value | quote }}' /work/config.json > /work/updated_config.json &&
          echo >&2 "-- set {{ $.Values.update.application.jsonPath.key }} to {{ $.Values.update.application.jsonPath.value }} and wrote to /work/updated_config.json" &&
          
      {{- else }}
          {{ fail (printf "Uknown update.application.type: %s" $.Values.update.application.type ) }}
      {{- end }} {{- /* update.application.type */ -}}{{""}}
        
        /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb

      {{- else }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}
      source: |
        mkdir -p /work &&

        echo 'not creating channel config update for channel {{ $channel.name }}, waiting for the file /continue' && 
        echo 'manually copy the file /work/update.pb to Argo pod and exec "touch /continue" to continue..' &&

        while [ ! -f /continue ]; do sleep 1; done && 
        echo '/continue file is in place, continuing..' &&
        if [ ! -f /work/update.pb ]; then
          echo '/work/update.pb is not provided, exiting with error'
          exit 1
        fi

      {{- end }} {{- /* flow.createUpdate.channel.enabled */ -}}{{""}}
      

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf create-system-channel-config-update templates
{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-system-channel-config-update
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]

      {{- if $.Values.flow.createUpdate.systemChannel.enabled }}

        {{ fail "create update for system channel is not implemented yet. 'flow.createUpdate.systemChannel.enabled' should be set to false and config update should be provided by user" }}

      {{- else }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}
      source: |
        mkdir -p /work &&

        echo 'not creating system channel config update, waiting for the file /continue' && 
        echo 'manually copy the file /work/update.pb to Argo pod and exec "touch /continue" to continue..' &&

        while [ ! -f /continue ]; do sleep 1; done && 
        echo '/continue file is in place, continuing..' &&
        if [ ! -f /work/update.pb ]; then
          echo '/work/update.pb is not provided, exiting with error'
          exit 1
        fi

      {{- end }} {{- /* flow.createUpdate.systemChannel.enabled */ -}}{{""}}
      
# leaf sign-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
          peer channel signconfigtx -f /work/update.pb 

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-{{ $orgName | lower }}-admin-msp
        # - mountPath: /etc/hyperledger/fabric/org-admin-msp/
        #   name: peer-{{ $orgName | lower }}-admin-msp

      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $orgName }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}


# leaf send-channel-config-update templates
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.channel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending channel config update for channel {{ $channel.name }}, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, quiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}{{""}}

# leaf send-system-channel-config-update template
{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-system-channel-config-update
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.systemChannel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending system channel config update, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

---






thesis-work/k8s/fabric-kube/channel-update-flow/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

logLevel: info

network: 
  # orderer system channel
  systemChannelID: testchainid

update:
  # either application or orderer
  scope: none

  # this part is used if scope is application
  application:
    # either capabilities or jsonPath
    type: capabilities
    
    # set channel capabilities
    capabilities:
      version: V1_4_2

    # make arbitrary change by jsonPath
    jsonPath:
      # the key to change
      key: #.channel_group.groups.Application.policies.Admins.policy.value.rule
      # desired value of the key
      value: # ANY

  # this part is used if scope is orderer (not implemented yet)
  orderer:
     
flow:
  channel:
    # should we update multiple channels in parallel? 
    parallel: true
    # fill in this array with channel names to limit updating to these ones
    include: []
  
  createUpdate:
    channel:
      # actually create the config update for channels or wait until the file /continue is in place
      # if not enabled, user is supposed to copy the config update block to /work/update.pb in pod and then create (touch) /continue file
      enabled: true    
    systemChannel:
      # actually create the config update for system (orderer) channel or wait until the file /continue is in place
      # if not enabled, user is supposed to copy the config update block to /work/update.pb in pod and then create (touch) /continue file
      enabled: false

  sendUpdate:
    channel:
      # actually send the signed config update for channels or wait until the file /continue is in place
      enabled: true    
    systemChannel:
      # actually send the signed config update for system channels or wait until the file /continue is in place
      enabled: true
      






thesis-work/k8s/fabric-kube/collect_external_host_aliases.sh

#!/bin/bash

if [ "$#" -lt 2 ]; then
   echo "usage: collect_host_aliases.sh <ingress|loadbalancer> <project_folder> [additional arguments for kubectl]"
   exit 2
fi

# exit when any command fails
set -e

expose_type=$1
project_folder=$2

case "$expose_type" in
    "ingress")
        peer_ingress_ip=$(kubectl --namespace kube-system get svc -l release=hlf-peer-ingress,component=controller -o jsonpath='{.items[0].status.loadBalancer.ingress[0].ip}')
        orderer_ingress_ip=$(kubectl --namespace kube-system get svc -l release=hlf-orderer-ingress,component=controller -o jsonpath='{.items[0].status.loadBalancer.ingress[0].ip}')

        kubectl get svc -l component=hlf-peer \
            -o jsonpath='{range..items[*]}- ip: '"$peer_ingress_ip"'{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            > $project_folder/externalHostAliases.yaml

        kubectl get svc -l component=hlf-orderer \
            -o jsonpath='{range..items[*]}- ip: '"$orderer_ingress_ip"'{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            >> $project_folder/externalHostAliases.yaml
        ;;

    "loadbalancer")
        kubectl get svc -l addToExternalHostAliases=true \
            -o jsonpath='{range..items[*]}- ip: {.status.loadBalancer.ingress[0].ip}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
            "${@:3}" \
            > $project_folder/externalHostAliases.yaml
        ;;

    *)
        echo "unknown expose type: '"$expose_type"', should be either 'ingress' or 'loadbalancer'"
        exit 2
esac


cat $project_folder/externalHostAliases.yaml






thesis-work/k8s/fabric-kube/collect_host_aliases.sh

#!/bin/bash

if [ "$#" -lt 1 ]; then
   echo "usage: collect_host_aliases.sh <project_folder> [additional arguments for kubectl]"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1

kubectl get svc --namespace hlf -l addToHostAliases=true \
    -o jsonpath='{"hostAliases:\n"}{range..items[*]}- ip: {.spec.clusterIP}{"\n"}  hostnames: [{.metadata.labels.fqdn}]{"\n"}{end}' \
    "${@:2}" \
    > $project_folder/hostAliases.yaml
    
cat $project_folder/hostAliases.yaml






thesis-work/k8s/fabric-kube/docker/fabric-tools/Dockerfile

FROM raft/hl-fabric-tools:1.4.1

# install yq via pip
RUN curl "https://bootstrap.pypa.io/get-pip.py" -o "get-pip.py" && \
    python get-pip.py && \
    pip install yq
    







thesis-work/k8s/fabric-kube/docs/hl_config_sample/configtx.yaml

# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   ORGANIZATIONS
#
#   This section defines the organizational identities that can be referenced
#   in the configuration profiles.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig. It should never be used
    # in production but may be used as a template for other definitions.
    - &SampleOrg
        # Name is the key by which this org will be referenced in channel
        # configuration transactions.
        # Name can include alphanumeric characters as well as dots and dashes.
        Name: SampleOrg

        # ID is the key by which this org's MSP definition will be referenced.
        # ID can include alphanumeric characters as well as dots and dashes.
        ID: SampleOrg

        # MSPDir is the filesystem path which contains the MSP configuration.
        MSPDir: msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies: &SampleOrgPolicies
            Readers:
                Type: Signature
                Rule: "OR('SampleOrg.member')"
                # If your MSP is configured with the new NodeOUs, you might
                # want to use a more specific rule like the following:
                # Rule: "OR('SampleOrg.admin', 'SampleOrg.peer', 'SampleOrg.client')"
            Writers:
                Type: Signature
                Rule: "OR('SampleOrg.member')"
                # If your MSP is configured with the new NodeOUs, you might
                # want to use a more specific rule like the following:
                # Rule: "OR('SampleOrg.admin', 'SampleOrg.client')"
            Admins:
                Type: Signature
                Rule: "OR('SampleOrg.admin')"

        # AnchorPeers defines the location of peers which can be used for
        # cross-org gossip communication. Note, this value is only encoded in
        # the genesis block in the Application section context.
        AnchorPeers:
            - Host: 127.0.0.1
              Port: 7051

################################################################################
#
#   CAPABILITIES
#
#   This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.3 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.3.x
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.3 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.3.0 or later.
        V1_3: true

    # Orderer capabilities apply only to the orderers, and may be safely
    # used with prior release peers.
    # Set the value of the capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Orderer is a catchall flag for behavior which has been
        # determined to be desired for all orderers running at the v1.1.x
        # level, but which would be incompatible with orderers from prior releases.
        # Prior to enabling V1.1 orderer capabilities, ensure that all
        # orderers on a channel are at v1.1.0 or later.
        V1_1: true

    # Application capabilities apply only to the peer network, and may be safely
    # used with prior release orderers.
    # Set the value of the capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.3 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.3.
        V1_3: true
        # V1.2 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.2 (note, this need not be set if
        # later version capabilities are set)
        V1_2: false
        # V1.1 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.1 (note, this need not be set if
        # later version capabilities are set).
        V1_1: false

################################################################################
#
#   APPLICATION
#
#   This section defines the values to encode into a config transaction or
#   genesis block for application-related parameters.
#
################################################################################
Application: &ApplicationDefaults
    ACLs: &ACLsDefault
        # This section provides defaults for policies for various resources
        # in the system. These "resources" could be functions on system chaincodes
        # (e.g., "GetBlockByNumber" on the "qscc" system chaincode) or other resources
        # (e.g.,who can receive Block events). This section does NOT specify the resource's
        # definition or API, but just the ACL policy for it.
        #
        # User's can override these defaults with their own policy mapping by defining the
        # mapping under ACLs in their channel definition

        #---Lifecycle System Chaincode (lscc) function to policy mapping for access control---#

        # ACL policy for lscc's "getid" function
        lscc/ChaincodeExists: /Channel/Application/Readers

        # ACL policy for lscc's "getdepspec" function
        lscc/GetDeploymentSpec: /Channel/Application/Readers

        # ACL policy for lscc's "getccdata" function
        lscc/GetChaincodeData: /Channel/Application/Readers

        # ACL Policy for lscc's "getchaincodes" function
        lscc/GetInstantiatedChaincodes: /Channel/Application/Readers

        #---Query System Chaincode (qscc) function to policy mapping for access control---#

        # ACL policy for qscc's "GetChainInfo" function
        qscc/GetChainInfo: /Channel/Application/Readers

        # ACL policy for qscc's "GetBlockByNumber" function
        qscc/GetBlockByNumber: /Channel/Application/Readers

        # ACL policy for qscc's  "GetBlockByHash" function
        qscc/GetBlockByHash: /Channel/Application/Readers

        # ACL policy for qscc's "GetTransactionByID" function
        qscc/GetTransactionByID: /Channel/Application/Readers

        # ACL policy for qscc's "GetBlockByTxID" function
        qscc/GetBlockByTxID: /Channel/Application/Readers

        #---Configuration System Chaincode (cscc) function to policy mapping for access control---#

        # ACL policy for cscc's "GetConfigBlock" function
        cscc/GetConfigBlock: /Channel/Application/Readers

        # ACL policy for cscc's "GetConfigTree" function
        cscc/GetConfigTree: /Channel/Application/Readers

        # ACL policy for cscc's "SimulateConfigTreeUpdate" function
        cscc/SimulateConfigTreeUpdate: /Channel/Application/Readers

        #---Miscellanesous peer function to policy mapping for access control---#

        # ACL policy for invoking chaincodes on peer
        peer/Propose: /Channel/Application/Writers

        # ACL policy for chaincode to chaincode invocation
        peer/ChaincodeToChaincode: /Channel/Application/Readers

        #---Events resource to policy mapping for access control###---#

        # ACL policy for sending block events
        event/Block: /Channel/Application/Readers

        # ACL policy for sending filtered block events
        event/FilteredBlock: /Channel/Application/Readers

    # Organizations lists the orgs participating on the application side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies: &ApplicationDefaultPolicies
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   ORDERER
#
#   This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters.
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start.
    # Available types are "solo" and "kafka".
    OrdererType: solo

    # Addresses here is a nonexhaustive list of orderers the peers and clients can
    # connect to. Adding/removing nodes from this list has no impact on their
    # participation in ordering.
    # NOTE: In the solo case, this should be a one-item list.
    Addresses:
        - 127.0.0.1:7050

    # Batch Timeout: The amount of time to wait before creating a batch.
    BatchTimeout: 2s

    # Batch Size: Controls the number of messages batched into a block.
    # The orderer views messages opaquely, but typically, messages may
    # be considered to be Fabric transactions.  The 'batch' is the group
    # of messages in the 'data' field of the block.  Blocks will be a few kb
    # larger than the batch size, when signatures, hashes, and other metadata
    # is applied.
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a
        # batch.  No block will contain more than this number of messages.
        MaxMessageCount: 500

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch. The maximum block size is this value
        # plus the size of the associated metadata (usually a few KB depending
        # upon the size of the signing identities). Any transaction larger than
        # this value will be rejected by ordering. If the "kafka" OrdererType is
        # selected, set 'message.max.bytes' and 'replica.fetch.max.bytes' on
        # the Kafka brokers to a value that is larger than this one.
        AbsoluteMaxBytes: 10 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed
        # for the serialized messages in a batch. Roughly, this field may be considered
        # the best effort maximum size of a batch. A batch will fill with messages
        # until this size is reached (or the max message count, or batch timeout is
        # exceeded).  If adding a new message to the batch would cause the batch to
        # exceed the preferred max bytes, then the current batch is closed and written
        # to a block, and a new batch containing the new message is created.  If a
        # message larger than the preferred max bytes is received, then its batch
        # will contain only that message.  Because messages may be larger than
        # preferred max bytes (up to AbsoluteMaxBytes), some batches may exceed
        # the preferred max bytes, but will always contain exactly one transaction.
        PreferredMaxBytes: 2 MB

    # Max Channels is the maximum number of channels to allow on the ordering
    # network. When set to 0, this implies no maximum number of channels.
    MaxChannels: 0

    Kafka:
        # Brokers: A list of Kafka brokers to which the orderer connects. Edit
        # this list to identify the brokers of the ordering service.
        # NOTE: Use IP:port notation.
        Brokers:
            - kafka0:9092
            - kafka1:9092
            - kafka2:9092

    # EtcdRaft defines configuration which must be set when the "etcdraft"
    # orderertype is chosen.
    EtcdRaft:
        # The set of Raft replicas for this network. For the etcd/raft-based
        # implementation, we expect every replica to also be an OSN. Therefore,
        # a subset of the host:port items enumerated in this list should be
        # replicated under the Orderer.Addresses key above.
        Consenters:
            - Host: raft0.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert0
              ServerTLSCert: path/to/ServerTLSCert0
            - Host: raft1.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert1
              ServerTLSCert: path/to/ServerTLSCert1
            - Host: raft2.example.com
              Port: 7050
              ClientTLSCert: path/to/ClientTLSCert2
              ServerTLSCert: path/to/ServerTLSCert2

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations lists the orgs participating on the orderer side of the
    # network.
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"


    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   PROFILES
#
#   Different configuration profiles may be encoded here to be specified as
#   parameters to the configtxgen tool. The profiles which specify consortiums
#   are to be used for generating the orderer genesis block. With the correct
#   consortium members defined in the orderer genesis block, channel creation
#   requests may be generated with only the org member names and a consortium
#   name.
#
################################################################################
Profiles:

    # SampleSingleMSPSolo defines a configuration which uses the Solo orderer,
    # and contains a single MSP definition (the MSP sampleconfig).
    # The Consortium SampleConsortium has only a single member, SampleOrg.
    SampleSingleMSPSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *SampleOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *SampleOrg

    # SampleSingleMSPKafka defines a configuration that differs from the
    # SampleSingleMSPSolo one only in that it uses the Kafka-based orderer.
    SampleSingleMSPKafka:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: kafka
            Organizations:
                - *SampleOrg
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *SampleOrg

    # SampleInsecureSolo defines a configuration which uses the Solo orderer,
    # contains no MSP definitions, and allows all transactions and channel
    # creation requests for the consortium SampleConsortium.
    SampleInsecureSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
        Consortiums:
            SampleConsortium:
                Organizations:

    # SampleInsecureKafka defines a configuration that differs from the
    # SampleInsecureSolo one only in that it uses the Kafka-based orderer.
    SampleInsecureKafka:
        <<: *ChannelDefaults
        Orderer:
            OrdererType: kafka
            <<: *OrdererDefaults
        Consortiums:
            SampleConsortium:
                Organizations:

    # SampleDevModeSolo defines a configuration which uses the Solo orderer,
    # contains the sample MSP as both orderer and consortium member, and
    # requires only basic membership for admin privileges. It also defines
    # an Application on the ordering system channel, which should usually
    # be avoided.
    SampleDevModeSolo:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"

    # SampleDevModeKafka defines a configuration that differs from the
    # SampleDevModeSolo one only in that it uses the Kafka-based orderer.
    SampleDevModeKafka:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: kafka
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"

    # SampleSingleMSPChannel defines a channel with only the sample org as a
    # member. It is designed to be used in conjunction with SampleSingleMSPSolo
    # and SampleSingleMSPKafka orderer profiles.   Note, for channel creation
    # profiles, only the 'Application' section and consortium # name are
    # considered.
    SampleSingleMSPChannel:
        Consortium: SampleConsortium
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *SampleOrg

    # SampleDevModeEtcdRaft defines a configuration that differs from the
    # SampleDevModeSolo one only in that it uses the etcd/raft-based orderer.
    SampleDevModeEtcdRaft:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            OrdererType: etcdraft
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - <<: *SampleOrg
                  Policies:
                      <<: *SampleOrgPolicies
                      Admins:
                          Type: Signature
                          Rule: "OR('SampleOrg.member')"
        Consortiums:
            SampleConsortium:
                Organizations:
                    - <<: *SampleOrg
                      Policies:
                          <<: *SampleOrgPolicies
                          Admins:
                              Type: Signature
                              Rule: "OR('SampleOrg.member')"
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# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

###############################################################################
#
#    Peer section
#
###############################################################################
peer:

    # The Peer id is used for identifying this Peer instance.
    id: jdoe

    # The networkId allows for logical seperation of networks
    networkId: dev

    # The Address at local network interface this Peer will listen on.
    # By default, it will listen on all network interfaces
    listenAddress: 0.0.0.0:7051

    # The endpoint this peer uses to listen for inbound chaincode connections.
    # If this is commented-out, the listen address is selected to be
    # the peer's address (see below) with port 7052
    # chaincodeListenAddress: 0.0.0.0:7052

    # The endpoint the chaincode for this peer uses to connect to the peer.
    # If this is not specified, the chaincodeListenAddress address is selected.
    # And if chaincodeListenAddress is not specified, address is selected from
    # peer listenAddress.
    # chaincodeAddress: 0.0.0.0:7052

    # When used as peer config, this represents the endpoint to other peers
    # in the same organization. For peers in other organization, see
    # gossip.externalEndpoint for more info.
    # When used as CLI config, this means the peer's endpoint to interact with
    address: 0.0.0.0:7051

    # Whether the Peer should programmatically determine its address
    # This case is useful for docker containers.
    addressAutoDetect: false

    # Setting for runtime.GOMAXPROCS(n). If n < 1, it does not change the
    # current setting
    gomaxprocs: -1

    # Keepalive settings for peer server and clients
    keepalive:
        # MinInterval is the minimum permitted time between client pings.
        # If clients send pings more frequently, the peer server will
        # disconnect them
        minInterval: 60s
        # Client keepalive settings for communicating with other peer nodes
        client:
            # Interval is the time between pings to peer nodes.  This must
            # greater than or equal to the minInterval specified by peer
            # nodes
            interval: 60s
            # Timeout is the duration the client waits for a response from
            # peer nodes before closing the connection
            timeout: 20s
        # DeliveryClient keepalive settings for communication with ordering
        # nodes.
        deliveryClient:
            # Interval is the time between pings to ordering nodes.  This must
            # greater than or equal to the minInterval specified by ordering
            # nodes.
            interval: 60s
            # Timeout is the duration the client waits for a response from
            # ordering nodes before closing the connection
            timeout: 20s


    # Gossip related configuration
    gossip:
        # Bootstrap set to initialize gossip with.
        # This is a list of other peers that this peer reaches out to at startup.
        # Important: The endpoints here have to be endpoints of peers in the same
        # organization, because the peer would refuse connecting to these endpoints
        # unless they are in the same organization as the peer.
        bootstrap: 127.0.0.1:7051

        # NOTE: orgLeader and useLeaderElection parameters are mutual exclusive.
        # Setting both to true would result in the termination of the peer
        # since this is undefined state. If the peers are configured with
        # useLeaderElection=false, make sure there is at least 1 peer in the
        # organization that its orgLeader is set to true.

        # Defines whenever peer will initialize dynamic algorithm for
        # "leader" selection, where leader is the peer to establish
        # connection with ordering service and use delivery protocol
        # to pull ledger blocks from ordering service. It is recommended to
        # use leader election for large networks of peers.
        useLeaderElection: true
        # Statically defines peer to be an organization "leader",
        # where this means that current peer will maintain connection
        # with ordering service and disseminate block across peers in
        # its own organization
        orgLeader: false

        # Interval for membershipTracker polling
        membershipTrackerInterval: 5s

        # Overrides the endpoint that the peer publishes to peers
        # in its organization. For peers in foreign organizations
        # see 'externalEndpoint'
        endpoint:
        # Maximum count of blocks stored in memory
        maxBlockCountToStore: 100
        # Max time between consecutive message pushes(unit: millisecond)
        maxPropagationBurstLatency: 10ms
        # Max number of messages stored until a push is triggered to remote peers
        maxPropagationBurstSize: 10
        # Number of times a message is pushed to remote peers
        propagateIterations: 1
        # Number of peers selected to push messages to
        propagatePeerNum: 3
        # Determines frequency of pull phases(unit: second)
        # Must be greater than digestWaitTime + responseWaitTime
        pullInterval: 4s
        # Number of peers to pull from
        pullPeerNum: 3
        # Determines frequency of pulling state info messages from peers(unit: second)
        requestStateInfoInterval: 4s
        # Determines frequency of pushing state info messages to peers(unit: second)
        publishStateInfoInterval: 4s
        # Maximum time a stateInfo message is kept until expired
        stateInfoRetentionInterval:
        # Time from startup certificates are included in Alive messages(unit: second)
        publishCertPeriod: 10s
        # Should we skip verifying block messages or not (currently not in use)
        skipBlockVerification: false
        # Dial timeout(unit: second)
        dialTimeout: 3s
        # Connection timeout(unit: second)
        connTimeout: 2s
        # Buffer size of received messages
        recvBuffSize: 20
        # Buffer size of sending messages
        sendBuffSize: 200
        # Time to wait before pull engine processes incoming digests (unit: second)
        # Should be slightly smaller than requestWaitTime
        digestWaitTime: 1s
        # Time to wait before pull engine removes incoming nonce (unit: milliseconds)
        # Should be slightly bigger than digestWaitTime
        requestWaitTime: 1500ms
        # Time to wait before pull engine ends pull (unit: second)
        responseWaitTime: 2s
        # Alive check interval(unit: second)
        aliveTimeInterval: 5s
        # Alive expiration timeout(unit: second)
        aliveExpirationTimeout: 25s
        # Reconnect interval(unit: second)
        reconnectInterval: 25s
        # This is an endpoint that is published to peers outside of the organization.
        # If this isn't set, the peer will not be known to other organizations.
        externalEndpoint:
        # Leader election service configuration
        election:
            # Longest time peer waits for stable membership during leader election startup (unit: second)
            startupGracePeriod: 15s
            # Interval gossip membership samples to check its stability (unit: second)
            membershipSampleInterval: 1s
            # Time passes since last declaration message before peer decides to perform leader election (unit: second)
            leaderAliveThreshold: 10s
            # Time between peer sends propose message and declares itself as a leader (sends declaration message) (unit: second)
            leaderElectionDuration: 5s

        pvtData:
            # pullRetryThreshold determines the maximum duration of time private data corresponding for a given block
            # would be attempted to be pulled from peers until the block would be committed without the private data
            pullRetryThreshold: 60s
            # As private data enters the transient store, it is associated with the peer's ledger's height at that time.
            # transientstoreMaxBlockRetention defines the maximum difference between the current ledger's height upon commit,
            # and the private data residing inside the transient store that is guaranteed not to be purged.
            # Private data is purged from the transient store when blocks with sequences that are multiples
            # of transientstoreMaxBlockRetention are committed.
            transientstoreMaxBlockRetention: 1000
            # pushAckTimeout is the maximum time to wait for an acknowledgement from each peer
            # at private data push at endorsement time.
            pushAckTimeout: 3s
            # Block to live pulling margin, used as a buffer
            # to prevent peer from trying to pull private data
            # from peers that is soon to be purged in next N blocks.
            # This helps a newly joined peer catch up to current
            # blockchain height quicker.
            btlPullMargin: 10
            # the process of reconciliation is done in an endless loop, while in each iteration reconciler tries to
            # pull from the other peers the most recent missing blocks with a maximum batch size limitation.
            # reconcileBatchSize determines the maximum batch size of missing private data that will be reconciled in a
            # single iteration.
            reconcileBatchSize: 10
            # reconcileSleepInterval determines the time reconciler sleeps from end of an iteration until the beginning
            # of the next reconciliation iteration.
            reconcileSleepInterval: 1m
            # reconciliationEnabled is a flag that indicates whether private data reconciliation is enable or not.
            reconciliationEnabled: true

        # Gossip state transfer related configuration
        state:
            # indicates whenever state transfer is enabled or not
            # default value is true, i.e. state transfer is active
            # and takes care to sync up missing blocks allowing
            # lagging peer to catch up to speed with rest network
            enabled: true
            # checkInterval interval to check whether peer is lagging behind enough to
            # request blocks via state transfer from another peer.
            checkInterval: 10s
            # responseTimeout amount of time to wait for state transfer response from
            # other peers
            responseTimeout: 3s
            # batchSize the number of blocks to request via state transfer from another peer
            batchSize: 10
            # blockBufferSize reflect the maximum distance between lowest and
            # highest block sequence number state buffer to avoid holes.
            # In order to ensure absence of the holes actual buffer size
            # is twice of this distance
            blockBufferSize: 100
            # maxRetries maximum number of re-tries to ask
            # for single state transfer request
            maxRetries: 3

    # TLS Settings
    # Note that peer-chaincode connections through chaincodeListenAddress is
    # not mutual TLS auth. See comments on chaincodeListenAddress for more info
    tls:
        # Require server-side TLS
        enabled:  false
        # Require client certificates / mutual TLS.
        # Note that clients that are not configured to use a certificate will
        # fail to connect to the peer.
        clientAuthRequired: false
        # X.509 certificate used for TLS server
        cert:
            file: tls/server.crt
        # Private key used for TLS server (and client if clientAuthEnabled
        # is set to true
        key:
            file: tls/server.key
        # Trusted root certificate chain for tls.cert
        rootcert:
            file: tls/ca.crt
        # Set of root certificate authorities used to verify client certificates
        clientRootCAs:
            files:
              - tls/ca.crt
        # Private key used for TLS when making client connections.  If
        # not set, peer.tls.key.file will be used instead
        clientKey:
            file:
        # X.509 certificate used for TLS when making client connections.
        # If not set, peer.tls.cert.file will be used instead
        clientCert:
            file:

    # Authentication contains configuration parameters related to authenticating
    # client messages
    authentication:
        # the acceptable difference between the current server time and the
        # client's time as specified in a client request message
        timewindow: 15m

    # Path on the file system where peer will store data (eg ledger). This
    # location must be access control protected to prevent unintended
    # modification that might corrupt the peer operations.
    fileSystemPath: /var/hyperledger/production

    # BCCSP (Blockchain crypto provider): Select which crypto implementation or
    # library to use
    BCCSP:
        Default: SW
        # Settings for the SW crypto provider (i.e. when DEFAULT: SW)
        SW:
            # TODO: The default Hash and Security level needs refactoring to be
            # fully configurable. Changing these defaults requires coordination
            # SHA2 is hardcoded in several places, not only BCCSP
            Hash: SHA2
            Security: 256
            # Location of Key Store
            FileKeyStore:
                # If "", defaults to 'mspConfigPath'/keystore
                KeyStore:
        # Settings for the PKCS#11 crypto provider (i.e. when DEFAULT: PKCS11)
        PKCS11:
            # Location of the PKCS11 module library
            Library:
            # Token Label
            Label:
            # User PIN
            Pin:
            Hash:
            Security:
            FileKeyStore:
                KeyStore:

    # Path on the file system where peer will find MSP local configurations
    mspConfigPath: msp

    # Identifier of the local MSP
    # ----!!!!IMPORTANT!!!-!!!IMPORTANT!!!-!!!IMPORTANT!!!!----
    # Deployers need to change the value of the localMspId string.
    # In particular, the name of the local MSP ID of a peer needs
    # to match the name of one of the MSPs in each of the channel
    # that this peer is a member of. Otherwise this peer's messages
    # will not be identified as valid by other nodes.
    localMspId: SampleOrg

    # CLI common client config options
    client:
        # connection timeout
        connTimeout: 3s

    # Delivery service related config
    deliveryclient:
        # It sets the total time the delivery service may spend in reconnection
        # attempts until its retry logic gives up and returns an error
        reconnectTotalTimeThreshold: 3600s

        # It sets the delivery service <-> ordering service node connection timeout
        connTimeout: 3s

        # It sets the delivery service maximal delay between consecutive retries
        reConnectBackoffThreshold: 3600s

    # Type for the local MSP - by default it's of type bccsp
    localMspType: bccsp

    # Used with Go profiling tools only in none production environment. In
    # production, it should be disabled (eg enabled: false)
    profile:
        enabled:     false
        listenAddress: 0.0.0.0:6060

    # The admin service is used for administrative operations such as
    # control over logger levels, etc.
    # Only peer administrators can use the service.
    adminService:
        # The interface and port on which the admin server will listen on.
        # If this is commented out, or the port number is equal to the port
        # of the peer listen address - the admin service is attached to the
        # peer's service (defaults to 7051).
        #listenAddress: 0.0.0.0:7055

    # Handlers defines custom handlers that can filter and mutate
    # objects passing within the peer, such as:
    #   Auth filter - reject or forward proposals from clients
    #   Decorators  - append or mutate the chaincode input passed to the chaincode
    #   Endorsers   - Custom signing over proposal response payload and its mutation
    # Valid handler definition contains:
    #   - A name which is a factory method name defined in
    #     core/handlers/library/library.go for statically compiled handlers
    #   - library path to shared object binary for pluggable filters
    # Auth filters and decorators are chained and executed in the order that
    # they are defined. For example:
    # authFilters:
    #   -
    #     name: FilterOne
    #     library: /opt/lib/filter.so
    #   -
    #     name: FilterTwo
    # decorators:
    #   -
    #     name: DecoratorOne
    #   -
    #     name: DecoratorTwo
    #     library: /opt/lib/decorator.so
    # Endorsers are configured as a map that its keys are the endorsement system chaincodes that are being overridden.
    # Below is an example that overrides the default ESCC and uses an endorsement plugin that has the same functionality
    # as the default ESCC.
    # If the 'library' property is missing, the name is used as the constructor method in the builtin library similar
    # to auth filters and decorators.
    # endorsers:
    #   escc:
    #     name: DefaultESCC
    #     library: /etc/hyperledger/fabric/plugin/escc.so
    handlers:
        authFilters:
          -
            name: DefaultAuth
          -
            name: ExpirationCheck    # This filter checks identity x509 certificate expiration
        decorators:
          -
            name: DefaultDecorator
        endorsers:
          escc:
            name: DefaultEndorsement
            library:
        validators:
          vscc:
            name: DefaultValidation
            library:

    #    library: /etc/hyperledger/fabric/plugin/escc.so
    # Number of goroutines that will execute transaction validation in parallel.
    # By default, the peer chooses the number of CPUs on the machine. Set this
    # variable to override that choice.
    # NOTE: overriding this value might negatively influence the performance of
    # the peer so please change this value only if you know what you're doing
    validatorPoolSize:

    # The discovery service is used by clients to query information about peers,
    # such as - which peers have joined a certain channel, what is the latest
    # channel config, and most importantly - given a chaincode and a channel,
    # what possible sets of peers satisfy the endorsement policy.
    discovery:
        enabled: true
        # Whether the authentication cache is enabled or not.
        authCacheEnabled: true
        # The maximum size of the cache, after which a purge takes place
        authCacheMaxSize: 1000
        # The proportion (0 to 1) of entries that remain in the cache after the cache is purged due to overpopulation
        authCachePurgeRetentionRatio: 0.75
        # Whether to allow non-admins to perform non channel scoped queries.
        # When this is false, it means that only peer admins can perform non channel scoped queries.
        orgMembersAllowedAccess: false
###############################################################################
#
#    VM section
#
###############################################################################
vm:

    # Endpoint of the vm management system.  For docker can be one of the following in general
    # unix:///var/run/docker.sock
    # http://localhost:2375
    # https://localhost:2376
    endpoint: unix:///var/run/docker.sock

    # settings for docker vms
    docker:
        tls:
            enabled: false
            ca:
                file: docker/ca.crt
            cert:
                file: docker/tls.crt
            key:
                file: docker/tls.key

        # Enables/disables the standard out/err from chaincode containers for
        # debugging purposes
        attachStdout: false

        # Parameters on creating docker container.
        # Container may be efficiently created using ipam & dns-server for cluster
        # NetworkMode - sets the networking mode for the container. Supported
        # standard values are: `host`(default),`bridge`,`ipvlan`,`none`.
        # Dns - a list of DNS servers for the container to use.
        # Note:  `Privileged` `Binds` `Links` and `PortBindings` properties of
        # Docker Host Config are not supported and will not be used if set.
        # LogConfig - sets the logging driver (Type) and related options
        # (Config) for Docker. For more info,
        # https://docs.docker.com/engine/admin/logging/overview/
        # Note: Set LogConfig using Environment Variables is not supported.
        hostConfig:
            NetworkMode: host
            Dns:
               # - 192.168.0.1
            LogConfig:
                Type: json-file
                Config:
                    max-size: "50m"
                    max-file: "5"
            Memory: 2147483648

###############################################################################
#
#    Chaincode section
#
###############################################################################
chaincode:

    # The id is used by the Chaincode stub to register the executing Chaincode
    # ID with the Peer and is generally supplied through ENV variables
    # the `path` form of ID is provided when installing the chaincode.
    # The `name` is used for all other requests and can be any string.
    id:
        path:
        name:

    # Generic builder environment, suitable for most chaincode types
    builder: $(DOCKER_NS)/fabric-ccenv:latest

    # Enables/disables force pulling of the base docker images (listed below)
    # during user chaincode instantiation.
    # Useful when using moving image tags (such as :latest)
    pull: false

    golang:
        # golang will never need more than baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseos:$(ARCH)-$(BASE_VERSION)

        # whether or not golang chaincode should be linked dynamically
        dynamicLink: false

    car:
        # car may need more facilities (JVM, etc) in the future as the catalog
        # of platforms are expanded.  For now, we can just use baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseos:$(ARCH)-$(BASE_VERSION)

    java:
        # This is an image based on java:openjdk-8 with addition compiler
        # tools added for java shim layer packaging.
        # This image is packed with shim layer libraries that are necessary
        # for Java chaincode runtime.
        runtime: $(DOCKER_NS)/fabric-javaenv:$(ARCH)-$(PROJECT_VERSION)

    node:
        # need node.js engine at runtime, currently available in baseimage
        # but not in baseos
        runtime: $(BASE_DOCKER_NS)/fabric-baseimage:$(ARCH)-$(BASE_VERSION)

    # Timeout duration for starting up a container and waiting for Register
    # to come through. 1sec should be plenty for chaincode unit tests
    startuptimeout: 300s

    # Timeout duration for Invoke and Init calls to prevent runaway.
    # This timeout is used by all chaincodes in all the channels, including
    # system chaincodes.
    # Note that during Invoke, if the image is not available (e.g. being
    # cleaned up when in development environment), the peer will automatically
    # build the image, which might take more time. In production environment,
    # the chaincode image is unlikely to be deleted, so the timeout could be
    # reduced accordingly.
    executetimeout: 30s

    # There are 2 modes: "dev" and "net".
    # In dev mode, user runs the chaincode after starting peer from
    # command line on local machine.
    # In net mode, peer will run chaincode in a docker container.
    mode: net

    # keepalive in seconds. In situations where the communiction goes through a
    # proxy that does not support keep-alive, this parameter will maintain connection
    # between peer and chaincode.
    # A value <= 0 turns keepalive off
    keepalive: 0

    # system chaincodes whitelist. To add system chaincode "myscc" to the
    # whitelist, add "myscc: enable" to the list below, and register in
    # chaincode/importsysccs.go
    system:
        cscc: enable
        lscc: enable
        escc: enable
        vscc: enable
        qscc: enable

    # System chaincode plugins:
    # System chaincodes can be loaded as shared objects compiled as Go plugins.
    # See examples/plugins/scc for an example.
    # Plugins must be white listed in the chaincode.system section above.
    systemPlugins:
      # example configuration:
      # - enabled: true
      #   name: myscc
      #   path: /opt/lib/myscc.so
      #   invokableExternal: true
      #   invokableCC2CC: true

    # Logging section for the chaincode container
    logging:
      # Default level for all loggers within the chaincode container
      level:  info
      # Override default level for the 'shim' logger
      shim:   warning
      # Format for the chaincode container logs
      format: '%{color}%{time:2006-01-02 15:04:05.000 MST} [%{module}] %{shortfunc} -> %{level:.4s} %{id:03x}%{color:reset} %{message}'

###############################################################################
#
#    Ledger section - ledger configuration encompases both the blockchain
#    and the state
#
###############################################################################
ledger:

  blockchain:

  state:
    # stateDatabase - options are "goleveldb", "CouchDB"
    # goleveldb - default state database stored in goleveldb.
    # CouchDB - store state database in CouchDB
    stateDatabase: goleveldb
    # Limit on the number of records to return per query
    totalQueryLimit: 100000
    couchDBConfig:
       # It is recommended to run CouchDB on the same server as the peer, and
       # not map the CouchDB container port to a server port in docker-compose.
       # Otherwise proper security must be provided on the connection between
       # CouchDB client (on the peer) and server.
       couchDBAddress: 127.0.0.1:5984
       # This username must have read and write authority on CouchDB
       username:
       # The password is recommended to pass as an environment variable
       # during start up (eg CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD).
       # If it is stored here, the file must be access control protected
       # to prevent unintended users from discovering the password.
       password:
       # Number of retries for CouchDB errors
       maxRetries: 3
       # Number of retries for CouchDB errors during peer startup
       maxRetriesOnStartup: 12
       # CouchDB request timeout (unit: duration, e.g. 20s)
       requestTimeout: 35s
       # Limit on the number of records per each CouchDB query
       # Note that chaincode queries are only bound by totalQueryLimit.
       # Internally the chaincode may execute multiple CouchDB queries,
       # each of size internalQueryLimit.
       internalQueryLimit: 1000
       # Limit on the number of records per CouchDB bulk update batch
       maxBatchUpdateSize: 1000
       # Warm indexes after every N blocks.
       # This option warms any indexes that have been
       # deployed to CouchDB after every N blocks.
       # A value of 1 will warm indexes after every block commit,
       # to ensure fast selector queries.
       # Increasing the value may improve write efficiency of peer and CouchDB,
       # but may degrade query response time.
       warmIndexesAfterNBlocks: 1
       # Create the _global_changes system database
       # This is optional.  Creating the global changes database will require
       # additional system resources to track changes and maintain the database
       createGlobalChangesDB: false

  history:
    # enableHistoryDatabase - options are true or false
    # Indicates if the history of key updates should be stored.
    # All history 'index' will be stored in goleveldb, regardless if using
    # CouchDB or alternate database for the state.
    enableHistoryDatabase: true

###############################################################################
#
#    Operations section
#
###############################################################################
operations:
    # host and port for the operations server
    listenAddress: 127.0.0.1:9443

    # TLS configuration for the operations endpoint
    tls:
        # TLS enabled
        enabled: false

        # path to PEM encoded server certificate for the operations server
        cert:
            file:

        # path to PEM encoded server key for the operations server
        key:
            file:

        # most operations service endpoints require client authentication when TLS
        # is enabled. clientAuthRequired requires client certificate authentication
        # at the TLS layer to access all resources.
        clientAuthRequired: false

        # paths to PEM encoded ca certificates to trust for client authentication
        clientRootCAs:
            files: []

###############################################################################
#
#    Metrics section
#
###############################################################################
metrics:
    # metrics provider is one of statsd, prometheus, or disabled
    provider: prometheus

    # statsd configuration
    statsd:
        # network type: tcp or udp
        network: udp

        # statsd server address
        address: 127.0.0.1:8125

        # the interval at which locally cached counters and gauges are pushed
        # to statsd; timings are pushed immediately
        writeInterval: 10s

        # prefix is prepended to all emitted statsd metrics
        prefix:
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# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Orderer Configuration
#
#   - This controls the type and configuration of the orderer.
#
################################################################################
General:

    # Ledger Type: The ledger type to provide to the orderer.
    # Two non-production ledger types are provided for test purposes only:
    #  - ram: An in-memory ledger whose contents are lost on restart.
    #  - json: A simple file ledger that writes blocks to disk in JSON format.
    # Only one production ledger type is provided:
    #  - file: A production file-based ledger.
    LedgerType: file

    # Listen address: The IP on which to bind to listen.
    ListenAddress: 127.0.0.1

    # Listen port: The port on which to bind to listen.
    ListenPort: 7050

    # TLS: TLS settings for the GRPC server.
    TLS:
        Enabled: false
        # PrivateKey governs the file location of the private key of the TLS certificate.
        PrivateKey: tls/server.key
        # Certificate governs the file location of the server TLS certificate.
        Certificate: tls/server.crt
        RootCAs:
          - tls/ca.crt
        ClientAuthRequired: false
        ClientRootCAs:
    # Keepalive settings for the GRPC server.
    Keepalive:
        # ServerMinInterval is the minimum permitted time between client pings.
        # If clients send pings more frequently, the server will
        # disconnect them.
        ServerMinInterval: 60s
        # ServerInterval is the time between pings to clients.
        ServerInterval: 7200s
        # ServerTimeout is the duration the server waits for a response from
        # a client before closing the connection.
        ServerTimeout: 20s
    # Cluster settings for ordering service nodes that communicate with other ordering service nodes
    # such as Raft based ordering service.
    Cluster:
        # SendBufferSize is the maximum number of messages in the egress buffer.
        # Consensus messages are dropped if the buffer is full, and transaction
        # messages are waiting for space to be freed.
        SendBufferSize: 10
        # ClientCertificate governs the file location of the client TLS certificate
        # used to establish mutual TLS connections with other ordering service nodes.
        ClientCertificate:
        # ClientPrivateKey governs the file location of the private key of the client TLS certificate.
        ClientPrivateKey:
        # The below 4 properties should be either set together, or be unset together.
        # If they are set, then the orderer node uses a separate listener for intra-cluster
        # communication. If they are unset, then the general orderer listener is used.
        # This is useful if you want to use a different TLS server certificates on the
        # client-facing and the intra-cluster listeners.

        # ListenPort defines the port on which the cluster listens to connections.
        ListenPort:
        # ListenAddress defines the IP on which to listen to intra-cluster communication.
        ListenAddress:
        # ServerCertificate defines the file location of the server TLS certificate used for intra-cluster
        # communication.
        ServerCertificate:
        # ServerPrivateKey defines the file location of the private key of the TLS certificate.
        ServerPrivateKey:
    # Genesis method: The method by which the genesis block for the orderer
    # system channel is specified. Available options are "provisional", "file":
    #  - provisional: Utilizes a genesis profile, specified by GenesisProfile,
    #                 to dynamically generate a new genesis block.
    #  - file: Uses the file provided by GenesisFile as the genesis block.
    GenesisMethod: provisional

    # Genesis profile: The profile to use to dynamically generate the genesis
    # block to use when initializing the orderer system channel and
    # GenesisMethod is set to "provisional". See the configtx.yaml file for the
    # descriptions of the available profiles. Ignored if GenesisMethod is set to
    # "file".
    GenesisProfile: SampleInsecureSolo

    # Genesis file: The file containing the genesis block to use when
    # initializing the orderer system channel and GenesisMethod is set to
    # "file". Ignored if GenesisMethod is set to "provisional".
    GenesisFile: genesisblock

    # LocalMSPDir is where to find the private crypto material needed by the
    # orderer. It is set relative here as a default for dev environments but
    # should be changed to the real location in production.
    LocalMSPDir: msp

    # LocalMSPID is the identity to register the local MSP material with the MSP
    # manager. IMPORTANT: The local MSP ID of an orderer needs to match the MSP
    # ID of one of the organizations defined in the orderer system channel's
    # /Channel/Orderer configuration. The sample organization defined in the
    # sample configuration provided has an MSP ID of "SampleOrg".
    LocalMSPID: SampleOrg

    # Enable an HTTP service for Go "pprof" profiling as documented at:
    # https://golang.org/pkg/net/http/pprof
    Profile:
        Enabled: false
        Address: 0.0.0.0:6060

    # BCCSP configures the blockchain crypto service providers.
    BCCSP:
        # Default specifies the preferred blockchain crypto service provider
        # to use. If the preferred provider is not available, the software
        # based provider ("SW") will be used.
        # Valid providers are:
        #  - SW: a software based crypto provider
        #  - PKCS11: a CA hardware security module crypto provider.
        Default: SW

        # SW configures the software based blockchain crypto provider.
        SW:
            # TODO: The default Hash and Security level needs refactoring to be
            # fully configurable. Changing these defaults requires coordination
            # SHA2 is hardcoded in several places, not only BCCSP
            Hash: SHA2
            Security: 256
            # Location of key store. If this is unset, a location will be
            # chosen using: 'LocalMSPDir'/keystore
            FileKeyStore:
                KeyStore:

    # Authentication contains configuration parameters related to authenticating
    # client messages
    Authentication:
        # the acceptable difference between the current server time and the
        # client's time as specified in a client request message
        TimeWindow: 15m

################################################################################
#
#   SECTION: File Ledger
#
#   - This section applies to the configuration of the file or json ledgers.
#
################################################################################
FileLedger:

    # Location: The directory to store the blocks in.
    # NOTE: If this is unset, a new temporary location will be chosen every time
    # the orderer is restarted, using the prefix specified by Prefix.
    Location: /var/hyperledger/production/orderer

    # The prefix to use when generating a ledger directory in temporary space.
    # Otherwise, this value is ignored.
    Prefix: hyperledger-fabric-ordererledger

################################################################################
#
#   SECTION: RAM Ledger
#
#   - This section applies to the configuration of the RAM ledger.
#
################################################################################
RAMLedger:

    # History Size: The number of blocks that the RAM ledger is set to retain.
    # WARNING: Appending a block to the ledger might cause the oldest block in
    # the ledger to be dropped in order to limit the number total number blocks
    # to HistorySize. For example, if history size is 10, when appending block
    # 10, block 0 (the genesis block!) will be dropped to make room for block 10.
    HistorySize: 1000

################################################################################
#
#   SECTION: Kafka
#
#   - This section applies to the configuration of the Kafka-based orderer, and
#     its interaction with the Kafka cluster.
#
################################################################################
Kafka:

    # Retry: What do if a connection to the Kafka cluster cannot be established,
    # or if a metadata request to the Kafka cluster needs to be repeated.
    Retry:
        # When a new channel is created, or when an existing channel is reloaded
        # (in case of a just-restarted orderer), the orderer interacts with the
        # Kafka cluster in the following ways:
        # 1. It creates a Kafka producer (writer) for the Kafka partition that
        # corresponds to the channel.
        # 2. It uses that producer to post a no-op CONNECT message to that
        # partition
        # 3. It creates a Kafka consumer (reader) for that partition.
        # If any of these steps fail, they will be re-attempted every
        # <ShortInterval> for a total of <ShortTotal>, and then every
        # <LongInterval> for a total of <LongTotal> until they succeed.
        # Note that the orderer will be unable to write to or read from a
        # channel until all of the steps above have been completed successfully.
        ShortInterval: 5s
        ShortTotal: 10m
        LongInterval: 5m
        LongTotal: 12h
        # Affects the socket timeouts when waiting for an initial connection, a
        # response, or a transmission. See Config.Net for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        NetworkTimeouts:
            DialTimeout: 10s
            ReadTimeout: 10s
            WriteTimeout: 10s
        # Affects the metadata requests when the Kafka cluster is in the middle
        # of a leader election.See Config.Metadata for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Metadata:
            RetryBackoff: 250ms
            RetryMax: 3
        # What to do if posting a message to the Kafka cluster fails. See
        # Config.Producer for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Producer:
            RetryBackoff: 100ms
            RetryMax: 3
        # What to do if reading from the Kafka cluster fails. See
        # Config.Consumer for more info:
        # https://godoc.org/github.com/Shopify/sarama#Config
        Consumer:
            RetryBackoff: 2s
    # Settings to use when creating Kafka topics.  Only applies when
    # Kafka.Version is v0.10.1.0 or higher
    Topic:
        # The number of Kafka brokers across which to replicate the topic
        ReplicationFactor: 3
    # Verbose: Enable logging for interactions with the Kafka cluster.
    Verbose: false

    # TLS: TLS settings for the orderer's connection to the Kafka cluster.
    TLS:

      # Enabled: Use TLS when connecting to the Kafka cluster.
      Enabled: false

      # PrivateKey: PEM-encoded private key the orderer will use for
      # authentication.
      PrivateKey:
        # As an alternative to specifying the PrivateKey here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of PrivateKey.
        #File: path/to/PrivateKey

      # Certificate: PEM-encoded signed public key certificate the orderer will
      # use for authentication.
      Certificate:
        # As an alternative to specifying the Certificate here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of Certificate.
        #File: path/to/Certificate

      # RootCAs: PEM-encoded trusted root certificates used to validate
      # certificates from the Kafka cluster.
      RootCAs:
        # As an alternative to specifying the RootCAs here, uncomment the
        # following "File" key and specify the file name from which to load the
        # value of RootCAs.
        #File: path/to/RootCAs

    # SASLPlain: Settings for using SASL/PLAIN authentication with Kafka brokers
    SASLPlain:
      # Enabled: Use SASL/PLAIN to authenticate with Kafka brokers
      Enabled: false
      # User: Required when Enabled is set to true
      User:
      # Password: Required when Enabled is set to true
      Password:

    # Kafka protocol version used to communicate with the Kafka cluster brokers
    # (defaults to 0.10.2.0 if not specified)
    Version:

################################################################################
#
#   Debug Configuration
#
#   - This controls the debugging options for the orderer
#
################################################################################
Debug:

    # BroadcastTraceDir when set will cause each request to the Broadcast service
    # for this orderer to be written to a file in this directory
    BroadcastTraceDir:

    # DeliverTraceDir when set will cause each request to the Deliver service
    # for this orderer to be written to a file in this directory
    DeliverTraceDir:

################################################################################
#
#   Operations Configuration
#
#   - This configures the operations server endpoint for the orderer
#
################################################################################
Operations:
    # host and port for the operations server
    ListenAddress: 127.0.0.1:8443

    # TLS configuration for the operations endpoint
    TLS:
        # TLS enabled
        Enabled: false

        # Certificate is the location of the PEM encoded TLS certificate
        Certificate:

        # PrivateKey points to the location of the PEM-encoded key
        PrivateKey:

        # Most operations service endpoints require client authentication when TLS
        # is enabled. ClientAuthRequired requires client certificate authentication
        # at the TLS layer to access all resources.
        ClientAuthRequired: false

        # Paths to PEM encoded ca certificates to trust for client authentication
        ClientRootCAs: []

################################################################################
#
#   Metrics  Configuration
#
#   - This configures metrics collection for the orderer
#
################################################################################
Metrics:
    # The metrics provider is one of statsd, prometheus, or disabled
    Provider: prometheus

    # The statsd configuration
    Statsd:
      # network type: tcp or udp
      Network: udp

      # the statsd server address
      Address: 127.0.0.1:8125

      # The interval at which locally cached counters and gauges are pushed
      # to statsd; timings are pushed immediately
      WriteInterval: 30s

      # The prefix is prepended to all emitted statsd metrics
      Prefix:

################################################################################
#
#   Consensus Configuration
#
#   - This section contains config options for a consensus plugin. It is opaque
#     to orderer, and completely up to consensus implementation to make use of.
#
################################################################################
Consensus:
    # The allowed key-value pairs here depend on consensus plugin. For etcd/raft,
    # we use following options:

    # WALDir specifies the location at which Write Ahead Logs for etcd/raft are
    # stored. Each channel will have its own subdir named after channel ID.
    WALDir: /var/hyperledger/production/orderer/etcdraft/wal

    # SnapDir specifies the location at which snapshots for etcd/raft are
    # stored. Each channel will have its own subdir named after channel ID.
    SnapDir: /var/hyperledger/production/orderer/etcdraft/snapshot







thesis-work/k8s/fabric-kube/extend.sh

#!/bin/bash

# extends certificates using project_folder/crypto-config.yaml
# and copies them to hlf-kube/ folder

if test "$#" -ne 1; then
   echo "usage: extend.sh <project_folder>"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
current_folder=$(pwd)

cd $project_folder

# extend certificates
echo "-- extending certificates --"
cryptogen extend --config ./crypto-config.yaml --input crypto-config

# place holder empty folders for external peer orgs
externalPeerOrgs=$(yq '.ExternalPeerOrgs // empty' ./crypto-config.yaml -r -c)
if [ "$externalPeerOrgs" ]; then
    echo "-- creating empty folders for external peer orgs --"
    for peerOrgDomain in $(echo "$externalPeerOrgs" | jq -r '.[].Domain'); do
        echo "$peerOrgDomain"
        mkdir -p "./crypto-config/peerOrganizations/$peerOrgDomain/msp"
    done
fi 

# copy stuff hlf-kube folder (as helm charts cannot access files outside of chart folder)
# see https://github.com/helm/helm/issues/3276#issuecomment-479117753
cd $current_folder

rm -rf hlf-kube/crypto-config

cp -r $project_folder/crypto-config hlf-kube/
cp -r $project_folder/configtx.yaml hlf-kube/
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configtx.yaml
newpeerorg-configtx.yaml
crypto-config/
channel-artifacts/
chaincode/
charts/
requirements.lock







thesis-work/k8s/fabric-kube/hlf-kube/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/hlf-kube/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: hlf-kube
version: 0.1.0







thesis-work/k8s/fabric-kube/hlf-kube/README.md

This is the main Helm chart to configure and launch the HL Fabric network. 
It's also used for transitioning between normal operation and backup/restore modes.

This chart can also optionally deploy a Kafka cluster as part of this chart.

Please refer to [README](../../README.md) in the top level directory and also 
inline comments in the [values.yaml](values.yaml) file for how to use this chart.
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    ./src/main/java/com/bchain/chaincode/Issuer.java
    
    


./src/main/java/com/bchain/chaincode/Issuer.javapackage main.java.com.bchain.chaincode;

/*
import QualificationDuplicateException;
import Credential;
import CredentialProof;
import ChaincodeObject;

import ResponseMsg;
import utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.io.Serializable;
import java.security.cert.CertificateException;
import java.util.*;


public class Issuer extends ChaincodeBase implements IssuerInterface {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String verifyCredential = "verifyCredential";
    public static final String revokeCredential = "revokeCredential";
    public static final String isRevoked = "isRevoked";


    class Issuer extends ChaincodeObject implements Serializable {
        private HashSet<String> owners =  null;
        private String orgIdentifier;
        private String creator;

        public HashSet<String> getOwners() {
            return owners;
        }

        public void setOwners(HashSet<String> owners) {
            this.owners = owners;
        }

        public String getOrgIdentifier() {
            return orgIdentifier;
        }

        public void setOrgIdentifier(String orgIdentifier) {
            this.orgIdentifier = orgIdentifier;
        }

        public String getCreator() {
            return creator;
        }

        public void setCreator(String creator) {
            this.creator = creator;
        }

        public Issuer(HashSet<String> owners, String orgIdentifier, String creator) {
            this.owners = owners;
            this.orgIdentifier = orgIdentifier;
            this.creator = creator;
        }
        public Issuer() {}
    }
    private Issuer issuer;

    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        try {
            ClientIdentity cid =  new ClientIdentity(chaincodeStub);
            HashSet<String> owners = utils.stringToHashSet(args.get(1));
            String orgIdentifier = new String(args.get(2));
            String creator = cid.getId();
            issuer = new Issuer(owners, orgIdentifier, creator);
            CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
            issuer.commit(chaincodeStub, key.toString());
        } catch (IOException | CertificateException e) {
            if (e instanceof IOException) {
                return new Response(500, "Error in provided arguments. Error: " + e, null);
            } else if (e instanceof CertificateException) {
                return new Response(400, "Error parsing your certificate."+e, null);
            }

        }
        return new Response(200, "Chaincode Initiated Succesfully!", null);
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        List<byte[]> args = chaincodeStub.getArgs();
        if (args.size() >= 4) {
            String orgIdentifier = new String(chaincodeStub.getArgs().get(3));
            String function = chaincodeStub.getFunction();
            String subject = new String(args.get(1));
            if (this.issuer == null) {
                CompositeKey key = chaincodeStub.createCompositeKey("Issuer", orgIdentifier);
                try {
                    this.issuer = new Issuer().fetch(key.toString(), chaincodeStub);
                } catch (IOException e) {
                    return new Response(500, "Issuer doesn't exists!", null);
                }
            } else {
                if (!this.issuer.orgIdentifier.equals(orgIdentifier)) {
                    return new Response(500, "Wrong identifier", null);
                }
            }
            switch (function) {
                case registerCredential:
                    return this.registerCredential(chaincodeStub, subject, args.get(2), new String(args.get(4)));
                case confirmCredential:
                    return this.confirmCredential(chaincodeStub, subject, new String(args.get(2)));
                case isRevoked:
                    return this.isRevoked(chaincodeStub, subject, new String(args.get(2)));
                case verifyCredential:
                    return this.verifyCredential(chaincodeStub, subject, new String(args.get(2)), args.get(4));
                case revokeCredential:
                    return this.revokeCredential(chaincodeStub, subject, new String(args.get(2)));
            }
        }
        return new Response(500, "function not found!", null);
    }

    @Override
    public Chaincode.Response isRevoked(ChaincodeStub stub,String subject, String qualId) {
        CredentialProof qual = new CredentialProof();
        try {
            String res = (stub.getStringState("CredentialProof" + subject + qualId) == null)
                    ? (stub.getStringState("Credential" + subject + qualId)) : ("");
            if (res.length() > 0) {
                String type =  (res.contains("ParentQualifier") ? "CredentialProof" : "Credential");
                if (type == "CredentialProof") {
                    qual = qual.fetch("CredentialProof" + subject + qualId, stub);
                    return new Chaincode.Response(200,""+ qual.isValid(), null);
                } else {
                    Credential proof = new Credential();
                    proof = proof.fetch("Credential" + subject + qualId, stub);
                    return new Chaincode.Response(200, "" + proof.getRevoked(), null);
                }
            }

        } catch(Exception e) {
            return new Chaincode.Response(500, "Error while checking if proof is revoked!", e.toString().getBytes());
        }
        return new Chaincode.Response(500, "Not found!", null);
    }

    @Override
    public Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType) {
       // TODO: ACL
        try {
            if (registrationType.equals("credential")) {
                Credential credential = utils.jsonToObject(data, new Credential());
                CredentialProof proof = new CredentialProof();
                if (!proof.objectExists(credential.getQualId(),stub)) {
                    return new Response(500, "CredentialProof doesn't exist", null);
                } else {
                    proof = proof.fetch(credential.getQualId(), stub);
                    String proofKey = "Credential" + credential.getSubject() + credential.getDescription();
                    if (utils.isInSet(Arrays.asList(proof.getRequiredCredentials()), proofKey)) {
                        CompositeKey newKey = credential.createKey(credential.getSubject(), credential.getDescription());
                        credential.setSignatures(new String[credential.getRequiredAgreement().length]);
                        credential.setHash();
                        credential.commit(stub, newKey.toString().ƒreplace("\u0000",""));
                    }
                }
            } else if (registrationType.equals("credentialproof")) {
                CredentialProof credentialProof =  utils.jsonToObject(data, new CredentialProof());
                CompositeKey recKey = credentialProof.createKey( credentialProof.getSubject(), credentialProof.getDescription());
                if (credentialProof.objectExists(recKey.toString(),stub)){
                    throw new QualificationDuplicateException("Record already exists!");
                }
                if (credentialProof.getParentCredentialProof() != null) {
                    if (!credentialProof.objectExists(credentialProof.getParentCredentialProof(), stub)) {
                        throw new IOException("Parent CredentialProof doesn't exist. ");
                    }
                }
                // does the owner exists in the context of the issuer.
                for(String owner : credentialProof.getOwners()) {
                    if (!this.issuer.owners.contains(owner)) {
                        throw new IOException("Owner doesn't exist for issuer!"+ owner);
                    }
                }
                credentialProof.commit(stub, recKey.toString());
            }
        } catch (IOException  | QualificationDuplicateException  e) {
            if (e instanceof  IOException) {
                return new Response(500, "Error in committing new credential", null);
            } else if (e instanceof QualificationDuplicateException) {
                return new Response(500, e.toString(),null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
    return new Response(200, "Success", null);
    }

    @Override
    public Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String desc) {
        Credential proof = null;
        try {
           ClientIdentity cid = new ClientIdentity(stub);
           if (this.issuer.owners.contains(cid.getId())) {
               proof = new Credential();
               proof = proof.fetch("Credential" + subject + desc, stub);
               proof.setRevoked(true);
               CredentialProof.setParentRevoked(stub, proof.getQualId());
               proof.commit(stub, proof.getKey());
           }
       } catch (CertificateException | IOException  e) {
           if (e instanceof  CertificateException) {
               return new Chaincode.Response(401, "error in retrieving certificate for user.", null);
           } else if (e instanceof IOException) {
               return new Chaincode.Response(500, "Not found!", null);
           }
       }
        return new Chaincode.Response(200, "Credential Revoked.", proof.toJson().getBytes());
    }

    @Override
    public Chaincode.Response confirmCredential(ChaincodeStub stub, String subject, String description) {
        String key = "Credential".concat(subject).concat(description);
        try {
            Credential proof = new Credential();
            if (proof.objectExists(key, stub)) {
                ClientIdentity cid = new ClientIdentity(stub);
                proof = proof.fetch(key,stub);
                ArrayList<String> rsigs = new ArrayList<>(Arrays.asList(proof.getRequiredAgreement()));
                ArrayList<String> sigs = new ArrayList<>(Arrays.asList(proof.getSignatures()));
                int idx = rsigs.indexOf(cid.getId());
                if ( idx == 0 || (idx > 0 && sigs.contains(rsigs.get(idx-1)))) {
                    String[] lst = proof.getSignatures();
                    lst[idx] = cid.getId();
                    proof.setSignatures(lst);
                    proof.setHash();
                    proof.commit(stub, key);
                    if (sigs.contains(rsigs.get(rsigs.size()-1))) { // all signatures are prvoided. CredentialProof achieved.
                        CredentialProof credentialProof = new CredentialProof().fetch(proof.getQualId(), stub);
                        ArrayList<String> creds = new ArrayList<>(Arrays.asList(credentialProof.getRequiredCredentials()));
                        ArrayList<String> pCreds = new ArrayList<>(Arrays.asList(credentialProof.getProvidedCredentials()));
                        idx = creds.indexOf(proof.getKey());
                        // is the order correct?
                        if (idx == 0 || (idx > 0 && pCreds.contains(creds.get(idx-1)))) {
                            pCreds.add(proof.getKey());
                            credentialProof.setProvidedCredentials((String[]) creds.toArray());
                            credentialProof.setHash();
                            credentialProof.setValid(true);
                            credentialProof.commit(stub, credentialProof.createKey(credentialProof.getSubject(), credentialProof.getDescription()).toString());
                            if (credentialProof.getParentCredentialProof() != null) {
                                CredentialProof.updateParentCredentials(stub, credentialProof.getParentCredentialProof(), credentialProof.getKey());
                            }
                        }
                    }
                    stub.setEvent("CredentialConfirmedEvent", description.getBytes());
                    return new Response(200, "Signed", proof.toJson().getBytes());

                } else {
                    ResponseMsg msg = new ResponseMsg("Signer address doesn't exists in list.", null);
                    return new Response(500, "Not allowed to sign", msg.WriteResponse());
                }
            } else {
                throw  new IOException("Proof doesn't exists");
            }
        } catch(CertificateException | IOException  e) {
            if (e instanceof  CertificateException) {
                return new Response(500, "Cannot obtain identity", null);
            } else if (e instanceof  IOException) {
                return new Response(500, e.getMessage(), null);
            }
        }
        return new Response(200, "Credential Confirmed!", null);
    }

    @Override
    public Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data) {
        String type = (stub.getStringState("CredentialProof" + subject + description) == null)
                ? "CredentialProof" : "Credential";
        boolean isValid = false;
        try {
            switch (type) {
                case "CredentialProof":
                    CredentialProof providedQual = utils.jsonToObject(data, new CredentialProof());
                    CredentialProof retrievedQual = new CredentialProof().fetch(new CompositeKey("CredentialProof", subject, description).toString(), stub);
                    providedQual.setHash();
                    if (retrievedQual.isValid() && retrievedQual.getHash().equals(providedQual.getHash())) {
                        isValid = true;
                    }
                    break;

                case "Credential":
                    Credential providedProof = utils.jsonToObject(data, new Credential());;
                    Credential retrievedProof = new Credential().fetch("Credential" +subject + description, stub);
                    providedProof.setHash();
                    if (retrievedProof.getRevoked() &&
                        retrievedProof.getHash().equals(providedProof.getHash())) {
                        isValid = true;
                    }
                    break;
            }
        } catch(IOException  e) {
            return new Chaincode.Response(500, "Unable to verify the provided credential.", null);
        }
        return new Chaincode.Response(200, type + " is valid: " + isValid, data);
    }
    public static void main(String[] args) {
        new Issuer().start(args);
    }
}
*/
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./src/main/java/com/bchain/chaincode/ChaincodeInstance.javapackage main.java.com.bchain.chaincode;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeBase;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;

public class ChaincodeInstance extends ChaincodeBase {


    private ChaincodeObject currentChaincodeInstance;

    /*
        Only called on instantiation or update of test.
     */
    @Override
    public Response init(ChaincodeStub chaincodeStub) {
        Procedure instance;
        try {
            // Resolve type of test, e.g. issuer etc.
            instance = TypeResolver.defineChaincodeInstance(chaincodeStub);
            // Validate params and create instance.
            instance.validate(chaincodeStub);
            // Commit instance.
            instance.apply(chaincodeStub);
            // apply instance to test.
            this.currentChaincodeInstance = instance.getResultObject();
        } catch (IOException | CertificateException | IllegalArgumentException | IllegalAccessError e) {
            return new Response(500, e.toString(), new byte[]{});
        }
        return new Response(200, instance.getStatusMessage(), instance.getResultObject().toJson().getBytes());
    }

    @Override
    public Response invoke(ChaincodeStub chaincodeStub) {
        Procedure procedure = null;
        try {
            // if instance happens to be zero, retrieve it from the chain.
            this.currentChaincodeInstance = TypeResolver.ResolveCurrentType(chaincodeStub);
            // 1. Init transaction proposal phase.
            procedure = TxProcedure.createProcedure(chaincodeStub, this.currentChaincodeInstance);
            // 2. Validation phase.
            procedure.validate(chaincodeStub);
            // 3. Commit phase.
            procedure.apply(chaincodeStub);

        } catch (IOException | IllegalArgumentException | CertificateException | IllegalAccessError e) {
            return new Chaincode.Response(500,   e.getMessage(), new byte[]{});
        }
        byte[] payload =  procedure.getResultObject() != null ? procedure.getResultObject().toJson().getBytes() : new byte[]{};
        return new Chaincode.Response(200, procedure.getStatusMessage(), payload);
    }

    public static void main(String[] args) {
        new ChaincodeInstance().start(args);
    }
}
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import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.ProcedureInitializeIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureInitializeRecord;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TypeResolver {

    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                TxInitializeIssuer txInitializeIssuer = new TxInitializeIssuer();
                txInitializeIssuer.ParseFrom(stub.getArgs(), stub);
                return txInitializeIssuer;
            case "Recorder":
                TxInitRecorder txInitRecorder = new TxInitRecorder();
                txInitRecorder.ParseFrom(stub.getArgs(), stub);
                return txInitRecorder;
        }
        return null;
    }
    public static Procedure defineChaincodeInstance(ChaincodeStub stub) throws IOException, CertificateException {
        List<String> params = stub.getParameters();
        String type = params.get(0);
        switch (type) {
            case "Issuer":
                return new ProcedureInitializeIssuer(parseFromArgs(stub));
            case "Recorder":
                return new ProcedureInitializeRecord(parseFromArgs(stub));
        }
        return null;
    }

    public static ChaincodeObject ResolveCurrentType(ChaincodeStub stub) throws IOException {
        String type = stub.getStringState("type_self");
        switch (type) {
            case "Issuer":
                return new Issuer().fetch("IssuerInstance", stub);
            case "Recorder":
                return new Records().fetch("RecorderInstance",stub);
        }
        return null;
    }

}
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./src/main/java/com/bchain/chaincode/IssuerInterface.javapackage main.java.com.bchain.chaincode;
import org.hyperledger.fabric.shim.*;


/* --------------------------------------------------------------------------------------------------------------------------------------*
 *  @param issueId - A role an entity performs by asserting claims about one or more subjects,                                           *
 *                  creating a verifiable credential from these claims, and transmits to a holder.                                       *
 *  @param subject - An entity about which claims are made. Example subjects include human beings, animals, and things.                  *
 *  @param data - Some document defined by the outside world which are to be stored/verified by the blockchain system.                   *
 *  @function #isRevoked -  check if entity is revoked for a particular certification                                                    *
 *  @function #registerCredential - provide credentials for a particular subject (previously known as issue)                             *
 *  @function #revokeCredential - credential for subject is no longer valid.                                                             *
 *  @function #confirmCredential - (previously known as confirmProof) (E.g. does all the involved entities agree on the certification?)  *
 *  @function #verifyCredential -  aggregate a set of credentials associated with the Issuer (previously known as aggregate)             *
 *  @function #registerCredential - a credential is held in a record which tracks a set of credentials in order to be a valid record     *
 *---------------------------------------------------------------------------------------------------------------------------------------*/

public interface IssuerInterface {
     Chaincode.Response isRevoked(ChaincodeStub stub, String subject, String qualRecId);
     Chaincode.Response registerCredential(ChaincodeStub stub, String subject, byte[] data, String registrationType);
     Chaincode.Response revokeCredential(ChaincodeStub stub, String subject, String issueId);
     Chaincode.Response confirmCredential(ChaincodeStub stub,String subject, String desc);
     Chaincode.Response verifyCredential(ChaincodeStub stub, String subject, String description, byte[] data);
}
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./src/main/java/com/bchain/chaincode/Utilities/utils.javapackage main.java.com.bchain.chaincode.Utilities;
import main.java.com.bchain.chaincode.Objects.Mapper;

import java.io.IOException;
import java.util.*;
import java.util.regex.Pattern;

public class utils {
    // regex patterns
    public static Pattern validArrayFormat = Pattern.compile("(\\[.*?\\])");
    public static Pattern validIntegerFormat = Pattern.compile("^\\d+$");

    public static LinkedHashSet<String> stringToHashSet(String arg) throws IOException {
        LinkedHashSet<String> set = null;
        String argz = arg;
        List<String> list = Mapper.INSTANCE.getObjectMapper().readValue(argz, ArrayList.class);
        set = new LinkedHashSet<>(list);
        return set;
    }

    public static String[] stringToList(byte[]arg) throws IOException {
        return Mapper.INSTANCE.getObjectMapper().readValue(arg, String[].class);
    }

    public static <T extends  Object> T jsonToObject(byte[] data, T obj) throws IOException {
        obj =  (T) Mapper.INSTANCE.getObjectMapper().readValue(data, obj.getClass());
        return obj;
    }

    public static <T> boolean isInSet(Collection<T> list, T item) {
        Iterator<T> it = list.iterator();
        while(it.hasNext()) {
            Object itemCompare = it.next();
            if(item.equals(itemCompare)) {
                return true;
            }
        }
        return false;
    }


    public static boolean checkFormat(String s, Pattern pattern) {
        return pattern.matcher(s).find();
    }
}
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public class ResponseMsg {
    String message;
    byte[] Payload;
    public ResponseMsg(String message, byte[] payload) {
        this.message = message;
        Payload = payload;
    }
    public byte[] WriteResponse() {
        StringBuilder resp = new StringBuilder();
        resp.append("{");
        resp.append("{\"message \":\"" + this.message + "\"},");
        resp.append("{\"payload \":\"" + this.Payload + "\"},");
        resp.append("}");
        return resp.toString().getBytes();
    }
}
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public class OwnerNotFoundException extends java.lang.Exception {
    public OwnerNotFoundException(String message) {
        super(message);
    }
}
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public class QualificationDuplicateException extends Exception {
    public QualificationDuplicateException(String message) {
        super(message);
    }
}
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public class ChainCodeException extends Exception {
    public ChainCodeException(String msg) {
        super(msg);
    }
}
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import com.fasterxml.jackson.databind.ObjectMapper;

public enum Mapper {
    INSTANCE;
    private final ObjectMapper mapper = new ObjectMapper();

    private Mapper(){
        // Perform any configuration on the ObjectMapper here.
    }

    public ObjectMapper getObjectMapper() {
        return mapper;
    }
}
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import java.util.LinkedHashMap;

public class TrieNode {
    public String hashObject;
    public boolean isValid = true;
    public boolean leaf;
    private LinkedHashMap<String, TrieNode> children = new LinkedHashMap<>();

    public TrieNode(String obj) {
        this.hashObject = obj;
    }

    public TrieNode() {}

    public LinkedHashMap<String, TrieNode> getChildren() {
        return children;
    }

    public void setLeaf(boolean isLeaf) {
        this.leaf = isLeaf;
    }

    public boolean isLeaf() {
        return this.leaf;
    }

    public String getHashObject() {
        return this.hashObject;
    }

    public void setHashObject(String hashObject) {
        this.hashObject = hashObject;
    }

    public void setChildren(LinkedHashMap<String, TrieNode> children) {
        this.children = children;
    }

    public boolean isValid() {
        return isValid;
    }

    public void setValid(boolean valid) {
        isValid = valid;
    }


}
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import java.sql.Timestamp;

public class Records extends ChaincodeObject {
    public static final String registerRecord = "registerRecord";
    public static final String revoke = "revoke";
    public static final String verifyCredential = "verifyCredential";
    private String orgCreator;
    private Timestamp created;
    private String collections;

    public Records(String collections, Timestamp created, String orgCreator) {
        this.collections = collections;
        this.created = created;
        this.orgCreator = orgCreator;
    }

    public String getCollections() {
        return collections;
    }
    public void setCollections(String collection) {
        this.collections = collection;
    }

    public Timestamp getCreated() {
        return created;
    }

    public void setCreated(Timestamp created) {
        this.created = created;
    }

    public Records() {
    }

    public String getCreator() {
        return this.orgCreator;
    }

    public void setCreator(String creator) {
        this.orgCreator = creator;
    }
}
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import com.fasterxml.jackson.annotation.JsonInclude;
import com.fasterxml.jackson.annotation.JsonTypeInfo;
import com.fasterxml.jackson.core.JsonProcessingException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import static java.nio.charset.StandardCharsets.UTF_8;


@JsonTypeInfo(use = JsonTypeInfo.Id.CLASS, include = JsonTypeInfo.As.PROPERTY, property = "type")
public abstract class ChaincodeObject {
    private String objectType = this.getClass().getSimpleName();
    public String hash;
    private String key;
    private String txid;
    private boolean valid = false;

    @JsonInclude(JsonInclude.Include.NON_NULL)
    public String getKey() {
        return key;
    }

    public void setKey(String key) {
        this.key = key;
    }

    public void setHash() {
        // NO-OP
    }
    public boolean getValid() {
        return valid;
    }

    public void setValid(boolean valid) {
        this.valid = valid;
    }

    public CompositeKey createKey(String ... values) {
        CompositeKey key = new CompositeKey(this.objectType, values);
        this.key = key.toString();
        return key;
    }

    public void commit(ChaincodeStub stub, String compositeKey) throws IOException {
        stub.putState(compositeKey, Mapper.INSTANCE.getObjectMapper().writeValueAsString(this).getBytes(UTF_8));
    }

    public void privateCommit( String collection, String key, ChaincodeStub stub) throws IOException {
        stub.putPrivateData(collection, key, Mapper.INSTANCE.getObjectMapper().writeValueAsBytes(this));
    }

    public <T extends Object> T fetchPrivateData(String collection, String key, ChaincodeStub stub) throws IOException {
        return toObject(stub.getPrivateDataUTF8(collection,key));
    }

    public boolean objectExists(String compositeKey, ChaincodeStub stub) {
        String res = stub.getStringState(compositeKey);
        return res != null && !res.isEmpty();
    }
    public boolean privateObjectExists(String collection, String key, ChaincodeStub stub) {
        String res = stub.getPrivateDataUTF8(collection, key);
        return res != null && !res.isEmpty();
    }

   public <T extends Object> T fetch(String compositeKey, ChaincodeStub stub) throws IOException {
        String object = stub.getStringState(compositeKey);
        return toObject(object);
   }

    public String getTxid() {
        return txid;
    }

    public void setTxid(String txid) {
        this.txid = txid;
    }

    public <T extends Object> T toObject(String object) throws IOException {
       T var;
       if (object != null) {
           var = (T) Mapper.INSTANCE.getObjectMapper().readValue(object, this.getClass());
       } else {
           throw new IOException("Couldn't find the object. " + this.getClass().getName());
       }
       return var;
   }

   public String toJson()  {
        String json;
        try {
            json = Mapper.INSTANCE.getObjectMapper().writeValueAsString(this);
        } catch (JsonProcessingException e) {
            json = e.toString();
        }
        return json;
   }

    public String getObjectType() {
        return objectType;
    }

    public void setObjectType(String objectType) {
        this.objectType = objectType;
    }

    public String getHash() {
        return hash;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public boolean isValid() {
        return valid;
    }
}
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import java.io.Serializable;
import java.time.Instant;
import java.util.LinkedHashSet;


public class Issuer extends ChaincodeObject implements Serializable {
    public static final String registerCredential = "registerCredential";
    public static final String confirmCredential = "confirmCredential";
    public static final String startIssuer = "startIssuer";
    public static final String aggregateProofs = "aggregateProofs";
    public static final String readProof = "readProof";
    public static final String editParticipants = "editParticipants";
    public static final String hashComparison = "hashComparison";


    private LinkedHashSet<String> owners =  new LinkedHashSet<>();
    private LinkedHashSet<String> participants = new LinkedHashSet<>();

    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private LinkedHashSet<String> subIssuers = new LinkedHashSet<>();
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated = false;
    private boolean started = false;


    public Issuer(LinkedHashSet<String> owners, LinkedHashSet<String> subIssuers, int quorum, int nrCredentials, String orgIdentifier, String creator, String recordId, String description, String collectionId) {
        this.owners = owners;
        this.orgIdentifier = orgIdentifier;
        this.creator = creator;
        this.subIssuers = subIssuers;
        this.description = description;
        this.quorum = quorum;
        this.requiredCredentials = nrCredentials;
        this.recordsId = recordId;
        this.collectionId = collectionId;
    }
    public Issuer() {}

    public LinkedHashSet<String> getParticipants() {
        return participants;
    }
    public void setCreated(String created) {
        this.created = created;
    }
    public boolean isExpired(Instant currTime) {
        return currTime.compareTo(Instant.parse(expired)) > 1;
    }
    public void setExpired(String expired) {
        this.expired = expired;
    }
    public int getRequiredCredentials() {
        return requiredCredentials;
    }
    public int getQuorum() {
        return this.quorum;
    }
    public LinkedHashSet<String> getSubIssuers() {
        return this.subIssuers;
    }
    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public String getDescription() {
        return description;
    }
    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }
    public String getCreator() {
        return creator;
    }
    public void setCreator(String creator) {
        this.creator = creator;
    }
    public String getCreated() {
        return created;
    }
    public String getExpired() {
        return expired;
    }
    public String getRecordsId() { return recordsId; }
    public String getCollectionId() {
        return collectionId;
    }
    public void setCollectionId(String collectionId) {this.collectionId = collectionId; }

    public void addParticipants(LinkedHashSet<String> participants) {
        this.participants.addAll(participants);
    }
    public void clearParticipants() {
        this.participants = new LinkedHashSet<>();
    }

    public boolean isAggregated() {
        return aggregated;
    }

    public void setAggregated(boolean aggregated) {
        this.aggregated = aggregated;
    }

    public boolean isStarted() {
        return started;
    }

    public void setStarted(boolean started) {
        this.started = started;
    }
}
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import com.fasterxml.jackson.annotation.JsonInclude;
import com.google.common.hash.Hashing;

import java.io.Serializable;
import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.Arrays;

public class Credential extends ChaincodeObject implements Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private ArrayList<String> requiredAgreement;
    private ArrayList<String> signatures;
    private String qualId;

    public Credential(String subject,
                           String description,
                           byte[] data,
                           String[] requiredAgreement,
                           String qualId) {
        this.subject = subject;
        this.description = description;
        this.data = data;
        this.requiredAgreement = new ArrayList<String>(Arrays.asList(requiredAgreement));
        this.signatures = new ArrayList<>();
        this.qualId = qualId;
    }

    public Credential() {
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public byte[] getData() {
        return this.data;
    }

    public void setData(byte[] data) {
        this.data = data;
    }

    public ArrayList<String> getRequiredAgreement() {
        return requiredAgreement;
    }

    public void setRequiredAgreement(ArrayList<String> requiredAgreement) {
        this.requiredAgreement = requiredAgreement;
    }

    public ArrayList<String> getSignatures() {
        return signatures;
    }

    public void setSignatures(ArrayList<String> signatures) {
        this.signatures = signatures;
    }

    public String getQualId() {
        return this.qualId;
    }
    @JsonInclude(JsonInclude.Include.NON_NULL)
    public void setQualIdId(String qualId) {
        this.qualId = qualId;
    }

    public String getHash() {
        return hash;
    }

    @Override
    public void setHash() {
        this.hash = Hashing.sha256().hashString(this.getDescription()
                .concat(this.getSubject())
                .concat(
                        (new String(this.getData())))
                , StandardCharsets.UTF_8).toString();
    }

    public boolean compare(String compareHash) {
        return this.hash.equals(compareHash);
    }
}
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import com.google.common.hash.Hashing;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.stream.Collectors;
import java.util.stream.Stream;

public class CredentialProof extends ChaincodeObject {
    private String subject;
    private String description;
    private int quorum;
    private ArrayList<ChaincodeObject> data = new ArrayList<>();
    private ArrayList<String> providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;

    public CredentialProof(String subject, String description, int quorum, String[] owners) {
        this.subject = subject;
        this.description = description;
        this.quorum = quorum;
        this.owners = owners;
        this.providedCredentials = new ArrayList<>();
    }

    public void addData(ChaincodeObject data) {
        this.data.add(data);
    }

    public void setData(ArrayList<ChaincodeObject> data) {
        this.data = data;
    }

    public void setHash(String hash) {
        this.hash = hash;
    }

    public String getCreatedByOrg() {
        return createdByOrg;
    }

    public void setCreatedByOrg(String createdByOrg) {
        this.createdByOrg = createdByOrg;
    }

    public void extendData(ArrayList<ChaincodeObject> data) {
        ArrayList<ChaincodeObject> newData = Stream.concat(this.data.stream(), data.stream()).collect(Collectors.toCollection(ArrayList::new));
        this.data = newData;
    }

    public ArrayList<ChaincodeObject> getData() {
        return this.data;
    }

    public CredentialProof() {
    }

    public String getSubject() {
        return this.subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public void setQuorum(int quorum) {
        this.quorum = quorum;
    }

    public int getQuorum() {
        return this.quorum;
    }

    public ArrayList<String> getProvidedCredentials() {
        return providedCredentials;
    }

    public void setProvidedCredentials(ArrayList<String> providedCredentials) {
        this.providedCredentials = providedCredentials;
        if(this.providedCredentials.size() >= quorum) {
            this.setHash();
            this.setValid(true);
        }
    }

    public String getDescription() {
        return description;
    }

    public void setDescription(String description) {
        this.description = description;
    }

    public String[] getOwners() {
        return owners;
    }

    public void setOwners(String[] owners) {
        this.owners = owners;
    }


    public String getHash() {
        return this.hash;
    }

    @Override
    public void setHash() {
        StringBuilder tmp = new StringBuilder();
        for (ChaincodeObject obj : this.getData()) {
            if (obj instanceof Credential) {
                tmp.append(( obj).getHash());
            } else {
                tmp.append(obj.hash);
            }
        }
        this.hash = Hashing.sha256().hashString(tmp.toString(), StandardCharsets.UTF_8).toString();
    }
}
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import java.io.Serializable;
import java.util.*;

public class Trie extends ChaincodeObject implements Serializable {
    private TrieNode root;
    private LinkedHashSet<String> owners = new LinkedHashSet();
    private String subject;
    private String summary;
    private String orgIdentifier;

    public TrieNode getRoot() {
        return root;
    }

    public void setRoot(TrieNode root) {
        this.root = root;
    }

    public Trie() {

    }
    // traverse from the beginning
    public void insert(String key, String obj) {
        if (root == null) {
            root = new TrieNode();
        }
        TrieNode current = root;
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        insert(keysSplitted, obj, current);
    }

    private void insert(LinkedList<String> keys, String hashobj, TrieNode current) {
        String subKey = keys.pollFirst();
        if (current.getChildren().containsKey(subKey)) {
            current = current.getChildren().get(subKey);
            insert(keys, hashobj, current);
        } else if(keys.isEmpty()) {
            TrieNode node = new TrieNode(hashobj);
            current.getChildren().put(subKey, node);
            current.setLeaf(false);
            node.setLeaf(true);
        } else {
            TrieNode node = new TrieNode();
            node.setLeaf(true);
            current.setLeaf(false);
            current.getChildren().put(subKey,node);
            current = node;
            insert(keys, hashobj ,current);
        }

    }

    public boolean containsKey(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        TrieNode result = traverseTree(keysSplitted, current);
        return result != null;
    }

    public TrieNode getNode(String key) {
        LinkedList<String> keysSplitted = new LinkedList<>(Arrays.asList(key.split("\\.")));
        TrieNode current = root;
        return traverseTree(keysSplitted, current);
    }
    public String getObjectAtNode(String key) {
         TrieNode node = getNode(key);
         return node== null ? null : node.getHashObject();
    }

    private TrieNode traverseTree(LinkedList<String> keys, TrieNode current ) {
        String currKey = keys.pollFirst();
        // is it the leaf node and matches the key? Must search until we hit the
        // end of the key
        if (keys.isEmpty() && current.getChildren().containsKey(currKey)
                && current.getChildren().get(currKey).isLeaf()) {
            return current.getChildren().get(currKey);
        } else if (keys.isEmpty() && current.getChildren().containsKey(currKey)){
            return current.getChildren().get(currKey);
        } else if (current.getChildren().containsKey(currKey) && !keys.isEmpty()) {
            current = current.getChildren().get(currKey);
            return traverseTree(keys, current);
        }
        return null;
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }

    public void setOwners(LinkedHashSet<String> owners) {
        this.owners = owners;
    }

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
        this.subject = subject;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public void setOrgIdentifier(String orgIdentifier) {
        this.orgIdentifier = orgIdentifier;
    }

    public String getSummary() {
        return summary;
    }

    public void setSummary(String summary) {
        this.summary = summary;
    }
}
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import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRegisterRecord;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureRevokeCredential;
import main.java.com.bchain.chaincode.Strategies.Procedures.Recorder.ProcedureVerifyCredential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import main.java.com.bchain.chaincode.Strategies.Procedures.Issuer.*;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;
import sun.reflect.generics.reflectiveObjects.NotImplementedException;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.time.Instant;
import java.util.List;
import java.util.Map;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;

public abstract class TxProcedure {
    private String subject;
    private ClientIdentity cid;
    private List<byte[]> args;
    private Map<String, byte[]> transientMap;
    private Issuer issuer;
    private Instant txTime;


    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
         try {
             this.transientMap = stub.getTransient();
             if (transientMap != null && !(transientMap.keySet().size() >= 1) && !transientMap.containsKey("subject")) {
                 throw new IllegalArgumentException("Not enough parameters and required keys is not provided [subject].");
             }
             this.subject = new String(transientMap.get("subject"));
             cid = new ClientIdentity(stub);
             this.args = args;
             this.txTime = stub.getTxTimestamp();
             setIssuer(stub);
             getIssuer().isExpired(stub.getTxTimestamp());
             if (this.issuer != null && !this.issuer.getParticipants().contains(this.subject)) {
                throw new IllegalArgumentException("User doesn't exist.");
             }
         } catch (IllegalArgumentException | CertificateException | IOException e) {
             throw new ChaincodeException("Something went wrong while creating a transaciton. Error: " + e);
         }

    }

    public Object getInstance() {
        throw new NotImplementedException();
}

    public String getSubject() {
        return subject;
    }

    public void setSubject(String subject) {
         this.subject = subject;
    }

    public List<byte[]> getArgs() {
         return this.args;
    }

    public Issuer getIssuer() {
        return issuer;
    }

    public void setTxTime(Instant ts) {
         this.txTime = ts;
    }

    public void setIssuer(ChaincodeStub stub) throws IOException {
         String result = stub.getStringState("IssuerInstance");
         if (result != null) {
            issuer = utils.jsonToObject(result.getBytes(), new Issuer());
         }
    }


    public ClientIdentity getCid() {
        return cid;
    }

    public void setCid(ClientIdentity cid) {
         this.cid = cid;
    }

    public Instant getTxTime() {
        return txTime;
    }

    public void setArgs(List<byte[]> args) {
        this.args = args;
    }

    public Map<String, byte[]> getTransientMap() {
        return transientMap;
    }

    public void setIssuer(Issuer issuer) {
        this.issuer = issuer;
    }

    /**
    * All invocations  must follow the Procedures pattern
     * currentInstance cannot be assigned to multiple instances.
    **/
    public static Procedure createProcedure(ChaincodeStub stub, ChaincodeObject currentInstance) throws IOException,CertificateException {
        String fName = stub.getFunction();
        //boolean isIssuer = currentInstance instanceof Issuer;
        if (currentInstance instanceof Issuer) { // Ledger must have an issuer instance on it.
            switch (fName) {
                case Issuer.registerCredential: // only if issuer is not expired and started
                    return new ProcedureRegisterCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.confirmCredential: // only if started
                    return new ProcedureConfirmCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.startIssuer:
                    return new ProcedureStartIssuer(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.aggregateProofs: // only possible if started and expired.
                    return new ProcedureAggregateSub(TransactionCreatorHub.parseFromArgs(stub));
                case Issuer.readProof:
                    return new ProcedureReadProof(TransactionCreatorHub.parseFromArgs(stub));
                case editParticipants:
                    return new ProcedureEditParticipants(TransactionCreatorHub.parseFromArgs(stub));
                case hashComparison:
                    return new ProcedureGetDataHash(TransactionCreatorHub.parseFromArgs(stub));
            }
        } else if (currentInstance instanceof Records) { // ledger must have a records instance on it
            switch (fName) {
                case Records.registerRecord:
                    return new ProcedureRegisterRecord(TransactionCreatorHub.parseFromArgs(stub));
                case Records.verifyCredential:
                    return new ProcedureVerifyCredential(TransactionCreatorHub.parseFromArgs(stub));
                case Records.revoke:
                    return new ProcedureRevokeCredential(TransactionCreatorHub.parseFromArgs(stub));
            }
        }
        throw new IOException("Method not found");
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.*;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

import static main.java.com.bchain.chaincode.Objects.Issuer.editParticipants;
import static main.java.com.bchain.chaincode.Objects.Issuer.hashComparison;
import static main.java.com.bchain.chaincode.Objects.Records.revoke;

public class TransactionCreatorHub {

    /**
     *   Just parses the right transaction format according to method invocation.
     *   Also performs checks in the passed arguments.
     **/
    public static TxProcedure parseFromArgs(ChaincodeStub stub) throws IOException, CertificateException {
        String fName = stub.getFunction();
        List<byte[]> args = stub.getArgs();
        switch (fName) {
            case Issuer.registerCredential:
                TxRegisterCredential txRegisterCredential = new TxRegisterCredential();
                txRegisterCredential.ParseFrom(args, stub);
                return txRegisterCredential;
            case Issuer.startIssuer:
                TxStartIssuer txInitIssuer = new TxStartIssuer();
                txInitIssuer.ParseFrom(args, stub);
                return txInitIssuer;
            case Issuer.confirmCredential:
                TxConfirmCredential txConfirmCredential = new TxConfirmCredential();
                txConfirmCredential.ParseFrom(args, stub);
                return txConfirmCredential;
            case Issuer.readProof:
                TxReadProof txReadProof = new TxReadProof();
                txReadProof.ParseFrom(args, stub);
                return txReadProof;
            case Issuer.aggregateProofs:
                TxAggregate txAggregate = new TxAggregate();
                txAggregate.ParseFrom(args, stub);
                return txAggregate;
            case Records.registerRecord:
                TxRecorder txRecorder = new TxRecorder();
                txRecorder.ParseFrom(args, stub);
                return txRecorder;
            case Records.verifyCredential:
                TxVerifyCredential txVerifyCredential = new TxVerifyCredential();
                txVerifyCredential.ParseFrom(args, stub);
                return txVerifyCredential;
            case revoke:
                TxRevoke txRevoke = new TxRevoke();
                txRevoke.ParseFrom(args, stub);
                return txRevoke;
            case editParticipants:
                TxEditParticipants txEditParticipants = new TxEditParticipants();
                txEditParticipants.ParseFrom(args, stub);
                return txEditParticipants;
            case hashComparison:
                TxGetPrivateDataHash txGetPrivateDataHash = new TxGetPrivateDataHash();
                txGetPrivateDataHash.ParseFrom(args, stub);
                return txGetPrivateDataHash;
        }
        return null;
    }

}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxAggregate extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IOException, ChaincodeException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setIssuer(stub);
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import main.java.com.bchain.chaincode.Utilities.utils;

import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRegisterCredential extends TxProcedure {
    private ChaincodeObject object;

    public TxRegisterCredential() {

    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        super.ParseFrom(args, stub);
        if (!getTransientMap().containsKey("credential")) {
            throw new IllegalArgumentException("Credential must exist in transient field.");
        }
        this.object = getInstance();
    }

    @Override
    public ChaincodeObject getInstance() {
        try {
            if (this.object != null) {
                return this.object;
            }
            this.object = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            return this.object;
        } catch(IOException e) {
            throw  new IllegalArgumentException("Provided data cannot be parsed in to a Credential object.");
        }
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxEditParticipants.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxEditParticipants extends TxProcedure {

    private LinkedHashSet<String> particpants;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setIssuer(stub);
        setCid(new ClientIdentity(stub));
        Map<String, byte[]> transientField = stub.getTransient();

        if (!transientField.containsKey("participants")) {
            throw new IllegalArgumentException("participants must be provided!");
        }
        String participantsProvided = new String(transientField.get("participants"));
        if (!utils.checkFormat(participantsProvided, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Participants must be provided in an array format.");
        }
        this.particpants = utils.stringToHashSet(participantsProvided);
    }

    public LinkedHashSet<String> getParticpants() {
        return particpants;
    }

    public void setParticpants(LinkedHashSet<String> particpants) {
        this.particpants = particpants;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxConfirmCredential extends TxProcedure {
    private Credential provided;
    private String proofKey;
    private Credential credential;


    public String getProofKey() {
        return proofKey;
    }

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        super.ParseFrom(args, stub);
        if (!(getTransientMap().containsKey("credential"))) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        try {
            credential = new Credential();
            provided = utils.jsonToObject(getTransientMap().get("credential"), new Credential());
            this.proofKey = credential.createKey(getSubject(), this.getIssuer().getDescription(), provided.getDescription()).toString();
            credential = credential.fetchPrivateData(this.getIssuer().getCollectionId(), this.proofKey, stub);
        } catch (IOException e) {
            throw new ChaincodeException("Error while getting proof! Error: " + e);
        }
    }

    @Override
    public Credential getInstance() {
        return credential;
    }
    public Credential getProvidedCredential() {
        return this.provided;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxReadProof extends TxProcedure {

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws CertificateException, IOException {
        if (args != null) {
            if (args.size() != 2) throw new IllegalArgumentException("Not enough parameters");
            setSubject(new String(args.get(1)));
        } else if (stub.getTransient().containsKey("subject")) {
            setSubject(new String(stub.getTransient().get("subject")));
        } else {
            throw new IllegalArgumentException("Parameters are not set.");
        }

        setCid(new ClientIdentity(stub));
        setIssuer(stub);
        setTxTime(stub.getTxTimestamp());
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxGetPrivateDataHash.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxGetPrivateDataHash extends TxProcedure {

    private String key;
    private String subject;
    private String objecType;
    private byte[] hash;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if (!stub.getTransient().containsKey("key") && !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("objecttype") && !stub.getTransient().containsKey("datahash")) {
            throw new IllegalArgumentException("Key must be provided");
        }
        setCid(new ClientIdentity(stub));
        key  = new String(stub.getTransient().get("key"));
        subject = new String(stub.getTransient().get("subject"));
        objecType = new String(stub.getTransient().get("objecttype"));
        hash = stub.getTransient().get("datahash");
        setIssuer(stub);
    }

    public String getKey() {
        return key;
    }

    @Override
    public String getSubject() {
        return subject;
    }

    public String getObjecType() {
        return objecType;
    }

    public byte[] getHash() {
        return hash;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.*;

public class TxInitializeIssuer extends TxProcedure {
    final List<String> list = Arrays.asList(new String[]{"owners", "orgIdentifier", "recordsId", "description",
                                                         "subChaincodes", "nrCredentials", "quorum", "collectionsId"});
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private LinkedHashSet<String> owners;
    private LinkedHashSet<String> subChainCodes;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, IOException, CertificateException {
        if (stub.getTransient() != null && (stub.getTransient().keySet().size() != list.size())) {
            throw new IllegalArgumentException("Not enough arguments to initialize issuer.");
        }

        Map<String, byte[]> transientMap = stub.getTransient();
        validMap(transientMap);
        String ownersString = new String(transientMap.get("owners"));
        this.orgIdentifier = new String(transientMap.get("orgIdentifier"));
        this.recordsId = new String(transientMap.get("recordsId"));
        this.description = new String(transientMap.get("description"));
        String subChaincodes = new String(transientMap.get("subChaincodes"));
        setCid(new ClientIdentity(stub));
        this.creator = getCid().getId();

        if (!utils.checkFormat(ownersString, utils.validArrayFormat)
            || subChaincodes.length() > 0 && !utils.checkFormat(subChaincodes, utils.validArrayFormat)) {
            throw new IllegalArgumentException("Some parameters must be in an array format!");
        }

        if (subChaincodes.length() > 0 ) {
            this.subChainCodes = utils.stringToHashSet(subChaincodes);
        }

        this.owners = utils.stringToHashSet(ownersString);
        String quorumString = new String(transientMap.get("quorum"));
        String nrCredentialsString = new String(transientMap.get("nrCredentials"));

        if (!utils.checkFormat(nrCredentialsString, utils.validIntegerFormat) || !utils.checkFormat(quorumString, utils.validIntegerFormat)) {
            throw new IllegalArgumentException("Quorum and nrCredentials need to be of integer type.");
        }

        this.quorum = Integer.parseInt(quorumString);
        this.nrCredentials = Integer.parseInt(nrCredentialsString);
        this.collectionId = new String(transientMap.get("collectionsId"));
        if (!(this.collectionId != null && this.collectionId.length() > 0 )){
            throw new IllegalArgumentException("Collection Id must be specified!");
        }
    }

    public void validMap(Map<String, byte[]> transientField) {
        for (String key : transientField.keySet()) {
            if (!list.contains(key)) {
                throw new IllegalArgumentException("Key " + key +" is invalid.");
            }
        }
    }

    public LinkedHashSet<String> getOwners() {
        return owners;
    }
    public LinkedHashSet<String> getSubChainCodes() {
        return subChainCodes;
    }
    public String getOrgIdentifier() {
        return orgIdentifier;
    }
    public String getDescription() {
        return description;
    }
    public String getRecordsId() {
        return recordsId;
    }
    public int getNrCredentials() {
        return nrCredentials;
    }
    public int getQuorum() {
        return quorum;
    }
    public String getCollectionId() {
        return collectionId;
    }

    public String getCreator() {
        return creator;
    }

    public void setCreator(String creator) {
        this.creator = creator;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxStartIssuer extends TxProcedure {
    private Issuer issuerInstance;
    private long tsClose;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws IllegalArgumentException, CertificateException, IOException {
        ClientIdentity cid = new ClientIdentity(stub);
        setCid(cid);
        if (args.size() != 2) {
            throw new IllegalArgumentException("Not enough arguments!");
        }
        if (cid == null) {
            throw new CertificateException("There exists no certificate!");
        }
        tsClose = new Long(new String(args.get(1)));
        issuerInstance = new Issuer().fetch("IssuerInstance", stub);
    }

    public Issuer getIssuerInstance() {
        return this.issuerInstance;
    }
    public long getTsClose() {
        return tsClose;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;
import java.util.Map;

public class TxVerifyCredential extends TxProcedure {
    private String trieParent;
    private String orgIdentifier;
    private String trieKey;
    private byte[] dataHashToVerify;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
       // super.ParseFrom(args, stub);
        setCid(new ClientIdentity(stub));
        setTxTime(stub.getTxTimestamp());
        Map<String, byte[]> transientField = stub.getTransient();
        if (!(transientField.containsKey("subject") && transientField.containsKey("key")
                && transientField.containsKey("orgIdentifier") && transientField.containsKey("dataHash"))) {
            throw new IllegalArgumentException("Parameters not given: [subject]: " +transientField.containsKey("subject")
                    + " [key]: "+transientField.containsKey("key") +" [orgIdentifier]: "+transientField.containsKey("orgIdentifier")
                    +" [dataHash]: " + transientField.containsKey("dataHash"));
        }
        setSubject(new String(transientField.get("subject")));
        this.trieKey = new String(transientField.get("key"));
        this.orgIdentifier = new String(transientField.get("orgIdentifier"));
        this.dataHashToVerify = transientField.get("dataHash");

        if (trieKey.contains(".")) {
            this.trieParent = trieKey.split("\\.")[0];
        }
    }

    public String getStoredKey() {
        return trieParent;
    }

    public byte[] getDataToVerify() {
        return dataHashToVerify;
    }

    public void setDataToVerify(byte[] dataToVerify) {
        this.dataHashToVerify = dataToVerify;
    }

    public String getOrgIdentifier() {
        return orgIdentifier;
    }

    public String getTrieKey() {
        return trieKey;
    }

    public byte[] getDataHashToVerify() {
        return dataHashToVerify;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.ArrayList;
import java.util.List;


public class TxRecorder extends TxProcedure {
    ArrayList<Trie> proofsToRecord = new ArrayList<>();
    private String self;
    private Records records;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        List<String> proofs = stub.getParameters();
        self = stub.getStringState("RecorderInstance");
        Trie trie;
        for (String proof : proofs) {
            trie = utils.jsonToObject(proof.getBytes(), new Trie());
            proofsToRecord.add(trie);
        }
        if (self != null) {
            getRecords();
        }
    }

    public Records getRecords() throws IOException{
        if(records != null) {
            return records;
        }
        try {
            records = utils.jsonToObject(self.getBytes(), new Records());
        } catch (IOException e) {
            throw new IOException("Recorder instance not defined.");
        }
        return records;
    }

    @Override
    public ArrayList<Trie> getInstance() {
          return this.proofsToRecord;
    }

}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxInitRecorder extends TxProcedure {
    private String collections;

    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        if(!(args.size() >= 2)) {
            throw new IllegalArgumentException("Not enough arguments to initialize Recorder. ");
        }
        setTxTime(stub.getTxTimestamp());
        setCid(new ClientIdentity(stub));
        this.collections = new String(args.get(1));
    }

    public String getCollections() {
        return collections;
    }

    public void setCollections(String collections) {
        this.collections = collections;
    }

}
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./src/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRevoke.javapackage main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.contract.ClientIdentity;
import org.hyperledger.fabric.shim.ChaincodeException;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.security.cert.CertificateException;
import java.util.List;

public class TxRevoke extends TxProcedure {
    private String trieKey;
    private String orgIdentifer;
    private String parent;
    @Override
    public void ParseFrom(List<byte[]> args, ChaincodeStub stub) throws ChaincodeException, IOException, CertificateException {
        setCid(new ClientIdentity(stub));
        if ( !stub.getTransient().containsKey("subject") && !stub.getTransient().containsKey("orgIdentifier") && !stub.getTransient().containsKey("trieKey")) {
            throw new ChaincodeException("Not enough arguments for invoking revoke.");
        }
        setSubject(new String(stub.getTransient().get("subject")));
        orgIdentifer = new String(stub.getTransient().get("orgIdentifier"));
        trieKey = new String(stub.getTransient().get("trieKey"));
        if(!trieKey.contains(".")) {
            throw new IllegalArgumentException("Key format is wrong!");
        }
        parent = trieKey.substring(0,trieKey.indexOf("."));
    }

    public String getOrgIdentifer() {
        return orgIdentifer;
    }

    public String getParent() {
        return parent;
    }

    public String getTrieKey() {
        return trieKey;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Procedure.javapackage main.java.com.bchain.chaincode.Strategies.Procedures;

import main.java.com.bchain.chaincode.Objects.ChaincodeObject;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;

public abstract class Procedure {
     private StringBuilder statusMessage = new StringBuilder();
     private ChaincodeObject result;
     public abstract void validate(ChaincodeStub stub) throws IOException, IllegalAccessError;
     public abstract void apply(ChaincodeStub stub) throws IOException;
     public void setStatusMessage(String msg, String phase) {
          statusMessage.append("{ \n");
          statusMessage.append("PHASE: " + phase);
          statusMessage.append(", message: ");
          statusMessage.append(msg +" \n");
          statusMessage.append("} \n");
     }
     public String getStatusMessage() {
          return this.statusMessage.toString();
     }
     public ChaincodeObject getResultObject() {
          return this.result;
     }
     public void setResult(ChaincodeObject object) {
          this.result = object;
     }

}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureEditParticipants.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;


public class ProcedureEditParticipants extends Procedure {

    private TxEditParticipants tx;
    private boolean changed = false;
    public ProcedureEditParticipants(TxProcedure tx) {
        if (tx instanceof TxEditParticipants) {
            this.tx = (TxEditParticipants) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String todo = stub.getParameters().get(0);
        if (tx.getIssuer().getCreator().equals(tx.getCid().getId()) && isOk()) {
            switch (todo) {
                case "addParticipants":
                        tx.getIssuer().addParticipants(tx.getParticpants());
                        tx.getIssuer().setStarted(false);
                        setStatusMessage("Added participants is valid, restart issuer for proofs to take effect.", "Validation");
                        changed = true;
                        break;

                case "clearParticipants":
                    tx.getIssuer().clearParticipants();
                    tx.getIssuer().setAggregated(false);
                    tx.getIssuer().setStarted(false);
                    setStatusMessage("Clear participants is valid", "Validation");
                    changed = true;
                    break;
            }
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if(changed) {
            tx.getIssuer().commit(stub, "IssuerInstance");
            setResult(tx.getIssuer());
            setStatusMessage("Participants cleared.", "Apply");
        }
    }

    public boolean isOk() {
        Issuer issuer = tx.getIssuer();
        if (issuer.getParticipants() == null || issuer.getParticipants().size() == 0) {
            return true;
        } else if (issuer.getParticipants().size() > 0 && issuer.isAggregated()) {
            return true;
        } else {
            return false;
        }
    }
    }
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;

public class ProcedureConfirmCredential extends Procedure {
    private TxConfirmCredential tx;
    private Credential credential;
    private CredentialProof credentialProof = new CredentialProof();
    private boolean updateCredential = false;

    public ProcedureConfirmCredential(TxProcedure tx) {
        this.tx = (TxConfirmCredential) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        this.tx.getProvidedCredential().setHash();
        this.tx.getInstance().setHash();
        String proofKey;
        proofKey = credentialProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
        credentialProof = credentialProof.fetchPrivateData(this.tx.getIssuer().getCollectionId(), proofKey, stub);

        if (tx.getIssuer().isStarted()  && this.tx.getProvidedCredential().getHash().equals(this.tx.getInstance().getHash()) &&
            proofKey.length() > 0 && !tx.getIssuer().isExpired(stub.getTxTimestamp())
            )
        {
            credential = tx.getInstance();
            ArrayList<String> rsigs = credential.getRequiredAgreement();
            ArrayList<String> psigs = credential.getSignatures() == null ? new ArrayList<>() : credential.getSignatures();
            int idx = rsigs.indexOf(tx.getCid().getId());
            if (idx == 0 || (idx > 0 && psigs.contains(rsigs.get(idx - 1)))) {
                psigs.add(tx.getCid().getId());
                credential.setSignatures(psigs);
                updateCredential = true;
                setStatusMessage("Credential OK, updating.", "Validation");
                if (credential.getSignatures().size() >= credential.getRequiredAgreement().size()) {
                    credentialProof.addData(credential);
                    ArrayList<String> provided = credentialProof.getProvidedCredentials() == null ? new ArrayList<>() : credentialProof.getProvidedCredentials();
                    provided.add(credential.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription(), credential.getDescription()).toString());
                    credentialProof.setHash();
                    credentialProof.setProvidedCredentials(provided);
                    if (credentialProof.getProvidedCredentials().size() >= tx.getIssuer().getQuorum()) {
                        credentialProof.setTxid(stub.getTxId());
                        credentialProof.setValid(true);
                        setStatusMessage("CredentialProof signatures fulfilled.", "Validation.");
                    }
                }
            } else {
                setStatusMessage("User not found in credential or credentialproof is not valid.", "Validation");
            }
        } else {
            throw new IllegalAccessError("Issuer not started yet");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        if (updateCredential) {
            credential.privateCommit(tx.getIssuer().getCollectionId(), tx.getProofKey(), stub);
            setStatusMessage("Committing new values of proof", "Apply");
            credentialProof.privateCommit(tx.getIssuer().getCollectionId(), credentialProof.createKey(credentialProof.getSubject(),credentialProof.getDescription()).toString(), stub);
            setStatusMessage("Committing credentialproofs", "Apply");
            setResult(credentialProof);
        }
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureInitializeIssuer extends Procedure {
    private TxInitializeIssuer tx;
    private Issuer issuer;
    public ProcedureInitializeIssuer(TxProcedure tx) {
        if (tx instanceof TxInitializeIssuer) {
            this.tx = (TxInitializeIssuer) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
       String res =  stub.getStringState("type_self");
       if (res != null && res.length() > 0) {
           throw new IOException("This test is already initialized.");
       }
       issuer = new Issuer(tx.getOwners(),
                        tx.getSubChainCodes(), tx.getQuorum(),
                        tx.getNrCredentials(), tx.getOrgIdentifier(),tx.getCid().getId(),
                        tx.getRecordsId(), tx.getDescription(), tx.getCollectionId());
       issuer.setCreator(this.tx.getCreator());
       issuer.setTxid(stub.getTxId());
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        // for later reference
        stub.putStringState("type_self", "Issuer");
        issuer.commit(stub, "IssuerInstance");
        setResult(issuer);
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;

import java.io.IOException;
import java.security.InvalidParameterException;
import java.util.ArrayList;

public class ProcedureRegisterCredential extends Procedure {
    private TxRegisterCredential tx;
    private String proofKey;

    public ProcedureRegisterCredential(TxProcedure tx) {
        if (tx instanceof TxRegisterCredential) {
            this.tx = (TxRegisterCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) {
        CredentialProof parentProof = new CredentialProof();
        Credential credential = (Credential) tx.getInstance();
        if(this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            if (credential.getData() == null || credential.getDescription() == null ||
                    credential.getSubject() == null) {
                throw new InvalidParameterException("Parameters Missing [requiredAgreement] : " + (credential.getData() == null)
                        + "[data]: " + (credential.getData() == null) + ", [description]: " + (credential.getDescription() == null) + ", " +
                        "[subject]: " + (credential.getSubject() == null));
            }
            proofKey = parentProof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription()).toString();
            if (!parentProof.privateObjectExists(tx.getIssuer().getCollectionId(), proofKey, stub) && credential.privateObjectExists(tx.getIssuer().getCollectionId(),credential.getKey(), stub)){
                throw new InvalidParameterException("Credentialproof doesn't exist or credential already exists.");
            } else if (tx.getIssuer().isExpired(stub.getTxTimestamp()) || !tx.getIssuer().isStarted()) {
                throw new InvalidParameterException("Issuer is either expired or not started");
            } else {
                setStatusMessage("Validation of credential Successful", "Validate");
            }
        } else {
            throw new InvalidParameterException("User doesn't have access for this operation.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        Credential credential = (Credential) tx.getInstance();
        CompositeKey newKey = credential.createKey(credential.getSubject(),this.tx.getIssuer().getDescription(), credential.getDescription());
        credential.setRequiredAgreement(new ArrayList<>(tx.getIssuer().getOwners()));
        credential.setHash();
        credential.setQualIdId(proofKey);
        credential.privateCommit(tx.getIssuer().getCollectionId(), newKey.toString(), stub);
        setResult(credential);
        setStatusMessage("Committed ", "Apply");
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate;
import main.java.com.bchain.chaincode.Objects.*;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.*;

public class ProcedureAggregateSub extends Procedure {
    private TxAggregate tx;
    private LinkedHashMap<String, LinkedList<CredentialProof>> proofs = new LinkedHashMap<>();
    private LinkedList<CredentialProof> proofsToRecord = new LinkedList<>();

    public ProcedureAggregateSub(TxProcedure tx) {
        this.tx =  (TxAggregate) tx;
    }
    /*
        Perform a query on the sub issuers to get the proof for all participants registered
        in the parent node.
     */
    @Override
    public void validate(ChaincodeStub stub) throws  IOException {
        Issuer currIssuer = tx.getIssuer();
        ArrayList<byte[]> args = new ArrayList<>();
        args.add("readProof".getBytes());
        Chaincode.Response resp;
        LinkedList<CredentialProof> linkedList;

        if(!tx.getIssuer().isStarted() && !tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is either not started or expired in order to aggregate.");
        }
        if (currIssuer.getSubIssuers() == null || currIssuer.getSubIssuers().size() == 0 || currIssuer.getCreator() == null) {
            throw new IllegalAccessError("This issuer is not eligible to aggregate.");
        }
        if (this.tx.getIssuer().getOwners().contains(tx.getCid().getId()) || tx.getIssuer().getCreator().equals(tx.getCid().getId())) {
            // Invoke: args = {"Args": ["getProof", "<user_id>", "<credential>"]}.
            //  Expected reply from sub test is JSON format
            for (String contractAddress : currIssuer.getSubIssuers()) {
                for (String user : currIssuer.getParticipants()) { // join the proofs in subcontracts
                    args = new ArrayList<>();
                    args.add("readProof".getBytes());
                    args.add(user.getBytes());
                    if (contractAddress.contains(":")) {
                        String[] keys = contractAddress.split(":");
                        resp = stub.invokeChaincode(keys[0], args, keys[1]);
                    } else {
                        resp = stub.invokeChaincode(contractAddress, args);
                    }
                    if (resp.getStatusCode() != 200) {
                        throw new IOException("Code didn't return with 200" + resp.getStringPayload() +" " + resp.getMessage());
                    }
                    if (resp.getStatusCode() == 200  && resp.getPayload() != null && resp.getPayload().length > 0) {
                        CredentialProof proof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
                        if (proof.getValid()) {
                            if (proofs.containsKey(user)) {
                                linkedList = proofs.get(user);
                            } else {
                                linkedList = new LinkedList<>();
                                proofs.put(user, linkedList);
                            }
                            linkedList.add(proof);
                            proofs.put(user, linkedList);
                        }
                    }
                }
            }
        } else {
            throw new IllegalAccessError("Invoker doesn't have access rights!");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (String user : proofs.keySet()) {
            CredentialProof proof = new CredentialProof().fetchPrivateData(this.tx.getIssuer().getCollectionId(), getProofKey(user), stub);
            LinkedList<CredentialProof>  linkedList = proofs.get(user);
            linkedList.forEach(item -> {
                String thisKey = new CredentialProof().createKey(item.getSubject(),item.getDescription()).toString();
                if(item.getProvidedCredentials() != null && item.getProvidedCredentials().size() > 0 && !thisKey.isEmpty()
                        && !Arrays.asList(proof.getProvidedCredentials()).contains(thisKey)) {
                    ArrayList<String> providedCredentials = (proof.getProvidedCredentials());
                    providedCredentials.add(thisKey);
                    proof.addData(item);
                    if (proof.getProvidedCredentials().size() >= proof.getQuorum() && hasCredentialLeafs(proof)) { // all proofs has reached its quorum. set Org identifier
                        proof.setValid(true);
                        proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                        proof.setHash(); // all sub proofs/credentials
                        this.proofsToRecord.add(proof); // prepare for records
                        proof.setTxid(stub.getTxId());
                        this.tx.getIssuer().getParticipants().remove(tx.getSubject());
                        stub.setEvent("proofUser" + user, proof.toJson().getBytes()); // ONLY FOR TESTING PURPOSES!!
                    }
                }
            });
        }
        commitValidProofsToRecord(stub);
        tx.getIssuer().setAggregated(true);

    }

    private String getProofKey(String user) {
        return new CredentialProof().createKey(user,tx.getIssuer().getDescription()).toString();
    }

    private void commitValidProofsToRecord(ChaincodeStub stub) throws IOException {
        ListIterator<CredentialProof> iterator = this.proofsToRecord.listIterator(0);
        ArrayList<byte[]> args;
        args = new ArrayList<>();
        args.add("registerRecord".getBytes());
        CredentialProof proof;
        Trie trie;
        LinkedHashSet<String> owners;
        setStatusMessage("size: " + this.proofsToRecord.size(), "apply");
        while(iterator.hasNext()) {
            proof = iterator.next();
            String key = proof.createKey(this.tx.getIssuer().getDescription(), proof.getSubject()).toString();
            stub.putPrivateData(this.tx.getIssuer().getCollectionId(), key, proof.toJson().getBytes());
            trie = createTrie(proof, proof.getSubject());
            owners = new LinkedHashSet<>();
            owners.add(proof.getSubject());
            owners.add(tx.getIssuer().getCreator());
            trie.setOwners(owners);
            trie.setSubject(proof.getSubject());
            trie.setOrgIdentifier(tx.getIssuer().getOrgIdentifier());
            trie.setSummary(proof.getDescription());
            args.add(trie.toJson().getBytes());
        }
        Chaincode.Response resp = stub.invokeChaincode(this.tx.getIssuer().getRecordsId(), args);
        setStatusMessage(resp.getMessage(), "Apply");
        if (resp.getStatusCode() == 200) { // Transactions successful, remove participants from the issuer.
            this.tx.getIssuer().commit(stub, "IssuerInstance");
        }
    }

    /*
    A proof must have a set of leafs (i.e. credentials).
    */
    private boolean hasCredentialLeafs(ChaincodeObject data) {
        if (data instanceof Credential) {
            return true;
        } else if (data instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) data;
            for (ChaincodeObject item : proof.getData()) {
                return hasCredentialLeafs(item);
            }
        }
        return false;
    }

    /*
            A key used for traverising the trie and creating keys, a stack like approach FIFO. Works nicely with DFS and discovering nodes while building the tree
     */
    class KeyBuilder {
        Stack<Integer> stack = new Stack<>();
        StringBuilder sb = new StringBuilder();

        public void pushSubKeyToStack(String key) {
            if (sb.length() == 0) {
                sb.append(key);
            } else {
                sb.append("." + key);
            }

            stack.push(sb.length());
        }
        public String popKey() {
            String result = sb.toString();
            if (stack.size() != 0) {
                sb.delete(stack.pop(), sb.length());
            }
            return result;
        }
        public String getKey() {
            return this.sb.toString();
        }
    }

    public Trie retrieve(ChaincodeStub stub, String key) throws IOException {
        Trie trie = null;
        String res = stub.getStringState(key);
        return res == null ? new Trie() : utils.jsonToObject(res.getBytes(), trie);
    }

    public Trie createTrie(CredentialProof proof, String subject) {
        Trie trie = new Trie();
        KeyBuilder kb = new KeyBuilder();
        LinkedHashSet<String> visited = new LinkedHashSet<>();
        Stack<CredentialProof> queue =  new Stack<>();
        queue.add(proof);
        DFSproof(kb, visited, proof, trie);
        return trie;
    }

    private void DFSproof(KeyBuilder kb, LinkedHashSet<String> visited, ChaincodeObject obj, Trie tree) {
        if (obj instanceof  CredentialProof) {
            CredentialProof proof = (CredentialProof) obj;
            if (!visited.contains(proof.getKey())) {
                visited.add(proof.getKey());
                kb.pushSubKeyToStack(proof.getDescription());
                tree.insert(kb.getKey(), obj.getHash());
                proof.getData().forEach(item -> {
                    DFSproof(kb, visited, item, tree);
                    kb.popKey();
                });
            }
        } else if (obj instanceof Credential) {
            Credential credential = (Credential) obj;
            if (!visited.contains(credential.getKey())) {
                kb.pushSubKeyToStack(credential.getDescription());
                tree.insert(kb.popKey(), obj.getHash());
            }
        }
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureGetDataHash.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxGetPrivateDataHash;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.Arrays;

public class ProcedureGetDataHash extends Procedure {
    private TxGetPrivateDataHash tx;
    private byte[] hash;

    public ProcedureGetDataHash(TxProcedure tx) {
        if (tx instanceof TxGetPrivateDataHash) {
            this.tx = (TxGetPrivateDataHash) tx;
        }
    }

    /*
        key - the name of the credential I.e. Credential<UserId><key>
     */

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String key = createKeyForObjectType(tx.getObjecType(), tx.getSubject(), tx.getKey());
        if (key != null) {
            hash = stub.getPrivateDataHash(tx.getIssuer().getCollectionId(), key);
        } else {
            throw new IOException("key doesn't exists.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        setStatusMessage("Hash for: " + tx.getKey() + " Valid: " + Arrays.equals(tx.getHash(), hash), "Apply");
    }

    private String createKeyForObjectType(String objectType, String subject, String key) {
        switch (objectType) {
            case "credential":
                return new Credential().createKey(subject,key).toString();
            case "credentialproof":
                return new CredentialProof().createKey(subject, key).toString();
        }
        return null;
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

import java.util.Arrays;

public class ProcedureReadProof extends Procedure {
    private TxReadProof tx;
    private CredentialProof proof;

    public ProcedureReadProof(TxProcedure tx) {
        this.tx = (TxReadProof) tx;
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        proof = new CredentialProof();
        proof.createKey(this.tx.getSubject(), this.tx.getIssuer().getDescription());
        /*
        // Uncomment for non-testing purposes, reducing test time
        if (!tx.getIssuer().isExpired(stub.getTxTimestamp())) {
            throw new IllegalAccessError("Issuer is not expired. Cannot read yet.");
        }
        */

        if (!proof.privateObjectExists(tx.getIssuer().getCollectionId(), proof.getKey(), stub)) {
            throw new IOException("Object doesn't exist");
        }

        proof = proof.fetchPrivateData(tx.getIssuer().getCollectionId(), proof.getKey(), stub);
        String org = new String(stub.getCreator());
        if (Arrays.asList(proof.getOwners()).contains(tx.getCid().getId())
                || this.tx.getIssuer().getOrgIdentifier().toLowerCase().equals(org.toLowerCase()) || this.tx.getCid().getId().equals(tx.getIssuer().getCreator()))
        {
            proof = proof.getValid() ? proof : null;
            setStatusMessage("Test u are valid", "Apply");
        } else {
            throw new IllegalAccessError("User cannot read this." + "userID: " + tx.getCid().getId() + "txcid:" +tx.getCid().getId() + "creator:" +org);
        }
    }

    @Override
    public void apply(ChaincodeStub stub) {
        setResult(proof);
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;
import java.io.IOException;
import java.time.Instant;
import java.time.temporal.ChronoUnit;

public class ProcedureStartIssuer extends Procedure {
    private TxStartIssuer tx;
    private Issuer issuer;

    public ProcedureStartIssuer(TxProcedure tx) {
        if (tx instanceof TxStartIssuer) {
            this.tx =  (TxStartIssuer) tx;
        } else {
            throw new IllegalArgumentException("Transaction type is wrong for starting issuer.");
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException {
        issuer = tx.getIssuerInstance();
        if(issuer.getOwners().contains(tx.getCid().getId()) || issuer.getCreator().equals(tx.getCid().getId())) {
            Instant created = stub.getTxTimestamp();
            issuer.setCreated(created.toString());
            issuer.setExpired(created.plus(tx.getTsClose(), ChronoUnit.SECONDS).toString());
            issuer.setStarted(true);
        } else {
            throw new IllegalAccessError("Invoker isn't allowed to do this operation or issuer isn't opened yet.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        initCredentialProofs(stub);
        issuer.commit(stub, "IssuerInstance");
    }

    private void initCredentialProofs(ChaincodeStub stub) throws IOException {
        CredentialProof proof = new CredentialProof();
        for (String user : issuer.getParticipants()) {
            String[] owners = new String[issuer.getOwners().size()];
            issuer.getOwners().toArray(owners);
            String key = proof.createKey(user, issuer.getDescription()).toString();
            if (!proof.privateObjectExists(issuer.getCollectionId(), key, stub)) {
                proof = new CredentialProof(user, issuer.getDescription(), issuer.getRequiredCredentials(), owners );
                proof.setCreatedByOrg(this.tx.getCid().getMSPID());
                proof.privateCommit(this.tx.getIssuerInstance().getCollectionId(), key, stub);
                setStatusMessage("Added" + user, "Apply");
            }
        }
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Records;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.sql.Timestamp;

public class ProcedureInitializeRecord extends Procedure {
    private Records records;
    private TxInitRecorder tx;

    public ProcedureInitializeRecord(TxProcedure tx) {
        if (tx instanceof TxInitRecorder) {
            this.tx = (TxInitRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        String res = stub.getStringState("type_self");
        if (res != null && res.length() > 0) {
            throw new IOException("Chaincode already instantiated.");
        }
        records = new Records(this.tx.getCollections(), Timestamp.from(tx.getTxTime()), tx.getCid().getId());
        setStatusMessage("Successfully created instance.", "Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        stub.putStringState("type_self", "Recorder");
        records.commit(stub, "RecorderInstance");
        setResult(records);
        setStatusMessage("Successfully committed instance.", "Apply");
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureVerifyCredential extends Procedure {
    private TxVerifyCredential tx;
    private String objectToVerify;

    public ProcedureVerifyCredential(TxProcedure tx) {
        if (tx instanceof TxVerifyCredential) {
            this.tx = (TxVerifyCredential) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        Trie trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifier(), tx.getStoredKey()).toString();
        if (!trie.objectExists(key, stub)) {
            throw new IOException("Subject doesn't exists.");
        } else {
            trie = trie.fetch(key, stub);
            if (!trie.containsKey(tx.getTrieKey())) {
                throw new IOException("Key doesn't exists.");
            } else {
                objectToVerify = trie.getObjectAtNode(tx.getTrieKey());
                if (objectToVerify != null) {
                    setStatusMessage("Data provided for key: " + tx.getTrieKey() + " isValid: " + objectToVerify.equals(new String(tx.getDataToVerify())), "Validation");
                    return;
                }
            }
        }
        setStatusMessage("Data provided for key: " + key + " is either not found or not valid. ","Validation");
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
       // NO-OP
    }
}
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./src/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRevokeCredential.javapackage main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;

import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;

public class ProcedureRevokeCredential extends Procedure {
    private TxRevoke tx;
    private Trie trie;
    public ProcedureRevokeCredential(TxProcedure tx) {
        if(tx instanceof TxRevoke) {
            this.tx = (TxRevoke) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws IOException, IllegalAccessError {
        trie = new Trie();
        String key = trie.createKey(tx.getSubject(), tx.getOrgIdentifer(), tx.getParent()).toString();
        if (trie.objectExists(key, stub)) {
            trie = trie.fetch(key, stub);
            if (trie.getOwners().contains(tx.getCid().getId()) && trie.getNode(tx.getTrieKey()) != null) {
                invalidateParent(trie, tx.getTrieKey());
                setStatusMessage("Succesfully validated requested change.", "Apply");
            }
        } else {
            throw new IllegalAccessError("Illegal access. Something went wrong while validating.");
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        trie.commit(stub,trie.getKey());
        setStatusMessage("Trie Committed.", "Apply");
    }

    private void invalidateParent(Trie trie, String key) {
        if (key.length() > 0 && key.indexOf("\\.") == -1) {
            trie.getNode(key).setValid(false);
            return;
        } else if (key.length() == 0) {
            return;
        }
        int lastIndexOf = key.lastIndexOf("\\.");
        String newKey = key.substring(0, lastIndexOf);
        trie.getNode(newKey).setValid(false);
        invalidateParent(trie, newKey);
    }
}
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import main.java.com.bchain.chaincode.Objects.Trie;
import main.java.com.bchain.chaincode.Strategies.Procedures.Procedure;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder;
import main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure;
import org.hyperledger.fabric.shim.ChaincodeStub;

import java.io.IOException;
import java.util.ArrayList;


public class ProcedureRegisterRecord extends Procedure {
    private TxRecorder tx;
    private ArrayList<Trie> validTries = new ArrayList<>();

    public ProcedureRegisterRecord(TxProcedure tx) {
        if (tx instanceof  TxRecorder) {
            this.tx = (TxRecorder) tx;
        }
    }

    @Override
    public void validate(ChaincodeStub stub) throws  IllegalAccessError, IOException {
        if (this.tx.getInstance() != null && !(this.tx.getInstance().size() >= 0)) {
            throw new IllegalArgumentException("Proofs to append cannot be empty.");
        }
        // TODO: REMOVE || for production, only used for testing purposes
        setStatusMessage(tx.getCid().getId(), "validate");
        setStatusMessage(tx.getRecords().getCreator().equals(tx.getCid().getId()) + "", "apply");
        if ((tx.getRecords().getCreator()).equals(tx.getCid().getId())) {
            this.tx.getInstance().forEach(item -> {
                boolean hasRoot = item.getRoot() != null;
                boolean hasOwners = item.getOwners() != null && item.getOwners().size() >= 1;
                boolean hasSubject = item.getSubject() != null;
                if (hasRoot && hasOwners && hasSubject) {
                    if (!item.objectExists(item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString(), stub)) {
                        setStatusMessage("Valid, adding it", "Validate");
                        validTries.add(item);
                    }
                } else {
                    setStatusMessage("Fail" + hasRoot + hasOwners + hasSubject, "Validate");
                }
            });
        }
    }

    @Override
    public void apply(ChaincodeStub stub) throws IOException {
        for (Trie item : this.validTries) {
                item.commit(stub,item.createKey(item.getSubject(), item.getOrgIdentifier(), item.getSummary()).toString());
        }
        setStatusMessage("Registration of items done.","Apply");
    }
}
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TP_CORE_POOL_SIZE=5
TP_MAX_POOL_SIZE=5
TP_QUEUE_SIZE=5000












./src/main/resources/config.properties



TP_CORE_POOL_SIZE=5
TP_MAX_POOL_SIZE=5
TP_QUEUE_SIZE=5000
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./src/test/java/com/KeyTrieTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Trie;
import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.assertTrue;

public class KeyTrieTest {

    @Test
    public void createTrieAndAddKey() {
        CredentialProof proof = new CredentialProof();
        Trie trie = new Trie();
        String trieKey = "Degree.UiS.MASTER.DAT520";
        proof.setHash();
        trie.insert(trieKey, proof.getHash());
        assertTrue(trie.containsKey(trieKey));
        trieKey = "Degree.UiS.MASTER.DAT650";
        trie.insert(trieKey, proof.getHash());
        ObjectMapper mapper = new ObjectMapper();
        String json = null;
        try {
            json = mapper.writeValueAsString(trie);
        } catch (Exception e) {
            // NO - OP
        }
    }

}
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./src/test/java/com/IssuerProcedureTest.javapackage test.java.com;

import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Objects.Issuer;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class IssuerProcedureTest {

    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeInstance chaincodeInstance = new ChaincodeInstance();

    @Test
    public void testInit() throws IOException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
            "Init".getBytes(),
            "Issuer".getBytes()
        }));

        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners", "[\"simen@uis.no\", \"rest@uis.no\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "3".getBytes());
        transientField.put("quorum", "3".getBytes());
        transientField.put("collectionsId", "IssuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.init(chaincodeStubNaive);
        assertEquals(200 ,resp.getStatusCode());
        Issuer issuer = utils.jsonToObject(resp.getPayload(), new Issuer());
        assertEquals(3, issuer.getQuorum());
        assertEquals("DAT520",issuer.getDescription());
        assertEquals(3, issuer.getRequiredCredentials());
        assertEquals("University of Stavanger", issuer.getOrgIdentifier());

    }

    @Test
    public void registerRecordAndThenCredential() throws IOException {
        //PREPARE TEST DATA
        chaincodeStubNaive = new ChaincodeStubNaiveImpl();
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()}));
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        Map<String, byte[]> transientField = new HashMap<>();


        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setTransientField(transientField);

        /*
            Initialize issuer
         */
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeInstance.init(chaincodeStubNaive);

        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\",\"test2@uis.no\"]".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstance.invoke(chaincodeStubNaive);

        /*
                "Start the course"
         */
        Long time =  new Long(20);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                Integer.toString(20).getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());

        /*
            "Register a valid credential"
         */
        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                 key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());
        Credential credential1 = utils.jsonToObject(resp.getStringPayload().getBytes(), new Credential());
        assertTrue(credential1.getSubject().equals(credential1.getSubject())
            && new String(credential1.getData()).equals(new String(credential1.getData())));


        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes(),
        }));
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        //chaincodeStubNaive.setCertificate(CertificatesDaCERT_WITH_DNS);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());

        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("objecttype", "credentialproof".getBytes());
        transientField.put("key", "DAT520".getBytes());
        transientField.put("datahash", Hashing.sha256().hashBytes(credentialProof.toJson().getBytes()).asBytes());
        chaincodeStubNaive.setTransientField(transientField);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{"hashComparison".getBytes()}));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstance.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().toLowerCase().contains("true"));

    }
}
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./src/test/java/com/CertificatesData.javapackage test.java.com;

public class CertificatesData {

    public static final String CERT_WITHOUT_ATTRS = "MIICXTCCAgSgAwIBAgIUeLy6uQnq8wwyElU/jCKRYz3tJiQwCgYIKoZIzj0EAwIw"
            + "eTELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEEludGVybmV0IFdpZGdldHMxDDAKBgNVBAsT"
            + "A1dXVzEUMBIGA1UEAxMLZXhhbXBsZS5jb20wHhcNMTcwOTA4MDAxNTAwWhcNMTgw" + "OTA4MDAxNTAwWjBdMQswCQYDVQQGEwJVUzEXMBUGA1UECBMOTm9ydGggQ2Fyb2xp"
            + "bmExFDASBgNVBAoTC0h5cGVybGVkZ2VyMQ8wDQYDVQQLEwZGYWJyaWMxDjAMBgNV" + "BAMTBWFkbWluMFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFq/90YMuH4tWugHa"
            + "oyZtt4Mbwgv6CkBSDfYulVO1CVInw1i/k16DocQ/KSDTeTfgJxrX1Ree1tjpaodG" + "1wWyM6OBhTCBgjAOBgNVHQ8BAf8EBAMCB4AwDAYDVR0TAQH/BAIwADAdBgNVHQ4E"
            + "FgQUhKs/VJ9IWJd+wer6sgsgtZmxZNwwHwYDVR0jBBgwFoAUIUd4i/sLTwYWvpVr" + "TApzcT8zv/kwIgYDVR0RBBswGYIXQW5pbHMtTWFjQm9vay1Qcm8ubG9jYWwwCgYI"
            + "KoZIzj0EAwIDRwAwRAIgCoXaCdU8ZiRKkai0QiXJM/GL5fysLnmG2oZ6XOIdwtsC" + "IEmCsI8Mhrvx1doTbEOm7kmIrhQwUVDBNXCWX1t3kJVN";

    public static final String CERT_WITH_ATTRS = "MIIB6TCCAY+gAwIBAgIUHkmY6fRP0ANTvzaBwKCkMZZPUnUwCgYIKoZIzj0EAwIw"
            + "GzEZMBcGA1UEAxMQZmFicmljLWNhLXNlcnZlcjAeFw0xNzA5MDgwMzQyMDBaFw0xODA5MDgwMzQyMDBaMB4xHDAaBgNVBAMTE015VGVzdFVzZXJXaXRoQXR0cnMwWTAT"
            + "BgcqhkjOPQIBBggqhkjOPQMBBwNCAATmB1r3CdWvOOP3opB3DjJnW3CnN8q1ydiRdzmuA6A2rXKzPIltHvYbbSqISZJubsy8gVL6GYgYXNdu69RzzFF5o4GtMIGqMA4G"
            + "A1UdDwEB/wQEAwICBDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBTYKLTAvJJK08OMVGwIhjMQpo2DrjAfBgNVHSMEGDAWgBTEs/52DeLePPx1+65VhgTwu3/2ATAiBgNV"
            + "HREEGzAZghdBbmlscy1NYWNCb29rLVByby5sb2NhbDAmBggqAwQFBgcIAQQaeyJhdHRycyI6eyJhdHRyMSI6InZhbDEifX0wCgYIKoZIzj0EAwIDSAAwRQIhAPuEqWUp"
            + "svTTvBqLR5JeQSctJuz3zaqGRqSs2iW+QB3FAiAIP0mGWKcgSGRMMBvaqaLytBYo9v3hRt1r8j8vN0pMcg==";

    public static final String CERT_WITH_DNS = "MIICGjCCAcCgAwIBAgIRAIPRwJHVLhHK47XK0BbFZJswCgYIKoZIzj0EAwIwczEL"
            + "MAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNhbiBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzIuZXhhbXBsZS5jb20xHDAaBgNVBAMTE2Nh"
            + "Lm9yZzIuZXhhbXBsZS5jb20wHhcNMTcwNjIzMTIzMzE5WhcNMjcwNjIxMTIzMzE5WjBbMQswCQYDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcm5pYTEWMBQGA1UEBxMN"
            + "U2FuIEZyYW5jaXNjbzEfMB0GA1UEAwwWVXNlcjFAb3JnMi5leGFtcGxlLmNvbTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABBd9SsEiFH1/JIb3qMEPLR2dygokFVKW"
            + "eINcB0Ni4TBRkfIWWUJeCANTUY11Pm/+5gs+fBTqBz8M2UzpJDVX7+2jTTBLMA4GA1UdDwEB/wQEAwIHgDAMBgNVHRMBAf8EAjAAMCsGA1UdIwQkMCKAIKfUfvpGproH"
            + "cwyFD+0sE3XfJzYNcif0jNwvgOUFZ4AFMAoGCCqGSM49BAMCA0gAMEUCIQC8NIMwe4ym/QRwCJb5umbONNLSVQuEpnPsJrM/ssBPvgIgQpe2oYa3yO3USro9nBHjpM3L"
            + "KsFQrpVnF8O6hoHOYZQ=";

    public static final String CERT_MULTIPLE_ATTRIBUTES = "MIIChzCCAi6gAwIBAgIURilAHeqwLu/fNUv8eZoGPRh3H4IwCgYIKoZIzj0EAwIw"
            + "czELMAkGA1UEBhMCVVMxEzARBgNVBAgTCkNhbGlmb3JuaWExFjAUBgNVBAcTDVNh" + "biBGcmFuY2lzY28xGTAXBgNVBAoTEG9yZzEuZXhhbXBsZS5jb20xHDAaBgNVBAMT"
            + "E2NhLm9yZzEuZXhhbXBsZS5jb20wHhcNMTkwNzMxMTYxNzAwWhcNMjAwNzMwMTYy" + "MjAwWjAgMQ8wDQYDVQQLEwZjbGllbnQxDTALBgNVBAMTBHRlc3QwWTATBgcqhkjO"
            + "PQIBBggqhkjOPQMBBwNCAAR2taQK8w7D3hr3gBxCz+8eV4KSv7pFQfNjDHMMe9J9" + "LJwcLpVTT5hYiLLRaqQonLBxBE3Ey0FneySvFuBScas3o4HyMIHvMA4GA1UdDwEB"
            + "/wQEAwIHgDAMBgNVHRMBAf8EAjAAMB0GA1UdDgQWBBQi3mhXS/WzcjBniwAmPdYP" + "kHqVVzArBgNVHSMEJDAigCC7VXjmSEugjAB/A0S6vfMxLsUIgag9WVNwtwwebnRC"
            + "7TCBggYIKgMEBQYHCAEEdnsiYXR0cnMiOnsiYXR0cjEiOiJ2YWwxIiwiZm9vIjoi" + "YmFyIiwiaGVsbG8iOiJ3b3JsZCIsImhmLkFmZmlsaWF0aW9uIjoiIiwiaGYuRW5y"
            + "b2xsbWVudElEIjoidGVzdCIsImhmLlR5cGUiOiJjbGllbnQifX0wCgYIKoZIzj0E" + "AwIDRwAwRAIgQxEFvnZTEsf3CSZmp9IYsxcnEOtVYleOd86LAKtk1wICIH7XOPwW"
            + "/RE4Z8WLZzFei/78Oezbx6obOvBxPMsVWRe5";



}
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./src/test/java/com/utilsTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Utilities.utils;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.junit.jupiter.api.Test;
import java.io.IOException;
import java.util.HashSet;

import static org.junit.jupiter.api.Assertions.*;

public class utilsTest {
    @Test
    public void testjsonToObject() {
        String json;
        String[] testList =  new String[]{"test","test"};
        Credential credential = new Credential("test",
                "test",
                new byte[0],
                testList,
                "test");
        ObjectMapper mapper = new ObjectMapper();
       try {
            json = mapper.writeValueAsString(credential);
           Credential proof1 = new Credential();
           utils.jsonToObject(json.getBytes(), proof1);
       } catch (IOException e) {
          assertFalse(true);
       }
    }
    @Test
    public void testObjectStreamToHashSet() throws IOException{
        String list = "[\"Test1\",\"Test2\"]";
        HashSet<String> set = utils.stringToHashSet(list);
        assertTrue(set.contains("Test1"));
    }
}
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/*
 * Copyright 2019 IBM All Rights Reserved.
 *
 * SPDX-License-Identifier: Apache-2.0
 */
import java.nio.charset.StandardCharsets;
import java.time.Instant;
import java.util.*;
import java.util.stream.Collectors;


import com.google.common.hash.Hashing;
import main.java.com.bchain.chaincode.ChaincodeInstance;
import org.hyperledger.fabric.protos.msp.Identities.SerializedIdentity;
import org.hyperledger.fabric.protos.peer.ChaincodeEventPackage;
import org.hyperledger.fabric.protos.peer.ProposalPackage;
import org.hyperledger.fabric.shim.Chaincode;
import org.hyperledger.fabric.shim.ChaincodeStub;
import org.hyperledger.fabric.shim.ledger.CompositeKey;
import org.hyperledger.fabric.shim.ledger.KeyModification;
import org.hyperledger.fabric.shim.ledger.KeyValue;
import org.hyperledger.fabric.shim.ledger.QueryResultsIterator;
import org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata;

import com.google.protobuf.ByteString;

public final class ChaincodeStubNaiveImpl implements ChaincodeStub {
    private List<String> args;
    private List<byte[]> argsAsByte;
    private final Map<String, ByteString> state;
    private final Map<String, ChaincodeInstance> chaincodes = new HashMap<>();
    private final Map<String, ChaincodeStubNaiveImpl> stubs = new HashMap<>();
    private final Chaincode.Response resp;
    private Map<String, byte[]> transientField = new HashMap<>();
    private String certificate = CertificatesData.CERT_WITH_ATTRS;

    public ChaincodeStubNaiveImpl() {
        args = new ArrayList<>();

        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    ChaincodeStubNaiveImpl(final List<String> args) {
        this.args = args;
        state = new HashMap<>();
        state.put("a", ByteString.copyFrom("asdf", StandardCharsets.UTF_8));

        argsAsByte = null;

        resp = new Chaincode.Response(404, "Wrong cc name", new byte[] {});
    }

    @Override
    public List<byte[]> getArgs() {
        if (argsAsByte == null) {
            argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
        }
        return argsAsByte;
    }

    @Override
    public List<String> getStringArgs() {
        return args;
    }

    @Override
    public String getFunction() {
        return args.get(0);
    }

    @Override
    public List<String> getParameters() {
        return args.subList(1, args.size());
    }

    @Override
    public String getTxId() {
        return "tx0";
    }

    @Override
    public String getChannelId() {
        return "ch0";
    }

    public void putChainCodeInstance(ChaincodeInstance instance,ChaincodeStubNaiveImpl chaincodeStubNaive, String name, String channel) {
        if (channel == null) {
            stubs.put(name, chaincodeStubNaive);
            chaincodes.put(name, instance);
        } else {
            stubs.put(channel+name, chaincodeStubNaive);
            chaincodes.put(channel+name, instance);
        }
    }
    @Override
    public Chaincode.Response invokeChaincode(final String chaincodeName, final List<byte[]> args, final String channel) {
        ChaincodeInstance instance;
        ChaincodeStubNaiveImpl stub;
        if(channel == null) {
            instance = chaincodes.get(chaincodeName);
            stub = stubs.get(chaincodeName);
        } else {
            instance = chaincodes.get(channel+chaincodeName);
            stub = stubs.get(channel+chaincodeName);
        }
        stub.setArgsAsByte(args);
        Chaincode.Response response = instance.invoke(stub);
        return response;
    }

    @Override
    public byte[] getState(final String key) {
        return state.get(key).toByteArray();
    }

    @Override
    public String getStringState(final String key) {
        ByteString res = state.get(key);
        if(res != null) {
            return new String(state.get(key).toByteArray());
        }
        return null;
    }

    @Override
    public byte[] getStateValidationParameter(final String key) {
        return new byte[0];
    }

    @Override
    public void putState(final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }


    @Override
    public void setStateValidationParameter(final String key, final byte[] value) {

    }

    @Override
    public void delState(final String key) {
        state.remove(key);
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByRange(final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByRangeWithPagination(final String startKey, final String endKey, final int pageSize,
                                                                                    final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getStateByPartialCompositeKey(final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getStateByPartialCompositeKeyWithPagination(final CompositeKey compositeKey, final int pageSize,
                                                                                                  final String bookmark) {
        return null;
    }

    @Override
    public CompositeKey createCompositeKey(final String objectType, final String... attributes) {
        return new CompositeKey(objectType, attributes);
    }

    @Override
    public CompositeKey splitCompositeKey(final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getQueryResult(final String query) {
        return null;
    }

    @Override
    public QueryResultsIteratorWithMetadata<KeyValue> getQueryResultWithPagination(final String query, final int pageSize, final String bookmark) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyModification> getHistoryForKey(final String key) {
        return null;
    }

    @Override
    public byte[] getPrivateData(final String collection, final String key) {

       return state.containsKey(key) ? state.get(key).toByteArray(): "".getBytes();
    }

    @Override
    public byte[] getPrivateDataHash(final String collection, final String key) {
        return state.containsKey(key) ? Hashing.sha256().hashBytes(state.get(key).toByteArray()).asBytes() : "".getBytes();
    }

    @Override
    public byte[] getPrivateDataValidationParameter(final String collection, final String key) {
        return new byte[0];
    }

    @Override
    public void putPrivateData(final String collection, final String key, final byte[] value) {
        state.put(key, ByteString.copyFrom(value));
    }

    @Override
    public void setPrivateDataValidationParameter(final String collection, final String key, final byte[] value) {

    }

    @Override
    public void delPrivateData(final String collection, final String key) {

    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByRange(final String collection, final String startKey, final String endKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final CompositeKey compositeKey) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataByPartialCompositeKey(final String collection, final String objectType, final String... attributes) {
        return null;
    }

    @Override
    public QueryResultsIterator<KeyValue> getPrivateDataQueryResult(final String collection, final String query) {
        return null;
    }

    @Override
    public void setEvent(final String name, final byte[] payload) {

    }

    public Map<String, byte[]> getTransientField() {
        return transientField;
    }

    public void setTransientField(Map<String, byte[]> transientField) {
        this.transientField = transientField;
    }

    @Override
    public ChaincodeEventPackage.ChaincodeEvent getEvent() {
        return null;
    }

    @Override
    public ProposalPackage.SignedProposal getSignedProposal() {
        return null;
    }

    @Override
    public Instant getTxTimestamp() {
        return Instant.now();
    }

    @Override
    public byte[] getCreator() {
        return buildSerializedIdentity();
    }

    @Override
    public Map<String, byte[]> getTransient() {
        return this.transientField;
    }

    @Override
    public byte[] getBinding() {
        return new byte[0];
    }

    void setArgsAsByte(final List<byte[]> args) {
        this.argsAsByte = args;
        this.args = new ArrayList<>();
        this.args = argsAsByte.stream().map(i -> new String(i)).collect(Collectors.toList());
    }
    void setStringArgs(final List<String> args) {
        this.args = args;
        this.argsAsByte = args.stream().map(i -> i.getBytes()).collect(Collectors.toList());
    }

    public byte[] buildSerializedIdentity() {
        final SerializedIdentity.Builder identity = SerializedIdentity.newBuilder();
        identity.setMspid("testMSPID");
        final byte[] decodedCert = Base64.getDecoder().decode(this.certificate);
        identity.setIdBytes(ByteString.copyFrom(decodedCert));
        final SerializedIdentity builtIdentity = identity.build();
        return builtIdentity.toByteArray();
    }

    // Used by tests to control which serialized identity is returned by
    // buildSerializedIdentity
    public void setCertificate(final String certificateToTest) {
        this.certificate = certificateToTest;
    }
}
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./src/test/java/com/RecorderProcedureTest.javapackage test.java.com;

import main.java.com.bchain.chaincode.ChaincodeInstance;
import main.java.com.bchain.chaincode.Objects.Credential;
import main.java.com.bchain.chaincode.Objects.CredentialProof;
import main.java.com.bchain.chaincode.Utilities.utils;
import org.hyperledger.fabric.shim.Chaincode;
import org.junit.jupiter.api.Test;

import java.io.IOException;
import java.util.*;

import static org.junit.jupiter.api.Assertions.*;

public class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaive1 = new ChaincodeStubNaiveImpl();
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder = new ChaincodeStubNaiveImpl();

    private ChaincodeInstance chaincodeInstanceIssuerParent = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceIssuer = new ChaincodeInstance();
    private ChaincodeInstance chaincodeInstanceRecorder = new ChaincodeInstance();


    @Test
    public void testXChaincodecomm() throws IOException, InterruptedException {
        List<byte[]> args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes(),
        }));
        Map<String, byte[]> transientField = new HashMap<>();
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","University of Stavanger".getBytes());
        transientField.put("description", "DAT520".getBytes());
        transientField.put("recordsId", "".getBytes());
        transientField.put("subChaincodes", "".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.init(chaincodeStubNaive);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceIssuer, chaincodeStubNaive,"Issuer", "");
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes()
        }));

        transientField = new HashMap<>();
        transientField.put("participants","[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setArgsAsByte(args);
        Chaincode.Response resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertTrue(resp.getMessage().contains("Added"));

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        assertEquals(200, resp.getStatusCode());



        String subject = "x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server";
        CredentialProof proof = new CredentialProof();
        String key = proof.createKey(subject, "DAT520").toString();
        Credential credential = new Credential(
                subject,
                "Assignment1",
                "{Grade: 'C', Reason: 'You did ok, but you're not good in javascript. Would never hire you.'}".getBytes(),
                new String[]{"x509::CN=User1@org2.example.com, L=San Francisco, ST=California, C=US::CN=ca.org2.example.com, O=org2.example.com, L=San Francisco, ST=California, C=US"},
                key);
        args = new ArrayList<>();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "registerCredential".getBytes(),
        }));
        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "confirmCredential".getBytes()
        }));
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("credential", credential.toJson().getBytes());

        chaincodeStubNaive.setArgsAsByte(args);
        chaincodeStubNaive.setTransientField(transientField);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuer.invoke(chaincodeStubNaive);
        chaincodeStubNaive.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        CredentialProof credentialProof = utils.jsonToObject(resp.getPayload(), new CredentialProof());
        assertNotNull(credentialProof.getData().get(0));
        assertEquals(true, credentialProof.getValid());
        Thread.sleep(5000); // wait for issuer to close.
        args = new ArrayList<>();
        transientField = new HashMap<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(), "Issuer".getBytes()
        }));
        transientField.put("owners",  "[\"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        transientField.put("orgIdentifier","UiS".getBytes());
        transientField.put("description", "Degree".getBytes());
        transientField.put("recordsId", "records".getBytes());
        transientField.put("subChaincodes", "[\"Issuer\"]".getBytes());
        transientField.put("nrCredentials", "1".getBytes());
        transientField.put("quorum", "1".getBytes());
        transientField.put("collectionsId", "issuerCollections".getBytes());
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeInstanceIssuerParent.init(chaincodeStubNaive1);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "editParticipants".getBytes(),
                "addParticipants".getBytes(),
        }));
        transientField = new HashMap<>();
        transientField.put("participants", "[ \"x509::CN=MyTestUserWithAttrs::CN=fabric-ca-server\"]".getBytes());
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setTransientField(transientField);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][] {
                "startIssuer".getBytes(),
                new Long(20).toString().getBytes()
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        /*
            Start recorder.
         */


        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "Init".getBytes(),
                "Recorder".getBytes(),
                "".getBytes()
        }));
        chaincodeStubNaiveRecorder.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeInstanceRecorder.init(chaincodeStubNaiveRecorder);
        chaincodeStubNaive1.putChainCodeInstance(chaincodeInstanceRecorder,chaincodeStubNaiveRecorder,"records",null);

        args = new ArrayList<>();
        args.addAll(Arrays.asList(new byte[][]{
                "aggregateProofs".getBytes(),
        }));
        chaincodeStubNaive1.setArgsAsByte(args);
        chaincodeStubNaive1.setCertificate(CertificatesData.CERT_WITH_ATTRS);
        resp = chaincodeInstanceIssuerParent.invoke(chaincodeStubNaive1);
        assertEquals(200, resp.getStatusCode());

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("dataHash", credential.getHash().getBytes());
        transientField.put("key","Degree.DAT520.Assignment1".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "verifyCredential".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
        assertTrue(resp.getMessage().contains("Data provided for key: Degree.DAT520.Assignment1 isValid: true"));

        args = new ArrayList<>();
        credential.setHash();
        transientField = new HashMap<>();
        transientField.put("subject", subject.getBytes());
        transientField.put("orgIdentifier", "UiS".getBytes());
        transientField.put("trieKey","Degree.DAT520".getBytes());
        args.addAll(Arrays.asList(new byte[][]{
                "revoke".getBytes(), // 0
        }));
        chaincodeStubNaiveRecorder.setArgsAsByte(args);
        chaincodeStubNaiveRecorder.setTransientField(transientField);
        resp = chaincodeInstanceRecorder.invoke(chaincodeStubNaiveRecorder);
    }
}
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           file://$PROJECT_DIR$/src/main/java/com/bchain/chaincode/ChaincodeInstance.java
           25
           
           
        
         
           file://$PROJECT_DIR$/src/main/java/com/bchain/chaincode/ChaincodeInstance.java
           43
           
           
        
         
           file://$PROJECT_DIR$/src/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.java
           22
           
           
        
      
    
     
       
         
      
    
  
   
     
       
         Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         Mapper.INSTANCE.getObjectMapper().readValue("{'type':\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         T var = (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", CredentialProof.class);
         JAVA
         CODE_FRAGMENT
      
       
         (CredentialProof) Mapper.INSTANCE.getObjectMapper().readValue("{\"type\":\"com.bchain.chaincode.Objects.CredentialProof\",\"objectType\":\"CredentialProof\",\"hash\":null,\"key\":\"\\u0000CredentialProof\\u0000x509::CN=Omari Haag, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\\u0000DAT520\\u0000\",\"committed\":-1,\"valid\":false,\"subject\":null,\"parentcredentProof\":null,\"description\":null,\"quorum\":0,\"credentials\":0,\"data\":[],\"providedCredentials\":null,\"owners\":null,\"createdByOrg\":null,\"parentCredentialProof\":null}", new CredentialProof());
         JAVA
         CODE_FRAGMENT
      
       
         utils.stringToHashSet(["x509::CN=Miss Darron Thiel, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Stacey Leannon DDS, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Hertha Paucek DVM, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Polly McKenzie, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Suzanne Weber, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Dr. Alice Ledner, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Van Marks, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Van Marks, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Marge Breitenberg, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Princess Hickle, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Tressa Bailey, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Mr. Summer Quitzon, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Chanel Nicolas, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US","x509::CN=Lawrence Simonis, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US"])
         JAVA
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
HashSet<String> a = new HashSet<>(list);
         JAVA
         com.fasterxml.jackson.databind.ObjectMapper,java.util.ArrayList,java.util.LinkedHashSet,java.util.HashSet
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
LinkedHashSet<String> a = new LinkedHashSet<>(list)
         JAVA
         com.fasterxml.jackson.databind.ObjectMapper,java.util.ArrayList,java.util.LinkedHashSet
         CODE_FRAGMENT
      
       
         ObjectMapper mapper = new ObjectMapper();
List<String> list = 
        mapper.readValue("[\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Gregoria White, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Emerson Kulas IV, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\",\"x509::CN=Dr. Oswald Schamberger, OU=client + OU=org1 + OU=user::CN=ca.org1.example.com, O=org1.example.com, L=San Francisco, ST=California, C=US\"]", ArrayList.class);
LinkedHashSet<String> = new LinkedHashSet<>(list)
         JAVA
         com.fasterxml.jackson.databind.ObjectMapper,java.util.ArrayList,java.util.LinkedHashSet
         CODE_FRAGMENT
      
    
     
       
         procedure
         JAVA
         EXPRESSION
      
       
         tx.getCid()
         JAVA
         EXPRESSION
      
       
         tx.getIssuer().equals(tx.getCid())
         JAVA
         EXPRESSION
      
       
         tx.getIssuer()
         JAVA
         EXPRESSION
      
       
         setCid(new ClientIdentity(stub));
         JAVA
         EXPRESSION
      
       
         stub.getCreator()
         JAVA
         EXPRESSION
      
       
         tx.getRecords().getCreator()
         JAVA
         EXPRESSION
      
       
         trie.getNode(tx.getTrieKey()) != null
         JAVA
         EXPRESSION
      
       
         trie.getNode(tx.getTrieKey())
         JAVA
         EXPRESSION
      
    
  
   
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
             
             
             
             
             
             
             
          
        
      
    
     
     
       
         
           
           
             
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
             
             
             
             
             
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
             
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
             
             
             
             
             
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
             
             
          
        
      
    
     
       
         
           
           
             
          
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
        
      
    
     
       
         
           
           
             
          
        
      
    
  
   
     
       
         
           
           
             
               
                 
              
            
          
        
      
       
         
           No facets are configured
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           Maven: ch.qos.logback:logback-classic:1.0.13
           
             
               
                 
              
            
          
        
      
    
  













./.idea/.name



chaincode












./.idea/misc.xml



 
   
   
     
       
         
      
    
  
   
     
  













./.idea/compiler.xml



 
   
     
       
         
         
         
         
      
    
  













./target/classes/config.properties



TP_CORE_POOL_SIZE=5
TP_MAX_POOL_SIZE=5
TP_QUEUE_SIZE=5000












./target/classes/main/java/com/bchain/chaincode/ChaincodeInstance.class



package main.java.com.bchain.chaincode;
public synchronized class ChaincodeInstance extends org.hyperledger.fabric.shim.ChaincodeBase {
    private Objects.ChaincodeObject currentChaincodeInstance;
    public void ChaincodeInstance();
    public org.hyperledger.fabric.shim.Chaincode$Response init(org.hyperledger.fabric.shim.ChaincodeStub);
    public org.hyperledger.fabric.shim.Chaincode$Response invoke(org.hyperledger.fabric.shim.ChaincodeStub);
    public static void main(String[]);
}













./target/classes/main/java/com/bchain/chaincode/IssuerInterface.class



package main.java.com.bchain.chaincode;
public abstract interface IssuerInterface {
    public abstract org.hyperledger.fabric.shim.Chaincode$Response isRevoked(org.hyperledger.fabric.shim.ChaincodeStub, String, String);
    public abstract org.hyperledger.fabric.shim.Chaincode$Response registerCredential(org.hyperledger.fabric.shim.ChaincodeStub, String, byte[], String);
    public abstract org.hyperledger.fabric.shim.Chaincode$Response revokeCredential(org.hyperledger.fabric.shim.ChaincodeStub, String, String);
    public abstract org.hyperledger.fabric.shim.Chaincode$Response confirmCredential(org.hyperledger.fabric.shim.ChaincodeStub, String, String);
    public abstract org.hyperledger.fabric.shim.Chaincode$Response verifyCredential(org.hyperledger.fabric.shim.ChaincodeStub, String, String, byte[]);
}













./target/classes/main/java/com/bchain/chaincode/TypeResolver.class



package main.java.com.bchain.chaincode;
public synchronized class TypeResolver {
    public void TypeResolver();
    public static Strategies.TransactionsImpl.TxProcedure parseFromArgs(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, java.security.cert.CertificateException;
    public static Strategies.Procedures.Procedure defineChaincodeInstance(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, java.security.cert.CertificateException;
    public static Objects.ChaincodeObject ResolveCurrentType(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Utilities/ResponseMsg.class



package main.java.com.bchain.chaincode.Utilities;
public synchronized class ResponseMsg {
    String message;
    byte[] Payload;
    public void ResponseMsg(String, byte[]);
    public byte[] WriteResponse();
}













./target/classes/main/java/com/bchain/chaincode/Utilities/utils.class



package main.java.com.bchain.chaincode.Utilities;
public synchronized class utils {
    public static java.util.regex.Pattern validArrayFormat;
    public static java.util.regex.Pattern validIntegerFormat;
    public void utils();
    public static java.util.LinkedHashSet stringToHashSet(String) throws java.io.IOException;
    public static String[] stringToList(byte[]) throws java.io.IOException;
    public static Object jsonToObject(byte[], Object) throws java.io.IOException;
    public static boolean isInSet(java.util.Collection, Object);
    public static boolean checkFormat(String, java.util.regex.Pattern);
    static void <clinit>();
}













./target/classes/main/java/com/bchain/chaincode/Exceptions/ChainCodeException.class



package main.java.com.bchain.chaincode.Exceptions;
public synchronized class ChainCodeException extends Exception {
    public void ChainCodeException(String);
}













./target/classes/main/java/com/bchain/chaincode/Exceptions/QualificationDuplicateException.class



package main.java.com.bchain.chaincode.Exceptions;
public synchronized class QualificationDuplicateException extends Exception {
    public void QualificationDuplicateException(String);
}













./target/classes/main/java/com/bchain/chaincode/Exceptions/OwnerNotFoundException.class



package main.java.com.bchain.chaincode.Exceptions;
public synchronized class OwnerNotFoundException extends Exception {
    public void OwnerNotFoundException(String);
}













./target/classes/main/java/com/bchain/chaincode/Objects/TrieNode.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class TrieNode {
    public String hashObject;
    public boolean isValid;
    public boolean leaf;
    private java.util.LinkedHashMap children;
    public void TrieNode(String);
    public void TrieNode();
    public java.util.LinkedHashMap getChildren();
    public void setLeaf(boolean);
    public boolean isLeaf();
    public String getHashObject();
    public void setHashObject(String);
    public void setChildren(java.util.LinkedHashMap);
    public boolean isValid();
    public void setValid(boolean);
}













./target/classes/main/java/com/bchain/chaincode/Objects/CredentialProof.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class CredentialProof extends ChaincodeObject {
    private String subject;
    private String description;
    private int quorum;
    private java.util.ArrayList data;
    private java.util.ArrayList providedCredentials;
    private String[] owners;
    private String hash;
    private String createdByOrg;
    public void CredentialProof(String, String, int, String[]);
    public void addData(ChaincodeObject);
    public void setData(java.util.ArrayList);
    public void setHash(String);
    public String getCreatedByOrg();
    public void setCreatedByOrg(String);
    public void extendData(java.util.ArrayList);
    public java.util.ArrayList getData();
    public void CredentialProof();
    public String getSubject();
    public void setSubject(String);
    public void setQuorum(int);
    public int getQuorum();
    public java.util.ArrayList getProvidedCredentials();
    public void setProvidedCredentials(java.util.ArrayList);
    public String getDescription();
    public void setDescription(String);
    public String[] getOwners();
    public void setOwners(String[]);
    public String getHash();
    public void setHash();
}













./target/classes/main/java/com/bchain/chaincode/Objects/Issuer.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class Issuer extends ChaincodeObject implements java.io.Serializable {
    public static final String registerCredential = registerCredential;
    public static final String confirmCredential = confirmCredential;
    public static final String startIssuer = startIssuer;
    public static final String aggregateProofs = aggregateProofs;
    public static final String readProof = readProof;
    public static final String editParticipants = editParticipants;
    public static final String hashComparison = hashComparison;
    private java.util.LinkedHashSet owners;
    private java.util.LinkedHashSet participants;
    private int requiredCredentials;
    private int quorum;
    private String orgIdentifier;
    private String creator;
    private String description;
    private String recordsId;
    private java.util.LinkedHashSet subIssuers;
    private String collectionId;
    private String created;
    private String expired;
    private boolean aggregated;
    private boolean started;
    public void Issuer(java.util.LinkedHashSet, java.util.LinkedHashSet, int, int, String, String, String, String, String);
    public void Issuer();
    public java.util.LinkedHashSet getParticipants();
    public void setCreated(String);
    public boolean isExpired(java.time.Instant);
    public void setExpired(String);
    public int getRequiredCredentials();
    public int getQuorum();
    public java.util.LinkedHashSet getSubIssuers();
    public java.util.LinkedHashSet getOwners();
    public String getDescription();
    public void setOwners(java.util.LinkedHashSet);
    public String getOrgIdentifier();
    public void setOrgIdentifier(String);
    public String getCreator();
    public void setCreator(String);
    public String getCreated();
    public String getExpired();
    public String getRecordsId();
    public String getCollectionId();
    public void setCollectionId(String);
    public void addParticipants(java.util.LinkedHashSet);
    public void clearParticipants();
    public boolean isAggregated();
    public void setAggregated(boolean);
    public boolean isStarted();
    public void setStarted(boolean);
}













./target/classes/main/java/com/bchain/chaincode/Objects/Records.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class Records extends ChaincodeObject {
    public static final String registerRecord = registerRecord;
    public static final String revoke = revoke;
    public static final String verifyCredential = verifyCredential;
    private String orgCreator;
    private java.sql.Timestamp created;
    private String collections;
    public void Records(String, java.sql.Timestamp, String);
    public String getCollections();
    public void setCollections(String);
    public java.sql.Timestamp getCreated();
    public void setCreated(java.sql.Timestamp);
    public void Records();
    public String getCreator();
    public void setCreator(String);
}













./target/classes/main/java/com/bchain/chaincode/Objects/Credential.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class Credential extends ChaincodeObject implements java.io.Serializable {
    private String subject;
    private String description;
    private byte[] data;
    private java.util.ArrayList requiredAgreement;
    private java.util.ArrayList signatures;
    private String qualId;
    public void Credential(String, String, byte[], String[], String);
    public void Credential();
    public String getSubject();
    public void setSubject(String);
    public String getDescription();
    public void setDescription(String);
    public byte[] getData();
    public void setData(byte[]);
    public java.util.ArrayList getRequiredAgreement();
    public void setRequiredAgreement(java.util.ArrayList);
    public java.util.ArrayList getSignatures();
    public void setSignatures(java.util.ArrayList);
    public String getQualId();
    public void setQualIdId(String);
    public String getHash();
    public void setHash();
    public boolean compare(String);
}













./target/classes/main/java/com/bchain/chaincode/Objects/ChaincodeObject.class



package main.java.com.bchain.chaincode.Objects;
public abstract synchronized class ChaincodeObject {
    private String objectType;
    public String hash;
    private String key;
    private String txid;
    private boolean valid;
    public void ChaincodeObject();
    public String getKey();
    public void setKey(String);
    public void setHash();
    public boolean getValid();
    public void setValid(boolean);
    public transient org.hyperledger.fabric.shim.ledger.CompositeKey createKey(String[]);
    public void commit(org.hyperledger.fabric.shim.ChaincodeStub, String) throws java.io.IOException;
    public void privateCommit(String, String, org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public Object fetchPrivateData(String, String, org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public boolean objectExists(String, org.hyperledger.fabric.shim.ChaincodeStub);
    public boolean privateObjectExists(String, String, org.hyperledger.fabric.shim.ChaincodeStub);
    public Object fetch(String, org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public String getTxid();
    public void setTxid(String);
    public Object toObject(String) throws java.io.IOException;
    public String toJson();
    public String getObjectType();
    public void setObjectType(String);
    public String getHash();
    public void setHash(String);
    public boolean isValid();
}













./target/classes/main/java/com/bchain/chaincode/Objects/Trie.class



package main.java.com.bchain.chaincode.Objects;
public synchronized class Trie extends ChaincodeObject implements java.io.Serializable {
    private TrieNode root;
    private java.util.LinkedHashSet owners;
    private String subject;
    private String summary;
    private String orgIdentifier;
    public TrieNode getRoot();
    public void setRoot(TrieNode);
    public void Trie();
    public void insert(String, String);
    private void insert(java.util.LinkedList, String, TrieNode);
    public boolean containsKey(String);
    public TrieNode getNode(String);
    public String getObjectAtNode(String);
    private TrieNode traverseTree(java.util.LinkedList, TrieNode);
    public java.util.LinkedHashSet getOwners();
    public void setOwners(java.util.LinkedHashSet);
    public String getSubject();
    public void setSubject(String);
    public String getOrgIdentifier();
    public void setOrgIdentifier(String);
    public String getSummary();
    public void setSummary(String);
}













./target/classes/main/java/com/bchain/chaincode/Objects/Mapper.class



package main.java.com.bchain.chaincode.Objects;
public final synchronized enum Mapper {
    public static final Mapper INSTANCE;
    private final com.fasterxml.jackson.databind.ObjectMapper mapper;
    public static Mapper[] values();
    public static Mapper valueOf(String);
    private void Mapper(String, int);
    public com.fasterxml.jackson.databind.ObjectMapper getObjectMapper();
    static void <clinit>();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/TxProcedure.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;
public abstract synchronized class TxProcedure {
    private String subject;
    private org.hyperledger.fabric.contract.ClientIdentity cid;
    private java.util.List args;
    private java.util.Map transientMap;
    private main.java.com.bchain.chaincode.Objects.Issuer issuer;
    private java.time.Instant txTime;
    public void TxProcedure();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public Object getInstance();
    public String getSubject();
    public void setSubject(String);
    public java.util.List getArgs();
    public main.java.com.bchain.chaincode.Objects.Issuer getIssuer();
    public void setTxTime(java.time.Instant);
    public void setIssuer(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public org.hyperledger.fabric.contract.ClientIdentity getCid();
    public void setCid(org.hyperledger.fabric.contract.ClientIdentity);
    public java.time.Instant getTxTime();
    public void setArgs(java.util.List);
    public java.util.Map getTransientMap();
    public void setIssuer(main.java.com.bchain.chaincode.Objects.Issuer);
    public static main.java.com.bchain.chaincode.Strategies.Procedures.Procedure createProcedure(org.hyperledger.fabric.shim.ChaincodeStub, main.java.com.bchain.chaincode.Objects.ChaincodeObject) throws java.io.IOException, java.security.cert.CertificateException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/TransactionCreatorHub.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl;
public synchronized class TransactionCreatorHub {
    public void TransactionCreatorHub();
    public static TxProcedure parseFromArgs(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, java.security.cert.CertificateException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxGetPrivateDataHash.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxGetPrivateDataHash extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private String key;
    private String subject;
    private String objecType;
    private byte[] hash;
    public void TxGetPrivateDataHash();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public String getKey();
    public String getSubject();
    public String getObjecType();
    public byte[] getHash();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxEditParticipants.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxEditParticipants extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private java.util.LinkedHashSet particpants;
    public void TxEditParticipants();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public java.util.LinkedHashSet getParticpants();
    public void setParticpants(java.util.LinkedHashSet);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxStartIssuer.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxStartIssuer extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private main.java.com.bchain.chaincode.Objects.Issuer issuerInstance;
    private long tsClose;
    public void TxStartIssuer();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws IllegalArgumentException, java.security.cert.CertificateException, java.io.IOException;
    public main.java.com.bchain.chaincode.Objects.Issuer getIssuerInstance();
    public long getTsClose();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxRegisterCredential.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxRegisterCredential extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private main.java.com.bchain.chaincode.Objects.ChaincodeObject object;
    public void TxRegisterCredential();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws IllegalArgumentException, java.io.IOException, java.security.cert.CertificateException;
    public main.java.com.bchain.chaincode.Objects.ChaincodeObject getInstance();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxConfirmCredential.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxConfirmCredential extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private main.java.com.bchain.chaincode.Objects.Credential provided;
    private String proofKey;
    private main.java.com.bchain.chaincode.Objects.Credential credential;
    public void TxConfirmCredential();
    public String getProofKey();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws IllegalArgumentException, java.security.cert.CertificateException, java.io.IOException;
    public main.java.com.bchain.chaincode.Objects.Credential getInstance();
    public main.java.com.bchain.chaincode.Objects.Credential getProvidedCredential();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxInitializeIssuer.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxInitializeIssuer extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    final java.util.List list;
    private String orgIdentifier;
    private String description;
    private String recordsId;
    private String creator;
    private String collectionId;
    private int quorum;
    private int nrCredentials;
    private java.util.LinkedHashSet owners;
    private java.util.LinkedHashSet subChainCodes;
    public void TxInitializeIssuer();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws IllegalArgumentException, java.io.IOException, java.security.cert.CertificateException;
    public void validMap(java.util.Map);
    public java.util.LinkedHashSet getOwners();
    public java.util.LinkedHashSet getSubChainCodes();
    public String getOrgIdentifier();
    public String getDescription();
    public String getRecordsId();
    public int getNrCredentials();
    public int getQuorum();
    public String getCollectionId();
    public String getCreator();
    public void setCreator(String);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxReadProof.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxReadProof extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    public void TxReadProof();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws java.security.cert.CertificateException, java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Issuer/TxAggregate.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer;
public synchronized class TxAggregate extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    public void TxAggregate();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, org.hyperledger.fabric.shim.ChaincodeException, java.security.cert.CertificateException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxVerifyCredential.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;
public synchronized class TxVerifyCredential extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private String trieParent;
    private String orgIdentifier;
    private String trieKey;
    private byte[] dataHashToVerify;
    public void TxVerifyCredential();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public String getStoredKey();
    public byte[] getDataToVerify();
    public void setDataToVerify(byte[]);
    public String getOrgIdentifier();
    public String getTrieKey();
    public byte[] getDataHashToVerify();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxInitRecorder.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;
public synchronized class TxInitRecorder extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private String collections;
    public void TxInitRecorder();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public String getCollections();
    public void setCollections(String);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRecorder.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;
public synchronized class TxRecorder extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    java.util.ArrayList proofsToRecord;
    private String self;
    private main.java.com.bchain.chaincode.Objects.Records records;
    public void TxRecorder();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public main.java.com.bchain.chaincode.Objects.Records getRecords() throws java.io.IOException;
    public java.util.ArrayList getInstance();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/TransactionsImpl/Recorder/TxRevoke.class



package main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder;
public synchronized class TxRevoke extends main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure {
    private String trieKey;
    private String orgIdentifer;
    private String parent;
    public void TxRevoke();
    public void ParseFrom(java.util.List, org.hyperledger.fabric.shim.ChaincodeStub) throws org.hyperledger.fabric.shim.ChaincodeException, java.io.IOException, java.security.cert.CertificateException;
    public String getOrgIdentifer();
    public String getParent();
    public String getTrieKey();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Procedure.class



package main.java.com.bchain.chaincode.Strategies.Procedures;
public abstract synchronized class Procedure {
    private StringBuilder statusMessage;
    private main.java.com.bchain.chaincode.Objects.ChaincodeObject result;
    public void Procedure();
    public abstract void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public abstract void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void setStatusMessage(String, String);
    public String getStatusMessage();
    public main.java.com.bchain.chaincode.Objects.ChaincodeObject getResultObject();
    public void setResult(main.java.com.bchain.chaincode.Objects.ChaincodeObject);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureGetDataHash.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureGetDataHash extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxGetPrivateDataHash tx;
    private byte[] hash;
    public void ProcedureGetDataHash(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    private String createKeyForObjectType(String, String, String);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureConfirmCredential.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureConfirmCredential extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxConfirmCredential tx;
    private main.java.com.bchain.chaincode.Objects.Credential credential;
    private main.java.com.bchain.chaincode.Objects.CredentialProof credentialProof;
    private boolean updateCredential;
    public void ProcedureConfirmCredential(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureStartIssuer.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureStartIssuer extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxStartIssuer tx;
    private main.java.com.bchain.chaincode.Objects.Issuer issuer;
    public void ProcedureStartIssuer(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    private void initCredentialProofs(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureRegisterCredential.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureRegisterCredential extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxRegisterCredential tx;
    private String proofKey;
    public void ProcedureRegisterCredential(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub);
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureEditParticipants.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureEditParticipants extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxEditParticipants tx;
    private boolean changed;
    public void ProcedureEditParticipants(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public boolean isOk();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureAggregateSub extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxAggregate tx;
    private java.util.LinkedHashMap proofs;
    private java.util.LinkedList proofsToRecord;
    public void ProcedureAggregateSub(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    private String getProofKey(String);
    private void commitValidProofsToRecord(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    private boolean hasCredentialLeafs(main.java.com.bchain.chaincode.Objects.ChaincodeObject);
    public main.java.com.bchain.chaincode.Objects.Trie retrieve(org.hyperledger.fabric.shim.ChaincodeStub, String) throws java.io.IOException;
    public main.java.com.bchain.chaincode.Objects.Trie createTrie(main.java.com.bchain.chaincode.Objects.CredentialProof, String);
    private void DFSproof(ProcedureAggregateSub$KeyBuilder, java.util.LinkedHashSet, main.java.com.bchain.chaincode.Objects.ChaincodeObject, main.java.com.bchain.chaincode.Objects.Trie);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureReadProof.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureReadProof extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxReadProof tx;
    private main.java.com.bchain.chaincode.Objects.CredentialProof proof;
    public void ProcedureReadProof(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub);
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureInitializeIssuer.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
public synchronized class ProcedureInitializeIssuer extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Issuer.TxInitializeIssuer tx;
    private main.java.com.bchain.chaincode.Objects.Issuer issuer;
    public void ProcedureInitializeIssuer(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Issuer/ProcedureAggregateSub$KeyBuilder.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Issuer;
synchronized class ProcedureAggregateSub$KeyBuilder {
    java.util.Stack stack;
    StringBuilder sb;
    void ProcedureAggregateSub$KeyBuilder(ProcedureAggregateSub);
    public void pushSubKeyToStack(String);
    public String popKey();
    public String getKey();
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureVerifyCredential.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;
public synchronized class ProcedureVerifyCredential extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxVerifyCredential tx;
    private String objectToVerify;
    public void ProcedureVerifyCredential(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureInitializeRecord.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;
public synchronized class ProcedureInitializeRecord extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Objects.Records records;
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxInitRecorder tx;
    public void ProcedureInitializeRecord(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRegisterRecord.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;
public synchronized class ProcedureRegisterRecord extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRecorder tx;
    private java.util.ArrayList validTries;
    public void ProcedureRegisterRecord(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws IllegalAccessError, java.io.IOException;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
}













./target/classes/main/java/com/bchain/chaincode/Strategies/Procedures/Recorder/ProcedureRevokeCredential.class



package main.java.com.bchain.chaincode.Strategies.Procedures.Recorder;
public synchronized class ProcedureRevokeCredential extends main.java.com.bchain.chaincode.Strategies.Procedures.Procedure {
    private main.java.com.bchain.chaincode.Strategies.TransactionsImpl.Recorder.TxRevoke tx;
    private main.java.com.bchain.chaincode.Objects.Trie trie;
    public void ProcedureRevokeCredential(main.java.com.bchain.chaincode.Strategies.TransactionsImpl.TxProcedure);
    public void validate(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException, IllegalAccessError;
    public void apply(org.hyperledger.fabric.shim.ChaincodeStub) throws java.io.IOException;
    private void invalidateParent(main.java.com.bchain.chaincode.Objects.Trie, String);
}













./target/classes/test/java/com/KeyTrieTest.class



package test.java.com;
public synchronized class KeyTrieTest {
    public void KeyTrieTest();
    public void createTrieAndAddKey();
}













./target/classes/test/java/com/utilsTest.class



package test.java.com;
public synchronized class utilsTest {
    public void utilsTest();
    public void testjsonToObject();
    public void testObjectStreamToHashSet() throws java.io.IOException;
}













./target/classes/test/java/com/ChaincodeStubNaiveImpl.class



package test.java.com;
public final synchronized class ChaincodeStubNaiveImpl implements org.hyperledger.fabric.shim.ChaincodeStub {
    private java.util.List args;
    private java.util.List argsAsByte;
    private final java.util.Map state;
    private final java.util.Map chaincodes;
    private final java.util.Map stubs;
    private final org.hyperledger.fabric.shim.Chaincode$Response resp;
    private java.util.Map transientField;
    private String certificate;
    public void ChaincodeStubNaiveImpl();
    void ChaincodeStubNaiveImpl(java.util.List);
    public java.util.List getArgs();
    public java.util.List getStringArgs();
    public String getFunction();
    public java.util.List getParameters();
    public String getTxId();
    public String getChannelId();
    public void putChainCodeInstance(main.java.com.bchain.chaincode.ChaincodeInstance, ChaincodeStubNaiveImpl, String, String);
    public org.hyperledger.fabric.shim.Chaincode$Response invokeChaincode(String, java.util.List, String);
    public byte[] getState(String);
    public String getStringState(String);
    public byte[] getStateValidationParameter(String);
    public void putState(String, byte[]);
    public void setStateValidationParameter(String, byte[]);
    public void delState(String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getStateByRange(String, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata getStateByRangeWithPagination(String, String, int, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getStateByPartialCompositeKey(String);
    public transient org.hyperledger.fabric.shim.ledger.QueryResultsIterator getStateByPartialCompositeKey(String, String[]);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getStateByPartialCompositeKey(org.hyperledger.fabric.shim.ledger.CompositeKey);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata getStateByPartialCompositeKeyWithPagination(org.hyperledger.fabric.shim.ledger.CompositeKey, int, String);
    public transient org.hyperledger.fabric.shim.ledger.CompositeKey createCompositeKey(String, String[]);
    public org.hyperledger.fabric.shim.ledger.CompositeKey splitCompositeKey(String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getQueryResult(String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIteratorWithMetadata getQueryResultWithPagination(String, int, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getHistoryForKey(String);
    public byte[] getPrivateData(String, String);
    public byte[] getPrivateDataHash(String, String);
    public byte[] getPrivateDataValidationParameter(String, String);
    public void putPrivateData(String, String, byte[]);
    public void setPrivateDataValidationParameter(String, String, byte[]);
    public void delPrivateData(String, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getPrivateDataByRange(String, String, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getPrivateDataByPartialCompositeKey(String, String);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getPrivateDataByPartialCompositeKey(String, org.hyperledger.fabric.shim.ledger.CompositeKey);
    public transient org.hyperledger.fabric.shim.ledger.QueryResultsIterator getPrivateDataByPartialCompositeKey(String, String, String[]);
    public org.hyperledger.fabric.shim.ledger.QueryResultsIterator getPrivateDataQueryResult(String, String);
    public void setEvent(String, byte[]);
    public java.util.Map getTransientField();
    public void setTransientField(java.util.Map);
    public org.hyperledger.fabric.protos.peer.ChaincodeEventPackage$ChaincodeEvent getEvent();
    public org.hyperledger.fabric.protos.peer.ProposalPackage$SignedProposal getSignedProposal();
    public java.time.Instant getTxTimestamp();
    public byte[] getCreator();
    public java.util.Map getTransient();
    public byte[] getBinding();
    void setArgsAsByte(java.util.List);
    void setStringArgs(java.util.List);
    public byte[] buildSerializedIdentity();
    public void setCertificate(String);
}













./target/classes/test/java/com/RecorderProcedureTest.class



package test.java.com;
public synchronized class RecorderProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive;
    private ChaincodeStubNaiveImpl chaincodeStubNaive1;
    private ChaincodeStubNaiveImpl chaincodeStubNaiveRecorder;
    private main.java.com.bchain.chaincode.ChaincodeInstance chaincodeInstanceIssuerParent;
    private main.java.com.bchain.chaincode.ChaincodeInstance chaincodeInstanceIssuer;
    private main.java.com.bchain.chaincode.ChaincodeInstance chaincodeInstanceRecorder;
    public void RecorderProcedureTest();
    public void testXChaincodecomm() throws java.io.IOException, InterruptedException;
}













./target/classes/test/java/com/CertificatesData.class



package test.java.com;
public synchronized class CertificatesData {
    public static final String CERT_WITHOUT_ATTRS = ;
    public static final String CERT_WITH_ATTRS = ;
    public static final String CERT_WITH_DNS = ;
    public static final String CERT_MULTIPLE_ATTRIBUTES = ;
    public void CertificatesData();
}













./target/classes/test/java/com/IssuerProcedureTest.class



package test.java.com;
public synchronized class IssuerProcedureTest {
    private ChaincodeStubNaiveImpl chaincodeStubNaive;
    private main.java.com.bchain.chaincode.ChaincodeInstance chaincodeInstance;
    public void IssuerProcedureTest();
    public void testInit() throws java.io.IOException;
    public void registerRecordAndThenCredential() throws java.io.IOException;
}
















thesis-work/k8s/fabric-kube/hlf-kube/channel-artifacts/genesis.block





thesis-work/k8s/fabric-kube/hlf-kube/charts/kafka-0.20.8.tgz





thesis-work/k8s/fabric-kube/hlf-kube/configtx.yaml


---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Org1
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/org1.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"

    - &Org2
        Name: Org2MSP
        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/ordererOrganizations/org2.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

    - &UiS
        Name: UiSMSP

        # ID to load the MSP definition as
        ID: UiSMSP

        MSPDir: crypto-config/peerOrganizations/universityofstavanger.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiSMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityofstavanger.no
              Port: 7051

    - &UiT
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: UiTMSP

        # ID to load the MSP definition as
        ID: UiTMSP

        MSPDir: crypto-config/peerOrganizations/universityoftromso.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiTMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityoftromso.no
              Port: 7051

    - &NTNU
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NTNUMSP

        # ID to load the MSP definition as
        ID: NTNUMSP

        MSPDir: crypto-config/peerOrganizations/ntnu.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('NTNUMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.ntnu.no
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.org1.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 5

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
        - Host: orderer1.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
        - Host: orderer0.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
        - Host: orderer1.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Org1
                - *Org2
                          
        Consortiums:
            UniConsortium:
                Organizations:
                    - *UiS
                    - *UiT
                    - *NTNU
            

    universities:
        Consortium: UniConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *UiS
                - *UiT
                - *NTNU
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thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/keystore/1c4182124c3aff70678f6c7d9af6ade4c106e5a9b644b2283720fce3620898e0_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/signcerts/orderer0.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/keystore/15c9edf7a4c3e1e8e882553a0eebdceb938bfca3ffca01ac5c2c6fc4935498c8_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/signcerts/orderer1.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/tlsca/30a609fe3a335306587b3c9a9b4a85c1f14be2198b0c966b953f1ab25150e2f9_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/tlsca/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/keystore/0cc3f2013dd98c1a1a00afae750a8727ed482c9ba129b204ab9088446ec2c9cb_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/signcerts/Admin@org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/ca/63378b3acf50ad6d8a034c06082713710a5956753df8317b8817ca54e573d8d7_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/ca/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/keystore/675b40acb0086aad23a120b4e173a093bd9dff16866bf75f38f2b6303c6b1442_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/signcerts/orderer0.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/keystore/297f4bb02b38100af8ad5f46b5c0ca2e250f263eb82dd0745693518b7ffbb398_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/signcerts/orderer1.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/tlsca/e273b73ef8a90e8e9ec6d22f750a6bd30783849230b4bce7e583e5544c26270e_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/tlsca/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/keystore/2357bdc7bcd073ab6ab3b4f5c1172e461d598efc178fd6f439989f1a8164df11_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/signcerts/Admin@org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/ca/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/ca/f3b6a3793445459a8d4698608d49c6381313e6262a18cee5359e516ca26bf269_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/keystore/c998bdd593824cd86ee75483f7ee25be64fef5122423d4efc6e525487e405ad8_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/signcerts/peer0.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/keystore/0eb70dbedac6ff4e44cbf929dc3d0d9901ab6038dcff971a3c28eda70a8fddec_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/signcerts/peer1.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/keystore/35b75be2ddd8d10b5605173831636c8abbb814eb1e4d394f5abd10274509e4a6_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/signcerts/peer2.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/tlsca/a23e28b1ce7a8564963eb4697682b6a047f552ce6e4e292b26ac11ad3301138d_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/tlsca/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/keystore/0e0dc284e1fcc3e3e243410b9275b615b453c9fa39438722653e91bdd7dc93f8_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/signcerts/Admin@ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/keystore/a25870da0b0b7eac717a4fa2cff9e0a75233780ee92c22e5ba30ce07661933df_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/signcerts/User1@ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/ca/75430c02751f0d98ea257269ada1c1ff80894998718f5f634412a4604c424581_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/ca/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/keystore/4e1539c8cc020a2890b821f6ed9789b9e3cd38978313c5a84c7afa5e50adb45b_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/signcerts/peer0.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/keystore/7f6ae9e56dce9d311dc9b76c9331c7983cd0c6f43292acca8588c992cf868d6d_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/signcerts/peer1.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/keystore/380d837add88865eff9383b66f0055168eefbdf509f7ece19596952ab590dd6d_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/signcerts/peer2.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/tlsca/5c85b6eb7bd2db078bb726ff952a1362a318b6c9830d05f8317988cc2488b4b3_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/tlsca/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/.DS_Store





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/keystore/39ca1af2e7490595d0e801f69345089598ab39e3ca7bf3f49f6c6fca24ca6ef1_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/signcerts/Admin@universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/keystore/25eb88c0d4636822746d7cffbbbd0f7bda8a13ed20975b503550e1d921f1e51c_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/signcerts/User1@universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/ca/4ed99a5ab410cb8cbf6319b7a662181e03a74297392d477f06e98d40ba5f565c_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/ca/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/keystore/7887136ab382359b21cea7f4db4c7ba66ff12c15685f36de61ff8401d9c9b5f5_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/signcerts/peer0.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/keystore/c89ada35c45761e793fc1513458a07ad271e6dfee9a2bc7ebb63f13997d04ba5_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/signcerts/peer1.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/keystore/336546866e60cbdd6bc3bc82a2fc0f6d86c97100e8e63366d1f7d4e85793b6fb_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/signcerts/peer2.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/tlsca/413f45badd543d3ef43074a4ab2eee3b27cf88f02d497b4a287509a6790585f3_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/tlsca/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/keystore/bc73d6e65b9dab700c0dd3a2f9a73c86c72f07624a0127f721d7c872c5cceb31_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/signcerts/Admin@universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/keystore/02d5a6da2e0e92847e0a77b2c7e7c70e0a7db4083a993072093eb5d0afac5390_sk





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/signcerts/User1@universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/client.crt





thesis-work/k8s/fabric-kube/hlf-kube/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/client.key





thesis-work/k8s/fabric-kube/hlf-kube/requirements.lock

dependencies:
- name: kafka
  repository: http://storage.googleapis.com/kubernetes-charts-incubator
  version: 0.20.8
digest: sha256:13b9255032c0b41c4193a19995a4e54f1b4d4a98b5c41ce76b948ddd938b5ad2
generated: "2020-05-09T14:55:05.176307+02:00"







thesis-work/k8s/fabric-kube/hlf-kube/requirements.yaml

dependencies:
  - name: kafka
    alias: hlf-kafka
    repository: http://storage.googleapis.com/kubernetes-charts-incubator
    version: 0.20.8
    condition: hlf-kafka.enabled







thesis-work/k8s/fabric-kube/hlf-kube/scripts/add_newpeerorg_to_channel_config.sh

#!/bin/bash

# adds new peer org to given channel config.json and writes output to updated_config.json

if test "$#" -ne 4; then
   echo "usage: add_newpeerorg_to_channel_config.sh <orgID> <neworg.json> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
neworg_json=$2
config_json=$3
updated_config_json=$4

jq -s '.[0] * {"channel_group":{"groups":{"Application":{"groups": {"'$(echo $orgID)'":.[1]}}}}}' "$config_json" "$neworg_json" > "$updated_config_json"
echo "-- attached new peer organization $orgID and wrote to $updated_config_json"









thesis-work/k8s/fabric-kube/hlf-kube/scripts/add_newpeerorg_to_consortium.sh

#!/bin/bash

# adds new peer org to list of consortiums in given system channel config.json and writes output to updated_config.json

if test "$#" -ne 5; then
   echo "usage: add_newpeerorg_to_consortium.sh <orgID> <consortium> <neworg.json> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
consortium=$2
neworg_json=$3
config_json=$4
updated_config_json=$5

jq -s '.[0] * {"channel_group":{"groups":{"Consortiums":{"groups": {"'$(echo $consortium)'": {"groups": {"'$(echo $orgID)'":.[1]}}}}}}}' "$config_json" "$neworg_json" > "$updated_config_json"
echo "-- attached new peer organization $orgID to consortium $consortium and wrote to $updated_config_json"









thesis-work/k8s/fabric-kube/hlf-kube/scripts/attach_anchor_peers.sh

#!/bin/bash

# parses anchor peers for an organization from configtx.yaml, 
# attaches it to config.json and writes output to updated_config.json

if test "$#" -ne 4; then
   echo "usage: attach_anchor_peers.sh <orgID> <configtx.yaml> <config.json> <updated_config.json>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

orgID=$1
configtx_yaml=$2
config_json=$3
updated_config_json=$4
workdir="/tmp"

# parse AnchorPeers from configtx.yaml
anchor_peers=$(yq -c  '.Organizations[] | select (.Name == "'$(echo $orgID)'") | .AnchorPeers' "$configtx_yaml")
if [ -z "$anchor_peers" ]; then
   echo "-- couldn't parse AnchorPeers for organization $orgID from $configtx_yaml" 
   exit 1
fi

echo "-- parsed AnchorPeers for organization $orgID from $configtx_yaml: $anchor_peers"

# convert keys to lower case in AnchorPeers
anchor_peers=$(echo "$anchor_peers" | jq -c '.[] | with_entries(.key |=ascii_downcase)' | jq -cs .)
echo "-- converted keys in AnchorPeers to lower case: $anchor_peers"

jq '.channel_group.groups.Application.groups.'$(echo $orgID)'.values += 
        {"AnchorPeers":{"mod_policy": "Admins","value":{"anchor_peers": '$(echo $anchor_peers)'},"version": "0"}}' \
        "$config_json" > "$updated_config_json"
echo "-- attached anchor peers for organization $orgID and wrote to $updated_config_json"









thesis-work/k8s/fabric-kube/hlf-kube/scripts/prepare_config_update_block.sh

#!/bin/bash

# takes config.json and updated_config.json as inputs
# calculate a config update, wraps in enveleope and convert to protobuf format
# the resulting output block is ready for `peer channel update`

if test "$#" -ne 4; then
   echo "usage: prepare_config_update_block.sh <channelID> <config.json> <updated_config.json> <output_block>" 
   exit 2
fi

# switch to caller directory so we can work with relative paths
cd $(pwd)

# exit when any command fails
set -e
# set -x

channelID=$1
config_json=$2
updated_config_json=$3
output_block=$4
workdir="/tmp"

# convert config.json and updated_config.json to protobuf
configtxlator proto_encode --input "$config_json" --type common.Config --output $workdir/config.pb
echo "-- converted $config_json to protobuf"
configtxlator proto_encode --input "$updated_config_json" --type common.Config --output $workdir/updated_config.pb
echo "-- converted $updated_config_json to protobuf"

# calculate compute_update
configtxlator compute_update --channel_id $channelID --original $workdir/config.pb --updated $workdir/updated_config.pb --output $workdir/config_update.pb
echo "-- calculated compute_update and wrote to config_update.pb"

# convert config_update.pb to json
configtxlator proto_decode --input $workdir/config_update.pb --type common.ConfigUpdate | jq . > $workdir/config_update.json
echo "-- converted config_update.pb to json"

# wrap in envelope
echo '{"payload":{"header":{"channel_header":{"channel_id":'$(echo \"$channelID\")', "type":2}},"data":{"config_update":'$(cat $workdir/config_update.json)'}}}' \
        | jq . > $workdir/config_update_in_envelope.json
echo "-- wrapped config_update.json in envelope"

# convert to protobuf
configtxlator proto_encode --input $workdir/config_update_in_envelope.json --type common.Envelope --output "$output_block"
echo "-- wrote final protobuf to $output_block"








thesis-work/k8s/fabric-kube/hlf-kube/templates/NOTES.txt

{{ if .Values.backup.enabled }}

HL Fabric network is now prepared for backup!

Wait for all pods are up and running then run the backup Argo flow!
After that is completed, make another Helm upgrade to return back to normal operation.

{{- if (index .Values "hlf-kafka").enabled }}

IMPORTANT: Looks like you are using Kafka Orderer. 
In this case you also need to manually backup Kafka cluster!

{{- end}}

{{ else if .Values.restore.enabled }}

HL Fabric network is now prepared for restore!

Wait for all pods are up and running then run the restore Argo flow!
After that is completed, make another Helm upgrade to return back to normal operation.

{{- if (index .Values "hlf-kafka").enabled }}

IMPORTANT: Looks like you are using Kafka Orderer. 
In this case you also need to manually restore Kafka cluster!

{{- end}}

{{ else }}

Happy BlockChaining :)

And don't forget the first rule of BlockChain club:

"Do not use BlockChain unless absolutely necessary!"

                                            r a f t

{{- end }}                                            






thesis-work/k8s/fabric-kube/hlf-kube/templates/ca-deployment.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- $orgName := $org.Name }}
apiVersion: apps/v1
kind: Deployment
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
spec:
  replicas: 1
  selector:
    matchLabels:
      app: hlf-ca--{{ $org.Name | lower }}
  template:
    metadata:
      labels:
        app: hlf-ca--{{ $org.Name | lower }}
    spec:
    {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
    {{- end }}

      volumes:
      - name: ca-tls
        secret:
          secretName: hlf-ca--{{ $org.Name | lower }}-tls

      containers:
      - name: ca
        image: hyperledger/fabric-ca:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "fabric-ca-server start \
            --ca.certfile /etc/hyperledger/fabric-ca-server-config/cert.pem \
            --ca.keyfile /etc/hyperledger/fabric-ca-server-config/private_key \
            -b {{ $.Values.ca.userName }}:{{ $.Values.ca.password }} -d"]

        volumeMounts:
        - mountPath: /etc/hyperledger/fabric-ca-server-config/
          name: ca-tls

        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.ca.logLevel }}
        - name: FABRIC_CA_HOME
          value: /etc/hyperledger/fabric-ca-server
        - name: FABRIC_CA_SERVER_CA_NAME
          value: ca-{{ $org.Name }}
        - name: FABRIC_CA_SERVER_TLS_ENABLED
          value: "false" # it's always false as we use Ingress for TLS termination. # {{ $.Values.tlsEnabled | quote }}
        - name: FABRIC_CA_SERVER_TLS_CERTFILE
          value: /etc/hyperledger/fabric-ca-server-config/cert.pem
        - name: FABRIC_CA_SERVER_TLS_KEYFILE
          value: /etc/hyperledger/fabric-ca-server-config/private_key
---
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/ca-ingress.yaml

{{- if .Values.ca.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-ca--ingress
  annotations:
    {{- range $key, $value := .Values.ingress.annotations }}
      {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
  - host: hlf-ca-{{ $org.Name | lower }}.{{ $.Values.ingress.parentDomain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-ca--{{ $org.Name | lower }}
          servicePort: 7054
{{- end }}
  tls:
  - hosts:
{{- range $i, $org := .Values.PeerOrgs }}
    - hlf-ca-{{ $org.Name | lower }}.{{ $.Values.ingress.parentDomain }}
{{- end }}
    secretName: hlf-ca--ingress-tls
{{- end }} {{- /* if ingress.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/ca-service.yaml

{{- $vrs := dict "totalCAs" 0 }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- $port := 0}}
{{- if gt ($vrs.totalCAs) 9 }}
{{ $port = (printf "322%d" (int64 $vrs.totalCAs)) }}
{{- else }}
{{ $port = (printf "3220%d" (int64 $vrs.totalCAs)) }}
{{- end }} {{- /* end if else */ -}}
{{- $_ := set $vrs "totalCAs" (add1 $vrs.totalCAs) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-ca--{{ $org.Name | lower }}
  labels:
    name: hlf-ca--{{ $org.Name | lower }}
spec:
  type: NodePort
  selector:
    app: hlf-ca--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7054
    name: http
    nodePort: {{ $port | int }}
---
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/ca-tls-secret.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-ca--{{ $org.Name | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
data:
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/ca/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/ca/*_sk" $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/ca/" $org.Domain ) }}
  {{- end }}
  private_key: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}

---
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/chaincode-configmap.yaml

{{- range $i, $chaincode := .Values.network.chaincodes }}
{{- if or (not $.Values.chaincode.include) (has $chaincode.name $.Values.chaincode.include) }}
apiVersion: v1
kind: ConfigMap
metadata:
  name: hlf-chaincode--{{ $chaincode.name | lower }}
  labels:
    chaincodeName: {{ $chaincode.name }}
    type: chaincode
binaryData:
  {{ $chaincode.name }}.tar: |-
    {{ ($.Files.Get (printf "chaincode/ChaincodeInstance.tar" )) | b64enc }}
---
{{- end }} {{- /* if chaincode included */ -}}
{{- end }} {{- /* chaincode */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/configtx-secret.yaml

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-configtx.yaml
data:
  configtx.yaml: |- 
    {{ $.Files.Get "configtx.yaml" | b64enc }}







thesis-work/k8s/fabric-kube/hlf-kube/templates/couchdb-ingress.yaml

{{- if .Values.couchdb.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-couchdb--ingress
  annotations:
    {{- range $key, $value := .Values.ingress.annotations }}
      {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - host: hlf-couchdb-{{ $org.Name | lower }}-{{ $peer | lower }}.{{ $.Values.ingress.parentDomain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
          servicePort: 5984
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
  tls:
  - hosts:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
    - hlf-couchdb-{{ $org.Name | lower }}-{{ $peer | lower }}.{{ $.Values.ingress.parentDomain }}
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
    secretName: hlf-couchdb--ingress-tls
{{- end }} {{- /* if ingress.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/couchdb-service.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-couchdb--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  type: NodePort
  selector:
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 5984
    name: couchdb
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/genesis-secret.yaml

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-genesis.block
data:
  genesis.block: |-
      {{ $.Files.Get "channel-artifacts/genesis.block" | b64enc }}







thesis-work/k8s/fabric-kube/hlf-kube/templates/kafka-service.yaml

{{- if (index .Values "hlf-kafka").enabled }}
# Kafka service name is release name dependent
# we specify our service to make configtx.yaml release name independent
apiVersion: v1
kind: Service
metadata:
  name: hlf-kafka-service
  labels:
    name: hlf-kafka-service
spec:
  type: ClusterIP
  ports:
  - name: broker
    port: 9092
    protocol: TCP
    targetPort: kafka
  selector:
    app.kubernetes.io/name: hlf-kafka
{{- end }} {{- /* hlf-kafka.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-admin-msp-secret.yaml

{{- range $i, $org := .Values.OrdererOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--admin-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/config.yaml" $org.Domain $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/signcerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/keystore/*" $org.Domain $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/ordererOrganizations/%s/users/Admin@%s/msp/keystore/" $org.Domain $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* OrdererOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-external-service.yaml

{{- if .Values.orderer.externalService.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-external--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    component: hlf-orderer
    fqdn: {{ $host.Hostname }}.{{ $org.Domain }}
    addToExternalHostAliases: "true"
  annotations:
    {{- range $key, $value := $.Values.peer.externalService.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  type: LoadBalancer
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
  {{- if $.Values.orderer.cluster.enabled }}
  - protocol: TCP
    port: {{ $.Values.orderer.cluster.port }}
    name: grpc-cluster
  {{- end }}  
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* If externalService.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-ingress.yaml

{{- if .Values.orderer.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-orderer--ingress
  annotations:
    nginx.ingress.kubernetes.io/ssl-passthrough: "true"
    {{- range $key, $value := .Values.orderer.ingress.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
  - host: {{ $host.Hostname }}.{{ $org.Domain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
          servicePort: 7050
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}{{""}}
{{- end }} {{- /* if ingress.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-lb-service.yaml

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-lb
  labels:
    name: hlf-orderer-lb
spec:
  type: ClusterIP
  selector:
    name: hlf-orderer
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
---







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-msp-secret.yaml

{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $commonName := printf "%s.%s" $host.Hostname $org.Domain }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
  labels:
    orgName: {{ $org.Name }}
    commonName: {{ $commonName }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/config.yaml" $org.Domain $commonName ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/signcerts/%s-cert.pem" $org.Domain $commonName $commonName ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $commonName $org.Domain) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $commonName $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/ordererOrganizations/%s/orderers/%s/msp/keystore/*" $org.Domain $commonName ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/ordererOrganizations/%s/orderers/%s/msp/keystore/" $org.Domain $commonName ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-org-service.yaml

{{- range $i, $org := .Values.OrdererOrgs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}
spec:
  type: ClusterIP
  selector:
    name: hlf-orderer
    org: hlf-orderer--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
---
{{- end }} {{- /* OrdererOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-rsync-service.yaml

{{- if or .Values.backup.enabled .Values.restore.enabled }}
{{- $vars:= dict "ordererIndex" 0 }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer-rsync--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
  labels:
    name: hlf-orderer-rsync--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
spec:
  type: ClusterIP
  clusterIP: None # Headless service for StatefulSet, required to access each pod invividually
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}-{{ $vars.ordererIndex }}
  ports:
  - protocol: TCP
    port: 873
    name: rsync
---
{{- $_ := set $vars "ordererIndex" (add1 $vars.ordererIndex) }}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if backup/restore enabled */ -}}






thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-service.yaml

{{- $vrs := dict "totalOrderers" 0 }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $port := 0 }}
{{- if gt $vrs.totalOrderers 9 }}
{{ $port := (printf "324%d" (int64 $vrs.totalOrderers)) }}
{{- else }}
{{ $port := (printf "3245%d" (int64 $vrs.totalOrderers)) }}
{{ $_ := set $vrs "totalOrderers" (add1 $vrs.totalOrderers) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  labels:
    name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    component: hlf-orderer
    fqdn: {{ $host.Hostname }}.{{ $org.Domain }}
    addToHostAliases: "true"
spec:
  type: NodePort
  selector:
    app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  ports:
  - protocol: TCP
    port: 7050
    name: grpc
    nodePort: {{ $port | int }}
  {{- if $.Values.orderer.cluster.enabled }}
  - protocol: TCP
    port: {{ $.Values.orderer.cluster.port }}
    name: grpc-cluster
  {{- end }}  
  # to verify 
  {{- if $.Values.orderer.operations.enabled }}  
  - protocol: TCP
    port: {{ $.Values.orderer.operations.servicePort }}
    name: operations  
  {{- end }}  
---
{{- end }} {{- /* end if else */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-statefulset.yaml

{{- if .Values.orderer.launchPods }}
{{- range $i, $org := $.Values.OrdererOrgs }}

{{- $orgName := $org.Name }}
{{- range $i, $host := $org.Specs }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
spec:
  replicas: {{ $.Values.orderer.replicas }}
  podManagementPolicy: Parallel
  serviceName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  selector:
    matchLabels:
      app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
  volumeClaimTemplates:
  {{- if $.Values.orderer.persistence.enabled }}
  - metadata:
      name: orderer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.orderer.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-orderer
        org: hlf-orderer--{{ $org.Name | lower }}
        app: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}
    spec:
      volumes:
        {{- if not $.Values.orderer.persistence.enabled }}
      - name: orderer-disk
        emptyDir: {}
        {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: orderer-tls
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
      - name: orderer-msp
        secret:
          secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain }}-cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: genesis
        secret:
          secretName: hlf-genesis.block

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}


      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.orderer.backup.enabled }}
                               tar -czf /data/orderer.tar -C /var/hyperledger/production/orderer/ --exclude='lost+found' .  && \
                               echo 'prepared orderer data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.orderer.restore.enabled }}
                               rm -rf /var/hyperledger/production/orderer/* && \
                               tar -xf /data/orderer.tar -C /var/hyperledger/production/orderer/ && \
                               echo 'restored orderer data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
          
        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /data/
          name: rsync-disk

      {{- else }}
      
      {{- if $.Values.orderer.antiAffinity.enabled }}
      {{- if gt (len $org.Specs) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.orderer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $i, $hostInner := $org.Specs }}
                {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                {{- end }} {{- /* if not same host */ -}}
                {{- end }} {{- /* org.Specs */ -}}{{""}}

      {{- else }}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $i, $hostInner := $org.Specs }}
                  {{- if not (eq $host.Hostname $hostInner.Hostname) }}
                  - hlf-orderer--{{ $org.Name | lower }}--{{ $hostInner.Hostname | lower }}
                  {{- end }} {{- /* if not same host */ -}}
                  {{- end }} {{- /* org.Specs */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
            
      {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:

      # Orderer container
      - name: orderer
        image: hyperledger/fabric-orderer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "orderer"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/orderer/
          name: orderer-disk
        - mountPath: /var/hyperledger/orderer/tls/
          name: orderer-tls
        - mountPath: /var/hyperledger/orderer/msp/
          name: orderer-msp
        - mountPath: /var/hyperledger/orderer/
          name: genesis
        
        env:
        # TODO move configurable ones to configmaps
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.orderer.logLevel }}
        - name: ORDERER_GENERAL_LISTENADDRESS
          value: 0.0.0.0
        - name: ORDERER_GENERAL_GENESISMETHOD
          value: file
        - name: ORDERER_GENERAL_GENESISFILE
          value: /var/hyperledger/orderer/genesis.block
        - name: ORDERER_GENERAL_LOCALMSPID
          value: {{ $org.Name }}MSP
        - name: ORDERER_GENERAL_LOCALMSPDIR
          value: /var/hyperledger/orderer/msp
        - name: ORDERER_GENERAL_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: ORDERER_GENERAL_TLS_PRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_TLS_CERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_TLS_ROOTCAS
          value: /var/hyperledger/orderer/tls/ca.crt

        - name: ORDERER_GENERAL_CLUSTER_CLIENTPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_CLIENTCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt

        # Raft cluster configuration 
        {{- if $.Values.orderer.cluster.enabled }}
        - name: ORDERER_GENERAL_CLUSTER_SERVERPRIVATEKEY
          value: /var/hyperledger/orderer/tls/server.key
        - name: ORDERER_GENERAL_CLUSTER_SERVERCERTIFICATE
          value: /var/hyperledger/orderer/tls/server.crt
        - name: ORDERER_GENERAL_CLUSTER_LISTENPORT
          value: {{ $.Values.orderer.cluster.port | quote }}
        - name: ORDERER_GENERAL_CLUSTER_LISTENADDRESS
          value: 0.0.0.0
        {{- end }}

        # Operations configuration 
        {{- if $.Values.orderer.operations.enabled }}
        - name: ORDERER_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.orderer.operations.listenAddress }}
        - name: ORDERER_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.orderer.operations.tls.enabled | quote }}
        {{- end }}

        # Metrics configuration with Prometheus
        {{-  if $.Values.orderer.metrics.enabled }}
        - name: ORDERER_METRICS_PROVIDER
          value: {{ $.Values.orderer.metrics.provider }}
        {{ end }}  

        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: ERROR
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}






thesis-work/k8s/fabric-kube/hlf-kube/templates/orderer-tls-secret.yaml

{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- $commonName := printf "%s.%s" $host.Hostname $org.Domain }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
    commonName: {{ $commonName }}
data:
  {{ ($.Files.Glob (printf "crypto-config/ordererOrganizations/%s/orderers/%s/tls/*" $org.Domain $commonName)).AsSecrets | nindent 2 }}
---
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/ordererorg-external-tlsca-secret.yaml

{{- range $i, $org := .Values.ExternalOrdererOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}-external-tlsca
  labels:
    orgName: {{ $org.Name }}
data:
  tlscacert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain) | b64enc }}
---
{{- end }} {{- /* ExternalOrdererOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/ordererorg-tlsca-secret.yaml

{{- range $i, $org := .Values.OrdererOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-orderer--{{ $org.Name | lower }}-tlsca
  labels:
    orgName: {{ $org.Name }}
data:
  tlscacert.pem: |-
      {{ $.Files.Get (printf "crypto-config/ordererOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain) | b64enc }}
---
{{- end }} {{- /* OrdererOrgsOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-admin-msp-secret.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--admin-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/config.yaml" $org.Domain $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/signcerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/users/Admin@%s/msp/keystore/*" $org.Domain $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/users/Admin@%s/msp/keystore/" $org.Domain $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-external-service.yaml

{{- if .Values.peer.externalService.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-peer-external--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    component: hlf-peer
    fqdn: {{ $peer }}.{{ $org.Domain }}
    addToExternalHostAliases: "true"
  annotations:
    {{- range $key, $value := $.Values.peer.externalService.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
    
spec:
  type: LoadBalancer
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* If externalService.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-ingress.yaml

{{- if .Values.peer.ingress.enabled -}}
apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: hlf-peer--ingress
  annotations:
    nginx.ingress.kubernetes.io/ssl-passthrough: "true"
    {{- range $key, $value := .Values.peer.ingress.annotations }}
    {{ $key }}: {{ $value | quote }}
    {{- end }}
spec:
  rules:
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - host: {{ $peer }}.{{ $org.Domain }}
    http:
      paths:
      - path: /
        backend: 
          serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
          servicePort: 7051
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}{{""}}
{{- end }} {{- /* if ingress.enabled */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-msp-secret.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $vars:= dict "firstKey" true }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
  labels:
    orgName: {{ $org.Name }}
    peerName: {{ $peer }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/config.yaml" $org.Domain $peer $org.Domain ) | b64enc }}
  cert.pem: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/signcerts/%s.%s-cert.pem" $org.Domain $peer $org.Domain $peer $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $peer $org.Domain $org.Domain ) | b64enc }}

  {{- range $path, $bytes := $.Files.Glob (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/msp/keystore/*" $org.Domain $peer $org.Domain ) }}
  {{- if not $vars.firstKey }}
    {{ fail (printf "Multiple private keys in folder: crypto-config/peerOrganizations/%s/peers/%s.%s/msp/keystore/" $org.Domain $peer $org.Domain ) }}
  {{- end }}
  key.pem: |-
      {{ $.Files.Get $path | b64enc }}
      {{- $_ := set $vars "firstKey" false }}
  {{- end }}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-org-service.yaml

{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-org-peer--{{ $org.Name | lower }}
  labels:
    name: hlf-org-peer--{{ $org.Name | lower }}
spec:
  type: NodePort
  selector:
    name: hlf-peer
    org: hlf-peer--{{ $org.Name | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
  - protocol: TCP
    port: 7052
    name: chaincode
---
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-rsync-service.yaml

{{- if or .Values.backup.enabled .Values.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Service
metadata:
  name: hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  type: ClusterIP
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 873
    name: rsync
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if backup/restore enabled */ -}}






thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-service.yaml

{{- $vrs := dict "totalPeers" 0 }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $portNo := 0 }}
{{- if gt ($vrs.totalPeers) 9 }}
{{ $portNo = (printf "325%d" (int64 $vrs.totalPeers))}}
{{- else }} 
{{ $portNo = (printf "3250%d" (int64 $vrs.totalPeers)) }}
{{- end }}
{{- $_ := set $vrs "totalPeers" (add1 $vrs.totalPeers) }}
apiVersion: v1
kind: Service
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  labels:
    name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    component: hlf-peer
    fqdn: {{ $peer }}.{{ $org.Domain }}
    addToHostAliases: "true"
    
spec:
  type: NodePort
  selector:
    name: hlf-peer
    app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  ports:
  - protocol: TCP
    port: 7051
    name: grpc
    nodePort: {{ $portNo | int }}
  {{- if $.Values.peer.operations.enabled }}
  - protocol: TCP
    port: {{ $.Values.peer.operations.servicePort }}
    name: operations  
  {{- end }}
  - protocol: TCP
    port: 7052
    name: chaincode
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-statefulset.yaml

{{- if .Values.peer.launchPods }}
{{- range $i, $org := $.Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
{{- $orgName := $org.Name }}
{{- $peerAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
# peerAddress: {{ $peerAddress }}

apiVersion: apps/v1
kind: StatefulSet
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
spec:
  replicas: 1
  serviceName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  selector:
    matchLabels:
      app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
  volumeClaimTemplates:
  {{- if $.Values.peer.persistence.enabled }}
  - metadata:
      name: peer-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.peer.persistence.size }}
  {{- end }}
  {{- if $.Values.couchdb.persistence.enabled }}
  - metadata:
      name: couchdb-disk
    spec:
      accessModes:
        - ReadWriteOnce
      storageClassName: {{ $.Values.persistence.storageClass }}
      resources:
        requests:
          storage: {{ $.Values.couchdb.persistence.size }}
  {{- end }}
  template:
    metadata:
      labels:
        name: hlf-peer 
        org: hlf-peer--{{ $org.Name | lower }}
        app: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    spec:
      volumes:
      {{- if not $.Values.peer.persistence.enabled }}
      - name: peer-disk
        emptyDir: {}
      {{- end }}
      {{- if not $.Values.couchdb.persistence.enabled }}
      - name: couchdb-disk
        emptyDir: {}
      {{- end }}
      - name: rsync-disk
        emptyDir: {}
      - name: dockersocket
        hostPath:
          path: /var/run/docker.sock
          type: Socket
      - name: peer-tls
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
      - name: peer-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      - name: peer-admin-msp
        secret:
          secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
          items:
          - key: config.yaml
            path: config.yaml
          - key: cert.pem
            path: signcerts/cert.pem
          - key: key.pem
            path: keystore/key.pem
          - key: cacert.pem
            path: cacerts/ca.{{ $org.Domain}}-cert.pem
          - key: tlscacert.pem
            path: tlscacerts/cert.pem
          - key: admincert.pem
            path: admincerts/cert.pem
      # chaincodes
      {{- range $i, $chaincode := $.Values.network.chaincodes }}    
      - name: chaincode-{{ $chaincode.name | lower }}
        configMap:
          name: hlf-chaincode--{{ $chaincode.name | lower }}
      {{- end }}

      {{- if $.Values.hostAliases }}
      hostAliases:
      {{- range $i, $alias := $.Values.hostAliases }}
      - ip: {{ $alias.ip }}
        hostnames: {{ $alias.hostnames }}
      {{- end }}
      {{- end }}{{""}}

      {{- if $.Values.backup.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "mkdir -p /data && sleep 30 && \
          {{- if $.Values.peer.backup.enabled }}
                               tar -czf /data/peer.tar -C /var/hyperledger/production ledgersData/ chaincodes/ && \
                               echo 'prepared peer data for backup' && \
          {{- end }}
          {{- if $.Values.couchdb.backup.enabled }}
                               tar -czf /data/couchdb.tar -C /opt/couchdb/data --exclude='lost+found' .  && \
                               echo 'prepared CouchDB data for backup' && \
          {{- end }}
                               touch /ready && \
                               /entrypoint.sh rsync_server"]
                               
        readinessProbe:
          exec:
            command: ["ls", "/ready"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else if $.Values.restore.enabled }}

      containers:

      # rsync-server container
      - name: rsync
        image: axiom/rsync-server:latest
        command: ["sh", "-c", "/entrypoint.sh rsync_server"]
                               
        volumeMounts:
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      - name: shell
        image: debian:jessie
        command: ["sh", "-c", "echo 'waiting for file /data/ready..' && \
                               while [ ! -f /data/ready ]; do sleep 5; done && \
                               echo 'data is ready, proceeding..' && \
          {{- if $.Values.peer.restore.enabled }}
                               rm -rf /var/hyperledger/production/* && \
                               tar -xf /data/peer.tar -C /var/hyperledger/production/ && \
                               echo 'restored peer data from backup' && \
          {{- end }}
          {{- if $.Values.couchdb.restore.enabled }}
                               rm -rf /opt/couchdb/data/* && \
                               tar -xf /data/couchdb.tar -C /opt/couchdb/data/ && \
                               echo 'restored CouchDB data from backup' && \
          {{- end }}
                               echo 'ready to continue..' && \
                               while true; do sleep 60; done"]
                               
        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        - mountPath: /data/
          name: rsync-disk

        env:
        - name: ALLOW
          value: 0.0.0.0/0

      {{- else }} {{- /* if backup/restore enabled */ -}}{{""}}

      {{- if $.Values.peer.antiAffinity.enabled }}
      {{- if gt ($org.Template.Count | int) 1 }}
      affinity:
        podAntiAffinity:
      {{- if $.Values.peer.antiAffinity.strict }}
          requiredDuringSchedulingIgnoredDuringExecution:
          - topologyKey: kubernetes.io/hostname
            labelSelector:
              matchExpressions:
              - key: app
                operator: In
                values:
                {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                {{- if not (eq $peerIndex $peerIndexInner) }}
                {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                {{- end }} {{- /* if not same peer */ -}}
                {{- end }} {{- /* Peers */ -}}{{""}}
          preferredDuringSchedulingIgnoredDuringExecution:
          - weight: 100
            podAffinityTerm:
              topologyKey: kubernetes.io/hostname
              labelSelector:
                matchExpressions:
                - key: app
                  operator: In
                  values:
                  {{- range $peerIndexInner := until ($org.Template.Count | int) }}
                  {{- if not (eq $peerIndex $peerIndexInner) }}
                  {{- $peerInner := (printf "peer%s" ($peerIndexInner | toString)) }}
                  - hlf-peer--{{ $org.Name | lower }}--{{ $peerInner | lower }}
                  {{- end }} {{- /* if not same peer */ -}}
                  {{- end }} {{- /* Peers */ -}}{{""}}
      {{- end }}{{- /* if-else antiAffinity.strict */ -}}
      {{- end }}{{- /* if peer count > 1 */ -}}
      {{- end }}{{- /* if antiAffinity.enabled */ -}}{{""}}
      
      
      {{- if $.Values.ClusterGrouping }}
      affinity:
        nodeAffinity:
          requiredDuringSchedulingIgnoredDuringExecution:
            nodeSelectorTerms:
            - matchExpressions:
              - key: kubernetes.io/hostname
                operator: In
                values:
                {{- range $j, $orgTmp := $.Values.ClusterGrouping }}
                {{- $lowerOrg := $org.Name | lower }}
                {{- $lowerTmpOrg := $orgTmp.Name | lower }}
                {{- if eq $lowerOrg $lowerTmpOrg}}
                - {{ $orgTmp.Node }}
                {{- end }}
                {{- end }}
      {{- end}}

      containers:
      
      # Peer container
      - name: peer
        image: hyperledger/fabric-peer:{{ $.Values.hyperledgerVersion }}
        command: ["sh", "-c", "peer node start"]

        volumeMounts:
        - mountPath: /var/hyperledger/production/
          name: peer-disk
        - mountPath: /host/var/run/docker.sock
          name: dockersocket
        - mountPath: /etc/hyperledger/fabric/tls/
          name: peer-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: peer-msp
        - mountPath: /etc/hyperledger/fabric/admin-msp/
          name: peer-admin-msp
        # - mountPath: /hl_config/channel/
        #   name: hlf-channels
        # chaincodes
        {{- range $i, $chaincode := $.Values.network.chaincodes }}    
        - mountPath: /chaincode/{{ $chaincode.name }}
          name: chaincode-{{ $chaincode.name | lower }}
        {{- end }}

        env:
        # TODO move configurable ones to configmaps
        - name: CORE_PEER_ID
          value: {{ $peer }}.{{ $org.Domain }}
        - name: CORE_PEER_ADDRESS
          value: {{ $peerAddress }}
        - name: CORE_PEER_LISTENADDRESS
          value: 0.0.0.0:7051
        - name: CORE_PEER_CHAINCODELISTENADDRESS
          value: 0.0.0.0:7052
        - name: CORE_PEER_GOSSIP_BOOTSTRAP
          value: >- 
        - name: CORE_CHAINCODE_EXECUTETIMEOUT
          value: 200s
        - name: CORE_PEER_KEEPALIVE_CLIENT
          value: 300s
        - name: CORE_PEER_KEEPALIVE_DELIVERYCLIENT_TIMEOUT
          value: 200s
        {{- range $peerIndexInner := until ($org.Template.Count | int) }}
        {{- $peer := (printf "peer%s" ($peerIndexInner | toString)) }}
        {{- $peerGossipAddress := $.Values.useActualDomains | ternary (printf "%s.%s:7051" $peer $org.Domain) (printf "hlf-peer--%s--%s:7051" ($org.Name | lower) ($peer | lower)) }}
              {{ $peerGossipAddress }}
        {{- end }} {{- /* Peers */ -}}{{""}}

        - name: CORE_PEER_GOSSIP_EXTERNALENDPOINT
          value: {{ $peerAddress }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $org.Name }}MSP

        - name: CORE_VM_ENDPOINT
          value: unix:///host/var/run/docker.sock
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.peer.logLevel }}
        - name: CORE_PEER_TLS_ENABLED
          value: {{ $.Values.tlsEnabled | quote }}
        - name: CORE_PEER_GOSSIP_USELEADERELECTION
          value: "true"
        - name: CORE_PEER_GOSSIP_ORGLEADER
          value: "false"
        - name: CORE_PEER_PROFILE_ENABLED
          value: "true"
        - name: CORE_PEER_ADDRESSAUTODETECT
          value: "true" # looks like absolutely necessary, o/w chaincode instantiate fails, no clue why
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt
        
        - name: CORE_CHAINCODE_LOGGING_LEVEL
          value: {{ $.Values.peer.chaincode.logging.level }}
        - name: CORE_CHAINCODE_LOGGING_SHIM
          value: {{ $.Values.peer.chaincode.logging.shim }}
        - name: CORE_VM_DOCKER_ATTACHSTDOUT
          value: {{ $.Values.peer.chaincode.attachStdout | quote }} 
        
        - name: CORE_LEDGER_STATE_STATEDATABASE
          value: CouchDB
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS
          value: localhost:5984
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME
          value: {{ $.Values.couchdb.userName | quote }}
        - name: CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}
        
        - name: HFC_LOGGING
          value: '{"info":"console"}'
        - name: GRPC_VERBOSITY
          value: DEBUG
        - name: GRPC_TRACE
          value:  all
        # - name: GODEBUG
        #   value: http2debug=2
        
        # Operations service
        {{- if $.Values.peer.operations.enabled }}
        - name: CORE_OPERATIONS_LISTENADDRESS
          value: {{ $.Values.peer.operations.listenAddress }}
        - name: CORE_OPERATIONS_TLS_ENABLED
          value: {{ $.Values.peer.operations.tls.enabled | quote }}
        {{- end }}

        # metrics with Prometheus
        {{- if $.Values.peer.metrics.enabled }}
        - name: CORE_METRICS_PROVIDER
          value: {{ $.Values.peer.metrics.provider }}
        {{- end }}

      # CouchDB container
      - name: couchdb
        image: hyperledger/fabric-couchdb:{{ $.Values.couchdb.version }}

        volumeMounts:
        - mountPath: /opt/couchdb/data/
          name: couchdb-disk
        
        env:
        - name: COUCHDB_USER
          value: {{ $.Values.couchdb.userName | quote }}
        - name: COUCHDB_PASSWORD
          value: {{ $.Values.couchdb.password | quote }}

      {{- end }} {{- /* if/else backup/restore enabled */ -}}{{""}}
---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if launchPods */ -}}






thesis-work/k8s/fabric-kube/hlf-kube/templates/peer-tls-secret.yaml

{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
  labels:
    orgName: {{ $org.Name }}
    peerName: {{ $peer }}
data:
  ca.crt: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/ca.crt" $org.Domain $peer $org.Domain ) | b64enc }}
  server.crt: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/server.crt" $org.Domain $peer $org.Domain ) | b64enc }}
  server.key: |-
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/peers/%s.%s/tls/server.key" $org.Domain $peer $org.Domain ) | b64enc }}

---
{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peerorg-external-msp-secret.yaml

{{- range $i, $org := .Values.ExternalPeerOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--external-msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/config.yaml" $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
---
{{- end }} {{- /* ExternalPeerOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/peerorg-msp-secret.yaml

{{- range $i, $org := .Values.PeerOrgs }}

apiVersion: v1
kind: Secret
type: Opaque
metadata:
  name: hlf-peer--{{ $org.Name | lower }}--msp
  labels:
    orgName: {{ $org.Name }}
data:
  config.yaml: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/config.yaml" $org.Domain ) | b64enc }}
  admincert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/admincerts/Admin@%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  cacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/cacerts/ca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
  tlscacert.pem: |- 
      {{ $.Files.Get (printf "crypto-config/peerOrganizations/%s/msp/tlscacerts/tlsca.%s-cert.pem" $org.Domain $org.Domain ) | b64enc }}
---
{{- end }} {{- /* PeerOrgs */ -}}







thesis-work/k8s/fabric-kube/hlf-kube/templates/scripts-configmap.yaml

apiVersion: v1
kind: ConfigMap
metadata:
  name: hlf-scripts
  labels:
data:
  {{- (.Files.Glob "scripts/*").AsConfig | nindent 2 }}






thesis-work/k8s/fabric-kube/hlf-kube/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

# common persistence settings
persistence:
  storageClass: default

backup:
  # initiate backup procedure?
  enabled: false
restore:
  # initiate restore procedure?
  enabled: false

# common settings for CouchDB and CA ingresses
ingress:
  # all ingress subdomains will be created under this domain
  parentDomain:
  annotations:
    #kubernetes.io/ssl-redirect: "false"
    #cert-manager.io/cluster-issuer: letsencrypt-prod

# peer settings. applies to all peers
peer:
  logLevel: info
  # launch peer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  chaincode:
    # attach chaincode's stdout to peer?
    attachStdout: true
    logging:
      level:  info
      shim:   info
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when peer ingress controller is created
      kubernetes.io/ingress.class: "hlf-peer"
  externalService:
    # expose peers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the peer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: false
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of peers during backup procedure?
    enabled: true
  restore: 
    # restore peers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:9443
    servicePort: 9443
    tls:
      enabled: false
  metrics:
    enabled: true
    provider: prometheus
    
# CouchDB settings. applies to all CouchDB's
couchdb:
  version: 0.4.15
  userName: 
  password:
  persistence:
    enabled: false
    size: 16Gi
  ingress:
    enabled: false
  backup: 
    # take backup of CouchDB's during backup procedure?
    enabled: true
  restore: 
    # restore CouchDB's data from backup during restore procedure?
    enabled: true

# Orderer settings. applies to all Orderer pods
orderer:
  # should be greater than 1 only if kafka orderer is used
  replicas: 1
  logLevel: info
  # launch orderer pods? setting to false is useful for collecting host aliases and fast restart afterwards
  launchPods: true
  persistence:
    enabled: false
    size: 16Gi
  # when enabled, internal communication among Raft orderers are done at a different port
  # useful when you dont want to enable TLS globally (i.e for transparent load balancing)
  # has no effect if orderer type is not etcdraft
  cluster:
    enabled: false
    # raft cluster communication port. should be in synch with consenters in configtx.yaml
    port: 7059
  ingress:
    enabled: false
    annotations:
      # this should match the ingressClass when orderer ingress controller is created
      kubernetes.io/ingress.class: "hlf-orderer"
  externalService:
    # expose orderers to outer world with LoadBalancer service type?
    enabled: false
    annotations:
  # if enabled, podAntiAffinity is used to spread the orderer pods in the same organization among nodes
  # normally no need to disable this
  antiAffinity:
    enabled: false
    # is antiAffinity preferred or required?
    strict: false
  backup: 
    # take backup of orderers during backup procedure?
    enabled: true
  restore: 
    # restore orderers data from backup during restore procedure?
    enabled: true
  operations:
    enabled: true
    listenAddress: 0.0.0.0:8443
    servicePort: 8443
    tls: 
      enabled: false
  metrics:
    enabled: true
    provider: prometheus    

# CA (Certificate Authority) settings. applies to all CA's
ca:
  userName: admin
  password: adminpw
  logLevel: info
  ingress:
    enabled: false

# chaincode settings
chaincode:
  # fill in this array with chaincode names to limit the chaincode ConfigMap only to these ones
  include: []


# kafka settings
hlf-kafka:
  # install kafka?
  enabled: false

  # number of Kafka brokers, should be at least 4
  # https://hyperledger-fabric.readthedocs.io/en/release-1.4/kafka.html
  replicas: 4
  podManagementPolicy: Parallel

  # TODO storage classs?
  persistence:
    enabled: false
    storageClass: default
    size: 16Gi

  configurationOverrides: 
    "default.replication.factor": 4  # given a 4 node Kafka cluster
    "unclean.leader.election.enable": false
    "min.insync.replicas": 3  # to permit one Kafka replica to go offline
    "message.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "replica.fetch.max.bytes": "103809024"  # 99 * 1024 * 1024 B
    "log.retention.ms": -1  # Since we need to keep logs indefinitely for the HL Fabric Orderer

  zookeeper:
    # should be 3, 5, or 7
    replicaCount: 3

    persistence:
      enabled: false
      storageClass: default
      size: 16Gi
    
    
      








thesis-work/k8s/fabric-kube/init.sh

#!/bin/bash

# creates genesis block and certificates
# and copies them to hlf-kube/ folder

if [ "$#" -lt 2 ]; then
   echo "usage: init.sh <project_folder> <chaincode_folder> [create_genesis_block]"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
chaincode_folder=$2
create_genesis_block=${3:-true}

current_folder=$(pwd)

cd $project_folder
config_file=./network.yaml

#   rm -rf crypto-config
rm -rf channel-artifacts

mkdir -p channel-artifacts

# generate certs
# echo "-- creating certificates --"
# cryptogen generate --config ./crypto-config.yaml --output crypto-config

# # place holder empty folders for external peer orgs
# externalPeerOrgs=$(yq '.ExternalPeerOrgs // empty' ./crypto-config.yaml -r -c)
# if [ "$externalPeerOrgs" ]; then
#     echo "-- creating empty folders for external peer orgs --"
#     for peerOrgDomain in $(echo "$externalPeerOrgs" | jq -r '.[].Domain'); do
#         echo "$peerOrgDomain"
#         mkdir -p "./crypto-config/peerOrganizations/$peerOrgDomain/msp"
#     done
# fi 

# # place holder empty folders for external orderer orgs
# externalOrdererOrgs=$(yq '.ExternalOrdererOrgs // empty' ./crypto-config.yaml -r -c)
# if [ "$externalOrdererOrgs" ]; then
#     echo "-- creating empty folders for external orderer orgs --"
#     for ordererOrg in $(echo "$externalOrdererOrgs" | jq -rc '.[]'); do
#         # echo "$ordererOrg"
#         ordererOrgDomain=$(echo "$ordererOrg" | jq -r '.Domain')
#         echo "$ordererOrgDomain"
#         mkdir -p "./crypto-config/ordererOrganizations/$ordererOrgDomain/msp/tlscacerts"
#         for ordererHostname in $(echo "$ordererOrg" | jq -r '.Specs[].Hostname'); do
#             # echo "ordererHostname: $ordererHostname"
#             mkdir -p "./crypto-config/ordererOrganizations/$ordererOrgDomain/orderers/$ordererHostname.$ordererOrgDomain/tls"
#         done
#     done
# fi 


if [ "$create_genesis_block" == true ]; then
    # generate genesis block
    echo "-- creating genesis block --"
    genesisProfile=$(yq '.network.genesisProfile' $config_file -r)
    systemChannelID=$(yq '.network.systemChannelID' $config_file -r)
    configtxgen -profile $genesisProfile -channelID $systemChannelID -outputBlock ./channel-artifacts/genesis.block
else
    echo "-- skipping genesis block creation --"
fi

# copy stuff hlf-kube folder (as helm charts cannot access files outside of chart folder)
# see https://github.com/helm/helm/issues/3276#issuecomment-479117753
cd $current_folder

rm -rf hlf-kube/crypto-config
rm -rf hlf-kube/channel-artifacts

cp -r $project_folder/crypto-config hlf-kube/
cp -r $project_folder/channel-artifacts hlf-kube/

cp -r $project_folder/configtx.yaml hlf-kube/

# prepare chaincodes
./prepare_chaincodes.sh $project_folder /Users/simenjakobsen/Documents/MASTER/fabric/basic-network/java







thesis-work/k8s/fabric-kube/makecluster.sh


echo "############## Delete Release ##############"
argo delete --all
helm delete hlf hlf-kube --purge
nodeSelector = $1
echo "############## Install and configure HLF network ##############"
helm install --namespace hlf ./hlf-kube --name hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml --set orderer.cluster.enabled=true --set peer.launchPods=false --set orderer.launchPods=false 
echo "############## Collect host Aliases ##############"
./collect_host_aliases.sh ./samples/bbchain-scaled-raft-no-tls/

echo "############## Start ordering nodes ##############"
 helm upgrade --namespace hlf hlf-kube ./hlf-kube -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml --set orderer.cluster.enabled=true

echo "############## Channel creation ##############" 
 helm template --namespace hlf channel-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch 

echo "############## Chaincode installation ##############"
helm template --namespace hlf chaincode-flow/ -f samples/bbchain-scaled-raft-no-tls/network.yaml -f samples/bbchain-scaled-raft-no-tls/crypto-config.yaml -f samples/bbchain-scaled-raft-no-tls/hostAliases.yaml | argo submit - --watch

echo "############ Install Prometheus ################"
if [[ $(helm ls my-prometheus) eq 0 ]]; then
    helm install --namespace hlf my-prometheus stable/prometheus  --set server.service.type=NodePort,service.nodePort=12053 --set rbac.create=false -f samples/bbchain-scaled-raft-no-tls/values.yml --set --set nodeSelector."kubernetes\\.io/hostname"=$nodeSelector
fi

if [[ $(helm ls my-grafana) eq 0 ]]; then 
    echo "############ Install Grafana ################"
    helm install --namespace hlf --name my-grafana stable/grafana --set service.type=NodePort,service.nodePort=12051 --set nodeSelector."kubernetes\\.io/hostname"=$nodeSelector
fi







thesis-work/k8s/fabric-kube/peer-org-flow/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/peer-org-flow/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: peer-org-flow
version: 0.1.0







thesis-work/k8s/fabric-kube/peer-org-flow/templates/peerorg-workflow.yaml

{{- if not .Values.OrdererOrgs }}
  {{- fail "Peer-Org flow cannot be run without orderer organizations" }}
{{- end }}

{{- $ordererOrg := index .Values.OrdererOrgs 0 }}
{{- $ordererAddress := .Values.useActualDomains | ternary (printf "%s.%s" (index $ordererOrg.Specs 0).Hostname $ordererOrg.Domain) (printf "hlf-orderer--%s--%s" ($ordererOrg.Name | lower) ((index $ordererOrg.Specs 0).Hostname | lower)) }} 
{{- $genesisProfile := index .Values.Profiles .Values.network.genesisProfile }}
{{- $consortiums := $genesisProfile.Consortiums | keys }}
{{- $vars:= dict}}
# useActualDomains: {{ $.Values.useActualDomains }}
# ordererAddress: {{ $ordererAddress }}
# consortiums: {{ $consortiums }} 

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-peer-orgs-
spec:
  entrypoint: peer-orgs

  # additional entries going into /etc/hosts file
  {{- if $.Values.hostAliases }}
  hostAliases:
  {{- range $i, $alias := $.Values.hostAliases }}
  - ip: {{ $alias.ip }}
    hostnames: {{ $alias.hostnames }}
  {{- end }}
  {{- end }}{{""}}

  volumes:
  - name: hlf-scripts
    configMap:
      name: hlf-scripts
      defaultMode: 0777 # make scripts executable
  - name: hlf-configtx
    secret:
      secretName: hlf-configtx.yaml
  - name: orderer-tlsca
    secret:
      # only use the first orderer
      secretName: hlf-orderer--{{ $ordererOrg.Name | lower }}-tlsca

{{- range $i, $org := .Values.PeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* PeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.ExternalPeerOrgs }}
  - name: org-{{ $org.Name | lower }}-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--external-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
{{- end }} {{- /* ExternalPeerOrgs */ -}}{{""}}

{{- range $i, $org := .Values.OrdererOrgs }}
  - name: orderer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain}}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/tlsca.{{ $org.Domain}}-cert.pem
      - key: admincert.pem
        path: admincerts/Admin@{{ $org.Domain}}-cert.pem

{{- range $i, $host := $org.Specs }}
  - name: orderer-{{ $org.Name | lower }}-{{ $host.Hostname | lower }}-tls
    secret:
      secretName: hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-tls
{{ end }} {{- /* org.Specs */ -}}
{{ end }} {{- /* OrdererOrgs */ -}} {{ "" }}


{{- range $i, $org := .Values.PeerOrgs }}
  - name: peer-{{ $org.Name | lower }}-admin-msp
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--admin-msp
      items:
      - key: config.yaml
        path: config.yaml
      - key: cert.pem
        path: signcerts/cert.pem
      - key: key.pem
        path: keystore/key.pem
      - key: cacert.pem
        path: cacerts/ca.{{ $org.Domain }}-cert.pem
      - key: tlscacert.pem
        path: tlscacerts/cert.pem
      - key: admincert.pem
        path: admincerts/cert.pem

{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}
  - name: peer-{{ $org.Name | lower }}-{{ $peer | lower }}-tls
    secret:
      secretName: hlf-peer--{{ $org.Name | lower }}--{{ $peer | lower }}-tls
{{ end }} {{- /* Peers */ -}}
{{ end }} {{- /* PeerOrgs */ -}} {{ "" }}


  templates:
# entry point
  - name: peer-orgs
    steps:
# top level consortiums and channels
{{- if $.Values.flow.consortium.enabled }}
    - - name: consortiums
        template: consortiums
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}
{{- if $.Values.flow.channel.enabled }}
    - - name: channels
        template: channels
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# second level: consortiums
{{- if $.Values.flow.consortium.enabled }}
  - name: consortiums
    steps:
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
    - - name: {{ $consortium }}
        template: consortium--{{ $consortium }}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# second level: channels
{{- if $.Values.flow.channel.enabled }}
  - name: channels
    steps:
{{- $_ := set $vars "firstStep" true }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- if or $vars.firstStep (not $.Values.flow.channel.parallel) }}
    - 
{{- end }}
      - name: {{ $channel.name }}
        template: channel--{{ $channel.name }}
{{- $_ := set $vars "firstStep" false }}        
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# third level: consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
  - name: consortium--{{ $consortium }}
    steps:
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
    - - name: consortium-org--{{ $orgName }}
        template: consortium-org--{{ $consortium }}--{{ $orgName }}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# third level: channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel--{{ $channel.name }}
    steps:
    - - name: check-channel-exists
        template: check-channel-exists--{{ $channel.name }}
    - - name: channel-orgs
        template: channel-orgs--{{ $channel.name }}
        when: "{{ "{{" }}steps.check-channel-exists.outputs.result{{ "}}" }}"
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fourth level: consortium-org templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: consortium-org--{{ $consortium }}--{{ $orgName }}
    steps:
    - - name: check-org-in-consortium
        template: check-org-in-consortium--{{ $consortium }}--{{ $orgName }}
    - - name: add-org-to-consortium
        template: add-org-to-consortium--{{ $consortium }}--{{ $orgName }}
        when: "!{{ "{{" }}steps.check-org-in-consortium.outputs.result{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# fourth level: channel-orgs
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
  - name: channel-orgs--{{ $channel.name }}
    steps:
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
    - - name: {{ $orgName }}
        template: channel-org--{{ $channel.name }}--{{ $orgName }}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fifth level: channel-org templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: channel-org--{{ $channel.name }}--{{ $orgName }}
    steps:
    - - name: check-org-in-channel
        template: check-org-in-channel--{{ $channel.name }}--{{ $orgName }}
    - - name: add-org-to-channel
        template: add-org-to-channel--{{ $channel.name }}--{{ $orgName }}
        when: "!{{ "{{" }}steps.check-org-in-channel.outputs.result{{ "}}" }}"
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# fifth level: add-org-to-consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: add-org-to-consortium--{{ $consortium }}--{{ $orgName }}
    steps:
    - - name: create-system-channel-config-update
        template: create-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    - - name: sign-system-channel-config-update
        template: sign-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-system-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-system-channel-config-update
        template: send-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-system-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# sixth level: add-org-to-channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: add-org-to-channel--{{ $channel.name }}--{{ $orgName }}
    steps:
    - - name: create-channel-config-update
        template: create-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    - - name: sign-channel-config-update
        template: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
        arguments:
          artifacts:
          - name: config_update_tx
            from: "{{ "{{" }}steps.create-channel-config-update.outputs.artifacts.config_update_tx{{ "}}" }}"
    - - name: send-channel-config-update
        template: send-channel-config-update--{{ $channel.name }}
        arguments:
          artifacts:
          - name: signed_config_update_tx
            from: "{{ "{{" }}steps.sign-channel-config-update.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}

# sixth level sign-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}
  - name: sign-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs }}
    - - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        template: sign-system-channel-config-update--{{ $ordererOrg.Name }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $ordererOrg.Name }}
{{- end }} {{- /* OrdererOrgs  */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.sign-system-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# seventh level sign-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}
  - name: sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
    steps: 
{{- $_ := set $vars "firstSignature" true }}
{{- range $signerOrgName := $channel.orgs }}
    - - name: maybe-sign-channel-config-update--{{ $signerOrgName }}
        template: maybe-sign-channel-config-update--{{ $channel.name }}--{{ $signerOrgName }}
        arguments:
          artifacts:
          - name: config_update_tx
          {{- if $vars.firstSignature }}
            from: "{{ "{{" }}inputs.artifacts.config_update_tx{{ "}}" }}"
          {{- else }}
            from: "{{ "{{" }}steps.maybe-sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"
          {{- end }}
{{- $_ := set $vars "firstSignature" false }}          
{{- $_ := set $vars "previousOrgName" $signerOrgName }}
{{- end }} {{- /* channel.orgs */ -}}{{""}}
    outputs:
      artifacts:
      - name: signed_config_update_tx
        from: "{{ "{{" }}steps.maybe-sign-channel-config-update--{{ $vars.previousOrgName }}.outputs.artifacts.signed_config_update_tx{{ "}}" }}"

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf check-org-in-consortium templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-org-in-consortium--{{ $consortium }}--{{ $orgName }}
    # consortium: {{ $consortium }}
    # org: {{ $orgName }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block from orderer system channel {{ $.Values.network.systemChannelID }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

          consortium=$(jq  '.channel_group.groups.Consortiums.groups."{{ $consortium }}"' /work/config.json) &&
          if test "$consortium" == "null"; then
            echo >&2 '-- failed to parse consortium {{ $consortium }} from config block, does it exist?'
            exit 1
          fi

          org=$(echo $consortium | jq '.groups.{{ $orgName }}MSP') &&
          if test "$org" == "null"; then
            echo >&2 '-- peer organization {{ $orgName }} does not exist in the consortium {{ $consortium }}'
            echo false
          else
            echo >&2 '-- peer organization {{ $orgName }} exists in the consortium {{ $consortium }}'
            echo true
          fi

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}

# leaf create-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

{{- range $i, $peerOrg := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $peerOrg.Name }}

  - name: create-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    # consortium: {{ $consortium }}
    # org: {{ $orgName }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
            
          configtxgen -printOrg {{ $orgName }}MSP -configPath=/hlf_config/ > /work/new_org.json && 
          echo '-- printed new org {{ $orgName }}MSP to new_org.json' && 
            
          peer channel fetch config /work/config_block.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched config block from orderer system channel {{ $.Values.network.systemChannelID }}' && 
                      
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json && 
          echo '-- trimmed envelope from config block and converted to json' && 
          
          /hlf-scripts/add_newpeerorg_to_consortium.sh {{ $orgName }}MSP {{ $consortium }} /work/new_org.json /work/config.json /work/updated_config.json && 
          /hlf-scripts/prepare_config_update_block.sh {{ $.Values.network.systemChannelID }} /work/config.json /work/updated_config.json /work/update.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $peerOrg.Domain}}/msp/
          name: org-{{ $orgName | lower }}-msp
        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if peerOrg */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}


# leaf sign-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $ordererOrg := $.Values.OrdererOrgs}}

  - name: sign-system-channel-config-update--{{ $ordererOrg.Name }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: ["sh", "-c", "peer channel signconfigtx -f /work/update.pb"]

      volumeMounts:
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      env:
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* consortium enabled */ -}}{{""}}

# leaf send-system-channel-config-update templates
{{- if $.Values.flow.consortium.enabled }}
{{- range $i, $consortium := $consortiums }}
{{- if or (not $.Values.flow.consortium.include) (has $consortium $.Values.flow.consortium.include) }}
{{- range $i, $org := (index $genesisProfile.Consortiums $consortium).Organizations }}
{{- $orgName := $org.Name | trimSuffix "MSP" }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

{{- range $i, $peerOrg := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $peerOrg.Name }}

  - name: send-system-channel-config-update--{{ $consortium }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.systemChannel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $.Values.network.systemChannelID }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending system channel config update, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $peerOrg.Domain}}/msp/
          name: org-{{ $peerOrg.Name | lower }}-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if peerOrg */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* consortium.orgs */ -}}
{{- end }} {{- /* if consortium included */ -}}
{{- end }} {{- /* consortiums */ -}}
{{- end }} {{- /* if consortium.enabled */ -}}{{""}}


# leaf check-channel-exists templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-channel-exists--{{ $channel.name }}
    # channel: {{ $channel }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      # image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      image: raft/hl-fabric-tools:1.4.3
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          if >&2 peer channel checkexists --channelID {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          ; then 
            >&2 echo '-- channel {{ $channel.name }} exists' 
            echo true
            exit 0
          else
            result=$?
            >&2 echo "-- result is: $result"
            if test $result -ne 99; then
              >&2 echo "-- result is not 99, exiting with $result"
              exit $result
            fi
          fi

          echo false


      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf check-org-in-channel templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: check-org-in-channel--{{ $channel.name }}--{{ $orgName }}
    # channel: {{ $channel }}
    # org: {{ $orgName }}
    inputs:
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      # we are echoing logs to stderr by >&2, since to stdout only true|false should be printed
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && >&2 echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo >&2 '-- trimmed envelope from config block and converted to json' &&

          application=$(jq  '.channel_group.groups.Application.groups."{{ $orgName }}MSP"' /work/config.json) &&
          if test "$application" == "null"; then
            echo false
          else 
            echo true
          fi          

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf create-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := concat $channel.orgs (default list $channel.externalOrgs) }}

{{- range $i, $org := concat $.Values.PeerOrgs (default list $.Values.ExternalPeerOrgs) }}
{{- if eq $orgName $org.Name }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: create-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    outputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
        mkdir -p /work &&
                             
        configtxgen -printOrg {{ $orgName }}MSP -configPath=/hlf_config/ > /work/new_org.json &&
        echo '-- printed new new_org.json' &&

        peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
            {{- if $.Values.tlsEnabled }}
                --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
            {{- end }}
        && echo '-- fetched config block' &&
        
        configtxlator proto_decode --input /work/config_block.pb --type common.Block \
              | jq .data.data[0].payload.data.config > /work/config.json &&
        echo '-- trimmed envelope from config block and converted to json' &&
        
        /hlf-scripts/add_newpeerorg_to_channel_config.sh {{ $orgName }}MSP /work/new_org.json /work/config.json /work/updated_config.json &&
        /hlf-scripts/prepare_config_update_block.sh {{ $channel.name }} /work/config.json /work/updated_config.json /work/update.pb

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp

        - mountPath: /hlf_config/crypto-config/peerOrganizations/{{ $org.Domain}}/msp/
          name: org-{{ $orgName | lower }}-msp
        - mountPath: /hlf_config/
          name: hlf-configtx
        - mountPath: /hlf-scripts
          name: hlf-scripts
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if org */ -}} 
{{- end }} {{- /* PeerOrgs */ -}}
{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf maybe-sign-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}
{{- range $orgName := $channel.orgs }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: maybe-sign-channel-config-update--{{ $channel.name }}--{{ $orgName }}
    inputs:
      artifacts:
      - name: config_update_tx
        path: /work/update.pb
    outputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    script:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}
      command: [bash]
      source: |
          mkdir -p /work && 
          
          peer channel fetch config /work/config_block.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
              {{- if $.Values.tlsEnabled }}
                  --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
              {{- end }}
          && echo '-- fetched config block for channel {{ $channel.name }}' &&
          
          configtxlator proto_decode --input /work/config_block.pb --type common.Block \
                | jq .data.data[0].payload.data.config > /work/config.json &&
          echo '-- trimmed envelope from config block and converted to json' &&

          application=$(jq  '.channel_group.groups.Application.groups."{{ $orgName }}MSP"' /work/config.json) &&
          if test "$application" == "null"; then
            echo '-- peer org {{ $orgName }} is not in channel {{ $channel.name }}, skipping signing config update'
            exit 0
          else 
            echo '-- peer org {{ $orgName }} is in channel {{ $channel.name }}, will sign config update..'
          fi &&

          # we fetched the config by first orderer MSP, now switch to org MSP to sign the config update
          CORE_PEER_LOCALMSPID={{ $orgName }}MSP \
          CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/fabric/org-admin-msp/ \
          peer channel signconfigtx -f /work/update.pb 

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
        - mountPath: /etc/hyperledger/fabric/org-admin-msp/
          name: peer-{{ $orgName | lower }}-admin-msp

      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* channel.orgs */ -}}
{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}


# leaf send-channel-config-update templates
{{- if $.Values.flow.channel.enabled }}
{{- range $i, $channel := $.Values.network.channels }}
{{- if or (not $.Values.flow.channel.include) (has $channel.name $.Values.flow.channel.include) }}

{{- $ordererOrg := index $.Values.OrdererOrgs 0}}
{{- $ordererHost := (index $ordererOrg.Specs 0).Hostname }}

  - name: send-channel-config-update--{{ $channel.name }}
    inputs:
      artifacts:
      - name: signed_config_update_tx
        path: /work/signed_update.pb
    retryStrategy:
      limit: {{ $.Values.retryCount }}
        
    container:
      image: hyperledger/fabric-tools:{{ $.Values.hyperledgerVersion }}

      {{- if $.Values.flow.sendUpdate.channel.enabled }}
      command: ["sh", "-c", "peer channel update -f /work/signed_update.pb -c {{ $channel.name }} -o {{ $ordererAddress }}:7050 \
                                  {{- if $.Values.tlsEnabled }}
                                      --tls --cafile /hlf_config/orderer-tlsca/tlscacert.pem \
                                  {{- end }}
                                  "]
      {{- else }}
      command: ["sh", "-c", "echo 'not sending channel config update for channel {{ $channel.name }}, waiting for the file /continue' && \
                             echo 'manually copy the file /work/signed_update.pb from the Argo pod and exec \"touch /continue\" to continue..' && \
                             while [ ! -f /continue ]; do sleep 1; done && \
                             echo '/continue file is in place, exiting' "]
      {{- end }}

      volumeMounts:
        - mountPath: /hlf_config/orderer-tlsca
          name: orderer-tlsca
        - mountPath: /etc/hyperledger/fabric/tls/
          name: orderer-{{ $ordererOrg.Name | lower }}-{{ $ordererHost | lower }}-tls
        - mountPath: /etc/hyperledger/fabric/msp/
          name: orderer-{{ $ordererOrg.Name | lower }}-admin-msp
      
      env:
        - name: FABRIC_LOGGING_SPEC
          value: {{ $.Values.logLevel }}
        - name: CORE_PEER_LOCALMSPID
          value: {{ $ordererOrg.Name }}MSP
        - name: CORE_PEER_TLS_CERT_FILE
          value: /etc/hyperledger/fabric/tls/server.crt
        - name: CORE_PEER_TLS_KEY_FILE
          value: /etc/hyperledger/fabric/tls/server.key
        - name: CORE_PEER_TLS_ROOTCERT_FILE
          value: /etc/hyperledger/fabric/tls/ca.crt

{{- end }} {{- /* if channel included */ -}}
{{- end }} {{- /* channels */ -}}
{{- end }} {{- /* if channel.enabled */ -}}{{""}}
---






thesis-work/k8s/fabric-kube/peer-org-flow/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

retryCount: 4

hyperledgerVersion: 1.4.5

# see the Raft sample in the README for how to enable TLS
tlsEnabled: false

# use actual domain names like peer0.atlantis.com instead of internal service names
# this should be set to true for TLS
useActualDomains: false

# adds additional DNS entries to /etc/hosts files
# see https://kubernetes.io/docs/concepts/services-networking/add-entries-to-pod-etc-hosts-with-host-aliases/#adding-additional-entries-with-hostaliases
# this value should be provided if either tlsEnabled or useActualDomains is set to true
# see the Raft sample in the README for how to use this
hostAliases: []

externalOrderer:
  # if enabled, this orderer will be used for channel operations
  enabled: false
  # name of external orderer org. used for mounting TLS CA secret
  orgName: # Pivt
  domain: # pivt.nl
  host: # orderer0
  port: "7050"

logLevel: info

network: 
  # orderer system channel
  systemChannelID: testchainid

flow:
  consortium:
    # should we add new org(s) to existing consortiums?
    enabled: true
    # fill in this array with consortium names to limit adding new org only to these ones
    include: []
  channel:
    # should we add new org(s) to existing channels?
    enabled: true
    # should we add new org(s) to multiple channels in parallel? 
    parallel: true
    # fill in this array with channel names to limit adding new org(s) only to these ones
    include: []
    
  sendUpdate:
    channel:
      # actually send the signed config update for channels or wait until the file /continue is in place
      enabled: true
    systemChannel:
      # actually send the signed config update for system channels or wait until the file /continue is in place
      enabled: true
    






thesis-work/k8s/fabric-kube/prepare_chaincodes.sh

#!/bin/bash

if test "$#" -ne 2; then
   echo "usage: init.sh <project_folder> <chaincode_folder>"
   exit 2
fi

# exit when any command fails
set -e

project_folder=$1
chaincode_folder=$2

echo $chaincode_folder

config_file=$project_folder/network.yaml

rm -rf hlf-kube/chaincode
mkdir -p hlf-kube/chaincode

chaincodes=$(yq ".network.chaincodes[].name" $config_file -c -r)
echo "creating hlf-kube/chaincode/ChaincodeInstance.tar"
tar -czf hlf-kube/chaincode/ChaincodeInstance.tar -C $chaincode_folder .









thesis-work/k8s/fabric-kube/restore-flow/.helmignore

# Patterns to ignore when building packages.
# This supports shell glob matching, relative path matching, and
# negation (prefixed with !). Only one pattern per line.
.DS_Store
# Common VCS dirs
.git/
.gitignore
.bzr/
.bzrignore
.hg/
.hgignore
.svn/
# Common backup files
*.swp
*.bak
*.tmp
*~
# Various IDEs
.project
.idea/
*.tmproj







thesis-work/k8s/fabric-kube/restore-flow/Chart.yaml

apiVersion: v1
appVersion: "1.0"
description: A Helm chart for Kubernetes
name: backup-flow
version: 0.1.0







thesis-work/k8s/fabric-kube/restore-flow/templates/restore-workflow.yaml

{{ $backupKey := required "backup.key is required!" .Values.backup.key }}

apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: hlf-restore-
spec:
  entrypoint: restore

  templates:
  - name: restore
    steps:
    - 
# top level: peer/orderer
    {{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
      - name: restore-peers
        template: restore-peers
    {{- end }}
    {{- if $.Values.flow.orderer.restore.enabled }}
      - name: restore-orderers
        template: restore-orderers
    {{- end }}
    
# second level: peers
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
  - name: restore-peers
    steps: 
    - 
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

      - name: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# second level: orderers
{{- if $.Values.flow.orderer.restore.enabled }}
  - name: restore-orderers
    steps: 
    - 
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

      - name: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}


# third level: peers retrieve/restore data
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: restore-peer--{{ $org.Name | lower }}--{{ $peer | lower }}
    steps:
    - - name: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    - - name: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        template: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
        arguments:
          artifacts:
          - name: peer-backup
            from: "{{ "{{" }}steps.retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}.outputs.artifacts.peer-backup{{ "}}" }}"

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# third level: orderers retrieve/restore data
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: restore-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    steps:
    - - name: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        template: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
    - - name: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer  }}
        template: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
        arguments:
          artifacts:
          - name: orderer-backup
            from: "{{ "{{" }}steps.retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}.outputs.artifacts.orderer-backup{{ "}}" }}"

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}

# leaf retrieve-peer-data templates
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: retrieve-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    # backupKey: {{ $backupKey }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
    container:
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             \
                             az storage blob download-batch \
                             --destination /hlf-backup/ \
                             --source {{ required "backup.target.azureBlobStorage.source is required!" $.Values.backup.target.azureBlobStorage.source }} \
                             --pattern '{{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }}/*' \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
    outputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/{{ $backupKey }}/PeerOrgs/{{ $org.Name }}/{{ $peer }}/
          
{{- end }}

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}


# leaf restore-peer-data templates
{{- if or $.Values.flow.peer.restore.enabled $.Values.flow.couchdb.restore.enabled }}
{{- range $i, $org := .Values.PeerOrgs }}
{{- range $peerIndex := until ($org.Template.Count | int) }}
{{- $peer := (printf "peer%s" ($peerIndex | toString)) }}

  - name: restore-peer-data--{{ $org.Name | lower }}--{{ $peer | lower }}
    # org: {{ $org.Name }}
    # peer: {{ $peer }}
    inputs:
      artifacts:
      - name: peer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "rsync -avz /hlf-backup/ rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume && \
                             touch /hlf-backup/ready && \
                             rsync -avz /hlf-backup/ rsync://user@hlf-peer-rsync--{{ $org.Name | lower }}--{{ $peer | lower }}/volume"]
      env:
        - name: RSYNC_PASSWORD
          value: pass
          

{{- end }} {{- /* Peers */ -}}
{{- end }} {{- /* Orgs */ -}}
{{- end }} {{- /* if peer/couchdb restore enabled */ -}} {{""}}

# leaf retrieve-orderer-data templates
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: retrieve-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    # backupKey: {{ $backupKey }}
    retryStrategy:
      limit: {{ $.Values.retryCount }}

    container:

{{- if eq $.Values.backup.target.type "azureBlobStorage" }}    
      image: microsoft/azure-cli:latest
      command: ["sh", "-c", "mkdir /hlf-backup && \
                             \
                             az storage blob download-batch \
                             --destination /hlf-backup/ \
                             --source {{ required "backup.target.azureBlobStorage.source is required!" $.Values.backup.target.azureBlobStorage.source }} \
                             --pattern '{{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }}/*' \
                             --account-name {{ required "backup.target.azureBlobStorage.accountName is required!" $.Values.backup.target.azureBlobStorage.accountName }} \ 
                             "]
      env:
        - name: AZURE_STORAGE_KEY
          value: {{ required "backup.target.azureBlobStorage.accessKey is required!" $.Values.backup.target.azureBlobStorage.accessKey }}
    outputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/{{ $backupKey }}/OrdererOrgs/{{ $org.Name }}/{{ $host.Hostname }}/{{ $orderer }}/
{{- end }}

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}

# leaf restore-orderer-data templates
{{- if $.Values.flow.orderer.restore.enabled }}
{{- range $i, $org := .Values.OrdererOrgs }}
{{- range $i, $host := $org.Specs }}
{{- range $orderer := until ($.Values.flow.orderer.replicas | int) }}

  - name: restore-orderer-data--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}--{{ $orderer }}
    # org: {{ $org.Name }}
    # hostname: {{ $host.Hostname }}
    # orderer: {{ $orderer }}
    inputs:
      artifacts:
      - name: orderer-backup
        path: /hlf-backup/
    retryStrategy:
      limit: {{ $.Values.retryCount }}
    container:
      image: axiom/rsync-server:latest
      command: ["sh", "-c", "rsync -avz /hlf-backup/ rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume && \
                             touch /hlf-backup/ready && \
                             rsync -avz /hlf-backup/ rsync://user@hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}-{{ $orderer }}.hlf-orderer--{{ $org.Name | lower }}--{{ $host.Hostname | lower }}/volume"]
      env:
        - name: RSYNC_PASSWORD
          value: pass

{{- end }} {{- /* orderer */ -}}
{{- end }} {{- /* org.Specs */ -}}
{{- end }} {{- /* OrdererOrgs */ -}}
{{- end }} {{- /* if orderer restore enabled */ -}} {{""}}
---






thesis-work/k8s/fabric-kube/restore-flow/values.yaml

# Default values for hlf-kube.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

# number of times to retry a failed leaf task
retryCount: 4

backup:
  # required. the key pointing to backup
  key: 
  target: 
    # only azureBlobStorage for now, feel free to implement S3
    type: azureBlobStorage
    azureBlobStorage: 
      # storage account name
      accountName: 
      # container name in storage account
      source: hlf-backup 
      # credentials
      accessKey: 

flow:
  peer:
    restore: 
      # restore peers data from backup?
      enabled: true
  couchdb:
    restore: 
      # restore CouchDB's data from backup?
      enabled: true
  orderer:
    replicas: 1
    restore: 
      # restore orderers data from backup?
      enabled: true
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thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/HLF-1592810136442.json

{
  "annotations": {
    "list": [
      {
        "$$hashKey": "object:84",
        "builtIn": 1,
        "datasource": "-- Grafana --",
        "enable": true,
        "hide": true,
        "iconColor": "rgba(0, 211, 255, 1)",
        "name": "Annotations & Alerts",
        "type": "dashboard"
      }
    ]
  },
  "editable": true,
  "gnetId": null,
  "graphTooltip": 0,
  "id": 1,
  "links": [],
  "panels": [
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 0
      },
      "hiddenSeries": false,
      "id": 52,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 3,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(couchdb_processing_time_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "CouchDB processing time",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:868",
          "format": "s",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:869",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "collapsed": false,
      "datasource": null,
      "gridPos": {
        "h": 1,
        "w": 24,
        "x": 0,
        "y": 8
      },
      "id": 48,
      "panels": [],
      "title": "Transactions",
      "type": "row"
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 9
      },
      "hiddenSeries": false,
      "id": 12,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.50, sum(rate(broadcast_validate_duration_bucket[2m])) by (le))",
          "format": "time_series",
          "interval": "1s",
          "legendFormat": "Validation Time of Transaciton",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time to validate a transaction. (Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:896",
          "decimals": null,
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:897",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 9
      },
      "hiddenSeries": false,
      "id": 38,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "sum(rate(endorser_proposals_received[2m]))",
          "interval": "",
          "legendFormat": "Total  number of transactions received",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Number of proposals Recieved (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:129",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:130",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 17
      },
      "hiddenSeries": false,
      "id": 26,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(gossip_state_commit_duration_bucket[2m])) by (le))",
          "interval": "",
          "legendFormat": "Comitting private data through gossiping duration",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time taken for committing private data through gossiping. (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:172",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:173",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 17
      },
      "hiddenSeries": false,
      "id": 20,
      "legend": {
        "alignAsTable": false,
        "avg": true,
        "current": false,
        "max": true,
        "min": true,
        "show": true,
        "total": false,
        "values": true
      },
      "lines": true,
      "linewidth": 3,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "sum(rate(ledger_transaction_count{chaincode=~\"DAT.*|INF.*\"}[2m])) by(instance)",
          "interval": "1s",
          "intervalFactor": 1,
          "legendFormat": "{{chaincode}}",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "\tNumber of transactions processed. (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1235",
          "format": "ops",
          "label": "Count",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1236",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 25
      },
      "hiddenSeries": false,
      "id": 50,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(gossip_privdata_fetch_duration_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "Private Data Fetch",
          "refId": "A"
        },
        {
          "expr": "histogram_quantile(0.95, sum(rate(gossip_privdata_send_duration_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "{{ channel }} - Send private Data",
          "refId": "B"
        },
        {
          "expr": "",
          "interval": "",
          "legendFormat": "",
          "refId": "C"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Fetch and Send Private Data",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1267",
          "format": "s",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1268",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "collapsed": false,
      "datasource": null,
      "gridPos": {
        "h": 1,
        "w": 24,
        "x": 0,
        "y": 33
      },
      "id": 46,
      "panels": [],
      "title": "RAFT",
      "type": "row"
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 34
      },
      "hiddenSeries": false,
      "id": 34,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(etcd_request_duration_seconds_bucket[17m])) by (le))",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "RAFT request duration",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:886",
          "decimals": null,
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:887",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 34
      },
      "hiddenSeries": false,
      "id": 8,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "consensus_etcdraft_proposal_failures",
          "interval": "",
          "legendFormat": "Proposal Failures",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Proposal Failures (Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:154",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:155",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 42
      },
      "hiddenSeries": false,
      "id": 24,
      "legend": {
        "avg": true,
        "current": false,
        "max": true,
        "min": true,
        "show": true,
        "total": true,
        "values": true
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "(consensus_etcdraft_leader_changes)",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "number of leader changes since process start. (Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1402",
          "format": "short",
          "label": "Count",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1403",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 42
      },
      "hiddenSeries": false,
      "id": 22,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "sum(rate(consensus_etcdraft_normal_proposals_received[30m]))",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "# proposals RAFT received(Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1319",
          "format": "short",
          "label": "Count",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1320",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "collapsed": false,
      "datasource": null,
      "gridPos": {
        "h": 1,
        "w": 24,
        "x": 0,
        "y": 50
      },
      "id": 42,
      "panels": [],
      "title": "Chaincode",
      "type": "row"
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 51
      },
      "hiddenSeries": false,
      "id": 40,
      "legend": {
        "alignAsTable": true,
        "avg": false,
        "current": false,
        "hideEmpty": true,
        "hideZero": true,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "rate(chaincode_shim_requests_received[5m])",
          "interval": "",
          "legendFormat": "{{channel}}, {{Received}}, {{chaincode}}, {{type}}",
          "refId": "A"
        },
        {
          "expr": "rate(chaincode_shim_requests_completed[5m])",
          "interval": "",
          "legendFormat": "{{channel}}, {{Completed}},  {{chaincode}}, {{type}}",
          "refId": "B"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Chaincode Shim Requests",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:149",
          "format": "none",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:150",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": false
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 4,
      "fillGradient": 4,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 51
      },
      "hiddenSeries": false,
      "id": 28,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 2,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(chaincode_shim_request_duration_bucket[2m])) by (le))",
          "interval": "1s",
          "legendFormat": "Chaincode",
          "refId": "A"
        },
        {
          "expr": "",
          "format": "time_series",
          "interval": "",
          "legendFormat": "{{chaincode}}",
          "refId": "B"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time to Complete Chaincode (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1344",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1345",
          "format": "short",
          "label": "",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "collapsed": false,
      "datasource": null,
      "gridPos": {
        "h": 1,
        "w": 24,
        "x": 0,
        "y": 59
      },
      "id": 44,
      "panels": [],
      "title": "Block Statistics",
      "type": "row"
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 60
      },
      "hiddenSeries": false,
      "id": 10,
      "legend": {
        "avg": true,
        "current": true,
        "max": true,
        "min": true,
        "show": true,
        "total": false,
        "values": true
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pluginVersion": "6.7.3",
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(blockcutter_block_fill_duration_bucket[5m])) by (le))",
          "interval": "1s",
          "legendFormat": "Block cut wait time",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "The time from first transaction enqueing to the block being cut. (Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:410",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:411",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 60
      },
      "hiddenSeries": false,
      "id": 30,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(gossip_privdata_validation_duration_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "Gossip private data validation",
          "refId": "A"
        },
        {
          "expr": "",
          "interval": "",
          "legendFormat": "",
          "refId": "B"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time it takes to validate a private data block (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:730",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:731",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 68
      },
      "hiddenSeries": false,
      "id": 18,
      "legend": {
        "avg": true,
        "current": false,
        "max": true,
        "min": true,
        "show": true,
        "total": false,
        "values": true
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(ledger_statedb_commit_time_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "Commit time",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time for committing block changes to state db. (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1054",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1055",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "cacheTimeout": null,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 68
      },
      "hiddenSeries": false,
      "id": 14,
      "legend": {
        "avg": true,
        "current": false,
        "max": true,
        "min": true,
        "show": true,
        "total": false,
        "values": true
      },
      "lines": true,
      "linewidth": 1,
      "links": [],
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pluginVersion": "6.7.3",
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "avg(rate(endorser_proposal_duration_count{instance=~\"hlf-peer--uis--.*|hlf-peer--uit--.*\", chaincode=~\"DAT.*|INF.*\"}[2m])) by (chaincode)",
          "interval": "",
          "legendFormat": "{{instance}}-{{chaincode}}",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "The time to complete a proposal (Orderer)",
      "tooltip": {
        "shared": false,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1005",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1006",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 76
      },
      "hiddenSeries": false,
      "id": 4,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "ledger_blockchain_height{channel=\"universities\"}",
          "interval": "",
          "legendFormat": "{{instance}}",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Ledger Height (Orderer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:218",
          "format": "short",
          "label": "Height",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:219",
          "format": "short",
          "label": "",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 12,
        "y": 76
      },
      "hiddenSeries": false,
      "id": 16,
      "legend": {
        "avg": true,
        "current": false,
        "max": true,
        "min": true,
        "show": true,
        "total": false,
        "values": true
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(ledger_block_processing_time_bucket[5m])) by (le))",
          "format": "table",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time taken for ledger block processing. (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1159",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1160",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    },
    {
      "aliasColors": {},
      "bars": false,
      "dashLength": 10,
      "dashes": false,
      "datasource": null,
      "fill": 1,
      "fillGradient": 0,
      "gridPos": {
        "h": 8,
        "w": 12,
        "x": 0,
        "y": 84
      },
      "hiddenSeries": false,
      "id": 36,
      "legend": {
        "avg": false,
        "current": false,
        "max": false,
        "min": false,
        "show": true,
        "total": false,
        "values": false
      },
      "lines": true,
      "linewidth": 1,
      "nullPointMode": "null",
      "options": {
        "dataLinks": []
      },
      "percentage": false,
      "pointradius": 2,
      "points": false,
      "renderer": "flot",
      "seriesOverrides": [],
      "spaceLength": 10,
      "stack": false,
      "steppedLine": false,
      "targets": [
        {
          "expr": "histogram_quantile(0.95, sum(rate(gossip_privdata_fetch_duration_bucket[5m])) by (le))",
          "interval": "",
          "legendFormat": "",
          "refId": "A"
        }
      ],
      "thresholds": [],
      "timeFrom": null,
      "timeRegions": [],
      "timeShift": null,
      "title": "Time spent to fetch private data (Peer)",
      "tooltip": {
        "shared": true,
        "sort": 0,
        "value_type": "individual"
      },
      "type": "graph",
      "xaxis": {
        "buckets": null,
        "mode": "time",
        "name": null,
        "show": true,
        "values": []
      },
      "yaxes": [
        {
          "$$hashKey": "object:1042",
          "format": "s",
          "label": "Seconds",
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        },
        {
          "$$hashKey": "object:1043",
          "format": "short",
          "label": null,
          "logBase": 1,
          "max": null,
          "min": null,
          "show": true
        }
      ],
      "yaxis": {
        "align": false,
        "alignLevel": null
      }
    }
  ],
  "refresh": false,
  "schemaVersion": 22,
  "style": "dark",
  "tags": [],
  "templating": {
    "list": []
  },
  "time": {
    "from": "now-15m",
    "to": "now"
  },
  "timepicker": {
    "refresh_intervals": [
      "5s",
      "10s",
      "30s",
      "1m",
      "5m",
      "15m",
      "30m",
      "1h",
      "2h",
      "1d"
    ]
  },
  "timezone": "",
  "title": "HLF",
  "uid": "rYwbs4RGz",
  "variables": {
    "list": []
  },
  "version": 42
}






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/README.md

A scaled up HL Fabric network with 3 nodes of Raft orderer spanning 2 organizations and 2 peers per organization. 
Also demonstrates how Raft orderer can be used without enabling TLS globally. 

Note, disabling TLS globally is necessary for transparent load balancing.

Requires Fabric 1.4.5+






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/channel-artifacts/genesis.block





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/configtx.yaml


---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    - &Org1
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/org1.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"

    - &Org2
        Name: Org2MSP
        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/ordererOrganizations/org2.com/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

    - &UiS
        Name: UiSMSP

        # ID to load the MSP definition as
        ID: UiSMSP

        MSPDir: crypto-config/peerOrganizations/universityofstavanger.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiSMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiSMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityofstavanger.no
              Port: 7051

    - &UiT
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: UiTMSP

        # ID to load the MSP definition as
        ID: UiTMSP

        MSPDir: crypto-config/peerOrganizations/universityoftromso.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('UiTMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('UiTMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.universityoftromso.no
              Port: 7051

    - &NTNU
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: NTNUMSP

        # ID to load the MSP definition as
        ID: NTNUMSP

        MSPDir: crypto-config/peerOrganizations/ntnu.no/msp

        # Policies defines the set of policies at this level of the config tree
        # For organization policies, their canonical path is usually
        #   /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('NTNUMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('NTNUMSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.ntnu.no
              Port: 7051

################################################################################
#
#   SECTION: Capabilities
#
#   - This section defines the capabilities of fabric network. This is a new
#   concept as of v1.1.0 and should not be utilized in mixed networks with
#   v1.0.x peers and orderers.  Capabilities define features which must be
#   present in a fabric binary for that binary to safely participate in the
#   fabric network.  For instance, if a new MSP type is added, newer binaries
#   might recognize and validate the signatures from this type, while older
#   binaries without this support would be unable to validate those
#   transactions.  This could lead to different versions of the fabric binaries
#   having different world states.  Instead, defining a capability for a channel
#   informs those binaries without this capability that they must cease
#   processing transactions until they have been upgraded.  For v1.0.x if any
#   capabilities are defined (including a map with all capabilities turned off)
#   then the v1.0.x peer will deliberately crash.
#
################################################################################
Capabilities:
    # Channel capabilities apply to both the orderers and the peers and must be
    # supported by both.
    # Set the value of the capability to true to require it.
    Channel: &ChannelCapabilities
        # V1.4.2 for Channel is a catchall flag for behavior which has been
        # determined to be desired for all orderers and peers running at the v1.4.2
        # level, but which would be incompatible with orderers and peers from
        # prior releases.
        # Prior to enabling V1.4.2 channel capabilities, ensure that all
        # orderers and peers on a channel are at v1.4.2 or later.
        V1_4_3: true
    # Orderer capabilities apply only to the orderers, and may be safely
    # manipulated without concern for upgrading peers.  Set the value of the
    # capability to true to require it.
    Orderer: &OrdererCapabilities
        # V1.1 for Order is a catchall flag for behavior which has been
        # determined to be desired for all orderers running v1.0.x, but the
        # modification of which  would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

    # Application capabilities apply only to the peer network, and may be safely
    # manipulated without concern for upgrading orderers.  Set the value of the
    # capability to true to require it.
    Application: &ApplicationCapabilities
        # V1.2 for Application is a catchall flag for behavior which has been
        # determined to be desired for all peers running v1.0.x, but the
        # modification of which would cause incompatibilities.  Users should
        # leave this flag set to true.
        V1_4_2: true

################################################################################
#
#   SECTION: Application
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for application related parameters
#
################################################################################
Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the application level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ApplicationCapabilities

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" and "etcdraft"
    OrdererType: etcdraft

    Addresses:
        - orderer0.org1.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 30

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 98 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB

    EtcdRaft:
        Consenters:
        - Host: orderer0.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt
        - Host: orderer1.org1.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt
        - Host: orderer0.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt
        - Host: orderer1.org2.com
          Port: 7059
          ClientTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt
          ServerTLSCert: crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt

        # Options to be specified for all the etcd/raft nodes. The values here
        # are the defaults for all new channels and can be modified on a
        # per-channel basis via configuration updates.
        Options:
            # TickInterval is the time interval between two Node.Tick invocations.
            TickInterval: 500ms

            # ElectionTick is the number of Node.Tick invocations that must pass
            # between elections. That is, if a follower does not receive any
            # message from the leader of current term before ElectionTick has
            # elapsed, it will become candidate and start an election.
            # ElectionTick must be greater than HeartbeatTick.
            ElectionTick: 10

            # HeartbeatTick is the number of Node.Tick invocations that must
            # pass between heartbeats. That is, a leader sends heartbeat
            # messages to maintain its leadership every HeartbeatTick ticks.
            HeartbeatTick: 1

            # MaxInflightBlocks limits the max number of in-flight append messages
            # during optimistic replication phase.
            MaxInflightBlocks: 5

            # SnapshotIntervalSize defines number of bytes per which a snapshot is taken
            SnapshotIntervalSize: 20 MB

    # Organizations is the list of orgs which are defined as participants on
    # the orderer side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Orderer policies, their canonical path is
    #   /Channel/Orderer/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"
        # BlockValidation specifies what signatures must be included in the block
        # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"

    # Capabilities describes the orderer level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *OrdererCapabilities

################################################################################
#
#   CHANNEL
#
#   This section defines the values to encode into a config transaction or
#   genesis block for channel related parameters.
#
################################################################################
Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

    # Capabilities describes the channel level capabilities, see the
    # dedicated Capabilities section elsewhere in this file for a full
    # description
    Capabilities:
        <<: *ChannelCapabilities

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *Org1
                - *Org2
                          
        Consortiums:
            UniConsortium:
                Organizations:
                    - *UiS
                    - *UiT
                    - *NTNU
            

    universities:
        Consortium: UniConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *UiS
                - *UiT
                - *NTNU








thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config.yaml

# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Org1
    Domain: org1.com
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1
  - Name: Org2
    Domain: org2.com
    EnableNodeOUs: true
    Specs:
      - Hostname: orderer0
      - Hostname: orderer1

      
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  - Name: UiS
    Domain: universityofstavanger.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1
  
  - Name: UiT
    Domain: universityoftromso.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1

  - Name: NTNU
    Domain: ntnu.no
    EnableNodeOUs: true
    Template:
      Count: 3
    Users:
      Count: 1






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/ca/0294fbcd0fa4d670cc3022edc4c610738c8b20f095b56cab115bca0de3208d68_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/ca/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/keystore/1c4182124c3aff70678f6c7d9af6ade4c106e5a9b644b2283720fce3620898e0_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/signcerts/orderer0.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer0.org1.com/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/keystore/15c9edf7a4c3e1e8e882553a0eebdceb938bfca3ffca01ac5c2c6fc4935498c8_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/signcerts/orderer1.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/orderers/orderer1.org1.com/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/tlsca/30a609fe3a335306587b3c9a9b4a85c1f14be2198b0c966b953f1ab25150e2f9_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/tlsca/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/cacerts/ca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org1.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/keystore/0cc3f2013dd98c1a1a00afae750a8727ed482c9ba129b204ab9088446ec2c9cb_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/signcerts/Admin@org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/msp/tlscacerts/tlsca.org1.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org1.com/users/Admin@org1.com/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/ca/63378b3acf50ad6d8a034c06082713710a5956753df8317b8817ca54e573d8d7_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/ca/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/keystore/675b40acb0086aad23a120b4e173a093bd9dff16866bf75f38f2b6303c6b1442_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/signcerts/orderer0.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer0.org2.com/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/keystore/297f4bb02b38100af8ad5f46b5c0ca2e250f263eb82dd0745693518b7ffbb398_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/signcerts/orderer1.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/orderers/orderer1.org2.com/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/tlsca/e273b73ef8a90e8e9ec6d22f750a6bd30783849230b4bce7e583e5544c26270e_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/tlsca/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/cacerts/ca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.org2.com-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/keystore/2357bdc7bcd073ab6ab3b4f5c1172e461d598efc178fd6f439989f1a8164df11_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/signcerts/Admin@org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/msp/tlscacerts/tlsca.org2.com-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/ordererOrganizations/org2.com/users/Admin@org2.com/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/ca/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/ca/f3b6a3793445459a8d4698608d49c6381313e6262a18cee5359e516ca26bf269_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/keystore/c998bdd593824cd86ee75483f7ee25be64fef5122423d4efc6e525487e405ad8_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/signcerts/peer0.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer0.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/keystore/0eb70dbedac6ff4e44cbf929dc3d0d9901ab6038dcff971a3c28eda70a8fddec_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/signcerts/peer1.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer1.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/keystore/35b75be2ddd8d10b5605173831636c8abbb814eb1e4d394f5abd10274509e4a6_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/signcerts/peer2.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/peers/peer2.ntnu.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/tlsca/a23e28b1ce7a8564963eb4697682b6a047f552ce6e4e292b26ac11ad3301138d_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/tlsca/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/keystore/0e0dc284e1fcc3e3e243410b9275b615b453c9fa39438722653e91bdd7dc93f8_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/signcerts/Admin@ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/Admin@ntnu.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/cacerts/ca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.ntnu.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/keystore/a25870da0b0b7eac717a4fa2cff9e0a75233780ee92c22e5ba30ce07661933df_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/signcerts/User1@ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/msp/tlscacerts/tlsca.ntnu.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/ntnu.no/users/User1@ntnu.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/ca/75430c02751f0d98ea257269ada1c1ff80894998718f5f634412a4604c424581_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/ca/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/keystore/4e1539c8cc020a2890b821f6ed9789b9e3cd38978313c5a84c7afa5e50adb45b_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/signcerts/peer0.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer0.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/keystore/7f6ae9e56dce9d311dc9b76c9331c7983cd0c6f43292acca8588c992cf868d6d_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/signcerts/peer1.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer1.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/keystore/380d837add88865eff9383b66f0055168eefbdf509f7ece19596952ab590dd6d_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/signcerts/peer2.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/peers/peer2.universityofstavanger.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/tlsca/5c85b6eb7bd2db078bb726ff952a1362a318b6c9830d05f8317988cc2488b4b3_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/tlsca/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/.DS_Store





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/keystore/39ca1af2e7490595d0e801f69345089598ab39e3ca7bf3f49f6c6fca24ca6ef1_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/signcerts/Admin@universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/Admin@universityofstavanger.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/cacerts/ca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityofstavanger.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/keystore/25eb88c0d4636822746d7cffbbbd0f7bda8a13ed20975b503550e1d921f1e51c_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/signcerts/User1@universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/msp/tlscacerts/tlsca.universityofstavanger.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityofstavanger.no/users/User1@universityofstavanger.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/ca/4ed99a5ab410cb8cbf6319b7a662181e03a74297392d477f06e98d40ba5f565c_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/ca/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/keystore/7887136ab382359b21cea7f4db4c7ba66ff12c15685f36de61ff8401d9c9b5f5_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/signcerts/peer0.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer0.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/keystore/c89ada35c45761e793fc1513458a07ad271e6dfee9a2bc7ebb63f13997d04ba5_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/signcerts/peer1.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer1.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/keystore/336546866e60cbdd6bc3bc82a2fc0f6d86c97100e8e63366d1f7d4e85793b6fb_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/signcerts/peer2.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/server.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/peers/peer2.universityoftromso.no/tls/server.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/tlsca/413f45badd543d3ef43074a4ab2eee3b27cf88f02d497b4a287509a6790585f3_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/tlsca/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/keystore/bc73d6e65b9dab700c0dd3a2f9a73c86c72f07624a0127f721d7c872c5cceb31_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/signcerts/Admin@universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/Admin@universityoftromso.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/cacerts/ca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/config.yaml

NodeOUs:
  Enable: true
  ClientOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: client
  PeerOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: peer
  AdminOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: admin
  OrdererOUIdentifier:
    Certificate: cacerts/ca.universityoftromso.no-cert.pem
    OrganizationalUnitIdentifier: orderer







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/keystore/02d5a6da2e0e92847e0a77b2c7e7c70e0a7db4083a993072093eb5d0afac5390_sk





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/signcerts/User1@universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/msp/tlscacerts/tlsca.universityoftromso.no-cert.pem





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/ca.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/client.crt





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/crypto-config/peerOrganizations/universityoftromso.no/users/User1@universityoftromso.no/tls/client.key





thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/externalHostAliases.yaml

- ip: 
  hostnames: [peer0.ntnu.no]
- ip: 
  hostnames: [peer1.ntnu.no]
- ip: 
  hostnames: [peer2.ntnu.no]
- ip: 
  hostnames: [peer0.universityofstavanger.no]
- ip: 
  hostnames: [peer1.universityofstavanger.no]
- ip: 
  hostnames: [peer2.universityofstavanger.no]
- ip: 
  hostnames: [peer0.universityoftromso.no]
- ip: 
  hostnames: [peer1.universityoftromso.no]
- ip: 
  hostnames: [peer2.universityoftromso.no]
- ip: 
  hostnames: [orderer0.org1.com]
- ip: 
  hostnames: [orderer1.org1.com]
- ip: 
  hostnames: [orderer0.org2.com]
- ip: 
  hostnames: [orderer1.org2.com]







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/grouporgsby.yaml


# Aggregator organizations into one node if specified.
ClusterGrouping: 
  - Name: Org1
    Node: testnode3

  - Name: Org2
    Node: testnode4

  - Name: UiS
    Node: testnode1

  - Name: NTNU
    Node: testnode2

  - Name: UiT
    Node: testnode3






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/hostAliases.yaml

hostAliases:
- ip: 10.102.190.176
  hostnames: [orderer0.org1.com]
- ip: 10.110.183.28
  hostnames: [orderer1.org1.com]
- ip: 10.100.66.61
  hostnames: [orderer0.org2.com]
- ip: 10.106.81.162
  hostnames: [orderer1.org2.com]
- ip: 10.108.87.26
  hostnames: [peer0.ntnu.no]
- ip: 10.99.44.1
  hostnames: [peer1.ntnu.no]
- ip: 10.100.192.221
  hostnames: [peer2.ntnu.no]
- ip: 10.105.179.130
  hostnames: [peer0.universityofstavanger.no]
- ip: 10.110.33.35
  hostnames: [peer1.universityofstavanger.no]
- ip: 10.108.112.55
  hostnames: [peer2.universityofstavanger.no]
- ip: 10.97.177.51
  hostnames: [peer0.universityoftromso.no]
- ip: 10.101.178.118
  hostnames: [peer1.universityoftromso.no]
- ip: 10.106.123.41
  hostnames: [peer2.universityoftromso.no]







thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/network.yaml

tlsEnabled: false
useActualDomains: true

network:
  # used by init script to create genesis block and by peer-org-flow to parse consortiums
  genesisProfile: OrdererGenesis
  # used by init script to create genesis block 
  systemChannelID: testchainid

  # defines which organizations will join to which channels
  channels:
    - name: universities
      # all peers in these organizations will join the channel
      orgs: [UiS, NTNU, UiT]

  # defines which chaincodes will be installed to which organizations
  chaincodes:
    - name: DAT520
      language: java
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiS]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        #policy: OR('UiSMSP.member')


  ######### UIS SECTION #########
    - name: DAT650
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: DAT550
      language: java
      # if defined, this will override the global chaincode.language value
      orgs: [UiS]
      channels:
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: Aggregator
      language: java
      orgs: [UiS]
      channels: 
      - name: universities
        orgs: [UiS]
        #policy: OR('UiSMSP.member')

    - name: Recorder
      language: java
      orgs: [UiS, UiT, NTNU]
      #policy: OR('UiSMSP.member', 'UiTMSP.member', 'NTNUMSP.member')
  #######  UiT SECTION #########
    - name: INF100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [UiT]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('UiTMSP.member')
        
    - name: INF200
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')

    - name: INF300
      # if defined, this will override the global chaincode.language value
      orgs: [UiT]
      channels:
      - name: universities
        orgs: [UiT]
        policy: OR('UiTMSP.member')
  #######  NTNU SECTION #########
    - name: NTNUAggregator
      orgs: [NTNU]
      channels: 
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')


    - name: INFTEK100
      # if defined, this will override the global chaincode.version value
      version: # "2.0" 
      # chaincode will be installed to all peers in these organizations
      orgs: [NTNU]
      # at which channels are we instantiating/upgrading chaincode?
      channels:
      - name: universities
        # chaincode will be instantiated/upgraded using the first peer in the first organization
        # chaincode will be invoked on all peers in these organizations
       # orgs: [Karga, Nevergreen, Atlantis]
        policy: OR('NTNUMSP.member')
        
    - name: INFTEK200
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')

    - name: INFTEK300
      # if defined, this will override the global chaincode.language value
      orgs: [NTNU]
      channels:
      - name: universities
        orgs: [NTNU]
        policy: OR('NTNUMSP.member')



      

    









thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/nodeselectargo.yaml

# This example demonstrates a workflow with a step using node selectors.
# In this case, it requires that the 'print-arch' template, run on a
# node with architecture 'amd64'. This can be overriden via argo CLI, 
# e.g. argo submit node-selector.yaml -p arch=somethingelse
# Node selectors can also be set at the workflow level, meaning all pods
# of the workflow will be scheduled using the selector.
apiVersion: argoproj.io/v1alpha1
kind: Workflow
metadata:
  generateName: node-selector-
spec:
  entrypoint: print-arch
  arguments:
    parameters:
    - name: arch
      value: amd64

  templates:
  - name: print-arch
    inputs:
      parameters:
      - name: arch
    nodeSelector:
      beta.kubernetes.io/arch: "{{inputs.parameters.arch}}"
    container:
      image: alpine:latest
      command: [sh, -c]
      args: ["uname -a"]






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/persistence.yaml

peer:
  persistence:
    enabled: true

orderer:
  persistence:
    enabled: true

couchdb:
  persistence:
    enabled: true






thesis-work/k8s/fabric-kube/samples/bbchain-scaled-raft-no-tls/values.yml

rbac:
  create: true

podSecurityPolicy:
  enabled: false

imagePullSecrets:
# - name: "image-pull-secret"

## Define serviceAccount names for components. Defaults to component's fully qualified name.
##
serviceAccounts:
  alertmanager:
    create: false
    name:
    annotations: {}
  nodeExporter:
    create: false
    name:
    annotations: {}
  pushgateway:
    create: true
    name:
    annotations: {}
  server:
    create: true
    name:
    annotations: {}

alertmanager:
  ## If false, alertmanager will not be installed
  ##
  enabled: false

  ## alertmanager container name
  ##
  name: alertmanager

  ## alertmanager container image
  ##
  image:
    repository: prom/alertmanager
    tag: v0.20.0
    pullPolicy: IfNotPresent

  ## alertmanager priorityClassName
  ##
  priorityClassName: ""

  ## Additional alertmanager container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  baseURL: "http://localhost:9093"

  ## Additional alertmanager container environment variable
  ## For instance to add a http_proxy
  ##
  extraEnv: {}

  ## Additional alertmanager Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: alertmanager-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.alertmanager.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ## The name of a secret in the same kubernetes namespace which contains the Alertmanager config
  ## Defining configFromSecret will cause templates/alertmanager-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configFromSecret: ""

  ## The configuration file name to be loaded to alertmanager
  ## Must match the key within configuration loaded from ConfigMap/Secret
  ##
  configFileName: alertmanager.yml

  ingress:
    ## If true, alertmanager Ingress will be created
    ##
    enabled: false

    ## alertmanager Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## alertmanager Ingress additional labels
    ##
    extraLabels: {}

    ## alertmanager Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - alertmanager.domain.com
    #   - domain.com/alertmanager

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## alertmanager Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - alertmanager.domain.com

  ## Alertmanager Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## Node tolerations for alertmanager scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for alertmanager pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, alertmanager will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## alertmanager data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## alertmanager data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## alertmanager data Persistent Volume existing claim name
    ## Requires alertmanager.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## alertmanager data Persistent Volume mount root path
    ##
    mountPath: /data

    ## alertmanager data Persistent Volume size
    ##
    size: 2Gi

    ## alertmanager data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## alertmanager data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of alertmanager data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  ## Annotations to be added to alertmanager pods
  ##
  podAnnotations: {}
    ## Tell prometheus to use a specific set of alertmanager pods
    ## instead of all alertmanager pods found in the same namespace
    ## Useful if you deploy multiple releases within the same namespace
    ##
    ## prometheus.io/probe: alertmanager-teamA

  ## Labels to be added to Prometheus AlertManager pods
  ##
  podLabels: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}

      ## Enabling peer mesh service end points for enabling the HA alert manager
      ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
      # enableMeshPeer : true

      servicePort: 80

  ## alertmanager resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to alertmanager pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## Enabling peer mesh service end points for enabling the HA alert manager
    ## Ref: https://github.com/prometheus/alertmanager/blob/master/README.md
    # enableMeshPeer : true

    ## List of IP addresses at which the alertmanager service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    # nodePort: 30000
    sessionAffinity: None
    type: ClusterIP

## Monitors ConfigMap changes and POSTs to a URL
## Ref: https://github.com/jimmidyson/configmap-reload
##
configmapReload:
  prometheus:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}
  alertmanager:
    ## If false, the configmap-reload container will not be deployed
    ##
    enabled: true

    ## configmap-reload container name
    ##
    name: configmap-reload

    ## configmap-reload container image
    ##
    image:
      repository: jimmidyson/configmap-reload
      tag: v0.3.0
      pullPolicy: IfNotPresent

    ## Additional configmap-reload container arguments
    ##
    extraArgs: {}
    ## Additional configmap-reload volume directories
    ##
    extraVolumeDirs: []


    ## Additional configmap-reload mounts
    ##
    extraConfigmapMounts: []
      # - name: prometheus-alerts
      #   mountPath: /etc/alerts.d
      #   subPath: ""
      #   configMap: prometheus-alerts
      #   readOnly: true


    ## configmap-reload resource requests and limits
    ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
    ##
    resources: {}

kubeStateMetrics:
  ## If false, kube-state-metrics sub-chart will not be installed
  ##
  enabled: true

## kube-state-metrics sub-chart configurable values
## Please see https://github.com/helm/charts/tree/master/stable/kube-state-metrics
##
# kube-state-metrics:

nodeExporter:
  ## If false, node-exporter will not be installed
  ##
  enabled: false

  ## If true, node-exporter pods share the host network namespace
  ##
  hostNetwork: true

  ## If true, node-exporter pods share the host PID namespace
  ##
  hostPID: true

  ## node-exporter container name
  ##
  name: node-exporter

  ## node-exporter container image
  ##
  image:
    repository: prom/node-exporter
    tag: v0.18.1
    pullPolicy: IfNotPresent

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## node-exporter priorityClassName
  ##
  priorityClassName: ""

  ## Custom Update Strategy
  ##
  updateStrategy:
    type: RollingUpdate

  ## Additional node-exporter container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional node-exporter hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: textfile-dir
    #   mountPath: /srv/txt_collector
    #   hostPath: /var/lib/node-exporter
    #   readOnly: true
    #   mountPropagation: HostToContainer

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   configMap: certs-configmap
    #   readOnly: true

  ## Node tolerations for node-exporter scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for node-exporter pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to node-exporter pods
  ##
  podAnnotations: {}

  ## Labels to be added to node-exporter pods
  ##
  pod:
    labels: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## node-exporter resource limits & requests
  ## Ref: https://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 200m
    #   memory: 50Mi
    # requests:
    #   cpu: 100m
    #   memory: 30Mi

  ## Security context to be added to node-exporter pods
  ##
  securityContext: {}
    # runAsUser: 0

  service:
    annotations:
      prometheus.io/scrape: "true"
    labels: {}

    # Exposed as a headless service:
    # https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
    clusterIP: None

    ## List of IP addresses at which the node-exporter service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    hostPort: 9100
    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9100
    type: ClusterIP

server:
  ## Prometheus server container name
  ##
  enabled: true
  name: server
  sidecarContainers:

  ## Prometheus server container image
  ##
  image:
    repository: prom/prometheus
    tag: v2.16.0
    pullPolicy: IfNotPresent

  ## prometheus server priorityClassName
  ##
  priorityClassName: ""

  # EnableServiceLinks indicates whether information about services should be injected into pod's environment variables, matching the syntax of Docker links.
  enableServiceLinks: true

  ## The URL prefix at which the container can be accessed. Useful in the case the '-web.external-url' includes a slug
  ## so that the various internal URLs are still able to access as they are in the default case.
  ## (Optional)
  prefixURL: ""

  ## External URL which can access alertmanager
  ## Maybe same with Ingress host name
  baseURL: ""

  ## Additional server container environment variables
  ##
  ## You specify this manually like you would a raw deployment manifest.
  ## This means you can bind in environment variables from secrets.
  ##
  ## e.g. static environment variable:
  ##  - name: DEMO_GREETING
  ##    value: "Hello from the environment"
  ##
  ## e.g. secret environment variable:
  ## - name: USERNAME
  ##   valueFrom:
  ##     secretKeyRef:
  ##       name: mysecret
  ##       key: username
  env: []

  extraFlags:
    - web.enable-lifecycle
    ## web.enable-admin-api flag controls access to the administrative HTTP API which includes functionality such as
    ## deleting time series. This is disabled by default.
    # - web.enable-admin-api
    ##
    ## storage.tsdb.no-lockfile flag controls BD locking
    # - storage.tsdb.no-lockfile
    ##
    ## storage.tsdb.wal-compression flag enables compression of the write-ahead log (WAL)
    # - storage.tsdb.wal-compression

  ## Path to a configuration file on prometheus server container FS
  configPath: /etc/config/prometheus.yml

  global:
    ## How frequently to scrape targets by default
    ##
    scrape_interval: 1m
    ## How long until a scrape request times out
    ##
    scrape_timeout: 10s
    ## How frequently to evaluate rules
    ##
    evaluation_interval: 1m
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
  ##
  remoteWrite: []
  ## https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read
  ##
  remoteRead: []

  ## Additional Prometheus server container arguments
  ##
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ## Additional Prometheus server Volume mounts
  ##
  extraVolumeMounts: []

  ## Additional Prometheus server Volumes
  ##
  extraVolumes: []

  ## Additional Prometheus server hostPath mounts
  ##
  extraHostPathMounts: []
    # - name: certs-dir
    #   mountPath: /etc/kubernetes/certs
    #   subPath: ""
    #   hostPath: /etc/kubernetes/certs
    #   readOnly: true

  extraConfigmapMounts: []
    # - name: certs-configmap
    #   mountPath: /prometheus
    #   subPath: ""
    #   configMap: certs-configmap
    #   readOnly: true

  ## Additional Prometheus server Secret mounts
  # Defines additional mounts with secrets. Secrets must be manually created in the namespace.
  extraSecretMounts: []
    # - name: secret-files
    #   mountPath: /etc/secrets
    #   subPath: ""
    #   secretName: prom-secret-files
    #   readOnly: true

  ## ConfigMap override where fullname is {{.Release.Name}}-{{.Values.server.configMapOverrideName}}
  ## Defining configMapOverrideName will cause templates/server-configmap.yaml
  ## to NOT generate a ConfigMap resource
  ##
  configMapOverrideName: ""

  ingress:
    ## If true, Prometheus server Ingress will be created
    ##
    enabled: false

    ## Prometheus server Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## Prometheus server Ingress additional labels
    ##
    extraLabels: {}

    ## Prometheus server Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - prometheus.domain.com
    #   - domain.com/prometheus

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## Prometheus server Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-server-tls
    #     hosts:
    #       - prometheus.domain.com

  ## Server Deployment Strategy type
  # strategy:
  #   type: Recreate

  ## hostAliases allows adding entries to /etc/hosts inside the containers
  hostAliases: []
  #   - ip: "127.0.0.1"
  #     hostnames:
  #       - "example.com"

  ## Node tolerations for server scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for Prometheus server pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Pod affinity
  ##
  affinity: {}

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  persistentVolume:
    ## If true, Prometheus server will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: true

    ## Prometheus server data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## Prometheus server data Persistent Volume annotations
    ##
    annotations: {}

    ## Prometheus server data Persistent Volume existing claim name
    ## Requires server.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## Prometheus server data Persistent Volume mount root path
    ##
    mountPath: /data

    ## Prometheus server data Persistent Volume size
    ##
    size: 8Gi

    ## Prometheus server data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## Prometheus server data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of Prometheus server data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""

  emptyDir:
    sizeLimit: ""

  ## Annotations to be added to Prometheus server pods
  ##
  podAnnotations: {}
    # iam.amazonaws.com/role: prometheus

  ## Labels to be added to Prometheus server pods
  ##
  podLabels: {}

  ## Prometheus AlertManager configuration
  ##
  alertmanagers: []

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  ## Use a StatefulSet if replicaCount needs to be greater than 1 (see below)
  ##
  replicaCount: 1

  statefulSet:
    ## If true, use a statefulset instead of a deployment for pod management.
    ## This allows to scale replicas to more than 1 pod
    ##
    enabled: false

    annotations: {}
    labels: {}
    podManagementPolicy: OrderedReady

    ## Alertmanager headless service to use for the statefulset
    ##
    headless:
      annotations: {}
      labels: {}
      servicePort: 80

  ## Prometheus server readiness and liveness probe initial delay and timeout
  ## Ref: https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
  ##
  readinessProbeInitialDelay: 30
  readinessProbeTimeout: 30
  readinessProbeFailureThreshold: 3
  readinessProbeSuccessThreshold: 1
  livenessProbeInitialDelay: 30
  livenessProbeTimeout: 30
  livenessProbeFailureThreshold: 3
  livenessProbeSuccessThreshold: 1

  ## Prometheus server resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 500m
    #   memory: 512Mi
    # requests:
    #   cpu: 500m
    #   memory: 512Mi

  ## Vertical Pod Autoscaler config
  ## Ref: https://github.com/kubernetes/autoscaler/tree/master/vertical-pod-autoscaler
  verticalAutoscaler:
    ## If true a VPA object will be created for the controller (either StatefulSet or Deployemnt, based on above configs)
    enabled: false
    # updateMode: "Auto"
    # containerPolicies:
    # - containerName: 'prometheus-server'

  ## Security context to be added to server pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true
    runAsGroup: 65534
    fsGroup: 65534

  service:
    annotations: {}
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the Prometheus server service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 80
    sessionAffinity: None
    type: ClusterIP

    ## Enable gRPC port on service to allow auto discovery with thanos-querier
    gRPC:
      enabled: false
      servicePort: 10901
      # nodePort: 10901

    ## If using a statefulSet (statefulSet.enabled=true), configure the
    ## service to connect to a specific replica to have a consistent view
    ## of the data.
    statefulsetReplica:
      enabled: false
      replica: 0

  ## Prometheus server pod termination grace period
  ##
  terminationGracePeriodSeconds: 300

  ## Prometheus data retention period (default if not specified is 15 days)
  ##
  retention: "15d"

pushgateway:
  ## If false, pushgateway will not be installed
  ##
  enabled: true

  ## Use an alternate scheduler, e.g. "stork".
  ## ref: https://kubernetes.io/docs/tasks/administer-cluster/configure-multiple-schedulers/
  ##
  # schedulerName:

  ## pushgateway container name
  ##
  name: pushgateway

  ## pushgateway container image
  ##
  image:
    repository: prom/pushgateway
    tag: v1.0.1
    pullPolicy: IfNotPresent

  ## pushgateway priorityClassName
  ##
  priorityClassName: ""

  ## Additional pushgateway container arguments
  ##
  ## for example: persistence.file: /data/pushgateway.data
  extraArgs: {}

  ## Additional InitContainers to initialize the pod
  ##
  extraInitContainers: []

  ingress:
    ## If true, pushgateway Ingress will be created
    ##
    enabled: false

    ## pushgateway Ingress annotations
    ##
    annotations: {}
    #   kubernetes.io/ingress.class: nginx
    #   kubernetes.io/tls-acme: 'true'

    ## pushgateway Ingress hostnames with optional path
    ## Must be provided if Ingress is enabled
    ##
    hosts: []
    #   - pushgateway.domain.com
    #   - domain.com/pushgateway

    ## Extra paths to prepend to every host configuration. This is useful when working with annotation based services.
    extraPaths: []
    # - path: /*
    #   backend:
    #     serviceName: ssl-redirect
    #     servicePort: use-annotation

    ## pushgateway Ingress TLS configuration
    ## Secrets must be manually created in the namespace
    ##
    tls: []
    #   - secretName: prometheus-alerts-tls
    #     hosts:
    #       - pushgateway.domain.com

  ## Node tolerations for pushgateway scheduling to nodes with taints
  ## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
  ##
  tolerations: []
    # - key: "key"
    #   operator: "Equal|Exists"
    #   value: "value"
    #   effect: "NoSchedule|PreferNoSchedule|NoExecute(1.6 only)"

  ## Node labels for pushgateway pod assignment
  ## Ref: https://kubernetes.io/docs/user-guide/node-selection/
  ##
  nodeSelector: {}

  ## Annotations to be added to pushgateway pods
  ##
  podAnnotations: {}

  ## Specify if a Pod Security Policy for node-exporter must be created
  ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
  ##
  podSecurityPolicy:
    annotations: {}
      ## Specify pod annotations
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#apparmor
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#seccomp
      ## Ref: https://kubernetes.io/docs/concepts/policy/pod-security-policy/#sysctl
      ##
      # seccomp.security.alpha.kubernetes.io/allowedProfileNames: '*'
      # seccomp.security.alpha.kubernetes.io/defaultProfileName: 'docker/default'
      # apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default'

  replicaCount: 1

  ## PodDisruptionBudget settings
  ## ref: https://kubernetes.io/docs/concepts/workloads/pods/disruptions/
  ##
  podDisruptionBudget:
    enabled: false
    maxUnavailable: 1

  ## pushgateway resource requests and limits
  ## Ref: http://kubernetes.io/docs/user-guide/compute-resources/
  ##
  resources: {}
    # limits:
    #   cpu: 10m
    #   memory: 32Mi
    # requests:
    #   cpu: 10m
    #   memory: 32Mi

  ## Security context to be added to push-gateway pods
  ##
  securityContext:
    runAsUser: 65534
    runAsNonRoot: true

  service:
    annotations:
      prometheus.io/probe: pushgateway
    labels: {}
    clusterIP: ""

    ## List of IP addresses at which the pushgateway service is available
    ## Ref: https://kubernetes.io/docs/user-guide/services/#external-ips
    ##
    externalIPs: []

    loadBalancerIP: ""
    loadBalancerSourceRanges: []
    servicePort: 9091
    type: ClusterIP

  ## pushgateway Deployment Strategy type
  # strategy:
  #   type: Recreate

  persistentVolume:
    ## If true, pushgateway will create/use a Persistent Volume Claim
    ## If false, use emptyDir
    ##
    enabled: false

    ## pushgateway data Persistent Volume access modes
    ## Must match those of existing PV or dynamic provisioner
    ## Ref: http://kubernetes.io/docs/user-guide/persistent-volumes/
    ##
    accessModes:
      - ReadWriteOnce

    ## pushgateway data Persistent Volume Claim annotations
    ##
    annotations: {}

    ## pushgateway data Persistent Volume existing claim name
    ## Requires pushgateway.persistentVolume.enabled: true
    ## If defined, PVC must be created manually before volume will be bound
    existingClaim: ""

    ## pushgateway data Persistent Volume mount root path
    ##
    mountPath: /data

    ## pushgateway data Persistent Volume size
    ##
    size: 2Gi

    ## pushgateway data Persistent Volume Storage Class
    ## If defined, storageClassName: <storageClass>
    ## If set to "-", storageClassName: "", which disables dynamic provisioning
    ## If undefined (the default) or set to null, no storageClassName spec is
    ##   set, choosing the default provisioner.  (gp2 on AWS, standard on
    ##   GKE, AWS & OpenStack)
    ##
    # storageClass: "-"

    ## pushgateway data Persistent Volume Binding Mode
    ## If defined, volumeBindingMode: <volumeBindingMode>
    ## If undefined (the default) or set to null, no volumeBindingMode spec is
    ##   set, choosing the default mode.
    ##
    # volumeBindingMode: ""

    ## Subdirectory of pushgateway data Persistent Volume to mount
    ## Useful if the volume's root directory is not empty
    ##
    subPath: ""


## alertmanager ConfigMap entries
##
alertmanagerFiles:
  alertmanager.yml:
    global: {}
      # slack_api_url: ''

    receivers:
      - name: default-receiver
        # slack_configs:
        #  - channel: '@you'
        #    send_resolved: true

    route:
      group_wait: 10s
      group_interval: 5m
      receiver: default-receiver
      repeat_interval: 3h

## Prometheus server ConfigMap entries
##
serverFiles:

  ## Alerts configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
  alerting_rules.yml: {}
  # groups:
  #   - name: Instances
  #     rules:
  #       - alert: InstanceDown
  #         expr: up == 0
  #         for: 5m
  #         labels:
  #           severity: page
  #         annotations:
  #           description: '{{ $labels.instance }} of job {{ $labels.job }} has been down for more than 5 minutes.'
  #           summary: 'Instance {{ $labels.instance }} down'
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use alerting_rules.yml
  alerts: {}

  ## Records configuration
  ## Ref: https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
  recording_rules.yml: {}
  ## DEPRECATED DEFAULT VALUE, unless explicitly naming your files, please use recording_rules.yml
  rules: {}

  prometheus.yml:
    rule_files:
      - /etc/config/recording_rules.yml
      - /etc/config/alerting_rules.yml
    ## Below two files are DEPRECATED will be removed from this default values file
      - /etc/config/rules
      - /etc/config/alerts

    scrape_configs:
      - job_name: hyperledger_metrics
        static_configs:
          - targets:
            - hlf-peer--uit--peer0:9443
            - hlf-peer--uit--peer1:9443
            - hlf-peer--uit--peer2:9443
            - hlf-peer--uis--peer0:9443
            - hlf-peer--uis--peer1:9443
            - hlf-peer--uis--peer2:9443
            - hlf-peer--ntnu--peer0:9443
            - hlf-peer--ntnu--peer1:9443
            - hlf-peer--ntnu--peer2:9443
            - hlf-orderer--org1--orderer0:8443
            - hlf-orderer--org1--orderer1:8443
            - hlf-orderer--org2--orderer0:8443
            - hlf-orderer--org2--orderer1:8443



      # A scrape configuration for running Prometheus on a Kubernetes cluster.
      # This uses separate scrape configs for cluster components (i.e. API server, node)
      # and services to allow each to use different authentication configs.
      #
      # Kubernetes labels will be added as Prometheus labels on metrics via the
      # `labelmap` relabeling action.

      # Scrape config for API servers.
      #
      # Kubernetes exposes API servers as endpoints to the default/kubernetes
      # service so this uses `endpoints` role and uses relabelling to only keep
      # the endpoints associated with the default/kubernetes service using the
      # default named port `https`. This works for single API server deployments as
      # well as HA API server deployments.
      - job_name: 'kubernetes-apiservers'

        kubernetes_sd_configs:
          - role: endpoints

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        # Keep only the default/kubernetes service endpoints for the https port. This
        # will add targets for each API server which Kubernetes adds an endpoint to
        # the default/kubernetes service.
        relabel_configs:
          - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_service_name, __meta_kubernetes_endpoint_port_name]
            action: keep
            regex: default;kubernetes;https

      - job_name: 'kubernetes-nodes'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics


      - job_name: 'kubernetes-nodes-cadvisor'

        # Default to scraping over https. If required, just disable this or change to
        # `http`.
        scheme: https

        # This TLS & bearer token file config is used to connect to the actual scrape
        # endpoints for cluster components. This is separate to discovery auth
        # configuration because discovery & scraping are two separate concerns in
        # Prometheus. The discovery auth config is automatic if Prometheus runs inside
        # the cluster. Otherwise, more config options have to be provided within the
        # <kubernetes_sd_config>.
        tls_config:
          ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
          # If your node certificates are self-signed or use a different CA to the
          # master CA, then disable certificate verification below. Note that
          # certificate verification is an integral part of a secure infrastructure
          # so this should only be disabled in a controlled environment. You can
          # disable certificate verification by uncommenting the line below.
          #
          insecure_skip_verify: true
        bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

        kubernetes_sd_configs:
          - role: node

        # This configuration will work only on kubelet 1.7.3+
        # As the scrape endpoints for cAdvisor have changed
        # if you are using older version you need to change the replacement to
        # replacement: /api/v1/nodes/$1:4194/proxy/metrics
        # more info here https://github.com/coreos/prometheus-operator/issues/633
        relabel_configs:
          - action: labelmap
            regex: __meta_kubernetes_node_label_(.+)
          - target_label: __address__
            replacement: kubernetes.default.svc:443
          - source_labels: [__meta_kubernetes_node_name]
            regex: (.+)
            target_label: __metrics_path__
            replacement: /api/v1/nodes/$1/proxy/metrics/cadvisor

      # Scrape config for service endpoints.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints'

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      # Scrape config for slow service endpoints; same as above, but with a larger
      # timeout and a larger interval
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape services that have a value of `true`
      # * `prometheus.io/scheme`: If the metrics endpoint is secured then you will need
      # to set this to `https` & most likely set the `tls_config` of the scrape config.
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: If the metrics are exposed on a different port to the
      # service then set this appropriately.
      - job_name: 'kubernetes-service-endpoints-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: endpoints

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scheme]
            action: replace
            target_label: __scheme__
            regex: (https?)
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_service_annotation_prometheus_io_port]
            action: replace
            target_label: __address__
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            action: replace
            target_label: kubernetes_name
          - source_labels: [__meta_kubernetes_pod_node_name]
            action: replace
            target_label: kubernetes_node

      - job_name: 'prometheus-pushgateway'
        honor_labels: true

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: pushgateway

      # Example scrape config for probing services via the Blackbox Exporter.
      #
      # The relabeling allows the actual service scrape endpoint to be configured
      # via the following annotations:
      #
      # * `prometheus.io/probe`: Only probe services that have a value of `true`
      - job_name: 'kubernetes-services'

        metrics_path: /probe
        params:
          module: [http_2xx]

        kubernetes_sd_configs:
          - role: service

        relabel_configs:
          - source_labels: [__meta_kubernetes_service_annotation_prometheus_io_probe]
            action: keep
            regex: true
          - source_labels: [__address__]
            target_label: __param_target
          - target_label: __address__
            replacement: blackbox
          - source_labels: [__param_target]
            target_label: instance
          - action: labelmap
            regex: __meta_kubernetes_service_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_service_name]
            target_label: kubernetes_name

      # Example scrape config for pods
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods'

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

      # Example Scrape config for pods which should be scraped slower. An useful example
      # would be stackriver-exporter which querys an API on every scrape of the pod
      #
      # The relabeling allows the actual pod scrape endpoint to be configured via the
      # following annotations:
      #
      # * `prometheus.io/scrape-slow`: Only scrape pods that have a value of `true`
      # * `prometheus.io/path`: If the metrics path is not `/metrics` override this.
      # * `prometheus.io/port`: Scrape the pod on the indicated port instead of the default of `9102`.
      - job_name: 'kubernetes-pods-slow'

        scrape_interval: 5m
        scrape_timeout: 30s

        kubernetes_sd_configs:
          - role: pod

        relabel_configs:
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape_slow]
            action: keep
            regex: true
          - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]
            action: replace
            target_label: __metrics_path__
            regex: (.+)
          - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_port]
            action: replace
            regex: ([^:]+)(?::\d+)?;(\d+)
            replacement: $1:$2
            target_label: __address__
          - action: labelmap
            regex: __meta_kubernetes_pod_label_(.+)
          - source_labels: [__meta_kubernetes_namespace]
            action: replace
            target_label: kubernetes_namespace
          - source_labels: [__meta_kubernetes_pod_name]
            action: replace
            target_label: kubernetes_pod_name

# adds additional scrape configs to prometheus.yml
# must be a string so you have to add a | after extraScrapeConfigs:
# example adds prometheus-blackbox-exporter scrape config
extraScrapeConfigs:
  # - job_name: 'prometheus-blackbox-exporter'
  #   metrics_path: /probe
  #   params:
  #     module: [http_2xx]
  #   static_configs:
  #     - targets:
  #       - https://example.com
  #   relabel_configs:
  #     - source_labels: [__address__]
  #       target_label: __param_target
  #     - source_labels: [__param_target]
  #       target_label: instance
  #     - target_label: __address__
  #       replacement: prometheus-blackbox-exporter:9115

# Adds option to add alert_relabel_configs to avoid duplicate alerts in alertmanager
# useful in H/A prometheus with different external labels but the same alerts
alertRelabelConfigs:
  # alert_relabel_configs:
  # - source_labels: [dc]
  #   regex: (.+)\d+
  #   target_label: dc

networkPolicy:
  ## Enable creation of NetworkPolicy resources.
  ##
  enabled: false
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[    
    {
        "CREATE_CH": "true",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org1.example.com:6051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org1Anchorsrecorderchannel" 
    },         
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org1.example.com:8051",
        "CORE_PEER_LOCALMSPID": "Org1MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "" 
    },  
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org2.example.com:9051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org2Anchorsrecorderchannel"
    },
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org2.example.com:10051",
        "CORE_PEER_LOCALMSPID": "Org2MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": ""
    },        
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp",
        "CORE_PEER_ADDRESS": "peer0.org3.example.com:11051",
        "CORE_PEER_LOCALMSPID": "Org3MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "Org3Anchorsrecorderchannel" 
    },         
    {
        "CREATE_CH": "",
        "CORE_PEER_MSPCONFIGPATH":"/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp",
        "CORE_PEER_ADDRESS": "peer1.org3.example.com:12051",
        "CORE_PEER_LOCALMSPID": "Org3MSP",
        "CORE_PEER_TLS_ROOTCERT_FILE": "",
        "CHANNEL_NAME": "recorderchannel",
        "ORDERER": "orderer.example.com:7050",
        "ANCHOR": "" 
    }
]
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# Copyright IBM Corp. All Rights Reserved.
#
# SPDX-License-Identifier: Apache-2.0
#

---
################################################################################
#
#   Section: Organizations
#
#   - This section defines the different organizational identities which will
#   be referenced later in the configuration.
#
################################################################################
Organizations:

    # SampleOrg defines an MSP using the sampleconfig.  It should never be used
    # in production but may be used as a template for other definitions
    - &OrdererOrg
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: OrdererOrg

        # ID to load the MSP definition as
        ID: OrdererMSP

        # MSPDir is the filesystem path which contains the MSP configuration
        MSPDir: crypto-config/ordererOrganizations/example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('OrdererMSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('OrdererMSP.admin')"

    - &Org1
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org1MSP

        # ID to load the MSP definition as
        ID: Org1MSP

        MSPDir: crypto-config/peerOrganizations/org1.example.com/msp

        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org1MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org1MSP.admin')"


        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org1.example.com
              Port: 6051
    - &Org2
        # DefaultOrg defines the organization which is used in the sampleconfig
        # of the fabric.git development environment
        Name: Org2MSP

        # ID to load the MSP definition as
        ID: Org2MSP

        MSPDir: crypto-config/peerOrganizations/org2.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org2MSP.member')"
            Admins:
                Type: Signature
                Rule: "OR('Org2MSP.admin')"

        AnchorPeers:
            # AnchorPeers defines the location of peers which can be used
            # for cross org gossip communication.  Note, this value is only
            # encoded in the genesis block in the Application section context
            - Host: peer0.org2.example.com
              Port: 9051

    - &Org3
        Name: Org3MSP
        ID: Org3MSP
        MSPDir: crypto-config/peerOrganizations/org3.example.com/msp
        Policies:
            Readers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Writers:
                Type: Signature
                Rule: "OR('Org3MSP.member')"
            Admins: 
                Type: Signature
                Rule: "OR('Org3MSP.admin')"

        AnchorPeers:
            - Host: peer0.org3.example.com
              Port: 11051


Capabilities: 
    Channel: &ChannelCapabilities
        V1_4_3: true
        V1_2: false
        V1_1: false

    Orderer: &OrdererCapabilities
        V1_4_2: true
        # V1.1 for Orderer enables the new non-backwards compatible
        # features and fixes of fabric v1.1
        V1_1: true

    Application: &ApplicationCapabilities
        # V1.3 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.3.
        V1_4_2: true
        V1_3: false
        # V1.2 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.2 (note, this need not be set if
        # later version capabilities are set)
        V1_2: false
        # V1.1 for Application enables the new non-backwards compatible
        # features and fixes of fabric v1.1 (note, this need not be set if
        # later version capabilities are set).
        V1_1: false

Channel: &ChannelDefaults
    # Policies defines the set of policies at this level of the config tree
    # For Channel policies, their canonical path is
    #   /Channel/<PolicyName>
    Policies:
        # Who may invoke the 'Deliver' API
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        # Who may invoke the 'Broadcast' API
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        # By default, who may modify elements at this config level
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"

Application: &ApplicationDefaults

    # Organizations is the list of orgs which are defined as participants on
    # the application side of the network
    Organizations:

    # Policies defines the set of policies at this level of the config tree
    # For Application policies, their canonical path is
    #   /Channel/Application/<PolicyName>
    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "MAJORITY Admins"

################################################################################
#
#   SECTION: Orderer
#
#   - This section defines the values to encode into a config transaction or
#   genesis block for orderer related parameters
#
################################################################################
Orderer: &OrdererDefaults

    # Orderer Type: The orderer implementation to start
    # Available types are "solo", "kafka" or "RAFT". Solo is recommended for testing purposes.
    OrdererType: solo

    Addresses:
        - orderer.example.com:7050

    # Batch Timeout: The amount of time to wait before creating a batch
    BatchTimeout: 1s

    # Batch Size: Controls the number of messages batched into a block
    BatchSize:

        # Max Message Count: The maximum number of messages to permit in a batch
        MaxMessageCount: 30

        # Absolute Max Bytes: The absolute maximum number of bytes allowed for
        # the serialized messages in a batch.
        AbsoluteMaxBytes: 99 MB

        # Preferred Max Bytes: The preferred maximum number of bytes allowed for
        # the serialized messages in a batch. A message larger than the preferred
        # max bytes will result in a batch larger than preferred max bytes.
        PreferredMaxBytes: 1024 KB


    Organizations:


    Policies:
        Readers:
            Type: ImplicitMeta
            Rule: "ANY Readers"
        Writers:
            Type: ImplicitMeta
            Rule: "ANY Writers"
        Admins:
            Type: ImplicitMeta
            Rule: "ANY Admins"
                        # BlockValidation specifies what signatures must be included in the block
            # from the orderer for the peer to validate it.
        BlockValidation:
            Type: ImplicitMeta
            Rule: "ANY Writers"
    
    Capabilities:
        <<: *OrdererCapabilities

#Channel: &ChannelRecorder

################################################################################
#
#   Profile
#
#   - Different configuration profiles may be encoded here to be specified
#   as parameters to the configtxgen tool
#
################################################################################
Profiles:

    OrgOrdererGenesis:
        <<: *ChannelDefaults
        Orderer:
            <<: *OrdererDefaults
            Organizations:
                - *OrdererOrg
            Capabilities:
                <<: *OrdererCapabilities
        Consortiums:
            SampleConsortium:
                Organizations:
                    - *Org1
                    - *Org2
                    - *Org3


    RecorderChannel:
        Consortium: SampleConsortium
        <<: *ChannelDefaults
        Application:
            <<: *ApplicationDefaults
            Organizations:
                - *Org1
                - *Org2
                - *Org3
            Capabilities:
                <<: *ApplicationCapabilities
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# ---------------------------------------------------------------------------
# "OrdererOrgs" - Definition of organizations managing orderer nodes
# ---------------------------------------------------------------------------
OrdererOrgs:
  # ---------------------------------------------------------------------------
  # Orderer
  # ---------------------------------------------------------------------------
  - Name: Orderer
    Domain: example.com
    Specs:
      - Hostname: orderer
# ---------------------------------------------------------------------------
# "PeerOrgs" - Definition of organizations managing peer nodes
# ---------------------------------------------------------------------------
PeerOrgs:
  # ---------------------------------------------------------------------------
  # Org1
  # ---------------------------------------------------------------------------
  - Name: Org1
    Domain: org1.example.com
    #EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  # ---------------------------------------------------------------------------
  # Org2
  # ---------------------------------------------------------------------------

  - Name: Org2
    Domain: org2.example.com
   # EnableNodeOUs: true
    Template:
      Count: 2
    Users:
      Count: 1
  # ---------------------------------------------------------------------------
  # Org3
  # ---------------------------------------------------------------------------
  - Name: Org3
    Domain: org3.example.com
    Template:
      Count: 2
    Users:
      Count: 1
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thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/Admin@org1.example.com/tls/client.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/msp/admincerts/User1@org1.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/msp/cacerts/ca.org1.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/msp/keystore/686cad40b570123c9393f7fd4c00e351ab5e39c54c7d08dda3ce6956e5f53aec_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/msp/signcerts/User1@org1.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/msp/tlscacerts/tlsca.org1.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/tls/client.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org1.example.com/users/User1@org1.example.com/tls/client.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/ca/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/ca/peerOrganizations-org2examplecom_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/msp/admincerts/Admin@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/msp/cacerts/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp/admincerts/Admin@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp/cacerts/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp/keystore/ddcd4f73e01e72733b0072683051e2ee4efe60805c7749f099625d48bd1c6ae1_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp/signcerts/peer0.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp/admincerts/Admin@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp/cacerts/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp/keystore/97aac426d6b5a9b7cdb736aba833ad189effa54fec6d822bbcb65ced89e81d84_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp/signcerts/peer1.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/tls/server.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/tls/server.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/tlsca/94b19d8952185e101dc19e498703d12a093389315908736ffb6b9a5f306816e7_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/tlsca/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/admincerts/Admin@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/cacerts/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/keystore/e42e7ce4c995f0582a981cbc1dc8074d7e01efced765ac7311e68f9b3d7a000f_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/signcerts/Admin@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/tls/client.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/Admin@org2.example.com/tls/client.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/msp/admincerts/User1@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/msp/cacerts/ca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/msp/keystore/9fa5030044c684bb9f98e90a801e6da4148f09933eb4232f31e7c9c1fc348879_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/msp/signcerts/User1@org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/tls/client.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org2.example.com/users/User1@org2.example.com/tls/client.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/ca/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/ca/peerOrganizations-org3examplecom_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/msp/admincerts/Admin@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/msp/cacerts/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/msp/tlscacerts/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp/admincerts/Admin@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp/cacerts/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp/keystore/822f458743966047b7ff9c86ce58b917bfd831e7a8eccbdf765fd6a6af2fbb9c_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp/signcerts/peer0.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp/tlscacerts/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/tls/server.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/tls/server.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp/admincerts/Admin@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp/cacerts/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp/keystore/2132a88641794c738f28e37c6a6f55d580a280d00ee944cbee1afcb17eb2c85d_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp/signcerts/peer1.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp/tlscacerts/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/tls/server.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/tls/server.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/tlsca/f15e58862ac43b8cfe09e96275c954b61d46357064c598c9067a00d7eb6b7020_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/tlsca/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/.DS_Store





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/admincerts/Admin@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/cacerts/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/keystore/77926614dd2f9a7ea18593a5cc57ac77e32dc9fd48cbbb3eda0f25a41a7bc873_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/signcerts/Admin@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/msp/tlscacerts/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/tls/client.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/Admin@org3.example.com/tls/client.key





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/msp/admincerts/User1@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/msp/cacerts/ca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/msp/keystore/aabdb305a04c11c21adbb7df31546c8dd61d0b19a42546512c9966e64d70e69a_sk





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/msp/signcerts/User1@org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/msp/tlscacerts/tlsca.org3.example.com-cert.pem





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/tls/ca.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/tls/client.crt





thesis-work/localdockerenv/crypto-config/peerOrganizations/org3.example.com/users/User1@org3.example.com/tls/client.key





thesis-work/localdockerenv/docker-compose.yml

#
# Copyright IBM Corp All Rights Reserved
#
# SPDX-License-Identifier: Apache-2.0
#
version: '3'

networks:
  basic:

services:
  ca.org1.example.com:
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.org1.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org1.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org1examplecom_sk
    ports:
      - "7054:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org1.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org1.example.com
    networks:
      - basic

  ca.org2.example.com:
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org2.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org2examplecom_sk
    ports:
      - "7055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org2.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org2.example.com
    networks:
      - basic

  ca.org3.example.com: 
    image: hyperledger/fabric-ca:1.4.5
    environment:
      - FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
      - FABRIC_CA_SERVER_CA_NAME=ca.example.com
      - FABRIC_CA_SERVER_CA_CERTFILE=/etc/hyperledger/fabric-ca-server-config/ca.org3.example.com-cert.pem
      - FABRIC_CA_SERVER_CA_KEYFILE=/etc/hyperledger/fabric-ca-server-config/peerOrganizations-org3examplecom_sk
    ports:
      - "8055:7054"
    command: sh -c 'fabric-ca-server start -b admin:adminpw'
    volumes:
      - ./crypto-config/peerOrganizations/org3.example.com/ca/:/etc/hyperledger/fabric-ca-server-config
    container_name: ca.org3.example.com
    networks:
      - basic

  orderer.example.com:
    container_name: orderer.example.com
    image: hyperledger/fabric-orderer:1.4.5
    environment:
      - FABRIC_LOGGING_SPEC=debug
      - ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
      - ORDERER_GENERAL_GENESISMETHOD=file
      - ORDERER_GENERAL_GENESISFILE=/etc/hyperledger/configtx/twogenesis.block
      - ORDERER_GENERAL_LOCALMSPID=OrdererMSP
      - ORDERER_GENERAL_LOCALMSPDIR=/etc/hyperledger/msp/orderer/msp
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/orderer
    command: orderer
    ports:
      - 7050:7050
    volumes:
        - ./channel-genArtifacts/:/etc/hyperledger/configtx
        - ./crypto-config/ordererOrganizations/example.com/orderers/orderer.example.com/:/etc/hyperledger/msp/orderer
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/:/etc/hyperledger/msp/peerOrg1
    networks:
      - basic

  
  couchdb0: # peer0 org1
    container_name: couchdb0
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 5984:5984
    networks:
      - basic
  peer0.org1.example.com:
    container_name: peer0.org1.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org1.example.com
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:6051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org1.example.com:7052
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=info
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_VM_DOCKER_ATTACHSTDOUT=true
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 6051:6051
    volumes:
        - /var/run/:/host/var/run/
        - ./jsonfiles:/etc/hyperledger/customconfig
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer0.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb0
    networks:
      - basic

  couchdb1: # peer 1 org1
    container_name: couchdb1
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 6984:5984
    networks:
      - basic

  peer1.org1.example.com:
    container_name: peer1.org1.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org1.example.com
      - CORE_PEER_ADDRESS=peer1.org1.example.com:8051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:8051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org1.example.com:8053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org1.example.com:8051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org1.example.com:6051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true    
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb1:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 8051:8051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org1.example.com/peers/peer1.org1.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org1.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - couchdb1
      - peer0.org1.example.com
    networks:
      - basic

  couchdb2: #peer 0 org2
    container_name: couchdb2
    image: hyperledger/fabric-couchdb
    # Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and password
    # for CouchDB.  This will prevent CouchDB from operating in an "Admin Party" mode.
    environment:
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 7984:5984
    networks:
      - basic

  couchdb3:
    container_name: couchdb3
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 8984:5984
    networks:
      - basic

  peer0.org2.example.com:
    container_name: peer0.org2.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org2.example.com
      - CORE_PEER_ADDRESS=peer0.org2.example.com:9051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:9051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:9053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org2.example.com:9051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org2.example.com:10051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 9051:9051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org1.example.com
      - couchdb2
    networks:
      - basic

  peer1.org2.example.com:
    container_name: peer1.org2.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org2.example.com
      - CORE_PEER_ADDRESS=peer1.org2.example.com:10051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:10051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org2.example.com:10053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:10053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org2.example.com:10051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org2MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org2.example.com:9051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb3:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 10051:10051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org2.example.com/peers/peer1.org2.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org2.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - orderer.example.com
      - peer0.org2.example.com
      - couchdb3
    networks:
      - basic

  couchdb4:
    container_name: couchdb4
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 9984:5984
    networks:
      - basic

  couchdb5:
    container_name: couchdb5
    image: hyperledger/fabric-couchdb
    environment: 
      - COUCHDB_USER=admin
      - COUCHDB_PASSWORD=adminpw
    ports:
      - 10984:5984
    networks:
      - basic

  peer0.org3.example.com:
    container_name: peer0.org3.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer0.org3.example.com
      - CORE_PEER_ADDRESS=peer0.org3.example.com:11051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:11051
      - CORE_PEER_CHAINCODEADDRESS=peer0.org3.example.com:11053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:11053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org3.example.com:11051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer1.org3.example.com:12051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb4:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 11051:11051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer0.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb4
    networks:
      - basic

  peer1.org3.example.com:
    container_name: peer1.org3.example.com
    image: hyperledger/fabric-peer:1.4.5
    environment:
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - CORE_PEER_ID=peer1.org3.example.com
      - CORE_PEER_ADDRESS=peer1.org3.example.com:12051
      - CORE_PEER_LISTENADDRESS=0.0.0.0:12051
      - CORE_PEER_CHAINCODEADDRESS=peer1.org3.example.com:12053
      - CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:12053
      - CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer1.org3.example.com:12051
      - FABRIC_LOGGING_SPEC=debug
      - CORE_CHAINCODE_LOGGING_LEVEL=debug
      - CORE_CHAINCODE_DEPLOYTIMEOUT=1000s
      - CORE_CHAINCODE_STARTUPTIMEOUT=1000s
      - CORE_PEER_LOCALMSPID=Org3MSP
      - CORE_PEER_MSPCONFIGPATH=/etc/hyperledger/msp
      - CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org3.example.com:11051
      - CORE_PEER_GOSSIP_USELEADERELECTION=true
      - CORE_PEER_GOSSIP_ORGLEADER=false
      - CORE_PEER_PROFILE_ENABLED=true
      # # the following setting starts chaincode containers on the same
      # # bridge network as the peers
      # # https://docs.docker.com/compose/networking/
      - CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT_NAME}_basic
      - CORE_LEDGER_STATE_STATEDATABASE=CouchDB
      - CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb5:5984
      # The CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME and CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD
      # provide the credentials for ledger to connect to CouchDB.  The username and password must
      # match the username and password set for the associated CouchDB.
      - CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
      - CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric
    command: peer node start
    # command: peer node start --peer-chaincodedev=true
    ports:
      - 12051:12051
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./crypto-config/peerOrganizations/org3.example.com/peers/peer1.org3.example.com/msp:/etc/hyperledger/msp
        - ./crypto-config/peerOrganizations/org3.example.com/users:/etc/hyperledger/msp/users
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    depends_on:
      - couchdb5
    networks:
      - basic

  cli:
    container_name: cli
    image: hyperledger/fabric-tools:1.4.5
    tty: true
    environment:
      - GOPATH=/opt/gopath
      - CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
      - FABRIC_LOGGING_SPEC=debug
      - CORE_PEER_ID=cli
      - CORE_PEER_ADDRESS=peer0.org1.example.com:6051
      - CORE_PEER_LOCALMSPID=Org1MSP
      - CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/org1.example.com/users/Admin@org1.example.com/msp
      - CORE_CHAINCODE_KEEPALIVE=10
    working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
    command: /bin/bash
    volumes:
        - ./jsonfiles:/etc/hyperledger/customconfig
        - /var/run/:/host/var/run/
        - ./../chaincode/:/opt/gopath/src/github.com/
        - ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto
        - ./channel-genArtifacts:/etc/hyperledger/configtx
        - ./java:/opt/java
        - ./chaincodetest:/opt/java1
    networks:
        - basic
    #depends_on:
    #  - orderer.example.com
    #  - peer0.org1.example.com
    #  - couchdb







thesis-work/localdockerenv/jsonfiles/collection1.json

[
    {
     "name": "test", 
     "policy": "OR('Org1MSP.member', 'Org2MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]








thesis-work/localdockerenv/jsonfiles/collection2.json

[
    {
     "name": "test2", 
     "policy": "OR('Org1MSP.member', 'Org2MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]








thesis-work/localdockerenv/jsonfiles/collection3.json

[
    {
     "name": "test3", 
     "policy": "OR('Org3MSP.member')",
     "requiredPeerCount": 0,
     "maxPeerCount": 3,
     "blockToLive":1000,
     "memberOnlyRead": true
    }
]






thesis-work/localdockerenv/startNetwork.sh




export PATH=$GOPATH/src/github.com/hyperledger/fabric/build/bin:${PWD}/../bin:${PWD}:$PATH
CHANNEL_PROFILES=(RecorderChannel)

CHANNEL_NAMES=(recorderchannel)
ORDERER_PROFILE=OrgOrdererGenesis
ORDERER_NAME=genesisblock1


# Generate certificates from the crypto-config yaml file in the current directory.
# The generated files will then be mounted in to the docker containers later
# to make our life easier. 
# Different entities => different folders and certificate files. 
# Recall that MSPs are defined for all pariticapants in the network. 
function genCerts() {
    which cryptogen
    if [ "$?" -ne 0 ]; then
        echo "Cannot find cryptogen tool, please install it"
        echo "For MAC OS X, brew tap hyperledger/fabric"
        echo "brew install hyperledger/fabric/fabric-tools"
        echo "For linux, use curl"
        exit 1
    fi

    echo "##### START GENERATE CERTS WITH CRYPTOGEN #####"
    # Remove old crypto-config files in case of reconfiguration has happened.
    if [ -d "crypto-config" ]; then
        rm -rf crypto-config
    fi

    set -x 
    cryptogen generate --config=./crypto-config.yaml
    res=$?
    set +x 
    if [ $res -ne 0 ]; then
        echo "# !!!! FAIL: Failed to generate certificates."
        exit 1
    fi
    echo "${CURRENT_DIR}"
    cd "$(dirname "$0")/crypto-config"
    export FABRIC_CFG_PATH=$PWD
    for FILE in $PWD/*; do
        
        NODE_NAME="${FILE##*/}"
        echo "${NODE_NAME} !!!!!!#################"
        cd $PWD/$NODE_NAME
        for FILE1 in $PWD/*; do
            cd "${FILE1}/ca"
            echo $PWD
            DOMAIN="${FILE1##*/}"
            NEW_NAME="${NODE_NAME}-${DOMAIN//.}_sk" 
            PRIV_KEY=$(ls *_sk)
            mv "$PWD/$PRIV_KEY" "$PWD/${NEW_NAME}"
            cd "../../"
        done 
        cd "../"
    done
    cd "../"
}

#The genesis block in the HyperLedger usually contains information about configuration in regards to network setup
# such as 
# - Channels
# - MSPs
# - Orderers
# etc. 
function genArtifacts() {
    cd "$(dirname "$0")"
    if [ -d "ordererOrganizations" ]; then
        cd ".."
    fi
    echo "${PWD} #################"
    export FABRIC_CFG_PATH=$PWD
    which configtxgen
    if [ "$?" -ne 0 ]; then
        echo "configtxgen tool not found. Please install. Exiting."
        exit 1
    fi

    if [ -d "channel-genArtifacts" ]; then
        rm -rf channel-genArtifacts
    fi
    mkdir channel-genArtifacts

    echo "#### GENERATE ORDERER GENESIS BLOCK ####"
    #read -p "Specify profile Name for OrdererGenesis: " ans
    # add gensis block to orderer
    configtxgen -configPath . -profile $ORDERER_PROFILE  -outputBlock ./channel-genArtifacts/twogenesis.block -channelID $ORDERER_NAME
    if [ "$?" -ne 0 ]; then
        echo "Failed to generate orderer gensis block ..."
        exit 1
    fi 

    echo "#### GENERATE CHANNEL ####"
    total=${#CHANNEL_PROFILES[*]}
    # 
    for (( i=0; i<=$(( $total -1 )); i++ ))
    do 
        configtxgen -configPath . -profile ${CHANNEL_PROFILES[$i]} -outputCreateChannelTx ./channel-genArtifacts/${CHANNEL_PROFILES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]}
        configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org1Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org1MSP
        if [ "${CHANNEL_PROFILES[$i]}" == "RecorderChannel" ]; then 
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org2Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org2MSP
            configtxgen -profile ${CHANNEL_PROFILES[$i]} -outputAnchorPeersUpdate ./channel-genArtifacts/Org3Anchors${CHANNEL_NAMES[$i]}.tx -channelID ${CHANNEL_NAMES[$i]} -asOrg Org3MSP
        fi  
    done
    
}


function start() {
    
    # Shut down the Docker containers for the system tests.
    docker-compose -f docker-compose.yml kill && docker-compose -f docker-compose.yml down

    # remove the local state
    rm -f ~/.hfc-key-store/*

    # remove chaincode docker images
    docker rmi -f $(docker images | grep dev-* | awk '{print $3}')
    docker rm -f $(docker ps -a | grep dev-* | awk '{print $1}')
    docker rm $(docker ps -a | grep hyperledger/fabric-javaenv | awk '{print $1}')
    docker-compose -f docker-compose.yml up -d 
    docker ps -a
    # wait for Hyperledger Fabric to start
    # incase of errors when running later commands, issue export FABRIC_START_TIMEOUT=<larger number>
    export FABRIC_START_TIMEOUT=10
    #echo ${FABRIC_START_TIMEOUT}
    sleep ${FABRIC_START_TIMEOUT}
    
    # # Create the channel from the cli as 
    

    # Initiate anchor peer channel
    #docker exec cli peer channel update -o orderer.example.com:7050 -c $CHANNEL_NAME  -f /etc/hyperledger/configtx/Org1Anchors$CHANNEL_NAME.tx
    
    for row in $(cat configParams.json | jq -c .[]); do
        CREATE=($(echo $row | jq -r '.CREATE_CH'));
        MSP_ID=($(echo $row | jq -r '.CORE_PEER_LOCALMSPID'));
        MSP_CONF=($(echo $row | jq -r '.CORE_PEER_MSPCONFIGPATH'));
        NODE_ADDR=($(echo $row | jq -r '.CORE_PEER_ADDRESS'));
        CH_NAME=($(echo $row | jq -r '.CHANNEL_NAME'));
        ORD=($(echo $row | jq -r '.ORDERER'));
        ANCH_FILE=($(echo $row | jq -r '.ANCHOR'));
        CHAINCODE_PATH=($(echo $row | jq -r '.CHAINCODE_PATH'));
        if [ ! -z "$CREATE" ]; then 
            echo "INITIATING CHANNEL ${CH_NAME} FROM ${NODE_ADDR}"
            docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel create -c ${CH_NAME} -o $ORD -c $CH_NAME -f /etc/hyperledger/configtx/$CH_NAME.tx
        fi

        echo "JOINING PEER ${NODE_ADDR} TO CHANNEL ${CH_NAME}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer channel join -b $CH_NAME.block
        if [ ! -z "$ANCH_FILE" ]; then
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" cli peer channel update -o $ORD -c $CH_NAME  -f /etc/hyperledger/configtx/$ANCH_FILE.tx
        fi

        if [[ $MSP_ID == *"Org1MSP"* ]]; then # chaincode should only be installed on the endorsing peers.
        echo "Installing ChaincodeInstance on ${NODE_ADDR}"
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT520 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n DAT650 -v 1 
        docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n Aggregator -v 1
        fi
               docker exec -e "CORE_PEER_LOCALMSPID=${MSP_ID}" -e "CORE_PEER_MSPCONFIGPATH=${MSP_CONF}" -e "CORE_PEER_ADDRESS=${NODE_ADDR}" cli peer chaincode install -p /opt/java -l java -n Recorder -v 1 
        sleep 2
    done
}


while getopts ":c:a:s:" opt
do
   case "$opt" in
      c ) parameterGC="$OPTARG" ;;
      a ) parameterGA="$OPTARG" ;;
      s ) parameterSC="$OPTARG" ;;
      \?) echo "Invalid option -$OPTARG" >&2
    ;;
   esac
done

echo "Generate Certificates? $parameterGC"
case "$parameterGC" in 
y | Y )
    echo "Proceeding with GENERATE CERTS"
    genCerts
    ;;
n | N | "") 
    echo "exit..."
    ;;
esac

echo "Generate Artifacts? $parameterGA"
case "$parameterGA" in 
y | Y )
    echo "Proceeding with GENERATE ARTIFACTS"
    genArtifacts
    ;;
n | N | "") 
    echo "exit..."

    ;;
esac


echo "Start Cluster? $parameterSC"
case "$parameterSC" in 
y | Y )
    echo "Proceeding with CREATING DOCKER CONTAINERS"
    start
    ;;
n | N | "") 
    echo "exit..."
    exit 1
    ;;
esac








Symbols Appendix C Appendix C

helm install --namespace hlf stable/prometheus --name my-prometheus --set server
.service.type=NodePort ,server.service.nodePort=32333 -f samples/bbchain-
scaled-raft-no-tls/values.yml --set pushgateway.nodeSelector."kubernetes\\.
io/hostname"=bbchain25 --set server.nodeSelector."kubernetes\\.io/hostname"=
bbchain25 --set kubeStateMetrics.enabled=true --set nodeExporter.enabled=
false --set kubeStateMetrics.enabled=false --set server.persistentVolume.
enabled=false # install prometheus server

helm install --name my-release stable/grafana # configure prometheus in graphana
dashboard afterwards

kubectl get secret my-grafana -namespace hlf -o jsonpath=’{.data.admin-password
}’| base64 --decode
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