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Preface

This paper entails a master’s thesis carried out at the Department of Electrical Engineering and

Computer Science at the University of Stavanger. The work spread across the entire spring

semester in 2015. The work introduces a new sharing system with high focus on security aspects.

The sharing system is sufficient for sharing all types of files, and its implementation allows for

easy incorporation into existing systems/applications.

The paper assumes that the reader has a background in computer science, but topics that

are important to the system’s implementation while being above average in complexity will con-

tain a rather elaborate introduction.

Stavanger, June 12, 2015

Morten Stangeland Salte
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Abstract

This work introduces a new and secure mechanism for sharing files. In providing a complete

implementation of a relatively recent cryptographic primitive known as proxy re-encryption,

the thesis sharing system design enables file owners to store their private files in an arbitrary

location while delegating access to others through the BitTorrent protocol.

A proxy re-encryption scheme involves, as the name implies, re-encryption of already en-

crypted content known as ciphertexts. To clarify, a file owner may initially encrypt a private file

before uploading it to an arbitrary location on the Internet. Subsequently, the file owner may

provide an untrusted third party known as the proxy instance with a special key. In possession

of said special key, known as the re-encryption key, the proxy instance (the sharing system) is ca-

pable of re-encrypting the ciphertext originally intended for party A (the source) such that party

B (the destination) can decrypt it. After re-encryption, Party B may decrypt the ciphertext with

his or her secret decryption key, all while the sharing system (proxy) never need to access to the

underlying plaintext.

The genius of the proxy re-encryption primitive entails that while a proxy instance is capable

of delegating access to files that the respective file owner has permitted, a faulty or compromised

proxy instance is unable to perform any hazardous actions without the file owner’s say so. This is

because the proxy instance has no means to access the underlying files. The proxy instance only

has access to the original ciphertext and the re-encryption keys, both of which the file owner

generates and may be publicly available without security concern. The thesis sharing system

design inherits these very attractive properties.

As mentioned, this work also relies on the BitTorrent protocol. This protocol is responsible

for providing the sharing system’s file transfer capability. More specifically, when users delegate

access to their files, they actually delegate access to encrypted metadata files known as torrent

files.

To clarify, if Bob wants to share a picture with Alice, he does so by letting the sharing system

generate and encrypt a torrent file corresponding to the picture. Moreover, Bob lets the sys-

tem generate a re-encryption key that enables re-encryption of ciphertexts intended for Bob for

decryption by Alice’s secret decryption key. Bob then provides the system with the encrypted
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torrent and the re-encryption key. When Alice makes an inquiry about the picture, the system

will re-encrypt the picture’s encrypted torrent file so that Alice may decrypt it. Once Alice has

decrypted the torrent file, she can download the picture through a BitTorrent client.

For this to work in a secure manner, the thesis sharing system design makes some modifi-

cations to the BitTorrent protocol. More specifically, it provides a customized embedded Bit-

Torrent tracker, which is responsible for coordinating file transfer between its users. To ensure

secure file transfer, the BitTorrent tracker implements some cryptographic protocols while si-

multaneously enforcing its clients to do so as well.

Finally, to ensure easy incorporation of the sharing system into existing applications, all user

interaction is available through a standardized web service interface.
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Chapter 1

Introduction

This chapter contains sections introducing the thesis work in a structured manner. First, a re-

view of the thesis background will take place. This includes a description of the problem that

this work tries to solve, as well as a mention of why it is necessary to make such an attempt. Sub-

sequently, the chapter presents an overview of the thesis objectives, its primary contribution, its

limitations and its approach. Finally, the chapter rounds off with a paper roadmap, including

what to expect from its remaining chapters.

1.1 Background

This work tries to solve the problem of sharing files in a secure and convenient manner over

the Internet. In recent years, an increasing number of user’s files move from being stored lo-

cally on personal computers to reside in large data centers accessible in the cloud. While this is

very convenient and saves users from having to invest in large hard drives and other expensive

hardware, it introduces the problem that the owner of a file is not in complete control of the file

anymore. In fact, in many cases, the files are actually located on foreign servers where there are

legal prejudices severely differentiating from those enforced by the file owner’s own domestic

laws and regulations.

When researching the practices of today’s most popular cloud storage providers (CSPs), it

quickly became clear that many of them are severely lacking in security areas [11]. Firstly, most

providers does not offer any form of client side encryption. This means that if there is encryption

2
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present at all, this happens on the server side as the files arrive. This is concerning as it means

that the providers themselves are the key holders and thereby capable of decryption. In fact,

several providers openly admit to these capabilities, but they all promise that they would never

decrypt any data without a good reason. Moreover, it is a common claim that only a handful of

their engineers have the necessary credentials to access the decryption functionality. However,

from a user’s point of view, these promises might not be satisfactory. They are probably not,

especially in light of the recent exposure of private content covered by the media. Moreover,

who decides what a good reason for allowing decryption of files is? It is a known fact that laws

and regulations of many countries lets government officials inquire about the content of files

serviced by domestic CSPs.

When users of CSPs that only provide server side encryption systems wants to share files

with other users, security is often more or less abandoned. Amazingly enough, upon sharing,

the CSPs will in some cases simply decrypt the files permanently and let the recipient user(s)

access them as well.

While it is true that some CSPs do offer client side encryption, this approach also contain

weaknesses once users try to share their files with others [16]. Client side encryption means that

the data encryption occurs prior to upload. When users share files in client side encrypted cloud

environments, the CSPs still manage to decrypt the respective files before encrypting them with

the destination’s public key. This means that at some point during this process, the CSPs handle

the files as plaintext.

These problems alone solely keep the discussion open about whether these systems are good

enough. Moreover, they sparked the idea of this thesis work, which tries to offer a new system

for sharing files between users without providing yet another CSP.

The thesis work provides a sharing system whose encryption algorithm is a particular proxy

re-encryption scheme. In a proxy re-encryption scheme, an untrusted third party referred to as

the proxy instance is able to convert ciphertexts encrypted for party A into ciphertexts that party

B can decrypt. This conversion works without the necessity to access the plaintext. By using

such a scheme, this work’s (untrusted) sharing system is able to provide its users with a secure

sharing system while remaining ignorant as to the contents of its users’ files. There is no way

for the sharing system, which acts as the proxy instance, to access the file content. All the infor-
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mation at the disposal of the sharing system may be publicly available to anyone. The sharing

system acts as an application that provides its users with a proxy re-encryption implementation.

Additionally, the sharing system manages its user’s publicly available cryptographic keys in such

a way that it knows which of its users have access to what content.

The intention of the sharing system is for its incorporation into existing systems to be seam-

less, without introducing yet another registration schema for the users.

The following literature encompasses the main portion of the survey for this work:

• Secure Cloud Storage Sharing Through Proxy Re-Encryption [11]

• Divertible Protocols and Atomic Proxy Cryptography [3]

• Improved Proxy Re-Encryption Schemes with Applications to Secure Distributed Storage [7]

• "To Share or not to Share" in Client-Side Encrypted Clouds [16]

• On the Implementation of Pairing-based Cryptography [9]

• Incentives Build Robustness in BitTorrent [6]

1.2 Contribution

The following will clarify what the thesis work’s primary contribution is. Firstly, the following

shows the primary objectives of the thesis work in no particular order. Design and develop a file

sharing system that:

1. Satisfies today’s security requirements

2. Handles arbitrary file types and sizes

3. Enables file owners to host their files on arbitrary locations

4. Does not require file owners to remain online indefinitely

5. Can easily be incorporated into existing applications

6. Works on all platforms
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From the above, it is apparent that the core contribution of the thesis work is a file shar-

ing system design. Additionally, as we shall see, a huge part of the sharing system’s strengths

relates to its underlying cryptographic emphasis on a proxy re-encryption scheme. The thesis

sharing system implements the AFGH [7] algorithm to its fullest, which is one of many proxy re-

encryption schemes. This particular scheme fits very well for a sharing system and is a scheme

whose security is not compromised by obvious weaknesses.

When talking about limitations of the thesis work, it makes sense to pinpoint the fact that its

primary focus is on providing a secure sharing system. The security regarding the underlying

storage of the files is outside its scope. In other words, while the sharing system is able to provide

satisfactory security during the sharing of files, the security of the files when they reside on the

user’s hard drives will remain unchanged. This becomes a problem if the users are hosting their

files on certain cloud storage providers’ (CSP) servers.

While this may seem like a rather huge limitation, it is easy to see that the sharing system is

able to provide exceptional security improvements if compared to what goes on with the files

when they process through many of the popular CSPs own sharing systems and practices.

1.3 Approach

The following elaborates briefly on the approach used to meet the requirements of the thesis

objectives. The design and implementation chapter (Chapter 3) will contain a more complete

walkthrough, including the why’s and how’s.

When starting development of a file sharing system that needed to be secure, it was initially

required to do some research to find out which of today’s popular cryptographic algorithms that

are considered secure. In addition to answering the initial question about secure algorithms,

this process found that proxy re-encryption would be a perfect cryptographic primitive for the

thesis sharing system. This is because such a scheme would eliminate the primary deficiency

of many popular sharing systems, namely the need for decryption of files that others should be

able to access. In proxy re-encryption schemes, re-encryption can occur without the need for

decryption. However, a proxy re-encryption scheme would only be satisfactory if using the cor-

rect algorithm. In other words, the respective algorithm implementation would need to satisfy



CHAPTER 1. INTRODUCTION 6

specific properties. It turns out that some of the first proxy re-encryption algorithms contain

some rather problematic issues. A more thorough elaboration on this topic follows later in the

paper.

In addition to being cryptographically secure, the sharing system’s file transfer process itself

would need to be efficient while still working for arbitrary file types and sizes. The BitTorrent

protocol ended up satisfying these initial requirements very well. However, the security of Bit-

Torrent was questionable. This led to some additional research into how to go about securing

the BitTorrent protocol and what performance disadvantages that would potentially cause. In

the end, enabling encryption capabilities in the BitTorrent protocol did not impediment the per-

formance too badly, especially for this particular application area. The additional overhead was

negligible.

While the BitTorrent protocol solved the primary objective of supporting arbitrary file types

and sizes, it also fit well with meeting other objectives. More specifically, with utilizing the Bit-

Torrent protocol, file owners are capable of hosting their files on arbitrary locations while simul-

taneously not being required to remain online for the complete sharing process. By utilizing this

protocol, users can enter and leave the distribution of a file as they please, including the original

source. Moreover, if a file is shared with multiple recipients, it is sufficient that at least one user

in possession of the complete file is available at any given time. A more complete description of

the BitTorrent protocol follows in Chapter 2.

Finally, since the intention for the sharing system was for easy incorporation into existing

applications in a platform independent fashion, an examination of different exposure practices

followed. The most applicable ended up being to provide a user interface through the HTTP pro-

tocol. This way it would be possible to ensure security by enabling SSL/TLS capabilities on the

corresponding web server. Moreover, all platforms and programming languages have standard-

ized methodologies for invoking HTTP requests and thus easy incorporation is a fact. Providing

an application-programming interface (API) through the HTTP protocol is often synonymous

with a web service.
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1.4 Roadmap

The rest of the paper consists of the following. Chapter 2 introduces the reader to the scientific

background of the thesis work. Chapter 3 goes into detail on its design and implementation

phase. Chapter 4 goes through the various experimental results, including example use cases

and the system’s corresponding output. Chapter 5 contains the paper’s discussion while Chapter

6 provides some concluding remarks.



Chapter 2

Scientific Background

As this work builds upon a handful of academic areas, this chapter will introduce them in turn.

Areas that are of higher relevance to this work receives a more thorough elaboration than other

areas. Each of the areas’ domains consists of a wide variety of terminology, many of which have

a high frequency of use throughout the paper. To allow for this, this chapter seeks to bring the

reader to some extent of understanding for the most important topics, if he or she is not already

there.

2.1 An Overview of Cryptographic Algorithms and Protocols

When talking about information security and cryptography, it is common to divide the field into

four main categories [12]. These categories are symmetric encryption, asymmetric encryption,

data integrity algorithms and authentication protocols.

Symmetric and asymmetric encryption schemes are similar in that they both provide a mech-

anism for concealing the contents of a message so that unwanted parties cannot access it. How-

ever, they are rather different in their respective underlying implementations.

2.1.1 Symmetric/Secret Key Encryption

Symmetric encryption schemes lets two parties communicate secretly by being possession of

the same secret key that only they know. Both parties will use the same secret key to encrypt

and decrypt the messages exchanged between them. This process is very challenging to initiate,

8
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as the two parties must be able to exchange the secret key between them, without a third party

learning about it. However, after the key exchange, symmetric encryption schemes are very

effective.

2.1.2 Asymmetric/Public Key Encryption

Because public key cryptosystems lays the fundament for the cryptographic primitive known

as proxy re-encryption, which is highly used in this work, the paper will pay more attention to

detail and elaborate more thoroughly when discussing this topic compared to the other crypto-

graphic algorithms and protocols.

Asymmetric encryption schemes, synonymous with public key encryption schemes, are able

to solve the key exchange problem of symmetric encryption. Specifically, in asymmetric en-

cryption, both parties possess their own unique key pair. The key pair consists of one secret key

that only they know and a public key that they can publish for anyone to see. A very important

property of this key pair is that the public key generation function takes the corresponding se-

cret key as its input parameter. In other words, there is a mathematical relationship between a

party’s public key and its corresponding secret key. However, if the scheme is secure, there is no

practical way to reverse engineer the secret key by only knowing the public key.

When the sender wants to encrypt a message, it does so by using the recipient’s public key.

Because the recipient’s public key evolves from his or her secret key, the recipient is the only

party capable of decryption. Since asymmetric encryption solves the key exchange problem, it

is very attractive. However, because its security typically bases on computations on exception-

ally large prime numbers, over 300 digits long, its performance suffers compared to symmetric

encryption. Because of this, it is not uncommon to use an asymmetric scheme to exchange keys

between two parties, before subsequently switching to a symmetric scheme for the following

communications.

Below is an overview of what most public key cryptosystems relies on for security. As we shall

see, the computationally hard problems making public key cryptosystems secure are either RSA-

based or based on the discrete logarithm problem (DLP). Moreover, DLP-based cryptosystems

are either ElGamal-based or based on the elliptic curve algebraic structure.



CHAPTER 2. SCIENTIFIC BACKGROUND 10

• RSA-based

• DLP-based

– ElGamal-based

– Elliptic curve-based

To understand these terms, we need to look closer at the history of public key cryptography.

The RSA algorithm and the Integer Factorization Problem

The term RSA-based origins from the well-known RSA public key cryptosystem developed by

Rivest, Shamir and Adleman in 1978. RSA has since then been known as the most widely ac-

cepted public key cryptosystem [12]. The hardness of RSA relies on the tediousness of factoring

large integers, more specifically the product of two exceptionally large primes. To explain this

further, the following describes the RSA algorithm.

Let p and q be two exceptionally large prime numbers. Continue by computing n = pq .

Compute φ(n) = (p − 1)(q − 1). Select e such that e is relatively prime to and less than φ(n).

Moreover, select d such that d ≡ e−1 mod φ(n). Both parties must know the value of n. The

sender knows the value of e while the recipient knows the value of d . In other words, the public

key is represented as PK = (e,n) while the secret key is represented as SK = (d ,n).

To encrypt a message using the RSA scheme, given the plaintext M < n, the ciphertext be-

comes C = M e mod n. Similarly, in decryption of the ciphertext C , the recovered message be-

comes M =C d mod n.

As we can see, the security of the RSA cryptosystem relies on the difficulty of recovering the

two prime numbers q and p by only knowing the publicly available value n. This is a very hard

problem. However, with computing power growing exceptionally in recent years, the length of

n in bits, known as the key size, must be large (preferably several thousand bits). By increas-

ing the key size to increase the security, we must do so at the cost of computational efficiency

(introducing more overhead).
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Diffie-Hellman, ElGamal and the Discrete Logarithm Problem

The discrete logarithm problem refers to the difficulty of computing x given only g and g x . As

mentioned, it is possible to divide the discrete logarithm problem into two categories, namely

ElGamal-based and elliptic curve-based. The term ElGamal-based origins from the ElGamal

public key cryptosystem, which bases on the Diffie-Hellman key exchange protocol.

The Diffie-Hellman key exchange protocol is a brilliant technique enabling two parties to

agree secretly on an integer value. Its introduction in 1976 by Diffie and Hellman solved one

of the major problems with symmetric/secret key cryptosystems, namely how to transfer the

shared secret key between the communicating parties in a secure fashion. The protocol works

by letting two parties A and B start by publicly sharing a prime number q and an integer p such

that p < q and p being a primitive root of q . Followed by this, they each select a secret value

S A < q and SB < q respectively. Moreover, they publicly send the values P A = pS A mod q and

PB = pSB mod q to the other party. Once this is done, each party can compute the shared value

K A = P S A
B mod q = KB = P SB

A mod q . The key exchange is complete. As we can see, the security

of the Diffie-Hellman key exchange protocol relates to the difficulty of computing the secret

value S A or SB given only P A or PB together with p. As mentioned before, this problem is the

discrete logarithm problem.

Additionally, there are two more hard problems related to the Diffie-Hellman key exchange,

namely the computational and decisional Diffie-Hellman problems. The computational Diffie-

Hellman problem is that given g , g x , g y , compute g x y . The decisional Diffie-Hellman problem

is that given g , g x , g y , g z , determine if x y = z. However, no matter how hard these two ad-

ditional problems are, the discrete logarithm problem is more important. If you can solve the

discrete logarithm problem, you can solve the computational and the decisional Diffie-Hellman

problems as well [9].

The ElGamal cryptosystem arrived in 1984 when Taher Elgamal announced it as a public key

scheme basing on the discrete logarithm problem. Similar to the Diffie-Hellman key exchange

protocol, the global elements of the ElGamal scheme are a prime number q and an integer a < q

and a being a primitive root of q . From this, key generation works by selecting a random integer

SK < q − 1 as the secret key. Moreover, the public key is computed as PK = aSK mod q and

published together with q and a as the tuple (q, a,PK ).
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Encrypting a message M < q works by first selecting a random integer k < q and com-

puting K = PK k mod q . The ciphertext can then be encrypted as a tuple C = (C1,C2) where

C1 = ak mod q and C2 = K M mod q . Note that k must be randomly generated for each en-

cryption; it should never be re-used for subsequent encryptions. To recover the plaintext, the

recipient computes K =C SK
1 mod q before recovering the message M = (C2K −1) mod q .

Elliptic Curve Cryptography

Elliptic curve cryptography refers to the application of the algebraic structure of elliptic curves

over finite fields. The introduction of elliptic curves in cryptography is relatively recent, and is

attractive because it is able to provide RSA-like security with far smaller key sizes. Smaller keys

are both more practical and more computationally efficient as it reduces overhead. However,

since elliptic curve theory is harder to explain and understand, it has the side effect of being sig-

nificantly more difficult to cryptanalyze. Cryptanalysis refers to the careful examination of cryp-

tographic algorithms. If this process is easy, it means that more people will be able to perform it

in a satisfactory level. More people performing the cryptanalysis will increase the probability of

discovering weaknesses before unwelcome parties can attack them.

The following will try to explain elliptic curve cryptography to the extent where the reader

is able to understand its basic principles and purpose. Since elliptic curves is a rather complex

mathematical subject, a complete review is outside the scope of this paper.

To keep it simple, an elliptic curve is a set of points that satisfy a specific mathematical equa-

tion [12, 15]. More specifically, the equation for an elliptic curve is of the form y2 = x3 +ax +b.

Figure 2.1 shows the plot of y2 = x3 −x +1.

When plotting such an equation, several properties appear that are interesting to cryptogra-

phers. One of these properties is the horizontal symmetry, which enables the reflection of any

point on the curve over the x-axis to remain the same curve. Another interesting property is that

any non-vertical line will intersect the curve at a maximum of three points. In other words, by

taking any two points on the curve and drawing a line through them, the line will intersect at the

curve at exactly one more point. When arriving at this point, it is possible to make a dotted line

straight up if working above the x-axis or straight down if working below the x-axis. This way the

dotted line will inevitably hit the curve’s reflection on the other side of the x-axis. The procedure
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Figure 2.1: A plot of the elliptic curve y2 = x3 −x +1

Figure 2.2: A plot of the dotted elliptic curve y2 = x3 −x +1
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of making dotted lines from the destination point goes by the term “dotting” and is illustrated

in Figure 2.2.

It is possible to dot any two points on the curve to get a new point. It is also possible to string

dots together in a sequence of dotting procedures. It turns out, if we have two points A and B,

an initial point dotted with itself n times to arrive at a final point and the first point is a hard

problem. Cryptographers love hard problems, especially the ones like this that are easy to do

but hard to undo. This is the basis for the security of elliptic curve cryptography.

To summarize, an elliptic curve cryptosystem works by picking a large prime as the maxi-

mum, a curve equation and a public point on the curve. A secret key is a random number k

while the public key is the public point dotted with itself k times. In elliptic curve cryptography,

computing the secret key k with only knowing the public point on the curve goes by term “the

elliptic curve discrete logarithm problem”.

2.1.3 Data Integrity Algorithms

When talking about data integrity algorithms, we are looking for a way to protect messages from

alteration. A very common mechanism used for this purpose are hash functions. Hash functions

accept messages or arbitrary length and produces a fixed sized output. Good hash functions

will ensure a good avalanche effect, that is, changing a single bit of the input should produce

an output with at least half of its bits changed. If a message source appends the hash value of

the message to the message itself, it is easy for the recipient to ensure integrity of the message.

Running the message through a hash function and comparing the output with the hash value

appended to the original message will reveal foul play with very high probability.

2.1.4 Authentication Protocols

Authentication protocols exist to verify the identity of entities. Message Authentication Proto-

cols (MAC) lets recipient entities verify that the source of the message, i.e. the sender, is authen-

tic. User authentication protocols however, is the building block of the vast majority of access

control protocols, and entails the process of providing credentials to a system that implies au-

thenticity. Typical examples include passwords, PIN numbers, fingerprints, voice etc.
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2.2 SSL/TLS and HTTPS

In the early years of the Web, people used protocols such as Telnet and the File Transfer Proto-

col (FTP) to access information. Moreover, the combination of the Hypertext Transfer Protocol

(HTTP) and HTML provided users with a graphical user interface. These protocols often needed

to transfer sensitive data such as usernames and passwords to the underlying web servers. As

long as these communications was running over HTTP, there was in practice no security present.

The HTTPS protocol, or HTTP Secure, is a protocol that combines the HTTP protocol with

the SSL/TLS protocol to provide a secure communication over HTTP. The following will elabo-

rate more thoroughly on what SSL and TLS is. However, the explanations is still be kept rather

simplified.

2.2.1 Secure Sockets Layer (SSL) and Transport Layer Security (TLS)

The SSL protocol, or the Secure Sockets Layer protocol, is actually two layers of protocols de-

signed to use the Transmission Control Protocol (TCP) to provide a secure and reliable end-to-

end communication. Netscape first developed SSL version 1.0 in 1994. SSL is one of the most

widely deployed security protocols on the Internet [17]. The protocol is able to provide authen-

tication, integrity and confidentiality for two communicating parties.

TLS is a standardization initiative with the goal of providing a standard implementation of

SSL. Because of this, SSL and TLS are often synonymous. TLS version 1.0 took over after SSL

version 3.0 in 1999. As of 2015, TLS 1.2 is the established version, with version 1.3 on the horizon

[14].

The most important protocol in the layers provided by SSL/TLS is the Handshake Protocol.

This protocol allows the server and client to authenticate each other and to agree on an encryp-

tion algorithm and a Message Authentication Code (MAC)-algorithm [12].

Before any data transmission happens between a client and a server, SSL/TLS initializes the

Handshake Protocol, which is comprised of the following four phases.

Establish Security Capabilities Initiated by the client establishing security capabilities includ-

ing protocol version, cipher suite (set of supported cryptographic algorithms), compres-

sion method and initial random numbers.
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Server Authentication and Key Exchange Server sends one or more X.509 certificates for au-

thentication, performs the key exchange and requests client certificate.

Client Authentication and Key Exchange Client sends a certificate reply and participates in the

key exchange.

Finish Finalizes the secure connection setup.

It is worth noting that the key exchange process of SSL/TLS supports either RSA or a variation

of the Diffie-Hellman key exchange algorithm.

After the Handshake Protocol, SSL/TLS initializes the Record Protocol. The Record Protocol

is responsible for securing the application data with the keys established in the Handshake Pro-

tocol. The supported encryption algorithms are symmetric in respect to the established keys.

They can be both stream ciphers or block ciphers. Stream ciphers are algorithms that encrypt a

digital data stream one bit or one byte at a time. On the other hand, block ciphers encrypt blocks

of plaintext producing a ciphertext block of equal length. The following shows an overview of

cryptographic algorithms supported by TLS. It is worth noting that as of February 2015, the

Internet Engineering Task Force [30] (IETF) published a so-called Request for Comment (RFC

7465) where they state that they have reached consensus in the decision of prohibiting use of

the RC4 stream cipher in TLS [29].

Block Ciphers DES, 3DES, DES40, IDEA, RC2

Stream Ciphers RC4

2.3 Proxy Re-Encryption

Proxy re-encryption is a relatively new cryptographic primitive. While regular symmetric or

asymmetric encryption schemes are able to provide two parties with a secure communication

channel, proxy re-encryption takes the idea a step further. Specifically, proxy re-encryption is

a technique for letting a proxy instance re-encrypt an already encrypted message (i.e. cipher-

text), so that another secret key can decrypt it. This may sound far-fetched and insecure, but

do not worry. The re-encryption process will not work without the original sender’s say so, as
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the sender itself generates the re-encryption key by combining its own secret key and the recip-

ient’s public key. Because of these properties, it is common to categorize proxy re-encryption

cryptosystems as extended cases of a public key cryptosystem.

To explain the significance of a proxy re-encryption scheme, the following example is often

used [7, 5, 3]. Suppose that Alice and Bob works for the same company and that Bob is Alice’s

subordinate. Many people send e-mails to Alice containing important company information.

When they do this, they of course encrypt the e-mails with Alice’s public encryption key. This

will ensure that only Alice can read the messages intended for her. However, if Alice is out sick

or on vacation, messages for Alice will pile up in her inbox without anyone able to access the

important information contained in them. To avoid this, Alice may grant Bob temporary access

to read her e-mails while she is unavailable. To achieve this without Alice having to reveal her

secret key, a proxy re-encryption scheme fits like hand in glove. All Alice has to do is to generate

a re-encryption key by using her own secret key and Bob’s public key. By providing Bob (or the

e-mail server) with the re-encryption key, Bob (or the e-mail server) is capable of re-encrypting

the encrypted messages intended for Alice so that Bob can decrypt them with his own secret

key.

In theory, there are other workarounds for the above e-mail scenario as well. By having Alice

supply the e-mail server with her secret key, the server will be able to decrypt her incoming e-

mails before encrypting them with Bob’s public key. This is a huge security concern though. In

this approach, there must be complete trust between Alice and the e-mail server. Alice must be

able to trust the e-mail server to keep her secret key secret. Relying on trusted parties is never

a good idea in cryptography, so abandoning this approach for its naivety is eminent. Another

possibility would be for Alice to remain online at all times, where she would manually decrypt

her incoming e-mails with her secret decryption key, before encrypting them with Bob’s public

key. Subsequently, Alice would forward the e-mails to Bob. The problem with this approach is

its lacking practicality.

The concept of proxy re-encryption origins from 1998 when Blaze, Bleumer and Strauss

(BBS) published their paper titled Divertible Protocols and Atomic Proxy Cryptography [3]. Their

scheme bases on the ElGamal public key cryptosystem and is perfectly capable of providing the

desired re-encryption function. However, their scheme contains some rather problematic weak-
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nesses for practical use. More specifically, it is bidirectional, its delegation function is transitive

and it is prone to collusion between the proxy and either of the parties [5].

To elaborate on this, the scheme’s bidirectional property means that a single re-encryption

key generated for re-encrypting messages intended for Alice so that Bob can decrypt them, also

enables re-encrypting of messages intended for Bob so that Alice can decrypt them. In other

words, the re-encryption key works both ways. In practice, this means that if Alice wants to let

Bob decrypt her incoming e-mails while she is unavailable, Bob must agree to revoke some of

his own privacy in the process. By granting Bob the privilege to read Alice’s e-mails, in theory,

Alice will be able to reverse the process and to read Bob’s e-mails. In conclusion, the scheme is

only viable if there is a mutual trust relationship between Alice and Bob. That is rarely the case.

The scheme’s delegation function being transitive means that the proxy instance is capable

of providing delegations between two parties that have never agreed on it. In other words, the

proxy instance is capable of re-encrypting Alice’s ciphertexts not only for Bob, but also for a third

party Charlie (without Alice’s consent).

Finally, the collusion issue present in the scheme enables a fraudulent proxy instance to

cooperate with either Alice or Bob to learn the other party’s secret key. This is alarming, as secret

keys should as the name implies, always be kept secret.

Since BBS introduced their scheme, several improved proxy re-encryption schemes have

surfaced. There is no perfect scheme, but there are different schemes solving different chal-

lenges. Therefore, when deciding on which scheme to use, one should do so based on the spe-

cific application’s requirements.

As we have seen, the BBS scheme contains three major weaknesses. To reiterate, these weak-

nesses are its bidirectionality, its transitivity and its weakness against collusion. The thesis shar-

ing system implements a proxy re-encryption scheme called the AFGH algorithm. Similar to the

BBS scheme, AFGH bases on the ElGamal public key cryptosystem. However, it also bases on the

algebraic setting known as bilinear maps. As we shall see, the AFGH scheme is able to remedy

all of the weaknesses of BBS. The following section describes the AFGH scheme in detail.
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2.4 Bilinear Maps and the AFGH Proxy Re-Encryption Scheme

In the previous section, a brief discussion of proxy re-encryption in general took place. While

proxy re-encryption schemes clearly have their use, the aforementioned BBS scheme is not

suited for many applications because of its weaknesses. In 2005, Ateniese, Fu, Green and Ho-

henberger (AFGH) published their improved proxy re-encryption scheme [7]. Their scheme

bases on the ElGamal cryptosystem (like BBS) and bilinear maps. The AFGH scheme is very

attractive as it remedies all the major weaknesses of BBS.

2.4.1 Pairing-Based Cryptography and Bilinear Maps

To be able to understand the AFGH algorithm, we first need to make sure we understand what

bilinear maps are. The following will introduce pairing-based cryptography. A pairing, or a

bilinear map, is able to provide cyclic groups with additional properties [8, 9]. To understand

this and grasp the significance, we need to know what groups and cyclic groups in particular

are.

Groups

In discrete mathematics, a group (G, ·) is a set of elements G together with an abstract binary

operation ’·’ satisfying the following conditions.

Closure For all a,b ε G, a ·b ε G

Associativity For all a,b,c ε G, (a ·b) · c = a · (b · c)

Identity Element There exists e ε G, such that for all a ε G, a ·e = a = e ·a

Inverse Element For any a ε G, there exists a−1 ε G, such that a ·a−1 = e = a−1 ·a

A group’s binary operation could be anything from addition, multiplication, mapping etc. The

definition of groups does not specify the operation.

To give a couple of examples of groups, the following shows two groups (Zn ,+) and (Z∗
n ,•)

for n = 8. Note that n is the modulus in both of these groups.
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(Zn ,+) Z8 = {0,1,2,3, . . . ,7} (2.1)

(Z∗
n ,•) Z∗

8 = {1,3,5,7} (2.2)

Note that in group 2.1, the operation is the addition modulus 8 while in group 2.2 the oper-

ation is the multiplication modulus 8.

A subgroup is a group (H, ·) ⊆ (G, ·) satisfying the following conditions.

Closure For all a,b εH, a ·b εH

Inverse Element For all a εH, a−1 εH

A group is cyclic if the following conditions apply.

• Denote g k as (g · g · g · . . . · g ) (k times, where k is an integer)

• Every element in G is a power g k of a fixed element g in G. The element g is the generator

of G, or < g >= G

• Given the order (number of elements) of the group is |G| = m, thenG= {e, g , g 2, g 3, . . . , g m−1}

where e is the identify element.

The following shows an example of a cyclic group.

< 2,• > =Z∗
11 = {2,22,23,24,25,26,27,28,29,210} mod 11 = {1,2,3,4,5,6,7,8,9,10} (2.3)

Bilinear Maps

Let G1 and GT be cyclic groups of prime order q . Let g be a generator of G1. A bilinear map e is

then an efficiently computable function e :G1 ×G2 →GT satisfying the following.

Bilinearity For all g1 ε G1, g2 ε G2, a, b ε Zq , then e(g a
1 , g b

2 ) = e(g1, g2)ab

Non-degeneracy If G1 = < g1 >, G2 = < g2 >, then GT = < e(g1, g2) >

Computability The computation of e must be efficient

The following shows a simplified example of a bilinear map e.
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For n = 11, e :Z∗
11 ×Z+

10 →Z∗
11

(g ,k) → e(g ,k) = g k mod11

e(g a ,r ·k) = (g a)r ·k = (g k )a·r

G1 =Z∗
11 = < 2,• >, G2 =Z+

10 = < 1,+>

More particularly:

G1 = < 4,• >= {4,5,9,3,1} ≤Z∗
11

G2 <Z+
5 = {0,1,2,3,4}

e :G1 ×G2 →GT

e(g ,k) = g k mod11

Note that in the above example, groups G1, G2 and GT are all of prime order q = 5.

2.4.2 The AFGH Algorithm

Now that we have basic understanding of bilinear maps, it is time to examine the AFGH algo-

rithm in detail. The following describes the algorithm and its components.

Let G1 and G2 be cyclic groups of prime order q . Let e be the bilinear map e :G1 ×G1 →G2. The

system parameters are random generators g ε G1 and Z = e(g , g ) ε G2.

Key Generation Alice selects her secret key as a random element SK = a ε Zq and computes

her corresponding public key as PK = g a .

Re-Encryption Key Generation Alice delegates to Bob by publishing the re-encryption key RK A→B =
g b/a ε G1. Note that a refers to Alice’s secret key while b refers to Bob’s public key.

Encryption Level 1 To encrypt a message m εG2 under the public key PK A such that it can only

be decrypted by the secret key holder SK A, compute the ciphertext tuple C = (mZ k , Z ak ).

Note that k is a randomly selected element inZq and that a in this case refers to the public

key PK A.
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Encryption Level 2 To encrypt a message m ε G2 under the public key PK A such that it can be

decrypted by A and its delegatee, compute the ciphertext tuple C = (mZ k , g ak ). Note that

k is a randomly selected element inZq and that a in this case refers to the public key PK A.

Decryption Level 1 To decrypt a level 1 ciphertext C = (α,β) with secret key SK = a, compute

m =α/β1/a .

Decryption Level 2 To decrypt a level 2 ciphertext C = (α,β) with secret key SK = a, compute

m =α/e(β, g 1/a).

Re-Encryption To re-encrypt a level 2 ciphertext for A into a level 1 ciphertext for B, obtain

the re-encryption key RK A→B = g b/a . Continue by changing the ciphertext tuple C A =
(mZ k , g ak ) into CB = (mZ k , Z bk ) where Z bk = e(g ak , g b/a). Note that k is a randomly

selected element in Zq . Moreover, note that g ak =C A[2] and that g b/a = RK A→B .

Comparing the AFGH scheme to the BBS scheme, we see that it is unidirectional under the in-

verse exponent assumption. This means that the proxy cannot compute g b/a by knowing g a/b .

Additionally, the scheme is both non-transitive and collusion resistant, meaning that the proxy

cannot extract a or b from g a/b with help from either party. These three properties are the oppo-

site of those that are part of the BBS scheme. In fact, as we saw in the previous section, the BBS

scheme is bidirectional, prone to collusion and its delegation function is transitive. To conclude,

AFGH is able to remedy the three major weaknesses of BBS.

If we examine the AFGH algorithm closely, we see that the ciphertexts have two different

shapes. One "regular" shape and one re-encrypted shape, or one first level ciphertext and one

second level ciphertext. In a first level ciphertext CLevel1 = (mZ k , Z ak ), the second element is

an element of group G1. In a second level ciphertext CLevel2 = (mZ k , g ak ), the second element

is an element of group G2. Without going into too much detail, this leads to the property that

the AFGH scheme only allows for a single re-encryption of ciphertexts. This conclusion makes

sense in correspondence to the above description of the algorithm. It specifically states that re-

encryption requires a second level ciphertext and that the output of re-encryption is a first level

ciphertext.

There are both pros and cons to the singular re-encryption property. The obvious benefit is

that it guarantees that Bob is not able to further delegate messages that Alice delegated to him.
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However, for some applications such behavior could be desirable. In the end, the application of

the algorithm will decide.

2.5 The BitTorrent Protocol

The BitTorrent protocol is a peer-to-peer protocol commonly used for sharing files over the In-

ternet [2]. To introduce the BitTorrent protocol, this chapter will first briefly look at a more

traditional way of sharing files before diving into the peer-to-peer approach. Subsequently, an

examination of the most apparent benefits of such a scheme follows, particularly with respect

to the BitTorrent protocol.

2.5.1 The Traditional Client/Server Architecture

In the past, file sharing almost exclusively took place by using a client/server architecture. Such

an architecture traditionally entailed storing all data/files on a single centralized server ma-

chine’s hard drive. When the clients wanted to access a file, they had to establish a connec-

tion directly to the server and download the file continuously over the FTP or HTTP protocol.

Consequently, the server would necessarily have to consist of extraordinary hardware specs and

network connectivity to handle the high upload demand of its clients.

By utilizing a client/server architecture for file sharing, some problems are prone to arise.

The most obvious problem is regarding the traffic load applied to the server’s hardware as well

as its network, particularly when handling multiple upload sessions simultaneously. If a single

server contains large files of high interest, multiple clients downloading them simultaneously

may cause reduced performance and reliability on the server. In some cases, high demand of

particular files can even cause the server’s hardware or network interface to fail. If that happens,

clients lose their respective connections to the server, and the establishment of new connections

must wait until operational engineers have intervened to fix the problem. Such failures will also

cause lost progress and frustration for the users. In the worst cases, hard drive malfunctions

may occur because of other various hardware failures, causing sensitive files to be permanently

lost.

These are huge concerns, and the traditional approach of remedying them was to invest
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even more money into hardware and state of the art network capabilities. This was to increase

the server’s upper limits so that it would be less likely to kneel. However, this only postponed

the issues.

In recent years, improvements like load balancing and failover systems have appeared, mak-

ing the problem less of a concern in some application areas. These systems work in that multiple

server instances run in parallel, collaborating with handling the client requests. The idea behind

parallelization of server instances is primarily to achieve increased redundancy. With a redun-

dant server environment, a load balancing system examines the incoming client requests and

determines to which of the server instances it should forward them. This deterministic opera-

tion uses the respective server instance’s current traffic load as a parameter. Instances with low

traffic load at any given time will more likely receive new client requests than instances with

high traffic load. This ensures a balanced load of traffic among the redundant server instances,

significantly decreasing the probability that the servers will crash/kneel.

In the unlikely case of a server instance crashing, a failover system will be able to make sure

that the clients does not suffer from this issue. This entails the forwarding of current connec-

tions as well as new client requests to another redundant server instance.

The client/server architecture is still highly in use, especially in applications in which a peer-

to-peer approach is insufficient. A highly relevant example of such an application area today is

streaming applications such as Netflix and Twitch.tv. This is because these applications typically

require the data to arrive to its clients continuously and in a specific order. However, in appli-

cation areas where the arrival of data can happen in an arbitrary order, a peer-to-peer approach

will likely outperform a client/server architecture, especially on low-end commodity hardware.

2.5.2 The Peer-to-Peer Architecture and the BitTorrent Protocol

The peer-to-peer architecture differs from the traditional client/server architecture in several

areas. The decentralization property of a peer-to-peer architecture is one of the primary differ-

ences compared to the centralized client/server architecture. In a peer-to-peer architecture, the

files are stored on the computers of the respective participants (peers), and file sharing takes

place exclusively between peers within the swarm (collection of peers). This is opposed to the

files residing on the centralized server’s hard drive, where file sharing takes place exclusively be-
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tween a client and the server. Because of the nature of the peer-to-peer architecture, the shar-

ing of hardware resources between peers eliminates the imminent need for state of the art server

hardware. Consequently, the peer-to-peer architecture immediately increases the reliability and

redundancy of the file distributions. At the same time, it reduces the need of introducing tech-

nologies such as load balancing and failover systems.

The first generation of peer-to-peer architectures origins from 1999 when the Napster soft-

ware revolutionized audio file sharing over the Internet. In this first generation however, the

peer-to-peer architecture was in its infancy, provably containing some rather problematic prop-

erties. While it is true that peers exchanged content between themselves in a decentralized fash-

ion, there was a centralized server entity present as well. This entity primarily coordinated the

establishment of connections between peers. However, it also indexed all of the files in posses-

sion by the participating peers, and let peers execute search queries to locate other peers with

files of interest. Because of this hybrid property of both centralization and decentralization,

Napster ended up with a conviction in the infringement of copyrighted material [1].

After the first generation of peer-to-peer architectures, several improved architectures fol-

lowed in the subsequent years. However, the BitTorrent protocol proposed by Bram Cohen in

2001 got the most attention [6]. This protocol was a very special peer-to-peer protocol, and after

its introduction things seemed to fall into place. The BitTorrent protocol remains the preferred

peer-to-peer protocol even today.

Many people in the public, especially those without background in computer science related

disciplines, today associate the BitTorrent protocol with illegal piracy. While it is true that a lot

of illegal piracy is distributed using the BitTorrent protocol, its use is widespread in almost all

areas where the distribution of large files is necessary. While it makes sense to credit this fact to

the protocol being open source, it is also apparent that the protocol’s capability of performing

at extraordinary levels running on commodity hardware is essential in its success. One of the

primary reasons for its excellent performance is its ability to download from multiple peers si-

multaneously. This means that a single peer’s poor Internet connection will not be a bottleneck

for a file’s transfer rates, but rather that the transfer rates will grow increasingly depending on

how many peers are offering the file.

Since the protocol is open source, anyone who wishes to utilize it in his or her applica-
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Figure 2.3: Clients with different file piece availability

tions may do so free of cost. Since the arrival of the BitTorrent protocol, file distribution has

changed dramatically. The following will elaborate more thoroughly on how the BitTorrent pro-

tocol works and how it is able to outperform the client/server architecture.

How It Works

A file distributed over the BitTorrent protocol is an array of pieces, each piece representing a

small portion of the file. A file piece is typically 256KB in size and the BitTorrent protocol allows

peers to download files piece by piece. If a single peer is in possession of the entire file’s array of

pieces, the terminology of the BitTorrent protocol classifies that peer as a seed. In other words,

a seed is either a peer that is the source of a file, or a peer that has been able to download all

pieces of a file and is still participating in the swarm. In the process of sharing a new file, there

is typically a single seed (the source) initially. Over time, as more and more peers acquire the

complete file, the swarm may contain multiple seeds, i.e. the swarm becomes healthy.

The technique of splitting files into pieces enables peers to acquire an arbitrary amount of

pieces over one download session, before returning in a later download session to continue the

process. This property is very convenient when talking about files of excessive size. Figure 2.3

illustrates the differentiating availability of pieces between 3 participating clients. At this point

in time, Client 3 is classified as the swarm’s seed.
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Figure 2.4: The initial client request to the tracker

To enable peers to find each other in a file distribution, the BitTorrent protocol consists of

an entity called the tracker. The tracker is an application running on a web server responsible

for coordinating the communication between peers. When a peer is interested in a file, it typ-

ically establishes a HTTP connection to the tracker to find out which of the other peers are in

possession of that particular file’s pieces. This is illustrated in Figure 2.4. This connection also

serves the purpose of letting peers inform the tracker of their respective states. The peers send

requests known as announce requests to the tracker continuously at specific time intervals. An-

nounce requests includes letting the tracker know how much a peer has been able to download

so far, how much is remaining, which file pieces is in its possession etc.

Once a peer has established a HTTP connection to the tracker and started sending announce

requests, the peer can use the information provided by the tracker to establish TCP connections

to other peers in the swarm and to begin the file transfer. This is illustrated in Figure 2.5.

Considering the above, like Napster, the BitTorrent protocol contains a centralized entity as

well. However, unlike Napster’s centralized entity, the BitTorrent tracker does not know anything

about the contents of the files it is tracking. The tracker contains a list of all peers in the system,

state information for every peer and knows which of the peers are in possession of a file’s pieces.

Since the file transfer sessions goes on between peers, the bandwidth requirement of the tracker

and its corresponding web server is very low. On the other hand, it is worth noting that the

BitTorrent tracker is arguably the BitTorrent protocol’s foremost weakness. The tracker is a single

point of failure and its potential failure will interrupt the distribution of its tracked files [10].
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Figure 2.5: The relationship between the tracker and its peers

Like in a client/server architecture, the commonly used remedy for this issue is to run multiple

trackers in parallel and to introduce load balancing and failover systems accordingly.

Every file’s distribution in the BitTorrent protocol must have a corresponding meta-info file

called the torrent file. The torrent file has the .torrent extension and typically resides in an ar-

bitrary location on the Internet. Users that are interested in acquiring a file must obtain its

corresponding torrent file. The torrent file contains information about the tracker, to which the

user must connect to be able to locate the file’s peers. In addition to the tracker information,

the torrent file contains various other information, such as the file name, file size, piece length,

hash values for each of the file’s pieces etc. The purpose of the hash values is for the peers to

ensure data integrity [6] at all times. Listing 2.1 shows a simplified illustration of a torrent file.

1 announce : ’ http : / /some . tracker . ur l ’

2 created by : ’ creator ’

3 creation date : 1427187561

4 info {

5 name: ’ picture . jpg ’

6 piece length : 256000

7 pieces : ’ abcd ’ ’ efgh ’ ’ i j k l ’

8 }

Listing 2.1: BitTorrent metadata/torrent file

As illustrated, most of the information in the torrent file that is concerning the underlying
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file resides in a dictionary/map commonly referred to as the info dictionary. When clients/peers

send announce requests (HTTP GET) to the tracker, they include a 20 byte SHA-1 hash value of

the info dictionary appended to the info_hash parameter. This parameter serves as an iden-

tifier for the particular torrent on the tracker. Other parameters include ip, port, downloaded

etc. Listing 2.2 shows an example announce request.

1 " http : / / tracker . ur l : port /announce? info_hash=abcdefg12345&peer_id=1&ip =192.168.1.1

2 &port=6881&downloaded=1234& l e f t =4567&event=stopped"

Listing 2.2: BitTorrent announce request (HTTP GET)

Note that the torrent file illustrated in Listing 2.1 is heavily simplified. In reality, the Bit-

Torrent protocol encodes the torrent files in a relatively uncommon binary format, namely the

Bencode format (pronounced B-encode). This format is a data language that serves for stor-

ing data in a platform independent way. Some might argue that the Bencode format has many

similarities with the XML and JSON formats in that respect. However, the Bencode format is a

binary format and provides some unique properties that neither XML nor JSON has. Specifically,

for every possible value, there is a one to one relationship between the particular plaintext value

and its bencoded value. This property has the advantage of enabling applications to compare

encoded values directly, instead of decoding/re-encoding for every comparison.

Data Type Bencode

hello String 5:hello
6 Integer i6e
{"one", 2, "three"} List l3:onei2e5:threee
{"year", 2015} Dictionary d4:yeari2015ee

Table 2.1: Bencoding Examples

As seen in Table 2.1, all strings in the Bencode format is length prefixed, meaning that to store

the string "hello", it would need to be stored as "5:hello", indicating that it is five characters long.

To store integers, one must prepend a prefix "i" as well as a suffix "e". To store the number "6", it

would need to be stored as "i6e". To encode a list it would need to look like "l<contents>e", while

a dictionary’s encoding would need to look like "d<contents>e". The contents of a dictionary

must appear as alternations between keys and their corresponding value.
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Since the underlying file transfer between peers utilize the TCP protocol, BitTorrent enforces

a pipelining structure to limit the delay between pieces. To clarify, as we already know, files

splits into an array of pieces. However, the BitTorrent protocol actually continues to split a file’s

pieces into even smaller chunks known as sub-pieces [6]. Sub-pieces are typically 16KB in size.

This allows the protocol to keep several requests pending at any given time to increase the per-

formance of the underlying TCP protocol. Every time a sub-piece arrives, a peer sends a new

request.

When sending requests for pieces it is very important to request the pieces in a clever order.

The BitTorrent protocol implements several piece selection algorithms to ensure of this. During

a file’s distribution, the peers continuously report to all of its fellow peers about which pieces it

possesses. Note that a peer will not report about a piece before it has checked its hash value with

the hash value present in the respective torrent file. A bad piece selection algorithm can cause a

peer to be in possession of all the pieces its fellow peers can provide at a given time, resulting in

poor progression. Similarly, it can also cause a peer to be unable to provide its fellow peers with

pieces that they do not already have.

When determining which pieces to request, the BitTorrent protocol enforces the so-called

strict policy. This means that once a peer has obtained a sub-piece of a particular piece, subse-

quent requests will always entail the remaining sub-pieces of that same piece. This will ensure

that peers acquire complete pieces as soon as possible, rather than becoming stuck with a bunch

of sub-pieces unable to offer anything to other peers.

When a peer starts downloading for the first time, it will select a piece to download at ran-

dom. This is because the peer will be unable to upload anything, and the BitTorrent protocol

wants it to acquire a single complete piece as soon as possible, so that it can start contributing

to the file’s distribution. Once a peer has obtained a complete piece, the strategy changes from

random to selecting the rarest pieces first. The rarest first approach increases the chance that a

peer will be in possession of pieces that other peers are missing. By postponing the requests for

more common pieces, it also increases the chance that the peers in possession of the common

pieces will still be offering them later.
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The Download Process

Now that we understand the BitTorrent protocol to some extent, the following will describe the

process of downloading a file, from a regular user’s point of view.

1. Obtain the torrent file containing the metadata about the desired file and open it in any

BitTorrent client. The torrent file may reside anywhere. For instance, the user may browse

the web, stumble upon the torrent and download it through their browser as they would

with any other file.

2. After opening the torrent file in a BitTorrent client, the client will be able to parse the

Bencoded file and to locate the URL of the tracker. The client will subsequently connect

to the tracker.

3. If the BitTorrent client successfully connected to the tracker, the tracker will report in-

formation about the current peers participating in the distribution of the file back to the

client. The client will make corresponding connections to these peers.

4. The client will begin downloading the file’s pieces from the peers to which it is connected.

5. Eventually, the client will have downloaded all the pieces and the entire file will be at the

user’s disposal. At this time, the client can safely leave the swarm, or remain to continue

the contribution of the file’s distribution.

Security Concerns

While the BitTorrent protocol is very convenient and efficient, there are some concerns regard-

ing its security and privacy capabilities. To be fair, the BitTorrent protocol’s design does not in-

volve security or privacy at all, so the fact that it is lacking in these areas is rather obvious. How-

ever, some application areas require some security, and there does exist some ways to achieve

it, at least to some extent. However, introducing security and privacy capabilities to the protocol

means that there will be a performance tradeoff.

The most obvious security concern with the BitTorrent protocol is the HTTP GET requests

happening between the peers and the tracker. These requests are happening in plaintext, and

as such, any eavesdropper is able to see all the traffic going on between peers and the tracker.



CHAPTER 2. SCIENTIFIC BACKGROUND 32

Additionally, the TCP connections established between the peers after they have determined

which of the other peers in the swarm they will request the file’s pieces from, is also completely

open.

To remedy these concerns, it is possible to force the client requests between the peers and

the tracker to convey over a secure channel by using HTTPS (SSL/TLS). However, this means

that both the tracker and the clients must both support this, which is not always the case. Ad-

ditionally, it is possible to force the clients to encrypt the traffic between peers as well, typically

with a stream cipher such as RC4. Again, this is only possible if the respective BitTorrent clients

support this.



Chapter 3

Design and Implementation

The following sections will elaborate on the design and implementation of the thesis sharing

system. It will attempt to answer questions such as what the general idea behind the system is,

what its purpose is and how it differs from other work out there.

3.1 Motivation

The primary motivating factor behind the thesis work is to provide a secure mechanism for shar-

ing files that are stored on the Internet. Many of today’s cloud storage providers (CSPs) are lack-

ing when it comes to protecting their users’ data. A common denominator for several providers

out there is that they appear to invest heavily in making sure their users’ files are stored in a

secure manner. This typically entails that the files are satisfactory encrypted in accordance to

today’s recommendations and standards. However, at the same time several CSPs openly admit

that they are capable of decrypting their users’ files. This relates to the fact that the encryption

algorithms in use are typically symmetric, and the cloud storage providers themselves are in

possession of all the keys. This means that they have complete control of their users’ files and if

required by laws and regulations, are able to provide government representatives with the same

access. Of course, the CSPs claim that only a handful of engineers have the necessary credentials

to access the decryption keys and that the users need not to worry. However, given the incidents

featured in the media in the recent years where private files have ended up in the wrong hands,

such claims might not be sufficient.

33
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3.2 System Analogy

To some extent, the sharing system leaves the idea of directly sharing files between parties be-

hind. Instead, it introduces a sort of map or location analogy. This analogy becomes possible by

utilizing so-called metadata files, which is part of the BitTorrent protocol domain. When users

share files between themselves using the thesis sharing system, they actually share the meta-

data/location of the files between them instead. In other words, when Alice wants to share a

private file with Bob, she shares the encrypted metadata of the file with Bob instead. This way,

when Bob decrypts the metadata, he can access the file location.

3.3 Design

While it is convenient to think of the thesis sharing system as sharing the location of files be-

tween each other, it is not that simple in practice. To elaborate, when Alice shares the location

of her private file with Bob, she actually shares the private file’s corresponding metadata file,

as ciphertext. The torrent files part of the BitTorrent protocol domain is exactly that, metadata

files. Because of this, the BitTorrent protocol fits like hand in glove for the thesis sharing system.

Upon receiving the encrypted torrent file (metadata), Bob is capable of learning the private file’s

location by decrypting it and examining its contents. Upon decryption, Bob learns the location

of the file by accessing the tracker URL present in the torrent file. From the decrypted torrent

file, Bob is able to obtain the underlying file through an arbitrary BitTorrent client.

In using the thesis sharing system, all interaction must go through a web service API. The

functions exposed by the API is reachable through HTTPS calls and is capable of performing all

the necessary actions to share files between users. An elaboration on exactly how the system

implements this follows later in this chapter.

3.3.1 Framework/System Architecture

To elaborate on the sharing system’s architecture, the following will walk through a sample sce-

nario illustrating how the sharing system can work in practice. Assume that Alice is the pro-

fessor of a cryptography course at a university. Bob and Charlie are both participating in the
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Figure 3.1: All parties generate their respective key pair separately

Figure 3.2: Alice generates a torrent/metadata file for the course syllabus document

cryptography course. Alice wants to be able to share the course syllabus document with all of

her students. Moreover, she wants to achieve this in a secure and convenient manner. As we

shall see, the thesis sharing system will meet this requirement.

To start using the sharing system, all parties need to obtain their own respective key pair,

one secret key and one public key. The process of obtaining key pairs is illustrated in Figure 3.1.

Note that the respective calls to KeyGen is in practice two different calls, one call to newSecretKey

with no parameter and one call to newPublicKey with the respective secret key as its parameter.

The figure illustrates this as a single call to a non-existent function KeyGen for simplicity.

To initialize the file sharing process, Alice starts by generating a torrent/metadata file for the

syllabus document by calling the newTorrent API function, as illustrated in Figure 3.2.

Now that Alice has generated a metadata file for the course syllabus, she uploads the newly
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Figure 3.3: Alice uploads the torrent to the sharing system

Figure 3.4: Alice generates the re-encryption key RK A→C

generated torrent to the sharing system by calling the upload function. Alice supplies her own

public key as one of two parameters to this function. This function call will make the sharing

system generate a unique id (file name) for the torrent before announcing it on its BitTorrent

tracker. Successively, it encrypts the torrent with Alice’s public key and the resulting ciphertext

is stored in a database. Figure 3.3 illustrates this procedure.

To finalize the initialization process, Alice starts seeding the torrent by opening it in a BitTor-

rent client while also making a note of the system generated id.

Upon student inquiry about the course syllabus, Alice generates a re-encryption key with

her own secret key and the student’s public key. For instance, if Charlie is the inquirer, Alice

generates RK A→C . Figure 3.4 shows an illustration of the re-encryption key generation.

In possession of RK A→C , Alice initiates the sharing system’s share function, supplying the

torrent id, Charlie’s public key PKC and the newly generated re-encryption key RK A→C as pa-

rameters. This will let the sharing system know that Alice has granted Charlie access to the

course syllabus torrent. The sharing system will store these publicly available parameters in its

database. Figure 3.5 illustrates this procedure. Note that all this information is public and as

such, storing it as plaintext in the system’s database does not cause security concerns.

Followed by this, Alice must inform Charlie of the torrent’s id. Figure 3.6 illustrates this in a

simple manner. Note that there is no specification on how this should take place. Regardless of
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Figure 3.5: Alice shares the course syllabus torrent with Charlie

Figure 3.6: Alice informs Charlie of the torrent id

how the torrent id travels from Alice to Charlie, the reality is that Charlie is required to know the

torrent id to proceed.

It is also worth noting that Alice must call the share function and generate RK A→X once

for every student to which she wants to share the syllabus. In other words, Alice must repeat

the sharing procedure if she is to delegate syllabus access to Bob or any of the other students

participating in the course later.

In possession of the torrent’s id and a notification from Alice about the newly acquired ac-

cess, Charlie initiates the sharing system’s download function, supplying the torrent id and his

own public key PKC as parameters. Figure 3.7 illustrates this procedure. With these parameters,

the sharing system looks up the torrent matching the parameter given id in its database and

verifies whether there is a record containing Charlie’s public key present. If Alice invoked the

sharing function correctly, this should be the case. If so, there is also a re-encryption key present

in the same record, which the sharing system uses to re-encrypt the torrent ciphertext before

returning it to Charlie.

In possession of the new ciphertext, Charlie is capable of decryption with his own secret key.

Upon decryption, the torrent/metadata file is in the hands of Charlie. At this point, Charlie can

open the torrent in a BitTorrent client and obtain the course syllabus. Figure 3.8 illustrates the

decryption call.



CHAPTER 3. DESIGN AND IMPLEMENTATION 38

Figure 3.7: Charlie downloads the torrent file (ciphertext)

Figure 3.8: Charlie decrypts the torrent file (ciphertext)

If we compare the above procedure to many of today’s sharing practices, one major differ-

ence comes to mind. When relying on third parties to re-encrypt content in more traditional

public key cryptosystems, said third party must be fully trusted. This is because it is necessary

to decrypt ciphertext into plaintext before re-encrypting it to new ciphertext compatible with

another key. Because of the strength of the proxy re-encryption primitive, this is not the case in

the above scenario. Alice, Bob and Charlie are all depending on the sharing system as a third

party proxy instance. However, the sharing system only interacts with publicly available infor-

mation/keys, and thus need not be trusted. Some sensitive information does travel between

entities. However, this is protected by the HTTPS protocol.

3.4 Implementation

The implementation of the thesis sharing system consists of multiple components. The primary

components are as follows, all of whose respective implementations are separate projects in the

underlying source code workspace.

• Common

• Cryptography
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• BitTorrent

• Sharing System

• Web Service

These five projects have dependencies between themselves. All projects have a reference to

the common project, which mostly consist of static variables such as the path to different files

and directories in use by several different parts of the system.

Throughout the development, the source code management took place with use of Git [27]

as a version control system. The purpose of version control systems is primarily to help manage

source code changes between several developers working on the same source code. There are

many different version control systems available out there. Git differs from many of them in that

it is decentralized, meaning that developers have their own copies of the repository on their own

machines, instead of accessing the repository directly on a single server placed on a centralized

location.

During the thesis development, the Git repository was set up as a GitHub [28] private repos-

itory. GitHub is a web-based hosting service for Git repositories. Private repositories are repos-

itories that only people with the appropriate credentials can access and requires a small sub-

scription fee. On the other hand, public repositories are available to anyone browsing the web.

Given that only one developer worked on the thesis, GitHub primarily functioned as a graphical

user interface for browsing past source code changes as well as a backup tool. By committing

source code changes to the local repository first, before pushing these changes to a remote loca-

tion (GitHub), backup capabilities became a side effect of using Git as a version control system.

At the time of submission, the Git repository consists of 139 different commits where 90.2% is

Java code, 5.5% is HTML and 4.3% is JavaScript (See Figure 3.9).

Figure 3.9: GitHub Repository Language Distribution

These numbers are representing new code exclusively, meaning no modified code is in-

cluded here.
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Note that most source code present in the five projects is Java code. Moreover, all projects

are Maven [18] projects and thereby follow Maven-like practices. Maven is part of the Apache

Software Foundation and is a project management tool. An essential part of Maven projects

is that they all contain their own Project Object Model (POM) file. The POM file is an xml file

that contains information about the project’s configuration, dependencies and more. In other

words, the dependency configuration between the five projects reside in the respective project’s

pom.xml.

Project Name Description

common Static functions and variables used by the other projects
crypto Implements the AFGH proxy re-encryption scheme
bit-torrent All BitTorrent related functionality
secure-share Implements the thesis sharing system
web-service Exposes the thesis sharing system as a web service API

Table 3.1: Implementation Overview - Project Descriptions

Project Name Package Dependencies

common no.uis.msalte.thesis.common.* -
crypto no.uis.msalte.thesis.crypto.* common
bit-torrent no.uis.msalte.thesis.bit_torrent.* common
secure-share no.uis.msalte.thesis.secure_share.* common, crypto, bit-torrent
web-service no.uis.msalte.thesis.web_service.* common, secure-share

Table 3.2: Implementation Overview - Packages and Dependencies

The source code of all projects obviously reside inside their own unique Java packages, but

they all utilize a common package prefix no.uis.msalte.thesis.*. For instance, the common

project resides in no.uis.msalte.thesis.common.*. Table 3.1 shows an overview of the re-

spective project’s descriptions while Table 3.2 shows an overview of the project’s packages and

dependencies. The web-service project is in bold because it represents the sharing system’s

entry point.

3.4.1 Cryptography

The cryptography project resides in no.uis.msalte.thesis.crypto.* and implements the

AFGH proxy re-encryption scheme. As mentioned previously in the paper, such schemes are
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a recent addition to the crypto world. Proxy re-encryption schemes are asymmetric cryptosys-

tems with several convenient properties for a sharing system. The primary benefit is its ca-

pability of delegating decryption rights to ciphertexts to additional parties without the neces-

sity to access the plaintext first. As mentioned previously in the paper, the AFGH proxy re-

encryption scheme bases upon the ElGamal cryptosystem as well as pairing based cryptogra-

phy, also known as bilinear maps. The implementation residing in this project uses a third party

library for generating the bilinear maps and other scheme parameters, namely the Java Pairing

Based Cryptography (JPBC 2.0.0) library [4]. This library is a Java port of the C library pub-

lished as Pairing Based Cryptography (PBC). Ben Lynn, the author of “On the Implementation

of Pairing-Based Cryptosystems” [9], is the primary developer behind the PBC library.

1 public interface ProxyReEncryptionScheme {

2 public String newSecretKey ( ) ;

3 public String newPublicKey ( Str ing secretKey ) ;

4 public String newReEncryptionKey ( Str ing srcSecretKey , Str ing destPublicKey ) ;

5 public String encrypt ( Str ing message , Str ing destPublicKey ) ;

6 public String decrypt ( Str ing cipher , Str ing destSecretKey ) ;

7 public String reEncrypt ( Str ing cipher , Str ing reEncryptionKey ) ;

8 public String encryptReEncryptable ( Str ing message , Str ing destPublicKey ) ;

9 public String decryptReEncryptable ( Str ing cipher , Str ing destSecretKey ) ;

10 }

Listing 3.1: AFGH PRE Interface - ProxyReEncryptionScheme.java

This portion of the thesis sharing system, in addition to its general design, is arguably in

highest regard when it comes to novelty work. The authors of the AFGH proxy re-encryption

scheme has implemented their algorithms in a C++ library known as the JHU-MIT Proxy Re-

cryptography Library [33]. There appears to be an attempted Java implementation of AFGH out

there as well [31], but it seems incomplete and abandoned [32]. Consequently, and since the

thesis sharing system is primarily Java-based, it seemed like a good idea to include a complete

implementation of the AFGH scheme as part of the thesis work. It also seemed very reward-

ing academically as it would ensure a correct understanding of the algorithm. Moreover, it also

seemed beneficial in regards to compatibility and lack of additional overhead caused by refer-
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encing a C++ library from Java source code.

Listing 3.1 shows a Java interface that defines the primary methods implemented in this

project. As shown, all methods operate on String parameters. This is primarily for conve-

nience and compatibility. In practice, unless these strings represent plaintext, they are Base64

encoded. Base64 is an encoding format that encodes binary data to textual data, which is very

convenient in this case. The underlying implementations convert the String objects to more

specific objects before performing the mathematical operations on them etc. To elaborate, the

objects on which the crypto project operates are primarily part of the JPBC library, specifically

in the it.unisa.dia.gas.jpbc package. To mention some of the most important ones, the

Field interface represents a generic algebraic structure. The Pairing interface gives access to

common pairing functions. Finally, the Element interface represents an element of a group or a

field.

In the crypto project’s source code, the class no.uis.msalte.thesis.crypto.scheme.

ProxyReEncryptionParams is responsible for generating the parameters for the AFGH scheme.

Moreover, no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionSchemeImpl imple-

ments the interface in Listing 3.1. The ProxyReEncryptionSchemeImpl class instantiates the

ProxyReEncryptionParams class in its constructor.

3.4.2 BitTorrent

The BitTorrent projects resides in no.uis.msalte.thesis.bit_torrent.* and primarily pro-

vide the sharing system with a custom BitTorrent tracker implementation. The project is highly

dependent upon a modified version of a library known as ttorrent [19]. The ttorrent library is an

open-source implementation of the BitTorrent protocol written in Java. Because of this work’s

necessity for increased security capabilities, significant modifications to this project was imper-

ative. Note that the ttorrent library is licensed under the Apache Software License version 2.0.

The modifications to ttorrent includes the enforcement of SSL/TLS on all HTTP requests

made to the tracker. This enforcement is the result of a javax.net.ssl.SSLContext instance.

The SSLContext object builds from a certificate generated by the Java keytool feature [35].

The keytool result is a Java KeyStore file (.jks), which functions as a repository of SSL/TLS cer-

tificates. In possession of the generated Java KeyStore, the source code builds the SSLContext



CHAPTER 3. DESIGN AND IMPLEMENTATION 43

Figure 3.10: Vuze Client Encryption Options

object and the server is capable of providing secure connections.

Additionally, the tracker will abandon all clients that does not implement encryption be-

tween themselves and other peers. Most of today’s popular BitTorrent clients have the capability

of enabling the RC4 stream cipher for communication with other peers. However, most clients

disable this option by default. In other words, users of the modified tracker must enable the

encryption option manually.

To elaborate on this behavior, the tracker expects incoming announce requests to include

an additional parameter requirescrypto=1 to let it know that a client is indeed capable of

encryption. If clients query the tracker without this parameter in the HTTP GET request, the

tracker will abandon the request and return a HTTP 406 error message, meaning that the request

was unacceptable.

The requirescryptoflag is part of a tracker extension specification provided by the Azureus

(now Vuze) MSE (Message Stream Encryption) documentation. Because of this, many BitTorrent

clients are not providing this flag even though they are capable of encryption. However, popular

clients such as Vuze and Transmission does supply this flag in their requests when enabling

encryption. Figure 3.10 shows the encryption options available in the Vuze client.

To summarize, the modifications to the BitTorrent tracker makes the thesis sharing system

discriminate slightly on BitTorrent clients. Only clients supplying the requirescrypto flag in

their HTTP GET requests is accepted. While this property is an obvious weakness, it was de-

cidedly better to support only a handful of the most popular clients than it would have been to

support none of them. The alternative would involve developing a new BitTorrent client as part

of the thesis, but this would significantly reduce the sharing system’s appeal.

In addition to providing the sharing system with a customized BitTorrent tracker, this project
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also provides the sharing system with torrent generation functionality. In other words, by sup-

plying the static function BitTorrentUtils.createBase64() with an arbitrary file such as a

document or a picture, it will return a Bencoded torrent/metadata file as a Base64 encoded

String object. In addition to default behavior, this function will append two additional fields

to the torrent’s info dictionary. The first field is the private=1 field, which is an optional field

part of the BitTorrent protocol. The private field serves the purpose of preventing clients from

sharing torrents with clients that does not have access to the tracker. In other words, clients will

only announce to the tracker and not between themselves.

The second field appended to the torrent’s info dictionary is a custom field

atoken=<random unique value>. This field contains a randomly generated universally unique

identifier (UUID) and serves the purpose of forcing the torrent’s info hash to change. This is to

ensure that it is impossible to reverse engineer the torrent by looking at server logs. The sharing

system’s other BitTorrent functionality never access the atoken field and thus its only purpose

is obfuscation. The curious reader might wonder why the field’s name is "atoken" instead of

"token". The answer is that a torrent’s info dictionary always appear alphabetically sorted and

that the info hash is a 20 byte SHA-1 value. By ensuring that the field occurs in the beginning of

the dictionary, one can be certain that the field is included in the first 20 bytes and thus affects

the resulting hash value.

3.4.3 Sharing System

The sharing system project resides in no.uis.msalte.thesis.secure_share and implements

the sharing logic itself. As illustrated in Table 3.2, this project is dependent upon the common,

bit-torrent and crypto projects. Through its dependencies, this project implements the complete

sharing system. With a reference to this project as a library/dependency, the complete thesis

sharing system’s implementation is available to other projects.
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1 public interface SecureShare {

2 public String newTorrent ( F i l e f i l e ) ;

3 public String decrypt ( Str ing ciphertext , Str ing secretKey ) ;

4 public String newSecretKey ( ) ;

5 public String newPublicKey ( Str ing secretKey ) ;

6 public String newReEncryptionKey ( Str ing srcSecretKey , Str ing destPublicKey ) ;

7 public String upload ( F i l e f i l e , Str ing publicKey ) ;

8 public boolean share ( Str ing fileName , Str ing publicKey , Str ing reEncryptionKey ) ;

9 public String download ( Str ing fileName , Str ing publicKey ) ;

10 public String announce ( F i l e f i l e ) ;

11 }

Listing 3.2: Sharing System Interface - SecureShare.java

Listing 3.2 shows a Java interface that defines the primary methods exposed by this project.

As shown, this interface defines methods primarily for sharing functionality, but also for key

generation in the referenced cryptography scheme.

The sharing system project implements a simple and lightweight database layer that is re-

sponsible for storing information about existing share operations. The implementation of the

database/persistence layer is specifically two key-value stores (NoSQL databases), one for active

share relationships known as shares and one for encrypted torrent content known as torrents.

The database layer runs on the MapDB database engine [20], which is an in-memory database

engine with high focus on performance and simplicity. In-memory databases load the complete

database into memory during runtime and makes backups of the database as a dump file on the

file system on application exit. This behavior ensures exceptional performance and removes the

necessity of a database server instance, such as the case is with the more traditional relational

databases.

Key Value

545c728b-cef4-44d7-b261-6690bf3b07ce.torrent hkSQsuAlgas7yhrlATMo5bSChPD8PsWidLefGlQlC67D6H...
66b297b6-ff8a-447a-b365-831edc76c427.torrent A6aZ1CQgulpJ+WTrQTuUABl2oYtj8ISAKtX4Hb53xPLez...

Table 3.3: Persistence Layer - Torrents
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As shown in Table 3.3, the torrents database is a key-value store/map of file names and

encrypted file content. This particular example contains two records/keys. The sharing sys-

tem generates the torrent file names upon torrent generation as a universally unique identifier

(UUID). This ensures that it is impossible for two torrents to have the same name/id in the sys-

tem. Because the file names function as the key field in the database map, the guarantee of

unique file names is a necessity.

Key Value

545c728b-cef4-44d7-b261-6690bf3b07ce.torrent
[{"publicKey":"pk1","reEncryptionKey":"rk1"},
{"publicKey":"pk2","reEncryptionKey":"rk2"},
{"publicKey":"pk3","reEncryptionKey":"rk3"}]

Table 3.4: Persistence Layer - Shares

Similarly, as shown in Table 3.4, the shares database is a key-value store/map of file names

and a corresponding JSON object. JSON stands for JavaScript Object Notation and derive from

the syntax used for representing objects in the JavaScript language. The JSON object functioning

as the database map’s value field is an array of key tuples. Every key tuple contains a public

key and a corresponding re-encryption key. The array of key tuples functions as the sharing

system’s access control system for every torrent file. From the data stored in the shares database,

the sharing system is able to validate access to stored torrents upon user inquiry. If the user

supplies the sharing system with a file name and its own public key, the sharing system can

look up the file name in the shares database and subsequently determine whether the supplied

public key exists in the corresponding JSON object. If both these tests are successful, the sharing

system can determine that the user has valid access to the torrent file. From this, the sharing

system looks up the corresponding re-encryption key in the respective JSON object and uses

it to re-encrypt the encrypted content stored in the torrents database under the same key (file

name). The result is new ciphertext representing the user inquired torrent. The user is capable

of recovering the plaintext/torrent with his secret key upon download.

In the source code, all database actions are reachable from the Persist.java singleton

class. As with all classes implementing the singleton pattern, one does not create a new in-

stance of the class through its constructor, rather by calling its static Persist.getInstance()

method. To enforce this, a singleton class typically defines its constructor with the private mod-
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ifier, meaning it will not be visible outside its own class. Using the singleton pattern for the

Persist class ensures that the application is limited to a single static reference to the persis-

tence layer, meaning that conflicting database operations will not occur.

3.4.4 Web Service (System Entry Point)

The web service project resides in no.uis.msalte.thesis.web_service.* and implements

the user interface of the sharing system. This project serves as the entry point of the entire shar-

ing system, as it exposes an API through the HTTP protocol. By calling the functions exposed by

the web service API, it is possible to incorporate the entire thesis sharing system into existing ap-

plications. As with the sharing system’s embedded BitTorrent tracker, the web server providing

the web service API also enforce its HTTP requests to go over SSL/TLS.

The web service runs on a framework known as Spark [21], which is a lightweight Java-based

web application framework. By default, the Spark framework runs on an embedded web server

on top of Jetty [22]. The primary reason for choosing the Spark framework was its simplistic

approach and almost absent necessity for configuration. When using Maven, specifying the

Spark framework as a dependency in the project’s pom.xml was sufficient configuration. From

this point, exposing the sharing system API through both HTTP GET and HTTP POST functions

was very easy.

1 import s t a t i c spark . Spark . * ;

2 public class HelloWorld {

3 public s t a t i c void main( Str ing [ ] args ) {

4 get ( " / get_hel lo " , ( req , res ) −> "GET: Hello World" ) ;

5 post ( " / post_hello " , ( req , res ) −> "POST: Hello World" ) ;

6 }

7 }

Listing 3.3: Simple Spark Framework Example

Listing 3.3 shows a simple example of a Spark web service. On line 4 we can see the spec-

ification on how the web server should react to a HTTP GET request on the /get_hello path.

The second parameter to this function is a so-called lambda expression, which is a recent intro-
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duction to Java, specifically to Java 8. This particular lambda expression returns a simple string

�GET: Hello World�. Similarly, on line 5 we can see a specification on how the web server

should request to a HTTP POST request on the /post_hello path. To enable HTTPS on Spark’s

default Jetty web server, it is necessary to call Spark.secure() and supply a Java KeyStore file as

one of the parameters. Amazingly enough, the code snippet in Listing 3.3 is all that is required to

run a simple web service on the Spark framework. However, to support the functionality present

in the thesis implementation the required code is necessarily slightly more complex. The basic

idea is still the same.

API Path Description

/api Returns an overview of the API
/newSecretKey Generates a new secret key in the underlying PRE scheme
/newTorrent Generates a new torrent file from a parameter given file
/upload Uploads a parameter given torrent file and encrypts it before storing it
/newPublicKey Generates a new public key in the underlying PRE scheme
/newReEncryptionKey Generates a new re-encryption key in the underlying PRE scheme
/decrypt Decrypts the parameter given ciphertext
/share Shares a parameter given torrnet file with another user
/download Downloads a torrent file matching the parameter given file name
/announce Manually announces a torrent file on the system’s tracker

Table 3.5: Web Service API Description

API Path Implementation Extends Method

/api ApiGetRoute.java WebServiceRoute GET
/newSecretKey NewSecretKeyGetRoute.java WebServiceRoute GET
/newTorrent NewTorrentPostRoute.java WebServiceRoute POST
/upload UploadPostRoute.java WebServiceRoute POST
/newPublicKey NewPublicKeyPostRoute.java WebServiceRoute POST
/newReEncryptionKey NewReEncryptionKeyPostRoute.java WebServiceRoute POST
/decrypt DecryptPostRoute.java WebServiceRoute POST
/share SharePostRoute.java WebServiceRoute POST
/download DownloadPostRoute.java WebServiceRoute POST
/announce AnnouncePostRoute.java WebServiceRoute POST

Table 3.6: Web Service API Implementation

In the thesis source code, the class no.uis.msalte.thesis.web_service.server.Server

is responsible for setting up the Spark web service. Moreover, all the API functions have their



CHAPTER 3. DESIGN AND IMPLEMENTATION 49

own separate class in the no.uis.msalte.thesis.web_service.routespackage. These classes

all extend the abstract class no.uis.msalte.thesis.web_service.routes.WebServiceRoute,

which in turn extends the Spark framework abstract class known spark.RouteImpl. This class

provides its descendants with constant variables as well as some code that is common for all

routes (See Listing 3.4). The primary purpose of the RouteImpl class is its path variable and

its declaration of the handle() method. Because WebServiceRoute extends RouteImpl, that

class must reflect these properties as well. The Spark framework uses the path variable for URL

matching of incoming requests while also making sure that any request matching its respective

path variable is handled by the correct and corresponding handle() method. As illustrated in

Listing 3.4, the handle() method contains approximately ten lines of code. This code is com-

mon for all routes, and make up the basis upon which the specific route implementations build.

To clarify, the descendants of WebServiceRoute start their own respective handle() implemen-

tations by calling super.handle() to fetch the initial state to which they make modifications.

Table 3.5 shows an overview of the functions exposed by the web service API. Moreover, Ta-

ble 3.6 shows an overview of the classes responsible for handling the different HTTP requests,

in other words the classes that extend the WebServiceRoute abstract class. Finally, Table 3.7

shows an overview of the parameters, arguments and return values in respect to each of the

API functions. Note that the web service treats all HTTP POST requests as multipart/form-data,

which is an encoding method used by HTML forms consisting of the “file” input type element.

1 public abstract class WebServiceRoute extends RouteImpl {

2

3 public s t a t i c f i n a l String PARAM_FILE = " f i l e " ;

4 public s t a t i c f i n a l String PARAM_SECRET_KEY = " secretKey " ;

5 public s t a t i c f i n a l String PARAM_PUBLIC_KEY = " publicKey " ;

6 public s t a t i c f i n a l String PARAM_FILE_NAME = "fileName" ;

7 public s t a t i c f i n a l String PARAM_RE_ENCRYPTION_KEY = " reEncryptionKey " ;

8 public s t a t i c f i n a l String PARAM_CIPHERTEXT = " ciphertext " ;

9

10 public s t a t i c f i n a l String FUNC_API = " api " ;

11 public s t a t i c f i n a l String FUNC_DECRYPT = " decrypt " ;

12 public s t a t i c f i n a l String FUNC_NEW_TORRENT = "newTorrent" ;
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13 public s t a t i c f i n a l String FUNC_NEW_SECRET_KEY = "newSecretKey" ;

14 public s t a t i c f i n a l String FUNC_NEW_PUBLIC_KEY = "newPublicKey" ;

15 public s t a t i c f i n a l String FUNC_NEW_RE_ENCRYPTION_KEY = "newReEncryptionKey" ;

16 public s t a t i c f i n a l String FUNC_SHARE = " share " ;

17 public s t a t i c f i n a l String FUNC_UPLOAD = "upload" ;

18 public s t a t i c f i n a l String FUNC_DOWNLOAD = "download" ;

19 public s t a t i c f i n a l String FUNC_ANNOUNCE = "announce" ;

20

21 private boolean isPostRoute ;

22

23 public WebServiceRoute ( Str ing path , boolean isPostRoute ) {

24 super ( path ) ;

25

26 t h i s . isPostRoute = isPostRoute ;

27 }

28

29 @Override

30 public Object handle ( Request request , Response response ) throws Exception {

31 f i n a l WebServiceResponse r = new WebServiceResponse ( ) ;

32

33 // by default , t r e a t as BAD_REQUEST

34 r . setStatus ( HttpURLConnection .HTTP_BAD_REQUEST ) ;

35 r . setMessage ( " Inval id parameter ( s ) " ) ;

36 r . setContent ( null ) ;

37

38 i f ( isPostRoute ) {

39 // t r e a t i n g a l l post requests as multipart /form−data

40 request . raw ( ) . s e t A t t r i b u t e ( " org . ecl ipse . multipartConfig " ,

41 WebServiceUtils .MULTIPART_CONFIG ) ;

42 }

43

44 return r ;

45 }

46 }

Listing 3.4: Abstract Class for a Web Service Route - WebServiceRoute.java
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API Path Parameters Arguments Returns

/api - - List
/newSecretKey - - Base64
/newTorrent file Binary Base64
/upload file, publicKey Binary, Base64 String
/newPublicKey secretKey Base64 Base64
/newReEncryptionKey secretKey, publicKey Base64, Base64 Base64
/decrypt ciphertext, secretKey Base64, Base64 String
/share fileName, publicKey, reEncryptionKey String, Base64, Base64 Boolean
/download fileName, publicKey String, Base64 Base64
/announce file Binary String

Table 3.7: Web Service API Parameters, Arguments and Return Values

All the API functions return a JSON formatted result, more specifically a JSON represen-

tation of a no.uis.msalte.thesis.web_service.model.WebServiceResponse object. It is

very common for web service APIs to return JSON because of its platform independency and

relative human readability.

Sample JavaScript Client

The web service project contains a sample JavaScript client. This client is available at https://

hostname:port/jsclient.htmlwhile the web service is running. This client uses the JavaScript

framework known as AngularJS and is built exclusively on top of the JSON object returned by the

web service function /api. In addition to AngularJS, the client uses HTML together with cascad-

ing style sheets (CSS) and JavaScript provided by the Bootstrap framework [26].

To see an example of the JavaScript client, see Figure 3.11. To elaborate, the figure shows

an example of the JavaScript client when the selected function is “newPublicKey”. At the top of

the page, there is a dropdown menu for selecting the appropriate API function to test. For any

selected function, the client will responsively produce an overview of the particular function’s

details. Such details are parameters, arguments, return values and more. Moreover, the client

also produces a simple HTML form for testing the function. Finally, upon entering valid data

to said HTML form and pressing the submit button, the client will responsively produce the

function’s result as a JSON object. In the top-right corner of the page, there is a conversion

function capable of converting a Base64 encoded string to a torrent file.
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Figure 3.11: JavaScript Client - Selected Function: newPublicKey

Again, understanding that the JavaScript client is exclusively built on top of the JSON object

returned by the /api function is essential (See Listing 4.2). Moreover, it is paramount to un-

derstand that the intention of the JavaScript client is not to function as a primary client for the

thesis sharing system, but only as a tool for illustration/testing purposes. While the respective

Java projects in the sharing system’s implementation contain their own unit tests to make sure

everything is working as intended, the JavaScript client introduces another dimension of test-

ing with more focus on visibility. By providing a JavaScript client such as illustrated, it becomes
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easier to show people outside the computer science domain that the sharing system is indeed

working as intended.



Chapter 4

Experimental Results

The following sections will demonstrate the use of the thesis sharing system to verify that it is

working as intended. While the sharing system consists of multiple components, it makes the

most sense to divide the testing into two primary categories, namely the cryptography tests and

the web service tests. In the case of the cryptography testing, it makes sense because it is such an

essential part of the sharing system. If any crypto parts are incorrect, the entire sharing system

is incorrect. On the other hand, by testing the web service, which is the primary entry point

for the sharing system, all components of the sharing system is consequently tested. This is

because the web service is dependent upon all the other components to work properly.

4.1 Cryptography Tests

The following will test the functionality related to the cryptography part of the thesis sharing

system. In other words, these tests’ intention is to make sure that the implementation of the

AFGH proxy re-encryption scheme is correct.

To reiterate from the previous chapter, Listing 3.1 shows an overview of the primary methods

implemented in the cryptography project. It makes sense to divide the cryptography tests into

three groups, namely key generation, encryption/re-encryption and decryption.

54
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4.1.1 Key Generation

There are three different key generation functions; newSecretKey(), newPublicKey() and

newReEncryptionKey(). The secret key generation function takes no parameters. This is the

entry point of the key generation process. To elaborate, both the public key generation function

and the re-encryption key generation function takes a secret key parameter. This means that ev-

ery user will need to generate a secret key before they can proceed to generate any of the other

two key types. The public key generation function generates a public key corresponding to the

parameter given secret key. This is similar to how traditional asymmetric cryptosystems work.

However, the re-encryption key generation differs slightly; it takes the source secret key and the

destination public key as its parameters. This makes sense in that its purpose is to re-encrypt

ciphertext that originally resulted from encryption with the source’s public key.

SK A

M0Aef3i5CCubSLJp5ed5lnzR+vY=

SKB

D7rQ4RZbdLOn9LKLy73CIBqKwkY=

The above shows examples of secret keys generated by the AFGH algorithm. As shown, these

are rather short strings encoded in the Base64 format. By using SK A and SKB respectively as

arguments to the public key generation function, it produces the following two corresponding

public keys.

PK A

e20WEYxKEN+NfJaDmTr0cwub4m85jpWmqOBgJfk9avme9XD5i7TFsho6o5flLbTODKKRdSQuLKI6g

OLHyzAuwX0JqcEH60FqclyU6jHTaN6IvMCMeHyK5xbRc0as8lrOA0tdGTrW6CeLmL+UGdVtFfHRmL

wfIG8iwZl2uBkuW08=

PKB

WJtMhYXIzH+H41xXyPtsXrD/Vr31HXvztvklZTXTP2b/eLTCeFUYe45D/j5SP1/KDz1IWFUFUrzIj

WzWhbWzkSf33LDm5pfgWFmroYpWIiEJAvSnzTn6PM9krppp4uW/eTw20fxW4aYoc2O6nFeRLsw+oS

cy/AkonefeDtUvOsk=

These are also Base64 encoded strings, but as shown, they are rather long. By using SK A

and PKB as arguments to the re-encryption key generation function, it produces the following

re-encryption key.
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RK A→B

XbQn4Dy0V0EIgkpkHjvLXE9LHPVpNS+myL86VoIT8Gw/03Yj9zCcGJTO3XWQzul4aFg+itv6iwLbP

uN4Tz5dZaWGNTBVGUt8X2ecsBEk4QbhnzvVC0KKV7pCm2+CZADuIUogzL+KsqIEuvpzIuXIPv8Qyj

HfF0wYx0y3Mx6wGls=

Again, this is a rather long Base64 encoded string. This encoding enables the system to work

with strings exclusively, without having to depend on more particular parameter types. When

all parameters are of the String type, compatibility across different projects and platforms is a

fact.

4.1.2 Encryption/Re-Encryption

When it comes to encryption/re-encryption capabilities, there are three different functions.

These are encrypt(), encryptReEncryptable() and reEncrypt(). In Chapter 2, when in-

troducing the AFGH scheme, it was illustrated how there are two different levels of encryption

present in the scheme. Messages encrypted in the first level resembles more traditional asym-

metric encryption in that it is only possible to decrypt the ciphertext if in possession of the secret

key corresponding to the public key used during encryption. The encrypt() function encrypts

a message in the first level.

Messages encrypted in the second level, by the encryptReEncryptable() function, is slightly

different. Second level ciphertexts supports re-encryption into first level ciphertexts. In other

words, while it is possible to decrypt second level ciphertexts as is by the source’s secret key,

it is also possible to re-encrypt it into a first level ciphertext, which supports decryption by an

arbitrary destination’s secret key. The reEncrypt() function is capable of re-encryption, i.e.

converting a second level ciphertext for Alice into a first level ciphertext for Bob. In practice,

a proxy instance typically perform the re-encryption operation after user interaction, but the

proxy instance has no means to reveal the underlying plaintext in the process. As mentioned

several times in the paper by now, this is the genius of proxy re-encryption.

Note that when the following text references the keys SK A, SKB , PK A, PKB and RK A→B , these

are in fact references to the keys generated in the previous section on key generation.

M

Meet me at the docks at 5 PM
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The above shows an example message M that Alice wants to keep encrypted somewhere on

the Internet. Alice may choose two different ways of encrypting the message, depending on

whether she wants to share the message with someone else down the line. If Alice wants to keep

the message for herself, first level encryption will suffice. However, if Alice wants to share the

message with others through a proxy instance, second level encryption is required. The latter

choice makes more sense when examining the message contents.

C A1

h0fOdw77InT42YtSjyk9BxOhztbp4WrQR8SiNiAA880rXqu9RYI7bb05bD1RFUf2jDiwgOOBnuw74

DYQ0WoZdQKXY7QPDJmpXLJ6mhMJWwjK5rEKWWXUChQ5jUxXRjHsSpYun2XKyWL4ye19zyZcSTz1om

jaPewk5VQbCRRsq/hsxdXeHTyiTXgExQJMyg9pi3YgIAGrp7LU0NDBmp/aB+iaOQdeVVXvjd4A83A

C8IgYYn9qU/zo38qVd38g94CYRirWYwUvkbg1U3P/7BW/dgJefAWGgy9HIDqnuo5xWBAKPPTov2JB

HNeUefopI/2xWfZrzvXul1VZ42jPZA5qgA==

The above shows the first level ciphertext that results from inputting the message M and

PK A into the encrypt() function. On the other hand, the second level ciphertext resulting from

inputting the same two parameters into the encryptReEncryptable() function follows below.

C A2

opX5TBoVfU4LbaHeqDwixSObGn359t5Un7ezDwR2jl3gJArm82/Wy+GPqnrxVzsBs7JVtCTHgRoLd

PIp3i64eTSaIdu0/XVIa2Fz5EaC6gbGRL/MsLVAEjSVG4oP3XlUPClmLZnnKo76nQTpdUOlFh1ARy

2w/JCfos60t+1pP4qCtT77a4tHacKRh8WpmpdASItLrcf/Dn/88Ukp07T/wL44Axf9uhCLwTyt+wU

3fqVGlRXZu3/oOwUPqVEKxU/KoxTllbOV8F52DkwevZ/XvJs7K1byQc+Xb5TdhdR8wKYvUxoX+ooL

NxrJsQXGRh6Ujel51vdGborib8PTOYtjIQ==

At this point, only Alice is able to decrypt the ciphertexts with her own secret key. However,

a proxy instance may now input C A2 and the re-encryption key RK A→B into the reEncrypt()

function and arrive at an entirely new ciphertext as shown below.

CB1

opX5TBoVfU4LbaHeqDwixSObGn359t5Un7ezDwR2jl3gJArm82/Wy+GPqnrxVzsBs7JVtCTHgRoLd

PIp3i64eTSaIdu0/XVIa2Fz5EaC6gbGRL/MsLVAEjSVG4oP3XlUPClmLZnnKo76nQTpdUOlFh1ARy

2w/JCfos60t+1pP4ojrwDHY1pUJTuuRJCIylZVP1aLemdE+DFuq+xPik6JdKoR+G1wqWYGzfIBKK3

iwe/WaRqb/FzZXrWlaoRYhlHKMvcHAVqmdyMn6s0gHNu0jSS3S1fyQ1YK8/nt46j+KNK/i/x0mIDc

Xs8IzFgUsyQwAmzRVJZaWpw0j/TgPUUbJA==



CHAPTER 4. EXPERIMENTAL RESULTS 58

Note that the new ciphertext is actually a first level ciphertext now, transformed from a sec-

ond level ciphertext. In the hands of Bob and his secret key, this ciphertext will reveal the mes-

sage to him upon decryption. A proof of this follows in the next section. It is essential to note

that the re-encryption key used by the proxy instance origins from Alice. In other words, the

proxy instance is not able to delegate decryption rights without the necessary re-encryption key

that origins from the original message source.

4.1.3 Decryption

In the scheme’s decryption category, there are two different functions. These are decrypt() and

decryptReEncryptable(). The decrypt() function is capable of decrypting first level cipher-

texts while the decryptReEncryptable() is capable of decrypting second level ciphertexts.

From the previous section, we have three different ciphertexts C A1, C A2 and CB1. As indi-

cated, two of these ciphertexts are first level ciphertexts while one is a second level ciphertext. If

everything is working as intended and in accordance to the AFGH proxy re-encryption scheme,

it should be possible for Alice to decrypt ciphertexts C A1 and C A2 with her secret key SK A. More-

over, Bob should simultaneously be able to decrypt CB1 with his secret key SKB .

The following shows the result when inputting C A1 and SK A into the decrypt() function. If

successful, the result should be human readable plaintext.

P A1 = M

Meet me at the docks at 5 PM

As shown, the decryption reveals the plaintext and the message is "Meet me at the docks at 5

PM". Now that Alice’s first level decryption was successful, it is time to attempt decryption when

inputting C A2 and SK A into the decryptReEncryptable() function. The result follows below.

P A2 = M

Meet me at the docks at 5 PM

As shown, the decryption reveals the plaintext again, and the message is still the same. Now

that Alice’s second level decryption was successful, it is time for Bob to attempt decryption of
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Figure 4.1: Decryption output when supplying incorrect secret key

the re-encrypted ciphertext. In other words, what happens when inputting CB1 and SKB into

the decrypt() function. The result follows below.

PB1 = M

Meet me at the docks at 5 PM

Again, the decryption is successful and the decryption reveals the plaintext to Bob. For

completeness’ sake, Figure 4.1 shows the decryption output when inputting CB1 and SKC =

ckRPohDmX2BHDn/bQ4USK0ZtsXE= into the decrypt() function.

As shown, the decryption did not work with the incorrect decryption key. From this, it is

safe to assume that the AFGH proxy re-encryption implementation is correct. Please note that

while the above tests applies to a very short message, the implementation is in fact applicable

to arbitrary length messages, including file content.

4.2 Web Service Tests

The following will test the web service API, more specifically make sure that all the functions

exposed by the web service is working as intended. Note that the underlying implementations

of these functions are dependent upon the entire thesis sharing system’s components. Because

of this, the following tests will not only test the web service itself, but also all of its referenced

components.

The web service tests will be performed in a per function manner, meaning that every func-

tion exposed by the web service API will be tested separately. As explained in Chapter 3, all

web service functions return a JSON representation of a WebServiceResponse object. Listing

4.1 shows the skeleton of the WebServiceResponse class. The status variable will represent a

HTTP status code while the message variable will contain a short message describing the out-

come of the function call. Finally, the content variable will contain the result of the function

call, and does not belong to a particular datatype or class.
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1 public class WebServiceResponse {

2 private int status ;

3 private String message ;

4 private Object content ;

5 }

Listing 4.1: WebServiceResponse.java

It makes sense to divide the API functions into two groups, namely HTTP GET functions and

HTTP POST functions. The functions exposed as HTTP GET functions are those that take no

parameters. On the other hand, functions that do take parameters are reachable through HTTP

POST requests.

While the API exposes ten functions overall, only two of these are HTTP GET functions, more

specifically /api and /newSecretKey. In other words, the remaining eight functions all take

parameters to be able to produce the result.

4.2.1 HTTP GET Functions

By calling the /api function as a HTTP GET request, the JSON object shown in Listing 4.2 is

returned by the web service. Admittedly, this object is rather large as it contains information

about all the functions exposed by the web service API.

1 {

2 " status " : 200 ,

3 "message" : "The API − A l l v al i d function c a l l s return a JSON object " ,

4 " content " : [

5 {

6 " function " : "announce" ,

7 "method" : "POST" ,

8 " d e t a i l s " : " Cal l t h i s function to manually announce a torrent on the

9 system ’ s tracker . " ,

10 "params" : [

11 " f i l e "

12 ] ,
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13 " args " : [

14 " binary "

15 ] ,

16 " returns " : "The torrent ’ s new unique f i l e name. "

17 } ,

18 {

19 " function " : " api " ,

20 "method" : "GET" ,

21 " d e t a i l s " : " Cal l ing t h i s function gives an overview of the API . "

22 } ,

23 {

24 " function " : " decrypt " ,

25 "method" : "POST" ,

26 " d e t a i l s " : " Cal l ing t h i s function attempts to decrypt the given ciphertext

27 with the given secret key . " ,

28 "params" : [

29 " ciphertext " ,

30 " secretKey "

31 ] ,

32 " args " : [

33 "base64" ,

34 "base64"

35 ] ,

36 " returns " : "The r e s u l t i n g p l a i n t e x t . "

37 } ,

38 {

39 " function " : "download" ,

40 "method" : "POST" ,

41 " d e t a i l s " : " Cal l t h i s function to download an encrypted torrent . The public key

42 r e f e r s to the destination ’ s public key and must r e f l e c t a

43 corresponding c a l l to the share function . " ,

44 "params" : [

45 "fileName" ,

46 " publicKey "

47 ] ,

48 " args " : [
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49 " s t r i n g " ,

50 "base64"

51 ] ,

52 " returns " : "The torrent f i l e encrypted under the given public key and

53 encoded as a Base64 s t r i n g . "

54 } ,

55 {

56 " function " : "newPublicKey" ,

57 "method" : "POST" ,

58 " d e t a i l s " : " Cal l ing t h i s function generates a new public key . " ,

59 "params" : [

60 " secretKey "

61 ] ,

62 " args " : [

63 "base64"

64 ] ,

65 " returns " : "The new public key . "

66 } ,

67 {

68 " function " : "newReEncryptionKey" ,

69 "method" : "POST" ,

70 " d e t a i l s " : " Cal l ing t h i s function generates a new re−encryption key . " ,

71 "params" : [

72 " secretKey " ,

73 " publicKey "

74 ] ,

75 " args " : [

76 "base64" ,

77 "base64"

78 ] ,

79 " returns " : "The new re−encryption key . "

80 } ,

81 {

82 " function " : "newSecretKey" ,

83 "method" : "GET" ,

84 " d e t a i l s " : " Cal l ing t h i s function generates a new secret key . " ,
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85 " returns " : "The new secret key . "

86 } ,

87 {

88 " function " : "newTorrent" ,

89 "method" : "POST" ,

90 " d e t a i l s " : " Cal l t h i s function to generate a new torrent for the given f i l e .

91 ( Note : nothing i s stored on the server ) " ,

92 "params" : [

93 " f i l e "

94 ] ,

95 " args " : [

96 " binary "

97 ] ,

98 " returns " : "A new torrent f i l e encoded as a Base64 s t r i n g . "

99 } ,

100 {

101 " function " : " share " ,

102 "method" : "POST" ,

103 " d e t a i l s " : " Cal l t h i s function to share a torrent with the given public key

104 holder . The corresponding re−encryption key should derive from the

105 source ’ s secret key and the destination ’ s public key . " ,

106 "params" : [

107 "fileName" ,

108 " publicKey " ,

109 " reEncryptionKey "

110 ] ,

111 " args " : [

112 " s t r i n g " ,

113 "base64" ,

114 "base64"

115 ] ,

116 " returns " : "True i f share was successful , f a l s e otherwise . "

117 } ,

118 {

119 " function " : "upload" ,

120 "method" : "POST" ,
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121 " d e t a i l s " : " Cal l t h i s function to upload a torrent f i l e . The torrent

122 w i l l be encrypted with the given public key . " ,

123 "params" : [

124 " f i l e " ,

125 " publicKey "

126 ] ,

127 " args " : [

128 " binary " ,

129 "base64"

130 ] ,

131 " returns " : "The uploaded torrent ’ s new unique f i l e name. "

132 }

133 ]

134 }

Listing 4.2: JSON Object Response - /api

Note that the content variable in the above JSON object result is in fact an array of ApiItem

objects, as shown in Listing 4.3. While some might argue the result from calling /api is cum-

bersome and excessive, the truth is that because it is a JSON object it is in fact exceptionally

easy to handle by the invoker. There exists very good tools for parsing JSON objects out there,

so managing the object in Listing 4.2 is no problem.

1 public class ApiItem implements Comparable<ApiItem> {

2 private String function ;

3 private String method ;

4 private String d e t a i l s ;

5 private String [ ] params ;

6 private String [ ] args ;

7 private String returns ;

8 }

Listing 4.3: ApiItem.java

Similarly, by calling the /newSecretKey function as a HTTP GET request, the JSON object

shown in Listing 4.4 is returned by the web service. This object is much smaller than the object
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returned from /api, as its content variable simply represents a system generated secret key.

1 {

2 " status " : 200 ,

3 "message" : " Secret key generated " ,

4 " content " : " f y I + J +LgyTwxHEwrYvDEnMyZrlM="

5 }

Listing 4.4: JSON Object Response - /newSecretKey

4.2.2 HTTP POST Functions

The following tests work by invoking HTTP POST requests to the web service as multipart/form-

data. This encoding type is required when sending files as parameters. Note that all the HTTP

POST requests are assumed multipart/form-data requests in the web service’s source code.

Note that some of the following API function tests take cryptographic parameters such as se-

cret keys, public keys, ciphertext etc. Because of this and in the spirit of reducing paper redun-

dancy, the following references to SK A, PK A, SKB , PKB , RK A→B and similar variables all refer to

the values with the same name introduced/generated in the Cryptography Tests section.

By calling the /newTorrent function with the parameter file set to an arbitrary file such as

a document or picture, the JSON object shown in Listing 4.5 is returned by the web service.

1 {

2 " status " : 200 ,

3 "message" : "New torrent generated " ,

4 " content " : "ZDg6YW5ub3VuY2UzMTpodHRwczovLzEwLjAuNS45MDo2OTY5L2Fubm91bmNlMTA6Y3JlYX

5 RlZCBieTM3Om5vLnVpcy5tc2FsdGUudGhlc2lzLmJpdF90b3JyZW50LnV0aWwxMzpjcmVh

6 dGlvbiBkYXRlaTE0MzEwODA0MzRlNDppbmZvZDY6YXRva2VuMTQ6c2VjdXJpdHlfdG9rZW

7 42Omxlbmd0aGkyMTAyNmU0Om5hbWU5OjdGZUl3LmpwZzEyOnBpZWNlIGxlbmd0aGkyNTYw

8 MDBlNjpwaWVjZXMyMDqsZpgwyocXSlB75FPdwiAKokYCDc6cHJpdmF0ZWkxZWVl"

9 }

Listing 4.5: JSON Object Response - /newTorrent
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The content variable in the above result is a Base64 encoding of a torrent/metadata file

corresponding to the contents of the fileparameter set in the HTTP request. Any programming

language can easily convert this encoded string to a .torrent file for further use. For convenience,

Listing 4.6 shows the decoded version of this string. We can see that this is a valid Bencoded

torrent.

1 "d8 : announce31 : https : / / 1 0 . 0 . 5 . 9 0 : 6 9 6 9 / announce10 : created by37 : no . uis . msalte . t h e s i s .

2 b i t _ t o r r e n t . u t i l 1 3 : creationdatei1430756428e4 : infod6 : atoken14 : security_token6 :

3 lengthi76e4 : name8 : t e s t . txt12 : piece lengthi256000e6 : pieces20 : < snip > : 7 : privatei1eee "

Listing 4.6: System Generated Torrent File

By calling the /announce function with the parameter file set to a valid torrent file, the

JSON object shown in Listing 4.7 is returned by the web service.

1 {

2 " status " : 200 ,

3 "message" : " Torrent announced on the tracker " ,

4 " content " : " e3e7f325−31f7−4d05−97b2−b8fb5f574ad1 . torrent "

5 }

Listing 4.7: JSON Object Response - /announce

As the message variable in the above result indicates, this function call resulted in the shar-

ing system’s BitTorrent tracker to start announcing this torrent. The content variable represents

the torrent’s id, which is equal to the torrent’s file name. Note that this function only tells the

tracker to start announcing the torrent. Other than that, it does not interact with the underlying

sharing system in any capacity. The API’s upload function is the go-to function for introducing

a new torrent to the sharing system. The purpose of the announce function is to manually tell

the tracker to start announcing a torrent. This will be necessary after application restart.

By calling the /newPublicKey function with the parameter secretKey set to SK A, the JSON

object shown in Listing 4.8 is returned by the web service.
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1 {

2 " status " : 200 ,

3 "message" : " Public key generated " ,

4 " content " : "YGuRNXMkslbnb8+TMR2ZKlT16Gx0vdSVDnRk52RJ4QrzjJ2RuztQFlBQc1rEIHf6mm

5 EsWKR3bpHmoWStbWPpgPVj4Iq946gyA7pJQX4UfVYwlJbYOPI6upbMUcwxxqWljNSp

6 v/2F2CW6N25q7M9U9NenAEcnNpCDZOQZk8A38="

7 }

Listing 4.8: JSON Object Response - /newPublicKey

The message variable in the above result explains the outcome of this function call rather

well. The content variable contains the public key corresponding to the parameter given secret

key. Note that the content variable is equal to PK A. This makes sense, as there is always a single

public key corresponding to a single secret key.

By calling the /newReEncryptionKey function with the parameter secretKey set to SK A

and the parameter publicKey set to PKB , the JSON object shown in Listing 4.9 is returned by

the web service.

1 {

2 " status " : 200 ,

3 "message" : "Re−encryption key generated " ,

4 " content " : "P6PrrTuwAqnfovO5Zf12Iolj8z4OxLe5IZkX1y0p3lTuPzMK04NJcNqmft35nYp7EK4m6CwaW

5 FC6RWfkNf3fZg2rdbZEnYwhdNEnoSxLvfkkydF1lcSk5mce0WNlGqY43nFgPO6crpsg/BJZdx

6 TC+Ju /QWp0jZAzbQbyvg8d/Y="

7 }

Listing 4.9: JSON Object Response - /newReEncryptionKey

Again, the message variable in the above result explains the outcome of this function call

rather well. The content variable contains the re-encryption key corresponding to source SK A

and destination PKB . Note that the content variable is equal to RK A→B . Again, this makes

sense, as there is always a single re-encryption key applicable for re-encryption from party A to

party B.

By calling the /upload function with the parameter file set to a valid torrent file and the
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parameter publicKey set to PK A, the JSON object shown in Listing 4.10 is returned by the web

service.

1 {

2 " status " : 200 ,

3 "message" : " Torrent uploaded successfuly " ,

4 " content " : " e3e7f325−31f7−4d05−97b2−b8fb5f574ad1 . torrent "

5 }

Listing 4.10: JSON Object Response - /upload

Again, the message variable in the above result explains the outcome of this function call

rather well, the upload was successful. The content variable reflects the uniquely generated

torrent id in the underlying sharing system. Note that this function call initiates a rather com-

plex procedure. Firstly, the sharing system announces the torrent on its embedded BitTorrent

tracker before it encrypts the torrent with the PK A parameter. The resulting ciphertext is then

stored in the system’s key-value store/database torrents where the torrent id is the key and the

ciphertext is the value. It is also worth noting that the caller will need to write down the gen-

erated torrent id somewhere, as it is the only way of identifying this particular torrent in the

sharing system. As we shall see, the next function test (/share) will take the torrent id as one of

its parameters.

By calling the /share function with the parameter fileName set to "e3e7f325-31f7-4d05-

97b2-b8fb5f574ad1.torrent", the parameter publicKey set to PKB and the parameter

reEncryptionKey set to RK A→B , the JSON object shown in Listing 4.11 is returned by the web

service.

1 {

2 " status " : 200 ,

3 "message" : " Torrent e3e7f325−31f7−4d05−97b2−b8fb5f574ad1 . torrent shared" ,

4 " content " : " true "

5 }

Listing 4.11: JSON Object Response - /share

Again, the message variable in the above result explains the outcome of this function call
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rather well. Note that this function call will share the torrent with id equal to the fileName pa-

rameter with the public key holder of PKB . The RK A→B parameter is used by the sharing system

to grant this access request. This is achieved by storing a record in the key-value store/database

shares where the torrent id is the key and the key tuple (PKB , RK A→B ) is the value. If a torrent

matching this particular id is already present in the database, the procedure will simply append

the key tuple to the current value, indicating that more than one user is currently on the receiv-

ing end of this torrent.

By calling the /download function with the parameter fileName set to "e3e7f325-31f7-

4d05-97b2-b8fb5f574ad1.torrent" and the parameter publicKey set to PKB , the JSON ob-

ject shown in Listing 4.12 is returned by the web service.

1 {

2 " status " : 200 ,

3 "message" : "Download granted " ,

4 " content " : "BexCIhmyW5v9C5iiUQ6ESSn42gP/0JhGMADFawR6SqiDLN076Y1iUmHt85p7vXeevOQdp3sM

5 mDTZKC0gyauDZ0ZzSbuCkk7dxHlqf7er+FaDDkFdeYYg9A5cZNOpS2DU0foNIri4mNnCjsQ2

6 Jkpspq8taTlEJn+56jjngAroyTITVy /KuqdfCzDOIxIGm6MTEX5AoDoaSE3Jy8GEJae7Sdgf

7 wqQ6um8KCb1TGKoQymOQoINxzitMWuIvL+u8g/CGOC52JiOmfb0alJdHBEXlVCutAYy1+HZ8

8 5Rho4zcy+DgAKvNZ90spMBUscNKoqX38cagyNOyqOnX04+tGGLwbbTVXpnosIjZR1PemPqSa

9 FM6Ejq8zRjsGr9cBGlNLxp5ly1otNlHozY8KcReRSTnmDIM6wQxwla8gSbpLAugTqSkTxGHx

10 pF/69 oI /EpwDbw9NJB4hzOUnBrlgsdIwe0dPxePsaTOM5NMIqM2a6w1FHZk0/JwbKBD6dtHm

11 NAg5yvPpdkHKr/ikRJrfCfwp4Drg0vh1mmG4WqjcSrQCrLcCqfCk8j15EpBhFrGU0zrZLU83

12 /ONQExK7IQ1HKC4blpleQzdNMGcqirmkyH9mbK4CFNU6XannXOaHrYhOoEi99T2nEKzRhgcq

13 na31RE+uKNBirn/neUZbdHc8gVXnPprgvbk="

14 }

Listing 4.12: JSON Object Response - /download

Again, the message variable in the above result explains the outcome of this function rather

well. The content variable however, represents the re-encrypted torrent ciphertext. To clarify,

this ciphertext is only compatible for decryption with the secret key SKB . This is the result of the

sharing system’s proxy re-encryption capabilities. Upon calling /download, the sharing system

looked up the parameter given torrent id in its database and found the re-encryption key RK A→B

in the key tuple identified by PKB .
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1 {

2 " status " : 400 ,

3 "message" : "No access or f i l e does not e x i s t "

4 }

Listing 4.13: JSON Object Response - /download - Invalid Parameters

Listing 4.13 shows the JSON object returned by the web service when calling /download and

the sharing system does not find a database record corresponding to either of the parameters.

By calling the /decrypt function with the parameter ciphertext set to the content vari-

able from Listing 4.12 and the parameter secretKey set to SKB , the JSON object shown in List-

ing 4.14 is returned by the web service.

1 {

2 " status " : 200 ,

3 "message" : " Decryption successful " ,

4 " content " : "ZDg6YW5ub3VuY2UzMTpodHRwczovLzEwLjAuNS45MDo2OTY5L2Fubm91bmNlMTA6Y3JlYXR

5 lZCBieTM3Om5vLnVpcy5tc2FsdGUudGhlc2lzLmJpdF90b3JyZW50LnV0aWwxMzpjcmVhdG

6 lvbiBkYXRlaTE0MzA3NTY0MjhlNDppbmZvZDY6YXRva2VuMTQ6c2VjdXJpdHlfdG9rZW42O

7 mxlbmd0aGk3NmU0Om5hbWU4OnRlc3QudHh0MTI6cGllY2UgbGVuZ3RoaTI1NjAwMGU2OnBp

8 ZWNlczIwOpvaUx2lW9otjUUQjJNJzSbIbvk6Nzpwcml2YXRlaTFlZWU="

9 }

Listing 4.14: JSON Object Response - /decrypt

The message variable indicates that the decryption was successful. This means that the

content variable now reflects the initial torrent file as Base64 encoded plaintext. Decoding this

string reveals the torrent shown in Listing 4.15. As we can see, this is the exact same Bencoded

torrent as the one in Listing 4.6.

1 "d8 : announce31 : https : / / 1 0 . 0 . 5 . 9 0 : 6 9 6 9 / announce10 : created by37 : no . uis . msalte . t h e s i s .

2 b i t _ t o r r e n t . u t i l 1 3 : creationdatei1430756428e4 : infod6 : atoken14 : security_token6 :

3 lengthi76e4 : name8 : t e s t . txt12 : piece lengthi256000e6 : pieces20 : < snip > : 7 : privatei1eee "

Listing 4.15: Decrypted Ciphertext
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To conclude the above tests, it is apparent that the sharing system is working as intended.

Party A is able to share a file with party B exclusively by calling the functions exposed by the

web service API. This goes to show how easy it is to incorporate the sharing system into existing

applications. Any programming language is perfectly capable of invoking these function calls

and parsing/interpreting the resulting JSON objects.



Chapter 5

Discussion

The following section will primarily make a short analysis over what the test results from the pre-

vious chapter mean. There will also be a brief comparison of the thesis sharing system against

other sharing practices in use today. Finally, the text will present a short discussion of the thesis

sharing system’s limitations and shortcomings.

As demonstrated, the thesis sharing system is fully capable of functioning as a file sharing

system. As we have seen, the system’s proxy re-cryptography capabilities is able to provide the

rest of the system with a secure encryption mechanism. Moreover, the web service API exposes

enough functionality such that existing applications may easily incorporate the system to pro-

vide their users with secure sharing.

When comparing the sharing system with other practices for sharing that is commonly in

use today, this work is able to provide a major advantage. This advantage is specifically the sys-

tem’s ability to re-encrypt ciphertexts without accessing the underlying plaintext. Because of the

system’s implementation of proxy re-encryption, the sharing system is able to modify encrypted

ciphertexts so that they are compatible for decryption by other keys. All this can happen with-

out security concern, as the system exclusively operate on publicly available information. To

elaborate on the reasoning for the above claim, we can see that the thesis sharing system elim-

inates the primary concern of many other sharing systems in use today where re-encryption

must follow a preceding decryption to plaintext. Decrypting content before re-encryption is a

huge security concern that the thesis sharing system is able to avoid.

Moreover, as the thesis sharing system uses the proxy re-encryption primitive, it only needs
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to store a single ciphertext per file. This is opposed to other sharing systems where it is necessary

to store one ciphertext per user on the receiving end of a file sharing operation, i.e. one cipher-

text per decryption key. In the thesis sharing system, the underlying database only contain the

original ciphertext encrypted by the file’s source. Upon sharing, the sharing system will modify

this single ciphertext for compatibility with the destination’s decryption key. This conversion

is accomplished by applying the publicly available re-encryption key to the ciphertext. There

is no necessity for the sharing system to store the resulting ciphertext anywhere, just deliver it

to the recipient. Exclusively storing the original ciphertext is satisfactory. It is also worth noting

that the thesis sharing system is able to delegate access while the original file source is offline, as

long as it has previously been supplied with the required re-encryption key, i.e. if the file source

invoked the share() function at some point.

On the other hand, while the thesis sharing system is able to introduce an improved sharing

mechanism, it will not be able to eliminate all security concerns for sharing files on the Internet.

If the users are hosting their files on compromised locations, whether it is on cloud storage

services or otherwise, the security algorithms in use on these locations will obviously affect the

security of the files taking part in the sharing system. However, as mentioned, the thesis sharing

system makes significant improvements on many of today’s sharing practices and is thereby a

big step in the right direction.

Additionally, the thesis sharing system is not compatible with all available BitTorrent clients.

Compatible clients must as mentioned implement the Vuze specification for Message Stream

Encryption (MSE).

When it comes to key management, the sharing system does not offer anything in this area.

When users have generated their respective key pairs for use in the sharing system, these keys

will remain their keys indefinitely. There is no system in place for key renewal. However, as this

was not in the thesis’ scope and because there are several such systems available as open source

out there, this particular limitation is rather negligible.

While considering the sharing system’s limitations, it is still able to make significant security

improvements compared with many of today’s practices. It does eliminate some of the most

obvious weaknesses, but not all.



Chapter 6

Conclusion

The following will primarily compare the thesis’ original objectives with the results and discus-

sion. Moreover, it will describe some recommendations for future work.

To reiterate the thesis objectives from Chapter 1.2, the following shows them again in no

particular order. Develop a file sharing system that:

1. Satisfies today’s security requirements

2. Handles arbitrary file types and sizes

3. Enables file owners to host their files on arbitrary locations

4. Does not require file owners to remain online indefinitely

5. Can easily be incorporated into existing applications

6. Works on all platforms

From the above objectives, and when comparing them to the resulting sharing system’s ca-

pabilities, it can be argued that all the initial objectives has been met. The thesis sharing system

is able to provide a secure sharing mechanism that handles arbitrary file types and sizes. It also

enables file owners to host their files on arbitrary locations, albeit this initially attractive prop-

erty also has the side effect of being a potential security concern, depending on the file owner’s

particular file system location.
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Since the thesis sharing system relies on the (modified) BitTorrent protocol for file transfer

capability, the sharing system does not require file owners to remain online. Users can join and

leave the system as they please, conveniently continuing their progress from where they left off.

Because the sharing system is exposed through a standardized web service API, it can eas-

ily be incorporated into existing applications while also remaining platform independent. All

platforms have easily available tools for invoking HTTP requests and parsing JSON responses.

One of the primary weaknesses of the thesis sharing system is the fact that is only that, a

sharing system. The overall system’s security is heavily dependent on the underlying security

of the files taking part in the sharing processes. While the thesis sharing system does provide

secure sharing, it does not interfere with the underlying file systems. This means that if file

owners host their files on insecure locations, the fact that he or she is able to share files securely

becomes second rate. Because of this, if a future extension of the thesis sharing system included

its own storage entity, it might be possible to provide a completely secure cloud storage system.

Because of the sharing system’s nature, an incorporation into a cloud storage service, like any

other application, is arguably one of its primary intentional use cases. As such, incorporating

the sharing system in a cloud storage service seems like an obvious suggestion for future work.

As the paper mentions frequently, we are seeing a huge increase in users moving their private

files from their own expensive hardware to inexpensive cloud storage services. Again, while this

is very convenient, there are rather big security questions remaining unanswered in many of

these cases.

Other areas of the thesis sharing system that would benefit from future work is its key man-

agement capability and the BitTorrent client support. Currently, there is no key renewal system

in place, which some might argue is rather inconvenient. While this was never part of the thesis

scope, it might be a nice convenience to have in the future. When talking about BitTorrent client

support, there are two ways to go. On one hand, it would be nice to be able to support arbitrary

BitTorrent clients, not only those implementing the Vuze MSE specification, as is the case now.

However, on the other hand, by implementing a custom BitTorrent client as an exclusive part of

the sharing system, one would gain significantly more control over client behavior. This would

of course lead to a more narrow system, in which the users must use a specific BitTorrent client

to be able to partake. In any case, a close examination of this tradeoff would be necessary.
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Finally, the sharing system would benefit greatly in the convenience department if it were

to support identity-based cryptography and/or group sharing. Identity-based cryptosystems

are systems in which its users are able to use personal information such as e-mail address or

IP address as their public key component. Whether this is possible in the current proxy re-

encryption scheme would need to be found out. Group sharing would potentially eliminate the

current necessity to invoke the sharing procedure once per recipient user, and instead grant the

ability to share with a large group of users at a time.



Appendix A

Acronyms

API Application Programming Interface

BT BitTorrent

CSP Cloud Storage Provider

CSSP Cloud Storage Service Provider

DLP Discrete Logarithm Problem

ECC Elliptic Curve Cryptography

HTTP Hypertext Transfer Protocol

ISP Internet Service Provider

JSON JavaScript Object Notation

P2P Peer to Peer

PBC Pairing Based Cryptography

PRE Proxy Re-Encryption

SSL Secure Sockets Layer

TLS Transport Layer Security
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Modifications to ttorrent

The following will briefly summarize the changes made to the ttorrent library. Again, note that

the ttorrent library is licensed under the Apache Software License version 2.0. Every modified

Java class will have its complete location (including package) shown here. That way, it will be

easy to track down modified code.

com.turn.ttorrent.common.Torrent -

• Added an additional method signature for create() that takes a security token pa-

rameter.

• Modified the private method create() to support the aforementioned security to-

ken parameter. This method will append the security token to a torrent’s info dictio-

nary. Moreover, it will also set its private flag to ’1’.

com.turn.ttorrent.tracker.Tracker -

• The method getAnnounceUrl() will append ’https’ to the returned string, instead

of ’http’.

com.turn.ttorrent.tracker.Tracker.TrackerThread -

• This inner class’ call to connection.connect() includes a reference to no.uis.

msalte.thesis.common.security.SecurityConstants.SSL_CONTEXT. This is a

static reference to a javax.net.ssl.SSLContext object.
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com.turn.ttorrent.tracker.TrackerService -

• The method process() makes sure incoming HTTP GET requests include the ’re-

quirecrypto’ flag and that it is set to ’1’. If this is not the case, HTTP status 406 Not

Acceptable is returned.

com.turn.ttorrent.client.announce.HTTPTrackerClient -

• Note that this particular modification does not affect the thesis sharing system di-

rectly. The reason for the following change was primarily for testing purposes (to be

able to examine BitTorrent client behavior during debugging).

• Modified the announce() method to support HTTPS. Now uses classes HttpClient

and GetMethod from the Apache Commons library.

HttpClient provides full support for HTTP over Secure Sockets Layer (SSL) or IETF

Transport Layer Security (TLS) protocols by leveraging the Java Secure Socket Exten-

sion (JSSE) [34].

com.turn.ttorrent.common.protocol.HTTPAnnounceRequestMessage -

• The method parse() is modified to include parsing of the ’requirescrypto’ and ’cryp-

toport’ parameters.



Appendix C

Java Projects Setup

The following will explain how to setup the respective thesis sharing system Java projects in the

Eclipse IDE on a Windows environment.

As described in the paper, the thesis sharing system consists of several Java projects. These

are primarily the five projects common, crypto, bit-torrent, secure-share and web-service.

However, the submission source code contains an additional sixth project named ttorrent.

This is the modified version of the ttorrent library that the paper mentions frequently.

In the compressed file attached to the submission PDF file, the following folder structure is

available.

app-dir/ Directory

bit-torrent/ Java Maven Project

common/ Java Maven Project

crypto/ Java Maven Project

secure-share/ Java Maven Project

ttorrent/ Java Maven Project

web-service/ Java Maven Project

As shown in the above, there are seven folders present in the compressed file. These folders

represent the main application directory known as app-dir/ as well as the six aforementioned

80
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Java projects. The app-dir/ directory contains all the files and subdirectories in use by the shar-

ing system.

By unpacking the compressed file, it is easy to import the Java Maven projects into Eclipse.

Start by selecting File → Import... → Existing Maven Projects. In the dialog window that ap-

pears, select the Browse... button next to the Root Directory input box. From the subsequent

dialog window, find the root directory of the particular project to be imported (one of the six

folders above) before pressing Finish. Repeat this procedure for every project successively. Be-

cause these projects are Maven projects referencing each other in their respective pom.xml files,

the dependencies between them should primarily be working automatically. However, there is

one exception. The crypto project needs to know about the JPBC library. The respective jar files

for the JPBC library reside in the app-dir/jars/ directory. To add these jars to the project’s build

path, Right-click the crypto project → Build Path → Add External Archives.... In the following

dialog window, browse to app-dir/jars/, select both jpbc-api-2.0.0.jar and jpbc-plaf-2.0.0.jar,

before pressing Open.

After importing the six projects by following the above, it is time to make some modifications.

Make sure that the projects are compiling using a Java Runtime Environment (JRE) version 6 or

later. Unless this is the case, their use of the @Override annotation will produce compilation

errors.

Moreover, make sure that the JAVA_HOME environment variable is set in the operating system.

This variable should point to the parent directory containing the Java Runtime Environment

(JRE). A sample location for the JRE on a Windows system is "C:\Program Files\Java\jre1.8.0_20".

After setting the JAVA_HOME environment variable, append the bin directory at "<JAVA_HOME>/bin"

to the PATH environment variable.

After setting/updating the environment variables, it is time to generate a server certificate to

enable the sharing system’s HTTPS capability. To do this, we will use a tool known as the Java

keytool [35]. This is an application located at "<JAVA_HOME>/bin/keytool.exe" on Windows

systems.

Open a command line in administrator mode and execute the following commands. Re-

member to substitute "<pw>" with your desired password and "<JAVA_HOME>" with your

JAVA_HOME environment variable.
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<JAVA_HOME>\bin\keytool -genkey -alias secure-share -keyalg RSA -keypass <pw>

-storepass <pw> -keystore secure-share.jks

<JAVA_HOME>\bin\keytool -export -alias secure-share -storepass <pw>

-file secure-share.cer -keystore secure-share.jks

<JAVA_HOME>\bin\keytool -import -v -trustcacerts -alias secure-share

-file secure-share.cer

-keystore "<JAVA_HOME>\lib\security\cacerts"

-keypass <pw> -storepass changeit

After following the instructions presented by the above procedure, the resulting output files

should be secure-share.jks and secure-share.cer. Move these two files into the app-dir/tls/ di-

rectory. Edit the file keystore.pw present on this location to reflect the same keystore password

as used in the certificate generation procedure (<pw>).

Now that we have generated the server certificate, navigate to the class no.uis.msalte.

thesis.common.AppConstants.java in the common project. This class consists of several static

string variables, all of which has had some documentation attached to explain their significance.

The primary objective in modifying this source file is to make sure that the DIR_APP variable is

pointing to the file system location of app-dir/ and that the TRACKER_HOSTNAME variable con-

tains the server’s hostname. Other than this, it is perfectly fine to keep the default values.

When the above is complete, it is possible to test whether everything is working correctly by

running the unit tests in the web-service project. Navigate to no.uis.msalte.thesis.web_

service.tests.AllTests.java and select Run → Run As → JUnit Test. If all three tests pass,

everything should be working as intended.

Now that the project setup is complete, start the web service through the main() method in

no.uis.msalte.thesis.web-service.App.java. When the program is running, access the

web service API through https://hostname:port/api. The default port is 9090.

https://hostname:port/api
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ttorrent/COPYING


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.







ttorrent/INSTALL

Howto build and use the ttorrent library
==========================================

Dependencies
------------

This Java implementation of the BitTorrent protocol implements a BitTorrent
tracker (an HTTP service), and a BitTorrent client. All dependencies are managed
by maven. The only dependencies of ttorrent-core are:

* the slf4j logging library
* the SimpleHTTPFramework
* the Apache Commons (Codec and IO)

The CLI module also depends on:

* the log4j library
* the jargs library

Building the distribution JAR
-----------------------------

Simply execute the following command:

  $ mvn package

To build the library's JAR file (in the core/target/ directory). You can then import
this JAR file into your Java project and start using the Java BitTorrent
library.

This will also create a shaded JAR (in the cli/target/ directory). You can then use
this JAR file in conjunction with the three scripts in the bin/ folder. Each script
allows execution of one of the following entry points:

* ClientMain - for running a torrent client
* TorrentMain - for creating .torrent files
* TrackerMain - for running a tracking server







ttorrent/bin/ttorrent

#!/bin/sh

# Copyright (C) 2012 Turn, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

EXECJAR="ttorrent-*-shaded.jar"

real_path() {
    case $1 in
        /*)
            SCRIPT="$1"
            ;;
        *)
            PWD=`pwd`
            SCRIPT="$PWD/$1"
            ;;
    esac
    CHANGED=true
    while [ "X$CHANGED" != "X" ] ; do
        # Change spaces to ":" so the tokens can be parsed.
        SAFESCRIPT=`echo $SCRIPT | sed -e 's; ;:;g'`
        # Get the real path to this script, resolving any symbolic links
        TOKENS=`echo $SAFESCRIPT | sed -e 's;/; ;g'`
        REALPATH=
        for C in $TOKENS; do
            # Change any ":" in the token back to a space.
            C=`echo $C | sed -e 's;:; ;g'`
            REALPATH="$REALPATH/$C"
            # If REALPATH is a sym link, resolve it.  Loop for nested links.
            while [ -h "$REALPATH" ] ; do
                LS="`ls -ld "$REALPATH"`"
                LINK="`expr "$LS" : '.*-> \(.*\)$'`"
                if expr "$LINK" : '/.*' > /dev/null; then
                    # LINK is absolute.
                    REALPATH="$LINK"
                else
                    # LINK is relative.
                    REALPATH="`dirname "$REALPATH"`""/$LINK"
                fi
            done
        done
        if [ "$REALPATH" = "$SCRIPT" ] ; then
            CHANGED=""
        else
            SCRIPT="$REALPATH"
        fi
    done
    echo "$REALPATH"
}

base=$(dirname $(real_path $0))
CPARG=$(find ${base}/../build -name "$EXECJAR" | tail -n 1)
if [ -z "$CPARG" ] ; then
    echo "Unable to find $EXECJAR"
    exit 1
fi
if [ -z "$MAINCLASS" ] ; then
    CPARG="-jar $CPARG"
else
    CPARG="-cp $CPARG $MAINCLASS"
fi
exec java $CPARG "$@"







ttorrent/bin/ttorrent-torrent

#!/bin/sh

# Copyright (C) 2012 Turn, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

EXEFILE="${0%-torrent}"
MAINCLASS="com.turn.ttorrent.cli.TorrentMain" "${EXEFILE}" "$@"







ttorrent/bin/ttorrent-tracker

#!/bin/sh

# Copyright (C) 2012 Turn, Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

EXEFILE="${0%-tracker}"
MAINCLASS="com.turn.ttorrent.cli.TrackerMain" "${EXEFILE}" "$@"







app_dir/jars/jpbc-api-2.0.0.jar




META-INF/MANIFEST.MF


Manifest-Version: 1.0

Archiver-Version: Plexus Archiver

Created-By: Apache Maven

Built-By: angelo

Build-Jdk: 1.7.0_17













it/unisa/dia/gas/jpbc/FieldOver.class


package it.unisa.dia.gas.jpbc;
public abstract interface FieldOver extends Field {
    public abstract Field getTargetField();
}










it/unisa/dia/gas/jpbc/Field.class


package it.unisa.dia.gas.jpbc;
public abstract interface Field {
    public abstract Element newElement();
    public abstract Element newElement(int);
    public abstract Element newElement(java.math.BigInteger);
    public abstract Element newElement(Element);
    public abstract Element newElementFromHash(byte[], int, int);
    public abstract Element newElementFromBytes(byte[]);
    public abstract Element newElementFromBytes(byte[], int);
    public abstract Element newZeroElement();
    public abstract Element newOneElement();
    public abstract Element newRandomElement();
    public abstract java.math.BigInteger getOrder();
    public abstract boolean isOrderOdd();
    public abstract Element getNqr();
    public abstract int getLengthInBytes();
    public abstract int getLengthInBytes(Element);
    public abstract int getCanonicalRepresentationLengthInBytes();
    public abstract Element[] twice(Element[]);
    public abstract Element[] add(Element[], Element[]);
    public abstract ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[]);
    public abstract ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[], int);
}










it/unisa/dia/gas/jpbc/ElementPowPreProcessing.class


package it.unisa.dia.gas.jpbc;
public abstract interface ElementPowPreProcessing extends ElementPow, PreProcessing {
    public abstract Field getField();
    public abstract Element pow(java.math.BigInteger);
    public abstract Element powZn(Element);
}










it/unisa/dia/gas/jpbc/PairingParametersGenerator.class


package it.unisa.dia.gas.jpbc;
public abstract interface PairingParametersGenerator {
    public abstract PairingParameters generate();
}










it/unisa/dia/gas/jpbc/Element.class


package it.unisa.dia.gas.jpbc;
public abstract interface Element extends ElementPow {
    public abstract Field getField();
    public abstract int getLengthInBytes();
    public abstract boolean isImmutable();
    public abstract Element getImmutable();
    public abstract Element duplicate();
    public abstract Element set(Element);
    public abstract Element set(int);
    public abstract Element set(java.math.BigInteger);
    public abstract java.math.BigInteger toBigInteger();
    public abstract Element setToRandom();
    public abstract Element setFromHash(byte[], int, int);
    public abstract int setFromBytes(byte[]);
    public abstract int setFromBytes(byte[], int);
    public abstract byte[] toBytes();
    public abstract byte[] toCanonicalRepresentation();
    public abstract Element setToZero();
    public abstract boolean isZero();
    public abstract Element setToOne();
    public abstract boolean isEqual(Element);
    public abstract boolean isOne();
    public abstract Element twice();
    public abstract Element square();
    public abstract Element invert();
    public abstract Element halve();
    public abstract Element negate();
    public abstract Element add(Element);
    public abstract Element sub(Element);
    public abstract Element mul(Element);
    public abstract Element mul(int);
    public abstract Element mul(java.math.BigInteger);
    public abstract Element mulZn(Element);
    public abstract Element div(Element);
    public abstract Element pow(java.math.BigInteger);
    public abstract Element powZn(Element);
    public abstract ElementPowPreProcessing getElementPowPreProcessing();
    public abstract Element sqrt();
    public abstract boolean isSqr();
    public abstract int sign();
}










it/unisa/dia/gas/jpbc/ElementPow.class


package it.unisa.dia.gas.jpbc;
public abstract interface ElementPow {
    public abstract Element pow(java.math.BigInteger);
    public abstract Element powZn(Element);
}










it/unisa/dia/gas/jpbc/PreProcessing.class


package it.unisa.dia.gas.jpbc;
public abstract interface PreProcessing {
    public abstract byte[] toBytes();
}










it/unisa/dia/gas/jpbc/Polynomial.class


package it.unisa.dia.gas.jpbc;
public abstract interface Polynomial extends Element, Vector {
    public abstract int getDegree();
    public abstract java.util.List getCoefficients();
    public abstract Element getCoefficient(int);
}










it/unisa/dia/gas/jpbc/PairingParameters.class


package it.unisa.dia.gas.jpbc;
public abstract interface PairingParameters extends java.io.Serializable {
    public abstract boolean containsKey(String);
    public abstract String getString(String);
    public abstract String getString(String, String);
    public abstract int getInt(String);
    public abstract int getInt(String, int);
    public abstract java.math.BigInteger getBigInteger(String);
    public abstract java.math.BigInteger getBigInteger(String, java.math.BigInteger);
    public abstract java.math.BigInteger getBigIntegerAt(String, int);
    public abstract long getLong(String);
    public abstract long getLong(String, long);
    public abstract byte[] getBytes(String);
    public abstract byte[] getBytes(String, byte[]);
    public abstract String toString(String);
    public abstract Object getObject(String);
}










it/unisa/dia/gas/jpbc/Vector.class


package it.unisa.dia.gas.jpbc;
public abstract interface Vector extends Element {
    public abstract int getSize();
    public abstract Element getAt(int);
}










it/unisa/dia/gas/jpbc/Point.class


package it.unisa.dia.gas.jpbc;
public abstract interface Point extends Element, Vector {
    public abstract Element getX();
    public abstract Element getY();
    public abstract int getLengthInBytesCompressed();
    public abstract byte[] toBytesCompressed();
    public abstract int setFromBytesCompressed(byte[]);
    public abstract int setFromBytesCompressed(byte[], int);
    public abstract int getLengthInBytesX();
    public abstract byte[] toBytesX();
    public abstract int setFromBytesX(byte[]);
    public abstract int setFromBytesX(byte[], int);
}










it/unisa/dia/gas/jpbc/PairingPreProcessing.class


package it.unisa.dia.gas.jpbc;
public abstract interface PairingPreProcessing extends PreProcessing {
    public abstract Element pairing(Element);
}










it/unisa/dia/gas/jpbc/Pairing.class


package it.unisa.dia.gas.jpbc;
public abstract interface Pairing {
    public abstract boolean isSymmetric();
    public abstract int getDegree();
    public abstract Field getG1();
    public abstract Field getG2();
    public abstract Field getGT();
    public abstract Field getZr();
    public abstract Field getFieldAt(int);
    public abstract int getFieldIndex(Field);
    public abstract Element pairing(Element, Element);
    public abstract boolean isProductPairingSupported();
    public abstract Element pairing(Element[], Element[]);
    public abstract int getPairingPreProcessingLengthInBytes();
    public abstract PairingPreProcessing getPairingPreProcessingFromElement(Element);
    public abstract PairingPreProcessing getPairingPreProcessingFromBytes(byte[]);
    public abstract PairingPreProcessing getPairingPreProcessingFromBytes(byte[], int);
}










META-INF/maven/it.unisa.dia.gas/jpbc-api/pom.xml


 
     
         it.unisa.dia.gas
         jpbc
         2.0.0
    

     4.0.0
     jpbc-api
     jar
     2.0.0
     JPBC - API
     http://gas.dia.unisa.it/
     
    











META-INF/maven/it.unisa.dia.gas/jpbc-api/pom.properties


#Generated by Maven
#Wed Nov 27 14:34:26 JST 2013
version=2.0.0
groupId=it.unisa.dia.gas
artifactId=jpbc-api











app_dir/jars/jpbc-plaf-2.0.0.jar




META-INF/MANIFEST.MF


Manifest-Version: 1.0

Archiver-Version: Plexus Archiver

Created-By: Apache Maven

Built-By: angelo

Build-Jdk: 1.7.0_17













it/unisa/dia/gas/plaf/jpbc/pairing/AbstractPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public abstract synchronized class AbstractPairing implements it.unisa.dia.gas.jpbc.Pairing {
    protected java.security.SecureRandom random;
    protected it.unisa.dia.gas.jpbc.Field G1;
    protected it.unisa.dia.gas.jpbc.Field G2;
    protected it.unisa.dia.gas.jpbc.Field GT;
    protected it.unisa.dia.gas.jpbc.Field Zr;
    protected map.PairingMap pairingMap;
    protected void AbstractPairing(java.security.SecureRandom);
    protected void AbstractPairing();
    public boolean isSymmetric();
    public it.unisa.dia.gas.jpbc.Field getG1();
    public it.unisa.dia.gas.jpbc.Field getG2();
    public it.unisa.dia.gas.jpbc.Field getZr();
    public int getDegree();
    public it.unisa.dia.gas.jpbc.Field getFieldAt(int);
    public it.unisa.dia.gas.jpbc.Field getGT();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromElement(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[], int);
    public boolean isAlmostCoddh(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public int getFieldIndex(it.unisa.dia.gas.jpbc.Field);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public int getPairingPreProcessingLengthInBytes();
    public map.PairingMap getPairingMap();
    public void setPairingMap(map.PairingMap);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateAffineMillerPairingMap$TypeAMillerAffinePairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateAffineMillerPairingMap$TypeAMillerAffinePairingPreProcessing extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingPreProcessing {
    public void TypeATateAffineMillerPairingMap$TypeAMillerAffinePairingPreProcessing(TypeATateAffineMillerPairingMap, byte[], int);
    public void TypeATateAffineMillerPairingMap$TypeAMillerAffinePairingPreProcessing(TypeATateAffineMillerPairingMap, it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateNafProjectiveMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateNafProjectiveMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected final TypeAPairing pairing;
    protected final byte[] r;
    protected int pairingPreProcessingTableLength;
    protected int pairingPreProcessingLengthInBytes;
    public void TypeATateNafProjectiveMillerPairingMap(TypeAPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    protected final void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    final void twice(it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap$JacobPoint, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    final void add(it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap$JacobPoint, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingTableLength();
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateProjectiveMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateProjectiveMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected TypeAPairing pairing;
    protected int pairingPreProcessingTableLength;
    protected int pairingPreProcessingLenghtInBytes;
    public void TypeATateProjectiveMillerPairingMap(TypeAPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public int getPairingPreProcessingLengthInBytes();
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    protected final void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    final void twiceProjective(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingTableLength();
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateProjectiveMillerPairingMap$TypeATateProjectiveMillerPairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateProjectiveMillerPairingMap$TypeATateProjectiveMillerPairingPreProcessing extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingPreProcessing {
    public void TypeATateProjectiveMillerPairingMap$TypeATateProjectiveMillerPairingPreProcessing(TypeATateProjectiveMillerPairingMap, byte[], int);
    public void TypeATateProjectiveMillerPairingMap$TypeATateProjectiveMillerPairingPreProcessing(TypeATateProjectiveMillerPairingMap, it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateNafProjectiveMillerPairingMap$TypeATateNafProjectiveMillerPairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateNafProjectiveMillerPairingMap$TypeATateNafProjectiveMillerPairingPreProcessing extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingPreProcessing {
    public void TypeATateNafProjectiveMillerPairingMap$TypeATateNafProjectiveMillerPairingPreProcessing(TypeATateNafProjectiveMillerPairingMap, byte[], int);
    public void TypeATateNafProjectiveMillerPairingMap$TypeATateNafProjectiveMillerPairingPreProcessing(TypeATateNafProjectiveMillerPairingMap, it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeACurveGenerator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeACurveGenerator implements it.unisa.dia.gas.jpbc.PairingParametersGenerator {
    protected java.security.SecureRandom random;
    protected int rbits;
    protected int qbits;
    protected boolean generateCurveFieldGen;
    public void TypeACurveGenerator(java.security.SecureRandom, int, int, boolean);
    public void TypeACurveGenerator(int, int);
    public void TypeACurveGenerator(int, int, boolean);
    public it.unisa.dia.gas.jpbc.PairingParameters generate();
    public static void main(String[]);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeATateAffineMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeATateAffineMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected final TypeAPairing pairing;
    protected int pairingPreProcessingTableLength;
    protected int pairingPreProcessingLengthInBytes;
    public void TypeATateAffineMillerPairingMap(TypeAPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    public it.unisa.dia.gas.jpbc.Element tatePow(it.unisa.dia.gas.jpbc.Element);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    protected void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingTableLength();
}










it/unisa/dia/gas/plaf/jpbc/pairing/a/TypeAPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a;
public synchronized class TypeAPairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    public static final String NAF_MILLER_PROJECTTIVE_METHOD = naf-miller-projective;
    public static final String MILLER_PROJECTTIVE_METHOD = miller-projective;
    public static final String MILLER_AFFINE_METHOD = miller-affine;
    protected int exp2;
    protected int exp1;
    protected int sign1;
    protected java.math.BigInteger r;
    protected java.math.BigInteger q;
    protected java.math.BigInteger h;
    protected java.math.BigInteger phikOnr;
    protected byte[] genNoCofac;
    protected it.unisa.dia.gas.jpbc.Field Fq;
    protected it.unisa.dia.gas.jpbc.Field Fq2;
    protected it.unisa.dia.gas.jpbc.Field Eq;
    public void TypeAPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeAPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initParams(it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger);
    protected it.unisa.dia.gas.jpbc.Field initEq();
    protected it.unisa.dia.gas.jpbc.Field initFi();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap(it.unisa.dia.gas.jpbc.PairingParameters);
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory$EllipticCurvesPairingCreator.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public synchronized class PairingFactory$EllipticCurvesPairingCreator implements PairingFactory$PairingCreator {
    private reflect.Method getPairingMethod;
    private Throwable pbcPairingFailure;
    public void PairingFactory$EllipticCurvesPairingCreator(PairingFactory);
    public it.unisa.dia.gas.jpbc.Pairing create(String, java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public it.unisa.dia.gas.jpbc.Pairing getPBCPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public Throwable getPbcPairingFailure();
}










it/unisa/dia/gas/plaf/jpbc/pairing/e/TypeEPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.e;
public synchronized class TypeEPairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    protected int exp2;
    protected int exp1;
    protected int sign1;
    protected int sign0;
    protected java.math.BigInteger r;
    protected java.math.BigInteger q;
    protected java.math.BigInteger h;
    protected java.math.BigInteger a;
    protected java.math.BigInteger b;
    protected java.math.BigInteger phikonr;
    protected it.unisa.dia.gas.jpbc.Point R;
    protected it.unisa.dia.gas.jpbc.Field Fq;
    public void TypeEPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeEPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initParams(it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger);
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEq();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap();
}










it/unisa/dia/gas/plaf/jpbc/pairing/e/TypeECurveGenerator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.e;
public synchronized class TypeECurveGenerator implements it.unisa.dia.gas.jpbc.PairingParametersGenerator {
    protected java.security.SecureRandom random;
    protected int rBits;
    protected int qBits;
    public void TypeECurveGenerator(java.security.SecureRandom, int, int);
    public void TypeECurveGenerator(int, int);
    public it.unisa.dia.gas.jpbc.PairingParameters generate();
    public static void main(String[]);
}










it/unisa/dia/gas/plaf/jpbc/pairing/e/TypeETateProjectiveMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.e;
public synchronized class TypeETateProjectiveMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractPairingMap {
    protected TypeEPairing pairing;
    public void TypeETateProjectiveMillerPairingMap(TypeEPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    void e_miller_proj(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    void proj_double(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    void do_tangent(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    void do_vertical(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    void do_line(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory$PairingCreator.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public abstract interface PairingFactory$PairingCreator {
    public abstract it.unisa.dia.gas.jpbc.Pairing create(String, java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
}










it/unisa/dia/gas/plaf/jpbc/pairing/g/TypeGTateAffineNoDenomMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.g;
public synchronized class TypeGTateAffineNoDenomMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected TypeGPairing pairing;
    public void TypeGTateAffineNoDenomMillerPairingMap(TypeGPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public boolean isAlmostCoddh(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element tatePow(it.unisa.dia.gas.jpbc.Element);
    final void qPower(int, it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.util.List, java.util.List);
    protected it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial);
    protected void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial);
}










it/unisa/dia/gas/plaf/jpbc/pairing/g/TypeGPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.g;
public synchronized class TypeGPairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    protected it.unisa.dia.gas.jpbc.PairingParameters curveParams;
    protected java.math.BigInteger q;
    protected java.math.BigInteger n;
    protected java.math.BigInteger r;
    protected java.math.BigInteger h;
    protected java.math.BigInteger a;
    protected java.math.BigInteger b;
    protected java.math.BigInteger nqr;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq2;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq3;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq4;
    protected it.unisa.dia.gas.jpbc.Element nqrInverse;
    protected it.unisa.dia.gas.jpbc.Element nqrInverseSquare;
    protected java.math.BigInteger phikOnr;
    protected it.unisa.dia.gas.jpbc.Field Fq;
    protected it.unisa.dia.gas.jpbc.Field Fqx;
    protected it.unisa.dia.gas.jpbc.Field Fqk;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField Fqd;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField Eq;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField Etwist;
    public void TypeGPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeGPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public boolean isSymmetric();
    protected void initParams();
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger);
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEq();
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEqMap();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyField initPoly();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField initPolyMod(it.unisa.dia.gas.plaf.jpbc.field.poly.PolyElement);
    protected it.unisa.dia.gas.plaf.jpbc.field.quadratic.QuadraticField initQuadratic();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap();
}










it/unisa/dia/gas/plaf/jpbc/pairing/parameters/MapParameters.class


package it.unisa.dia.gas.plaf.jpbc.pairing.parameters;
public synchronized class MapParameters implements MutablePairingParameters {
    protected java.util.Map values;
    public void MapParameters();
    public void MapParameters(java.util.Map);
    public String getType();
    public boolean containsKey(String);
    public int getInt(String);
    public int getInt(String, int);
    public long getLong(String);
    public long getLong(String, long);
    public java.math.BigInteger getBigInteger(String);
    public java.math.BigInteger getBigIntegerAt(String, int);
    public java.math.BigInteger getBigInteger(String, java.math.BigInteger);
    public String getString(String);
    public String getString(String, String);
    public byte[] getBytes(String);
    public byte[] getBytes(String, byte[]);
    public Object getObject(String);
    public String toString(String);
    public void putObject(String, Object);
    public void putBigIntegerAt(String, int, java.math.BigInteger);
    public void putBigInteger(String, java.math.BigInteger);
    public void putBoolean(String, boolean);
    public boolean equals(Object);
    public int hashCode();
}










it/unisa/dia/gas/plaf/jpbc/pairing/parameters/PropertiesParameters.class


package it.unisa.dia.gas.plaf.jpbc.pairing.parameters;
public synchronized class PropertiesParameters implements it.unisa.dia.gas.jpbc.PairingParameters, java.io.Externalizable {
    protected final java.util.Map parameters;
    public void PropertiesParameters();
    public String getType();
    public boolean containsKey(String);
    public int getInt(String);
    public int getInt(String, int);
    public long getLong(String);
    public long getLong(String, long);
    public java.math.BigInteger getBigInteger(String);
    public java.math.BigInteger getBigIntegerAt(String, int);
    public java.math.BigInteger getBigInteger(String, java.math.BigInteger);
    public String getString(String);
    public String getString(String, String);
    public byte[] getBytes(String);
    public byte[] getBytes(String, byte[]);
    public Object getObject(String);
    public String toString(String);
    public void put(String, String);
    public void putBytes(String, byte[]);
    public String remove(String);
    public PropertiesParameters load(java.io.InputStream);
    public PropertiesParameters load(String);
    public String toString();
    public void writeExternal(java.io.ObjectOutput) throws java.io.IOException;
    public void readExternal(java.io.ObjectInput) throws java.io.IOException, ClassNotFoundException;
    public boolean equals(Object);
    public int hashCode();
}










it/unisa/dia/gas/plaf/jpbc/pairing/parameters/MutableMapParameters.class


package it.unisa.dia.gas.plaf.jpbc.pairing.parameters;
public synchronized class MutableMapParameters extends MapParameters implements MutablePairingParameters {
    public void MutableMapParameters();
}










it/unisa/dia/gas/plaf/jpbc/pairing/parameters/MutablePairingParameters.class


package it.unisa.dia.gas.plaf.jpbc.pairing.parameters;
public abstract interface MutablePairingParameters extends it.unisa.dia.gas.jpbc.PairingParameters {
    public abstract void putObject(String, Object);
    public abstract void putBigIntegerAt(String, int, java.math.BigInteger);
    public abstract void putBigInteger(String, java.math.BigInteger);
    public abstract void putBoolean(String, boolean);
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory$CTL13MultilinearPairingCreator.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public synchronized class PairingFactory$CTL13MultilinearPairingCreator implements PairingFactory$PairingCreator {
    private reflect.Method getPairingMethod;
    private Throwable throwable;
    public void PairingFactory$CTL13MultilinearPairingCreator();
    public it.unisa.dia.gas.jpbc.Pairing create(String, java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public Throwable getThrowable();
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory$DefaultSecureRandomCreator.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public synchronized class PairingFactory$DefaultSecureRandomCreator implements PairingFactory$SecureRandomCreator {
    public void PairingFactory$DefaultSecureRandomCreator();
    public java.security.SecureRandom newSecureRandom();
}










it/unisa/dia/gas/plaf/jpbc/pairing/immutable/ImmutableParing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.immutable;
public synchronized class ImmutableParing implements it.unisa.dia.gas.jpbc.Pairing {
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    private java.util.Map fieldMap;
    public void ImmutableParing(it.unisa.dia.gas.jpbc.Pairing);
    public boolean isSymmetric();
    public int getDegree();
    public it.unisa.dia.gas.jpbc.Field getG1();
    public it.unisa.dia.gas.jpbc.Field getG2();
    public it.unisa.dia.gas.jpbc.Field getGT();
    public it.unisa.dia.gas.jpbc.Field getZr();
    public it.unisa.dia.gas.jpbc.Field getFieldAt(int);
    public int getFieldIndex(it.unisa.dia.gas.jpbc.Field);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromElement(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[], int);
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/pairing/immutable/ImmutableElementPowPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.immutable;
public synchronized class ImmutableElementPowPreProcessing implements it.unisa.dia.gas.jpbc.ElementPowPreProcessing {
    private it.unisa.dia.gas.jpbc.ElementPowPreProcessing elementPowPreProcessing;
    private it.unisa.dia.gas.jpbc.Field immutableField;
    public void ImmutableElementPowPreProcessing(ImmutableField, it.unisa.dia.gas.jpbc.ElementPowPreProcessing);
    public it.unisa.dia.gas.jpbc.Field getField();
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element powZn(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/pairing/immutable/ImmutablePairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.immutable;
public synchronized class ImmutablePairingPreProcessing implements it.unisa.dia.gas.jpbc.PairingPreProcessing {
    private it.unisa.dia.gas.jpbc.PairingPreProcessing pairingPreProcessing;
    public void ImmutablePairingPreProcessing(it.unisa.dia.gas.jpbc.PairingPreProcessing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/pairing/immutable/ImmutableField.class


package it.unisa.dia.gas.plaf.jpbc.pairing.immutable;
public synchronized class ImmutableField implements it.unisa.dia.gas.jpbc.Field {
    protected it.unisa.dia.gas.jpbc.Field field;
    public void ImmutableField(it.unisa.dia.gas.jpbc.Field);
    public it.unisa.dia.gas.jpbc.Element newElement();
    public it.unisa.dia.gas.jpbc.Element newElement(int);
    public it.unisa.dia.gas.jpbc.Element newElement(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element newElement(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element newZeroElement();
    public it.unisa.dia.gas.jpbc.Element newOneElement();
    public it.unisa.dia.gas.jpbc.Element newElementFromHash(byte[], int, int);
    public it.unisa.dia.gas.jpbc.Element newElementFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element newElementFromBytes(byte[], int);
    public it.unisa.dia.gas.jpbc.Element newRandomElement();
    public java.math.BigInteger getOrder();
    public boolean isOrderOdd();
    public it.unisa.dia.gas.jpbc.Element getNqr();
    public int getLengthInBytes();
    public int getLengthInBytes(it.unisa.dia.gas.jpbc.Element);
    public int getCanonicalRepresentationLengthInBytes();
    public it.unisa.dia.gas.jpbc.Element[] twice(it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.Element[] add(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[], int);
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/AbstractMillerPairingMap$JacobPoint.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public synchronized class AbstractMillerPairingMap$JacobPoint {
    private it.unisa.dia.gas.jpbc.Element x;
    private it.unisa.dia.gas.jpbc.Element y;
    private it.unisa.dia.gas.jpbc.Element z;
    public void AbstractMillerPairingMap$JacobPoint(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element getX();
    public it.unisa.dia.gas.jpbc.Element getY();
    public it.unisa.dia.gas.jpbc.Element getZ();
    public boolean isInfinity();
    public int hashCode();
    public boolean equals(Object);
    public String toString();
    public void setX(it.unisa.dia.gas.jpbc.Element);
    public void setY(it.unisa.dia.gas.jpbc.Element);
    public void setZ(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/PairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public abstract interface PairingMap {
    public abstract it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public abstract boolean isProductPairingSupported();
    public abstract it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public abstract void finalPow(it.unisa.dia.gas.jpbc.Element);
    public abstract boolean isAlmostCoddh(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public abstract int getPairingPreProcessingLengthInBytes();
    public abstract it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public abstract it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/AbstractMillerPairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public abstract synchronized class AbstractMillerPairingPreProcessing implements it.unisa.dia.gas.jpbc.PairingPreProcessing {
    protected AbstractMillerPairingMap$MillerPreProcessingInfo processingInfo;
    protected void AbstractMillerPairingPreProcessing();
    protected void AbstractMillerPairingPreProcessing(it.unisa.dia.gas.jpbc.Point, int);
    protected void AbstractMillerPairingPreProcessing(it.unisa.dia.gas.jpbc.Pairing, byte[], int);
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/AbstractMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public abstract synchronized class AbstractMillerPairingMap extends AbstractPairingMap {
    protected void AbstractMillerPairingMap(it.unisa.dia.gas.jpbc.Pairing);
    protected final void lineStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void lineStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element);
    protected final void tangentStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void tangentStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element);
    protected final void tangentStepProjective(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected abstract void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void computeTangent(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void computeTangent(AbstractMillerPairingMap$MillerPreProcessingInfo, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void computeLine(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void computeLine(AbstractMillerPairingMap$MillerPreProcessingInfo, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final it.unisa.dia.gas.jpbc.Element lucasEven(it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    protected final void lucasOdd(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/AbstractPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public abstract synchronized class AbstractPairingMap implements PairingMap {
    protected final it.unisa.dia.gas.jpbc.Pairing pairing;
    protected void AbstractPairingMap(it.unisa.dia.gas.jpbc.Pairing);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    public boolean isAlmostCoddh(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected final void pointToAffine(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/DefaultPairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public synchronized class DefaultPairingPreProcessing implements it.unisa.dia.gas.jpbc.PairingPreProcessing {
    protected it.unisa.dia.gas.jpbc.Pairing pairing;
    protected it.unisa.dia.gas.jpbc.Element in1;
    public void DefaultPairingPreProcessing(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    public void DefaultPairingPreProcessing(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Field, byte[], int);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/pairing/map/AbstractMillerPairingMap$MillerPreProcessingInfo.class


package it.unisa.dia.gas.plaf.jpbc.pairing.map;
public synchronized class AbstractMillerPairingMap$MillerPreProcessingInfo {
    public int numRow;
    public final it.unisa.dia.gas.jpbc.Element[][] table;
    public void AbstractMillerPairingMap$MillerPreProcessingInfo(int);
    public void AbstractMillerPairingMap$MillerPreProcessingInfo(it.unisa.dia.gas.jpbc.Pairing, byte[], int);
    public void addRow(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/AbstractPairingAccumulator$3.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
synchronized class AbstractPairingAccumulator$3 implements java.util.concurrent.Callable {
    void AbstractPairingAccumulator$3(AbstractPairingAccumulator, it.unisa.dia.gas.jpbc.PairingPreProcessing, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element call() throws Exception;
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/AbstractPairingAccumulator$2.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
synchronized class AbstractPairingAccumulator$2 implements java.util.concurrent.Callable {
    void AbstractPairingAccumulator$2(AbstractPairingAccumulator, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element call() throws Exception;
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/MultiThreadedMulPairingAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public synchronized class MultiThreadedMulPairingAccumulator extends AbstractPairingAccumulator {
    public void MultiThreadedMulPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing);
    public void MultiThreadedMulPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    protected void reduce(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/PairingAccumulatorFactory.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public synchronized class PairingAccumulatorFactory {
    private static final PairingAccumulatorFactory INSTANCE;
    private boolean multiThreadingEnabled;
    public static PairingAccumulatorFactory getInstance();
    private void PairingAccumulatorFactory();
    public PairingAccumulator getPairingMultiplier(it.unisa.dia.gas.jpbc.Pairing);
    public PairingAccumulator getPairingMultiplier(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    public boolean isMultiThreadingEnabled();
    public void setMultiThreadingEnabled(boolean);
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/SequentialMulPairingAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public synchronized class SequentialMulPairingAccumulator implements PairingAccumulator {
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    private it.unisa.dia.gas.jpbc.Element value;
    public void SequentialMulPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing);
    public void SequentialMulPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator accumulate(java.util.concurrent.Callable);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator awaitTermination();
    public it.unisa.dia.gas.jpbc.Element getResult();
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(java.util.concurrent.Callable);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(Runnable);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.PairingPreProcessing, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairingInverse(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element awaitResult();
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/ProductPairingAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public synchronized class ProductPairingAccumulator implements PairingAccumulator {
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    private int cursor;
    private it.unisa.dia.gas.jpbc.Element[] in1;
    private it.unisa.dia.gas.jpbc.Element[] in2;
    private it.unisa.dia.gas.jpbc.Element result;
    public void ProductPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing, int);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator accumulate(java.util.concurrent.Callable);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator awaitTermination();
    public it.unisa.dia.gas.jpbc.Element getResult();
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(java.util.concurrent.Callable);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(Runnable);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.PairingPreProcessing, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairingInverse(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element awaitResult();
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/AbstractPairingAccumulator$1.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
synchronized class AbstractPairingAccumulator$1 implements java.util.concurrent.Callable {
    void AbstractPairingAccumulator$1(AbstractPairingAccumulator, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element call() throws Exception;
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/AbstractPairingAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public abstract synchronized class AbstractPairingAccumulator extends it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.AbstractAccumulator implements PairingAccumulator {
    protected it.unisa.dia.gas.jpbc.Pairing pairing;
    public void AbstractPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing);
    public void AbstractPairingAccumulator(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator accumulate(java.util.concurrent.Callable);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairingInverse(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.PairingPreProcessing, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/accumulator/PairingAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.accumulator;
public abstract interface PairingAccumulator extends it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor.Accumulator {
    public abstract PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public abstract PairingAccumulator addPairingInverse(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public abstract PairingAccumulator addPairing(it.unisa.dia.gas.jpbc.PairingPreProcessing, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/f/TypeFTateNoDenomMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.f;
public synchronized class TypeFTateNoDenomMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected TypeFPairing pairingData;
    public void TypeFTateNoDenomMillerPairingMap(TypeFPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element tateExp(it.unisa.dia.gas.jpbc.Polynomial);
    private void qPower(it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Element);
    protected it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    protected void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected void millerStep(it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    protected void millerStepTerm(int, int, int, int, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/f/TypeFPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.f;
public synchronized class TypeFPairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    protected it.unisa.dia.gas.jpbc.PairingParameters curveParams;
    protected java.math.BigInteger q;
    protected java.math.BigInteger r;
    protected java.math.BigInteger b;
    protected java.math.BigInteger beta;
    protected java.math.BigInteger alpha0;
    protected java.math.BigInteger alpha1;
    protected it.unisa.dia.gas.jpbc.Element xPowq2;
    protected it.unisa.dia.gas.jpbc.Element xPowq6;
    protected it.unisa.dia.gas.jpbc.Element xPowq8;
    protected it.unisa.dia.gas.jpbc.Element negAlpha;
    protected it.unisa.dia.gas.jpbc.Element negAlphaInv;
    protected java.math.BigInteger tateExp;
    protected it.unisa.dia.gas.jpbc.Field Fq;
    protected it.unisa.dia.gas.jpbc.Field Fq2x;
    protected it.unisa.dia.gas.jpbc.Field Fq2;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField Fq12;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField Eq;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField etwist;
    public void TypeFPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeFPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public boolean isSymmetric();
    protected void initParams();
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger, java.math.BigInteger);
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEq();
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEqMap();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyField initPoly();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField initPolyMod(it.unisa.dia.gas.plaf.jpbc.field.poly.PolyElement);
    protected it.unisa.dia.gas.plaf.jpbc.field.quadratic.QuadraticField initQuadratic();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap();
}










it/unisa/dia/gas/plaf/jpbc/pairing/f/TypeFCurveGenerator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.f;
public synchronized class TypeFCurveGenerator implements it.unisa.dia.gas.jpbc.PairingParametersGenerator {
    protected java.security.SecureRandom random;
    protected int rBits;
    public void TypeFCurveGenerator(java.security.SecureRandom, int);
    public void TypeFCurveGenerator(int);
    public it.unisa.dia.gas.jpbc.PairingParameters generate();
    protected java.math.BigInteger tryMinusX(java.math.BigInteger);
    protected java.math.BigInteger tryPlusX(java.math.BigInteger);
    public static void main(String[]);
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory$SecureRandomCreator.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public abstract interface PairingFactory$SecureRandomCreator {
    public abstract java.security.SecureRandom newSecureRandom();
}










it/unisa/dia/gas/plaf/jpbc/pairing/a1/TypeA1TateNafProjectiveMillerPairingMap$TypeA1TateNafProjectiveMillerPairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a1;
public synchronized class TypeA1TateNafProjectiveMillerPairingMap$TypeA1TateNafProjectiveMillerPairingPreProcessing extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingPreProcessing {
    public void TypeA1TateNafProjectiveMillerPairingMap$TypeA1TateNafProjectiveMillerPairingPreProcessing(TypeA1TateNafProjectiveMillerPairingMap, byte[], int);
    public void TypeA1TateNafProjectiveMillerPairingMap$TypeA1TateNafProjectiveMillerPairingPreProcessing(TypeA1TateNafProjectiveMillerPairingMap, it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a1/TypeA1TateAffineMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a1;
public synchronized class TypeA1TateAffineMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected TypeA1Pairing pairing;
    public void TypeA1TateAffineMillerPairingMap(TypeA1Pairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element tatePow(it.unisa.dia.gas.jpbc.Element);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point, java.math.BigInteger);
    protected void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a1/TypeA1Pairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a1;
public synchronized class TypeA1Pairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    public static final String NAF_MILLER_PROJECTTIVE_METHOD = naf-miller-projective;
    public static final String MILLER_AFFINE_METHOD = miller-affine;
    protected java.math.BigInteger r;
    protected java.math.BigInteger p;
    protected long l;
    protected java.math.BigInteger phikOnr;
    protected it.unisa.dia.gas.jpbc.Field Fp;
    protected it.unisa.dia.gas.jpbc.Field Fq2;
    protected it.unisa.dia.gas.jpbc.Field Eq;
    public void TypeA1Pairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeA1Pairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initParams(it.unisa.dia.gas.jpbc.PairingParameters);
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger);
    protected it.unisa.dia.gas.jpbc.Field initEq();
    protected it.unisa.dia.gas.jpbc.Field initFi();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap(it.unisa.dia.gas.jpbc.PairingParameters);
}










it/unisa/dia/gas/plaf/jpbc/pairing/a1/TypeA1TateNafProjectiveMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a1;
public synchronized class TypeA1TateNafProjectiveMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected final TypeA1Pairing pairing;
    protected final byte[] r;
    protected int pairingPreProcessingTableLength;
    protected int pairingPreProcessingLengthInBytes;
    public void TypeA1TateNafProjectiveMillerPairingMap(TypeA1Pairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    protected final void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    final void tatePow(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    final void twice(it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap$JacobPoint, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    final void add(it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap$JacobPoint, it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingTableLength();
}










it/unisa/dia/gas/plaf/jpbc/pairing/a1/TypeA1CurveGenerator.class


package it.unisa.dia.gas.plaf.jpbc.pairing.a1;
public synchronized class TypeA1CurveGenerator implements it.unisa.dia.gas.jpbc.PairingParametersGenerator {
    protected java.security.SecureRandom random;
    protected int numPrimes;
    protected int bits;
    public void TypeA1CurveGenerator(java.security.SecureRandom, int, int);
    public void TypeA1CurveGenerator(int, int);
    public it.unisa.dia.gas.jpbc.PairingParameters generate();
    public static void main(String[]);
}










it/unisa/dia/gas/plaf/jpbc/pairing/PairingFactory.class


package it.unisa.dia.gas.plaf.jpbc.pairing;
public synchronized class PairingFactory {
    private static final PairingFactory INSTANCE;
    private boolean usePBCWhenPossible;
    private boolean reuseInstance;
    private boolean pbcAvailable;
    private boolean immutable;
    private java.util.Map instances;
    private java.util.Map creators;
    private PairingFactory$SecureRandomCreator secureRandomCreator;
    public static PairingFactory getInstance();
    public static it.unisa.dia.gas.jpbc.Pairing getPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public static it.unisa.dia.gas.jpbc.Pairing getPairing(String);
    public static it.unisa.dia.gas.jpbc.Pairing getPairing(it.unisa.dia.gas.jpbc.PairingParameters, java.security.SecureRandom);
    public static it.unisa.dia.gas.jpbc.Pairing getPairing(String, java.security.SecureRandom);
    public static it.unisa.dia.gas.jpbc.PairingParameters getPairingParameters(String);
    private void PairingFactory();
    public it.unisa.dia.gas.jpbc.Pairing initPairing(String);
    public it.unisa.dia.gas.jpbc.Pairing initPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public it.unisa.dia.gas.jpbc.Pairing initPairing(String, java.security.SecureRandom);
    public it.unisa.dia.gas.jpbc.Pairing initPairing(it.unisa.dia.gas.jpbc.PairingParameters, java.security.SecureRandom);
    public it.unisa.dia.gas.jpbc.PairingParameters loadParameters(String);
    public boolean isPBCAvailable();
    public boolean isUsePBCWhenPossible();
    public void setUsePBCWhenPossible(boolean);
    public boolean isReuseInstance();
    public void setReuseInstance(boolean);
    public boolean isImmutable();
    public void setImmutable(boolean);
    public void addPairingCreator(String, PairingFactory$PairingCreator);
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/pairing/product/ProductPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.product;
public synchronized class ProductPairing implements it.unisa.dia.gas.jpbc.Pairing {
    protected it.unisa.dia.gas.jpbc.Pairing basePairing;
    protected it.unisa.dia.gas.jpbc.Field G1;
    protected it.unisa.dia.gas.jpbc.Field G2;
    public void ProductPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Pairing, int);
    public boolean isSymmetric();
    public it.unisa.dia.gas.jpbc.Field getG1();
    public it.unisa.dia.gas.jpbc.Field getG2();
    public it.unisa.dia.gas.jpbc.Field getGT();
    public it.unisa.dia.gas.jpbc.Field getZr();
    public int getDegree();
    public it.unisa.dia.gas.jpbc.Field getFieldAt(int);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromElement(it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing getPairingPreProcessingFromBytes(byte[], int);
    public int getFieldIndex(it.unisa.dia.gas.jpbc.Field);
}










it/unisa/dia/gas/plaf/jpbc/pairing/d/TypeDPairing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.d;
public synchronized class TypeDPairing extends it.unisa.dia.gas.plaf.jpbc.pairing.AbstractPairing {
    protected it.unisa.dia.gas.jpbc.PairingParameters curveParams;
    protected int k;
    protected java.math.BigInteger q;
    protected java.math.BigInteger n;
    protected java.math.BigInteger r;
    protected java.math.BigInteger h;
    protected java.math.BigInteger a;
    protected java.math.BigInteger b;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement xPowq2;
    protected it.unisa.dia.gas.jpbc.Element nqrInverse;
    protected it.unisa.dia.gas.jpbc.Element nqrInverseSquare;
    protected java.math.BigInteger tateExp;
    protected java.math.BigInteger phikOnr;
    protected it.unisa.dia.gas.jpbc.Field Fq;
    protected it.unisa.dia.gas.jpbc.Field Fqk;
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField Fqd;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField Eq;
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField Etwist;
    public void TypeDPairing(java.security.SecureRandom, it.unisa.dia.gas.jpbc.PairingParameters);
    public void TypeDPairing(it.unisa.dia.gas.jpbc.PairingParameters);
    public boolean isSymmetric();
    public it.unisa.dia.gas.plaf.jpbc.pairing.parameters.PropertiesParameters saveTwist();
    protected void initParams();
    protected void initFields();
    protected it.unisa.dia.gas.jpbc.Field initFp(java.math.BigInteger);
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEq();
    protected it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField initEqMap();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyField initPoly();
    protected it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModField initPolyMod(it.unisa.dia.gas.plaf.jpbc.field.poly.PolyElement);
    protected it.unisa.dia.gas.plaf.jpbc.field.quadratic.QuadraticField initQuadratic();
    protected it.unisa.dia.gas.jpbc.Field initGT();
    protected void initMap();
}










it/unisa/dia/gas/plaf/jpbc/pairing/d/TypeDTateAffineNoDenomMillerPairingMap$TypeDMillerNoDenomAffinePairingPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.pairing.d;
public synchronized class TypeDTateAffineNoDenomMillerPairingMap$TypeDMillerNoDenomAffinePairingPreProcessing extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingPreProcessing {
    public void TypeDTateAffineNoDenomMillerPairingMap$TypeDMillerNoDenomAffinePairingPreProcessing(TypeDTateAffineNoDenomMillerPairingMap, byte[], int);
    public void TypeDTateAffineNoDenomMillerPairingMap$TypeDMillerNoDenomAffinePairingPreProcessing(TypeDTateAffineNoDenomMillerPairingMap, it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/pairing/d/TypeDTateAffineNoDenomMillerPairingMap.class


package it.unisa.dia.gas.plaf.jpbc.pairing.d;
public synchronized class TypeDTateAffineNoDenomMillerPairingMap extends it.unisa.dia.gas.plaf.jpbc.pairing.map.AbstractMillerPairingMap {
    protected TypeDPairing pairing;
    protected int pairingPreProcessingTableLength;
    protected int pairingPreProcessingLengthInBytes;
    public void TypeDTateAffineNoDenomMillerPairingMap(TypeDPairing);
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Point);
    public boolean isProductPairingSupported();
    public it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public void finalPow(it.unisa.dia.gas.jpbc.Element);
    public int getPairingPreProcessingLengthInBytes();
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(it.unisa.dia.gas.jpbc.Point);
    public it.unisa.dia.gas.jpbc.PairingPreProcessing pairing(byte[], int);
    public boolean isAlmostCoddh(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element tatePow(it.unisa.dia.gas.jpbc.Element);
    final void qPower(int, it.unisa.dia.gas.plaf.jpbc.field.poly.PolyModElement, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.util.List, java.util.List);
    protected it.unisa.dia.gas.jpbc.Element pairing(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial);
    protected it.unisa.dia.gas.jpbc.Element pairingInternal(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    protected void millerStep(it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Polynomial, it.unisa.dia.gas.jpbc.Polynomial);
    public int getPairingPreProcessingTableLength();
}










it/unisa/dia/gas/plaf/jpbc/util/math/BigIntegerUtils$TrialDivide.class


package it.unisa.dia.gas.plaf.jpbc.util.math;
public abstract synchronized class BigIntegerUtils$TrialDivide {
    protected java.math.BigInteger limit;
    public void BigIntegerUtils$TrialDivide(java.math.BigInteger);
    public int trialDivide(java.math.BigInteger);
    protected abstract int fun(java.math.BigInteger, int);
}










it/unisa/dia/gas/plaf/jpbc/util/math/BigIntegerUtils.class


package it.unisa.dia.gas.plaf.jpbc.util.math;
public synchronized class BigIntegerUtils {
    public static final java.math.BigInteger TWO;
    public static final java.math.BigInteger THREE;
    public static final java.math.BigInteger FOUR;
    public static final java.math.BigInteger FIVE;
    public static final java.math.BigInteger SIX;
    public static final java.math.BigInteger SEVEN;
    public static final java.math.BigInteger EIGHT;
    public static final java.math.BigInteger TWELVE;
    public static final java.math.BigInteger MAXINT;
    public static final java.math.BigInteger ITERBETTER;
    public void BigIntegerUtils();
    public static boolean isOdd(java.math.BigInteger);
    public static byte[] naf(java.math.BigInteger, byte);
    public static int hammingWeight(byte[], int);
    public static java.math.BigInteger generateSolinasPrime(int, java.security.SecureRandom);
    public static java.math.BigInteger factorial(int);
    public static java.math.BigInteger factorial(java.math.BigInteger);
    public static java.math.BigInteger computeTrace(java.math.BigInteger, java.math.BigInteger, int);
    public static java.math.BigInteger pbc_mpz_curve_order_extn(java.math.BigInteger, java.math.BigInteger, int);
    public static boolean isDivisible(java.math.BigInteger, java.math.BigInteger);
    public static boolean isPerfectSquare(java.math.BigInteger);
    public static java.math.BigInteger sqrt(java.math.BigInteger);
    public static java.math.BigInteger[] fullSqrt(java.math.BigInteger);
    public static int legendre(java.math.BigInteger, java.math.BigInteger);
    public static int jacobi(java.math.BigInteger, java.math.BigInteger);
    public static int scanOne(java.math.BigInteger, int);
    public static java.math.BigInteger getRandom(java.math.BigInteger);
    public static java.math.BigInteger getRandom(java.math.BigInteger, java.security.SecureRandom);
    public static java.math.BigInteger getRandom(int, java.security.SecureRandom);
    public static java.math.BigInteger traceN(java.math.BigInteger, java.math.BigInteger, int);
    private static java.math.BigInteger[] isqrtInternal(java.math.BigInteger, int);
    public static int hammingWeight(java.math.BigInteger);
    public static java.math.BigInteger modNear(java.math.BigInteger, java.math.BigInteger);
    public static java.math.BigInteger mod(java.math.BigInteger, java.math.BigInteger);
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/util/ElementUtils.class


package it.unisa.dia.gas.plaf.jpbc.util;
public synchronized class ElementUtils {
    public void ElementUtils();
    public static it.unisa.dia.gas.jpbc.Element[] duplicate(it.unisa.dia.gas.jpbc.Element[]);
    public static it.unisa.dia.gas.jpbc.Element[] cloneImmutable(it.unisa.dia.gas.jpbc.Element[]);
    public static java.util.Map cloneImmutable(java.util.Map);
    public static java.util.Map cloneImmutable2(java.util.Map);
    public static it.unisa.dia.gas.jpbc.ElementPow[] cloneToElementPow(it.unisa.dia.gas.jpbc.Element[]);
    public static it.unisa.dia.gas.jpbc.Element randomIn(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element);
    public static it.unisa.dia.gas.jpbc.Element getGenerator(it.unisa.dia.gas.jpbc.Pairing, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.PairingParameters, int, int);
    public static void print(it.unisa.dia.gas.jpbc.Element[][]);
    public static it.unisa.dia.gas.jpbc.Element[][] transpose(it.unisa.dia.gas.jpbc.Element[][]);
    public static it.unisa.dia.gas.jpbc.Element[][] multiply(it.unisa.dia.gas.jpbc.Element[][], it.unisa.dia.gas.jpbc.Element[][]);
    public static void copyArray(it.unisa.dia.gas.jpbc.Element[][], it.unisa.dia.gas.jpbc.Element[][], int, int, int, int);
}










it/unisa/dia/gas/plaf/jpbc/util/Arrays.class


package it.unisa.dia.gas.plaf.jpbc.util;
public synchronized class Arrays {
    public void Arrays();
    public static byte[] copyOf(byte[], int);
    public static byte[] copyOf(byte[], int, int);
    public static byte[] copyOfRange(byte[], int, int);
}










it/unisa/dia/gas/plaf/jpbc/util/collection/LatchHashMap.class


package it.unisa.dia.gas.plaf.jpbc.util.collection;
public synchronized class LatchHashMap implements java.util.Map {
    private java.util.Map internalMap;
    public void LatchHashMap();
    public int size();
    public boolean isEmpty();
    public boolean containsKey(Object);
    public boolean containsValue(Object);
    public Object get(Object);
    public Object put(Object, Object);
    public Object remove(Object);
    public void putAll(java.util.Map);
    public void clear();
    public java.util.Set keySet();
    public java.util.Collection values();
    public java.util.Set entrySet();
    public boolean equals(Object);
    public int hashCode();
    protected LatchHashMap$ValueLatch getLatch(Object);
}










it/unisa/dia/gas/plaf/jpbc/util/collection/FlagMap.class


package it.unisa.dia.gas.plaf.jpbc.util.collection;
public synchronized class FlagMap {
    protected LatchHashMap flags;
    public void FlagMap();
    public void get(Object);
    public void set(Object);
}










it/unisa/dia/gas/plaf/jpbc/util/collection/LatchHashMap$ValueLatch.class


package it.unisa.dia.gas.plaf.jpbc.util.collection;
synchronized class LatchHashMap$ValueLatch extends java.util.concurrent.CountDownLatch {
    Object value;
    void LatchHashMap$ValueLatch(LatchHashMap);
    Object set(Object);
    Object get();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/recursive/RecursiveBigIntegerMultiplier.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.recursive;
public synchronized class RecursiveBigIntegerMultiplier extends java.util.concurrent.RecursiveTask {
    static final int SEQUENTIAL_THRESHOLD = 2;
    java.math.BigInteger[] values;
    int low;
    int high;
    public void RecursiveBigIntegerMultiplier(java.math.BigInteger[], int, int);
    protected java.math.BigInteger compute();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/recursive/RecursiveMultiplier.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.recursive;
public synchronized class RecursiveMultiplier extends java.util.concurrent.RecursiveTask {
    static final int SEQUENTIAL_THRESHOLD = 2;
    it.unisa.dia.gas.jpbc.Element[] elements;
    int low;
    int high;
    public void RecursiveMultiplier(it.unisa.dia.gas.jpbc.Element[], int, int);
    protected it.unisa.dia.gas.jpbc.Element compute();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/ExecutorServiceUtils$IntervalCallable.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public abstract synchronized class ExecutorServiceUtils$IntervalCallable implements java.util.concurrent.Callable {
    protected int from;
    protected int to;
    protected void ExecutorServiceUtils$IntervalCallable(int, int);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/PoolExecutor.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public synchronized class PoolExecutor implements Pool {
    protected java.util.concurrent.CompletionService pool;
    protected int counter;
    public void PoolExecutor();
    public void PoolExecutor(java.util.concurrent.Executor);
    public Pool submit(java.util.concurrent.Callable);
    public Pool submit(Runnable);
    public Pool awaitTermination();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/context/ContextRunnable.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.context;
public abstract synchronized class ContextRunnable implements Runnable, it.unisa.dia.gas.plaf.jpbc.pairing.parameters.MutablePairingParameters {
    private String name;
    private ContextExecutor executor;
    public void ContextRunnable();
    public void ContextRunnable(String);
    public ContextExecutor getExecutor();
    public void setExecutor(ContextExecutor);
    public void putBigInteger(String, java.math.BigInteger);
    public void putBigIntegerAt(String, int, java.math.BigInteger);
    public void putBoolean(String, boolean);
    public void putObject(String, Object);
    public boolean containsKey(String);
    public String getString(String);
    public String getString(String, String);
    public int getInt(String);
    public int getInt(String, int);
    public java.math.BigInteger getBigInteger(String);
    public java.math.BigInteger getBigIntegerAt(String, int);
    public java.math.BigInteger getBigInteger(String, java.math.BigInteger);
    public long getLong(String);
    public long getLong(String, long);
    public byte[] getBytes(String);
    public byte[] getBytes(String, byte[]);
    public String toString(String);
    public Object getObject(String);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/context/ContextExecutor.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.context;
public synchronized class ContextExecutor extends it.unisa.dia.gas.plaf.jpbc.util.concurrent.PoolExecutor implements it.unisa.dia.gas.plaf.jpbc.pairing.parameters.MutablePairingParameters {
    private it.unisa.dia.gas.plaf.jpbc.pairing.parameters.MutablePairingParameters parameters;
    public void ContextExecutor(it.unisa.dia.gas.plaf.jpbc.pairing.parameters.MutablePairingParameters);
    public void ContextExecutor(java.util.concurrent.Executor, it.unisa.dia.gas.plaf.jpbc.pairing.parameters.MutablePairingParameters);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(java.util.concurrent.Callable);
    public ContextExecutor submit(ContextRunnable);
    public void putBigIntegerAt(String, int, java.math.BigInteger);
    public void putBigInteger(String, java.math.BigInteger);
    public void putBoolean(String, boolean);
    public void putObject(String, Object);
    public boolean containsKey(String);
    public String getString(String);
    public String getString(String, String);
    public int getInt(String);
    public int getInt(String, int);
    public java.math.BigInteger getBigInteger(String);
    public java.math.BigInteger getBigIntegerAt(String, int);
    public java.math.BigInteger getBigInteger(String, java.math.BigInteger);
    public long getLong(String);
    public long getLong(String, long);
    public byte[] getBytes(String);
    public byte[] getBytes(String, byte[]);
    public String toString(String);
    public Object getObject(String);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/accumultor/BigIntegerAddModAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor;
public synchronized class BigIntegerAddModAccumulator extends AbstractAccumulator {
    private java.math.BigInteger modulo;
    public void BigIntegerAddModAccumulator(java.math.BigInteger);
    protected void reduce(java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/accumultor/Accumulator.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor;
public abstract interface Accumulator extends it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool {
    public abstract Accumulator accumulate(java.util.concurrent.Callable);
    public abstract Accumulator awaitTermination();
    public abstract Object awaitResult();
    public abstract Object getResult();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/accumultor/AbstractAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor;
public abstract synchronized class AbstractAccumulator extends it.unisa.dia.gas.plaf.jpbc.util.concurrent.PoolExecutor implements Accumulator {
    protected Object result;
    public void AbstractAccumulator();
    public void AbstractAccumulator(java.util.concurrent.Executor);
    public Accumulator accumulate(java.util.concurrent.Callable);
    public it.unisa.dia.gas.plaf.jpbc.util.concurrent.Pool submit(Runnable);
    public Accumulator awaitTermination();
    public Object getResult();
    public Object awaitResult();
    protected abstract void reduce(Object);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/accumultor/BigIntegerMulAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor;
public synchronized class BigIntegerMulAccumulator extends AbstractAccumulator {
    public void BigIntegerMulAccumulator();
    protected void reduce(java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/accumultor/BigIntegerAddAccumulator.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent.accumultor;
public synchronized class BigIntegerAddAccumulator extends AbstractAccumulator {
    public void BigIntegerAddAccumulator();
    protected void reduce(java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/ExecutorServiceUtils.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public synchronized class ExecutorServiceUtils {
    private static java.util.concurrent.ExecutorService fixedThreadPool;
    private static java.util.concurrent.ExecutorService cachedThreadPool;
    private void ExecutorServiceUtils();
    public static java.util.concurrent.ExecutorService getFixedThreadPool();
    public static java.util.concurrent.ExecutorService getCachedThreadPool();
    public static void shutdown();
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/ExecutorServiceUtils$IndexCallable.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public abstract synchronized class ExecutorServiceUtils$IndexCallable implements java.util.concurrent.Callable {
    protected int i;
    protected int j;
    public void ExecutorServiceUtils$IndexCallable(int);
    public void ExecutorServiceUtils$IndexCallable(int, int);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/ExecutorServiceUtils$IndexRunnable.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public abstract synchronized class ExecutorServiceUtils$IndexRunnable implements Runnable {
    protected int i;
    protected int j;
    public void ExecutorServiceUtils$IndexRunnable(int);
    public void ExecutorServiceUtils$IndexRunnable(int, int);
}










it/unisa/dia/gas/plaf/jpbc/util/concurrent/Pool.class


package it.unisa.dia.gas.plaf.jpbc.util.concurrent;
public abstract interface Pool {
    public abstract Pool submit(java.util.concurrent.Callable);
    public abstract Pool submit(Runnable);
    public abstract Pool awaitTermination();
}










it/unisa/dia/gas/plaf/jpbc/util/io/PairingDataOutput.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class PairingDataOutput implements java.io.DataOutput {
    private java.io.DataOutput dataOutput;
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    public void PairingDataOutput(java.io.DataOutput);
    public void PairingDataOutput(it.unisa.dia.gas.jpbc.Pairing, java.io.DataOutput);
    public void write(int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void writeBoolean(boolean) throws java.io.IOException;
    public void writeByte(int) throws java.io.IOException;
    public void writeShort(int) throws java.io.IOException;
    public void writeChar(int) throws java.io.IOException;
    public void writeInt(int) throws java.io.IOException;
    public void writeLong(long) throws java.io.IOException;
    public void writeFloat(float) throws java.io.IOException;
    public void writeDouble(double) throws java.io.IOException;
    public void writeBytes(String) throws java.io.IOException;
    public void writeChars(String) throws java.io.IOException;
    public void writeUTF(String) throws java.io.IOException;
    public void writeElement(it.unisa.dia.gas.jpbc.Element) throws java.io.IOException;
    public void writeElements(it.unisa.dia.gas.jpbc.Element[]) throws java.io.IOException;
    public void writePreProcessing(it.unisa.dia.gas.jpbc.PreProcessing) throws java.io.IOException;
    public void writeInts(int[]) throws java.io.IOException;
    public void writeBytes(byte[]) throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.Pairing getPairing();
    public void writeBigInteger(java.math.BigInteger) throws java.io.IOException;
    public void writeBigInteger(java.math.BigInteger, int) throws java.io.IOException;
    public void writeBigIntegers(java.math.BigInteger[]) throws java.io.IOException;
    public void writeBigIntegers(java.math.BigInteger[], int) throws java.io.IOException;
    protected void writePairingFieldIndex(it.unisa.dia.gas.jpbc.Field) throws java.io.IOException;
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/Sector$Mode.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public final synchronized enum Sector$Mode {
    public static final Sector$Mode INIT;
    public static final Sector$Mode READ;
    public static Sector$Mode[] values();
    public static Sector$Mode valueOf(String);
    private void Sector$Mode(String, int);
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/Sector.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public abstract interface Sector {
    public abstract int getLengthInBytes();
    public abstract Sector mapTo(Sector$Mode, java.nio.ByteBuffer);
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/Disk.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public abstract interface Disk {
    public abstract Sector getSectorAt(int);
    public abstract Sector getSector(String);
    public abstract void flush();
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/ByteBufferBigIntegerArraySector$1.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
synchronized class ByteBufferBigIntegerArraySector$1 {
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/ByteBufferLatchSoftRefBigIntegerArraySector.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public synchronized class ByteBufferLatchSoftRefBigIntegerArraySector extends ByteBufferSoftRefBigIntegerArraySector {
    protected it.unisa.dia.gas.plaf.jpbc.util.collection.FlagMap flags;
    public void ByteBufferLatchSoftRefBigIntegerArraySector(int, int) throws java.io.IOException;
    public transient void ByteBufferLatchSoftRefBigIntegerArraySector(int, int, String[]) throws java.io.IOException;
    public java.math.BigInteger getAt(int);
    public void setAt(int, java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/FileChannelDisk.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public synchronized class FileChannelDisk implements Disk {
    protected java.util.List sectors;
    protected java.util.Map sectorsMap;
    protected java.nio.channels.FileChannel channel;
    public void FileChannelDisk();
    public Sector getSectorAt(int);
    public Sector getSector(String);
    public void flush();
    public FileChannelDisk mapTo(java.nio.channels.FileChannel);
    public FileChannelDisk mapTo(String);
    public FileChannelDisk addSector(String, Sector);
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/ByteBufferSoftRefBigIntegerArraySector.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public synchronized class ByteBufferSoftRefBigIntegerArraySector extends ByteBufferBigIntegerArraySector {
    protected java.util.Map cache;
    public void ByteBufferSoftRefBigIntegerArraySector(int, int) throws java.io.IOException;
    public transient void ByteBufferSoftRefBigIntegerArraySector(int, int, String[]) throws java.io.IOException;
    public synchronized java.math.BigInteger getAt(int);
    public synchronized void setAt(int, java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/ArraySector.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public abstract interface ArraySector extends Sector {
    public abstract int getSize();
    public abstract Object getAt(int);
    public abstract void setAt(int, Object);
    public abstract Object getAt(String);
    public abstract void setAt(String, Object);
}










it/unisa/dia/gas/plaf/jpbc/util/io/disk/ByteBufferBigIntegerArraySector.class


package it.unisa.dia.gas.plaf.jpbc.util.io.disk;
public synchronized class ByteBufferBigIntegerArraySector implements ArraySector {
    protected java.nio.ByteBuffer buffer;
    protected int offset;
    protected int recordSize;
    protected int recordLength;
    protected int numRecords;
    protected int lengthInBytes;
    protected it.unisa.dia.gas.plaf.jpbc.util.io.PairingDataInput in;
    protected it.unisa.dia.gas.plaf.jpbc.util.io.PairingDataOutput out;
    protected java.util.Map labelsMap;
    public void ByteBufferBigIntegerArraySector(int, int) throws java.io.IOException;
    public transient void ByteBufferBigIntegerArraySector(int, int, String[]) throws java.io.IOException;
    public int getLengthInBytes();
    public int getSize();
    public synchronized ArraySector mapTo(Sector$Mode, java.nio.ByteBuffer);
    public synchronized java.math.BigInteger getAt(int);
    public synchronized void setAt(int, java.math.BigInteger);
    public java.math.BigInteger getAt(String);
    public void setAt(String, java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/util/io/PairingStreamReader.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class PairingStreamReader {
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    private byte[] buffer;
    private int offset;
    private int cursor;
    private java.io.DataInputStream dis;
    private ExByteArrayInputStream bais;
    public void PairingStreamReader(it.unisa.dia.gas.jpbc.Pairing, byte[], int);
    public void reset();
    public transient it.unisa.dia.gas.jpbc.Element[] readElements(int[]);
    public it.unisa.dia.gas.jpbc.Element[] readElements(int, int);
    public it.unisa.dia.gas.jpbc.Element[] readG1Elements(int);
    public it.unisa.dia.gas.jpbc.Element readG1Element();
    public it.unisa.dia.gas.jpbc.Element readGTElement();
    public it.unisa.dia.gas.jpbc.Element readFieldElement(it.unisa.dia.gas.jpbc.Field);
    public String readString();
    public int readInt();
    private void jump(int);
}










it/unisa/dia/gas/plaf/jpbc/util/io/PairingStreamWriter.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class PairingStreamWriter {
    private java.io.ByteArrayOutputStream baos;
    private java.io.DataOutputStream dos;
    public void PairingStreamWriter(int);
    public void write(String) throws java.io.IOException;
    public void write(it.unisa.dia.gas.jpbc.Element) throws java.io.IOException;
    public void writeInt(int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public byte[] toBytes();
}










it/unisa/dia/gas/plaf/jpbc/util/io/Base64$OutputStream.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class Base64$OutputStream extends java.io.FilterOutputStream {
    private boolean encode;
    private int position;
    private byte[] buffer;
    private int bufferLength;
    private int lineLength;
    private boolean breakLines;
    private byte[] b4;
    private boolean suspendEncoding;
    private int options;
    private byte[] decodabet;
    public void Base64$OutputStream(java.io.OutputStream);
    public void Base64$OutputStream(java.io.OutputStream, int);
    public void write(int) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void flushBase64() throws java.io.IOException;
    public void close() throws java.io.IOException;
    public void suspendEncoding() throws java.io.IOException;
    public void resumeEncoding();
}










it/unisa/dia/gas/plaf/jpbc/util/io/PairingDataInput.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class PairingDataInput implements java.io.DataInput {
    private java.io.DataInput dataInput;
    private it.unisa.dia.gas.jpbc.Pairing pairing;
    public void PairingDataInput(java.io.DataInput);
    public void PairingDataInput(java.io.DataInput, it.unisa.dia.gas.jpbc.Pairing);
    public void readFully(byte[]) throws java.io.IOException;
    public void readFully(byte[], int, int) throws java.io.IOException;
    public int skipBytes(int) throws java.io.IOException;
    public boolean readBoolean() throws java.io.IOException;
    public byte readByte() throws java.io.IOException;
    public int readUnsignedByte() throws java.io.IOException;
    public short readShort() throws java.io.IOException;
    public int readUnsignedShort() throws java.io.IOException;
    public char readChar() throws java.io.IOException;
    public int readInt() throws java.io.IOException;
    public long readLong() throws java.io.IOException;
    public float readFloat() throws java.io.IOException;
    public double readDouble() throws java.io.IOException;
    public String readLine() throws java.io.IOException;
    public String readUTF() throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.Pairing getPairing();
    public it.unisa.dia.gas.jpbc.Field readField() throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.Element readElement(int) throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.Element[] readElements(int) throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.PairingPreProcessing readPairingPreProcessing() throws java.io.IOException;
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing readElementPowPreProcessing() throws java.io.IOException;
    public int[] readInts() throws java.io.IOException;
    public byte[] readBytes() throws java.io.IOException;
    public java.math.BigInteger readBigInteger() throws java.io.IOException;
    public java.math.BigInteger[] readBigIntegers() throws java.io.IOException;
}










it/unisa/dia/gas/plaf/jpbc/util/io/FieldStreamReader.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class FieldStreamReader {
    private it.unisa.dia.gas.jpbc.Field field;
    private byte[] buffer;
    private int offset;
    private int cursor;
    private java.io.DataInputStream dis;
    private ExByteArrayInputStream bais;
    public void FieldStreamReader(it.unisa.dia.gas.jpbc.Field, byte[], int);
    public void reset();
    public it.unisa.dia.gas.jpbc.Element readElement();
    public String readString();
    public int readInt();
    private void jump(int);
}










it/unisa/dia/gas/plaf/jpbc/util/io/Base64$InputStream.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class Base64$InputStream extends java.io.FilterInputStream {
    private boolean encode;
    private int position;
    private byte[] buffer;
    private int bufferLength;
    private int numSigBytes;
    private int lineLength;
    private boolean breakLines;
    private int options;
    private byte[] decodabet;
    public void Base64$InputStream(java.io.InputStream);
    public void Base64$InputStream(java.io.InputStream, int);
    public int read() throws java.io.IOException;
    public int read(byte[], int, int) throws java.io.IOException;
}










it/unisa/dia/gas/plaf/jpbc/util/io/ByteBufferDataInput.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class ByteBufferDataInput implements java.io.DataInput {
    private java.nio.ByteBuffer byteBuffer;
    public void ByteBufferDataInput(java.nio.ByteBuffer);
    public void readFully(byte[]) throws java.io.IOException;
    public void readFully(byte[], int, int) throws java.io.IOException;
    public int skipBytes(int) throws java.io.IOException;
    public boolean readBoolean() throws java.io.IOException;
    public byte readByte() throws java.io.IOException;
    public int readUnsignedByte() throws java.io.IOException;
    public short readShort() throws java.io.IOException;
    public int readUnsignedShort() throws java.io.IOException;
    public char readChar() throws java.io.IOException;
    public int readInt() throws java.io.IOException;
    public long readLong() throws java.io.IOException;
    public float readFloat() throws java.io.IOException;
    public double readDouble() throws java.io.IOException;
    public String readLine() throws java.io.IOException;
    public String readUTF() throws java.io.IOException;
}










it/unisa/dia/gas/plaf/jpbc/util/io/Base64.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class Base64 {
    public static final int NO_OPTIONS = 0;
    public static final int ENCODE = 1;
    public static final int DECODE = 0;
    public static final int GZIP = 2;
    public static final int DONT_GUNZIP = 4;
    public static final int DO_BREAK_LINES = 8;
    public static final int URL_SAFE = 16;
    public static final int ORDERED = 32;
    private static final int MAX_LINE_LENGTH = 76;
    private static final byte EQUALS_SIGN = 61;
    private static final byte NEW_LINE = 10;
    private static final String PREFERRED_ENCODING = US-ASCII;
    private static final byte WHITE_SPACE_ENC = -5;
    private static final byte EQUALS_SIGN_ENC = -1;
    private static final byte[] _STANDARD_ALPHABET;
    private static final byte[] _STANDARD_DECODABET;
    private static final byte[] _URL_SAFE_ALPHABET;
    private static final byte[] _URL_SAFE_DECODABET;
    private static final byte[] _ORDERED_ALPHABET;
    private static final byte[] _ORDERED_DECODABET;
    private static final byte[] getAlphabet(int);
    private static final byte[] getDecodabet(int);
    private void Base64();
    private static byte[] encode3to4(byte[], byte[], int, int);
    private static byte[] encode3to4(byte[], int, int, byte[], int, int);
    public static void encode(java.nio.ByteBuffer, java.nio.ByteBuffer);
    public static void encode(java.nio.ByteBuffer, java.nio.CharBuffer);
    public static String encodeObject(java.io.Serializable) throws java.io.IOException;
    public static String encodeObject(java.io.Serializable, int) throws java.io.IOException;
    public static String encodeBytes(byte[]);
    public static String encodeBytes(byte[], int) throws java.io.IOException;
    public static String encodeBytes(byte[], int, int);
    public static String encodeBytes(byte[], int, int, int) throws java.io.IOException;
    public static byte[] encodeBytesToBytes(byte[]);
    public static byte[] encodeBytesToBytes(byte[], int, int, int) throws java.io.IOException;
    private static int decode4to3(byte[], int, byte[], int, int);
    public static byte[] decode(byte[]) throws java.io.IOException;
    public static byte[] decode(byte[], int, int, int) throws java.io.IOException;
    public static byte[] decode(String) throws java.io.IOException;
    public static byte[] decode(String, int) throws java.io.IOException;
    public static Object decodeToObject(String) throws java.io.IOException, ClassNotFoundException;
    public static Object decodeToObject(String, int, ClassLoader) throws java.io.IOException, ClassNotFoundException;
    public static void encodeToFile(byte[], String) throws java.io.IOException;
    public static void decodeToFile(String, String) throws java.io.IOException;
    public static byte[] decodeFromFile(String) throws java.io.IOException;
    public static String encodeFromFile(String) throws java.io.IOException;
    public static void encodeFileToFile(String, String) throws java.io.IOException;
    public static void decodeFileToFile(String, String) throws java.io.IOException;
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/util/io/ExByteArrayInputStream.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class ExByteArrayInputStream extends java.io.ByteArrayInputStream {
    public void ExByteArrayInputStream(byte[]);
    public void ExByteArrayInputStream(byte[], int, int);
    public int getPos();
}










it/unisa/dia/gas/plaf/jpbc/util/io/ByteBufferDataOutput.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
public synchronized class ByteBufferDataOutput implements java.io.DataOutput {
    private java.nio.ByteBuffer buffer;
    public void ByteBufferDataOutput(java.nio.ByteBuffer);
    public void write(int) throws java.io.IOException;
    public void write(byte[]) throws java.io.IOException;
    public void write(byte[], int, int) throws java.io.IOException;
    public void writeBoolean(boolean) throws java.io.IOException;
    public void writeByte(int) throws java.io.IOException;
    public void writeShort(int) throws java.io.IOException;
    public void writeChar(int) throws java.io.IOException;
    public void writeInt(int) throws java.io.IOException;
    public void writeLong(long) throws java.io.IOException;
    public void writeFloat(float) throws java.io.IOException;
    public void writeDouble(double) throws java.io.IOException;
    public void writeBytes(String) throws java.io.IOException;
    public void writeChars(String) throws java.io.IOException;
    public void writeUTF(String) throws java.io.IOException;
}










it/unisa/dia/gas/plaf/jpbc/util/io/Base64$1.class


package it.unisa.dia.gas.plaf.jpbc.util.io;
final synchronized class Base64$1 extends java.io.ObjectInputStream {
    void Base64$1(java.io.InputStream, ClassLoader);
    public Class resolveClass(java.io.ObjectStreamClass) throws java.io.IOException, ClassNotFoundException;
}










it/unisa/dia/gas/plaf/jpbc/field/z/ZElement.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class ZElement extends AbstractZElement {
    public void ZElement(ZField);
    public void ZElement(ZField, java.math.BigInteger);
    public void ZElement(ZElement);
    public ZField getField();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public ZElement duplicate();
    public ZElement set(it.unisa.dia.gas.jpbc.Element);
    public ZElement set(int);
    public ZElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public ZElement twice();
    public ZElement mul(int);
    public ZElement setToZero();
    public ZElement setToOne();
    public ZElement setToRandom();
    public ZElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public ZElement square();
    public ZElement invert();
    public ZElement halve();
    public ZElement negate();
    public ZElement add(it.unisa.dia.gas.jpbc.Element);
    public ZElement sub(it.unisa.dia.gas.jpbc.Element);
    public ZElement div(it.unisa.dia.gas.jpbc.Element);
    public ZElement mul(it.unisa.dia.gas.jpbc.Element);
    public ZElement mul(java.math.BigInteger);
    public ZElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public ZElement sqrt();
    public ZElement pow(java.math.BigInteger);
    public ZElement powZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public int sign();
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/field/z/ZrField.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class ZrField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractField {
    protected java.math.BigInteger order;
    protected ZrElement nqr;
    protected int fixedLengthInBytes;
    protected java.math.BigInteger twoInverse;
    public void ZrField(java.math.BigInteger);
    public void ZrField(java.security.SecureRandom, java.math.BigInteger);
    public void ZrField(java.math.BigInteger, java.math.BigInteger);
    public void ZrField(java.security.SecureRandom, java.math.BigInteger, java.math.BigInteger);
    public ZrElement newElement();
    public java.math.BigInteger getOrder();
    public ZrElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/z/SymmetricZrField.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class SymmetricZrField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractField {
    protected java.math.BigInteger order;
    protected java.math.BigInteger halfOrder;
    protected SymmetricZrElement nqr;
    protected int fixedLengthInBytes;
    protected java.math.BigInteger twoInverse;
    public void SymmetricZrField(java.math.BigInteger);
    public void SymmetricZrField(java.security.SecureRandom, java.math.BigInteger);
    public void SymmetricZrField(java.math.BigInteger, java.math.BigInteger);
    public void SymmetricZrField(java.security.SecureRandom, java.math.BigInteger, java.math.BigInteger);
    public SymmetricZrElement newElement();
    public java.math.BigInteger getOrder();
    public SymmetricZrElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/z/AbstractZElement.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public abstract synchronized class AbstractZElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractElement {
    public java.math.BigInteger value;
    protected void AbstractZElement(it.unisa.dia.gas.plaf.jpbc.field.base.AbstractField);
}










it/unisa/dia/gas/plaf/jpbc/field/z/ZrElement.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class ZrElement extends AbstractZElement {
    protected java.math.BigInteger order;
    public void ZrElement(ZrField);
    public void ZrElement(ZrField, java.math.BigInteger);
    public void ZrElement(ZrElement);
    public ZrField getField();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public ZrElement duplicate();
    public ZrElement set(it.unisa.dia.gas.jpbc.Element);
    public ZrElement set(int);
    public ZrElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public ZrElement twice();
    public ZrElement mul(int);
    public ZrElement setToZero();
    public ZrElement setToOne();
    public ZrElement setToRandom();
    public ZrElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public ZrElement square();
    public ZrElement invert();
    public ZrElement halve();
    public ZrElement negate();
    public ZrElement add(it.unisa.dia.gas.jpbc.Element);
    public ZrElement sub(it.unisa.dia.gas.jpbc.Element);
    public ZrElement div(it.unisa.dia.gas.jpbc.Element);
    public ZrElement mul(it.unisa.dia.gas.jpbc.Element);
    public ZrElement mul(java.math.BigInteger);
    public ZrElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public ZrElement sqrt();
    public ZrElement pow(java.math.BigInteger);
    public ZrElement powZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public int sign();
    public String toString();
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/field/z/SymmetricZrElement.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class SymmetricZrElement extends AbstractZElement {
    protected java.math.BigInteger order;
    protected java.math.BigInteger halfOrder;
    public void SymmetricZrElement(SymmetricZrField);
    public void SymmetricZrElement(SymmetricZrField, java.math.BigInteger);
    public void SymmetricZrElement(SymmetricZrElement);
    public SymmetricZrField getField();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public SymmetricZrElement duplicate();
    public SymmetricZrElement set(it.unisa.dia.gas.jpbc.Element);
    public SymmetricZrElement set(int);
    public SymmetricZrElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public SymmetricZrElement twice();
    public SymmetricZrElement mul(int);
    public SymmetricZrElement setToZero();
    public SymmetricZrElement setToOne();
    public SymmetricZrElement setToRandom();
    public SymmetricZrElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public SymmetricZrElement square();
    public SymmetricZrElement invert();
    public SymmetricZrElement halve();
    public SymmetricZrElement negate();
    public SymmetricZrElement add(it.unisa.dia.gas.jpbc.Element);
    public SymmetricZrElement sub(it.unisa.dia.gas.jpbc.Element);
    public SymmetricZrElement div(it.unisa.dia.gas.jpbc.Element);
    public SymmetricZrElement mul(it.unisa.dia.gas.jpbc.Element);
    public SymmetricZrElement mul(java.math.BigInteger);
    public SymmetricZrElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public SymmetricZrElement sqrt();
    public SymmetricZrElement pow(java.math.BigInteger);
    public SymmetricZrElement powZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public int sign();
    public String toString();
    private final SymmetricZrElement mod();
    static void <clinit>();
}










it/unisa/dia/gas/plaf/jpbc/field/z/ImmutableZrElement.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class ImmutableZrElement extends ZrElement {
    public void ImmutableZrElement(ZrElement);
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public ZrElement duplicate();
    public ZrElement set(it.unisa.dia.gas.jpbc.Element);
    public ZrElement set(int);
    public ZrElement set(java.math.BigInteger);
    public ZrElement setToZero();
    public ZrElement setToOne();
    public ZrElement setToRandom();
    public ZrElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public ZrElement twice();
    public ZrElement mul(int);
    public ZrElement square();
    public ZrElement invert();
    public ZrElement halve();
    public ZrElement negate();
    public ZrElement add(it.unisa.dia.gas.jpbc.Element);
    public ZrElement sub(it.unisa.dia.gas.jpbc.Element);
    public ZrElement div(it.unisa.dia.gas.jpbc.Element);
    public ZrElement mul(it.unisa.dia.gas.jpbc.Element);
    public ZrElement mul(java.math.BigInteger);
    public ZrElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public ZrElement sqrt();
    public ZrElement pow(java.math.BigInteger);
    public ZrElement powZn(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/z/ZField.class


package it.unisa.dia.gas.plaf.jpbc.field.z;
public synchronized class ZField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractField {
    public void ZField();
    public void ZField(java.security.SecureRandom);
    public ZElement newElement();
    public java.math.BigInteger getOrder();
    public ZElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyModField.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class PolyModField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    protected PolyElement irreduciblePoly;
    protected PolyModElement nqr;
    protected java.math.BigInteger order;
    protected int n;
    protected int fixedLengthInBytes;
    protected PolyModElement[] xpwr;
    public void PolyModField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field, int);
    public void PolyModField(java.security.SecureRandom, PolyElement);
    public void PolyModField(java.security.SecureRandom, PolyElement, java.math.BigInteger);
    protected void init(java.math.BigInteger);
    public PolyModElement newElement();
    public java.math.BigInteger getOrder();
    public PolyModElement getNqr();
    public int getLengthInBytes();
    public int getN();
    protected void computeXPowers();
}










it/unisa/dia/gas/plaf/jpbc/field/poly/ImmutablePolyModElement.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class ImmutablePolyModElement extends PolyModElement {
    public void ImmutablePolyModElement(PolyModElement);
    public PolyModElement duplicate();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public PolyModElement set(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement set(int);
    public PolyModElement set(java.math.BigInteger);
    public PolyModElement setToRandom();
    public PolyModElement setFromHash(byte[], int, int);
    public PolyModElement setToZero();
    public PolyModElement setToOne();
    public PolyModElement map(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement twice();
    public PolyModElement square();
    public PolyModElement invert();
    public PolyModElement negate();
    public PolyModElement add(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement sub(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement mul(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement mul(int);
    public PolyModElement mul(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public PolyModElement powZn(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement sqrt();
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public it.unisa.dia.gas.jpbc.Element halve();
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element mulZn(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyUtils.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class PolyUtils {
    public void PolyUtils();
    public static PolyElement constMul(it.unisa.dia.gas.jpbc.Element, PolyElement);
    public static void div(it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, PolyElement, PolyElement);
    public static void reminder(it.unisa.dia.gas.jpbc.Element, PolyElement, PolyElement);
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyElement.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class PolyElement extends AbstractPolyElement {
    public void PolyElement(PolyField);
    public PolyField getField();
    public PolyElement duplicate();
    public PolyElement set(it.unisa.dia.gas.jpbc.Element);
    public PolyElement set(int);
    public PolyElement set(java.math.BigInteger);
    public PolyElement setToRandom();
    public PolyElement setFromHash(byte[], int, int);
    public PolyElement setToZero();
    public boolean isZero();
    public PolyElement setToOne();
    public boolean isOne();
    public PolyElement twice();
    public PolyElement invert();
    public PolyElement negate();
    public PolyElement add(it.unisa.dia.gas.jpbc.Element);
    public PolyElement sub(it.unisa.dia.gas.jpbc.Element);
    public PolyElement div(it.unisa.dia.gas.jpbc.Element);
    public PolyElement mul(it.unisa.dia.gas.jpbc.Element);
    public PolyElement mul(int);
    public PolyElement mul(java.math.BigInteger);
    public PolyElement sqrt();
    public boolean isSqr();
    public int sign();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public java.math.BigInteger toBigInteger();
    public int getDegree();
    public String toString();
    public void ensureSize(int);
    public void setCoefficient1(int);
    public void removeLeadingZeroes();
    public PolyElement setFromPolyMod(PolyModElement);
    public PolyElement setToRandomMonic(int);
    public PolyElement setFromCoefficientMonic(java.math.BigInteger[]);
    public PolyElement makeMonic();
    public boolean isIrriducible();
    public PolyElement gcd(PolyElement);
    public it.unisa.dia.gas.jpbc.Element findRoot();
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyModElement.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class PolyModElement extends AbstractPolyElement {
    public void PolyModElement(PolyModField);
    public void PolyModElement(PolyModElement);
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public PolyModField getField();
    public PolyModElement duplicate();
    public PolyModElement set(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement set(int);
    public PolyModElement set(java.math.BigInteger);
    public PolyModElement setToRandom();
    public PolyModElement setFromHash(byte[], int, int);
    public PolyModElement setToZero();
    public boolean isZero();
    public PolyModElement setToOne();
    public boolean isOne();
    public PolyModElement map(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement twice();
    public PolyModElement square();
    public PolyModElement invert();
    public PolyModElement negate();
    public PolyModElement add(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement sub(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement mul(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement mul(int);
    public PolyModElement mul(java.math.BigInteger);
    public PolyModElement powZn(it.unisa.dia.gas.jpbc.Element);
    public PolyModElement sqrt();
    public boolean isSqr();
    public int sign();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public byte[] toBytes();
    public java.math.BigInteger toBigInteger();
    public String toString();
    public PolyModElement setFromPolyTruncate(PolyElement);
    public PolyModElement polymodConstMul(it.unisa.dia.gas.jpbc.Element);
    protected void squareInternal();
    protected void kar_poly_2(java.util.List, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.util.List, java.util.List, java.util.List);
    protected PolyElement polyInvert(PolyElement);
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyField.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public synchronized class PolyField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    public void PolyField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field);
    public void PolyField(it.unisa.dia.gas.jpbc.Field);
    public PolyElement newElement();
    public java.math.BigInteger getOrder();
    public PolyElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/poly/AbstractPolyElement.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
public abstract synchronized class AbstractPolyElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractElement implements it.unisa.dia.gas.jpbc.Polynomial {
    protected java.util.List coefficients;
    protected void AbstractPolyElement(it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver);
    public int getSize();
    public it.unisa.dia.gas.jpbc.Element getAt(int);
    public java.util.List getCoefficients();
    public it.unisa.dia.gas.jpbc.Element getCoefficient(int);
    public int getDegree();
}










it/unisa/dia/gas/plaf/jpbc/field/poly/PolyElement$1.class


package it.unisa.dia.gas.plaf.jpbc.field.poly;
synchronized class PolyElement$1 extends it.unisa.dia.gas.plaf.jpbc.util.math.BigIntegerUtils$TrialDivide {
    void PolyElement$1(PolyElement, java.math.BigInteger, java.math.BigInteger, PolyModElement, PolyModElement, PolyElement);
    protected int fun(java.math.BigInteger, int);
}










it/unisa/dia/gas/plaf/jpbc/field/curve/ImmutableCurveElement.class


package it.unisa.dia.gas.plaf.jpbc.field.curve;
public synchronized class ImmutableCurveElement extends CurveElement {
    public void ImmutableCurveElement(CurveElement);
    public CurveElement duplicate();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public CurveElement set(it.unisa.dia.gas.jpbc.Element);
    public CurveElement set(int);
    public CurveElement set(java.math.BigInteger);
    public CurveElement twice();
    public CurveElement setToZero();
    public CurveElement setToOne();
    public CurveElement setToRandom();
    public int setFromBytes(byte[], int);
    public CurveElement square();
    public CurveElement invert();
    public CurveElement negate();
    public CurveElement add(it.unisa.dia.gas.jpbc.Element);
    public CurveElement mul(it.unisa.dia.gas.jpbc.Element);
    public CurveElement mul(java.math.BigInteger);
    public CurveElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public CurveElement powZn(it.unisa.dia.gas.jpbc.Element);
    public CurveElement setFromHash(byte[], int, int);
    public int setFromBytesCompressed(byte[]);
    public int setFromBytesCompressed(byte[], int);
    public int setFromBytesX(byte[]);
    public int setFromBytesX(byte[], int);
    public int setFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element halve();
    public it.unisa.dia.gas.jpbc.Element sub(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element mul(int);
    public it.unisa.dia.gas.jpbc.Element sqrt();
}










it/unisa/dia/gas/plaf/jpbc/field/curve/CurveElement.class


package it.unisa.dia.gas.plaf.jpbc.field.curve;
public synchronized class CurveElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractPointElement {
    protected int infFlag;
    public void CurveElement(CurveField);
    public void CurveElement(CurveElement);
    public it.unisa.dia.gas.jpbc.Element getX();
    public it.unisa.dia.gas.jpbc.Element getY();
    public CurveField getField();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public CurveElement duplicate();
    public CurveElement set(it.unisa.dia.gas.jpbc.Element);
    public CurveElement set(int);
    public CurveElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public CurveElement twice();
    public CurveElement setToZero();
    public CurveElement setToOne();
    public CurveElement setToRandom();
    public int setFromBytes(byte[], int);
    public CurveElement square();
    public CurveElement invert();
    public CurveElement negate();
    public CurveElement add(it.unisa.dia.gas.jpbc.Element);
    public CurveElement mul(it.unisa.dia.gas.jpbc.Element);
    public CurveElement mul(java.math.BigInteger);
    public CurveElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public CurveElement powZn(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public CurveElement setFromHash(byte[], int, int);
    public int sign();
    public String toString();
    public int getLengthInBytesCompressed();
    public byte[] toBytesCompressed();
    public int setFromBytesCompressed(byte[]);
    public int setFromBytesCompressed(byte[], int);
    public int getLengthInBytesX();
    public byte[] toBytesX();
    public int setFromBytesX(byte[]);
    public int setFromBytesX(byte[], int);
    public boolean isValid();
    protected void twiceInternal();
    protected void setPointFromX();
    protected boolean isEqual(CurveElement);
    public void setX(it.unisa.dia.gas.jpbc.Element);
    public void setY(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/curve/CurveField.class


package it.unisa.dia.gas.plaf.jpbc.field.curve;
public synchronized class CurveField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    protected it.unisa.dia.gas.jpbc.Element a;
    protected it.unisa.dia.gas.jpbc.Element b;
    protected it.unisa.dia.gas.jpbc.Element gen;
    protected it.unisa.dia.gas.jpbc.Element genNoCofac;
    protected it.unisa.dia.gas.jpbc.ElementPow genPow;
    protected java.math.BigInteger order;
    protected java.math.BigInteger cofac;
    protected java.math.BigInteger quotientCmp;
    public static CurveField newCurveFieldJ(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger, java.math.BigInteger);
    public void CurveField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger);
    public void CurveField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger, byte[]);
    public void CurveField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger, java.math.BigInteger);
    public void CurveField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger, java.math.BigInteger, byte[]);
    public void CurveField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Element, java.math.BigInteger, java.math.BigInteger);
    public CurveElement newElement();
    public java.math.BigInteger getOrder();
    public CurveElement getNqr();
    public int getLengthInBytes();
    public boolean equals(Object);
    public int hashCode();
    public it.unisa.dia.gas.jpbc.Element getA();
    public it.unisa.dia.gas.jpbc.Element getB();
    public java.math.BigInteger getQuotientCmp();
    public void setQuotientCmp(java.math.BigInteger);
    public CurveField twist();
    public it.unisa.dia.gas.jpbc.Element getGenNoCofac();
    public it.unisa.dia.gas.jpbc.Element getGen();
    protected void initGen();
    protected void initGen(byte[]);
    protected CurveElement getCurveRandomNoCofacSolvefory();
    public it.unisa.dia.gas.jpbc.Element[] twice(it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.Element[] add(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.ElementPow getGenPow();
}










it/unisa/dia/gas/plaf/jpbc/field/gt/GTFiniteElement.class


package it.unisa.dia.gas.plaf.jpbc.field.gt;
public synchronized class GTFiniteElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractElement {
    protected it.unisa.dia.gas.plaf.jpbc.pairing.map.PairingMap pairing;
    protected it.unisa.dia.gas.jpbc.Element value;
    public void GTFiniteElement(it.unisa.dia.gas.plaf.jpbc.pairing.map.PairingMap, GTFiniteField);
    public void GTFiniteElement(it.unisa.dia.gas.plaf.jpbc.pairing.map.PairingMap, GTFiniteField, it.unisa.dia.gas.jpbc.Element);
    public void GTFiniteElement(GTFiniteElement);
    public GTFiniteElement getImmutable();
    public GTFiniteElement duplicate();
    public GTFiniteElement set(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement set(int);
    public GTFiniteElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public GTFiniteField getField();
    public GTFiniteElement setToZero();
    public GTFiniteElement setToOne();
    public GTFiniteElement setToRandom();
    public GTFiniteElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public GTFiniteElement invert();
    public GTFiniteElement negate();
    public GTFiniteElement add(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement sub(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement div(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement mul(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement mul(java.math.BigInteger);
    public boolean isSqr();
    public GTFiniteElement pow(java.math.BigInteger);
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement powZn(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public int sign();
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/field/gt/GTFiniteField.class


package it.unisa.dia.gas.plaf.jpbc.field.gt;
public synchronized class GTFiniteField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    protected it.unisa.dia.gas.plaf.jpbc.pairing.map.PairingMap pairing;
    protected java.math.BigInteger order;
    public void GTFiniteField(java.security.SecureRandom, java.math.BigInteger, it.unisa.dia.gas.plaf.jpbc.pairing.map.PairingMap, it.unisa.dia.gas.jpbc.Field);
    public GTFiniteElement newElement();
    public java.math.BigInteger getOrder();
    public GTFiniteElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/gt/ImmutableGTFiniteElement.class


package it.unisa.dia.gas.plaf.jpbc.field.gt;
public synchronized class ImmutableGTFiniteElement extends GTFiniteElement {
    public void ImmutableGTFiniteElement(GTFiniteElement);
    public GTFiniteElement duplicate();
    public GTFiniteElement getImmutable();
    public GTFiniteElement set(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement set(int);
    public GTFiniteElement set(java.math.BigInteger);
    public GTFiniteElement twice();
    public GTFiniteElement mul(int);
    public GTFiniteElement setToZero();
    public GTFiniteElement setToOne();
    public GTFiniteElement setToRandom();
    public GTFiniteElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public GTFiniteElement square();
    public GTFiniteElement invert();
    public GTFiniteElement halve();
    public GTFiniteElement negate();
    public GTFiniteElement add(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement sub(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement div(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement mul(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement mul(java.math.BigInteger);
    public GTFiniteElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public GTFiniteElement sqrt();
    public GTFiniteElement pow(java.math.BigInteger);
    public GTFiniteElement powZn(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/DegreeTwoExtensionQuadraticField.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class DegreeTwoExtensionQuadraticField extends QuadraticField {
    public void DegreeTwoExtensionQuadraticField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field);
    public DegreeTwoExtensionQuadraticElement newElement();
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/QuadraticField.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class QuadraticField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    protected java.math.BigInteger order;
    protected int fixedLengthInBytes;
    public void QuadraticField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field);
    public QuadraticElement newElement();
    public java.math.BigInteger getOrder();
    public QuadraticElement getNqr();
    public int getLengthInBytes();
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/QuadraticElement.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class QuadraticElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractPointElement {
    public void QuadraticElement(QuadraticField);
    public void QuadraticElement(QuadraticElement);
    public QuadraticField getField();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public QuadraticElement duplicate();
    public QuadraticElement set(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement set(int);
    public QuadraticElement set(java.math.BigInteger);
    public boolean isZero();
    public boolean isOne();
    public QuadraticElement setToZero();
    public QuadraticElement setToOne();
    public QuadraticElement setToRandom();
    public int setFromBytes(byte[], int);
    public QuadraticElement twice();
    public QuadraticElement mul(int);
    public QuadraticElement square();
    public QuadraticElement invert();
    public QuadraticElement negate();
    public QuadraticElement add(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement sub(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement mul(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement mul(java.math.BigInteger);
    public QuadraticElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public QuadraticElement sqrt();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement powZn(it.unisa.dia.gas.jpbc.Element);
    public java.math.BigInteger toBigInteger();
    public byte[] toBytes();
    public QuadraticElement setFromHash(byte[], int, int);
    public int sign();
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/DegreeTwoExtensionQuadraticElement.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class DegreeTwoExtensionQuadraticElement extends QuadraticElement {
    public void DegreeTwoExtensionQuadraticElement(DegreeTwoExtensionQuadraticField);
    public void DegreeTwoExtensionQuadraticElement(DegreeTwoExtensionQuadraticElement);
    public DegreeTwoExtensionQuadraticElement duplicate();
    public DegreeTwoExtensionQuadraticElement square();
    public DegreeTwoExtensionQuadraticElement invert();
    public DegreeTwoExtensionQuadraticElement mul(it.unisa.dia.gas.jpbc.Element);
    public boolean isSqr();
    public DegreeTwoExtensionQuadraticElement sqrt();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public String toString();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/ImmutableQuadraticElement.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class ImmutableQuadraticElement extends QuadraticElement {
    public void ImmutableQuadraticElement(QuadraticElement);
    public QuadraticElement duplicate();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public QuadraticElement set(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement set(int);
    public QuadraticElement set(java.math.BigInteger);
    public QuadraticElement setToZero();
    public QuadraticElement setToOne();
    public QuadraticElement setToRandom();
    public int setFromBytes(byte[], int);
    public QuadraticElement twice();
    public QuadraticElement mul(int);
    public QuadraticElement square();
    public QuadraticElement invert();
    public QuadraticElement negate();
    public QuadraticElement add(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement sub(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement mul(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement mul(java.math.BigInteger);
    public QuadraticElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement sqrt();
    public QuadraticElement powZn(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement setFromHash(byte[], int, int);
    public int setFromBytesCompressed(byte[]);
    public int setFromBytesCompressed(byte[], int);
    public int setFromBytesX(byte[]);
    public int setFromBytesX(byte[], int);
    public int setFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element halve();
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/quadratic/ImmutableDegreeTwoExtensionQuadraticElement.class


package it.unisa.dia.gas.plaf.jpbc.field.quadratic;
public synchronized class ImmutableDegreeTwoExtensionQuadraticElement extends DegreeTwoExtensionQuadraticElement {
    public void ImmutableDegreeTwoExtensionQuadraticElement(DegreeTwoExtensionQuadraticElement);
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public DegreeTwoExtensionQuadraticElement duplicate();
    public QuadraticElement set(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement set(int);
    public QuadraticElement set(java.math.BigInteger);
    public QuadraticElement setToZero();
    public QuadraticElement setToOne();
    public QuadraticElement setToRandom();
    public int setFromBytes(byte[], int);
    public QuadraticElement twice();
    public QuadraticElement mul(int);
    public DegreeTwoExtensionQuadraticElement square();
    public DegreeTwoExtensionQuadraticElement invert();
    public QuadraticElement negate();
    public QuadraticElement add(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement sub(it.unisa.dia.gas.jpbc.Element);
    public DegreeTwoExtensionQuadraticElement mul(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement mul(java.math.BigInteger);
    public QuadraticElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public DegreeTwoExtensionQuadraticElement sqrt();
    public QuadraticElement powZn(it.unisa.dia.gas.jpbc.Element);
    public QuadraticElement setFromHash(byte[], int, int);
    public int setFromBytesCompressed(byte[]);
    public int setFromBytesCompressed(byte[], int);
    public int setFromBytesX(byte[]);
    public int setFromBytesX(byte[], int);
    public int setFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element halve();
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractPointElement.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public abstract synchronized class AbstractPointElement extends AbstractElement implements it.unisa.dia.gas.jpbc.Point, it.unisa.dia.gas.jpbc.Vector {
    protected it.unisa.dia.gas.jpbc.Element x;
    protected it.unisa.dia.gas.jpbc.Element y;
    protected void AbstractPointElement(AbstractFieldOver);
    public int getSize();
    public it.unisa.dia.gas.jpbc.Element getAt(int);
    public it.unisa.dia.gas.jpbc.Element getX();
    public it.unisa.dia.gas.jpbc.Element getY();
    public int getLengthInBytesCompressed();
    public byte[] toBytesCompressed();
    public int setFromBytesCompressed(byte[]);
    public int setFromBytesCompressed(byte[], int);
    public int getLengthInBytesX();
    public byte[] toBytesX();
    public int setFromBytesX(byte[]);
    public int setFromBytesX(byte[], int);
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractElementPowPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public synchronized class AbstractElementPowPreProcessing implements it.unisa.dia.gas.jpbc.ElementPowPreProcessing {
    public static final int DEFAULT_K = 5;
    protected it.unisa.dia.gas.jpbc.Field field;
    protected int k;
    protected int bits;
    protected int numLookups;
    protected it.unisa.dia.gas.jpbc.Element[][] table;
    public void AbstractElementPowPreProcessing(it.unisa.dia.gas.jpbc.Element, int);
    public void AbstractElementPowPreProcessing(it.unisa.dia.gas.jpbc.Field, int, byte[], int);
    public it.unisa.dia.gas.jpbc.Field getField();
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element powZn(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
    protected void initTableFromBytes(byte[], int);
    protected void initTable(it.unisa.dia.gas.jpbc.Element);
    protected it.unisa.dia.gas.jpbc.Element powBaseTable(java.math.BigInteger);
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractElement.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public abstract synchronized class AbstractElement implements it.unisa.dia.gas.jpbc.Element {
    protected AbstractField field;
    protected boolean immutable;
    public void AbstractElement(AbstractField);
    public AbstractField getField();
    public boolean isImmutable();
    public it.unisa.dia.gas.jpbc.Element getImmutable();
    public int getLengthInBytes();
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element powZn(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessing();
    public it.unisa.dia.gas.jpbc.Element halve();
    public it.unisa.dia.gas.jpbc.Element sub(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element mul(int);
    public it.unisa.dia.gas.jpbc.Element sqrt();
    public byte[] toBytes();
    public byte[] toCanonicalRepresentation();
    public it.unisa.dia.gas.jpbc.Element mulZn(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element square();
    public it.unisa.dia.gas.jpbc.Element twice();
    public boolean equals(Object);
    protected int optimalPowWindowSize(java.math.BigInteger);
    protected java.util.List buildPowWindow(int);
    protected void elementPowWind(java.math.BigInteger);
    protected String[] tokenize(String);
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractVectorElement.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public abstract synchronized class AbstractVectorElement extends AbstractElement implements it.unisa.dia.gas.jpbc.Vector {
    protected java.util.List coeff;
    protected void AbstractVectorElement(AbstractFieldOver);
    public it.unisa.dia.gas.jpbc.Element getAt(int);
    public int getSize();
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractField.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public abstract synchronized class AbstractField implements it.unisa.dia.gas.jpbc.Field {
    protected boolean orderIsOdd;
    protected java.security.SecureRandom random;
    protected void AbstractField(java.security.SecureRandom);
    public it.unisa.dia.gas.jpbc.Element newElement(int);
    public it.unisa.dia.gas.jpbc.Element newElement(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element newElement(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element newElementFromHash(byte[], int, int);
    public it.unisa.dia.gas.jpbc.Element newElementFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element newElementFromBytes(byte[], int);
    public it.unisa.dia.gas.jpbc.Element newZeroElement();
    public it.unisa.dia.gas.jpbc.Element newOneElement();
    public it.unisa.dia.gas.jpbc.Element newRandomElement();
    public boolean isOrderOdd();
    public int getLengthInBytes(it.unisa.dia.gas.jpbc.Element);
    public int getCanonicalRepresentationLengthInBytes();
    public it.unisa.dia.gas.jpbc.Element[] twice(it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.Element[] add(it.unisa.dia.gas.jpbc.Element[], it.unisa.dia.gas.jpbc.Element[]);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessingFromBytes(byte[], int);
    public java.security.SecureRandom getRandom();
}










it/unisa/dia/gas/plaf/jpbc/field/base/AbstractFieldOver.class


package it.unisa.dia.gas.plaf.jpbc.field.base;
public abstract synchronized class AbstractFieldOver extends AbstractField implements it.unisa.dia.gas.jpbc.FieldOver {
    protected it.unisa.dia.gas.jpbc.Field targetField;
    protected void AbstractFieldOver(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field);
    public it.unisa.dia.gas.jpbc.Field getTargetField();
}










it/unisa/dia/gas/plaf/jpbc/field/vector/VectorElement.class


package it.unisa.dia.gas.plaf.jpbc.field.vector;
public synchronized class VectorElement extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractVectorElement {
    public void VectorElement(VectorField);
    public void VectorElement(VectorElement);
    public void VectorElement(VectorField, java.util.List);
    public VectorField getField();
    public VectorElement duplicate();
    public VectorElement getImmutable();
    public VectorElement set(it.unisa.dia.gas.jpbc.Element);
    public VectorElement set(int);
    public VectorElement set(java.math.BigInteger);
    public VectorElement setToRandom();
    public VectorElement setFromHash(byte[], int, int);
    public VectorElement setToZero();
    public boolean isZero();
    public VectorElement setToOne();
    public boolean isOne();
    public VectorElement map(it.unisa.dia.gas.jpbc.Element);
    public VectorElement twice();
    public VectorElement square();
    public VectorElement invert();
    public VectorElement negate();
    public VectorElement add(it.unisa.dia.gas.jpbc.Element);
    public VectorElement sub(it.unisa.dia.gas.jpbc.Element);
    public VectorElement mul(it.unisa.dia.gas.jpbc.Element);
    public VectorElement mul(int);
    public VectorElement mul(java.math.BigInteger);
    public VectorElement powZn(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.ElementPowPreProcessing getElementPowPreProcessing();
    public VectorElement sqrt();
    public boolean isSqr();
    public int sign();
    public boolean isEqual(it.unisa.dia.gas.jpbc.Element);
    public int setFromBytes(byte[]);
    public int setFromBytes(byte[], int);
    public byte[] toBytes();
    public java.math.BigInteger toBigInteger();
    public String toString();
}










it/unisa/dia/gas/plaf/jpbc/field/vector/ImmutableVectorElement.class


package it.unisa.dia.gas.plaf.jpbc.field.vector;
public synchronized class ImmutableVectorElement extends VectorElement {
    public void ImmutableVectorElement(VectorElement);
    public VectorElement duplicate();
    public VectorElement getImmutable();
    public VectorElement set(it.unisa.dia.gas.jpbc.Element);
    public VectorElement set(int);
    public VectorElement set(java.math.BigInteger);
    public VectorElement twice();
    public VectorElement setToZero();
    public VectorElement setToOne();
    public VectorElement setToRandom();
    public int setFromBytes(byte[], int);
    public VectorElement square();
    public VectorElement invert();
    public VectorElement negate();
    public VectorElement add(it.unisa.dia.gas.jpbc.Element);
    public VectorElement mul(it.unisa.dia.gas.jpbc.Element);
    public VectorElement mul(java.math.BigInteger);
    public VectorElement mulZn(it.unisa.dia.gas.jpbc.Element);
    public VectorElement powZn(it.unisa.dia.gas.jpbc.Element);
    public VectorElement setFromHash(byte[], int, int);
    public int setFromBytes(byte[]);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element halve();
    public VectorElement sub(it.unisa.dia.gas.jpbc.Element);
    public it.unisa.dia.gas.jpbc.Element div(it.unisa.dia.gas.jpbc.Element);
    public VectorElement mul(int);
    public VectorElement sqrt();
}










it/unisa/dia/gas/plaf/jpbc/field/vector/VectorElementPowPreProcessing.class


package it.unisa.dia.gas.plaf.jpbc.field.vector;
public synchronized class VectorElementPowPreProcessing implements it.unisa.dia.gas.jpbc.ElementPowPreProcessing {
    protected VectorField field;
    protected it.unisa.dia.gas.jpbc.ElementPowPreProcessing[] processings;
    public void VectorElementPowPreProcessing(VectorElement);
    public it.unisa.dia.gas.jpbc.Element pow(java.math.BigInteger);
    public it.unisa.dia.gas.jpbc.Element powZn(it.unisa.dia.gas.jpbc.Element);
    public byte[] toBytes();
    public it.unisa.dia.gas.jpbc.Field getField();
}










it/unisa/dia/gas/plaf/jpbc/field/vector/VectorField.class


package it.unisa.dia.gas.plaf.jpbc.field.vector;
public synchronized class VectorField extends it.unisa.dia.gas.plaf.jpbc.field.base.AbstractFieldOver {
    protected int n;
    protected int lenInBytes;
    public void VectorField(java.security.SecureRandom, it.unisa.dia.gas.jpbc.Field, int);
    public VectorElement newElement();
    public java.math.BigInteger getOrder();
    public VectorElement getNqr();
    public int getLengthInBytes();
    public int getN();
}
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Ttorrent, a Java implementation of the BitTorrent protocol
==========================================================

[![Build Status](https://travis-ci.org/mpetazzoni/ttorrent.png)](https://travis-ci.org/mpetazzoni/ttorrent)

Description
-----------

**Ttorrent** is a pure-Java implementation of the BitTorrent protocol,
providing a BitTorrent tracker, a BitTorrent client and the related Torrent
metainfo files creation and parsing capabilities. It is designed to be embedded
into larger applications, but its components can also be used as standalone
programs.

Ttorrent supports the following BEPs (BitTorrent enhancement proposals):

* `BEP#0003`: The BitTorrent protocol specification  
  This is the base official protocol specification, which Ttorrent implements
  fully.
* `BEP#0012`: Multi-tracker metadata extension  
  Full support for the `announce-list` meta-info key providing a tiered tracker
  list.
* `BEP#0015`: UDP Tracker Protocol for BitTorrent  
  The UDP tracker protocol is fully supported in the BitTorrent client to make
  announce requests to UDP trackers. UDP tracker support itself is planned.
* `BEP#0020`: Peer ID conventions  
  Ttorrent uses `TO` as the client identification string, and currently uses
  the `-T00042-` client ID prefix.
* `BEP#0023`: Tracker Returns Compact Peer Lists  
  Compact peer lists are supported in both the client and the tracker.
  Currently the tracker only supports sending back compact peer lists
  to an announce request.

History
-------

This tool suite was implemented as part of Turn's (http://www.turn.com) release
distribution and deployment system and is used to distribute new build tarballs
to a large number of machines inside a datacenter as efficiently as possible.
At the time this project was started, few Java implementations of the
BitTorrent protocol existed and unfortunately none of them fit our needs:

* Vuze's, which is very hard to extract from their codebase, and thus complex
to re-integrate into another application;
* torrent4j, which is largely incomplete and not usable;
* Snark's, which is old, and unfortunately unstable;
* bitext, which was also unfortunately unstable, and extremely slow.

This implementation aims at providing a down-to-earth, simple to use library.
No fancy protocol extensions are implemented here: just the basics that allows
for the exchange and distribution of files through the BitTorrent protocol.

Although the write performance of the BitTorrent client is currently quite poor
(~10MB/sec/connected peer), it has been measured that the distribution of a
150MB file to thousands of machines across several datacenters took no more
than 30 seconds, with very little network overhead for the initial seeder (only
125% of the original file size uploaded by the initial seeder).


How to use
----------

### As standalone programs

The client, tracker and torrent file manipulation utilities will all present a
usage message on the console when invoked with the ``-h`` command-line flag.

### As a library

To use ``ttorrent`` is a library in your project, all you need is to
declare the dependency on the latest version of ``ttorrent``. For
example, if you use Maven, add the following in your POM's dependencies
section:

```xml
  <dependencies>
    ...
    <dependency>
      <groupId>com.turn</groupId>
      <artifactId>ttorrent-core</artifactId>
      <version>1.4</version>
    </dependency>
  </dependencies>
```

*Thanks to Anatoli Vladev for the code examples in #16.*

#### Client code

```java
// First, instantiate the Client object.
Client client = new Client(
  // This is the interface the client will listen on (you might need something
  // else than localhost here).
  InetAddress.getLocalHost(),

  // Load the torrent from the torrent file and use the given
  // output directory. Partials downloads are automatically recovered.
  SharedTorrent.fromFile(
    new File("/path/to/your.torrent"),
    new File("/path/to/output/directory")));

// You can optionally set download/upload rate limits
// in kB/second. Setting a limit to 0.0 disables rate
// limits.
client.setMaxDownloadRate(50.0);
client.setMaxUploadRate(50.0);

// At this point, can you either call download() to download the torrent and
// stop immediately after...
client.download();

// Or call client.share(...) with a seed time in seconds:
// client.share(3600);
// Which would seed the torrent for an hour after the download is complete.

// Downloading and seeding is done in background threads.
// To wait for this process to finish, call:
client.waitForCompletion();

// At any time you can call client.stop() to interrupt the download.
```

#### Tracker code

```java
// First, instantiate a Tracker object with the port you want it to listen on.
// The default tracker port recommended by the BitTorrent protocol is 6969.
Tracker tracker = new Tracker(new InetSocketAddress(6969));

// Then, for each torrent you wish to announce on this tracker, simply created
// a TrackedTorrent object and pass it to the tracker.announce() method:
FilenameFilter filter = new FilenameFilter() {
  @Override
  public boolean accept(File dir, String name) {
    return name.endsWith(".torrent");
  }
};

for (File f : new File("/path/to/torrent/files").listFiles(filter)) {
  tracker.announce(TrackedTorrent.load(f));
}

// Once done, you just have to start the tracker's main operation loop:
tracker.start();

// You can stop the tracker when you're done with:
tracker.stop();
```

License
-------

This BitTorrent library is distributed under the terms of the Apache Software
License version 2.0. See COPYING file for more details.


Authors and contributors
------------------------

* Maxime Petazzoni <<maxime.petazzoni@bulix.org>> (Software Engineer at SignalFuse, Inc)  
  Original author, main developer and maintainer
* David Giffin <<david@etsy.com>>  
  Contributed parallel hashing and multi-file torrent support.
* Thomas Zink <<thomas.zink@uni-konstanz.de>>  
  Fixed a piece length computation issue when the total torrent size is an
  exact multiple of the piece size.
* Johan Parent <<parent\_johan@yahoo.com>>  
  Fixed a bug in unfresh peer collection and issues on download completion on
  Windows platforms.
* Dmitriy Dumanskiy  
  Contributed the switch from Ant to Maven.
* Alexey Ptashniy  
  Fixed an integer overflow in the calculation of a torrent's full size.


Caveats
-------

* Client write performance is a bit poor, mainly due to a (too?) simple piece
  caching algorithm.

Contributions are welcome in all areas, even more so for these few points
above!
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    secure-share/src/main/java/no/uis/msalte/thesis/secure_share/access/AccessControl.java
    
    


secure-share/src/main/java/no/uis/msalte/thesis/secure_share/access/AccessControl.javapackage no.uis.msalte.thesis.secure_share.access;

import no.uis.msalte.thesis.secure_share.model.KeyTuple;
import no.uis.msalte.thesis.secure_share.storage.Persist;

public class AccessControl {
    
    public static String getReEncryptionKey(String fileName, String publicKey) {

        final boolean torrentExists = Persist.getInstance().readTorrent(fileName) != null;

        if(torrentExists) {
            for(KeyTuple tuple : Persist.getInstance().readKeyTuples(fileName)) {
                if(tuple.getPublicKey().equals(publicKey)) {
                    return tuple.getReEncryptionKey();
                }
            }
        }
        
        return null;
    }
}
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web-service/src/test/java/no/uis/msalte/thesis/web_service/tests/AllTests.javapackage no.uis.msalte.thesis.web_service.tests;

import org.junit.runner.RunWith;
import org.junit.runners.Suite;
import org.junit.runners.Suite.SuiteClasses;

@RunWith(Suite.class)
@SuiteClasses({ ServerTest.class })
public class AllTests {

}
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crypto/src/test/java/no/uis/msalte/thesis/crypto/tests/AllTests.javapackage no.uis.msalte.thesis.crypto.tests;

import org.junit.runner.RunWith;
import org.junit.runners.Suite;
import org.junit.runners.Suite.SuiteClasses;

@RunWith(Suite.class)
@SuiteClasses({ ProxyReEncryptionSchemeTest.class })
public class AllTests {

}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/Announce.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;

import com.turn.ttorrent.client.SharedTorrent;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.TrackerMessage.*;

import java.net.URI;
import java.net.UnknownHostException;
import java.net.UnknownServiceException;
import java.util.ArrayList;
import java.util.Collections;
import java.util.HashSet;
import java.util.List;
import java.util.Set;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * BitTorrent announce sub-system.
 *
 * <p>
 * A BitTorrent client must check-in to the torrent's tracker(s) to get peers
 * and to report certain events.
 * </p>
 *
 * <p>
 * This Announce class implements a periodic announce request thread that will
 * notify announce request event listeners for each tracker response.
 * </p>
 *
 * @author mpetazzoni
 * @see com.turn.ttorrent.common.protocol.TrackerMessage
 */
public class Announce implements Runnable {

    protected static final Logger logger =
        LoggerFactory.getLogger(Announce.class);

    private final Peer peer;

    /** The tiers of tracker clients matching the tracker URIs defined in the
     * torrent. */
    private final List<List<TrackerClient>> clients;
    private final Set<TrackerClient> allClients;

    /** Announce thread and control. */
    private Thread thread;
    private boolean stop;
    private boolean forceStop;

    /** Announce interval. */
    private int interval;

    private int currentTier;
    private int currentClient;

    /**
     * Initialize the base announce class members for the announcer.
     *
     * @param torrent The torrent we're announcing about.
     * @param peer Our peer specification.
     */
    public Announce(SharedTorrent torrent, Peer peer) {
        this.peer = peer;
        this.clients = new ArrayList<List<TrackerClient>>();
        this.allClients = new HashSet<TrackerClient>();

        /**
         * Build the tiered structure of tracker clients mapping to the
         * trackers of the torrent.
         */
        for (List<URI> tier : torrent.getAnnounceList()) {
            ArrayList<TrackerClient> tierClients = new ArrayList<TrackerClient>();
            for (URI tracker : tier) {
                try {
                    TrackerClient client = this.createTrackerClient(torrent,
                        peer, tracker);

                    tierClients.add(client);
                    this.allClients.add(client);
                } catch (Exception e) {
                    logger.warn("Will not announce on {}: {}!",
                        tracker,
                        e.getMessage() != null
                            ? e.getMessage()
                            : e.getClass().getSimpleName());
                }
            }

            // Shuffle the list of tracker clients once on creation.
            Collections.shuffle(tierClients);

            // Tier is guaranteed to be non-empty by
            // Torrent#parseAnnounceInformation(), so we can add it safely.
            clients.add(tierClients);
        }

        this.thread = null;
        this.currentTier = 0;
        this.currentClient = 0;

        logger.info("Initialized announce sub-system with {} trackers on {}.",
            new Object[] { torrent.getTrackerCount(), torrent });
    }

    /**
     * Register a new announce response listener.
     *
     * @param listener The listener to register on this announcer events.
     */
    public void register(AnnounceResponseListener listener) {
        for (TrackerClient client : this.allClients) {
            client.register(listener);
        }
    }

    /**
     * Start the announce request thread.
     */
    public void start() {
        this.stop = false;
        this.forceStop = false;

        if (this.clients.size() > 0 && (this.thread == null || !this.thread.isAlive())) {
            this.thread = new Thread(this);
            this.thread.setName("bt-announce(" +
                this.peer.getShortHexPeerId() + ")");
            this.thread.start();
        }
    }

    /**
     * Set the announce interval.
     */
    public void setInterval(int interval) {
        if (interval <= 0) {
            this.stop(true);
            return;
        }

        if (this.interval == interval) {
            return;
        }

        logger.info("Setting announce interval to {}s per tracker request.",
            interval);
        this.interval = interval;
    }

    /**
     * Stop the announce thread.
     *
     * <p>
     * One last 'stopped' announce event might be sent to the tracker to
     * announce we're going away, depending on the implementation.
     * </p>
     */
    public void stop() {
        this.stop = true;

        if (this.thread != null && this.thread.isAlive()) {
            this.thread.interrupt();

            for (TrackerClient client : this.allClients) {
                client.close();
            }

            try {
                this.thread.join();
            } catch (InterruptedException ie) {
                // Ignore
            }
        }

        this.thread = null;
    }

    /**
     * Main announce loop.
     *
     * <p>
     * The announce thread starts by making the initial 'started' announce
     * request to register on the tracker and get the announce interval value.
     * Subsequent announce requests are ordinary, event-less, periodic requests
     * for peers.
     * </p>
     *
     * <p>
     * Unless forcefully stopped, the announce thread will terminate by sending
     * a 'stopped' announce request before stopping.
     * </p>
     */
    @Override
    public void run() {
        logger.info("Starting announce loop...");

        // Set an initial announce interval to 5 seconds. This will be updated
        // in real-time by the tracker's responses to our announce requests.
        this.interval = 5;

        AnnounceRequestMessage.RequestEvent event =
            AnnounceRequestMessage.RequestEvent.STARTED;

        while (!this.stop) {
            try {
                this.getCurrentTrackerClient().announce(event, false);
                this.promoteCurrentTrackerClient();
                event = AnnounceRequestMessage.RequestEvent.NONE;
            } catch (AnnounceException ae) {
                logger.warn(ae.getMessage());

                try {
                    this.moveToNextTrackerClient();
                } catch (AnnounceException e) {
                    logger.error("Unable to move to the next tracker client: {}", e.getMessage());
                }
            }

            try {
                Thread.sleep(this.interval * 1000);
            } catch (InterruptedException ie) {
                // Ignore
            }
        }

        logger.info("Exited announce loop.");

        if (!this.forceStop) {
            // Send the final 'stopped' event to the tracker after a little
            // while.
            event = AnnounceRequestMessage.RequestEvent.STOPPED;
            try {
                Thread.sleep(500);
            } catch (InterruptedException ie) {
                // Ignore
            }

            try {
                this.getCurrentTrackerClient().announce(event, true);
            } catch (AnnounceException ae) {
                logger.warn(ae.getMessage());
            }
        }
    }

    /**
     * Create a {@link TrackerClient} annoucing to the given tracker address.
     *
     * @param torrent The torrent the tracker client will be announcing for.
     * @param peer The peer the tracker client will announce on behalf of.
     * @param tracker The tracker address as a {@link URI}.
     * @throws UnknownHostException If the tracker address is invalid.
     * @throws UnknownServiceException If the tracker protocol is not supported.
     */
    private TrackerClient createTrackerClient(SharedTorrent torrent, Peer peer,
        URI tracker) throws UnknownHostException, UnknownServiceException {
        String scheme = tracker.getScheme();

        if ("http".equals(scheme) || "https".equals(scheme)) {
            return new HTTPTrackerClient(torrent, peer, tracker);
        } else if ("udp".equals(scheme)) {
            return new UDPTrackerClient(torrent, peer, tracker);
        }

        throw new UnknownServiceException(
            "Unsupported announce scheme: " + scheme + "!");
    }

    /**
     * Returns the current tracker client used for announces.
     * @throws AnnounceException When the current announce tier isn't defined
     *  in the torrent.
     */
    public TrackerClient getCurrentTrackerClient() throws AnnounceException {
        if ((this.currentTier >= this.clients.size()) ||
            (this.currentClient >= this.clients.get(this.currentTier).size())) {
            throw new AnnounceException("Current tier or client isn't available");
        }

        return this.clients
            .get(this.currentTier)
            .get(this.currentClient);
    }

    /**
     * Promote the current tracker client to the top of its tier.
     *
     * <p>
     * As defined by BEP#0012, when communication with a tracker is successful,
     * it should be moved to the front of its tier.
     * </p>
     *
     * <p>
     * The index of the currently used {@link TrackerClient} is reset to 0 to
     * reflect this change.
     * </p>
     *
     * @throws AnnounceException
     */
    private void promoteCurrentTrackerClient() throws AnnounceException {
        logger.trace("Promoting current tracker client for {} " +
            "(tier {}, position {} -> 0).",
            new Object[] {
                this.getCurrentTrackerClient().getTrackerURI(),
                this.currentTier,
                this.currentClient
            });

        Collections.swap(this.clients.get(this.currentTier),
            this.currentClient, 0);
        this.currentClient = 0;
    }

    /**
     * Move to the next tracker client.
     *
     * <p>
     * If no more trackers are available in the current tier, move to the next
     * tier. If we were on the last tier, restart from the first tier.
     * </p>
     *
     * <p>
     * By design no empty tier can be in the tracker list structure so we don't
     * need to check for empty tiers here.
     * </p>
     *
     * @throws AnnounceException
     */
    private void moveToNextTrackerClient() throws AnnounceException {
        int tier = this.currentTier;
        int client = this.currentClient + 1;

        if (client >= this.clients.get(tier).size()) {
            client = 0;

            tier++;

            if (tier >= this.clients.size()) {
                tier = 0;
            }
        }

        if (tier != this.currentTier ||
            client != this.currentClient) {
            this.currentTier = tier;
            this.currentClient = client;

            logger.debug("Switched to tracker client for {} " +
                "(tier {}, position {}).",
                new Object[] {
                    this.getCurrentTrackerClient().getTrackerURI(),
                    this.currentTier,
                    this.currentClient
                });
        }
    }

    /**
     * Stop the announce thread.
     *
     * @param hard Whether to force stop the announce thread or not, i.e. not
     * send the final 'stopped' announce request or not.
     */
    private void stop(boolean hard) {
        this.forceStop = hard;
        this.stop();
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/AnnounceException.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;


/**
 * Exception thrown when an announce request failed.
 *
 * @author mpetazzoni
 */
public class AnnounceException extends Exception {

    private static final long serialVersionUID = -1;

    public AnnounceException(String message) {
        super(message);
    }

    public AnnounceException(Throwable cause) {
        super(cause);
    }

    public AnnounceException(String message, Throwable cause) {
        super(message, cause);
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/AnnouncePostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.io.File;
import java.net.HttpURLConnection;
import java.nio.file.Paths;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class AnnouncePostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_ANNOUNCE);

    public AnnouncePostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request,
                response);

        Part filePart = null;

        for (Part part : request.raw().getParts()) {
            if (part.getName().equals(PARAM_FILE)) {
                filePart = part;
            }
        }

        final boolean isParamsValid = filePart != null;

        if (isParamsValid) {
            File file = null;
            try {
                String fileName = WebServiceUtils
                        .parseFileNameFromHeader(filePart);

                filePart.write(fileName);

                file = Paths.get(
                        String.format("%s//%s",
                                WebServiceUtils.MULTIPART_CONFIG.getLocation(),
                                fileName)).toFile();

                final String result = WebServiceUtils.SECURE_CLOUD_SHARE
                        .announce(file);

                final boolean isAnnounceSuccess = result.equals(fileName);

                if (isAnnounceSuccess) {
                    // everything fine, treat as HTTP_OK
                    final String message = "Torrent announced on the tracker";
                    final String content = result;

                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // Ignore
            } finally {
                if (file != null) {
                    file.delete();
                }
                if (filePart != null) {
                    filePart.delete();
                }
            }
        }

        return r;
    }

}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/AnnounceResponseListener.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;

import com.turn.ttorrent.common.Peer;

import java.util.EventListener;
import java.util.List;


/**
 * EventListener interface for objects that want to receive tracker responses.
 *
 * @author mpetazzoni
 */
public interface AnnounceResponseListener extends EventListener {

    /**
     * Handle an announce response event.
     *
     * @param interval The announce interval requested by the tracker.
     * @param complete The number of seeders on this torrent.
     * @param incomplete The number of leechers on this torrent.
     */
    public void handleAnnounceResponse(int interval, int complete,
        int incomplete);

    /**
     * Handle the discovery of new peers.
     *
     * @param peers The list of peers discovered (from the announce response or
     * any other means like DHT/PEX, etc.).
     */
    public void handleDiscoveredPeers(List<Peer> peers);
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/ApiGetRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;
import java.util.ArrayList;
import java.util.Collections;

import no.uis.msalte.thesis.web_service.model.ApiItem;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import spark.Request;
import spark.Response;

public class ApiGetRoute extends WebServiceRoute {
    public static final String PATH = String.format("/%s", FUNC_API);

    private static final String METHOD_GET = "GET";
    private static final String METHOD_POST = "POST";

    public ApiGetRoute() {
        super(PATH, false);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        int status = HttpURLConnection.HTTP_OK;

        response.status(status);

        final WebServiceResponse r = new WebServiceResponse();

        final String message = "The API - All valid function calls return a JSON object";
        final ArrayList<ApiItem> content = new ArrayList<ApiItem>();

        content.add(new ApiItem(METHOD_GET, FUNC_API, null, null,
                "Calling this function gives an overview of the API.", null));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_NEW_TORRENT,
                new String[] { PARAM_FILE },
                new String[] { "binary" },
                "Call this function to generate a new torrent for the given file. (Note: nothing is stored on the server)",
                "A new torrent file encoded as a Base64 string."));

        content.add(new ApiItem(METHOD_GET, FUNC_NEW_SECRET_KEY, null, null,
                "Calling this function generates a new secret key.",
                "The new secret key."));

        content.add(new ApiItem(METHOD_POST, FUNC_NEW_PUBLIC_KEY,
                new String[] { PARAM_SECRET_KEY }, new String[] { "base64" },
                "Calling this function generates a new public key.",
                "The new public key."));

        content.add(new ApiItem(METHOD_POST, FUNC_NEW_RE_ENCRYPTION_KEY,
                new String[] { PARAM_SECRET_KEY, PARAM_PUBLIC_KEY },
                new String[] { "base64", "base64" },
                "Calling this function generates a new re-encryption key.",
                "The new re-encryption key."));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_DECRYPT,
                new String[] { PARAM_CIPHERTEXT, PARAM_SECRET_KEY },
                new String[] { "base64", "base64" },
                "Calling this function attempts to decrypt the given ciphertext with the given secret key.",
                "The resulting plaintext."));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_SHARE,
                new String[] { PARAM_FILE_NAME, PARAM_PUBLIC_KEY,
                        PARAM_RE_ENCRYPTION_KEY },
                new String[] { "string", "base64", "base64" },
                "Call this function to share a torrent with the given public key holder. The corresponding re-encryption key should derive from the source's secret key and the destination's public key.",
                "True if share was successful, false otherwise."));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_UPLOAD,
                new String[] { PARAM_FILE, PARAM_PUBLIC_KEY },
                new String[] { "binary", "base64" },
                "Call this function to upload a torrent file. The torrent will be encrypted with the given public key.",
                "The uploaded torrent's new unique file name."));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_DOWNLOAD,
                new String[] { PARAM_FILE_NAME, PARAM_PUBLIC_KEY },
                new String[] { "string", "base64" },
                "Call this function to download an encrypted torrent. The public key refers to the destination's public key and must reflect a corresponding call to the share function.",
                "The torrent file encrypted under the given public key and encoded as a Base64 string."));

        content.add(new ApiItem(
                METHOD_POST,
                FUNC_ANNOUNCE,
                new String[] { PARAM_FILE },
                new String[] { "binary" },
                "Call this function to manually announce a torrent on the system's tracker.",
                "The torrent's new unique file name."));

        Collections.sort(content);

        r.setStatus(status);
        r.setMessage(message);
        r.setContent(content);

        return r;
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/model/ApiItem.javapackage no.uis.msalte.thesis.web_service.model;

public class ApiItem implements Comparable<ApiItem> {
    private String function;
    private String method;
    private String details;
    private String[] params;
    private String[] args;
    private String returns;

    public ApiItem(String method, String function, String[] params,
            String[] args, String message, String returns) {
        this.method = method;
        this.function = function;
        this.params = params;
        this.args = args;
        this.details = message;
        this.returns = returns;
    }

    public String getFunction() {
        return function;
    }

    public void setFunction(String function) {
        this.function = function;
    }

    public String[] getParams() {
        return params;
    }

    public void setParams(String[] params) {
        this.params = params;
    }

    public String[] getArgs() {
        return args;
    }

    public void setArgs(String[] args) {
        this.args = args;
    }

    public String getDetails() {
        return details;
    }

    public void setDetails(String details) {
        this.details = details;
    }

    public String getMethod() {
        return method;
    }

    public void setMethod(String method) {
        this.method = method;
    }

    public String getReturns() {
        return returns;
    }

    public void setReturns(String returns) {
        this.returns = returns;
    }

    @Override
    public int compareTo(ApiItem other) {
        return this.getFunction().compareTo(other.getFunction());
    }

}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/App.javapackage no.uis.msalte.thesis.web_service;

import no.uis.msalte.thesis.web_service.server.Server;

public class App {  
    public static void main(String[] args) {
        new Server().start();
    }
}
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common/src/main/java/no/uis/msalte/thesis/common/AppConstants.javapackage no.uis.msalte.thesis.common;

public class AppConstants {
    // ---- GENERAL ---- //
    /**
     * The application's main directory, all other directories are
     * sub-directories of this.
     */
    public static final String DIR_APP = "C:\\submission\\app_dir";
    /**
     * True if logging is enabled, false otherwise.
     */
    public static final boolean IS_LOG_ENABLED = true;

    // ---- TRANSPORT LAYER SECURITY (TLS) ---- //
    /**
     * The directory containing all TLS related files.
     */
    public static final String DIR_TLS = "tls";
    /**
     * The Java KeyStore file.
     */
    public static final String FILE_TLS_KEY_STORE = "secure-share.jks";
    /**
     * The file containing the Java KeyStore password.
     */
    public static final String FILE_TLS_KEY_STORE_PW = "keystore.pw";

    // ---- WEB SERVICE ---- //
    /**
     * The port on which the web service's web server will listen.
     */
    public static final int WEB_SERVICE_PORT = 9090;

    // ---- DATABASE/PERSISTANCE LAYER ---- //
    /**
     * The directory containing all database files.
     */
    public static final String DIR_DB = "db";
    /**
     * The database file.
     */
    public static final String FILE_DB = "secure-share";

    // ---- CRYPTOGRAPHY ---- //
    /**
     * The directory containing the curve files for the Java Pairing-Based
     * Cryptography library.
     */
    public static final String DIR_CURVES = "jpbc-curves";
    /**
     * The curve in use by the AFGH implementation.
     */
    public static final String FILE_CURVE = "a.properties";

    // ---- BITTORRENT ---- //
    /**
     * The port on which the BitTorrent tracker will listen.
     */
    public static final int TRACKER_PORT = 6969;

    /**
     * The host name of the BitTorrent tracker.
     */
    public static final String TRACKER_HOSTNAME = "10.0.5.64";

    /**
     * The BitTorrent piece length.
     */
    public static final int PIECE_LENGTH = 256 * 1000;

    /**
     * True if tracker is embedded, false otherwise
     */
    public static final boolean IS_TRACKER_EMBEDDED = true;
}
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ttorrent/core/src/main/java/com/turn/ttorrent/bcodec/BDecoder.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.bcodec;

import java.io.ByteArrayInputStream;
import java.io.IOException;
import java.io.InputStream;
import java.io.EOFException;
import java.math.BigInteger;
import java.nio.ByteBuffer;
import java.util.ArrayList;
import java.util.List;
import java.util.HashMap;
import java.util.Map;

import org.apache.commons.io.input.AutoCloseInputStream;


/**
 * B-encoding decoder.
 *
 * <p>
 * A b-encoded byte stream can represent byte arrays, numbers, lists and maps
 * (dictionaries). This class implements a decoder of such streams into
 * {@link BEValue}s.
 * </p>
 *
 * <p>
 * Inspired by Snark's implementation.
 * </p>
 *
 * @author mpetazzoni
 * @see <a href="http://en.wikipedia.org/wiki/Bencode">B-encoding specification</a>
 */
public class BDecoder {

    // The InputStream to BDecode.
    private final InputStream in;

    // The last indicator read.
    // Zero if unknown.
    // '0'..'9' indicates a byte[].
    // 'i' indicates an Number.
    // 'l' indicates a List.
    // 'd' indicates a Map.
    // 'e' indicates end of Number, List or Map (only used internally).
    // -1 indicates end of stream.
    // Call getNextIndicator to get the current value (will never return zero).
    private int indicator = 0;

    /**
     * Initializes a new BDecoder.
     *
     * <p>
     * Nothing is read from the given <code>InputStream</code> yet.
     * </p>
     *
     * @param in The input stream to read from.
     */
    public BDecoder(InputStream in) {
        this.in = in;
    }

    /**
     * Decode a B-encoded stream.
     *
     * <p>
     * Automatically instantiates a new BDecoder for the provided input stream
     * and decodes its root member.
     * </p>
     *
     * @param in The input stream to read from.
     */
    public static BEValue bdecode(InputStream in) throws IOException {
        return new BDecoder(in).bdecode();
    }

    /**
     * Decode a B-encoded byte buffer.
     *
     * <p>
     * Automatically instantiates a new BDecoder for the provided buffer and
     * decodes its root member.
     * </p>
     *
     * @param data The {@link ByteBuffer} to read from.
     */
    public static BEValue bdecode(ByteBuffer data) throws IOException {
        return BDecoder.bdecode(new AutoCloseInputStream(
            new ByteArrayInputStream(data.array())));
    }

    /**
     * Returns what the next b-encoded object will be on the stream or -1
     * when the end of stream has been reached.
     *
     * <p>
     * Can return something unexpected (not '0' .. '9', 'i', 'l' or 'd') when
     * the stream isn't b-encoded.
     * </p>
     *
     * This might or might not read one extra byte from the stream.
     */
    private int getNextIndicator() throws IOException {
        if (this.indicator == 0) {
            this.indicator = in.read();
        }
        return this.indicator;
    }

    /**
     * Gets the next indicator and returns either null when the stream
     * has ended or b-decodes the rest of the stream and returns the
     * appropriate BEValue encoded object.
     */
    public BEValue bdecode() throws IOException {
        if (this.getNextIndicator() == -1)
            return null;

        if (this.indicator >= '0' && this.indicator <= '9')
            return this.bdecodeBytes();
        else if (this.indicator == 'i')
            return this.bdecodeNumber();
        else if (this.indicator == 'l')
            return this.bdecodeList();
        else if (this.indicator == 'd')
            return this.bdecodeMap();
        else
            throw new InvalidBEncodingException
                ("Unknown indicator '" + this.indicator + "'");
    }

    /**
     * Returns the next b-encoded value on the stream and makes sure it is a
     * byte array.
     *
     * @throws InvalidBEncodingException If it is not a b-encoded byte array.
     */
    public BEValue bdecodeBytes() throws IOException {
        int c = this.getNextIndicator();
        int num = c - '0';
        if (num < 0 || num > 9)
            throw new InvalidBEncodingException("Number expected, not '"
                    + (char)c + "'");
        this.indicator = 0;

        c = this.read();
        int i = c - '0';
        while (i >= 0 && i <= 9) {
            // This can overflow!
            num = num*10 + i;
            c = this.read();
            i = c - '0';
        }

        if (c != ':') {
            throw new InvalidBEncodingException("Colon expected, not '" +
                (char)c + "'");
        }

        return new BEValue(read(num));
    }

    /**
     * Returns the next b-encoded value on the stream and makes sure it is a
     * number.
     *
     * @throws InvalidBEncodingException If it is not a number.
     */
    public BEValue bdecodeNumber() throws IOException {
        int c = this.getNextIndicator();
        if (c != 'i') {
            throw new InvalidBEncodingException("Expected 'i', not '" +
                (char)c + "'");
        }
        this.indicator = 0;

        c = this.read();
        if (c == '0') {
            c = this.read();
            if (c == 'e')
                return new BEValue(BigInteger.ZERO);
            else
                throw new InvalidBEncodingException("'e' expected after zero," +
                    " not '" + (char)c + "'");
        }

        // We don't support more the 255 char big integers
        char[] chars = new char[256];
        int off = 0;

        if (c == '-') {
            c = this.read();
            if (c == '0')
                throw new InvalidBEncodingException("Negative zero not allowed");
            chars[off] = '-';
            off++;
        }

        if (c < '1' || c > '9')
            throw new InvalidBEncodingException("Invalid Integer start '"
                    + (char)c + "'");
        chars[off] = (char)c;
        off++;

        c = this.read();
        int i = c - '0';
        while (i >= 0 && i <= 9) {
            chars[off] = (char)c;
            off++;
            c = read();
            i = c - '0';
        }

        if (c != 'e')
            throw new InvalidBEncodingException("Integer should end with 'e'");

        String s = new String(chars, 0, off);
        return new BEValue(new BigInteger(s));
    }

    /**
     * Returns the next b-encoded value on the stream and makes sure it is a
     * list.
     *
     * @throws InvalidBEncodingException If it is not a list.
     */
    public BEValue bdecodeList() throws IOException {
        int c = this.getNextIndicator();
        if (c != 'l') {
            throw new InvalidBEncodingException("Expected 'l', not '" +
                (char)c + "'");
        }
        this.indicator = 0;

        List<BEValue> result = new ArrayList<BEValue>();
        c = this.getNextIndicator();
        while (c != 'e') {
            result.add(this.bdecode());
            c = this.getNextIndicator();
        }
        this.indicator = 0;

        return new BEValue(result);
    }

    /**
     * Returns the next b-encoded value on the stream and makes sure it is a
     * map (dictionary).
     *
     * @throws InvalidBEncodingException If it is not a map.
     */
    public BEValue bdecodeMap() throws IOException {
        int c = this.getNextIndicator();
        if (c != 'd') {
            throw new InvalidBEncodingException("Expected 'd', not '" +
                (char)c + "'");
        }
        this.indicator = 0;

        Map<String, BEValue> result = new HashMap<String, BEValue>();
        c = this.getNextIndicator();
        while (c != 'e') {
            // Dictionary keys are always strings.
            String key = this.bdecode().getString();

            BEValue value = this.bdecode();
            result.put(key, value);

            c = this.getNextIndicator();
        }
        this.indicator = 0;

        return new BEValue(result);
    }

    /**
     * Returns the next byte read from the InputStream (as int).
     *
     * @throws EOFException If InputStream.read() returned -1.
     */
    private int read() throws IOException {
        int c = this.in.read();
        if (c == -1)
            throw new EOFException();
        return c;
    }

    /**
     * Returns a byte[] containing length valid bytes starting at offset zero.
     *
     * @throws EOFException If InputStream.read() returned -1 before all
     * requested bytes could be read.  Note that the byte[] returned might be
     * bigger then requested but will only contain length valid bytes.  The
     * returned byte[] will be reused when this method is called again.
     */
    private byte[] read(int length) throws IOException {
        byte[] result = new byte[length];

        int read = 0;
        while (read < length)
        {
            int i = this.in.read(result, read, length - read);
            if (i == -1)
                throw new EOFException();
            read += i;
        }

        return result;
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/bcodec/BEncoder.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.bcodec;

import java.io.ByteArrayOutputStream;
import java.io.IOException;
import java.io.OutputStream;

import java.nio.ByteBuffer;
import java.util.ArrayList;
import java.util.Collections;
import java.util.List;
import java.util.Map;
import java.util.Set;

/**
 * B-encoding encoder.
 *
 * <p>
 * This class provides utility methods to encode objects and
 * {@link BEValue}s to B-encoding into a provided output stream.
 * </p>
 *
 * <p>
 * Inspired by Snark's implementation.
 * </p>
 *
 * @author mpetazzoni
 * @see <a href="http://en.wikipedia.org/wiki/Bencode">B-encoding specification</a>
 */
public class BEncoder {

    @SuppressWarnings("unchecked")
    public static void bencode(Object o, OutputStream out)
        throws IOException, IllegalArgumentException {
        if (o instanceof BEValue) {
            o = ((BEValue)o).getValue();
        }

        if (o instanceof String) {
            bencode((String)o, out);
        } else if (o instanceof byte[]) {
            bencode((byte[])o, out);
        } else if (o instanceof Number) {
            bencode((Number)o, out);
        } else if (o instanceof List) {
            bencode((List<BEValue>)o, out);
        } else if (o instanceof Map) {
            bencode((Map<String, BEValue>)o, out);
        } else {
            throw new IllegalArgumentException("Cannot bencode: " +
                o.getClass());
        }
    }

    public static void bencode(String s, OutputStream out) throws IOException {
        byte[] bs = s.getBytes("UTF-8");
        bencode(bs, out);
    }

    public static void bencode(Number n, OutputStream out) throws IOException {
        out.write('i');
        String s = n.toString();
        out.write(s.getBytes("UTF-8"));
        out.write('e');
    }

    public static void bencode(List<BEValue> l, OutputStream out)
        throws IOException {
        out.write('l');
        for (BEValue value : l) {
            bencode(value, out);
        }
        out.write('e');
    }

    public static void bencode(byte[] bs, OutputStream out) throws IOException {
        String l = Integer.toString(bs.length);
        out.write(l.getBytes("UTF-8"));
        out.write(':');
        out.write(bs);
    }

    public static void bencode(Map<String, BEValue> m, OutputStream out)
        throws IOException {
        out.write('d');

        // Keys must be sorted.
        Set<String> s = m.keySet();
        List<String> l = new ArrayList<String>(s);
        Collections.sort(l);

        for (String key : l) {
            Object value = m.get(key);
            bencode(key, out);
            bencode(value, out);
        }

        out.write('e');
    }

    public static ByteBuffer bencode(Map<String, BEValue> m)
        throws IOException {
        ByteArrayOutputStream baos = new ByteArrayOutputStream();
        BEncoder.bencode(m, baos);
        baos.close();
        return ByteBuffer.wrap(baos.toByteArray());
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/bcodec/BEValue.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.bcodec;

import java.io.UnsupportedEncodingException;
import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.Map;


/**
 * A type-agnostic container for B-encoded values.
 *
 * @author mpetazzoni
 */
public class BEValue {

    /**
     * The B-encoded value can be a byte array, a Number, a List or a Map.
     * Lists and Maps contains BEValues too.
     */
    private final Object value;

    public BEValue(byte[] value) {
        this.value = value;
    }

    public BEValue(String value) throws UnsupportedEncodingException {
        this.value = value.getBytes("UTF-8");
    }

    public BEValue(String value, String enc)
        throws UnsupportedEncodingException {
        this.value = value.getBytes(enc);
    }

    public BEValue(int value) {
        this.value = new Integer(value);
    }

    public BEValue(long value) {
        this.value = new Long(value);
    }

    public BEValue(Number value) {
        this.value = value;
    }

    public BEValue(List<BEValue> value) {
        this.value = value;
    }

    public BEValue(Map<String, BEValue> value) {
        this.value = value;
    }

    public Object getValue() {
        return this.value;
    }

    /**
     * Returns this BEValue as a String, interpreted as UTF-8.
     * @throws InvalidBEncodingException If the value is not a byte[].
     */
    public String getString() throws InvalidBEncodingException {
        return this.getString("UTF-8");
    }

    /**
     * Returns this BEValue as a String, interpreted with the specified
     * encoding.
     *
     * @param encoding The encoding to interpret the bytes as when converting
     * them into a {@link String}.
     * @throws InvalidBEncodingException If the value is not a byte[].
     */
    public String getString(String encoding) throws InvalidBEncodingException {
        try {
            return new String(this.getBytes(), encoding);
        } catch (ClassCastException cce) {
            throw new InvalidBEncodingException(cce.toString());
        } catch (UnsupportedEncodingException uee) {
            throw new InternalError(uee.toString());
        }
    }

    /**
     * Returns this BEValue as a byte[].
     *
     * @throws InvalidBEncodingException If the value is not a byte[].
     */
    public byte[] getBytes() throws InvalidBEncodingException {
        try {
            return (byte[])this.value;
        } catch (ClassCastException cce) {
            throw new InvalidBEncodingException(cce.toString());
        }
    }

    /**
     * Returns this BEValue as a Number.
     *
     * @throws InvalidBEncodingException  If the value is not a {@link Number}.
     */
    public Number getNumber() throws InvalidBEncodingException {
        try {
            return (Number)this.value;
        } catch (ClassCastException cce) {
            throw new InvalidBEncodingException(cce.toString());
        }
    }

    /**
     * Returns this BEValue as short.
     *
     * @throws InvalidBEncodingException If the value is not a {@link Number}.
     */
    public short getShort() throws InvalidBEncodingException {
        return this.getNumber().shortValue();
    }

    /**
     * Returns this BEValue as int.
     *
     * @throws InvalidBEncodingException If the value is not a {@link Number}.
     */
    public int getInt() throws InvalidBEncodingException {
        return this.getNumber().intValue();
    }

    /**
     * Returns this BEValue as long.
     *
     * @throws InvalidBEncodingException If the value is not a {@link Number}.
     */
    public long getLong() throws InvalidBEncodingException {
        return this.getNumber().longValue();
    }

    /**
     * Returns this BEValue as a List of BEValues.
     *
     * @throws InvalidBEncodingException If the value is not an
     * {@link ArrayList}.
     */
    @SuppressWarnings("unchecked")
    public List<BEValue> getList() throws InvalidBEncodingException {
        if (this.value instanceof ArrayList) {
            return (ArrayList<BEValue>)this.value;
        } else {
            throw new InvalidBEncodingException("Excepted List<BEvalue> !");
        }
    }

    /**
     * Returns this BEValue as a Map of String keys and BEValue values.
     *
     * @throws InvalidBEncodingException If the value is not a {@link HashMap}.
     */
    @SuppressWarnings("unchecked")
    public Map<String, BEValue> getMap() throws InvalidBEncodingException {
        if (this.value instanceof HashMap) {
            return (Map<String, BEValue>)this.value;
        } else {
            throw new InvalidBEncodingException("Expected Map<String, BEValue> !");
        }
    }
}
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bit-torrent/src/main/java/no/uis/msalte/thesis/bit_torrent/client/BitTorrentClient.javapackage no.uis.msalte.thesis.bit_torrent.client;

import java.io.File;
import java.io.IOException;
import java.net.InetAddress;
import java.net.UnknownHostException;

import com.turn.ttorrent.client.Client;
import com.turn.ttorrent.client.SharedTorrent;

public class BitTorrentClient {

    private Client client;

    public static final double MAX_DOWNLOAD_RATE = 50.0 * 1000;
    public static final double MAX_UPLOAD_RATE = 50.0 * 1000;

    public BitTorrentClient(String torrentPath, String outputDir) {
        init(torrentPath, outputDir);
    }

    private void init(String torrentPath, String outputDir) {
        try {
            client = new Client(InetAddress.getLocalHost(),
                    SharedTorrent.fromFile(new File(torrentPath), new File(
                            outputDir)));
        } catch (UnknownHostException e) {
            e.printStackTrace();
        } catch (IOException e) {
            e.printStackTrace();
        }

        if (client != null) {
            client.setMaxDownloadRate(MAX_DOWNLOAD_RATE);
            client.setMaxUploadRate(MAX_UPLOAD_RATE);
        }
    }

    public Client getClient() {
        return client;
    }
}
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bit-torrent/src/main/java/no/uis/msalte/thesis/bit_torrent/tracker/BitTorrentTracker.javapackage no.uis.msalte.thesis.bit_torrent.tracker;

import java.io.File;
import java.io.FilenameFilter;
import java.io.IOException;
import java.net.InetSocketAddress;

import com.turn.ttorrent.tracker.TrackedTorrent;
import com.turn.ttorrent.tracker.Tracker;

public class BitTorrentTracker {
    private Tracker tracker;
    private FilenameFilter filter;
    private int port;
    private boolean isStarted;

    public BitTorrentTracker(int port) {
        this.port = port;
    }

    public BitTorrentTracker start() {
        if (!isStarted) {
            try {
                tracker = new Tracker(new InetSocketAddress(port));
                filter = new FilenameFilter() {
                    public boolean accept(File dir, String name) {
                        return name.endsWith(".torrent");
                    }
                };

                tracker.start();
            } catch (IOException e) {
                e.printStackTrace();
            }

            isStarted = true;
        }

        return this;
    }

    public void stop() {
        if (isStarted) {
            tracker.stop();

            isStarted = false;
        }
    }

    public void announceAll(File directory) {
        for (File torrent : directory.listFiles(filter)) {
            announce(torrent);
        }
    }

    public void announce(File torrent) {
        if (tracker != null) {
            try {
                tracker.announce(TrackedTorrent.load(torrent));
            } catch (IOException e) {
                e.printStackTrace();
            }
        }
    }

    public boolean isStarted() {
        return isStarted;
    }

    public Tracker getTracker() {
        return tracker;
    }
}
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crypto/src/main/java/no/uis/msalte/thesis/crypto/model/CipherText.javapackage no.uis.msalte.thesis.crypto.model;

import it.unisa.dia.gas.jpbc.Element;

import org.apache.commons.lang.ArrayUtils;

public class CipherText {
    private Element[] lefts;
    private Element right;

    public CipherText() {

    }

    public CipherText(Element left, Element right) {
        appendLeft(left);

        this.right = right.getImmutable();
    }

    public CipherText appendLeft(Element element) {
        int next = ensureLeftsLength();

        if (next != -1 && next < lefts.length) {
            lefts[next] = element.getImmutable();
        }

        return this;
    }

    public byte[][] toByteArrays() {
        int n = getLefts().length;

        // Create a set of byte arrays representing the entire cipher text
        // - the first N arrays represents the message's N left parts
        // - the last array represents the message's single right part
        byte[][] bytes = new byte[n + 1][1];

        for (int i = 0; i < n; i++) {
            bytes[i] = getLefts()[i].toBytes();
        }

        bytes[n] = getRight().toBytes();

        return bytes;
    }

    private int ensureLeftsLength() {
        Element[] array = new Element[1];

        if (lefts == null) {
            lefts = array;
        } else {
            lefts = (Element[]) ArrayUtils.addAll(lefts, array);
        }

        return lefts.length - 1;
    }

    public Element[] getLefts() {
        return lefts;
    }

    public Element getRight() {
        return right;
    }

    public void setLefts(Element[] lefts) {
        this.lefts = lefts;
    }

    public void setRight(Element right) {
        this.right = right.getImmutable();
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/Client.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.client.announce.Announce;
import com.turn.ttorrent.client.announce.AnnounceException;
import com.turn.ttorrent.client.announce.AnnounceResponseListener;
import com.turn.ttorrent.client.peer.PeerActivityListener;
import com.turn.ttorrent.client.peer.SharingPeer;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.PeerMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.io.IOException;
import java.net.InetAddress;
import java.net.UnknownHostException;
import java.nio.ByteBuffer;
import java.nio.channels.SocketChannel;
import java.util.BitSet;
import java.util.Comparator;
import java.util.HashSet;
import java.util.List;
import java.util.Observable;
import java.util.Random;
import java.util.Set;
import java.util.Timer;
import java.util.TimerTask;
import java.util.TreeSet;
import java.util.UUID;
import java.util.concurrent.ConcurrentHashMap;
import java.util.concurrent.ConcurrentMap;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * A pure-java BitTorrent client.
 *
 * <p>
 * A BitTorrent client in its bare essence shares a given torrent. If the
 * torrent is not complete locally, it will continue to download it. If or
 * after the torrent is complete, the client may eventually continue to seed it
 * for other clients.
 * </p>
 *
 * <p>
 * This BitTorrent client implementation is made to be simple to embed and
 * simple to use. First, initialize a ShareTorrent object from a torrent
 * meta-info source (either a file or a byte array, see
 * com.turn.ttorrent.SharedTorrent for how to create a SharedTorrent object).
 * Then, instantiate your Client object with this SharedTorrent and call one of
 * {@link #download} to simply download the torrent, or {@link #share} to
 * download and continue seeding for the given amount of time after the
 * download completes.
 * </p>
 *
 * @author mpetazzoni
 */
public class Client extends Observable implements Runnable,
    AnnounceResponseListener, IncomingConnectionListener, PeerActivityListener {

    private static final Logger logger =
        LoggerFactory.getLogger(Client.class);

    /** Peers unchoking frequency, in seconds. Current BitTorrent specification
     * recommends 10 seconds to avoid choking fibrilation. */
    private static final int UNCHOKING_FREQUENCY = 3;

    /** Optimistic unchokes are done every 2 loop iterations, i.e. every
     * 2*UNCHOKING_FREQUENCY seconds. */
    private static final int OPTIMISTIC_UNCHOKE_ITERATIONS = 3;

    private static final int RATE_COMPUTATION_ITERATIONS = 2;
    private static final int MAX_DOWNLOADERS_UNCHOKE = 4;

    public enum ClientState {
        WAITING,
        VALIDATING,
        SHARING,
        SEEDING,
        ERROR,
        DONE;
    };

    private static final String BITTORRENT_ID_PREFIX = "-TO0042-";

    private SharedTorrent torrent;
    private ClientState state;
    private Peer self;

    private Thread thread;
    private boolean stop;
    private long seed;

    private ConnectionHandler service;
    private Announce announce;
    private ConcurrentMap<String, SharingPeer> peers;
    private ConcurrentMap<String, SharingPeer> connected;

    private Random random;

    /**
     * Initialize the BitTorrent client.
     *
     * @param address The address to bind to.
     * @param torrent The torrent to download and share.
     */
    public Client(InetAddress address, SharedTorrent torrent)
        throws UnknownHostException, IOException {
        this.torrent = torrent;
        this.state = ClientState.WAITING;

        String id = Client.BITTORRENT_ID_PREFIX + UUID.randomUUID()
            .toString().split("-")[4];

        // Initialize the incoming connection handler and register ourselves to
        // it.
        this.service = new ConnectionHandler(this.torrent, id, address);
        this.service.register(this);

        this.self = new Peer(
            this.service.getSocketAddress()
                .getAddress().getHostAddress(),
            (short)this.service.getSocketAddress().getPort(),
            ByteBuffer.wrap(id.getBytes(Torrent.BYTE_ENCODING)));

        // Initialize the announce request thread, and register ourselves to it
        // as well.
        this.announce = new Announce(this.torrent, this.self);
        this.announce.register(this);

        logger.info("BitTorrent client [{}] for {} started and " +
            "listening at {}:{}...",
            new Object[] {
                this.self.getShortHexPeerId(),
                this.torrent.getName(),
                this.self.getIp(),
                this.self.getPort()
            });

        this.peers = new ConcurrentHashMap<String, SharingPeer>();
        this.connected = new ConcurrentHashMap<String, SharingPeer>();
        this.random = new Random(System.currentTimeMillis());
    }

    /**
     * Set the maximum download rate (in kB/second) for this
     * torrent. A setting of <= 0.0 disables rate limiting.
     *
     * @param rate The maximum download rate
     */
    public void setMaxDownloadRate(double rate) {
        this.torrent.setMaxDownloadRate(rate);
    }

    /**
     * Set the maximum upload rate (in kB/second) for this
     * torrent. A setting of <= 0.0 disables rate limiting.
     *
     * @param rate The maximum upload rate
     */
    public void setMaxUploadRate(double rate) {
        this.torrent.setMaxUploadRate(rate);
    }

    /**
     * Get this client's peer specification.
     */
    public Peer getPeerSpec() {
        return this.self;
    }

    /**
     * Return the torrent this client is exchanging on.
     */
    public SharedTorrent getTorrent() {
        return this.torrent;
    }

    /**
     * Returns the set of known peers.
     */
    public Set<SharingPeer> getPeers() {
        return new HashSet<SharingPeer>(this.peers.values());
    }

    /**
     * Change this client's state and notify its observers.
     *
     * <p>
     * If the state has changed, this client's observers will be notified.
     * </p>
     *
     * @param state The new client state.
     */
    private synchronized void setState(ClientState state) {
        if (this.state != state) {
            this.setChanged();
        }
        this.state = state;
        this.notifyObservers(this.state);
    }

    /**
     * Return the current state of this BitTorrent client.
     */
    public ClientState getState() {
        return this.state;
    }

    /**
     * Download the torrent without seeding after completion.
     */
    public void download() {
        this.share(0);
    }

    /**
     * Download and share this client's torrent until interrupted.
     */
    public void share() {
        this.share(-1);
    }

    /**
     * Download and share this client's torrent.
     *
     * @param seed Seed time in seconds after the download is complete. Pass
     * <code>0</code> to immediately stop after downloading.
     */
    public synchronized void share(int seed) {
        this.seed = seed;
        this.stop = false;

        if (this.thread == null || !this.thread.isAlive()) {
            this.thread = new Thread(this);
            this.thread.setName("bt-client(" +
                this.self.getShortHexPeerId() + ")");
            this.thread.start();
        }
    }

    /**
     * Immediately but gracefully stop this client.
     */
    public void stop() {
        this.stop(true);
    }

    /**
     * Immediately but gracefully stop this client.
     *
     * @param wait Whether to wait for the client execution thread to complete
     * or not. This allows for the client's state to be settled down in one of
     * the <tt>DONE</tt> or <tt>ERROR</tt> states when this method returns.
     */
    public void stop(boolean wait) {
        this.stop = true;

        if (this.thread != null && this.thread.isAlive()) {
            this.thread.interrupt();
            if (wait) {
                this.waitForCompletion();
            }
        }

        this.thread = null;
    }

    /**
     * Wait for downloading (and seeding, if requested) to complete.
     */
    public void waitForCompletion() {
        if (this.thread != null && this.thread.isAlive()) {
            try {
                this.thread.join();
            } catch (InterruptedException ie) {
                logger.error(ie.getMessage(), ie);
            }
        }
    }

    /**
     * Tells whether we are a seed for the torrent we're sharing.
     */
    public boolean isSeed() {
        return this.torrent.isComplete();
    }

    /**
     * Main client loop.
     *
     * <p>
     * The main client download loop is very simple: it starts the announce
     * request thread, the incoming connection handler service, and loops
     * unchoking peers every UNCHOKING_FREQUENCY seconds until told to stop.
     * Every OPTIMISTIC_UNCHOKE_ITERATIONS, an optimistic unchoke will be
     * attempted to try out other peers.
     * </p>
     *
     * <p>
     * Once done, it stops the announce and connection services, and returns.
     * </p>
     */
    @Override
    public void run() {
        // First, analyze the torrent's local data.
        try {
            this.setState(ClientState.VALIDATING);
            this.torrent.init();
        } catch (IOException ioe) {
            logger.warn("Error while initializing torrent data: {}!",
                ioe.getMessage(), ioe);
        } catch (InterruptedException ie) {
            logger.warn("Client was interrupted during initialization. " +
                    "Aborting right away.");
        } finally {
            if (!this.torrent.isInitialized()) {
                try {
                    this.service.close();
                } catch (IOException ioe) {
                    logger.warn("Error while releasing bound channel: {}!",
                        ioe.getMessage(), ioe);
                }

                this.setState(ClientState.ERROR);
                this.torrent.close();
                return;
            }
        }

        // Initial completion test
        if (this.torrent.isComplete()) {
            this.seed();
        } else {
            this.setState(ClientState.SHARING);
        }

        // Detect early stop
        if (this.stop) {
            logger.info("Download is complete and no seeding was requested.");
            this.finish();
            return;
        }

        this.announce.start();
        this.service.start();

        int optimisticIterations = 0;
        int rateComputationIterations = 0;

        while (!this.stop) {
            optimisticIterations =
                (optimisticIterations == 0 ?
                 Client.OPTIMISTIC_UNCHOKE_ITERATIONS :
                 optimisticIterations - 1);

            rateComputationIterations =
                (rateComputationIterations == 0 ?
                 Client.RATE_COMPUTATION_ITERATIONS :
                 rateComputationIterations - 1);

            try {
                this.unchokePeers(optimisticIterations == 0);
                this.info();
                if (rateComputationIterations == 0) {
                    this.resetPeerRates();
                }
            } catch (Exception e) {
                logger.error("An exception occurred during the BitTorrent " +
                        "client main loop execution!", e);
            }

            try {
                Thread.sleep(Client.UNCHOKING_FREQUENCY*1000);
            } catch (InterruptedException ie) {
                logger.trace("BitTorrent main loop interrupted.");
            }
        }

        logger.debug("Stopping BitTorrent client connection service " +
                "and announce threads...");

        this.service.stop();
        try {
            this.service.close();
        } catch (IOException ioe) {
            logger.warn("Error while releasing bound channel: {}!",
                ioe.getMessage(), ioe);
        }

        this.announce.stop();

        // Close all peer connections
        logger.debug("Closing all remaining peer connections...");
        for (SharingPeer peer : this.connected.values()) {
            peer.unbind(true);
        }

        this.finish();
    }

    /**
     * Close torrent and set final client state before signing off.
     */
    private void finish() {
        this.torrent.close();

        // Determine final state
        if (this.torrent.isFinished()) {
            this.setState(ClientState.DONE);
        } else {
            this.setState(ClientState.ERROR);
        }

        logger.info("BitTorrent client signing off.");
    }

    /**
     * Display information about the BitTorrent client state.
     *
     * <p>
     * This emits an information line in the log about this client's state. It
     * includes the number of choked peers, number of connected peers, number
     * of known peers, information about the torrent availability and
     * completion and current transmission rates.
     * </p>
     */
    public synchronized void info() {
        float dl = 0;
        float ul = 0;
        for (SharingPeer peer : this.connected.values()) {
            dl += peer.getDLRate().get();
            ul += peer.getULRate().get();
        }

        logger.info("{} {}/{} pieces ({}%) [{}/{}] with {}/{} peers at {}/{} kB/s.",
            new Object[] {
                this.getState().name(),
                this.torrent.getCompletedPieces().cardinality(),
                this.torrent.getPieceCount(),
                String.format("%.2f", this.torrent.getCompletion()),
                this.torrent.getAvailablePieces().cardinality(),
                this.torrent.getRequestedPieces().cardinality(),
                this.connected.size(),
                this.peers.size(),
                String.format("%.2f", dl/1024.0),
                String.format("%.2f", ul/1024.0),
            });
        for (SharingPeer peer : this.connected.values()) {
            Piece piece = peer.getRequestedPiece();
            logger.debug("  | {} {}",
                peer,
                piece != null
                    ? "(downloading " + piece + ")"
                    : ""
            );
        }
    }

    /**
     * Reset peers download and upload rates.
     *
     * <p>
     * This method is called every RATE_COMPUTATION_ITERATIONS to reset the
     * download and upload rates of all peers. This contributes to making the
     * download and upload rate computations rolling averages every
     * UNCHOKING_FREQUENCY * RATE_COMPUTATION_ITERATIONS seconds (usually 20
     * seconds).
     * </p>
     */
    private synchronized void resetPeerRates() {
        for (SharingPeer peer : this.connected.values()) {
            peer.getDLRate().reset();
            peer.getULRate().reset();
        }
    }

    /**
     * Retrieve a SharingPeer object from the given peer specification.
     *
     * <p>
     * This function tries to retrieve an existing peer object based on the
     * provided peer specification or otherwise instantiates a new one and adds
     * it to our peer repository.
     * </p>
     *
     * @param search The {@link Peer} specification.
     */
    private SharingPeer getOrCreatePeer(Peer search) {
        SharingPeer peer;

        synchronized (this.peers) {
            logger.trace("Searching for {}...", search);
            if (search.hasPeerId()) {
                peer = this.peers.get(search.getHexPeerId());
                if (peer != null) {
                    logger.trace("Found peer (by peer ID): {}.", peer);
                    this.peers.put(peer.getHostIdentifier(), peer);
                    this.peers.put(search.getHostIdentifier(), peer);
                    return peer;
                }
            }

            peer = this.peers.get(search.getHostIdentifier());
            if (peer != null) {
                if (search.hasPeerId()) {
                    logger.trace("Recording peer ID {} for {}.",
                        search.getHexPeerId(), peer);
                    peer.setPeerId(search.getPeerId());
                    this.peers.put(search.getHexPeerId(), peer);
                }

                logger.debug("Found peer (by host ID): {}.", peer);
                return peer;
            }

            peer = new SharingPeer(search.getIp(), search.getPort(),
                search.getPeerId(), this.torrent);
            logger.trace("Created new peer: {}.", peer);

            this.peers.put(peer.getHostIdentifier(), peer);
            if (peer.hasPeerId()) {
                this.peers.put(peer.getHexPeerId(), peer);
            }

            return peer;
        }
    }

    /**
     * Retrieve a peer comparator.
     *
     * <p>
     * Returns a peer comparator based on either the download rate or the
     * upload rate of each peer depending on our state. While sharing, we rely
     * on the download rate we get from each peer. When our download is
     * complete and we're only seeding, we use the upload rate instead.
     * </p>
     *
     * @return A SharingPeer comparator that can be used to sort peers based on
     * the download or upload rate we get from them.
     */
    private Comparator<SharingPeer> getPeerRateComparator() {
        if (ClientState.SHARING.equals(this.state)) {
            return new SharingPeer.DLRateComparator();
        } else if (ClientState.SEEDING.equals(this.state)) {
            return new SharingPeer.ULRateComparator();
        } else {
            throw new IllegalStateException("Client is neither sharing nor " +
                    "seeding, we shouldn't be comparing peers at this point.");
        }
    }

    /**
     * Unchoke connected peers.
     *
     * <p>
     * This is one of the "clever" places of the BitTorrent client. Every
     * OPTIMISTIC_UNCHOKING_FREQUENCY seconds, we decide which peers should be
     * unchocked and authorized to grab pieces from us.
     * </p>
     *
     * <p>
     * Reciprocation (tit-for-tat) and upload capping is implemented here by
     * carefully choosing which peers we unchoke, and which peers we choke.
     * </p>
     *
     * <p>
     * The four peers with the best download rate and are interested in us get
     * unchoked. This maximizes our download rate as we'll be able to get data
     * from there four "best" peers quickly, while allowing these peers to
     * download from us and thus reciprocate their generosity.
     * </p>
     *
     * <p>
     * Peers that have a better download rate than these four downloaders but
     * are not interested get unchoked too, we want to be able to download from
     * them to get more data more quickly. If one becomes interested, it takes
     * a downloader's place as one of the four top downloaders (i.e. we choke
     * the downloader with the worst upload rate).
     * </p>
     *
     * @param optimistic Whether to perform an optimistic unchoke as well.
     */
    private synchronized void unchokePeers(boolean optimistic) {
        // Build a set of all connected peers, we don't care about peers we're
        // not connected to.
        TreeSet<SharingPeer> bound = new TreeSet<SharingPeer>(
                this.getPeerRateComparator());
        bound.addAll(this.connected.values());

        if (bound.size() == 0) {
            logger.trace("No connected peers, skipping unchoking.");
            return;
        } else {
            logger.trace("Running unchokePeers() on {} connected peers.",
                bound.size());
        }

        int downloaders = 0;
        Set<SharingPeer> choked = new HashSet<SharingPeer>();

        // We're interested in the top downloaders first, so use a descending
        // set.
        for (SharingPeer peer : bound.descendingSet()) {
            if (downloaders < Client.MAX_DOWNLOADERS_UNCHOKE) {
                // Unchoke up to MAX_DOWNLOADERS_UNCHOKE interested peers
                if (peer.isChoking()) {
                    if (peer.isInterested()) {
                        downloaders++;
                    }

                    peer.unchoke();
                }
            } else {
                // Choke everybody else
                choked.add(peer);
            }
        }

        // Actually choke all chosen peers (if any), except the eventual
        // optimistic unchoke.
        if (choked.size() > 0) {
            SharingPeer randomPeer = choked.toArray(
                    new SharingPeer[0])[this.random.nextInt(choked.size())];

            for (SharingPeer peer : choked) {
                if (optimistic && peer == randomPeer) {
                    logger.debug("Optimistic unchoke of {}.", peer);
                    continue;
                }

                peer.choke();
            }
        }
    }


    /** AnnounceResponseListener handler(s). **********************************/

    /**
     * Handle an announce response event.
     *
     * @param interval The announce interval requested by the tracker.
     * @param complete The number of seeders on this torrent.
     * @param incomplete The number of leechers on this torrent.
     */
    @Override
    public void handleAnnounceResponse(int interval, int complete,
        int incomplete) {
        this.announce.setInterval(interval);
    }

    /**
     * Handle the discovery of new peers.
     *
     * @param peers The list of peers discovered (from the announce response or
     * any other means like DHT/PEX, etc.).
     */
    @Override
    public void handleDiscoveredPeers(List<Peer> peers) {
        if (peers == null || peers.isEmpty()) {
            // No peers returned by the tracker. Apparently we're alone on
            // this one for now.
            return;
        }

        logger.info("Got {} peer(s) in tracker response.", peers.size());

        if (!this.service.isAlive()) {
            logger.warn("Connection handler service is not available.");
            return;
        }

        for (Peer peer : peers) {
            // Attempt to connect to the peer if and only if:
            //   - We're not already connected or connecting to it;
            //   - We're not a seeder (we leave the responsibility
            //     of connecting to peers that need to download
            //     something).
            SharingPeer match = this.getOrCreatePeer(peer);
            if (this.isSeed()) {
                continue;
            }

            synchronized (match) {
                if (!match.isConnected()) {
                    this.service.connect(match);
                }
            }
        }
    }


    /** IncomingConnectionListener handler(s). ********************************/

    /**
     * Handle a new peer connection.
     *
     * <p>
     * This handler is called once the connection has been successfully
     * established and the handshake exchange made. This generally simply means
     * binding the peer to the socket, which will put in place the communication
     * thread and logic with this peer.
     * </p>
     *
     * @param channel The connected socket channel to the remote peer. Note
     * that if the peer somehow rejected our handshake reply, this socket might
     * very soon get closed, but this is handled down the road.
     * @param peerId The byte-encoded peerId extracted from the peer's
     * handshake, after validation.
     * @see com.turn.ttorrent.client.peer.SharingPeer
     */
    @Override
    public void handleNewPeerConnection(SocketChannel channel, byte[] peerId) {
        Peer search = new Peer(
            channel.socket().getInetAddress().getHostAddress(),
            channel.socket().getPort(),
            (peerId != null
                ? ByteBuffer.wrap(peerId)
                : (ByteBuffer)null));

        logger.info("Handling new peer connection with {}...", search);
        SharingPeer peer = this.getOrCreatePeer(search);

        try {
            synchronized (peer) {
                if (peer.isConnected()) {
                    logger.info("Already connected with {}, closing link.",
                        peer);
                    channel.close();
                    return;
                }

                peer.register(this);
                peer.bind(channel);
            }

            this.connected.put(peer.getHexPeerId(), peer);
            peer.register(this.torrent);
            logger.debug("New peer connection with {} [{}/{}].",
                new Object[] {
                    peer,
                    this.connected.size(),
                    this.peers.size()
                });
        } catch (Exception e) {
            this.connected.remove(peer.getHexPeerId());
            logger.warn("Could not handle new peer connection " +
                    "with {}: {}", peer, e.getMessage());
        }
    }

    /**
     * Handle a failed peer connection.
     *
     * <p>
     * If an outbound connection failed (could not connect, invalid handshake,
     * etc.), remove the peer from our known peers.
     * </p>
     *
     * @param peer The peer we were trying to connect with.
     * @param cause The exception encountered when connecting with the peer.
     */
    @Override
    public void handleFailedConnection(SharingPeer peer, Throwable cause) {
        logger.warn("Could not connect to {}: {}.", peer, cause.getMessage());
        this.peers.remove(peer.getHostIdentifier());
        if (peer.hasPeerId()) {
            this.peers.remove(peer.getHexPeerId());
        }
    }

    /** PeerActivityListener handler(s). **************************************/

    @Override
    public void handlePeerChoked(SharingPeer peer) { /* Do nothing */ }

    @Override
    public void handlePeerReady(SharingPeer peer) { /* Do nothing */ }

    @Override
    public void handlePieceAvailability(SharingPeer peer,
            Piece piece) { /* Do nothing */ }

    @Override
    public void handleBitfieldAvailability(SharingPeer peer,
            BitSet availablePieces) { /* Do nothing */ }

    @Override
    public void handlePieceSent(SharingPeer peer,
            Piece piece) { /* Do nothing */ }

    /**
     * Piece download completion handler.
     *
     * <p>
     * When a piece is completed, and valid, we announce to all connected peers
     * that we now have this piece.
     * </p>
     *
     * <p>
     * We use this handler to identify when all of the pieces have been
     * downloaded. When that's the case, we can start the seeding period, if
     * any.
     * </p>
     *
     * @param peer The peer we got the piece from.
     * @param piece The piece in question.
     */
    @Override
    public void handlePieceCompleted(SharingPeer peer, Piece piece)
        throws IOException {
        synchronized (this.torrent) {
            if (piece.isValid()) {
                // Make sure the piece is marked as completed in the torrent
                // Note: this is required because the order the
                // PeerActivityListeners are called is not defined, and we
                // might be called before the torrent's piece completion
                // handler is.
                this.torrent.markCompleted(piece);
                logger.debug("Completed download of {} from {}. " +
                    "We now have {}/{} pieces",
                    new Object[] {
                        piece,
                        peer,
                        this.torrent.getCompletedPieces().cardinality(),
                        this.torrent.getPieceCount()
                    });

                // Send a HAVE message to all connected peers
                PeerMessage have = PeerMessage.HaveMessage.craft(piece.getIndex());
                for (SharingPeer remote : this.connected.values()) {
                    remote.send(have);
                }

                // Force notify after each piece is completed to propagate download
                // completion information (or new seeding state)
                this.setChanged();
                this.notifyObservers(this.state);
            } else {
                logger.warn("Downloaded piece#{} from {} was not valid ;-(",
                    piece.getIndex(), peer);
            }

            if (this.torrent.isComplete()) {
                logger.info("Last piece validated and completed, finishing download...");

                // Cancel all remaining outstanding requests
                for (SharingPeer remote : this.connected.values()) {
                    if (remote.isDownloading()) {
                        int requests = remote.cancelPendingRequests().size();
                        logger.info("Cancelled {} remaining pending requests on {}.",
                            requests, remote);
                    }
                }

                this.torrent.finish();

                try {
                    this.announce.getCurrentTrackerClient()
                        .announce(TrackerMessage
                            .AnnounceRequestMessage
                            .RequestEvent.COMPLETED, true);
                } catch (AnnounceException ae) {
                    logger.warn("Error announcing completion event to " +
                        "tracker: {}", ae.getMessage());
                }

                logger.info("Download is complete and finalized.");
                this.seed();
            }
        }
    }

    @Override
    public void handlePeerDisconnected(SharingPeer peer) {
        if (this.connected.remove(peer.hasPeerId()
                    ? peer.getHexPeerId()
                    : peer.getHostIdentifier()) != null) {
            logger.debug("Peer {} disconnected, [{}/{}].",
                new Object[] {
                    peer,
                    this.connected.size(),
                    this.peers.size()
                });
        }

        peer.reset();
    }

    @Override
    public void handleIOException(SharingPeer peer, IOException ioe) {
        logger.warn("I/O error while exchanging data with {}, " +
            "closing connection with it!", peer, ioe.getMessage());
        peer.unbind(true);
    }


    /** Post download seeding. ************************************************/

    /**
     * Start the seeding period, if any.
     *
     * <p>
     * This method is called when all the pieces of our torrent have been
     * retrieved. This may happen immediately after the client starts if the
     * torrent was already fully download or we are the initial seeder client.
     * </p>
     *
     * <p>
     * When the download is complete, the client switches to seeding mode for
     * as long as requested in the <code>share()</code> call, if seeding was
     * requested. If not, the {@link ClientShutdown} will execute
     * immediately to stop the client's main loop.
     * </p>
     *
     * @see ClientShutdown
     */
    private synchronized void seed() {
        // Silently ignore if we're already seeding.
        if (ClientState.SEEDING.equals(this.getState())) {
            return;
        }

        logger.info("Download of {} pieces completed.",
            this.torrent.getPieceCount());

        this.setState(ClientState.SEEDING);
        if (this.seed < 0) {
            logger.info("Seeding indefinetely...");
            return;
        }

        // In case seeding for 0 seconds we still need to schedule the task in
        // order to call stop() from different thread to avoid deadlock
        logger.info("Seeding for {} seconds...", this.seed);
        Timer timer = new Timer();
        timer.schedule(new ClientShutdown(this, timer), this.seed*1000);
    }

    /**
     * Timer task to stop seeding.
     *
     * <p>
     * This TimerTask will be called by a timer set after the download is
     * complete to stop seeding from this client after a certain amount of
     * requested seed time (might be 0 for immediate termination).
     * </p>
     *
     * <p>
     * This task simply contains a reference to this client instance and calls
     * its <code>stop()</code> method to interrupt the client's main loop.
     * </p>
     *
     * @author mpetazzoni
     */
    public static class ClientShutdown extends TimerTask {

        private final Client client;
        private final Timer timer;

        public ClientShutdown(Client client, Timer timer) {
            this.client = client;
            this.timer = timer;
        }

        @Override
        public void run() {
            this.client.stop();
            if (this.timer != null) {
                this.timer.cancel();
            }
        }
    };
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/client/Client.javapackage no.uis.msalte.thesis.web_service.client;

import static no.uis.msalte.thesis.common.AppConstants.WEB_SERVICE_PORT;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.IOException;

import no.uis.msalte.thesis.web_service.routes.WebServiceRoute;

import org.apache.commons.httpclient.HttpClient;
import org.apache.commons.httpclient.HttpException;
import org.apache.commons.httpclient.methods.GetMethod;
import org.apache.commons.httpclient.methods.PostMethod;
import org.apache.commons.httpclient.methods.multipart.FilePart;
import org.apache.commons.httpclient.methods.multipart.MultipartRequestEntity;
import org.apache.commons.httpclient.methods.multipart.Part;
import org.apache.commons.httpclient.methods.multipart.StringPart;

public class Client {

    private static final String URL_TEMPLATE = "https://localhost:%d/%s";

    public static String get(String function) {
        final String url = String.format(URL_TEMPLATE, WEB_SERVICE_PORT,
                function);

        try {
            final GetMethod get = new GetMethod(url);
            final HttpClient client = new HttpClient();

            client.executeMethod(get);

            return new String(get.getResponseBody());

        } catch (HttpException e) {
            e.printStackTrace();
        } catch (IOException e) {
            e.printStackTrace();
        }

        return null;
    }

    public static String post(String function, String[] params, String[] args,
            File file) {
        final String url = String.format(URL_TEMPLATE, WEB_SERVICE_PORT,
                function);

        int numParts = 0;

        final boolean shouldContainStringParts = params != null
                && params.length != 0 && args != null && args.length != 0
                && params.length == args.length;

        final boolean shouldContainFilePart = file != null;

        if (shouldContainStringParts) {
            numParts = params.length;
        }

        if (shouldContainFilePart) {
            numParts++;
        }

        try {
            Part[] parts = new Part[numParts];

            if (shouldContainStringParts) {
                for (int i = 0; i < params.length; i++) {
                    parts[i] = new StringPart(params[i], args[i]);
                }
            }

            if (shouldContainFilePart) {
                parts[numParts - 1] = new FilePart(WebServiceRoute.PARAM_FILE,
                        file);
            }

            final PostMethod post = new PostMethod(url);

            post.setRequestEntity(new MultipartRequestEntity(parts, post
                    .getParams()));

            final HttpClient client = new HttpClient();

            client.executeMethod(post);

            return new String(post.getResponseBody());

        } catch (FileNotFoundException e) {
            e.printStackTrace();
        } catch (HttpException e) {
            e.printStackTrace();
        } catch (IOException e) {
            e.printStackTrace();
        }

        return null;
    }
}
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ttorrent/cli/src/main/java/com/turn/ttorrent/cli/ClientMain.java/**
 * Copyright (C) 2011-2013 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.cli;

import com.turn.ttorrent.client.Client;
import com.turn.ttorrent.client.SharedTorrent;

import java.io.File;
import java.io.PrintStream;
import java.net.Inet4Address;
import java.net.InetAddress;
import java.net.NetworkInterface;
import java.net.SocketException;
import java.net.UnknownHostException;
import java.nio.channels.UnsupportedAddressTypeException;
import java.util.Enumeration;

import jargs.gnu.CmdLineParser;
import org.apache.log4j.BasicConfigurator;
import org.apache.log4j.ConsoleAppender;
import org.apache.log4j.PatternLayout;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * Command-line entry-point for starting a {@link Client}
 */
public class ClientMain {

    private static final Logger logger =
        LoggerFactory.getLogger(ClientMain.class);

    /**
     * Default data output directory.
     */
    private static final String DEFAULT_OUTPUT_DIRECTORY = "/tmp";

    /**
     * Returns a usable {@link Inet4Address} for the given interface name.
     *
     * <p>
     * If an interface name is given, return the first usable IPv4 address for
     * that interface. If no interface name is given or if that interface
     * doesn't have an IPv4 address, return's localhost address (if IPv4).
     * </p>
     *
     * <p>
     * It is understood this makes the client IPv4 only, but it is important to
     * remember that most BitTorrent extensions (like compact peer lists from
     * trackers and UDP tracker support) are IPv4-only anyway.
     * </p>
     *
     * @param iface The network interface name.
     * @return A usable IPv4 address as a {@link Inet4Address}.
     * @throws UnsupportedAddressTypeException If no IPv4 address was available
     * to bind on.
     */
    private static Inet4Address getIPv4Address(String iface)
        throws SocketException, UnsupportedAddressTypeException,
        UnknownHostException {
        if (iface != null) {
            Enumeration<InetAddress> addresses =
                NetworkInterface.getByName(iface).getInetAddresses();
            while (addresses.hasMoreElements()) {
                InetAddress addr = addresses.nextElement();
                if (addr instanceof Inet4Address) {
                    return (Inet4Address)addr;
                }
            }
        }

        InetAddress localhost = InetAddress.getLocalHost();
        if (localhost instanceof Inet4Address) {
            return (Inet4Address)localhost;
        }

        throw new UnsupportedAddressTypeException();
    }

    /**
     * Display program usage on the given {@link PrintStream}.
     */
    private static void usage(PrintStream s) {
        s.println("usage: Client [options] <torrent>");
        s.println();
        s.println("Available options:");
        s.println("  -h,--help                  Show this help and exit.");
        s.println("  -o,--output DIR            Read/write data to directory DIR.");
        s.println("  -i,--iface IFACE           Bind to interface IFACE.");
        s.println("  -s,--seed SECONDS          Time to seed after downloading (default: infinitely).");
        s.println("  -d,--max-download KB/SEC   Max download rate (default: unlimited).");
        s.println("  -u,--max-upload KB/SEC     Max upload rate (default: unlimited).");
        s.println();
    }

    /**
     * Main client entry point for stand-alone operation.
     */
    public static void main(String[] args) {
        BasicConfigurator.configure(new ConsoleAppender(
            new PatternLayout("%d [%-25t] %-5p: %m%n")));

        CmdLineParser parser = new CmdLineParser();
        CmdLineParser.Option help = parser.addBooleanOption('h', "help");
        CmdLineParser.Option output = parser.addStringOption('o', "output");
        CmdLineParser.Option iface = parser.addStringOption('i', "iface");
        CmdLineParser.Option seedTime = parser.addIntegerOption('s', "seed");
        CmdLineParser.Option maxUpload = parser.addDoubleOption('u', "max-upload");
        CmdLineParser.Option maxDownload = parser.addDoubleOption('d', "max-download");

        try {
            parser.parse(args);
        } catch (CmdLineParser.OptionException oe) {
            System.err.println(oe.getMessage());
            usage(System.err);
            System.exit(1);
        }

        // Display help and exit if requested
        if (Boolean.TRUE.equals((Boolean)parser.getOptionValue(help))) {
            usage(System.out);
            System.exit(0);
        }

        String outputValue = (String)parser.getOptionValue(output,
            DEFAULT_OUTPUT_DIRECTORY);
        String ifaceValue = (String)parser.getOptionValue(iface);
        int seedTimeValue = (Integer)parser.getOptionValue(seedTime, -1);

        double maxDownloadRate = (Double)parser.getOptionValue(maxDownload, 0.0);
        double maxUploadRate = (Double)parser.getOptionValue(maxUpload, 0.0);

        String[] otherArgs = parser.getRemainingArgs();
        if (otherArgs.length != 1) {
            usage(System.err);
            System.exit(1);
        }

        try {
            Client c = new Client(
                getIPv4Address(ifaceValue),
                SharedTorrent.fromFile(
                    new File(otherArgs[0]),
                    new File(outputValue)));

            c.setMaxDownloadRate(maxDownloadRate);
            c.setMaxUploadRate(maxUploadRate);

            // Set a shutdown hook that will stop the sharing/seeding and send
            // a STOPPED announce request.
            Runtime.getRuntime().addShutdownHook(
                new Thread(new Client.ClientShutdown(c, null)));

            c.share(seedTimeValue);
            if (Client.ClientState.ERROR.equals(c.getState())) {
                System.exit(1);
            }
        } catch (Exception e) {
            logger.error("Fatal error: {}", e.getMessage(), e);
            System.exit(2);
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/ConnectionHandler.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.client.peer.SharingPeer;

import java.io.IOException;
import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.net.Socket;
import java.net.SocketTimeoutException;
import java.nio.ByteBuffer;
import java.nio.channels.ServerSocketChannel;
import java.nio.channels.SocketChannel;
import java.text.ParseException;
import java.util.Arrays;
import java.util.HashSet;
import java.util.Set;
import java.util.concurrent.ExecutorService;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.ThreadFactory;
import java.util.concurrent.ThreadPoolExecutor;
import java.util.concurrent.TimeUnit;

import org.apache.commons.io.IOUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * Incoming peer connections service.
 *
 * <p>
 * Every BitTorrent client, BitTorrent being a peer-to-peer protocol, listens
 * on a port for incoming connections from other peers sharing the same
 * torrent.
 * </p>
 *
 * <p>
 * This ConnectionHandler implements this service and starts a listening socket
 * in the first available port in the default BitTorrent client port range
 * 6881-6889. When a peer connects to it, it expects the BitTorrent handshake
 * message, parses it and replies with our own handshake.
 * </p>
 *
 * <p>
 * Outgoing connections to other peers are also made through this service,
 * which handles the handshake procedure with the remote peer. Regardless of
 * the direction of the connection, once this handshake is successful, all
 * {@link IncomingConnectionListener}s are notified and passed the connected
 * socket and the remote peer ID.
 * </p>
 *
 * <p>
 * This class does nothing more. All further peer-to-peer communication happens
 * in the {@link com.turn.ttorrent.client.peer.PeerExchange PeerExchange}
 * class.
 * </p>
 *
 * @author mpetazzoni
 * @see <a href="http://wiki.theory.org/BitTorrentSpecification#Handshake">BitTorrent handshake specification</a>
 */
public class ConnectionHandler implements Runnable {

    private static final Logger logger =
        LoggerFactory.getLogger(ConnectionHandler.class);

    public static final int PORT_RANGE_START = 6881;
    public static final int PORT_RANGE_END = 6889;

    private static final int OUTBOUND_CONNECTIONS_POOL_SIZE = 20;
    private static final int OUTBOUND_CONNECTIONS_THREAD_KEEP_ALIVE_SECS = 10;

    private static final int CLIENT_KEEP_ALIVE_MINUTES = 3;

    private SharedTorrent torrent;
    private String id;
    private ServerSocketChannel channel;
    private InetSocketAddress address;

    private Set<IncomingConnectionListener> listeners;
    private ExecutorService executor;
    private Thread thread;
    private boolean stop;

    /**
     * Create and start a new listening service for out torrent, reporting
     * with our peer ID on the given address.
     *
     * <p>
     * This binds to the first available port in the client port range
     * PORT_RANGE_START to PORT_RANGE_END.
     * </p>
     *
     * @param torrent The torrent shared by this client.
     * @param id This client's peer ID.
     * @param address The address to bind to.
     * @throws IOException When the service can't be started because no port in
     * the defined range is available or usable.
     */
    ConnectionHandler(SharedTorrent torrent, String id, InetAddress address)
        throws IOException {
        this.torrent = torrent;
        this.id = id;

        // Bind to the first available port in the range
        // [PORT_RANGE_START; PORT_RANGE_END].
        for (int port = ConnectionHandler.PORT_RANGE_START;
                port <= ConnectionHandler.PORT_RANGE_END;
                port++) {
            InetSocketAddress tryAddress =
                new InetSocketAddress(address, port);

            try {
                this.channel = ServerSocketChannel.open();
                this.channel.socket().bind(tryAddress);
                this.channel.configureBlocking(false);
                this.address = tryAddress;
                break;
            } catch (IOException ioe) {
                // Ignore, try next port
                logger.warn("Could not bind to {}, trying next port...", tryAddress);
            }
        }

        if (this.channel == null || !this.channel.socket().isBound()) {
            throw new IOException("No available port for the BitTorrent client!");
        }

        logger.info("Listening for incoming connections on {}.", this.address);

        this.listeners = new HashSet<IncomingConnectionListener>();
        this.executor = null;
        this.thread = null;
    }

    /**
     * Return the full socket address this service is bound to.
     */
    public InetSocketAddress getSocketAddress() {
        return this.address;
    }

    /**
     * Register a new incoming connection listener.
     *
     * @param listener The listener who wants to receive connection
     * notifications.
     */
    public void register(IncomingConnectionListener listener) {
        this.listeners.add(listener);
    }

    /**
     * Start accepting new connections in a background thread.
     */
    public void start() {
        if (this.channel == null) {
            throw new IllegalStateException(
                "Connection handler cannot be recycled!");
        }

        this.stop = false;

        if (this.executor == null || this.executor.isShutdown()) {
            this.executor = new ThreadPoolExecutor(
                OUTBOUND_CONNECTIONS_POOL_SIZE,
                OUTBOUND_CONNECTIONS_POOL_SIZE,
                OUTBOUND_CONNECTIONS_THREAD_KEEP_ALIVE_SECS,
                TimeUnit.SECONDS,
                new LinkedBlockingQueue<Runnable>(),
                new ConnectorThreadFactory());
        }

        if (this.thread == null || !this.thread.isAlive()) {
            this.thread = new Thread(this);
            this.thread.setName("bt-serve");
            this.thread.start();
        }
    }

    /**
     * Stop accepting connections.
     *
     * <p>
     * <b>Note:</b> the underlying socket remains open and bound.
     * </p>
     */
    public void stop() {
        this.stop = true;

        if (this.thread != null && this.thread.isAlive()) {
            try {
                this.thread.join();
            } catch (InterruptedException ie) {
                Thread.currentThread().interrupt();
            }
        }

        if (this.executor != null && !this.executor.isShutdown()) {
            this.executor.shutdownNow();
        }

        this.executor = null;
        this.thread = null;
    }

    /**
     * Close this connection handler to release the port it is bound to.
     *
     * @throws IOException If the channel could not be closed.
     */
    public void close() throws IOException {
        if (this.channel != null) {
            this.channel.close();
            this.channel = null;
        }
    }

    /**
     * The main service loop.
     *
     * <p>
     * The service waits for new connections for 250ms, then waits 100ms so it
     * can be interrupted.
     * </p>
     */
    @Override
    public void run() {
        while (!this.stop) {
            try {
                SocketChannel client = this.channel.accept();
                if (client != null) {
                    this.accept(client);
                }
            } catch (SocketTimeoutException ste) {
                // Ignore and go back to sleep
            } catch (IOException ioe) {
                logger.warn("Unrecoverable error in connection handler", ioe);
                this.stop();
            }

            try {
                Thread.sleep(100);
            } catch (InterruptedException ie) {
                Thread.currentThread().interrupt();
            }
        }
    }

    /**
     * Return a human-readable representation of a connected socket channel.
     *
     * @param channel The socket channel to represent.
     * @return A textual representation (<em>host:port</em>) of the given
     * socket.
     */
    private String socketRepr(SocketChannel channel) {
        Socket s = channel.socket();
        return String.format("%s:%d%s",
            s.getInetAddress().getHostName(),
            s.getPort(),
            channel.isConnected() ? "+" : "-");
    }

    /**
     * Accept the next incoming connection.
     *
     * <p>
     * When a new peer connects to this service, wait for it to send its
     * handshake. We then parse and check that the handshake advertises the
     * torrent hash we expect, then reply with our own handshake.
     * </p>
     *
     * <p>
     * If everything goes according to plan, notify the
     * <code>IncomingConnectionListener</code>s with the connected socket and
     * the parsed peer ID.
     * </p>
     *
     * @param client The accepted client's socket channel.
     */
    private void accept(SocketChannel client)
        throws IOException, SocketTimeoutException {
        try {
            logger.debug("New incoming connection, waiting for handshake...");
            Handshake hs = this.validateHandshake(client, null);
            int sent = this.sendHandshake(client);
            logger.trace("Replied to {} with handshake ({} bytes).",
                this.socketRepr(client), sent);

            // Go to non-blocking mode for peer interaction
            client.configureBlocking(false);
            client.socket().setSoTimeout(CLIENT_KEEP_ALIVE_MINUTES*60*1000);
            this.fireNewPeerConnection(client, hs.getPeerId());
        } catch (ParseException pe) {
            logger.info("Invalid handshake from {}: {}",
                this.socketRepr(client), pe.getMessage());
            IOUtils.closeQuietly(client);
        } catch (IOException ioe) {
            logger.warn("An error occured while reading an incoming " +
                    "handshake: {}", ioe.getMessage());
            if (client.isConnected()) {
                IOUtils.closeQuietly(client);
            }
        }
    }

    /**
     * Tells whether the connection handler is running and can be used to
     * handle new peer connections.
     */
    public boolean isAlive() {
        return this.executor != null &&
            !this.executor.isShutdown() &&
            !this.executor.isTerminated();
    }

    /**
     * Connect to the given peer and perform the BitTorrent handshake.
     *
     * <p>
     * Submits an asynchronous connection task to the outbound connections
     * executor to connect to the given peer.
     * </p>
     *
     * @param peer The peer to connect to.
     */
    public void connect(SharingPeer peer) {
        if (!this.isAlive()) {
            throw new IllegalStateException(
                "Connection handler is not accepting new peers at this time!");
        }

        this.executor.submit(new ConnectorTask(this, peer));
    }

    /**
     * Validate an expected handshake on a connection.
     *
     * <p>
     * Reads an expected handshake message from the given connected socket,
     * parses it and validates that the torrent hash_info corresponds to the
     * torrent we're sharing, and that the peerId matches the peer ID we expect
     * to see coming from the remote peer.
     * </p>
     *
     * @param channel The connected socket channel to the remote peer.
     * @param peerId The peer ID we expect in the handshake. If <em>null</em>,
     * any peer ID is accepted (this is the case for incoming connections).
     * @return The validated handshake message object.
     */
    private Handshake validateHandshake(SocketChannel channel, byte[] peerId)
        throws IOException, ParseException {
        ByteBuffer len = ByteBuffer.allocate(1);
        ByteBuffer data;

        // Read the handshake from the wire
        logger.trace("Reading handshake size (1 byte) from {}...", this.socketRepr(channel));
        if (channel.read(len) < len.capacity()) {
            throw new IOException("Handshake size read underrrun");
        }

        len.rewind();
        int pstrlen = len.get();

        data = ByteBuffer.allocate(Handshake.BASE_HANDSHAKE_LENGTH + pstrlen);
        data.put((byte)pstrlen);
        int expected = data.remaining();
        int read = channel.read(data);
        if (read < expected) {
            throw new IOException("Handshake data read underrun (" +
                read + " < " + expected + " bytes)");
        }

        // Parse and check the handshake
        data.rewind();
        Handshake hs = Handshake.parse(data);
        if (!Arrays.equals(hs.getInfoHash(), this.torrent.getInfoHash())) {
            throw new ParseException("Handshake for unknow torrent " +
                    Torrent.byteArrayToHexString(hs.getInfoHash()) +
                    " from " + this.socketRepr(channel) + ".", pstrlen + 9);
        }

        if (peerId != null && !Arrays.equals(hs.getPeerId(), peerId)) {
            throw new ParseException("Announced peer ID " +
                    Torrent.byteArrayToHexString(hs.getPeerId()) +
                    " did not match expected peer ID " +
                    Torrent.byteArrayToHexString(peerId) + ".", pstrlen + 29);
        }

        return hs;
    }

    /**
     * Send our handshake message to the socket.
     *
     * @param channel The socket channel to the remote peer.
     */
    private int sendHandshake(SocketChannel channel) throws IOException {
        return channel.write(
            Handshake.craft(
                this.torrent.getInfoHash(),
                this.id.getBytes(Torrent.BYTE_ENCODING)).getData());
    }

    /**
     * Trigger the new peer connection event on all registered listeners.
     *
     * @param channel The socket channel to the newly connected peer.
     * @param peerId The peer ID of the connected peer.
     */
    private void fireNewPeerConnection(SocketChannel channel, byte[] peerId) {
        for (IncomingConnectionListener listener : this.listeners) {
            listener.handleNewPeerConnection(channel, peerId);
        }
    }

    private void fireFailedConnection(SharingPeer peer, Throwable cause) {
        for (IncomingConnectionListener listener : this.listeners) {
            listener.handleFailedConnection(peer, cause);
        }
    }


    /**
     * A simple thread factory that returns appropriately named threads for
     * outbound connector threads.
     *
     * @author mpetazzoni
     */
    private static class ConnectorThreadFactory implements ThreadFactory {

        private int number = 0;

        @Override
        public Thread newThread(Runnable r) {
            Thread t = new Thread(r);
            t.setName("bt-connect-" + ++this.number);
            return t;
        }
    }


    /**
     * An outbound connection task.
     *
     * <p>
     * These tasks are fed to the thread executor in charge of processing
     * outbound connection requests. It attempts to connect to the given peer
     * and proceeds with the BitTorrent handshake. If the handshake is
     * successful, the new peer connection event is fired to all incoming
     * connection listeners. Otherwise, the failed connection event is fired.
     * </p>
     *
     * @author mpetazzoni
     */
    private static class ConnectorTask implements Runnable {

        private final ConnectionHandler handler;
        private final SharingPeer peer;

        private ConnectorTask(ConnectionHandler handler, SharingPeer peer) {
            this.handler = handler;
            this.peer = peer;
        }

        @Override
        public void run() {
            InetSocketAddress address =
                new InetSocketAddress(this.peer.getIp(), this.peer.getPort());
            SocketChannel channel = null;

            try {
                logger.info("Connecting to {}...", this.peer);
                channel = SocketChannel.open(address);
                while (!channel.isConnected()) {
                    Thread.sleep(10);
                }

                logger.debug("Connected. Sending handshake to {}...", this.peer);
                channel.configureBlocking(true);
                int sent = this.handler.sendHandshake(channel);
                logger.debug("Sent handshake ({} bytes), waiting for response...", sent);
                Handshake hs = this.handler.validateHandshake(channel,
                    (this.peer.hasPeerId()
                         ? this.peer.getPeerId().array()
                         : null));
                logger.info("Handshaked with {}, peer ID is {}.",
                    this.peer, Torrent.byteArrayToHexString(hs.getPeerId()));

                // Go to non-blocking mode for peer interaction
                channel.configureBlocking(false);
                this.handler.fireNewPeerConnection(channel, hs.getPeerId());
            } catch (Exception e) {
                if (channel != null && channel.isConnected()) {
                    IOUtils.closeQuietly(channel);
                }
                this.handler.fireFailedConnection(this.peer, e);
            }
        }
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/DecryptPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class DecryptPostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_DECRYPT);

    public DecryptPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        String ciphertext = "";
        String secretKey = "";

        for (Part part : request.raw().getParts()) {
            String name = part.getName();

            if (name.equals(PARAM_CIPHERTEXT)) {
                ciphertext = InputStreamUtils.parse(part.getInputStream());
            } else if (name.equals(PARAM_SECRET_KEY)) {
                secretKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamsValid = !ciphertext.isEmpty()
                && !secretKey.isEmpty();

        if (isParamsValid) {
            try {
                final String plaintext = WebServiceUtils.SECURE_CLOUD_SHARE
                        .decrypt(ciphertext, secretKey);

                if (plaintext != null) {
                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage("Decryption successful");
                    r.setContent(plaintext);
                }

            } catch (Exception e) {
                // ignore
            }
        }

        return r;
    }

}






web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/DownloadPostRoute.java



    
    
    web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/DownloadPostRoute.java
    
    


web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/DownloadPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class DownloadPostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_DOWNLOAD);

    public DownloadPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        String fileName = "";
        String publicKey = "";

        for (Part part : request.raw().getParts()) {
            String name = part.getName();

            if (name.equals(PARAM_FILE_NAME)) {
                fileName = InputStreamUtils.parse(part.getInputStream());
            } else if (name.equals(PARAM_PUBLIC_KEY)) {
                publicKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamsValid = !fileName.isEmpty()
                && !publicKey.isEmpty();

        if (isParamsValid) {
            try {
                final String file = WebServiceUtils.SECURE_CLOUD_SHARE
                        .download(fileName, publicKey);

                final boolean hasAccess = file != null;

                String message = "";
                String content = "";
                int status = 0;

                if (hasAccess) {
                    status = HttpURLConnection.HTTP_OK;
                    message = "Download granted";
                    content = file;
                } else {
                    status = HttpURLConnection.HTTP_BAD_REQUEST;
                    message = "No access or file does not exist";
                    content = null;
                }

                r.setStatus(status);
                r.setMessage(message);
                r.setContent(content);

            } catch (Exception e) {
                // ignore
            }
        }

        return r;
    }

}
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crypto/src/main/java/no/uis/msalte/thesis/crypto/util/ElementUtils.javapackage no.uis.msalte.thesis.crypto.util;

import it.unisa.dia.gas.jpbc.Element;
import it.unisa.dia.gas.jpbc.Field;

import java.util.ArrayList;
import java.util.Arrays;
import java.util.Base64;

public class ElementUtils {
    /**
     * Looks up an Element in the specified Field that represents the given
     * Base64 encoded string
     * 
     * @param string
     *            A Base64 encoded string for which to find an Element
     * @param field
     *            The Field in which to look up the Element
     * @return An Element object representing the given Base64 encoded string
     */
    public static Element base64StringToElement(String string, Field<?> field) {
        final byte[] bytes = Base64.getDecoder().decode(string);

        final Element element = field.newZeroElement();

        element.setFromBytes(bytes);

        return element.getImmutable();
    }

    /**
     * Converts a plain text message into multiple Element objects
     * 
     * @param message
     *            The message to convert
     * @param group
     *            The group in which to find Element objects
     * @return An array of Element objects. Note that short messages will only
     *         require one Element.
     */
    public static Element[] messageToElementsInGroup(String message,
            Field<?> group) {
        ArrayList<Element> elements = new ArrayList<Element>();

        byte[] source = message.trim().getBytes();

        int messageLengthInBytes = source.length;
        int elementLengthInBytes = group.getLengthInBytes();

        // Need to make sure that the message length is divisible
        // by the element length.
        if (messageLengthInBytes < elementLengthInBytes) {
            // If lesser, set message length equal to element length
            source = Arrays.copyOf(source, elementLengthInBytes);
        } else if (messageLengthInBytes > elementLengthInBytes) {
            // If greater, set message length to a multiple of element length
            int factor = messageLengthInBytes / elementLengthInBytes + 1;

            source = Arrays.copyOf(source, factor * elementLengthInBytes);
        }

        messageLengthInBytes = source.length;

        // Begin finding the elements in group 2
        // representing the message
        int offset = 0;
        while (true) {
            Element e = group.newElement();
            offset += e.setFromBytes(source, offset);
            elements.add(e.getImmutable());

            if (offset >= messageLengthInBytes) {
                // Finished
                break;
            }
        }

        return elements.toArray(new Element[elements.size()]);
    }

    /**
     * Converts an Element object into a Base64 encoded string
     * 
     * @param element
     *            The element to convert
     * @return The Base64 encoded string
     */
    public static String elementToBase64String(Element element) {
        return Base64.getEncoder().encodeToString(element.toBytes());
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/storage/FileCollectionStorage.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.storage;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.LinkedList;
import java.util.List;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * Multi-file torrent byte storage.
 *
 * <p>
 * This implementation of the torrent byte storage provides support for
 * multi-file torrents and completely abstracts the read/write operations from
 * the notion of different files. The byte storage is represented as one
 * continuous byte storage, directly accessible by offset regardless of which
 * file this offset lands.
 * </p>
 *
 * @author mpetazzoni
 * @author dgiffin
 */
public class FileCollectionStorage implements TorrentByteStorage {

    private static final Logger logger =
        LoggerFactory.getLogger(FileCollectionStorage.class);

    private final List<FileStorage> files;
    private final long size;

    /**
     * Initialize a new multi-file torrent byte storage.
     *
     * @param files The list of individual {@link FileStorage}
     * objects making up the torrent.
     * @param size The total size of the torrent data, in bytes.
     */
    public FileCollectionStorage(List<FileStorage> files,
        long size) {
        this.files = files;
        this.size = size;

        logger.info("Initialized torrent byte storage on {} file(s) " +
            "({} total byte(s)).", files.size(), size);
    }

    @Override
    public long size() {
        return this.size;
    }

    @Override
    public int read(ByteBuffer buffer, long offset) throws IOException {
        int requested = buffer.remaining();
        int bytes = 0;

        for (FileOffset fo : this.select(offset, requested)) {
            // TODO: remove cast to int when large ByteBuffer support is
            // implemented in Java.
            buffer.limit((int)(bytes + fo.length));
            bytes += fo.file.read(buffer, fo.offset);
        }

        if (bytes < requested) {
            throw new IOException("Storage collection read underrun!");
        }

        return bytes;
    }

    @Override
    public int write(ByteBuffer buffer, long offset) throws IOException {
        int requested = buffer.remaining();

        int bytes = 0;

        for (FileOffset fo : this.select(offset, requested)) {
            buffer.limit(bytes + (int)fo.length);
            bytes += fo.file.write(buffer, fo.offset);
        }

        if (bytes < requested) {
            throw new IOException("Storage collection write underrun!");
        }

        return bytes;
    }

    @Override
    public void close() throws IOException {
        for (FileStorage file : this.files) {
            file.close();
        }
    }

    @Override
    public void finish() throws IOException {
        for (FileStorage file : this.files) {
            file.finish();
        }
    }

    @Override
    public boolean isFinished() {
        for (FileStorage file : this.files) {
            if (!file.isFinished()) {
                return false;
            }
        }

        return true;
    }

    /**
     * File operation details holder.
     *
     * <p>
     * This simple inner class holds the details for a read or write operation
     * on one of the underlying {@link FileStorage}s.
     * </p>
     *
     * @author dgiffin
     * @author mpetazzoni
     */
    private static class FileOffset {

        public final FileStorage file;
        public final long offset;
        public final long length;

        FileOffset(FileStorage file, long offset, long length) {
            this.file = file;
            this.offset = offset;
            this.length = length;
        }
    };

    /**
     * Select the group of files impacted by an operation.
     *
     * <p>
     * This function selects which files are impacted by a read or write
     * operation, with their respective relative offset and chunk length.
     * </p>
     *
     * @param offset The offset of the operation, in bytes, relative to the
     * complete byte storage.
     * @param length The number of bytes to read or write.
     * @return A list of {@link FileOffset} objects representing the {@link
     * FileStorage}s impacted by the operation, bundled with their
     * respective relative offset and number of bytes to read or write.
     * @throws IllegalArgumentException If the offset and length go over the
     * byte storage size.
     * @throws IllegalStateException If the files registered with this byte
     * storage can't accommodate the request (should not happen, really).
     */
    private List<FileOffset> select(long offset, long length) {
        if (offset + length > this.size) {
            throw new IllegalArgumentException("Buffer overrun (" +
                offset + " + " + length + " > " + this.size + ") !");
        }

        List<FileOffset> selected = new LinkedList<FileOffset>();
        long bytes = 0;

        for (FileStorage file : this.files) {
            if (file.offset() >= offset + length) {
                break;
            }

            if (file.offset() + file.size() < offset) {
                continue;
            }

            long position = offset - file.offset();
            position = position > 0 ? position : 0;
            long size = Math.min(
                file.size() - position,
                length - bytes);
            selected.add(new FileOffset(file, position, size));
            bytes += size;
        }

        if (selected.size() == 0 || bytes < length) {
            throw new IllegalStateException("Buffer underrun (only got " +
                bytes + " out of " + length + " byte(s) requested)!");
        }

        return selected;
    }
}
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ttorrent/core/src/test/java/com/turn/ttorrent/client/storage/FileCollectionStorageTest.javapackage com.turn.ttorrent.client.storage;

import org.testng.annotations.Test;

import java.io.File;
import java.io.FileInputStream;
import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.ArrayList;
import java.util.List;

import static org.testng.Assert.assertEquals;
import static org.testng.Assert.assertTrue;

/**
 * User: loyd
 * Date: 11/24/13
 */
public class FileCollectionStorageTest {
    @Test
    public void testSelect() throws Exception {
        final File file1 = File.createTempFile("testng", "fcst");
        file1.deleteOnExit();
        final File file2 = File.createTempFile("testng", "fcst");
        file2.deleteOnExit();

        final List<FileStorage> files = new ArrayList<FileStorage>();
        files.add(new FileStorage(file1, 0, 2));
        files.add(new FileStorage(file2, 2, 2));
        final FileCollectionStorage storage = new FileCollectionStorage(files, 4);
        // since all of these files already exist, we are considered finished
        assertTrue(storage.isFinished());

        // write to first file works
        write(new byte[]{1, 2}, 0, storage);
        check(new byte[]{1, 2}, file1);

        // write to second file works
        write(new byte[]{5, 6}, 2, storage);
        check(new byte[]{5, 6}, file2);

        // write to two files works
        write(new byte[]{8,9,10,11}, 0, storage);
        check(new byte[]{8,9}, file1);
        check(new byte[]{10,11}, file2);

        // make sure partial write into next file works
        write(new byte[]{100,101,102}, 0, storage);
        check(new byte[]{102,11}, file2);
    }

    private void write(byte[] bytes, int offset, FileCollectionStorage storage) throws IOException {
        storage.write(ByteBuffer.wrap(bytes), offset);
        storage.finish();
    }
    private void check(byte[] bytes, File f) throws IOException {
        final byte[] temp = new byte[bytes.length];
        assertEquals(new FileInputStream(f).read(temp), temp.length);
        assertEquals(temp, bytes);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/storage/FileStorage.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.storage;

import java.io.File;
import java.io.IOException;
import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

import org.apache.commons.io.FileUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * Single-file torrent byte data storage.
 *
 * <p>
 * This implementation of TorrentByteStorageFile provides a torrent byte data
 * storage relying on a single underlying file and uses a RandomAccessFile
 * FileChannel to expose thread-safe read/write methods.
 * </p>
 *
 * @author mpetazzoni
 */
public class FileStorage implements TorrentByteStorage {

    private static final Logger logger =
        LoggerFactory.getLogger(FileStorage.class);

    private final File target;
    private final File partial;
    private final long offset;
    private final long size;

    private RandomAccessFile raf;
    private FileChannel channel;
    private File current;

    public FileStorage(File file, long size) throws IOException {
        this(file, 0, size);
    }

    public FileStorage(File file, long offset, long size)
        throws IOException {
        this.target = file;
        this.offset = offset;
        this.size = size;

        this.partial = new File(this.target.getAbsolutePath() +
            TorrentByteStorage.PARTIAL_FILE_NAME_SUFFIX);

        if (this.partial.exists()) {
            logger.debug("Partial download found at {}. Continuing...",
                this.partial.getAbsolutePath());
            this.current = this.partial;
        } else if (!this.target.exists()) {
            logger.debug("Downloading new file to {}...",
                this.partial.getAbsolutePath());
            this.current = this.partial;
        } else {
            logger.debug("Using existing file {}.",
                this.target.getAbsolutePath());
            this.current = this.target;
        }

        this.raf = new RandomAccessFile(this.current, "rw");

        // Set the file length to the appropriate size, eventually truncating
        // or extending the file if it already exists with a different size.
        this.raf.setLength(this.size);

        this.channel = raf.getChannel();
        logger.info("Initialized byte storage file at {} " +
            "({}+{} byte(s)).",
            new Object[] {
                this.current.getAbsolutePath(),
                this.offset,
                this.size,
            });
    }

    protected long offset() {
        return this.offset;
    }

    @Override
    public long size() {
        return this.size;
    }

    @Override
    public int read(ByteBuffer buffer, long offset) throws IOException {
        int requested = buffer.remaining();

        if (offset + requested > this.size) {
            throw new IllegalArgumentException("Invalid storage read request!");
        }

        int bytes = this.channel.read(buffer, offset);
        if (bytes < requested) {
            throw new IOException("Storage underrun!");
        }

        return bytes;
    }

    @Override
    public int write(ByteBuffer buffer, long offset) throws IOException {
        int requested = buffer.remaining();

        if (offset + requested > this.size) {
            throw new IllegalArgumentException("Invalid storage write request!");
        }

        return this.channel.write(buffer, offset);
    }

    @Override
    public synchronized void close() throws IOException {
        logger.debug("Closing file channel to " + this.current.getName() + "...");
        if (this.channel.isOpen()) {
            this.channel.force(true);
        }
        this.raf.close();
    }

    /** Move the partial file to its final location.
     */
    @Override
    public synchronized void finish() throws IOException {
        logger.debug("Closing file channel to " + this.current.getName() +
            " (download complete).");
        if (this.channel.isOpen()) {
            this.channel.force(true);
        }

        // Nothing more to do if we're already on the target file.
        if (this.isFinished()) {
            return;
        }

        this.raf.close();
        FileUtils.deleteQuietly(this.target);
        FileUtils.moveFile(this.current, this.target);

        logger.debug("Re-opening torrent byte storage at {}.",
                this.target.getAbsolutePath());

        this.raf = new RandomAccessFile(this.target, "rw");
        this.raf.setLength(this.size);
        this.channel = this.raf.getChannel();
        this.current = this.target;

        FileUtils.deleteQuietly(this.partial);
        logger.info("Moved torrent data from {} to {}.",
            this.partial.getName(),
            this.target.getName());
    }

    @Override
    public boolean isFinished() {
        return this.current.equals(this.target);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/Handshake.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.common.Torrent;

import java.io.UnsupportedEncodingException;
import java.nio.ByteBuffer;
import java.text.ParseException;


/**
 * Peer handshake handler.
 *
 * @author mpetazzoni
 */
public class Handshake {

    public static final String BITTORRENT_PROTOCOL_IDENTIFIER = "BitTorrent protocol";
    public static final int BASE_HANDSHAKE_LENGTH = 49;

    ByteBuffer data;
    ByteBuffer infoHash;
    ByteBuffer peerId;

    private Handshake(ByteBuffer data, ByteBuffer infoHash,
            ByteBuffer peerId) {
        this.data = data;
        this.data.rewind();

        this.infoHash = infoHash;
        this.peerId = peerId;
    }

    public ByteBuffer getData() {
        return this.data;
    }

    public byte[] getInfoHash() {
        return this.infoHash.array();
    }

    public byte[] getPeerId() {
        return this.peerId.array();
    }

    public static Handshake parse(ByteBuffer buffer)
        throws ParseException, UnsupportedEncodingException {
        int pstrlen = Byte.valueOf(buffer.get()).intValue();
        if (pstrlen < 0 ||
                buffer.remaining() != BASE_HANDSHAKE_LENGTH + pstrlen - 1) {
            throw new ParseException("Incorrect handshake message length " +
                   "(pstrlen=" + pstrlen + ") !", 0);
        }

        // Check the protocol identification string
        byte[] pstr = new byte[pstrlen];
        buffer.get(pstr);

        if (!Handshake.BITTORRENT_PROTOCOL_IDENTIFIER.equals(
                    new String(pstr, Torrent.BYTE_ENCODING))) {
            throw new ParseException("Invalid protocol identifier!", 1);
        }

        // Ignore reserved bytes
        byte[] reserved = new byte[8];
        buffer.get(reserved);

        byte[] infoHash = new byte[20];
        buffer.get(infoHash);
        byte[] peerId = new byte[20];
        buffer.get(peerId);
        return new Handshake(buffer, ByteBuffer.wrap(infoHash),
                ByteBuffer.wrap(peerId));
    }

    public static Handshake craft(byte[] torrentInfoHash,
            byte[] clientPeerId) {
        try {
            ByteBuffer buffer = ByteBuffer.allocate(
                    Handshake.BASE_HANDSHAKE_LENGTH +
                    Handshake.BITTORRENT_PROTOCOL_IDENTIFIER.length());

            byte[] reserved = new byte[8];
            ByteBuffer infoHash = ByteBuffer.wrap(torrentInfoHash);
            ByteBuffer peerId = ByteBuffer.wrap(clientPeerId);

            buffer.put((byte)Handshake
                    .BITTORRENT_PROTOCOL_IDENTIFIER.length());
            buffer.put(Handshake
                    .BITTORRENT_PROTOCOL_IDENTIFIER.getBytes(Torrent.BYTE_ENCODING));
            buffer.put(reserved);
            buffer.put(infoHash);
            buffer.put(peerId);

            return new Handshake(buffer, infoHash, peerId);
        } catch (UnsupportedEncodingException uee) {
            return null;
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/http/HTTPAnnounceRequestMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.http;

import java.io.IOException;
import java.io.UnsupportedEncodingException;
import java.net.MalformedURLException;
import java.net.URL;
import java.net.URLEncoder;
import java.nio.ByteBuffer;
import java.util.HashMap;
import java.util.Map;

import com.turn.ttorrent.bcodec.BDecoder;
import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.bcodec.BEncoder;
import com.turn.ttorrent.bcodec.InvalidBEncodingException;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage.AnnounceRequestMessage;

/**
 * The announce request message for the HTTP tracker protocol.
 *
 * <p>
 * This class represents the announce request message in the HTTP tracker
 * protocol. It doesn't add any specific fields compared to the generic announce
 * request message, but it provides the means to parse such messages and craft
 * them.
 * </p>
 *
 * @author mpetazzoni
 */
public class HTTPAnnounceRequestMessage extends HTTPTrackerMessage implements
        AnnounceRequestMessage {

    private final byte[] infoHash;
    private final Peer peer;
    private final long uploaded;
    private final long downloaded;
    private final long left;
    private final boolean compact;
    private final boolean noPeerId;
    private final RequestEvent event;
    private final int numWant;
    private final boolean requireCrypto;

    private HTTPAnnounceRequestMessage(ByteBuffer data, byte[] infoHash,
            Peer peer, long uploaded, long downloaded, long left,
            boolean compact, boolean noPeerId, RequestEvent event, int numWant,
            boolean requireCrypto) {
        super(Type.ANNOUNCE_REQUEST, data);
        this.infoHash = infoHash;
        this.peer = peer;
        this.downloaded = downloaded;
        this.uploaded = uploaded;
        this.left = left;
        this.compact = compact;
        this.noPeerId = noPeerId;
        this.event = event;
        this.numWant = numWant;
        this.requireCrypto = requireCrypto;
    }

    @Override
    public byte[] getInfoHash() {
        return this.infoHash;
    }

    @Override
    public String getHexInfoHash() {
        return Torrent.byteArrayToHexString(this.infoHash);
    }

    @Override
    public byte[] getPeerId() {
        return this.peer.getPeerId().array();
    }

    @Override
    public String getHexPeerId() {
        return this.peer.getHexPeerId();
    }

    @Override
    public int getPort() {
        return this.peer.getPort();
    }

    @Override
    public long getUploaded() {
        return this.uploaded;
    }

    @Override
    public long getDownloaded() {
        return this.downloaded;
    }

    @Override
    public long getLeft() {
        return this.left;
    }

    @Override
    public boolean getCompact() {
        return this.compact;
    }

    @Override
    public boolean getNoPeerIds() {
        return this.noPeerId;
    }

    @Override
    public RequestEvent getEvent() {
        return this.event;
    }

    @Override
    public String getIp() {
        return this.peer.getIp();
    }

    @Override
    public int getNumWant() {
        return this.numWant;
    }

    @Override
    public boolean getRequireCrypto() {
        return this.requireCrypto;
    }

    /**
     * Build the announce request URL for the given tracker announce URL.
     *
     * @param trackerAnnounceURL
     *            The tracker's announce URL.
     * @return The URL object representing the announce request URL.
     */
    public URL buildAnnounceURL(URL trackerAnnounceURL)
            throws UnsupportedEncodingException, MalformedURLException {
        String base = trackerAnnounceURL.toString();
        StringBuilder url = new StringBuilder(base);
        url.append(base.contains("?") ? "&" : "?")
                .append("info_hash=")
                .append(URLEncoder.encode(new String(this.getInfoHash(),
                        Torrent.BYTE_ENCODING), Torrent.BYTE_ENCODING))
                .append("&peer_id=")
                .append(URLEncoder.encode(new String(this.getPeerId(),
                        Torrent.BYTE_ENCODING), Torrent.BYTE_ENCODING))
                .append("&port=").append(this.getPort()).append("&uploaded=")
                .append(this.getUploaded()).append("&downloaded=")
                .append(this.getDownloaded()).append("&left=")
                .append(this.getLeft()).append("&compact=")
                .append(this.getCompact() ? 1 : 0).append("&no_peer_id=")
                .append(this.getNoPeerIds() ? 1 : 0);

        if (this.getEvent() != null
                && !RequestEvent.NONE.equals(this.getEvent())) {
            url.append("&event=").append(this.getEvent().getEventName());
        }

        if (this.getIp() != null) {
            url.append("&ip=").append(this.getIp());
        }

        return new URL(url.toString());
    }

    public static HTTPAnnounceRequestMessage parse(ByteBuffer data)
            throws IOException, MessageValidationException {
        BEValue decoded = BDecoder.bdecode(data);
        if (decoded == null) {
            throw new MessageValidationException(
                    "Could not decode tracker message (not B-encoded?)!");
        }

        Map<String, BEValue> params = decoded.getMap();

        if (!params.containsKey("info_hash")) {
            throw new MessageValidationException(
                    ErrorMessage.FailureReason.MISSING_HASH.getMessage());
        }

        if (!params.containsKey("peer_id")) {
            throw new MessageValidationException(
                    ErrorMessage.FailureReason.MISSING_PEER_ID.getMessage());
        }

        if (!params.containsKey("port")) {
            throw new MessageValidationException(
                    ErrorMessage.FailureReason.MISSING_PORT.getMessage());
        }

        if (!params.containsKey("requirecrypto")) {
            throw new MessageValidationException(
                    ErrorMessage.FailureReason.REQUIRE_CRYPTO_NOT_TRUE
                            .getMessage());
        }

        try {
            byte[] infoHash = params.get("info_hash").getBytes();
            byte[] peerId = params.get("peer_id").getBytes();
            int port = params.get("port").getInt();

            // Default 'uploaded' and 'downloaded' to 0 if the client does
            // not provide it (although it should, according to the spec).
            long uploaded = 0;
            if (params.containsKey("uploaded")) {
                uploaded = params.get("uploaded").getLong();
            }

            long downloaded = 0;
            if (params.containsKey("downloaded")) {
                downloaded = params.get("downloaded").getLong();
            }

            // Default 'left' to -1 to avoid peers entering the COMPLETED
            // state when they don't provide the 'left' parameter.
            long left = -1;
            if (params.containsKey("left")) {
                left = params.get("left").getLong();
            }

            boolean compact = false;
            if (params.containsKey("compact")) {
                compact = params.get("compact").getInt() == 1;
            }

            boolean noPeerId = false;
            if (params.containsKey("no_peer_id")) {
                noPeerId = params.get("no_peer_id").getInt() == 1;
            }

            int numWant = AnnounceRequestMessage.DEFAULT_NUM_WANT;
            if (params.containsKey("numwant")) {
                numWant = params.get("numwant").getInt();
            }
            
            boolean requireCrypto = false;
            if(params.containsKey("requirecrypto")) {               
                requireCrypto = params.get("requirecrypto").getInt() == 1;
                
                // Some clients use port=0 when 'requirecrypto' flag is 1, 
                // to make up for this they supply the port in a separate parameter
                // 'cryptoport'
                if(requireCrypto && port == 0 && params.containsKey("cryptoport")) {
                    port = params.get("cryptoport").getInt();
                }
            }

            String ip = null;
            if (params.containsKey("ip")) {
                ip = params.get("ip").getString(Torrent.BYTE_ENCODING);
            }

            RequestEvent event = RequestEvent.NONE;
            if (params.containsKey("event")) {
                event = RequestEvent.getByName(params.get("event").getString(
                        Torrent.BYTE_ENCODING));
            }
            
            

            return new HTTPAnnounceRequestMessage(data, infoHash, new Peer(ip,
                    port, ByteBuffer.wrap(peerId)), uploaded, downloaded, left,
                    compact, noPeerId, event, numWant, requireCrypto);
        } catch (InvalidBEncodingException ibee) {
            throw new MessageValidationException(
                    "Invalid HTTP tracker request!", ibee);
        }
    }

    public static HTTPAnnounceRequestMessage craft(byte[] infoHash,
            byte[] peerId, int port, long uploaded, long downloaded, long left,
            boolean compact, boolean noPeerId, RequestEvent event, String ip,
            int numWant, boolean requireCrypto) throws IOException, MessageValidationException,
            UnsupportedEncodingException {
        Map<String, BEValue> params = new HashMap<String, BEValue>();
        params.put("info_hash", new BEValue(infoHash));
        params.put("peer_id", new BEValue(peerId));
        params.put("port", new BEValue(port));
        params.put("uploaded", new BEValue(uploaded));
        params.put("downloaded", new BEValue(downloaded));
        params.put("left", new BEValue(left));
        params.put("compact", new BEValue(compact ? 1 : 0));
        params.put("no_peer_id", new BEValue(noPeerId ? 1 : 0));
        params.put("requirecrypto", new BEValue(requireCrypto ? 1 : 0));

        if (event != null) {
            params.put("event", new BEValue(event.getEventName(),
                    Torrent.BYTE_ENCODING));
        }

        if (ip != null) {
            params.put("ip", new BEValue(ip, Torrent.BYTE_ENCODING));
        }

        if (numWant != AnnounceRequestMessage.DEFAULT_NUM_WANT) {
            params.put("numwant", new BEValue(numWant));
        }

        return new HTTPAnnounceRequestMessage(BEncoder.bencode(params),
                infoHash, new Peer(ip, port, ByteBuffer.wrap(peerId)),
                uploaded, downloaded, left, compact, noPeerId, event, numWant, requireCrypto);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/http/HTTPAnnounceResponseMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.http;

import com.turn.ttorrent.bcodec.BDecoder;
import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.bcodec.BEncoder;
import com.turn.ttorrent.bcodec.InvalidBEncodingException;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage.AnnounceResponseMessage;

import java.io.IOException;
import java.io.UnsupportedEncodingException;
import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.net.UnknownHostException;
import java.nio.ByteBuffer;
import java.util.HashMap;
import java.util.LinkedList;
import java.util.List;
import java.util.Map;


/**
 * The announce response message from an HTTP tracker.
 *
 * @author mpetazzoni
 */
public class HTTPAnnounceResponseMessage extends HTTPTrackerMessage
    implements AnnounceResponseMessage {

    private final int interval;
    private final int complete;
    private final int incomplete;
    private final List<Peer> peers;

    private HTTPAnnounceResponseMessage(ByteBuffer data,
        int interval, int complete, int incomplete, List<Peer> peers) {
        super(Type.ANNOUNCE_RESPONSE, data);
        this.interval = interval;
        this.complete = complete;
        this.incomplete = incomplete;
        this.peers = peers;
    }

    @Override
    public int getInterval() {
        return this.interval;
    }

    @Override
    public int getComplete() {
        return this.complete;
    }

    @Override
    public int getIncomplete() {
        return this.incomplete;
    }

    @Override
    public List<Peer> getPeers() {
        return this.peers;
    }

    public static HTTPAnnounceResponseMessage parse(ByteBuffer data)
        throws IOException, MessageValidationException {
        BEValue decoded = BDecoder.bdecode(data);
        if (decoded == null) {
            throw new MessageValidationException(
                "Could not decode tracker message (not B-encoded?)!");
        }

        Map<String, BEValue> params = decoded.getMap();

        if (params.get("interval") == null) {
            throw new MessageValidationException(
                "Tracker message missing mandatory field 'interval'!");
        }

        try {
            List<Peer> peers;

            try {
                // First attempt to decode a compact response, since we asked
                // for it.
                peers = toPeerList(params.get("peers").getBytes());
            } catch (InvalidBEncodingException ibee) {
                // Fall back to peer list, non-compact response, in case the
                // tracker did not support compact responses.
                peers = toPeerList(params.get("peers").getList());
            }

            return new HTTPAnnounceResponseMessage(data,
                params.get("interval").getInt(),
                params.get("complete") != null ? params.get("complete").getInt() : 0,
                params.get("incomplete") != null ? params.get("incomplete").getInt() : 0,
                peers);
        } catch (InvalidBEncodingException ibee) {
            throw new MessageValidationException("Invalid response " +
                "from tracker!", ibee);
        } catch (UnknownHostException uhe) {
            throw new MessageValidationException("Invalid peer " +
                "in tracker response!", uhe);
        }
    }

    /**
     * Build a peer list as a list of {@link Peer}s from the
     * announce response's peer list (in non-compact mode).
     *
     * @param peers The list of {@link BEValue}s dictionaries describing the
     * peers from the announce response.
     * @return A {@link List} of {@link Peer}s representing the
     * peers' addresses. Peer IDs are lost, but they are not crucial.
     */
    private static List<Peer> toPeerList(List<BEValue> peers)
        throws InvalidBEncodingException {
        List<Peer> result = new LinkedList<Peer>();

        for (BEValue peer : peers) {
            Map<String, BEValue> peerInfo = peer.getMap();
            result.add(new Peer(
                peerInfo.get("ip").getString(Torrent.BYTE_ENCODING),
                peerInfo.get("port").getInt()));
        }

        return result;
    }

    /**
     * Build a peer list as a list of {@link Peer}s from the
     * announce response's binary compact peer list.
     *
     * @param data The bytes representing the compact peer list from the
     * announce response.
     * @return A {@link List} of {@link Peer}s representing the
     * peers' addresses. Peer IDs are lost, but they are not crucial.
     */
    private static List<Peer> toPeerList(byte[] data)
        throws InvalidBEncodingException, UnknownHostException {
        if (data.length % 6 != 0) {
            throw new InvalidBEncodingException("Invalid peers " +
                "binary information string!");
        }

        List<Peer> result = new LinkedList<Peer>();
        ByteBuffer peers = ByteBuffer.wrap(data);

        for (int i=0; i < data.length / 6 ; i++) {
            byte[] ipBytes = new byte[4];
            peers.get(ipBytes);
            InetAddress ip = InetAddress.getByAddress(ipBytes);
            int port =
                (0xFF & (int)peers.get()) << 8 |
                (0xFF & (int)peers.get());
            result.add(new Peer(new InetSocketAddress(ip, port)));
        }

        return result;
    }

    /**
     * Craft a compact announce response message.
     *
     * @param interval
     * @param minInterval
     * @param trackerId
     * @param complete
     * @param incomplete
     * @param peers
     */
    public static HTTPAnnounceResponseMessage craft(int interval,
        int minInterval, String trackerId, int complete, int incomplete,
        List<Peer> peers) throws IOException, UnsupportedEncodingException {
        Map<String, BEValue> response = new HashMap<String, BEValue>();
        response.put("interval", new BEValue(interval));
        response.put("complete", new BEValue(complete));
        response.put("incomplete", new BEValue(incomplete));

        ByteBuffer data = ByteBuffer.allocate(peers.size() * 6);
        for (Peer peer : peers) {
            byte[] ip = peer.getRawIp();
            if (ip == null || ip.length != 4) {
                continue;
            }
            data.put(ip);
            data.putShort((short)peer.getPort());
        }
        response.put("peers", new BEValue(data.array()));

        return new HTTPAnnounceResponseMessage(
            BEncoder.bencode(response),
            interval, complete, incomplete, peers);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/HTTPTrackerClient.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;

import java.io.IOException;
import java.io.UnsupportedEncodingException;
import java.net.MalformedURLException;
import java.net.URI;
import java.net.URL;
import java.nio.ByteBuffer;

import org.apache.commons.httpclient.HttpClient;
import org.apache.commons.httpclient.methods.GetMethod;
import org.apache.commons.io.IOUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.turn.ttorrent.client.SharedTorrent;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.TrackerMessage.AnnounceRequestMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage.MessageValidationException;
import com.turn.ttorrent.common.protocol.http.HTTPAnnounceRequestMessage;
import com.turn.ttorrent.common.protocol.http.HTTPTrackerMessage;

/**
 * Announcer for HTTP trackers.
 *
 * @author mpetazzoni
 * @see <a href="http://wiki.theory.org/BitTorrentSpecification#Tracker_Request_Parameters">BitTorrent tracker request specification</a>
 */
public class HTTPTrackerClient extends TrackerClient {

    protected static final Logger logger =
        LoggerFactory.getLogger(HTTPTrackerClient.class);

    /**
     * Create a new HTTP announcer for the given torrent.
     *
     * @param torrent The torrent we're announcing about.
     * @param peer Our own peer specification.
     */
    protected HTTPTrackerClient(SharedTorrent torrent, Peer peer,
        URI tracker) {
        super(torrent, peer, tracker);
    }

    /**
     * Build, send and process a tracker announce request.
     *
     * <p>
     * This function first builds an announce request for the specified event
     * with all the required parameters. Then, the request is made to the
     * tracker and the response analyzed.
     * </p>
     *
     * <p>
     * All registered {@link AnnounceResponseListener} objects are then fired
     * with the decoded payload.
     * </p>
     *
     * @param event The announce event type (can be AnnounceEvent.NONE for
     * periodic updates).
     * @param inhibitEvents Prevent event listeners from being notified.
     */
    @Override
    public void announce(AnnounceRequestMessage.RequestEvent event,
        boolean inhibitEvents) throws AnnounceException {
        logger.info("Announcing{} to tracker with {}U/{}D/{}L bytes...",
            new Object[] {
                this.formatAnnounceEvent(event),
                this.torrent.getUploaded(),
                this.torrent.getDownloaded(),
                this.torrent.getLeft()
            });

        URL target = null;
        try {
            HTTPAnnounceRequestMessage request =
                this.buildAnnounceRequest(event);
            target = request.buildAnnounceURL(this.tracker.toURL());
        } catch (MalformedURLException mue) {
            throw new AnnounceException("Invalid announce URL (" +
                mue.getMessage() + ")", mue);
        } catch (MessageValidationException mve) {
            throw new AnnounceException("Announce request creation violated " +
                "expected protocol (" + mve.getMessage() + ")", mve);
        } catch (IOException ioe) {
            throw new AnnounceException("Error building announce request (" +
                ioe.getMessage() + ")", ioe);
        }

        // From here on, modified by Morten Salte
        
        /**
         * HttpClient provides full support for HTTP over Secure Sockets Layer
         * (SSL) or IETF Transport Layer Security (TLS) protocols by leveraging
         * the Java Secure Socket Extension (JSSE). JSSE has been integrated
         * into the Java 2 platform as of version 1.4 and works with HttpClient
         * out of the box.
         */
        
        HttpClient httpClient = new HttpClient();       
        GetMethod httpGet = new GetMethod(target.toString());

        byte[] response = null;
        
        try {
            httpClient.executeMethod(httpGet);
            response = IOUtils.toByteArray(httpGet.getResponseBodyAsStream());
        } catch (IOException e) {
            e.printStackTrace();
        } finally {
            httpGet.releaseConnection();
        }

        // At this point if the response is null it means we have neither a
        // response body nor an error stream from the server. No point in going
        // any further.
        if(response == null) {
            throw new AnnounceException("No response or unreachable tracker!");
        }

        try {
            // Parse and handle the response
            HTTPTrackerMessage message =
                HTTPTrackerMessage.parse(ByteBuffer.wrap(response));
            this.handleTrackerAnnounceResponse(message, inhibitEvents);
        } catch (IOException ioe) {
            throw new AnnounceException("Error reading tracker response!", ioe);
        } catch (MessageValidationException mve) {
            throw new AnnounceException("Tracker message violates expected " +
                "protocol (" + mve.getMessage() + ")", mve);
        }
    }

    /**
     * Build the announce request tracker message.
     *
     * @param event The announce event (can be <tt>NONE</tt> or <em>null</em>)
     * @return Returns an instance of a {@link HTTPAnnounceRequestMessage}
     * that can be used to generate the fully qualified announce URL, with
     * parameters, to make the announce request.
     * @throws UnsupportedEncodingException
     * @throws IOException
     * @throws MessageValidationException
     */
    private HTTPAnnounceRequestMessage buildAnnounceRequest(
        AnnounceRequestMessage.RequestEvent event)
        throws UnsupportedEncodingException, IOException,
            MessageValidationException {
        // Build announce request message
        return HTTPAnnounceRequestMessage.craft(
                this.torrent.getInfoHash(),
                this.peer.getPeerId().array(),
                this.peer.getPort(),
                this.torrent.getUploaded(),
                this.torrent.getDownloaded(),
                this.torrent.getLeft(),
                true, false, event,
                this.peer.getIp(),
                AnnounceRequestMessage.DEFAULT_NUM_WANT, false);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/http/HTTPTrackerErrorMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.http;

import com.turn.ttorrent.bcodec.BDecoder;
import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.bcodec.BEncoder;
import com.turn.ttorrent.bcodec.InvalidBEncodingException;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage.ErrorMessage;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.HashMap;
import java.util.Map;


/**
 * An error message from an HTTP tracker.
 *
 * @author mpetazzoni
 */
public class HTTPTrackerErrorMessage extends HTTPTrackerMessage
    implements ErrorMessage {

    private final String reason;

    private HTTPTrackerErrorMessage(ByteBuffer data, String reason) {
        super(Type.ERROR, data);
        this.reason = reason;
    }

    @Override
    public String getReason() {
        return this.reason;
    }

    public static HTTPTrackerErrorMessage parse(ByteBuffer data)
        throws IOException, MessageValidationException {
        BEValue decoded = BDecoder.bdecode(data);
        if (decoded == null) {
            throw new MessageValidationException(
                "Could not decode tracker message (not B-encoded?)!");
        }

        Map<String, BEValue> params = decoded.getMap();

        try {
            return new HTTPTrackerErrorMessage(
                data,
                params.get("failure reason")
                    .getString(Torrent.BYTE_ENCODING));
        } catch (InvalidBEncodingException ibee) {
            throw new MessageValidationException("Invalid tracker error " +
                "message!", ibee);
        }
    }

    public static HTTPTrackerErrorMessage craft(
        ErrorMessage.FailureReason reason) throws IOException,
           MessageValidationException {
        return HTTPTrackerErrorMessage.craft(reason.getMessage());
    }

    public static HTTPTrackerErrorMessage craft(String reason)
        throws IOException, MessageValidationException {
        Map<String, BEValue> params = new HashMap<String, BEValue>();
        params.put("failure reason",
            new BEValue(reason, Torrent.BYTE_ENCODING));
        return new HTTPTrackerErrorMessage(
            BEncoder.bencode(params),
            reason);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/http/HTTPTrackerMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.http;

import com.turn.ttorrent.bcodec.BDecoder;
import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.Map;


/**
 * Base class for HTTP tracker messages.
 *
 * @author mpetazzoni
 */
public abstract class HTTPTrackerMessage extends TrackerMessage {

    protected HTTPTrackerMessage(Type type, ByteBuffer data) {
        super(type, data);
    }

    public static HTTPTrackerMessage parse(ByteBuffer data)
        throws IOException, MessageValidationException {
        BEValue decoded = BDecoder.bdecode(data);
        if (decoded == null) {
            throw new MessageValidationException(
                "Could not decode tracker message (not B-encoded?)!");
        }

        Map<String, BEValue> params = decoded.getMap();

        if (params.containsKey("info_hash")) {
            return HTTPAnnounceRequestMessage.parse(data);
        } else if (params.containsKey("peers")) {
            return HTTPAnnounceResponseMessage.parse(data);
        } else if (params.containsKey("failure reason")) {
            return HTTPTrackerErrorMessage.parse(data);
        }

        throw new MessageValidationException("Unknown HTTP tracker message!");
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/IncomingConnectionListener.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.client.peer.SharingPeer;

import java.nio.channels.SocketChannel;
import java.util.EventListener;

/**
 * EventListener interface for objects that want to handle incoming peer
 * connections.
 *
 * @author mpetazzoni
 */
public interface IncomingConnectionListener extends EventListener {

    public void handleNewPeerConnection(SocketChannel channel, byte[] peerId);

    public void handleFailedConnection(SharingPeer peer, Throwable cause);
}
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common/src/main/java/no/uis/msalte/thesis/common/util/InputStreamUtils.javapackage no.uis.msalte.thesis.common.util;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class InputStreamUtils {

    /**
     * Parses an InputStream object to a String object
     * 
     * @param is
     *            The InputStream object to parse
     * @return The String object representing the InputStream's content
     * @throws IOException
     */
    public static String parse(InputStream is) throws IOException {
        final BufferedReader br = new BufferedReader(new InputStreamReader(is));
        final StringBuilder sb = new StringBuilder();

        String line;

        while ((line = br.readLine()) != null) {
            sb.append(line);
        }

        br.close();
        is.close();

        return sb.toString();
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/bcodec/InvalidBEncodingException.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

package com.turn.ttorrent.bcodec;

import java.io.IOException;


/**
 * Exception thrown when a B-encoded stream cannot be decoded.
 *
 * @author mpetazzoni
 */
public class InvalidBEncodingException extends IOException {

    public static final long serialVersionUID = -1;

    public InvalidBEncodingException(String message) {
        super(message);
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/util/JsonTransformer.javapackage no.uis.msalte.thesis.web_service.util;

import spark.ResponseTransformer;

import com.google.gson.Gson;
import com.google.gson.GsonBuilder;

public class JsonTransformer implements ResponseTransformer {
    public static final Gson GSON = new GsonBuilder().disableHtmlEscaping().create();
    
    @Override
    public String render(Object obj) throws Exception {
        return GSON.toJson(obj);
    }
}
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secure-share/src/main/java/no/uis/msalte/thesis/secure_share/model/KeyTuple.javapackage no.uis.msalte.thesis.secure_share.model;

public class KeyTuple {
    private String publicKey;
    private String reEncryptionKey;

    public KeyTuple(String publicKey, String reEncryptionKey) {
        this.publicKey = publicKey;
        this.reEncryptionKey = reEncryptionKey;
    }

    public String getPublicKey() {
        return publicKey;
    }

    public void setPublicKey(String publicKey) {
        this.publicKey = publicKey;
    }

    public String getReEncryptionKey() {
        return reEncryptionKey;
    }

    public void setReEncryptionKey(String reEncryptionKey) {
        this.reEncryptionKey = reEncryptionKey;
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/peer/MessageListener.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.peer;

import com.turn.ttorrent.common.protocol.PeerMessage;

import java.util.EventListener;


/**
 * EventListener interface for objects that want to receive incoming messages
 * from peers.
 *
 * @author mpetazzoni
 */
public interface MessageListener extends EventListener {

    public void handleMessage(PeerMessage msg);
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/NewPublicKeyPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class NewPublicKeyPostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_NEW_PUBLIC_KEY);

    public NewPublicKeyPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        String secretKey = "";

        for (Part part : request.raw().getParts()) {
            if (part.getName().equals(PARAM_SECRET_KEY)) {
                secretKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamValid = !secretKey.isEmpty();

        if (isParamValid) {
            try {
                final String publicKey = WebServiceUtils.SECURE_CLOUD_SHARE
                        .newPublicKey(secretKey);

                if (publicKey != null) {
                    // everything fine, treat as HTTP_OK
                    final String message = "Public key generated";
                    final String content = publicKey;

                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // ignore
            }
        }

        return r;
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/NewReEncryptionKeyPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class NewReEncryptionKeyPostRoute extends WebServiceRoute {
    public static final String PATH = String.format("/%s",
            FUNC_NEW_RE_ENCRYPTION_KEY);

    public NewReEncryptionKeyPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        String secretKey = "";
        String publicKey = "";

        for (Part part : request.raw().getParts()) {
            if (part.getName().equals(PARAM_SECRET_KEY)) {
                secretKey = InputStreamUtils.parse(part.getInputStream());
            } else if (part.getName().equals(PARAM_PUBLIC_KEY)) {
                publicKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamValid = !secretKey.isEmpty()
                && !publicKey.isEmpty();

        if (isParamValid) {
            try {
                final String reEncryptionKey = WebServiceUtils.SECURE_CLOUD_SHARE
                        .newReEncryptionKey(secretKey, publicKey);

                if (reEncryptionKey != null) {
                    // everything fine, treat as HTTP_OK
                    final String message = "Re-encryption key generated";
                    final String content = reEncryptionKey;

                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // ignore
            }
        }

        return r;
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/NewSecretKeyGetRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class NewSecretKeyGetRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_NEW_SECRET_KEY);

    public NewSecretKeyGetRoute() {
        super(PATH, false);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        final String secretKey = WebServiceUtils.SECURE_CLOUD_SHARE
                .newSecretKey();

        if (secretKey != null) {
            final String message = "Secret key generated";
            final String content = secretKey;

            r.setStatus(HttpURLConnection.HTTP_OK);
            r.setMessage(message);
            r.setContent(content);
        }

        return r;
    }

}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/NewTorrentPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.io.File;
import java.net.HttpURLConnection;
import java.nio.file.Paths;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class NewTorrentPostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_NEW_TORRENT);

    public NewTorrentPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        Part filePart = null;

        for (Part part : request.raw().getParts()) {
            if (part.getName().equals(PARAM_FILE)) {
                filePart = part;
            }
        }

        final boolean isParamsValid = filePart != null;

        if (isParamsValid) {
            File file = null;
            try {
                String fileName = WebServiceUtils
                        .parseFileNameFromHeader(filePart);

                filePart.write(fileName);

                file = Paths.get(
                        String.format("%s//%s",
                                WebServiceUtils.MULTIPART_CONFIG.getLocation(),
                                fileName)).toFile();

                final String torrent = WebServiceUtils.SECURE_CLOUD_SHARE
                        .newTorrent(file);

                if (torrent != null) {
                    // everything fine, treat as HTTP_OK
                    final String message = "New torrent generated";
                    final String content = torrent;

                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // Ignore
            } finally {
                if (file != null) {
                    file.delete();
                }
                if (filePart != null) {
                    filePart.delete();
                }
            }
        }

        return r;
    }

}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/Peer.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common;

import com.turn.ttorrent.common.Torrent;

import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.nio.ByteBuffer;


/**
 * A basic BitTorrent peer.
 *
 * <p>
 * This class is meant to be a common base for the tracker and client, which
 * would presumably subclass it to extend its functionality and fields.
 * </p>
 *
 * @author mpetazzoni
 */
public class Peer {

    private final InetSocketAddress address;
    private final String hostId;

    private ByteBuffer peerId;
    private String hexPeerId;

    /**
     * Instantiate a new peer.
     *
     * @param address The peer's address, with port.
     */
    public Peer(InetSocketAddress address) {
        this(address, null);
    }

    /**
     * Instantiate a new peer.
     *
     * @param ip The peer's IP address.
     * @param port The peer's port.
     */
    public Peer(String ip, int port) {
        this(new InetSocketAddress(ip, port), null);
    }

    /**
     * Instantiate a new peer.
     *
     * @param ip The peer's IP address.
     * @param port The peer's port.
     * @param peerId The byte-encoded peer ID.
     */
    public Peer(String ip, int port, ByteBuffer peerId) {
        this(new InetSocketAddress(ip, port), peerId);
    }

    /**
     * Instantiate a new peer.
     *
     * @param address The peer's address, with port.
     * @param peerId The byte-encoded peer ID.
     */
    public Peer(InetSocketAddress address, ByteBuffer peerId) {
        this.address = address;
        this.hostId = String.format("%s:%d",
            this.address.getAddress(),
            this.address.getPort());

        this.setPeerId(peerId);
    }

    /**
     * Tells whether this peer has a known peer ID yet or not.
     */
    public boolean hasPeerId() {
        return this.peerId != null;
    }

    /**
     * Returns the raw peer ID as a {@link ByteBuffer}.
     */
    public ByteBuffer getPeerId() {
        return this.peerId;
    }

    /**
     * Set a peer ID for this peer (usually during handshake).
     *
     * @param peerId The new peer ID for this peer.
     */
    public void setPeerId(ByteBuffer peerId) {
        if (peerId != null) {
            this.peerId = peerId;
            this.hexPeerId = Torrent.byteArrayToHexString(peerId.array());
        } else {
            this.peerId = null;
            this.hexPeerId = null;
        }
    }

    /**
     * Get the hexadecimal-encoded string representation of this peer's ID.
     */
    public String getHexPeerId() {
        return this.hexPeerId;
    }

    /**
     * Get the shortened hexadecimal-encoded peer ID.
     */
    public String getShortHexPeerId() {
        return String.format("..%s",
            this.hexPeerId.substring(this.hexPeerId.length()-6).toUpperCase());
    }

    /**
     * Returns this peer's IP address.
     */
    public String getIp() {
        return this.address.getAddress().getHostAddress();
    }

    /**
     * Returns this peer's InetAddress.
     */
    public InetAddress getAddress() {
        return this.address.getAddress();
    }

    /**
     * Returns this peer's port number.
     */
    public int getPort() {
        return this.address.getPort();
    }

    /**
     * Returns this peer's host identifier ("host:port").
     */
    public String getHostIdentifier() {
        return this.hostId;
    }

    /**
     * Returns a binary representation of the peer's IP.
     */
    public byte[] getRawIp() {
        return this.address.getAddress().getAddress();
    }

    /**
     * Returns a human-readable representation of this peer.
     */
    public String toString() {
        StringBuilder s = new StringBuilder("peer://")
            .append(this.getIp()).append(":").append(this.getPort())
            .append("/");

        if (this.hasPeerId()) {
            s.append(this.hexPeerId.substring(this.hexPeerId.length()-6));
        } else {
            s.append("?");
        }

        if (this.getPort() < 10000) {
            s.append(" ");
        }

        return s.toString();
    }

    /**
     * Tells if two peers seem to look alike (i.e. they have the same IP, port
     * and peer ID if they have one).
     */
    public boolean looksLike(Peer other) {
        if (other == null) {
            return false;
        }

        return this.hostId.equals(other.hostId) &&
            (this.hasPeerId()
                 ? this.hexPeerId.equals(other.hexPeerId)
                 : true);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/peer/PeerActivityListener.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.peer;

import com.turn.ttorrent.client.Piece;

import java.io.IOException;

import java.util.BitSet;
import java.util.EventListener;


/**
 * EventListener interface for objects that want to handle peer activity
 * events like piece availability, or piece completion events, and more.
 *
 * @author mpetazzoni
 */
public interface PeerActivityListener extends EventListener {

    /**
     * Peer choked handler.
     *
     * <p>
     * This handler is fired when a peer choked and now refuses to send data to
     * us. This means we should not try to request or expect anything from it
     * until it becomes ready again.
     * </p>
     *
     * @param peer The peer that choked.
     */
    public void handlePeerChoked(SharingPeer peer);

    /**
     * Peer ready handler.
     *
     * <p>
     * This handler is fired when a peer notified that it is no longer choked.
     * This means we can send piece block requests to it and start downloading.
     * </p>
     *
     * @param peer The peer that became ready.
     */
    public void handlePeerReady(SharingPeer peer);

    /**
     * Piece availability handler.
     *
     * <p>
     * This handler is fired when an update in piece availability is received
     * from a peer's HAVE message.
     * </p>
     *
     * @param peer The peer we got the update from.
     * @param piece The piece that became available from this peer.
     */
    public void handlePieceAvailability(SharingPeer peer, Piece piece);

    /**
     * Bit field availability handler.
     *
     * <p>
     * This handler is fired when an update in piece availability is received
     * from a peer's BITFIELD message.
     * </p>
     *
     * @param peer The peer we got the update from.
     * @param availablePieces The pieces availability bit field of the peer.
     */
    public void handleBitfieldAvailability(SharingPeer peer,
            BitSet availablePieces);

    /**
     * Piece upload completion handler.
     *
     * <p>
     * This handler is fired when a piece has been uploaded entirely to a peer.
     * </p>
     *
     * @param peer The peer the piece was sent to.
     * @param piece The piece in question.
     */
    public void handlePieceSent(SharingPeer peer, Piece piece);

    /**
     * Piece download completion handler.
     *
     * <p>
     * This handler is fired when a piece has been downloaded entirely and the
     * piece data has been revalidated.
     * </p>
     *
     * <p>
     * <b>Note:</b> the piece may <em>not</em> be valid after it has been
     * downloaded, in which case appropriate action should be taken to
     * redownload the piece.
     * </p>
     *
     * @param peer The peer we got this piece from.
     * @param piece The piece in question.
     */
    public void handlePieceCompleted(SharingPeer peer, Piece piece)
        throws IOException;

    /**
     * Peer disconnection handler.
     *
     * <p>
     * This handler is fired when a peer disconnects, or is disconnected due to
     * protocol violation.
     * </p>
     *
     * @param peer The peer we got this piece from.
     */
    public void handlePeerDisconnected(SharingPeer peer);

    /**
     * Handler for IOException during peer operation.
     *
     * @param peer The peer whose activity trigger the exception.
     * @param ioe The IOException object, for reporting.
     */
    public void handleIOException(SharingPeer peer, IOException ioe);
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/peer/PeerExchange.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.peer;

import com.turn.ttorrent.client.SharedTorrent;
import com.turn.ttorrent.common.protocol.PeerMessage;
import com.turn.ttorrent.common.protocol.PeerMessage.Type;

import java.io.EOFException;
import java.io.IOException;
import java.lang.InterruptedException;
import java.net.SocketException;
import java.nio.ByteBuffer;
import java.nio.channels.SocketChannel;
import java.nio.channels.Selector;
import java.nio.channels.SelectionKey;
import java.text.ParseException;
import java.util.BitSet;
import java.util.HashSet;
import java.util.Set;
import java.util.Iterator;
import java.util.concurrent.BlockingQueue;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.TimeUnit;

import org.apache.commons.io.IOUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * Incoming and outgoing peer communication system.
 *
 * <p>
 * The peer exchange is a wrapper around peer communication. It provides both
 * incoming and outgoing communication channels to a connected peer after a
 * successful handshake.
 * </p>
 *
 * <p>
 * When a socket is bound to a sharing peer, a PeerExchange is automatically
 * created to wrap this socket into a more usable system for communication with
 * the remote peer.
 * </p>
 *
 * <p>
 * For incoming messages, the peer exchange provides message parsing and calls
 * the <code>handleMessage()</code> method of the peer for each successfully
 * parsed message.
 * </p>
 *
 * <p>
 * For outgoing message, the peer exchange offers a <code>send()</code> message
 * that queues messages, and takes care of automatically sending a keep-alive
 * message to the remote peer every two minutes when other message have been
 * sent in that period of time, as recommended by the BitTorrent protocol
 * specification.
 * </p>
 *
 * @author mpetazzoni
 */
class PeerExchange {

    private static final Logger logger =
        LoggerFactory.getLogger(PeerExchange.class);

    private static final int KEEP_ALIVE_IDLE_MINUTES = 2;

    private SharingPeer peer;
    private SharedTorrent torrent;
    private SocketChannel channel;

    private Set<MessageListener> listeners;

    private IncomingThread in;
    private OutgoingThread out;
    private BlockingQueue<PeerMessage> sendQueue;
    private volatile boolean stop;

    /**
     * Initialize and start a new peer exchange.
     *
     * @param peer The remote peer to communicate with.
     * @param torrent The torrent we're exchanging on with the peer.
     * @param channel A channel on the connected socket to the peer.
     */
    public PeerExchange(SharingPeer peer, SharedTorrent torrent,
            SocketChannel channel) throws SocketException {
        this.peer = peer;
        this.torrent = torrent;
        this.channel = channel;

        this.listeners = new HashSet<MessageListener>();
        this.sendQueue = new LinkedBlockingQueue<PeerMessage>();

        if (!this.peer.hasPeerId()) {
            throw new IllegalStateException("Peer does not have a " +
                    "peer ID. Was the handshake made properly?");
        }

        this.in = new IncomingThread();
        this.in.setName("bt-peer(" +
            this.peer.getShortHexPeerId() + ")-recv");

        this.out = new OutgoingThread();
        this.out.setName("bt-peer(" +
            this.peer.getShortHexPeerId() + ")-send");
        this.out.setDaemon(true);

        // Automatically start the exchange activity loops
        this.stop = false;
        this.in.start();
        this.out.start();

        logger.debug("Started peer exchange with {} for {}.",
            this.peer, this.torrent);

        // If we have pieces, start by sending a BITFIELD message to the peer.
        BitSet pieces = this.torrent.getCompletedPieces();
        if (pieces.cardinality() > 0) {
            this.send(PeerMessage.BitfieldMessage.craft(pieces));
        }
    }

    /**
     * Register a new message listener to receive messages.
     *
     * @param listener The message listener object.
     */
    public void register(MessageListener listener) {
        this.listeners.add(listener);
    }

    /**
     * Tells if the peer exchange is active.
     */
    public boolean isConnected() {
        return this.channel.isConnected();
    }

    /**
     * Send a message to the connected peer.
     *
     * <p>
     * The message is queued in the outgoing message queue and will be
     * processed as soon as possible.
     * </p>
     *
     * @param message The message object to send.
     */
    public void send(PeerMessage message) {
        try {
            this.sendQueue.put(message);
        } catch (InterruptedException ie) {
            // Ignore, our send queue will only block if it contains
            // MAX_INTEGER messages, in which case we're already in big
            // trouble, and we'd have to be interrupted, too.
        }
    }

    /**
     * Close and stop the peer exchange.
     *
     * <p>
     * Closes the socket channel and stops both incoming and outgoing threads.
     * </p>
     */
    public void close() {
        this.stop = true;

        if (this.channel.isConnected()) {
            IOUtils.closeQuietly(this.channel);
        }

        logger.debug("Peer exchange with {} closed.", this.peer);
    }

    /**
     * Abstract Thread subclass that allows conditional rate limiting
     * for <code>PIECE</code> messages.
     * 
     * <p>
     * To impose rate limits, we only want to throttle when processing PIECE
     * messages. All other peer messages should be exchanged as quickly as
     * possible.
     * </p>
     * 
     * @author ptgoetz
     */
    private abstract class RateLimitThread extends Thread {

        protected final Rate rate = new Rate();
        protected long sleep = 1000;

        /**
         * Dynamically determines an amount of time to sleep, based on the
         * average read/write throughput.
         * 
         * <p>
         * The algorithm is functional, but could certainly be improved upon.
         * One obvious drawback is that with large changes in
         * <code>maxRate</code>, it will take a while for the sleep time to
         * adjust and the throttled rate to "smooth out."
         * </p>
         * 
         * <p>
         * Ideally, it would calculate the optimal sleep time necessary to hit
         * a desired throughput rather than continuously adjust toward a goal.
         * </p>
         * 
         * @param maxRate the target rate in kB/second.
         * @param messageSize the size, in bytes, of the last message read/written.
         * @param message the last <code>PeerMessage</code> read/written.
         */
        protected void rateLimit(double maxRate, long messageSize, PeerMessage message) {
            if (message.getType() != Type.PIECE || maxRate <= 0) {
                return;
            }

            try {
                this.rate.add(messageSize);

                // Continuously adjust the sleep time to try to hit our target
                // rate limit.
                if (rate.get() > (maxRate * 1024)) {
                    Thread.sleep(this.sleep);
                    this.sleep += 50;
                } else {
                    this.sleep = this.sleep > 50
                        ? this.sleep - 50
                        : 0;
                }
            } catch (InterruptedException e) {
                // Not critical, eat it.
            }
        }
    }

    /**
     * Incoming messages thread.
     *
     * <p>
     * The incoming messages thread reads from the socket's input stream and
     * waits for incoming messages. When a message is fully retrieve, it is
     * parsed and passed to the peer's <code>handleMessage()</code> method that
     * will act based on the message type.
     * </p>
     * 
     * @author mpetazzoni
     */
    private class IncomingThread extends RateLimitThread {

        /**
         * Read data from the incoming channel of the socket using a {@link
         * Selector}.
         *
         * @param selector The socket selector into which the peer socket has
         *  been inserted.
         * @param buffer A {@link ByteBuffer} to put the read data into.
         * @return The number of bytes read.
         */
        private long read(Selector selector, ByteBuffer buffer) throws IOException {
            if (selector.select() == 0 || !buffer.hasRemaining()) {
                return 0;
            }

            long size = 0;
            Iterator it = selector.selectedKeys().iterator();
            while (it.hasNext()) {
                SelectionKey key = (SelectionKey) it.next();
                if (key.isReadable()) {
                    int read = ((SocketChannel) key.channel()).read(buffer);
                    if (read < 0) {
                        throw new IOException("Unexpected end-of-stream while reading");
                    }
                    size += read;
                }
                it.remove();
            }

            return size;
        }

        private void handleIOE(IOException ioe) {
            logger.debug("Could not read message from {}: {}",
                peer,
                ioe.getMessage() != null
                    ? ioe.getMessage()
                    : ioe.getClass().getName());
            peer.unbind(true);
        }

        @Override
        public void run() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(1*1024*1024);
            Selector selector = null;

            try {
                selector = Selector.open();
                channel.register(selector, SelectionKey.OP_READ);

                while (!stop) {
                    buffer.rewind();
                    buffer.limit(PeerMessage.MESSAGE_LENGTH_FIELD_SIZE);

                    // Keep reading bytes until the length field has been read
                    // entirely.
                    while (!stop && buffer.hasRemaining()) {
                        this.read(selector, buffer);
                    }

                    // Reset the buffer limit to the expected message size.
                    int pstrlen = buffer.getInt(0);
                    buffer.limit(PeerMessage.MESSAGE_LENGTH_FIELD_SIZE + pstrlen);

                    long size = 0;
                    while (!stop && buffer.hasRemaining()) {
                        size += this.read(selector, buffer);
                    }

                    buffer.rewind();

                    try {
                        PeerMessage message = PeerMessage.parse(buffer, torrent);
                        logger.trace("Received {} from {}", message, peer);

                        // Wait if needed to reach configured download rate.
                        this.rateLimit(
                            PeerExchange.this.torrent.getMaxDownloadRate(),
                            size, message);

                        for (MessageListener listener : listeners)
                            listener.handleMessage(message);
                    } catch (ParseException pe) {
                        logger.warn("{}", pe.getMessage());
                    }
                }
            } catch (IOException ioe) {
                this.handleIOE(ioe);
            } finally {
                try {
                    if (selector != null) {
                        selector.close();
                    }
                } catch (IOException ioe) {
                    this.handleIOE(ioe);
                }
            }
        }
    }

    /**
     * Outgoing messages thread.
     *
     * <p>
     * The outgoing messages thread waits for messages to appear in the send
     * queue and processes them, in order, as soon as they arrive.
     * </p>
     *
     * <p>
     * If no message is available for KEEP_ALIVE_IDLE_MINUTES minutes, it will
     * automatically send a keep-alive message to the remote peer to keep the
     * connection active.
     * </p>
     *
     * @author mpetazzoni
     */
    private class OutgoingThread extends RateLimitThread {

        @Override
        public void run() {
            try {
                // Loop until told to stop. When stop was requested, loop until
                // the queue is served.
                while (!stop || (stop && sendQueue.size() > 0)) {
                    try {
                        // Wait for two minutes for a message to send
                        PeerMessage message = sendQueue.poll(
                                PeerExchange.KEEP_ALIVE_IDLE_MINUTES,
                                TimeUnit.MINUTES);

                        if (message == null) {
                            if (stop) {
                                return;
                            }

                            message = PeerMessage.KeepAliveMessage.craft();
                        }

                        logger.trace("Sending {} to {}", message, peer);

                        ByteBuffer data = message.getData();
                        long size = 0;
                        while (!stop && data.hasRemaining()) {
                            int written = channel.write(data);
                            size += written;
                            if (written < 0) {
                                throw new EOFException(
                                    "Reached end of stream while writing");
                            }
                        }

                        // Wait if needed to reach configured upload rate.
                        this.rateLimit(PeerExchange.this.torrent.getMaxUploadRate(),
                            size, message);
                    } catch (InterruptedException ie) {
                        // Ignore and potentially terminate
                    }
                }
            } catch (IOException ioe) {
                logger.debug("Could not send message to {}: {}",
                    peer,
                    ioe.getMessage() != null
                        ? ioe.getMessage()
                        : ioe.getClass().getName());
                peer.unbind(true);
            }
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/PeerMessage.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol;

import com.turn.ttorrent.client.SharedTorrent;

import java.nio.ByteBuffer;
import java.text.ParseException;
import java.util.BitSet;

/**
 * BitTorrent peer protocol messages representations.
 *
 * <p>
 * This class and its <em>*Messages</em> subclasses provide POJO
 * representations of the peer protocol messages, along with easy parsing from
 * an input ByteBuffer to quickly get a usable representation of an incoming
 * message.
 * </p>
 *
 * @author mpetazzoni
 * @see <a href="http://wiki.theory.org/BitTorrentSpecification#Peer_wire_protocol_.28TCP.29">BitTorrent peer wire protocol</a>
 */
public abstract class PeerMessage {

    /** The size, in bytes, of the length field in a message (one 32-bit
     * integer). */
    public static final int MESSAGE_LENGTH_FIELD_SIZE = 4;

    /**
     * Message type.
     *
     * <p>
     * Note that the keep-alive messages don't actually have an type ID defined
     * in the protocol as they are of length 0.
     * </p>
     */
    public enum Type {
        KEEP_ALIVE(-1),
        CHOKE(0),
        UNCHOKE(1),
        INTERESTED(2),
        NOT_INTERESTED(3),
        HAVE(4),
        BITFIELD(5),
        REQUEST(6),
        PIECE(7),
        CANCEL(8);

        private byte id;
        Type(int id) {
            this.id = (byte)id;
        }

        public boolean equals(byte c) {
            return this.id == c;
        }

        public byte getTypeByte() {
            return this.id;
        }

        public static Type get(byte c) {
            for (Type t : Type.values()) {
                if (t.equals(c)) {
                    return t;
                }
            }
            return null;
        }
    };

    private final Type type;
    private final ByteBuffer data;

    private PeerMessage(Type type, ByteBuffer data) {
        this.type = type;
        this.data = data;
        this.data.rewind();
    }

    public Type getType() {
        return this.type;
    }

    /**
     * Returns a {@link ByteBuffer} backed by the same data as this message.
     *
     * <p>
     * This method returns a duplicate of the buffer stored in this {@link
     * PeerMessage} object to allow for multiple consumers to read from the
     * same message without conflicting access to the buffer's position, mark
     * and limit.
     * </p>
     */
    public ByteBuffer getData() {
        return this.data.duplicate();
    }

    /**
     * Validate that this message makes sense for the torrent it's related to.
     *
     * <p>
     * This method is meant to be overloaded by distinct message types, where
     * it makes sense. Otherwise, it defaults to true.
     * </p>
     *
     * @param torrent The torrent this message is about.
     */
    public PeerMessage validate(SharedTorrent torrent)
        throws MessageValidationException {
        return this;
    }

    public String toString() {
        return this.getType().name();
    }

    /**
     * Parse the given buffer into a peer protocol message.
     *
     * <p>
     * Parses the provided byte array and builds the corresponding PeerMessage
     * subclass object.
     * </p>
     *
     * @param buffer The byte buffer containing the message data.
     * @param torrent The torrent this message is about.
     * @return A PeerMessage subclass instance.
     * @throws ParseException When the message is invalid, can't be parsed or
     * does not match the protocol requirements.
     */
    public static PeerMessage parse(ByteBuffer buffer, SharedTorrent torrent)
        throws ParseException {
        int length = buffer.getInt();
        if (length == 0) {
            return KeepAliveMessage.parse(buffer, torrent);
        } else if (length != buffer.remaining()) {
            throw new ParseException("Message size did not match announced " +
                    "size!", 0);
        }

        Type type = Type.get(buffer.get());
        if (type == null) {
            throw new ParseException("Unknown message ID!",
                    buffer.position()-1);
        }

        switch (type) {
            case CHOKE:
                return ChokeMessage.parse(buffer.slice(), torrent);
            case UNCHOKE:
                return UnchokeMessage.parse(buffer.slice(), torrent);
            case INTERESTED:
                return InterestedMessage.parse(buffer.slice(), torrent);
            case NOT_INTERESTED:
                return NotInterestedMessage.parse(buffer.slice(), torrent);
            case HAVE:
                return HaveMessage.parse(buffer.slice(), torrent);
            case BITFIELD:
                return BitfieldMessage.parse(buffer.slice(), torrent);
            case REQUEST:
                return RequestMessage.parse(buffer.slice(), torrent);
            case PIECE:
                return PieceMessage.parse(buffer.slice(), torrent);
            case CANCEL:
                return CancelMessage.parse(buffer.slice(), torrent);
            default:
                throw new IllegalStateException("Message type should have " +
                        "been properly defined by now.");
        }
    }

    public static class MessageValidationException extends ParseException {

        static final long serialVersionUID = -1;

        public MessageValidationException(PeerMessage m) {
            super("Message " + m + " is not valid!", 0);
        }

    }


    /**
     * Keep alive message.
     *
     * <len=0000>
     */
    public static class KeepAliveMessage extends PeerMessage {

        private static final int BASE_SIZE = 0;

        private KeepAliveMessage(ByteBuffer buffer) {
            super(Type.KEEP_ALIVE, buffer);
        }

        public static KeepAliveMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return (KeepAliveMessage)new KeepAliveMessage(buffer)
                .validate(torrent);
        }

        public static KeepAliveMessage craft() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + KeepAliveMessage.BASE_SIZE);
            buffer.putInt(KeepAliveMessage.BASE_SIZE);
            return new KeepAliveMessage(buffer);
        }
    }

    /**
     * Choke message.
     *
     * <len=0001><id=0>
     */
    public static class ChokeMessage extends PeerMessage {

        private static final int BASE_SIZE = 1;

        private ChokeMessage(ByteBuffer buffer) {
            super(Type.CHOKE, buffer);
        }

        public static ChokeMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return (ChokeMessage)new ChokeMessage(buffer)
                .validate(torrent);
        }

        public static ChokeMessage craft() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + ChokeMessage.BASE_SIZE);
            buffer.putInt(ChokeMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.CHOKE.getTypeByte());
            return new ChokeMessage(buffer);
        }
    }

    /**
     * Unchoke message.
     *
     * <len=0001><id=1>
     */
    public static class UnchokeMessage extends PeerMessage {

        private static final int BASE_SIZE = 1;

        private UnchokeMessage(ByteBuffer buffer) {
            super(Type.UNCHOKE, buffer);
        }

        public static UnchokeMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return (UnchokeMessage)new UnchokeMessage(buffer)
                .validate(torrent);
        }

        public static UnchokeMessage craft() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + UnchokeMessage.BASE_SIZE);
            buffer.putInt(UnchokeMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.UNCHOKE.getTypeByte());
            return new UnchokeMessage(buffer);
        }
    }

    /**
     * Interested message.
     *
     * <len=0001><id=2>
     */
    public static class InterestedMessage extends PeerMessage {

        private static final int BASE_SIZE = 1;

        private InterestedMessage(ByteBuffer buffer) {
            super(Type.INTERESTED, buffer);
        }

        public static InterestedMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return (InterestedMessage)new InterestedMessage(buffer)
                .validate(torrent);
        }

        public static InterestedMessage craft() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + InterestedMessage.BASE_SIZE);
            buffer.putInt(InterestedMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.INTERESTED.getTypeByte());
            return new InterestedMessage(buffer);
        }
    }

    /**
     * Not interested message.
     *
     * <len=0001><id=3>
     */
    public static class NotInterestedMessage extends PeerMessage {

        private static final int BASE_SIZE = 1;

        private NotInterestedMessage(ByteBuffer buffer) {
            super(Type.NOT_INTERESTED, buffer);
        }

        public static NotInterestedMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return (NotInterestedMessage)new NotInterestedMessage(buffer)
                .validate(torrent);
        }

        public static NotInterestedMessage craft() {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + NotInterestedMessage.BASE_SIZE);
            buffer.putInt(NotInterestedMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.NOT_INTERESTED.getTypeByte());
            return new NotInterestedMessage(buffer);
        }
    }

    /**
     * Have message.
     *
     * <len=0005><id=4><piece index=xxxx>
     */
    public static class HaveMessage extends PeerMessage {

        private static final int BASE_SIZE = 5;

        private int piece;

        private HaveMessage(ByteBuffer buffer, int piece) {
            super(Type.HAVE, buffer);
            this.piece = piece;
        }

        public int getPieceIndex() {
            return this.piece;
        }

        @Override
        public HaveMessage validate(SharedTorrent torrent)
            throws MessageValidationException {
            if (this.piece >= 0 && this.piece < torrent.getPieceCount()) {
                return this;
            }

            throw new MessageValidationException(this);
        }

        public static HaveMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            return new HaveMessage(buffer, buffer.getInt())
                .validate(torrent);
        }

        public static HaveMessage craft(int piece) {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + HaveMessage.BASE_SIZE);
            buffer.putInt(HaveMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.HAVE.getTypeByte());
            buffer.putInt(piece);
            return new HaveMessage(buffer, piece);
        }

        public String toString() {
            return super.toString() + " #" + this.getPieceIndex();
        }
    }

    /**
     * Bitfield message.
     *
     * <len=0001+X><id=5><bitfield>
     */
    public static class BitfieldMessage extends PeerMessage {

        private static final int BASE_SIZE = 1;

        private BitSet bitfield;

        private BitfieldMessage(ByteBuffer buffer, BitSet bitfield) {
            super(Type.BITFIELD, buffer);
            this.bitfield = bitfield;
        }

        public BitSet getBitfield() {
            return this.bitfield;
        }

        @Override
        public BitfieldMessage validate(SharedTorrent torrent)
            throws MessageValidationException {
            if (this.bitfield.length() <= torrent.getPieceCount()) {
                return this;
            }

            throw new MessageValidationException(this);
        }

        public static BitfieldMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            BitSet bitfield = new BitSet(buffer.remaining()*8);
            for (int i=0; i < buffer.remaining()*8; i++) {
                if ((buffer.get(i/8) & (1 << (7 -(i % 8)))) > 0) {
                    bitfield.set(i);
                }
            }

            return new BitfieldMessage(buffer, bitfield)
                .validate(torrent);
        }

        public static BitfieldMessage craft(BitSet availablePieces) {
            byte[] bitfield = new byte[
                (int) Math.ceil((double)availablePieces.length()/8)];
            for (int i=availablePieces.nextSetBit(0); i >= 0;
                    i=availablePieces.nextSetBit(i+1)) {
                bitfield[i/8] |= 1 << (7 -(i % 8));
            }

            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + BitfieldMessage.BASE_SIZE + bitfield.length);
            buffer.putInt(BitfieldMessage.BASE_SIZE + bitfield.length);
            buffer.put(PeerMessage.Type.BITFIELD.getTypeByte());
            buffer.put(ByteBuffer.wrap(bitfield));
            return new BitfieldMessage(buffer, availablePieces);
        }

        public String toString() {
            return super.toString() + " " + this.getBitfield().cardinality();
        }
    }

    /**
     * Request message.
     *
     * <len=00013><id=6><piece index><block offset><block length>
     */
    public static class RequestMessage extends PeerMessage {

        private static final int BASE_SIZE = 13;

        /** Default block size is 2^14 bytes, or 16kB. */
        public static final int DEFAULT_REQUEST_SIZE = 16384;

        /** Max block request size is 2^17 bytes, or 131kB. */
        public static final int MAX_REQUEST_SIZE = 131072;

        private int piece;
        private int offset;
        private int length;

        private RequestMessage(ByteBuffer buffer, int piece,
                int offset, int length) {
            super(Type.REQUEST, buffer);
            this.piece = piece;
            this.offset = offset;
            this.length = length;
        }

        public int getPiece() {
            return this.piece;
        }

        public int getOffset() {
            return this.offset;
        }

        public int getLength() {
            return this.length;
        }

        @Override
        public RequestMessage validate(SharedTorrent torrent)
            throws MessageValidationException {
            if (this.piece >= 0 && this.piece < torrent.getPieceCount() &&
                this.offset + this.length <=
                    torrent.getPiece(this.piece).size()) {
                return this;
            }

            throw new MessageValidationException(this);
        }

        public static RequestMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            int piece = buffer.getInt();
            int offset = buffer.getInt();
            int length = buffer.getInt();
            return new RequestMessage(buffer, piece,
                    offset, length).validate(torrent);
        }

        public static RequestMessage craft(int piece, int offset, int length) {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + RequestMessage.BASE_SIZE);
            buffer.putInt(RequestMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.REQUEST.getTypeByte());
            buffer.putInt(piece);
            buffer.putInt(offset);
            buffer.putInt(length);
            return new RequestMessage(buffer, piece, offset, length);
        }

        public String toString() {
            return super.toString() + " #" + this.getPiece() +
                " (" + this.getLength() + "@" + this.getOffset() + ")";
        }
    }

    /**
     * Piece message.
     *
     * <len=0009+X><id=7><piece index><block offset><block data>
     */
    public static class PieceMessage extends PeerMessage {

        private static final int BASE_SIZE = 9;

        private int piece;
        private int offset;
        private ByteBuffer block;

        private PieceMessage(ByteBuffer buffer, int piece,
                int offset, ByteBuffer block) {
            super(Type.PIECE, buffer);
            this.piece = piece;
            this.offset = offset;
            this.block = block;
        }

        public int getPiece() {
            return this.piece;
        }

        public int getOffset() {
            return this.offset;
        }

        public ByteBuffer getBlock() {
            return this.block;
        }

        @Override
        public PieceMessage validate(SharedTorrent torrent)
            throws MessageValidationException {
            if (this.piece >= 0 && this.piece < torrent.getPieceCount() &&
                this.offset + this.block.limit() <=
                torrent.getPiece(this.piece).size()) {
                return this;
            }

            throw new MessageValidationException(this);
        }

        public static PieceMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            int piece = buffer.getInt();
            int offset = buffer.getInt();
            ByteBuffer block = buffer.slice();
            return new PieceMessage(buffer, piece, offset, block)
                .validate(torrent);
        }

        public static PieceMessage craft(int piece, int offset,
                ByteBuffer block) {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + PieceMessage.BASE_SIZE + block.capacity());
            buffer.putInt(PieceMessage.BASE_SIZE + block.capacity());
            buffer.put(PeerMessage.Type.PIECE.getTypeByte());
            buffer.putInt(piece);
            buffer.putInt(offset);
            buffer.put(block);
            return new PieceMessage(buffer, piece, offset, block);
        }

        public String toString() {
            return super.toString() + " #" + this.getPiece() +
                " (" + this.getBlock().capacity() + "@" + this.getOffset() + ")";
        }
    }

    /**
     * Cancel message.
     *
     * <len=00013><id=8><piece index><block offset><block length>
     */
    public static class CancelMessage extends PeerMessage {

        private static final int BASE_SIZE = 13;

        private int piece;
        private int offset;
        private int length;

        private CancelMessage(ByteBuffer buffer, int piece,
                int offset, int length) {
            super(Type.CANCEL, buffer);
            this.piece = piece;
            this.offset = offset;
            this.length = length;
        }

        public int getPiece() {
            return this.piece;
        }

        public int getOffset() {
            return this.offset;
        }

        public int getLength() {
            return this.length;
        }

        @Override
        public CancelMessage validate(SharedTorrent torrent)
            throws MessageValidationException {
            if (this.piece >= 0 && this.piece < torrent.getPieceCount() &&
                this.offset + this.length <=
                    torrent.getPiece(this.piece).size()) {
                return this;
            }

            throw new MessageValidationException(this);
        }

        public static CancelMessage parse(ByteBuffer buffer,
                SharedTorrent torrent) throws MessageValidationException {
            int piece = buffer.getInt();
            int offset = buffer.getInt();
            int length = buffer.getInt();
            return new CancelMessage(buffer, piece,
                    offset, length).validate(torrent);
        }

        public static CancelMessage craft(int piece, int offset, int length) {
            ByteBuffer buffer = ByteBuffer.allocateDirect(
                MESSAGE_LENGTH_FIELD_SIZE + CancelMessage.BASE_SIZE);
            buffer.putInt(CancelMessage.BASE_SIZE);
            buffer.put(PeerMessage.Type.CANCEL.getTypeByte());
            buffer.putInt(piece);
            buffer.putInt(offset);
            buffer.putInt(length);
            return new CancelMessage(buffer, piece, offset, length);
        }

        public String toString() {
            return super.toString() + " #" + this.getPiece() +
                " (" + this.getLength() + "@" + this.getOffset() + ")";
        }
    }
}
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secure-share/src/main/java/no/uis/msalte/thesis/secure_share/storage/Persist.javapackage no.uis.msalte.thesis.secure_share.storage;

import static no.uis.msalte.thesis.common.AppConstants.DIR_APP;
import static no.uis.msalte.thesis.common.AppConstants.DIR_DB;
import static no.uis.msalte.thesis.common.AppConstants.FILE_DB;
import static no.uis.msalte.thesis.common.AppConstants.IS_LOG_ENABLED;

import java.io.File;
import java.lang.reflect.Type;
import java.util.ArrayList;
import java.util.concurrent.ConcurrentNavigableMap;
import java.util.logging.Level;
import java.util.logging.Logger;

import no.uis.msalte.thesis.secure_share.model.KeyTuple;

import org.mapdb.DB;
import org.mapdb.DBMaker;

import com.google.gson.Gson;
import com.google.gson.GsonBuilder;
import com.google.gson.reflect.TypeToken;

public class Persist {
    
    private static final Gson GSON = new GsonBuilder().disableHtmlEscaping()
            .create();
    private static final Type GSON_TYPE = new TypeToken<ArrayList<KeyTuple>>() {
    }.getType();

    private static final Logger LOGGER = Logger.getLogger(Persist.class
            .getName());

    private static Persist instance;

    private DB db;

    private Persist() {
        init();
    }

    public static Persist getInstance() {
        if (instance == null) {
            instance = new Persist();
        }

        return instance;
    }

    private void init() {
        String path = String.format("%s\\%s\\%s", DIR_APP, DIR_DB, FILE_DB);
        
        db = DBMaker.newFileDB(new File(path)).closeOnJvmShutdown().make();
    }

    public void storeTorrent(String fileName, String fileBytes) {
        final boolean torrentExists = getMap(Maps.TORRENTS.name())
                .get(fileName) != null;

        if (!torrentExists) {
            getMap(Maps.TORRENTS.name()).put(fileName, fileBytes);

            if (IS_LOG_ENABLED) {
                LOGGER.log(Level.INFO,
                        String.format("Stored new torrent file [%s]", fileName));
            }

            db.commit();
            return;
        }

        if (IS_LOG_ENABLED) {
            LOGGER.log(Level.INFO, String.format(
                    "The torrent file [%s] is already stored", fileName));
        }
    }

    public boolean storeKeysTuple(String fileName, KeyTuple keysTuple) {
        final boolean torrentExists = hasKey(Maps.TORRENTS.name(), fileName);

        if (torrentExists) {
            ArrayList<KeyTuple> tuples = GSON.fromJson(
                    getMap(Maps.SHARES.name()).get(fileName), GSON_TYPE);

            if (tuples == null) {
                tuples = new ArrayList<KeyTuple>();
            }

            tuples.add(keysTuple);

            getMap(Maps.SHARES.name()).put(fileName, GSON.toJson(tuples));

            if (IS_LOG_ENABLED) {
                LOGGER.log(
                        Level.INFO,
                        String.format("Stored [%s] for file [%s]",
                                GSON.toJson(keysTuple), fileName));
            }

            db.commit();
            return true;
        }

        if (IS_LOG_ENABLED) {
            LOGGER.log(Level.WARNING, String.format(
                    "The file [%s] does not exist in map [%s]", fileName,
                    Maps.TORRENTS.name()));
        }

        return false;
    }

    public String readTorrent(String fileName) {
        return getMap(Maps.TORRENTS.name()).get(fileName);
    }

    public ArrayList<KeyTuple> readKeyTuples(String fileName) {
        final String json = getMap(Maps.SHARES.name()).get(fileName);

        if (json != null) {
            return GSON.fromJson(json, GSON_TYPE);
        }

        return null;
    }

    public void reset() {
        for (Maps m : Maps.values()) {
            for (String key : getMap(m.name()).keySet()) {
                getMap(m.name()).remove(key);

                if (IS_LOG_ENABLED) {
                    LOGGER.log(Level.INFO, String.format(
                            "Deleted key [%s] from map [%s]", key, m.name()));
                }
            }
        }

        db.commit();
    }

    private boolean hasKey(String map, String key) {
        return getMap(map).containsKey(key);
    }

    public String formatMap(Maps m) {
        final StringBuilder sb = new StringBuilder();
        final String map = m.name();

        sb.append(map);
        sb.append("\n");
        sb.append("---------------------");
        sb.append("\n");

        sb.append(String.format("%-60s %s", "KEY:", "VALUE:"));
        sb.append("\n");

        int length = sb.length();

        for (String key : getMap(map).keySet()) {
            sb.append(String.format("%-60s %s", key, getMap(map).get(key)));
            sb.append("\n");
        }

        if (sb.length() == length) {
            sb.append("empty");
            sb.append("\n");
        }

        return sb.toString();
    }

    private ConcurrentNavigableMap<String, String> getMap(String map) {
        return db.getTreeMap(map);
    }

    public enum Maps {
        TORRENTS, SHARES
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/Piece.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.client.peer.SharingPeer;
import com.turn.ttorrent.client.storage.TorrentByteStorage;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.Arrays;
import java.util.concurrent.Callable;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * A torrent piece.
 *
 * <p>
 * This class represents a torrent piece. Torrents are made of pieces, which
 * are in turn made of blocks that are exchanged using the peer protocol.
 * The piece length is defined at the torrent level, but the last piece that
 * makes the torrent might be smaller.
 * </p>
 *
 * <p>
 * If the torrent has multiple files, pieces can spread across file boundaries.
 * The TorrentByteStorage abstracts this problem to give Piece objects the
 * impression of a contiguous, linear byte storage.
 * </p>
 *
 * @author mpetazzoni
 */
public class Piece implements Comparable<Piece> {

    private static final Logger logger =
        LoggerFactory.getLogger(Piece.class);

    private final TorrentByteStorage bucket;
    private final int index;
    private final long offset;
    private final long length;
    private final byte[] hash;
    private final boolean seeder;

    private volatile boolean valid;
    private int seen;
    private ByteBuffer data;

    /**
     * Initialize a new piece in the byte bucket.
     *
     * @param bucket The underlying byte storage bucket.
     * @param index This piece index in the torrent.
     * @param offset This piece offset, in bytes, in the storage.
     * @param length This piece length, in bytes.
     * @param hash This piece 20-byte SHA1 hash sum.
     * @param seeder Whether we're seeding this torrent or not (disables piece
     * validation).
     */
    public Piece(TorrentByteStorage bucket, int index, long offset,
        long length, byte[] hash, boolean seeder) {
        this.bucket = bucket;
        this.index = index;
        this.offset = offset;
        this.length = length;
        this.hash = hash;
        this.seeder = seeder;

        // Piece is considered invalid until first check.
        this.valid = false;

        // Piece start unseen
        this.seen = 0;

        this.data = null;
    }

    /**
     * Tells whether this piece's data is valid or not.
     */
    public boolean isValid() {
        return this.valid;
    }

    /**
     * Returns the index of this piece in the torrent.
     */
    public int getIndex() {
        return this.index;
    }

    /**
     * Returns the size, in bytes, of this piece.
     *
     * <p>
     * All pieces, except the last one, are expected to have the same size.
     * </p>
     */
    public long size() {
        return this.length;
    }

    /**
     * Tells whether this piece is available in the current connected peer swarm.
     */
    public boolean available() {
        return this.seen > 0;
    }

    /**
     * Mark this piece as being seen at the given peer.
     *
     * @param peer The sharing peer this piece has been seen available at.
     */
    public void seenAt(SharingPeer peer) {
        this.seen++;
    }

    /**
     * Mark this piece as no longer being available at the given peer.
     *
     * @param peer The sharing peer from which the piece is no longer available.
     */
    public void noLongerAt(SharingPeer peer) {
        this.seen--;
    }

    /**
     * Validates this piece.
     *
     * @return Returns true if this piece, as stored in the underlying byte
     * storage, is valid, i.e. its SHA1 sum matches the one from the torrent
     * meta-info.
     */
    public synchronized boolean validate() throws IOException {
        if (this.seeder) {
            logger.trace("Skipping validation of {} (seeder mode).", this);
            this.valid = true;
            return true;
        }

        logger.trace("Validating {}...", this);
        this.valid = false;

        ByteBuffer buffer = this._read(0, this.length);
        byte[] data = new byte[(int)this.length];
        buffer.get(data);
        this.valid = Arrays.equals(Torrent.hash(data), this.hash);

        return this.isValid();
    }

    /**
     * Internal piece data read function.
     *
     * <p>
     * This function will read the piece data without checking if the piece has
     * been validated. It is simply meant at factoring-in the common read code
     * from the validate and read functions.
     * </p>
     *
     * @param offset Offset inside this piece where to start reading.
     * @param length Number of bytes to read from the piece.
     * @return A byte buffer containing the piece data.
     * @throws IllegalArgumentException If <em>offset + length</em> goes over
     * the piece boundary.
     * @throws IOException If the read can't be completed (I/O error, or EOF
     * reached, which can happen if the piece is not complete).
     */
    private ByteBuffer _read(long offset, long length) throws IOException {
        if (offset + length > this.length) {
            throw new IllegalArgumentException("Piece#" + this.index +
                " overrun (" + offset + " + " + length + " > " +
                this.length + ") !");
        }

        // TODO: remove cast to int when large ByteBuffer support is
        // implemented in Java.
        ByteBuffer buffer = ByteBuffer.allocate((int)length);
        int bytes = this.bucket.read(buffer, this.offset + offset);
        buffer.rewind();
        buffer.limit(bytes >= 0 ? bytes : 0);
        return buffer;
    }

    /**
     * Read a piece block from the underlying byte storage.
     *
     * <p>
     * This is the public method for reading this piece's data, and it will
     * only succeed if the piece is complete and valid on disk, thus ensuring
     * any data that comes out of this function is valid piece data we can send
     * to other peers.
     * </p>
     *
     * @param offset Offset inside this piece where to start reading.
     * @param length Number of bytes to read from the piece.
     * @return A byte buffer containing the piece data.
     * @throws IllegalArgumentException If <em>offset + length</em> goes over
     * the piece boundary.
     * @throws IllegalStateException If the piece is not valid when attempting
     * to read it.
     * @throws IOException If the read can't be completed (I/O error, or EOF
     * reached, which can happen if the piece is not complete).
     */
    public ByteBuffer read(long offset, int length)
        throws IllegalArgumentException, IllegalStateException, IOException {
        if (!this.valid) {
            throw new IllegalStateException("Attempting to read an " +
                    "known-to-be invalid piece!");
        }

        return this._read(offset, length);
    }

    /**
     * Record the given block at the given offset in this piece.
     *
     * <p>
     * <b>Note:</b> this has synchronized access to the underlying byte storage.
     * </p>
     *
     * @param block The ByteBuffer containing the block data.
     * @param offset The block offset in this piece.
     */
    public synchronized void record(ByteBuffer block, int offset)
        throws IOException {
        if (this.data == null || offset == 0) {
            // TODO: remove cast to int when large ByteBuffer support is
            // implemented in Java.
            this.data = ByteBuffer.allocate((int)this.length);
        }

        int pos = block.position();
        this.data.position(offset);
        this.data.put(block);
        block.position(pos);

        if (block.remaining() + offset == this.length) {
            this.data.rewind();
            logger.trace("Recording {}...", this);
            this.bucket.write(this.data, this.offset);
            this.data = null;
        }
    }

    /**
     * Return a human-readable representation of this piece.
     */
    public String toString() {
        return String.format("piece#%4d%s",
            this.index,
            this.isValid() ? "+" : "-");
    }

    /**
     * Piece comparison function for ordering pieces based on their
     * availability.
     *
     * @param other The piece to compare with, should not be <em>null</em>.
     */
    public int compareTo(Piece other) {
        if (this.seen != other.seen) {
            return this.seen < other.seen ? -1 : 1;
        }
        return this.index == other.index ? 0 :
            (this.index < other.index ? -1 : 1);
    }

    /**
     * A {@link Callable} to call the piece validation function.
     *
     * <p>
     * This {@link Callable} implementation allows for the calling of the piece
     * validation function in a controlled context like a thread or an
     * executor. It returns the piece it was created for. Results of the
     * validation can easily be extracted from the {@link Piece} object after
     * it is returned.
     * </p>
     *
     * @author mpetazzoni
     */
    public static class CallableHasher implements Callable<Piece> {

        private final Piece piece;

        public CallableHasher(Piece piece) {
            this.piece = piece;
        }

        @Override
        public Piece call() throws IOException {
            this.piece.validate();
            return this.piece;
        }
    }
}
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crypto/src/main/java/no/uis/msalte/thesis/crypto/model/PowableElement.javapackage no.uis.msalte.thesis.crypto.model;

import it.unisa.dia.gas.jpbc.Element;
import it.unisa.dia.gas.jpbc.ElementPowPreProcessing;

public class PowableElement {
    private Element element;
    private ElementPowPreProcessing powPreProcessing;

    public PowableElement(Element element) {
        this.element = element.getImmutable();
        this.powPreProcessing = this.element.getElementPowPreProcessing();
    }

    public Element element() {
        return element;
    }

    public ElementPowPreProcessing powable() {
        return powPreProcessing;
    }

}
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crypto/src/main/java/no/uis/msalte/thesis/crypto/scheme/ProxyReEncryptionParams.javapackage no.uis.msalte.thesis.crypto.scheme;

import static no.uis.msalte.thesis.common.AppConstants.DIR_APP;
import static no.uis.msalte.thesis.common.AppConstants.DIR_CURVES;
import static no.uis.msalte.thesis.common.AppConstants.FILE_CURVE;
import it.unisa.dia.gas.jpbc.Field;
import it.unisa.dia.gas.jpbc.Pairing;
import it.unisa.dia.gas.plaf.jpbc.field.curve.CurveField;
import it.unisa.dia.gas.plaf.jpbc.pairing.PairingFactory;
import no.uis.msalte.thesis.crypto.model.PowableElement;
import no.uis.msalte.thesis.crypto.util.ElementUtils;

public class ProxyReEncryptionParams {
    private static final String GENERATOR_BASE_64 = "P6PrrTuwA/qnfovO5Zf12Iolj8z4OxLe5IZkX1y0p3lTuPzMK04NJcNqmft35nYp7EK4m6CwaWFC6RWfkNf3fZg2rdbZEnYwhdNEnoSxLvfkkydF1lcSk5mce0WNlGqY43nFgPO6crpsg/BJZdxTC+Ju/QWp0jZAzbQbyvg8d/Y=";

    private Pairing e;
    private Field<?> group1;
    private Field<?> group2;
    private Field<?> groupZq;
    private PowableElement g, z;

    public ProxyReEncryptionParams initialize() {
        e = PairingFactory.getPairing(String.format("%s\\%s\\%s", DIR_APP,
                DIR_CURVES, FILE_CURVE));

        group1 = e.getG1();
        group2 = e.getGT();
        groupZq = e.getZr();

        g = new PowableElement(ElementUtils.base64StringToElement(
                GENERATOR_BASE_64, (CurveField<?>) group1));
        z = new PowableElement(e.pairing(g.element(), g.element()));

        return this;
    }

    public Pairing getE() {
        return e;
    }

    public Field<?> getGroup1() {
        return group1;
    }

    public Field<?> getGroup2() {
        return group2;
    }

    public Field<?> getGroupZq() {
        return groupZq;
    }

    public PowableElement getG() {
        return g;
    }

    public PowableElement getZ() {
        return z;
    }
}
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/**
 * An implementation of the AFGH proxy re-encryption scheme
 * @author Morten
 *
 */
public interface ProxyReEncryptionScheme {
    /**
     * Generates a new secret key
     * 
     * @return The new secret key
     */
    public String newSecretKey();
    
    /**
     * Generates a new public key
     * 
     * @param secretKey
     *            The corresponding secret key
     * @return The new public key
     */
    public String newPublicKey(String secretKey);

    /**
     * Generates a new re-encryption key
     * 
     * @param srcSecretKey
     *            The source's secret key
     * @param destPublicKey
     *            The destination's public key
     * @return The new re-encryption key
     */
    public String newReEncryptionKey(String srcSecretKey,
            String destPublicKey);

    /**
     * Encrypts a message in a LVL 1 fashion, in accordance to the AFGH scheme
     * 
     * @param message
     *            The message to encrypt
     * @param destPublicKey
     *            The destination's public key
     * @return The encrypted message
     */
    public String encrypt(String message, String destPublicKey);

    /**
     * Decrypts a message encrypted/re-encrypted in a LVL 1 fashion, 
     * in accordance to the AFGH scheme
     * 
     * @param cipher
     *            The cipher text to decrypt
     * @param destSecretKey
     *            The destination's secret key
     * @return The decrypted message
     */
    public String decrypt(String cipher, String destSecretKey);

    /**
     * Re-encrypts a message that is encrypted in a LVL 2 fashion, in accordance
     * to the AFGH scheme. Note that the resulting cipher will become a LVL 1 cipher
     * 
     * @param cipher
     *            The cipher text to re-encrypt
     * @param reEncryptionKey
     *            The re-encryption key
     * @return The re-encrypted message, now a LVL 1 cipher
     */
    public String reEncrypt(String cipher, String reEncryptionKey);

    /**
     * Encrypts a message in a LVL 2 fashion, in accordance to the AFGH scheme
     * 
     * @param message
     *            The message to encrypt
     * @param destPublicKey
     *            The destination's public key
     * @return The encrypted message
     */
    public String encryptReEncryptable(String message,
            String destPublicKey);

    /**
     * Decrypts a message encrypted in a LVL 2 fashion, in accordance to the
     * AFGH scheme
     * 
     * @param cipher
     *            The cipher text to decrypt
     * @param destSecretKey
     *            The destination's secret key
     * @return The decrypted message
     */
    public String decryptReEncryptable(String cipher,
            String destSecretKey);

}
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crypto/src/main/java/no/uis/msalte/thesis/crypto/scheme/ProxyReEncryptionSchemeImpl.javapackage no.uis.msalte.thesis.crypto.scheme;

import it.unisa.dia.gas.jpbc.Element;
import it.unisa.dia.gas.jpbc.ElementPowPreProcessing;
import it.unisa.dia.gas.jpbc.Field;
import it.unisa.dia.gas.jpbc.Pairing;

import java.util.Base64;

import no.uis.msalte.thesis.crypto.model.CipherText;
import no.uis.msalte.thesis.crypto.util.ElementUtils;

import org.apache.commons.lang.ArrayUtils;

public class ProxyReEncryptionSchemeImpl implements ProxyReEncryptionScheme {
    private ProxyReEncryptionParams params;

    public ProxyReEncryptionSchemeImpl() {
        params = new ProxyReEncryptionParams();
        params.initialize();
    }

    public String newSecretKey() {
        // SK = random element a in Zq
        Element sk = params.getGroupZq().newRandomElement().getImmutable();

        return ElementUtils.elementToBase64String(sk);
    }

    public String newPublicKey(String secretKey) {
        Element sk = ElementUtils.base64StringToElement(secretKey,
                params.getGroupZq());

        ElementPowPreProcessing g = params.getG().powable();

        // PK = g^a, where a = secret key
        Element pk = g.powZn(sk).getImmutable();

        return ElementUtils.elementToBase64String(pk);
    }

    public String newReEncryptionKey(String srcSecretKey, String destPublicKey) {
        Element sk = ElementUtils.base64StringToElement(srcSecretKey,
                params.getGroupZq());
        Element pk = ElementUtils.base64StringToElement(destPublicKey, params
                .getG().element().getField());

        // RK = (g^b)^1/a
        // a = source secret key
        // g^b = destination public key

        Element rk = pk.powZn(sk.invert()).getImmutable();

        return ElementUtils.elementToBase64String(rk);
    }

    public String encrypt(String message, String destPublicKey) {
        CipherText cipherText = encryptToCipherText(message, destPublicKey);

        return mergeByteArraysToBase64String(cipherText.toByteArrays());
    }

    public String decrypt(String cipher, String destSecretKey) {
        CipherText cipherText = parseCipherStringAsCipherText(cipher,
                params.getGroup2());

        return decryptCipherTextToPlainText(cipherText, destSecretKey);
    }

    public String reEncrypt(String cipher, String reEncryptionKey) {
        CipherText cipherText = parseCipherStringAsCipherText(cipher,
                params.getGroup1());

        CipherText reEncryptedCipherText = reEncryptToCipherText(cipherText,
                reEncryptionKey);

        return mergeByteArraysToBase64String(reEncryptedCipherText
                .toByteArrays());
    }

    public String encryptReEncryptable(String message, String destPublicKey) {
        CipherText cipherText = encryptReEncryptableToCipherText(message,
                destPublicKey);

        return mergeByteArraysToBase64String(cipherText.toByteArrays());
    }

    public String decryptReEncryptable(String cipher, String destSecretKey) {
        CipherText cipherText = parseCipherStringAsCipherText(cipher,
                params.getGroup1());

        return decryptReEncryptableCipherTextToPlainText(cipherText,
                destSecretKey);
    }

    private CipherText encryptToCipherText(String message, String destPublicKey) {
        ElementPowPreProcessing g = params.getG().powable();

        Element pk = ElementUtils.base64StringToElement(destPublicKey,
                g.getField());

        // get a random integer k from group Zq
        Element k = params.getGroupZq().newRandomElement().getImmutable();

        // C = (lefts[], right)
        // leftN = m[i]*Z^k
        // right = Z^(ak), where a = destPublicKey
        // It is provable that Z^(ak) = e(a, g^k)

        Element right = params.getE().pairing(pk, g.powZn(k));
        Element[] m = ElementUtils.messageToElementsInGroup(message,
                params.getGroup2());

        return buildCipherTextFromMessage(m, right, k);
    }

    private String decryptCipherTextToPlainText(CipherText cipher,
            String destSecretKey) {
        Element sk = ElementUtils.base64StringToElement(destSecretKey,
                params.getGroupZq());

        String plaintext = "";

        // M = sum(lefts[i]/right^(1/a)), where a = destSecretKey
        for (Element leftN : cipher.getLefts()) {
            Element m = leftN.div(cipher.getRight().powZn(sk.invert()));

            plaintext += new String(m.toBytes());
        }

        return plaintext.trim();
    }

    private CipherText reEncryptToCipherText(CipherText cipher,
            String reEncryptionKey) {
        Element rk = ElementUtils.base64StringToElement(reEncryptionKey, params
                .getG().element().getField());

        // right = Z^(bk)
        // lefts = m[i]Z^k = unmodified

        // Z^(bk) = e(g^(ak), g^(b/a))
        // g^(ak) = right
        // g^(b/a) = reEncryptionKey

        // m[i]Z^k = lefts[i]

        Element newRight = params.getE().pairing(rk, cipher.getRight());

        cipher.setRight(newRight);

        return cipher;
    }

    private CipherText encryptReEncryptableToCipherText(String message,
            String destPublicKey) {
        ElementPowPreProcessing g = params.getG().powable();
        Element pk = ElementUtils.base64StringToElement(destPublicKey,
                g.getField());

        // get a random k from group Zq
        Element k = params.getGroupZq().newRandomElement().getImmutable();

        // C = (lefts[], right)
        // leftN = m[i]*Z^k
        // right = g^(ak)
        // It can be proven that g^(ak) = a^k, where a = destPublicKey

        Element[] m = ElementUtils.messageToElementsInGroup(message,
                params.getGroup2());
        Element right = pk.powZn(k);

        return buildCipherTextFromMessage(m, right, k);
    }

    private String decryptReEncryptableCipherTextToPlainText(CipherText cipher,
            String destSecretKey) {

        ElementPowPreProcessing g = params.getG().powable();
        Pairing e = params.getE();

        Element sk = ElementUtils.base64StringToElement(destSecretKey,
                params.getGroupZq());

        // M = sum(lefts[i]/e(right, g)^(1/a)), where a = destSecretKey
        Element divisor = e.pairing(cipher.getRight(), g.powZn(sk.invert()));

        String plaintext = "";

        for (Element leftN : cipher.getLefts()) {
            Element m = leftN.div(divisor);

            plaintext += new String(m.toBytes());
        }

        return plaintext.trim();
    }

    private CipherText buildCipherTextFromMessage(Element[] m, Element right,
            Element k) {
        ElementPowPreProcessing z = params.getZ().powable();

        CipherText cipherText = null;
        Element leftN = null;

        // leftN = m[i]*Z^k
        for (int i = 0; i < m.length; i++) {
            leftN = m[i].mul(z.powZn(k));

            boolean isFirstIteration = i == 0 && cipherText == null;

            if (isFirstIteration) {
                cipherText = new CipherText(leftN, right);
            } else {
                cipherText.appendLeft(leftN);
            }
        }

        return cipherText;
    }

    private CipherText parseCipherStringAsCipherText(String cipher,
            Field<?> rightSourceField) {
        byte[] source = Base64.getDecoder().decode(cipher);

        Element leftN = params.getGroup2().newElement();
        Element right = rightSourceField.newElement();

        int elementLengthInBytes = leftN.getLengthInBytes();
        int messageLengthInBytes = source.length;

        CipherText cipherText = new CipherText();

        int offset = 0;

        // Read the first N*elementLengthInBytes bytes
        // into the cipher text's lefts[] element array
        while (messageLengthInBytes - offset != elementLengthInBytes) {
            offset += leftN.setFromBytes(source, offset);
            cipherText.appendLeft(leftN);
        }

        // The final elementLengthInBytes bytes
        // should be set to the cipher text's right element
        right.setFromBytes(source, offset);

        cipherText.setRight(right);

        return cipherText;
    }

    private String mergeByteArraysToBase64String(byte[]... arrays) {
        byte[] merged = arrays[0];

        for (int i = 1; i < arrays.length; i++) {
            merged = ArrayUtils.addAll(merged, arrays[i]);
        }

        return Base64.getEncoder().encodeToString(merged);
    }
}
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crypto/src/test/java/no/uis/msalte/thesis/crypto/tests/ProxyReEncryptionSchemeTest.javapackage no.uis.msalte.thesis.crypto.tests;

import static org.junit.Assert.assertEquals;
import no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionScheme;
import no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionSchemeImpl;

import org.junit.AfterClass;
import org.junit.BeforeClass;
import org.junit.Test;

public class ProxyReEncryptionSchemeTest {
    private static ProxyReEncryptionScheme scheme;
    private static final String MESSAGE = "This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message This message is repeated many times to make a long message".trim();
    
    @BeforeClass
    public static void createSchemeInstance() {
        scheme = new ProxyReEncryptionSchemeImpl();
    }

    @AfterClass
    public static void nullSchemeInstance() {
        scheme = null;
    }

    @Test
    public void testGivenEncryptedMessageDecryptionShouldRecoverMessage() {
        String sk = scheme.newSecretKey();
        String pk = scheme.newPublicKey(sk);
        
        String cipher = scheme.encrypt(MESSAGE, pk);

        String decrypted = scheme.decrypt(cipher, sk);

        assertEquals(MESSAGE, decrypted);
    }

    @Test
    public void testGivenEncryptedReEncryptableMessageDecryptionShouldRecoverMessage() {
        String sk = scheme.newSecretKey();
        String pk = scheme.newPublicKey(sk);
        
        String cipher = scheme.encryptReEncryptable(MESSAGE, pk);
        
        String decrypted = scheme.decryptReEncryptable(cipher, sk);
        
        assertEquals(MESSAGE, decrypted);
    }
    
    @Test
    public void testGivenReEncryptedMessageDecryptionByDelegateeShouldRecoverMessage() {
        String aliceSecretKey = scheme.newSecretKey();
        String alicePublicKey = scheme.newPublicKey(aliceSecretKey);

        String bobSecretKey = scheme.newSecretKey();
        String bobPublicKey = scheme.newPublicKey(bobSecretKey);

        String cipherForAlice = scheme.encryptReEncryptable(
                MESSAGE, alicePublicKey);

        String reEncryptionKeyFromAliceToBob = scheme.newReEncryptionKey(
                aliceSecretKey, bobPublicKey);

        String cipherForBob = scheme.reEncrypt(cipherForAlice,
                reEncryptionKeyFromAliceToBob);

        String bobDecryptedMessage = scheme.decrypt(cipherForBob, bobSecretKey);

        assertEquals(MESSAGE, bobDecryptedMessage);
    }

}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/peer/Rate.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */

package com.turn.ttorrent.client.peer;

import java.io.Serializable;
import java.util.Comparator;


/**
 * A data exchange rate representation.
 *
 * <p>
 * This is a utility class to keep track, and compare, of the data exchange
 * rate (either download or upload) with a peer.
 * </p>
 *
 * @author mpetazzoni
 */
public class Rate implements Comparable<Rate> {

    public static final Comparator<Rate> RATE_COMPARATOR =
        new RateComparator();

    private long bytes = 0;
    private long reset = 0;
    private long last = 0;

    /**
     * Add a byte count to the current measurement.
     *
     * @param count The number of bytes exchanged since the last reset.
     */
    public synchronized void add(long count) {
        this.bytes += count;
        if (this.reset == 0) {
            this.reset = System.currentTimeMillis();
        }
        this.last = System.currentTimeMillis();
    }

    /**
     * Get the current rate.
     *
     * <p>
     * The exchange rate is the number of bytes exchanged since the last
     * reset and the last input.
     * </p>
     */
    public synchronized float get() {
        if (this.last - this.reset == 0) {
            return 0;
        }

        return this.bytes / ((this.last - this.reset) / 1000.0f);
    }

    /**
     * Reset the measurement.
     */
    public synchronized void reset() {
        this.bytes = 0;
        this.reset = System.currentTimeMillis();
        this.last = this.reset;
    }

    @Override
    public int compareTo(Rate other) {
        return RATE_COMPARATOR.compare(this, other);
    }

    /**
     * A rate comparator.
     *
     * <p>
     * This class provides a comparator to sort peers by an exchange rate,
     * comparing two rates and returning an ascending ordering.
     * </p>
     *
     * <p>
     * <b>Note:</b> we need to make sure here that we don't return 0, which
     * would provide an ordering that is inconsistent with
     * <code>equals()</code>'s behavior, and result in unpredictable behavior
     * for sorted collections using this comparator.
     * </p>
     *
     * @author mpetazzoni
     */
    private static class RateComparator
            implements Comparator<Rate>, Serializable {

        private static final long serialVersionUID = 72460233003600L;

        /**
         * Compare two rates together.
         *
         * <p>
         * This method compares float, but we don't care too much about
         * rounding errors. It's just to order peers so super-strict rate based
         * order is not required.
         * </p>
         *
         * @param a
         * @param b
         */
        @Override
        public int compare(Rate a, Rate b) {
            if (a.get() > b.get()) {
                return 1;
            }

            return -1;
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/strategy/RequestStrategy.javapackage com.turn.ttorrent.client.strategy;

import java.util.BitSet;
import java.util.SortedSet;

import com.turn.ttorrent.client.Piece;

/**
 * Interface for a piece request strategy provider.
 *
 * @author cjmalloy
 *
 */
public interface RequestStrategy {

    /**
     * Choose a piece from the remaining pieces.
     *
     * @param rarest
     *        A set sorted by how rare the piece is
     * @param interesting
     *        A set of the index of all interesting pieces
     * @param pieces
     *        The complete array of pieces
     *
     * @return The chosen piece, or <code>null</code> if no piece is interesting
     */
    Piece choosePiece(SortedSet<Piece> rarest, BitSet interesting, Piece[] pieces);
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/strategy/RequestStrategyImplRarest.javapackage com.turn.ttorrent.client.strategy;

import java.util.ArrayList;
import java.util.BitSet;
import java.util.Random;
import java.util.SortedSet;

import com.turn.ttorrent.client.Piece;

/**
 * The default request strategy implementation- rarest first.
 *
 * @author cjmalloy
 *
 */
public class RequestStrategyImplRarest implements RequestStrategy {

    /** Randomly select the next piece to download from a peer from the
     * RAREST_PIECE_JITTER available from it. */
    private static final int RAREST_PIECE_JITTER = 42;

    private Random random;

    public RequestStrategyImplRarest() {
        this.random = new Random(System.currentTimeMillis());
    }

    @Override
    public Piece choosePiece(SortedSet<Piece> rarest, BitSet interesting, Piece[] pieces) {
        // Extract the RAREST_PIECE_JITTER rarest pieces from the interesting
        // pieces of this peer.
        ArrayList<Piece> choice = new ArrayList<Piece>(RAREST_PIECE_JITTER);
        synchronized (rarest) {
            for (Piece piece : rarest) {
                if (interesting.get(piece.getIndex())) {
                    choice.add(piece);
                    if (choice.size() >= RAREST_PIECE_JITTER) {
                        break;
                    }
                }
            }
        }

        if (choice.size() == 0) return null;

        Piece chosen = choice.get(
            this.random.nextInt(
                Math.min(choice.size(),
                RAREST_PIECE_JITTER)));
        return chosen;
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/strategy/RequestStrategyImplSequential.javapackage com.turn.ttorrent.client.strategy;

import java.util.BitSet;
import java.util.SortedSet;

import com.turn.ttorrent.client.Piece;

/**
 * A sequential request strategy implementation.
 *
 * @author cjmalloy
 *
 */
public class RequestStrategyImplSequential implements RequestStrategy {

    @Override
    public Piece choosePiece(SortedSet<Piece> rarest, BitSet interesting, Piece[] pieces) {

        for (Piece p : pieces) {
            if (interesting.get(p.getIndex())) return p;
        }
        return null;
    }
}
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secure-share/src/main/java/no/uis/msalte/thesis/secure_share/system/SecureShare.javapackage no.uis.msalte.thesis.secure_share.system;

import java.io.File;

public interface SecureShare {
    /**
     * Generates a new torrent for the given file
     * 
     * @param file
     *            The source file
     * @return The generated torrent, represented by a Base64 encoded string
     */
    public String newTorrent(File file);

    /**
     * Decrypts the ciphertext with the given secret key
     * 
     * @param ciphertext
     *            The ciphertext to decrypt
     * @param secretKey
     *            The secret key used in the decryption process
     * @return The decrypted message
     */
    public String decrypt(String ciphertext, String secretKey);

    /**
     * Generates a new secret key
     * 
     * @return The new secret key, represented by a Base64 encoded string
     */
    public String newSecretKey();

    /**
     * Generates a new public key for the given secret key
     * 
     * @param secretKey
     *            The secret key for which to generate a public key
     * @return The new public key, represented by a Base64 encoded string
     */
    public String newPublicKey(String secretKey);

    /**
     * Generates a new re-encryption key for the given key pair
     * 
     * @param srcSecretKey
     *            The respective secret key
     * @param destPublicKey
     *            The respective public key
     * @return The new re-encryption key, represented by a Base64 encoded string
     */
    public String newReEncryptionKey(String srcSecretKey, String destPublicKey);

    /**
     * Upload a torrent file to the system
     * 
     * @param file
     *            The torrent file
     * @param publicKey
     *            The file owner's public key
     * @return The uploaded torrent's unique file name, generated by the system
     */
    public String upload(File file, String publicKey);

    /**
     * Share a torrent in the system with a particular public key holder
     * 
     * @param fileName
     *            The name of the torrent file to share
     * @param publicKey
     *            The public key of the recipient
     * @param reEncryptionKey
     *            The respective re-encryption key
     * @return true if successful, false otherwise
     */
    public boolean share(String fileName, String publicKey,
            String reEncryptionKey);

    /**
     * Download a torrent from the system
     * 
     * @param fileName
     *            The name of the torrent file to download
     * @param publicKey
     *            The public key of the caller, used to determine access rights
     * @return The torrent file, represented by a Base64 encoded string
     */
    public String download(String fileName, String publicKey);
    
    /**
     * Announce a torrent on the system's BitTorrent tracker
     * @param file The torrent file
     * @return The torrent's file name
     */
    public String announce(File file);
}
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secure-share/src/main/java/no/uis/msalte/thesis/secure_share/system/SecureShareImpl.javapackage no.uis.msalte.thesis.secure_share.system;

import static no.uis.msalte.thesis.common.AppConstants.IS_LOG_ENABLED;
import static no.uis.msalte.thesis.common.AppConstants.IS_TRACKER_EMBEDDED;

import java.io.File;
import java.io.IOException;
import java.nio.file.Files;
import java.nio.file.Path;
import java.nio.file.Paths;
import java.util.Base64;
import java.util.UUID;
import java.util.logging.Level;
import java.util.logging.Logger;

import no.uis.msalte.thesis.bit_torrent.tracker.BitTorrentTracker;
import no.uis.msalte.thesis.bit_torrent.util.TorrentUtils;
import no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionScheme;
import no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionSchemeImpl;
import no.uis.msalte.thesis.secure_share.access.AccessControl;
import no.uis.msalte.thesis.secure_share.model.KeyTuple;
import no.uis.msalte.thesis.secure_share.storage.Persist;

public class SecureShareImpl implements SecureShare {
    private static final Logger LOGGER = Logger
            .getLogger(SecureShareImpl.class.getName());

    private BitTorrentTracker bitTorrentTracker = new BitTorrentTracker(6969);
    private ProxyReEncryptionScheme proxyReEncryptionScheme = new ProxyReEncryptionSchemeImpl();

    public String newSecretKey() {
        return proxyReEncryptionScheme.newSecretKey();
    }

    public String newPublicKey(String secretKey) {
        return proxyReEncryptionScheme.newPublicKey(secretKey);
    }

    public String newReEncryptionKey(String srcSecretKey, String destPublicKey) {
        return proxyReEncryptionScheme.newReEncryptionKey(srcSecretKey,
                destPublicKey);
    }

    public String upload(File file, String publicKey) {
        if (TorrentUtils.isValidTorrent(file)) {
            final String fileName = file.getName();

            try {
                final Path path = Paths.get(file.getAbsolutePath());
                final byte[] bytes = Files.readAllBytes(path);

                final String encodedFile = Base64.getEncoder().encodeToString(
                        bytes);

                final String encryptedFile = proxyReEncryptionScheme
                        .encryptReEncryptable(encodedFile, publicKey);

                if (IS_LOG_ENABLED) {
                    LOGGER.log(Level.INFO, String.format(
                            "Encrypted torrent %s with public key %s",
                            fileName, publicKey));
                }

                Persist.getInstance().storeTorrent(fileName, encryptedFile);

                if (IS_TRACKER_EMBEDDED) {
                    bitTorrentTracker.start();
                    bitTorrentTracker.announce(file);
                }

                return fileName;
            } catch (IOException e) {
                // ignore
            }
        }

        return null;
    }

    public boolean share(String fileName, String publicKey,
            String reEncryptionKey) {

        boolean isShareSuccess = Persist.getInstance().storeKeysTuple(fileName,
                new KeyTuple(publicKey, reEncryptionKey));

        if (IS_LOG_ENABLED) {
            LOGGER.log(Level.INFO, String.format(
                    "%s file %s with public key %s",
                    isShareSuccess ? "Successfully shared" : "Failed to share",
                    fileName, publicKey));
        }

        return isShareSuccess;
    }

    public String download(String fileName, String publicKey) {
        final String reEncryptionKey = AccessControl.getReEncryptionKey(
                fileName, publicKey);

        final boolean hasAccess = reEncryptionKey != null;

        if (hasAccess) {
            String file = Persist.getInstance().readTorrent(fileName);

            file = proxyReEncryptionScheme.reEncrypt(file, reEncryptionKey);

            if (IS_LOG_ENABLED) {
                LOGGER.log(Level.INFO, String.format(
                        "Re-encrypted file %s for download by public key %s",
                        fileName, publicKey));
            }

            return file;
        } else if (IS_LOG_ENABLED) {
            LOGGER.log(
                    Level.INFO,
                    String.format(
                            "Someone tried to download file %s with public key %s, but no access was granted",
                            fileName, publicKey));
        }

        return null;
    }

    public String newTorrent(File file) {
        final String torrentName = UUID.randomUUID().toString();
        final String token = UUID.randomUUID().toString();
        
        final String torrent = TorrentUtils.createBase64(torrentName, token, file);

        if (torrent != null && IS_LOG_ENABLED) {
            LOGGER.log(Level.INFO, String.format(
                    "Created new torrent file %s.torrent", torrentName));
        }

        return torrent;
    }

    public String decrypt(String ciphertext, String secretKey) {
        return proxyReEncryptionScheme.decrypt(ciphertext, secretKey);
    }

    public String announce(File file) {
        if (TorrentUtils.isValidTorrent(file)) {
            bitTorrentTracker.start();
            bitTorrentTracker.announce(file);

            return file.getName();
        }

        return null;
    }
}
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common/src/main/java/no/uis/msalte/thesis/common/security/SecurityConstants.javapackage no.uis.msalte.thesis.common.security;

import static no.uis.msalte.thesis.common.AppConstants.DIR_APP;
import static no.uis.msalte.thesis.common.AppConstants.DIR_TLS;
import static no.uis.msalte.thesis.common.AppConstants.FILE_TLS_KEY_STORE;
import static no.uis.msalte.thesis.common.AppConstants.FILE_TLS_KEY_STORE_PW;

import java.io.FileInputStream;
import java.io.IOException;
import java.security.KeyStore;

import javax.net.ssl.KeyManagerFactory;
import javax.net.ssl.SSLContext;

import no.uis.msalte.thesis.common.util.InputStreamUtils;

public class SecurityConstants {
    public static final SSLContext SSL_CONTEXT;

    static {
        SSL_CONTEXT = buildSSLContext();
    }

    private static SSLContext buildSSLContext() {
        final String keystoreLocation = String.format("%s\\%s\\%s", DIR_APP,
                DIR_TLS, FILE_TLS_KEY_STORE);

        final String passwordLocation = String.format("%s\\%s\\%s", DIR_APP,
                DIR_TLS, FILE_TLS_KEY_STORE_PW);

        FileInputStream fis = null;
        SSLContext context = null;

        char[] password = null;

        try {
            fis = new FileInputStream(passwordLocation);

            password = InputStreamUtils.parse(fis).toCharArray();

            fis.close();

            fis = new FileInputStream(keystoreLocation);

            KeyStore ks = KeyStore.getInstance("jks");
            KeyManagerFactory kmf = KeyManagerFactory
                    .getInstance(KeyManagerFactory.getDefaultAlgorithm());

            ks.load(fis, password);
            kmf.init(ks, password);

            context = SSLContext.getInstance("TLS");
            context.init(kmf.getKeyManagers(), null, null);

        } catch (Exception e) {
            e.printStackTrace();
        } finally {
            if (fis != null) {
                try {
                    fis.close();
                } catch (IOException e) {
                    e.printStackTrace();
                }
            }
        }

        return context;
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/server/Server.javapackage no.uis.msalte.thesis.web_service.server;

import static no.uis.msalte.thesis.common.AppConstants.DIR_APP;
import static no.uis.msalte.thesis.common.AppConstants.DIR_TLS;
import static no.uis.msalte.thesis.common.AppConstants.WEB_SERVICE_PORT;
import static no.uis.msalte.thesis.common.AppConstants.FILE_TLS_KEY_STORE;
import static no.uis.msalte.thesis.common.AppConstants.FILE_TLS_KEY_STORE_PW;
import static spark.Spark.get;
import static spark.Spark.post;
import static spark.SparkBase.externalStaticFileLocation;
import static spark.SparkBase.port;
import static spark.SparkBase.secure;

import java.io.FileInputStream;
import java.io.IOException;
import java.net.URISyntaxException;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.routes.AnnouncePostRoute;
import no.uis.msalte.thesis.web_service.routes.ApiGetRoute;
import no.uis.msalte.thesis.web_service.routes.DecryptPostRoute;
import no.uis.msalte.thesis.web_service.routes.DownloadPostRoute;
import no.uis.msalte.thesis.web_service.routes.NewPublicKeyPostRoute;
import no.uis.msalte.thesis.web_service.routes.NewReEncryptionKeyPostRoute;
import no.uis.msalte.thesis.web_service.routes.NewSecretKeyGetRoute;
import no.uis.msalte.thesis.web_service.routes.NewTorrentPostRoute;
import no.uis.msalte.thesis.web_service.routes.SharePostRoute;
import no.uis.msalte.thesis.web_service.routes.UploadPostRoute;
import no.uis.msalte.thesis.web_service.util.JsonTransformer;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Spark;

public class Server {

    private static final String ACCEPT_TYPE = "application/json";
    private static final JsonTransformer JSON_TRANSFORMER = new JsonTransformer();

    public void start() {
        // ---- SETUP ---- //
        port(WEB_SERVICE_PORT);
        secure(String
                .format("%s\\%s\\%s", DIR_APP, DIR_TLS, FILE_TLS_KEY_STORE),
                parseKeyStorePassword(), null, null);
        setStaticFileLocation();

        // ---- GET FUNCTIONS ---- //
        get(NewSecretKeyGetRoute.PATH, ACCEPT_TYPE, new NewSecretKeyGetRoute(),
                JSON_TRANSFORMER);

        get(ApiGetRoute.PATH, ACCEPT_TYPE, new ApiGetRoute(), JSON_TRANSFORMER);

        // ---- POST FUNCTIONS ---- //
        post(UploadPostRoute.PATH, ACCEPT_TYPE, new UploadPostRoute(),
                JSON_TRANSFORMER);

        post(NewPublicKeyPostRoute.PATH, ACCEPT_TYPE,
                new NewPublicKeyPostRoute(), JSON_TRANSFORMER);

        post(NewReEncryptionKeyPostRoute.PATH, ACCEPT_TYPE,
                new NewReEncryptionKeyPostRoute(), JSON_TRANSFORMER);

        post(DecryptPostRoute.PATH, ACCEPT_TYPE, new DecryptPostRoute(),
                JSON_TRANSFORMER);

        post(SharePostRoute.PATH, ACCEPT_TYPE, new SharePostRoute(),
                JSON_TRANSFORMER);

        post(DownloadPostRoute.PATH, ACCEPT_TYPE, new DownloadPostRoute(),
                JSON_TRANSFORMER);

        post(NewTorrentPostRoute.PATH, ACCEPT_TYPE, new NewTorrentPostRoute(),
                JSON_TRANSFORMER);

        post(AnnouncePostRoute.PATH, ACCEPT_TYPE, new AnnouncePostRoute(),
                JSON_TRANSFORMER);
    }

    public void stop() {
        Spark.stop();
    }

    private static String parseKeyStorePassword() {
        String path = String.format("%s\\%s\\%s", DIR_APP, DIR_TLS,
                FILE_TLS_KEY_STORE_PW);

        try {
            return InputStreamUtils.parse(new FileInputStream(path));
        } catch (IOException e) {
            e.printStackTrace();
        }

        return null;
    }

    private static void setStaticFileLocation() {
        try {
            final String location = WebServiceUtils
                    .getFileResource("script.js").getParent();
            externalStaticFileLocation(location);
        } catch (URISyntaxException e) {
            e.printStackTrace();
        }
    }
}
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web-service/src/test/java/no/uis/msalte/thesis/web_service/tests/ServerTest.javapackage no.uis.msalte.thesis.web_service.tests;

import static org.junit.Assert.assertTrue;

import java.io.File;
import java.net.HttpURLConnection;
import java.net.URISyntaxException;
import java.util.Base64;

import no.uis.msalte.thesis.bit_torrent.util.TorrentUtils;
import no.uis.msalte.thesis.web_service.client.Client;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.routes.WebServiceRoute;
import no.uis.msalte.thesis.web_service.server.Server;
import no.uis.msalte.thesis.web_service.util.JsonTransformer;

import org.junit.AfterClass;
import org.junit.BeforeClass;
import org.junit.Test;

public class ServerTest {
    private static Server server;

    @BeforeClass
    public static void startServer() {
        server = new Server();
        server.start();
    }

    @AfterClass
    public static void stopServer() {
        server.stop();
    }

    @Test
    public void testGivenNewTorrentSuccessThenReturnedContentShouldBeValidTorrent()
            throws Exception {

        final File file = getFileResource("document.pdf");

        // new torrent web service call
        final String result = Client.post(WebServiceRoute.FUNC_NEW_TORRENT,
                new String[] {}, new String[] {}, file);

        // response parse
        final WebServiceResponse res = JsonTransformer.GSON.fromJson(result,
                WebServiceResponse.class);

        // validate
        if (res.getStatus() == HttpURLConnection.HTTP_OK) {
            String torrentBytes = res.getContent().toString();

            assertTrue(TorrentUtils.isBase64ValidTorrent(torrentBytes));
        } else {
            assertTrue(false);
        }
    }

    @Test
    public void testGivenUploadFileSuccessThenShouldReturnNewFileName()
            throws Exception {

        final String publicKey = Base64.getEncoder().encodeToString(
                "public_key".getBytes());
        final File file = getFileResource("file.torrent");

        // upload file
        final String result = Client.post(WebServiceRoute.FUNC_UPLOAD,
                new String[] { WebServiceRoute.PARAM_PUBLIC_KEY },
                new String[] { publicKey }, file);

        final String fileName = JsonTransformer.GSON
                .fromJson(result, WebServiceResponse.class).getContent()
                .toString();

        try {
            assertTrue(fileName.endsWith(".torrent"));
        } catch (IllegalArgumentException e) {
            assertTrue(false);
        }
    }

    @Test
    public void testGivenShareFileSuccessThenRecipientShouldBeGrantedDownload()
            throws Exception {

        final String sourcePublicKey = Base64.getEncoder().encodeToString(
                "source_public_key".getBytes());
        final String targetPublicKey = Base64.getEncoder().encodeToString(
                "target_public_key".getBytes());
        final String sourceToTargetReEncryptionKey = Base64
                .getEncoder()
                .encodeToString("source_to_target_re_encryption_key".getBytes());

        final File file = getFileResource("file.torrent");

        // upload file
        final String uploadResult = Client.post(WebServiceRoute.FUNC_UPLOAD,
                new String[] { WebServiceRoute.PARAM_PUBLIC_KEY },
                new String[] { sourcePublicKey }, file);

        // retrieve file name
        final String fileName = JsonTransformer.GSON
                .fromJson(uploadResult, WebServiceResponse.class).getContent()
                .toString();

        // share
        Client.post(WebServiceRoute.FUNC_SHARE, new String[] {
                WebServiceRoute.PARAM_FILE_NAME,
                WebServiceRoute.PARAM_PUBLIC_KEY,
                WebServiceRoute.PARAM_RE_ENCRYPTION_KEY }, new String[] {
                fileName, targetPublicKey, sourceToTargetReEncryptionKey },
                null);

        // download
        final String downloadResult = Client.post(
                WebServiceRoute.FUNC_DOWNLOAD, new String[] {
                        WebServiceRoute.PARAM_FILE_NAME,
                        WebServiceRoute.PARAM_PUBLIC_KEY }, new String[] {
                        fileName, targetPublicKey }, null);

        final WebServiceResponse downloaded = JsonTransformer.GSON.fromJson(
                downloadResult, WebServiceResponse.class);

        if (downloaded.getContent() != null) {
            assertTrue(downloaded.getMessage().equals("Download granted"));
        } else {
            assertTrue(false);
        }
    }

    private File getFileResource(String filename) throws URISyntaxException {
        return new File(getClass().getClassLoader().getResource(filename)
                .toURI());
    }
}






ttorrent/core/src/main/java/com/turn/ttorrent/client/SharedTorrent.java



    
    
    ttorrent/core/src/main/java/com/turn/ttorrent/client/SharedTorrent.java
    
    


ttorrent/core/src/main/java/com/turn/ttorrent/client/SharedTorrent.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client;

import com.turn.ttorrent.bcodec.InvalidBEncodingException;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.client.peer.PeerActivityListener;
import com.turn.ttorrent.client.peer.SharingPeer;
import com.turn.ttorrent.client.storage.TorrentByteStorage;
import com.turn.ttorrent.client.storage.FileStorage;
import com.turn.ttorrent.client.storage.FileCollectionStorage;
import com.turn.ttorrent.client.strategy.RequestStrategy;
import com.turn.ttorrent.client.strategy.RequestStrategyImplRarest;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.IOException;
import java.nio.ByteBuffer;
import java.util.BitSet;
import java.util.Collections;
import java.util.LinkedList;
import java.util.List;
import java.util.SortedSet;
import java.util.TreeSet;
import java.util.concurrent.Callable;
import java.util.concurrent.ExecutorService;
import java.util.concurrent.Executors;
import java.util.concurrent.Future;

import org.apache.commons.io.FileUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * A torrent shared by the BitTorrent client.
 *
 * <p>
 * The {@link SharedTorrent} class extends the Torrent class with all the data
 * and logic required by the BitTorrent client implementation.
 * </p>
 *
 * <p>
 * <em>Note:</em> this implementation currently only supports single-file
 * torrents.
 * </p>
 *
 * @author mpetazzoni
 */
public class SharedTorrent extends Torrent implements PeerActivityListener {

    private static final Logger logger =
        LoggerFactory.getLogger(SharedTorrent.class);

    /** End-game trigger ratio.
     *
     * <p>
     * Eng-game behavior (requesting already requested pieces from available
     * and ready peers to try to speed-up the end of the transfer) will only be
     * enabled when the ratio of completed pieces over total pieces in the
     * torrent is over this value.
     * </p>
     */
    private static final float ENG_GAME_COMPLETION_RATIO = 0.95f;

    /** Default Request Strategy.
     *
     * Use the rarest-first strategy by default.
     */
    private static final RequestStrategy DEFAULT_REQUEST_STRATEGY = new RequestStrategyImplRarest();

    private boolean stop;

    private long uploaded;
    private long downloaded;
    private long left;

    private final TorrentByteStorage bucket;

    private final int pieceLength;
    private final ByteBuffer piecesHashes;

    private boolean initialized;
    private Piece[] pieces;
    private SortedSet<Piece> rarest;
    private BitSet completedPieces;
    private BitSet requestedPieces;
    private RequestStrategy requestStrategy;
    
    private double maxUploadRate = 0.0;
    private double maxDownloadRate = 0.0;
    /**
     * Create a new shared torrent from a base Torrent object.
     *
     * <p>
     * This will recreate a SharedTorrent object from the provided Torrent
     * object's encoded meta-info data.
     * </p>
     *
     * @param torrent The Torrent object.
     * @param destDir The destination directory or location of the torrent
     * files.
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(Torrent torrent, File destDir)
        throws FileNotFoundException, IOException {
        this(torrent, destDir, false);
    }

    /**
     * Create a new shared torrent from a base Torrent object.
     *
     * <p>
     * This will recreate a SharedTorrent object from the provided Torrent
     * object's encoded meta-info data.
     * </p>
     *
     * @param torrent The Torrent object.
     * @param destDir The destination directory or location of the torrent
     * files.
     * @param seeder Whether we're a seeder for this torrent or not (disables
     * validation).
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(Torrent torrent, File destDir, boolean seeder)
        throws FileNotFoundException, IOException {
        this(torrent.getEncoded(), destDir, seeder, DEFAULT_REQUEST_STRATEGY);
    }

    /**
     * Create a new shared torrent from a base Torrent object.
     *
     * <p>
     * This will recreate a SharedTorrent object from the provided Torrent
     * object's encoded meta-info data.
     * </p>
     *
     * @param torrent The Torrent object.
     * @param destDir The destination directory or location of the torrent
     * files.
     * @param seeder Whether we're a seeder for this torrent or not (disables
     * validation).
     * @param requestStrategy The request strategy implementation.
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(Torrent torrent, File destDir, boolean seeder,
            RequestStrategy requestStrategy)
        throws FileNotFoundException, IOException {
        this(torrent.getEncoded(), destDir, seeder, requestStrategy);
    }

    /**
     * Create a new shared torrent from meta-info binary data.
     *
     * @param torrent The meta-info byte data.
     * @param destDir The destination directory or location of the torrent
     * files.
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(byte[] torrent, File destDir)
        throws FileNotFoundException, IOException {
        this(torrent, destDir, false);
    }

    /**
     * Create a new shared torrent from meta-info binary data.
     *
     * @param torrent The meta-info byte data.
     * @param parent The parent directory or location the torrent files.
     * @param seeder Whether we're a seeder for this torrent or not (disables
     * validation).
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(byte[] torrent, File parent, boolean seeder)
        throws FileNotFoundException, IOException {
        this(torrent, parent, seeder, DEFAULT_REQUEST_STRATEGY);
    }

    /**
     * Create a new shared torrent from meta-info binary data.
     *
     * @param torrent The meta-info byte data.
     * @param parent The parent directory or location the torrent files.
     * @param seeder Whether we're a seeder for this torrent or not (disables
     * validation).
     * @param requestStrategy The request strategy implementation.
     * @throws FileNotFoundException If the torrent file location or
     * destination directory does not exist and can't be created.
     * @throws IOException If the torrent file cannot be read or decoded.
     */
    public SharedTorrent(byte[] torrent, File parent, boolean seeder,
            RequestStrategy requestStrategy)
        throws FileNotFoundException, IOException {
        super(torrent, seeder);

        if (parent == null || !parent.isDirectory()) {
            throw new IllegalArgumentException("Invalid parent directory!");
        }

        String parentPath = parent.getCanonicalPath();

        try {
            this.pieceLength = this.decoded_info.get("piece length").getInt();
            this.piecesHashes = ByteBuffer.wrap(this.decoded_info.get("pieces")
                    .getBytes());

            if (this.piecesHashes.capacity() / Torrent.PIECE_HASH_SIZE *
                    (long)this.pieceLength < this.getSize()) {
                throw new IllegalArgumentException("Torrent size does not " +
                        "match the number of pieces and the piece size!");
            }
        } catch (InvalidBEncodingException ibee) {
            throw new IllegalArgumentException(
                    "Error reading torrent meta-info fields!");
        }

        List<FileStorage> files = new LinkedList<FileStorage>();
        long offset = 0L;
        for (Torrent.TorrentFile file : this.files) {
            File actual = new File(parent, file.file.getPath());

            if (!actual.getCanonicalPath().startsWith(parentPath)) {
                throw new SecurityException("Torrent file path attempted " +
                    "to break directory jail!");
            }

            actual.getParentFile().mkdirs();
            files.add(new FileStorage(actual, offset, file.size));
            offset += file.size;
        }
        this.bucket = new FileCollectionStorage(files, this.getSize());

        this.stop = false;

        this.uploaded = 0;
        this.downloaded = 0;
        this.left = this.getSize();

        this.initialized = false;
        this.pieces = new Piece[0];
        this.rarest = Collections.synchronizedSortedSet(new TreeSet<Piece>());
        this.completedPieces = new BitSet();
        this.requestedPieces = new BitSet();

        //TODO: should switch to guice
        this.requestStrategy = requestStrategy;
    }

    /**
     * Create a new shared torrent from the given torrent file.
     *
     * @param source The <code>.torrent</code> file to read the torrent
     * meta-info from.
     * @param parent The parent directory or location of the torrent files.
     * @throws IOException When the torrent file cannot be read or decoded.
     */
    public static SharedTorrent fromFile(File source, File parent)
        throws IOException {
        byte[] data = FileUtils.readFileToByteArray(source);
        return new SharedTorrent(data, parent);
    }

    public double getMaxUploadRate() {
        return this.maxUploadRate;
    }

    /**
     * Set the maximum upload rate (in kB/second) for this
     * torrent. A setting of <= 0.0 disables rate limiting.
     *
     * @param rate The maximum upload rate
     */
    public void setMaxUploadRate(double rate) {
        this.maxUploadRate = rate;
    }

    public double getMaxDownloadRate() {
        return this.maxDownloadRate;
    }

    /**
     * Set the maximum download rate (in kB/second) for this
     * torrent. A setting of <= 0.0 disables rate limiting.
     *
     * @param rate The maximum download rate
     */
    public void setMaxDownloadRate(double rate) {
        this.maxDownloadRate = rate;
    }

    /**
     * Get the number of bytes uploaded for this torrent.
     */
    public long getUploaded() {
        return this.uploaded;
    }

    /**
     * Get the number of bytes downloaded for this torrent.
     *
     * <p>
     * <b>Note:</b> this could be more than the torrent's length, and should
     * not be used to determine a completion percentage.
     * </p>
     */
    public long getDownloaded() {
        return this.downloaded;
    }

    /**
     * Get the number of bytes left to download for this torrent.
     */
    public long getLeft() {
        return this.left;
    }

    /**
     * Tells whether this torrent has been fully initialized yet.
     */
    public boolean isInitialized() {
        return this.initialized;
    }

    /**
     * Stop the torrent initialization as soon as possible.
     */
    public void stop() {
        this.stop = true;
    }

    /**
     * Build this torrent's pieces array.
     *
     * <p>
     * Hash and verify any potentially present local data and create this
     * torrent's pieces array from their respective hash provided in the
     * torrent meta-info.
     * </p>
     *
     * <p>
     * This function should be called soon after the constructor to initialize
     * the pieces array.
     * </p>
     */
    public synchronized void init() throws InterruptedException, IOException {
        if (this.isInitialized()) {
            throw new IllegalStateException("Torrent was already initialized!");
        }

        int threads = getHashingThreadsCount();
        int nPieces = (int) (Math.ceil(
                (double)this.getSize() / this.pieceLength));
        int step = 10;

        this.pieces = new Piece[nPieces];
        this.completedPieces = new BitSet(nPieces);
        this.piecesHashes.clear();

        ExecutorService executor = Executors.newFixedThreadPool(threads);
        List<Future<Piece>> results = new LinkedList<Future<Piece>>();

        try {
            logger.info("Analyzing local data for {} with {} threads ({} pieces)...",
                new Object[] { this.getName(), threads, nPieces });
            for (int idx=0; idx<nPieces; idx++) {
                byte[] hash = new byte[Torrent.PIECE_HASH_SIZE];
                this.piecesHashes.get(hash);

                // The last piece may be shorter than the torrent's global piece
                // length. Let's make sure we get the right piece length in any
                // situation.
                long off = ((long)idx) * this.pieceLength;
                long len = Math.min(
                    this.bucket.size() - off,
                    this.pieceLength);

                this.pieces[idx] = new Piece(this.bucket, idx, off, len, hash,
                    this.isSeeder());

                Callable<Piece> hasher = new Piece.CallableHasher(this.pieces[idx]);
                results.add(executor.submit(hasher));

                if (results.size() >= threads) {
                    this.validatePieces(results);
                }

                if (idx / (float)nPieces * 100f > step) {
                    logger.info("  ... {}% complete", step);
                    step += 10;
                }
            }

            this.validatePieces(results);
        } finally {
            // Request orderly executor shutdown and wait for hashing tasks to
            // complete.
            executor.shutdown();
            while (!executor.isTerminated()) {
                if (this.stop) {
                    throw new InterruptedException("Torrent data analysis " +
                        "interrupted.");
                }

                Thread.sleep(10);
            }
        }

        logger.debug("{}: we have {}/{} bytes ({}%) [{}/{} pieces].",
            new Object[] {
                this.getName(),
                (this.getSize() - this.left),
                this.getSize(),
                String.format("%.1f", (100f * (1f - this.left / (float)this.getSize()))),
                this.completedPieces.cardinality(),
                this.pieces.length
            });
        this.initialized = true;
    }

    /**
     * Process the pieces enqueued for hash validation so far.
     *
     * @param results The list of {@link Future}s of pieces to process.
     */
    private void validatePieces(List<Future<Piece>> results)
            throws IOException {
        try {
            for (Future<Piece> task : results) {
                Piece piece = task.get();
                if (this.pieces[piece.getIndex()].isValid()) {
                    this.completedPieces.set(piece.getIndex());
                    this.left -= piece.size();
                }
            }

            results.clear();
        } catch (Exception e) {
            throw new IOException("Error while hashing a torrent piece!", e);
        }
    }


    public synchronized void close() {
        try {
            this.bucket.close();
        } catch (IOException ioe) {
            logger.error("Error closing torrent byte storage: {}",
                ioe.getMessage());
        }
    }

    /**
     * Retrieve a piece object by index.
     *
     * @param index The index of the piece in this torrent.
     */
    public Piece getPiece(int index) {
        if (this.pieces == null) {
            throw new IllegalStateException("Torrent not initialized yet.");
        }

        if (index >= this.pieces.length) {
            throw new IllegalArgumentException("Invalid piece index!");
        }

        return this.pieces[index];
    }

    /**
     * Get the number of pieces in this torrent.
     */
    public int getPieceCount() {
        if (this.pieces == null) {
            throw new IllegalStateException("Torrent not initialized yet.");
        }

        return this.pieces.length;
    }


    /**
     * Return a copy of the bit field of available pieces for this torrent.
     *
     * <p>
     * Available pieces are pieces available in the swarm, and it does not
     * include our own pieces.
     * </p>
     */
    public BitSet getAvailablePieces() {
        if (!this.isInitialized()) {
            throw new IllegalStateException("Torrent not yet initialized!");
        }

        BitSet availablePieces = new BitSet(this.pieces.length);

        synchronized (this.pieces) {
            for (Piece piece : this.pieces) {
                if (piece.available()) {
                    availablePieces.set(piece.getIndex());
                }
            }
        }

        return availablePieces;
    }

    /**
     * Return a copy of the completed pieces bitset.
     */
    public BitSet getCompletedPieces() {
        if (!this.isInitialized()) {
            throw new IllegalStateException("Torrent not yet initialized!");
        }

        synchronized (this.completedPieces) {
            return (BitSet)this.completedPieces.clone();
        }
    }

    /**
     * Return a copy of the requested pieces bitset.
     */
    public BitSet getRequestedPieces() {
        if (!this.isInitialized()) {
            throw new IllegalStateException("Torrent not yet initialized!");
        }

        synchronized (this.requestedPieces) {
            return (BitSet)this.requestedPieces.clone();
        }
    }

    /**
     * Tells whether this torrent has been fully downloaded, or is fully
     * available locally.
     */
    public synchronized boolean isComplete() {
        return this.pieces.length > 0 &&
            this.completedPieces.cardinality() == this.pieces.length;
    }

    /**
     * Finalize the download of this torrent.
     *
     * <p>
     * This realizes the final, pre-seeding phase actions on this torrent,
     * which usually consists in putting the torrent data in their final form
     * and at their target location.
     * </p>
     *
     * @see TorrentByteStorage#finish
     */
    public synchronized void finish() throws IOException {
        if (!this.isInitialized()) {
            throw new IllegalStateException("Torrent not yet initialized!");
        }

        if (!this.isComplete()) {
            throw new IllegalStateException("Torrent download is not complete!");
        }

        this.bucket.finish();
    }

    public synchronized boolean isFinished() {
        return this.isComplete() && this.bucket.isFinished();
    }

    /**
     * Return the completion percentage of this torrent.
     *
     * <p>
     * This is computed from the number of completed pieces divided by the
     * number of pieces in this torrent, times 100.
     * </p>
     */
    public float getCompletion() {
        return this.isInitialized()
            ? (float)this.completedPieces.cardinality() /
                (float)this.pieces.length * 100.0f
            : 0.0f;
    }

    /**
     * Mark a piece as completed, decrementing the piece size in bytes from our
     * left bytes to download counter.
     */
    public synchronized void markCompleted(Piece piece) {
        if (this.completedPieces.get(piece.getIndex())) {
            return;
        }

        // A completed piece means that's that much data left to download for
        // this torrent.
        this.left -= piece.size();
        this.completedPieces.set(piece.getIndex());
    }

    /** PeerActivityListener handler(s). *************************************/

    /**
     * Peer choked handler.
     *
     * <p>
     * When a peer chokes, the requests made to it are canceled and we need to
     * mark the eventually piece we requested from it as available again for
     * download tentative from another peer.
     * </p>
     *
     * @param peer The peer that choked.
     */
    @Override
    public synchronized void handlePeerChoked(SharingPeer peer) {
        Piece piece = peer.getRequestedPiece();

        if (piece != null) {
            this.requestedPieces.set(piece.getIndex(), false);
        }

        logger.trace("Peer {} choked, we now have {} outstanding " +
                "request(s): {}",
            new Object[] {
                peer,
                this.requestedPieces.cardinality(),
                this.requestedPieces
        });
    }

    /**
     * Peer ready handler.
     *
     * <p>
     * When a peer becomes ready to accept piece block requests, select a piece
     * to download and go for it.
     * </p>
     *
     * @param peer The peer that became ready.
     */
    @Override
    public synchronized void handlePeerReady(SharingPeer peer) {
        BitSet interesting = peer.getAvailablePieces();
        interesting.andNot(this.completedPieces);
        interesting.andNot(this.requestedPieces);

        logger.trace("Peer {} is ready and has {} interesting piece(s).",
            peer, interesting.cardinality());

        // If we didn't find interesting pieces, we need to check if we're in
        // an end-game situation. If yes, we request an already requested piece
        // to try to speed up the end.
        if (interesting.cardinality() == 0) {
            interesting = peer.getAvailablePieces();
            interesting.andNot(this.completedPieces);
            if (interesting.cardinality() == 0) {
                logger.trace("No interesting piece from {}!", peer);
                return;
            }

            if (this.completedPieces.cardinality() <
                    ENG_GAME_COMPLETION_RATIO * this.pieces.length) {
                logger.trace("Not far along enough to warrant end-game mode.");
                return;
            }

            logger.trace("Possible end-game, we're about to request a piece " +
                "that was already requested from another peer.");
        }

        Piece chosen = requestStrategy.choosePiece(rarest, interesting, pieces);
        this.requestedPieces.set(chosen.getIndex());

        logger.trace("Requesting {} from {}, we now have {} " +
                "outstanding request(s): {}",
            new Object[] {
                chosen,
                peer,
                this.requestedPieces.cardinality(),
                this.requestedPieces
            });

        peer.downloadPiece(chosen);
    }

    /**
     * Piece availability handler.
     *
     * <p>
     * Handle updates in piece availability from a peer's HAVE message. When
     * this happens, we need to mark that piece as available from the peer.
     * </p>
     *
     * @param peer The peer we got the update from.
     * @param piece The piece that became available.
     */
    @Override
    public synchronized void handlePieceAvailability(SharingPeer peer,
            Piece piece) {
        // If we don't have this piece, tell the peer we're interested in
        // getting it from him.
        if (!this.completedPieces.get(piece.getIndex()) &&
            !this.requestedPieces.get(piece.getIndex())) {
            peer.interesting();
        }

        this.rarest.remove(piece);
        piece.seenAt(peer);
        this.rarest.add(piece);

        logger.trace("Peer {} contributes {} piece(s) [{}/{}/{}].",
            new Object[] {
                peer,
                peer.getAvailablePieces().cardinality(),
                this.completedPieces.cardinality(),
                this.getAvailablePieces().cardinality(),
                this.pieces.length
            });

        if (!peer.isChoked() &&
            peer.isInteresting() &&
            !peer.isDownloading()) {
            this.handlePeerReady(peer);
        }
    }

    /**
     * Bit field availability handler.
     *
     * <p>
     * Handle updates in piece availability from a peer's BITFIELD message.
     * When this happens, we need to mark in all the pieces the peer has that
     * they can be reached through this peer, thus augmenting the global
     * availability of pieces.
     * </p>
     *
     * @param peer The peer we got the update from.
     * @param availablePieces The pieces availability bit field of the peer.
     */
    @Override
    public synchronized void handleBitfieldAvailability(SharingPeer peer,
            BitSet availablePieces) {
        // Determine if the peer is interesting for us or not, and notify it.
        BitSet interesting = (BitSet)availablePieces.clone();
        interesting.andNot(this.completedPieces);
        interesting.andNot(this.requestedPieces);

        if (interesting.cardinality() == 0) {
            peer.notInteresting();
        } else {
            peer.interesting();
        }

        // Record that the peer has all the pieces it told us it had.
        for (int i = availablePieces.nextSetBit(0); i >= 0;
                i = availablePieces.nextSetBit(i+1)) {
            this.rarest.remove(this.pieces[i]);
            this.pieces[i].seenAt(peer);
            this.rarest.add(this.pieces[i]);
        }

        logger.trace("Peer {} contributes {} piece(s) ({} interesting) " +
            "[completed={}; available={}/{}].",
            new Object[] {
                peer,
                availablePieces.cardinality(),
                interesting.cardinality(),
                this.completedPieces.cardinality(),
                this.getAvailablePieces().cardinality(),
                this.pieces.length
            });
    }

    /**
     * Piece upload completion handler.
     *
     * <p>
     * When a piece has been sent to a peer, we just record that we sent that
     * many bytes. If the piece is valid on the peer's side, it will send us a
     * HAVE message and we'll record that the piece is available on the peer at
     * that moment (see <code>handlePieceAvailability()</code>).
     * </p>
     *
     * @param peer The peer we got this piece from.
     * @param piece The piece in question.
     */
    @Override
    public synchronized void handlePieceSent(SharingPeer peer, Piece piece) {
        logger.trace("Completed upload of {} to {}.", piece, peer);
        this.uploaded += piece.size();
    }

    /**
     * Piece download completion handler.
     *
     * <p>
     * If the complete piece downloaded is valid, we can record in the torrent
     * completedPieces bit field that we know have this piece.
     * </p>
     *
     * @param peer The peer we got this piece from.
     * @param piece The piece in question.
     */
    @Override
    public synchronized void handlePieceCompleted(SharingPeer peer,
        Piece piece) throws IOException {
        // Regardless of validity, record the number of bytes downloaded and
        // mark the piece as not requested anymore
        this.downloaded += piece.size();
        this.requestedPieces.set(piece.getIndex(), false);

        logger.trace("We now have {} piece(s) and {} outstanding request(s): {}",
            new Object[] {
                this.completedPieces.cardinality(),
                this.requestedPieces.cardinality(),
                this.requestedPieces
            });
    }

    /**
     * Peer disconnection handler.
     *
     * <p>
     * When a peer disconnects, we need to mark in all of the pieces it had
     * available that they can't be reached through this peer anymore.
     * </p>
     *
     * @param peer The peer we got this piece from.
     */
    @Override
    public synchronized void handlePeerDisconnected(SharingPeer peer) {
        BitSet availablePieces = peer.getAvailablePieces();

        for (int i = availablePieces.nextSetBit(0); i >= 0;
                i = availablePieces.nextSetBit(i+1)) {
            this.rarest.remove(this.pieces[i]);
            this.pieces[i].noLongerAt(peer);
            this.rarest.add(this.pieces[i]);
        }

        Piece requested = peer.getRequestedPiece();
        if (requested != null) {
            this.requestedPieces.set(requested.getIndex(), false);
        }

        logger.debug("Peer {} went away with {} piece(s) [completed={}; available={}/{}]",
            new Object[] {
                peer,
                availablePieces.cardinality(),
                this.completedPieces.cardinality(),
                this.getAvailablePieces().cardinality(),
                this.pieces.length
            });
        logger.trace("We now have {} piece(s) and {} outstanding request(s): {}",
            new Object[] {
                this.completedPieces.cardinality(),
                this.requestedPieces.cardinality(),
                this.requestedPieces
            });
    }

    @Override
    public synchronized void handleIOException(SharingPeer peer,
            IOException ioe) { /* Do nothing */ }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/SharePostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class SharePostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_SHARE);

    public SharePostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request, response);

        String fileName = "";
        String publicKey = "";
        String reEncryptionKey = "";

        for (Part part : request.raw().getParts()) {
            String name = part.getName();

            if (name.equals(PARAM_FILE_NAME)) {
                fileName = InputStreamUtils.parse(part.getInputStream());
            } else if (name.equals(PARAM_PUBLIC_KEY)) {
                publicKey = InputStreamUtils.parse(part.getInputStream());
            } else if (name.equals(PARAM_RE_ENCRYPTION_KEY)) {
                reEncryptionKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamsValid = !fileName.isEmpty()
                && !publicKey.isEmpty() && !reEncryptionKey.isEmpty();

        if (isParamsValid) {
            try {
                final boolean isShareSuccess = WebServiceUtils.SECURE_CLOUD_SHARE
                        .share(fileName, publicKey, reEncryptionKey);

                if (isShareSuccess) {
                    final String message = String.format("Torrent %s shared",
                            fileName);
                    final String content = String.valueOf(isShareSuccess);

                    // everything fine, treat as HTTP_OK
                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // ignore
            }
        }

        return r;
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/peer/SharingPeer.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.peer;

import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.PeerMessage;
import com.turn.ttorrent.client.Piece;
import com.turn.ttorrent.client.SharedTorrent;

import java.io.IOException;
import java.io.Serializable;
import java.net.SocketException;
import java.nio.ByteBuffer;
import java.nio.channels.SocketChannel;
import java.util.BitSet;
import java.util.Comparator;
import java.util.HashSet;
import java.util.Set;
import java.util.concurrent.BlockingQueue;
import java.util.concurrent.LinkedBlockingQueue;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * A peer exchanging on a torrent with the BitTorrent client.
 *
 * <p>
 * A SharingPeer extends the base Peer class with all the data and logic needed
 * by the BitTorrent client to interact with a peer exchanging on the same
 * torrent.
 * </p>
 *
 * <p>
 * Peers are defined by their peer ID, IP address and port number, just like
 * base peers. Peers we exchange with also contain four crucial attributes:
 * </p>
 *
 * <ul>
 *   <li><code>choking</code>, which means we are choking this peer and we're
 *   not willing to send him anything for now;</li>
 *   <li><code>interesting</code>, which means we are interested in a piece
 *   this peer has;</li>
 *   <li><code>choked</code>, if this peer is choking and won't send us
 *   anything right now;</li>
 *   <li><code>interested</code>, if this peer is interested in something we
 *   have.</li>
 * </ul>
 *
 * <p>
 * Peers start choked and uninterested.
 * </p>
 *
 * @author mpetazzoni
 */
public class SharingPeer extends Peer implements MessageListener {

    private static final Logger logger =
        LoggerFactory.getLogger(SharingPeer.class);

    private static final int MAX_PIPELINED_REQUESTS = 5;

    private boolean choking;
    private boolean interesting;

    private boolean choked;
    private boolean interested;

    private SharedTorrent torrent;
    private BitSet availablePieces;

    private Piece requestedPiece;
    private int lastRequestedOffset;

    private BlockingQueue<PeerMessage.RequestMessage> requests;
    private volatile boolean downloading;

    private PeerExchange exchange;
    private Rate download;
    private Rate upload;

    private Set<PeerActivityListener> listeners;

    private Object requestsLock, exchangeLock;

    /**
     * Create a new sharing peer on a given torrent.
     *
     * @param ip The peer's IP address.
     * @param port The peer's port.
     * @param peerId The byte-encoded peer ID.
     * @param torrent The torrent this peer exchanges with us on.
     */
    public SharingPeer(String ip, int port, ByteBuffer peerId,
            SharedTorrent torrent) {
        super(ip, port, peerId);

        this.torrent = torrent;
        this.listeners = new HashSet<PeerActivityListener>();
        this.availablePieces = new BitSet(this.torrent.getPieceCount());

        this.requestsLock = new Object();
        this.exchangeLock = new Object();

        this.reset();
        this.requestedPiece = null;
    }

    /**
     * Register a new peer activity listener.
     *
     * @param listener The activity listener that wants to receive events from
     * this peer's activity.
     */
    public void register(PeerActivityListener listener) {
        this.listeners.add(listener);
    }

    public Rate getDLRate() {
        return this.download;
    }

    public Rate getULRate() {
        return this.upload;
    }

    /**
     * Reset the peer state.
     *
     * <p>
     * Initially, peers are considered choked, choking, and neither interested
     * nor interesting.
     * </p>
     */
    public synchronized void reset() {
        this.choking = true;
        this.interesting = false;
        this.choked = true;
        this.interested = false;

        this.exchange = null;

        this.requests = null;
        this.lastRequestedOffset = 0;
        this.downloading = false;
    }

    /**
     * Choke this peer.
     *
     * <p>
     * We don't want to upload to this peer anymore, so mark that we're choking
     * from this peer.
     * </p>
     */
    public void choke() {
        if (!this.choking) {
            logger.trace("Choking {}", this);
            this.send(PeerMessage.ChokeMessage.craft());
            this.choking = true;
        }
    }

    /**
     * Unchoke this peer.
     *
     * <p>
     * Mark that we are no longer choking from this peer and can resume
     * uploading to it.
     * </p>
     */
    public void unchoke() {
        if (this.choking) {
            logger.trace("Unchoking {}", this);
            this.send(PeerMessage.UnchokeMessage.craft());
            this.choking = false;
        }
    }

    public boolean isChoking() {
        return this.choking;
    }


    public void interesting() {
        if (!this.interesting) {
            logger.trace("Telling {} we're interested.", this);
            this.send(PeerMessage.InterestedMessage.craft());
            this.interesting = true;
        }
    }

    public void notInteresting() {
        if (this.interesting) {
            logger.trace("Telling {} we're no longer interested.", this);
            this.send(PeerMessage.NotInterestedMessage.craft());
            this.interesting = false;
        }
    }

    public boolean isInteresting() {
        return this.interesting;
    }


    public boolean isChoked() {
        return this.choked;
    }

    public boolean isInterested() {
        return this.interested;
    }

    /**
     * Returns the available pieces from this peer.
     *
     * @return A clone of the available pieces bit field from this peer.
     */
    public BitSet getAvailablePieces() {
        synchronized (this.availablePieces) {
            return (BitSet)this.availablePieces.clone();
        }
    }

    /**
     * Returns the currently requested piece, if any.
     */
    public Piece getRequestedPiece() {
        return this.requestedPiece;
    }

    /**
     * Tells whether this peer is a seed.
     *
     * @return Returns <em>true</em> if the peer has all of the torrent's pieces
     * available.
     */
    public synchronized boolean isSeed() {
        return this.torrent.getPieceCount() > 0 &&
            this.getAvailablePieces().cardinality() ==
                this.torrent.getPieceCount();
    }

    /**
     * Bind a connected socket to this peer.
     *
     * <p>
     * This will create a new peer exchange with this peer using the given
     * socket, and register the peer as a message listener.
     * </p>
     *
     * @param channel The connected socket channel for this peer.
     */
    public synchronized void bind(SocketChannel channel) throws SocketException {
        this.unbind(true);

        this.exchange = new PeerExchange(this, this.torrent, channel);
        this.exchange.register(this);

        this.download = new Rate();
        this.download.reset();

        this.upload = new Rate();
        this.upload.reset();
    }

    /**
     * Tells whether this peer as an active connection through a peer exchange.
     */
    public boolean isConnected() {
        synchronized (this.exchangeLock) {
            return this.exchange != null && this.exchange.isConnected();
        }
    }

    /**
     * Unbind and disconnect this peer.
     *
     * <p>
     * This terminates the eventually present and/or connected peer exchange
     * with the peer and fires the peer disconnected event to any peer activity
     * listeners registered on this peer.
     * </p>
     *
     * @param force Force unbind without sending cancel requests.
     */
    public void unbind(boolean force) {
        if (!force) {
            // Cancel all outgoing requests, and send a NOT_INTERESTED message to
            // the peer.
            this.cancelPendingRequests();
            this.send(PeerMessage.NotInterestedMessage.craft());
        }

        synchronized (this.exchangeLock) {
            if (this.exchange != null) {
                this.exchange.close();
                this.exchange = null;
            }
        }

        this.firePeerDisconnected();
        this.requestedPiece = null;
    }

    /**
     * Send a message to the peer.
     *
     * <p>
     * Delivery of the message can only happen if the peer is connected.
     * </p>
     *
     * @param message The message to send to the remote peer through our peer
     * exchange.
     */
    public void send(PeerMessage message) throws IllegalStateException {
        if (this.isConnected()) {
            this.exchange.send(message);
        } else {
            logger.warn("Attempting to send a message to non-connected peer {}!", this);
        }
    }

    /**
     * Download the given piece from this peer.
     *
     * <p>
     * Starts a block request queue and pre-fill it with MAX_PIPELINED_REQUESTS
     * block requests.
     * </p>
     *
     * <p>
     * Further requests will be added, one by one, every time a block is
     * returned.
     * </p>
     *
     * @param piece The piece chosen to be downloaded from this peer.
     */
    public synchronized void downloadPiece(Piece piece)
        throws IllegalStateException {
        if (this.isDownloading()) {
            IllegalStateException up = new IllegalStateException(
                    "Trying to download a piece while previous " +
                    "download not completed!");
            logger.warn("What's going on? {}", up.getMessage(), up);
            throw up; // ah ah.
        }

        this.requests = new LinkedBlockingQueue<PeerMessage.RequestMessage>(
                SharingPeer.MAX_PIPELINED_REQUESTS);
        this.requestedPiece = piece;
        this.lastRequestedOffset = 0;
        this.requestNextBlocks();
    }

    public boolean isDownloading() {
        return this.downloading;
    }

    /**
     * Request some more blocks from this peer.
     *
     * <p>
     * Re-fill the pipeline to get download the next blocks from the peer.
     * </p>
     */
    private void requestNextBlocks() {
        synchronized (this.requestsLock) {
            if (this.requests == null || this.requestedPiece == null) {
                // If we've been taken out of a piece download context it means our
                // outgoing requests have been cancelled. Don't enqueue new
                // requests until a proper piece download context is
                // re-established.
                return;
            }

            while (this.requests.remainingCapacity() > 0 &&
                    this.lastRequestedOffset < this.requestedPiece.size()) {
                PeerMessage.RequestMessage request = PeerMessage.RequestMessage
                    .craft(
                        this.requestedPiece.getIndex(),
                        this.lastRequestedOffset,
                        Math.min(
                            (int)(this.requestedPiece.size() -
                                this.lastRequestedOffset),
                            PeerMessage.RequestMessage.DEFAULT_REQUEST_SIZE));
                this.requests.add(request);
                this.send(request);
                this.lastRequestedOffset += request.getLength();
            }

            this.downloading = this.requests.size() > 0;
        }
    }

    /**
     * Remove the REQUEST message from the request pipeline matching this
     * PIECE message.
     *
     * <p>
     * Upon reception of a piece block with a PIECE message, remove the
     * corresponding request from the pipeline to make room for the next block
     * requests.
     * </p>
     *
     * @param message The PIECE message received.
     */
    private void removeBlockRequest(PeerMessage.PieceMessage message) {
        synchronized (this.requestsLock) {
            if (this.requests == null) {
                return;
            }

            for (PeerMessage.RequestMessage request : this.requests) {
                if (request.getPiece() == message.getPiece() &&
                        request.getOffset() == message.getOffset()) {
                    this.requests.remove(request);
                    break;
                }
            }

            this.downloading = this.requests.size() > 0;
        }
    }

    /**
     * Cancel all pending requests.
     *
     * <p>
     * This queues CANCEL messages for all the requests in the queue, and
     * returns the list of requests that were in the queue.
     * </p>
     *
     * <p>
     * If no request queue existed, or if it was empty, an empty set of request
     * messages is returned.
     * </p>
     */
    public Set<PeerMessage.RequestMessage> cancelPendingRequests() {
        synchronized (this.requestsLock) {
            Set<PeerMessage.RequestMessage> requests =
                new HashSet<PeerMessage.RequestMessage>();

            if (this.requests != null) {
                for (PeerMessage.RequestMessage request : this.requests) {
                    this.send(PeerMessage.CancelMessage.craft(request.getPiece(),
                                request.getOffset(), request.getLength()));
                    requests.add(request);
                }
            }

            this.requests = null;
            this.downloading = false;
            return requests;
        }
    }

    /**
     * Handle an incoming message from this peer.
     *
     * @param msg The incoming, parsed message.
     */
    @Override
    public synchronized void handleMessage(PeerMessage msg) {
        switch (msg.getType()) {
            case KEEP_ALIVE:
                // Nothing to do, we're keeping the connection open anyways.
                break;
            case CHOKE:
                this.choked = true;
                this.firePeerChoked();
                this.cancelPendingRequests();
                break;
            case UNCHOKE:
                this.choked = false;
                logger.trace("Peer {} is now accepting requests.", this);
                this.firePeerReady();
                break;
            case INTERESTED:
                this.interested = true;
                break;
            case NOT_INTERESTED:
                this.interested = false;
                break;
            case HAVE:
                // Record this peer has the given piece
                PeerMessage.HaveMessage have = (PeerMessage.HaveMessage)msg;
                Piece havePiece = this.torrent.getPiece(have.getPieceIndex());

                synchronized (this.availablePieces) {
                    this.availablePieces.set(havePiece.getIndex());
                    logger.trace("Peer {} now has {} [{}/{}].",
                        new Object[] {
                            this,
                            havePiece,
                            this.availablePieces.cardinality(),
                            this.torrent.getPieceCount()
                        });
                }

                this.firePieceAvailabity(havePiece);
                break;
            case BITFIELD:
                // Augment the hasPiece bit field from this BITFIELD message
                PeerMessage.BitfieldMessage bitfield =
                    (PeerMessage.BitfieldMessage)msg;

                synchronized (this.availablePieces) {
                    this.availablePieces.or(bitfield.getBitfield());
                    logger.trace("Recorded bitfield from {} with {} " +
                        "pieces(s) [{}/{}].",
                        new Object[] {
                            this,
                            bitfield.getBitfield().cardinality(),
                            this.availablePieces.cardinality(),
                            this.torrent.getPieceCount()
                        });
                }

                this.fireBitfieldAvailabity();
                break;
            case REQUEST:
                PeerMessage.RequestMessage request =
                    (PeerMessage.RequestMessage)msg;
                Piece rp = this.torrent.getPiece(request.getPiece());

                // If we are choking from this peer and it still sends us
                // requests, it is a violation of the BitTorrent protocol.
                // Similarly, if the peer requests a piece we don't have, it
                // is a violation of the BitTorrent protocol. In these
                // situation, terminate the connection.
                if (this.isChoking() || !rp.isValid()) {
                    logger.warn("Peer {} violated protocol, " +
                        "terminating exchange.", this);
                    this.unbind(true);
                    break;
                }

                if (request.getLength() >
                        PeerMessage.RequestMessage.MAX_REQUEST_SIZE) {
                    logger.warn("Peer {} requested a block too big, " +
                        "terminating exchange.", this);
                    this.unbind(true);
                    break;
                }

                // At this point we agree to send the requested piece block to
                // the remote peer, so let's queue a message with that block
                try {
                    ByteBuffer block = rp.read(request.getOffset(),
                                    request.getLength());
                    this.send(PeerMessage.PieceMessage.craft(request.getPiece(),
                                request.getOffset(), block));
                    this.upload.add(block.capacity());

                    if (request.getOffset() + request.getLength() == rp.size()) {
                        this.firePieceSent(rp);
                    }
                } catch (IOException ioe) {
                    this.fireIOException(new IOException(
                            "Error while sending piece block request!", ioe));
                }

                break;
            case PIECE:
                // Record the incoming piece block.

                // Should we keep track of the requested pieces and act when we
                // get a piece we didn't ask for, or should we just stay
                // greedy?
                PeerMessage.PieceMessage piece = (PeerMessage.PieceMessage)msg;
                Piece p = this.torrent.getPiece(piece.getPiece());

                // Remove the corresponding request from the request queue to
                // make room for next block requests.
                this.removeBlockRequest(piece);
                this.download.add(piece.getBlock().capacity());

                try {
                    synchronized (p) {
                        if (p.isValid()) {
                            this.requestedPiece = null;
                            this.cancelPendingRequests();
                            this.firePeerReady();
                            logger.debug("Discarding block for already completed " + p);
                            break;
                        }

                        p.record(piece.getBlock(), piece.getOffset());

                        // If the block offset equals the piece size and the block
                        // length is 0, it means the piece has been entirely
                        // downloaded. In this case, we have nothing to save, but
                        // we should validate the piece.
                        if (piece.getOffset() + piece.getBlock().capacity()
                                == p.size()) {
                            p.validate();
                            this.firePieceCompleted(p);
                            this.requestedPiece = null;
                            this.firePeerReady();
                        } else {
                            this.requestNextBlocks();
                        }
                    }
                } catch (IOException ioe) {
                    this.fireIOException(new IOException(
                            "Error while storing received piece block!", ioe));
                    break;
                }
                break;
            case CANCEL:
                // No need to support
                break;
        }
    }

    /**
     * Fire the peer choked event to all registered listeners.
     *
     * <p>
     * The event contains the peer that chocked.
     * </p>
     */
    private void firePeerChoked() {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePeerChoked(this);
        }
    }

    /**
     * Fire the peer ready event to all registered listeners.
     *
     * <p>
     * The event contains the peer that unchoked or became ready.
     * </p>
     */
    private void firePeerReady() {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePeerReady(this);
        }
    }

    /**
     * Fire the piece availability event to all registered listeners.
     *
     * <p>
     * The event contains the peer (this), and the piece that became available.
     * </p>
     */
    private void firePieceAvailabity(Piece piece) {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePieceAvailability(this, piece);
        }
    }

    /**
     * Fire the bit field availability event to all registered listeners.
     *
     * The event contains the peer (this), and the bit field of available pieces
     * from this peer.
     */
    private void fireBitfieldAvailabity() {
        for (PeerActivityListener listener : this.listeners) {
            listener.handleBitfieldAvailability(this,
                    this.getAvailablePieces());
        }
    }

    /**
     * Fire the piece sent event to all registered listeners.
     *
     * <p>
     * The event contains the peer (this), and the piece number that was
     * sent to the peer.
     * </p>
     *
     * @param piece The completed piece.
     */
    private void firePieceSent(Piece piece) {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePieceSent(this, piece);
        }
    }

    /**
     * Fire the piece completion event to all registered listeners.
     *
     * <p>
     * The event contains the peer (this), and the piece number that was
     * completed.
     * </p>
     *
     * @param piece The completed piece.
     */
    private void firePieceCompleted(Piece piece) throws IOException {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePieceCompleted(this, piece);
        }
    }

    /**
     * Fire the peer disconnected event to all registered listeners.
     *
     * <p>
     * The event contains the peer that disconnected (this).
     * </p>
     */
    private void firePeerDisconnected() {
        for (PeerActivityListener listener : this.listeners) {
            listener.handlePeerDisconnected(this);
        }
    }

    /**
     * Fire the IOException event to all registered listeners.
     *
     * <p>
     * The event contains the peer that triggered the problem, and the
     * exception object.
     * </p>
     */
    private void fireIOException(IOException ioe) {
        for (PeerActivityListener listener : this.listeners) {
            listener.handleIOException(this, ioe);
        }
    }

    /**
     * Download rate comparator.
     *
     * <p>
     * Compares sharing peers based on their current download rate.
     * </p>
     *
     * @author mpetazzoni
     * @see Rate.RateComparator
     */
    public static class DLRateComparator
            implements Comparator<SharingPeer>, Serializable {

        private static final long serialVersionUID = 96307229964730L;

        @Override
        public int compare(SharingPeer a, SharingPeer b) {
            return Rate.RATE_COMPARATOR.compare(a.getDLRate(), b.getDLRate());
        }
    }

    /**
     * Upload rate comparator.
     *
     * <p>
     * Compares sharing peers based on their current upload rate.
     * </p>
     *
     * @author mpetazzoni
     * @see Rate.RateComparator
     */
    public static class ULRateComparator
            implements Comparator<SharingPeer>, Serializable {

        private static final long serialVersionUID = 38794949747717L;

        @Override
        public int compare(SharingPeer a, SharingPeer b) {
            return Rate.RATE_COMPARATOR.compare(a.getULRate(), b.getULRate());
        }
    }

    public String toString() {
        return new StringBuilder(super.toString())
            .append(" [")
            .append((this.choked ? "C" : "c"))
            .append((this.interested ? "I" : "i"))
            .append("|")
            .append((this.choking ? "C" : "c"))
            .append((this.interesting ? "I" : "i"))
            .append("|")
            .append(this.availablePieces.cardinality())
            .append("]")
            .toString();
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/Torrent.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common;

import java.io.ByteArrayInputStream;
import java.io.ByteArrayOutputStream;
import java.io.File;
import java.io.FileInputStream;
import java.io.IOException;
import java.io.OutputStream;
import java.io.UnsupportedEncodingException;
import java.net.URI;
import java.net.URISyntaxException;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;
import java.security.MessageDigest;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.Date;
import java.util.HashMap;
import java.util.HashSet;
import java.util.LinkedList;
import java.util.List;
import java.util.Map;
import java.util.Set;
import java.util.TreeMap;
import java.util.concurrent.Callable;
import java.util.concurrent.ExecutionException;
import java.util.concurrent.ExecutorService;
import java.util.concurrent.Executors;
import java.util.concurrent.Future;

import org.apache.commons.codec.binary.Hex;
import org.apache.commons.codec.digest.DigestUtils;
import org.apache.commons.io.FileUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.turn.ttorrent.bcodec.BDecoder;
import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.bcodec.BEncoder;

/**
 * A torrent file tracked by the controller's BitTorrent tracker.
 *
 * <p>
 * This class represents an active torrent on the tracker. The torrent
 * information is kept in-memory, and is created from the byte blob one would
 * usually find in a <tt>.torrent</tt> file.
 * </p>
 *
 * <p>
 * Each torrent also keeps a repository of the peers seeding and leeching this
 * torrent from the tracker.
 * </p>
 *
 * @author mpetazzoni
 * @see <a
 *      href="http://wiki.theory.org/BitTorrentSpecification#Metainfo_File_Structure">Torrent
 *      meta-info file structure specification</a>
 */
public class Torrent {

    private static final Logger logger = LoggerFactory.getLogger(Torrent.class);

    /** Torrent file piece length (in bytes), we use 512 kB. */
    public static final int DEFAULT_PIECE_LENGTH = 512 * 1024;

    public static final int PIECE_HASH_SIZE = 20;

    /** The query parameters encoding when parsing byte strings. */
    public static final String BYTE_ENCODING = "ISO-8859-1";

    /**
     *
     * @author dgiffin
     * @author mpetazzoni
     */
    public static class TorrentFile {

        public final File file;
        public final long size;

        public TorrentFile(File file, long size) {
            this.file = file;
            this.size = size;
        }
    }

    protected final byte[] encoded;
    protected final byte[] encoded_info;
    protected final Map<String, BEValue> decoded;
    protected final Map<String, BEValue> decoded_info;

    private final byte[] info_hash;
    private final String hex_info_hash;

    private final List<List<URI>> trackers;
    private final Set<URI> allTrackers;
    private final Date creationDate;
    private final String comment;
    private final String createdBy;
    private final String name;
    private final long size;
    private final int pieceLength;

    protected final List<TorrentFile> files;

    private final boolean seeder;

    /**
     * Create a new torrent from meta-info binary data.
     *
     * Parses the meta-info data (which should be B-encoded as described in the
     * BitTorrent specification) and create a Torrent object from it.
     *
     * @param torrent
     *            The meta-info byte data.
     * @param seeder
     *            Whether we'll be seeding for this torrent or not.
     * @throws IOException
     *             When the info dictionary can't be read or encoded and hashed
     *             back to create the torrent's SHA-1 hash.
     */
    public Torrent(byte[] torrent, boolean seeder) throws IOException {
        this.encoded = torrent;
        this.seeder = seeder;

        this.decoded = BDecoder.bdecode(new ByteArrayInputStream(this.encoded))
                .getMap();

        this.decoded_info = this.decoded.get("info").getMap();
        ByteArrayOutputStream baos = new ByteArrayOutputStream();
        BEncoder.bencode(this.decoded_info, baos);
        this.encoded_info = baos.toByteArray();
        this.info_hash = Torrent.hash(this.encoded_info);
        this.hex_info_hash = Torrent.byteArrayToHexString(this.info_hash);

        /**
         * Parses the announce information from the decoded meta-info structure.
         *
         * <p>
         * If the torrent doesn't define an announce-list, use the mandatory
         * announce field value as the single tracker in a single announce tier.
         * Otherwise, the announce-list must be parsed and the trackers from
         * each tier extracted.
         * </p>
         *
         * @see <a href="http://bittorrent.org/beps/bep_0012.html">BitTorrent
         *      BEP#0012 "Multitracker Metadata Extension"</a>
         */
        try {
            this.trackers = new ArrayList<List<URI>>();
            this.allTrackers = new HashSet<URI>();

            if (this.decoded.containsKey("announce-list")) {
                List<BEValue> tiers = this.decoded.get("announce-list")
                        .getList();
                for (BEValue tv : tiers) {
                    List<BEValue> trackers = tv.getList();
                    if (trackers.isEmpty()) {
                        continue;
                    }

                    List<URI> tier = new ArrayList<URI>();
                    for (BEValue tracker : trackers) {
                        URI uri = new URI(tracker.getString());

                        // Make sure we're not adding duplicate trackers.
                        if (!this.allTrackers.contains(uri)) {
                            tier.add(uri);
                            this.allTrackers.add(uri);
                        }
                    }

                    // Only add the tier if it's not empty.
                    if (!tier.isEmpty()) {
                        this.trackers.add(tier);
                    }
                }
            } else if (this.decoded.containsKey("announce")) {
                URI tracker = new URI(this.decoded.get("announce").getString());
                this.allTrackers.add(tracker);

                // Build a single-tier announce list.
                List<URI> tier = new ArrayList<URI>();
                tier.add(tracker);
                this.trackers.add(tier);
            }
        } catch (URISyntaxException use) {
            throw new IOException(use);
        }

        this.creationDate = this.decoded.containsKey("creation date") ? new Date(
                this.decoded.get("creation date").getLong() * 1000) : null;
        this.comment = this.decoded.containsKey("comment") ? this.decoded.get(
                "comment").getString() : null;
        this.createdBy = this.decoded.containsKey("created by") ? this.decoded
                .get("created by").getString() : null;
        this.name = this.decoded_info.get("name").getString();
        this.pieceLength = this.decoded_info.get("piece length").getInt();

        this.files = new LinkedList<TorrentFile>();

        // Parse multi-file torrent file information structure.
        if (this.decoded_info.containsKey("files")) {
            for (BEValue file : this.decoded_info.get("files").getList()) {
                Map<String, BEValue> fileInfo = file.getMap();
                StringBuilder path = new StringBuilder();
                for (BEValue pathElement : fileInfo.get("path").getList()) {
                    path.append(File.separator).append(pathElement.getString());
                }
                this.files.add(new TorrentFile(new File(this.name, path
                        .toString()), fileInfo.get("length").getLong()));
            }
        } else {
            // For single-file torrents, the name of the torrent is
            // directly the name of the file.
            this.files.add(new TorrentFile(new File(this.name),
                    this.decoded_info.get("length").getLong()));
        }

        // Calculate the total size of this torrent from its files' sizes.
        long size = 0;
        for (TorrentFile file : this.files) {
            size += file.size;
        }
        this.size = size;

        logger.info("{}-file torrent information:",
                this.isMultifile() ? "Multi" : "Single");
        logger.info("  Torrent name: {}", this.name);
        logger.info("  Announced at:"
                + (this.trackers.size() == 0 ? " Seems to be trackerless" : ""));
        for (int i = 0; i < this.trackers.size(); i++) {
            List<URI> tier = this.trackers.get(i);
            for (int j = 0; j < tier.size(); j++) {
                logger.info("    {}{}", (j == 0 ? String.format("%2d. ", i + 1)
                        : "    "), tier.get(j));
            }
        }

        if (this.creationDate != null) {
            logger.info("  Created on..: {}", this.creationDate);
        }
        if (this.comment != null) {
            logger.info("  Comment.....: {}", this.comment);
        }
        if (this.createdBy != null) {
            logger.info("  Created by..: {}", this.createdBy);
        }

        if (this.isMultifile()) {
            logger.info("  Found {} file(s) in multi-file torrent structure.",
                    this.files.size());
            int i = 0;
            for (TorrentFile file : this.files) {
                logger.debug(
                        "    {}. {} ({} byte(s))",
                        new Object[] { String.format("%2d", ++i),
                                file.file.getPath(),
                                String.format("%,d", file.size) });
            }
        }

        logger.info(
                "  Pieces......: {} piece(s) ({} byte(s)/piece)",
                (this.size / this.decoded_info.get("piece length").getInt()) + 1,
                this.decoded_info.get("piece length").getInt());
        logger.info("  Total size..: {} byte(s)",
                String.format("%,d", this.size));
    }

    /**
     * Get this torrent's name.
     *
     * <p>
     * For a single-file torrent, this is usually the name of the file. For a
     * multi-file torrent, this is usually the name of a top-level directory
     * containing those files.
     * </p>
     */
    public String getName() {
        return this.name;
    }

    /**
     * Get this torrent's comment string.
     */
    public String getComment() {
        return this.comment;
    }

    /**
     * Get this torrent's creator (user, software, whatever...).
     */
    public String getCreatedBy() {
        return this.createdBy;
    }

    /**
     * Get the total size of this torrent.
     */
    public long getSize() {
        return this.size;
    }

    /**
     * Get the file names from this torrent.
     *
     * @return The list of relative filenames of all the files described in this
     *         torrent.
     */
    public List<String> getFilenames() {
        List<String> filenames = new LinkedList<String>();
        for (TorrentFile file : this.files) {
            filenames.add(file.file.getPath());
        }
        return filenames;
    }

    /**
     * Tells whether this torrent is multi-file or not.
     */
    public boolean isMultifile() {
        return this.files.size() > 1;
    }

    /**
     * Return the hash of the B-encoded meta-info structure of this torrent.
     */
    public byte[] getInfoHash() {
        return this.info_hash;
    }

    /**
     * Get this torrent's info hash (as an hexadecimal-coded string).
     */
    public String getHexInfoHash() {
        return this.hex_info_hash;
    }

    /**
     * Return a human-readable representation of this torrent object.
     *
     * <p>
     * The torrent's name is used.
     * </p>
     */
    public String toString() {
        return this.getName();
    }

    /**
     * Return the B-encoded meta-info of this torrent.
     */
    public byte[] getEncoded() {
        return this.encoded;
    }

    /**
     * Return the trackers for this torrent.
     */
    public List<List<URI>> getAnnounceList() {
        return this.trackers;
    }

    /**
     * Returns the number of trackers for this torrent.
     */
    public int getTrackerCount() {
        return this.allTrackers.size();
    }

    /**
     * Tells whether we were an initial seeder for this torrent.
     */
    public boolean isSeeder() {
        return this.seeder;
    }

    /**
     * Save this torrent meta-info structure into a .torrent file.
     *
     * @param output
     *            The stream to write to.
     * @throws IOException
     *             If an I/O error occurs while writing the file.
     */
    public void save(OutputStream output) throws IOException {
        output.write(this.getEncoded());
    }

    public static byte[] hash(byte[] data) {
        return DigestUtils.sha1(data);
    }

    /**
     * Convert a byte string to a string containing an hexadecimal
     * representation of the original data.
     *
     * @param bytes
     *            The byte array to convert.
     */
    public static String byteArrayToHexString(byte[] bytes) {
        return new String(Hex.encodeHex(bytes, false));
    }

    /**
     * Return an hexadecimal representation of the bytes contained in the given
     * string, following the default, expected byte encoding.
     *
     * @param input
     *            The input string.
     */
    public static String toHexString(String input) {
        try {
            byte[] bytes = input.getBytes(Torrent.BYTE_ENCODING);
            return Torrent.byteArrayToHexString(bytes);
        } catch (UnsupportedEncodingException uee) {
            return null;
        }
    }

    /**
     * Determine how many threads to use for the piece hashing.
     *
     * <p>
     * If the environment variable TTORRENT_HASHING_THREADS is set to an integer
     * value greater than 0, its value will be used. Otherwise, it defaults to
     * the number of processors detected by the Java Runtime.
     * </p>
     *
     * @return How many threads to use for concurrent piece hashing.
     */
    protected static int getHashingThreadsCount() {
        String threads = System.getenv("TTORRENT_HASHING_THREADS");

        if (threads != null) {
            try {
                int count = Integer.parseInt(threads);
                if (count > 0) {
                    return count;
                }
            } catch (NumberFormatException nfe) {
                // Pass
            }
        }

        return Runtime.getRuntime().availableProcessors();
    }

    /** Torrent loading ---------------------------------------------------- */

    /**
     * Load a torrent from the given torrent file.
     *
     * <p>
     * This method assumes we are not a seeder and that local data needs to be
     * validated.
     * </p>
     *
     * @param torrent
     *            The abstract {@link File} object representing the
     *            <tt>.torrent</tt> file to load.
     * @throws IOException
     *             When the torrent file cannot be read.
     */
    public static Torrent load(File torrent) throws IOException {
        return Torrent.load(torrent, false);
    }

    /**
     * Load a torrent from the given torrent file.
     *
     * @param torrent
     *            The abstract {@link File} object representing the
     *            <tt>.torrent</tt> file to load.
     * @param seeder
     *            Whether we are a seeder for this torrent or not (disables
     *            local data validation).
     * @throws IOException
     *             When the torrent file cannot be read.
     */
    public static Torrent load(File torrent, boolean seeder) throws IOException {
        byte[] data = FileUtils.readFileToByteArray(torrent);
        return new Torrent(data, seeder);
    }

    /**
     * Torrent creation ---------------------------------------------------
     */

    // Added by Morten Salte
    public static Torrent create(File file, int pieceLength, URI announce,
            String createdBy, String securityToken)
            throws InterruptedException, IOException {
        return create(file, null, pieceLength, announce, null, createdBy,
                securityToken);
    }

    /**
     * Create a {@link Torrent} object for a file.
     *
     * <p>
     * Hash the given file to create the {@link Torrent} object representing the
     * Torrent metainfo about this file, needed for announcing and/or sharing
     * said file.
     * </p>
     *
     * @param source
     *            The file to use in the torrent.
     * @param announce
     *            The announce URI that will be used for this torrent.
     * @param createdBy
     *            The creator's name, or any string identifying the torrent's
     *            creator.
     */
    public static Torrent create(File source, URI announce, String createdBy)
            throws InterruptedException, IOException {
        return Torrent.create(source, null, DEFAULT_PIECE_LENGTH, announce,
                null, createdBy, null);
    }

    /**
     * Create a {@link Torrent} object for a set of files.
     *
     * <p>
     * Hash the given files to create the multi-file {@link Torrent} object
     * representing the Torrent meta-info about them, needed for announcing
     * and/or sharing these files. Since we created the torrent, we're
     * considering we'll be a full initial seeder for it.
     * </p>
     *
     * @param parent
     *            The parent directory or location of the torrent files, also
     *            used as the torrent's name.
     * @param files
     *            The files to add into this torrent.
     * @param announce
     *            The announce URI that will be used for this torrent.
     * @param createdBy
     *            The creator's name, or any string identifying the torrent's
     *            creator.
     */
    public static Torrent create(File parent, List<File> files, URI announce,
            String createdBy) throws InterruptedException, IOException {
        return Torrent.create(parent, files, DEFAULT_PIECE_LENGTH, announce,
                null, createdBy, null);
    }

    /**
     * Create a {@link Torrent} object for a file.
     *
     * <p>
     * Hash the given file to create the {@link Torrent} object representing the
     * Torrent metainfo about this file, needed for announcing and/or sharing
     * said file.
     * </p>
     *
     * @param source
     *            The file to use in the torrent.
     * @param announceList
     *            The announce URIs organized as tiers that will be used for
     *            this torrent
     * @param createdBy
     *            The creator's name, or any string identifying the torrent's
     *            creator.
     */
    public static Torrent create(File source, int pieceLength,
            List<List<URI>> announceList, String createdBy)
            throws InterruptedException, IOException {
        return Torrent.create(source, null, pieceLength, null, announceList,
                createdBy, null);
    }

    /**
     * Create a {@link Torrent} object for a set of files.
     *
     * <p>
     * Hash the given files to create the multi-file {@link Torrent} object
     * representing the Torrent meta-info about them, needed for announcing
     * and/or sharing these files. Since we created the torrent, we're
     * considering we'll be a full initial seeder for it.
     * </p>
     *
     * @param source
     *            The parent directory or location of the torrent files, also
     *            used as the torrent's name.
     * @param files
     *            The files to add into this torrent.
     * @param announceList
     *            The announce URIs organized as tiers that will be used for
     *            this torrent
     * @param createdBy
     *            The creator's name, or any string identifying the torrent's
     *            creator.
     */
    public static Torrent create(File source, List<File> files,
            int pieceLength, List<List<URI>> announceList, String createdBy)
            throws InterruptedException, IOException {
        return Torrent.create(source, files, pieceLength, null, announceList,
                createdBy, null);
    }

    /**
     * Helper method to create a {@link Torrent} object for a set of files.
     *
     * <p>
     * Hash the given files to create the multi-file {@link Torrent} object
     * representing the Torrent meta-info about them, needed for announcing
     * and/or sharing these files. Since we created the torrent, we're
     * considering we'll be a full initial seeder for it.
     * </p>
     *
     * @param parent
     *            The parent directory or location of the torrent files, also
     *            used as the torrent's name.
     * @param files
     *            The files to add into this torrent.
     * @param announce
     *            The announce URI that will be used for this torrent.
     * @param announceList
     *            The announce URIs organized as tiers that will be used for
     *            this torrent
     * @param createdBy
     *            The creator's name, or any string identifying the torrent's
     *            creator.
     */
    private static Torrent create(File parent, List<File> files,
            int pieceLength, URI announce, List<List<URI>> announceList,
            String createdBy, String securityToken)
            throws InterruptedException, IOException {
        // This method is modified by Morten Salte, see comments

        if (files == null || files.isEmpty()) {
            logger.info("Creating single-file torrent for {}...",
                    parent.getName());
        } else {
            logger.info("Creating {}-file torrent {}...", files.size(),
                    parent.getName());
        }

        Map<String, BEValue> torrent = new HashMap<String, BEValue>();

        if (announce != null) {
            torrent.put("announce", new BEValue(announce.toString()));
        }
        if (announceList != null) {
            List<BEValue> tiers = new LinkedList<BEValue>();
            for (List<URI> trackers : announceList) {
                List<BEValue> tierInfo = new LinkedList<BEValue>();
                for (URI trackerURI : trackers) {
                    tierInfo.add(new BEValue(trackerURI.toString()));
                }
                tiers.add(new BEValue(tierInfo));
            }
            torrent.put("announce-list", new BEValue(tiers));
        }

        torrent.put("creation date", new BEValue(new Date().getTime() / 1000));
        torrent.put("created by", new BEValue(createdBy));

        Map<String, BEValue> info = new TreeMap<String, BEValue>();

        info.put("name", new BEValue(parent.getName()));
        info.put("piece length", new BEValue(pieceLength));

        info.put("private", new BEValue(1)); // Added
        info.put("atoken", new BEValue(securityToken)); // Added

        if (files == null || files.isEmpty()) {
            info.put("length", new BEValue(parent.length()));
            info.put("pieces",
                    new BEValue(Torrent.hashFile(parent, pieceLength),
                            Torrent.BYTE_ENCODING));
        } else {
            List<BEValue> fileInfo = new LinkedList<BEValue>();
            for (File file : files) {
                Map<String, BEValue> fileMap = new HashMap<String, BEValue>();
                fileMap.put("length", new BEValue(file.length()));

                LinkedList<BEValue> filePath = new LinkedList<BEValue>();
                while (file != null) {
                    if (file.equals(parent)) {
                        break;
                    }

                    filePath.addFirst(new BEValue(file.getName()));
                    file = file.getParentFile();
                }

                fileMap.put("path", new BEValue(filePath));
                fileInfo.add(new BEValue(fileMap));
            }
            info.put("files", new BEValue(fileInfo));
            info.put("pieces",
                    new BEValue(Torrent.hashFiles(files, pieceLength),
                            Torrent.BYTE_ENCODING));
        }
        torrent.put("info", new BEValue(info));

        ByteArrayOutputStream baos = new ByteArrayOutputStream();
        BEncoder.bencode(new BEValue(torrent), baos);
        return new Torrent(baos.toByteArray(), true);
    }

    /**
     * A {@link Callable} to hash a data chunk.
     *
     * @author mpetazzoni
     */
    private static class CallableChunkHasher implements Callable<String> {

        private final MessageDigest md;
        private final ByteBuffer data;

        CallableChunkHasher(ByteBuffer buffer) {
            this.md = DigestUtils.getSha1Digest();

            this.data = ByteBuffer.allocate(buffer.remaining());
            buffer.mark();
            this.data.put(buffer);
            this.data.clear();
            buffer.reset();
        }

        @Override
        public String call() throws UnsupportedEncodingException {
            this.md.reset();
            this.md.update(this.data.array());
            return new String(md.digest(), Torrent.BYTE_ENCODING);
        }
    }

    /**
     * Return the concatenation of the SHA-1 hashes of a file's pieces.
     *
     * <p>
     * Hashes the given file piece by piece using the default Torrent piece
     * length (see {@link #PIECE_LENGTH}) and returns the concatenation of these
     * hashes, as a string.
     * </p>
     *
     * <p>
     * This is used for creating Torrent meta-info structures from a file.
     * </p>
     *
     * @param file
     *            The file to hash.
     */
    private static String hashFile(File file, int pieceLenght)
            throws InterruptedException, IOException {
        return Torrent.hashFiles(Arrays.asList(new File[] { file }),
                pieceLenght);
    }

    private static String hashFiles(List<File> files, int pieceLenght)
            throws InterruptedException, IOException {
        int threads = getHashingThreadsCount();
        ExecutorService executor = Executors.newFixedThreadPool(threads);
        ByteBuffer buffer = ByteBuffer.allocate(pieceLenght);
        List<Future<String>> results = new LinkedList<Future<String>>();
        StringBuilder hashes = new StringBuilder();

        long length = 0L;
        int pieces = 0;

        long start = System.nanoTime();
        for (File file : files) {
            logger.info(
                    "Hashing data from {} with {} threads ({} pieces)...",
                    new Object[] {
                            file.getName(),
                            threads,
                            (int) (Math.ceil((double) file.length()
                                    / pieceLenght)) });

            length += file.length();

            FileInputStream fis = new FileInputStream(file);
            FileChannel channel = fis.getChannel();
            int step = 10;

            try {
                while (channel.read(buffer) > 0) {
                    if (buffer.remaining() == 0) {
                        buffer.clear();
                        results.add(executor.submit(new CallableChunkHasher(
                                buffer)));
                    }

                    if (results.size() >= threads) {
                        pieces += accumulateHashes(hashes, results);
                    }

                    if (channel.position() / (double) channel.size() * 100f > step) {
                        logger.info("  ... {}% complete", step);
                        step += 10;
                    }
                }
            } finally {
                channel.close();
                fis.close();
            }
        }

        // Hash the last bit, if any
        if (buffer.position() > 0) {
            buffer.limit(buffer.position());
            buffer.position(0);
            results.add(executor.submit(new CallableChunkHasher(buffer)));
        }

        pieces += accumulateHashes(hashes, results);

        // Request orderly executor shutdown and wait for hashing tasks to
        // complete.
        executor.shutdown();
        while (!executor.isTerminated()) {
            Thread.sleep(10);
        }
        long elapsed = System.nanoTime() - start;

        int expectedPieces = (int) (Math.ceil((double) length / pieceLenght));
        logger.info(
                "Hashed {} file(s) ({} bytes) in {} pieces ({} expected) in {}ms.",
                new Object[] { files.size(), length, pieces, expectedPieces,
                        String.format("%.1f", elapsed / 1e6), });

        return hashes.toString();
    }

    /**
     * Accumulate the piece hashes into a given {@link StringBuilder}.
     *
     * @param hashes
     *            The {@link StringBuilder} to append hashes to.
     * @param results
     *            The list of {@link Future}s that will yield the piece hashes.
     */
    private static int accumulateHashes(StringBuilder hashes,
            List<Future<String>> results) throws InterruptedException,
            IOException {
        try {
            int pieces = results.size();
            for (Future<String> chunk : results) {
                hashes.append(chunk.get());
            }
            results.clear();
            return pieces;
        } catch (ExecutionException ee) {
            throw new IOException("Error while hashing the torrent data!", ee);
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/storage/TorrentByteStorage.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.storage;

import java.io.IOException;
import java.nio.ByteBuffer;


/**
 * Abstract torrent byte storage.
 *
 * <p>
 * This interface defines the methods for accessing an abstracted torrent byte
 * storage. A torrent, especially when it contains multiple files, needs to be
 * seen as one single continuous stream of bytes. Torrent pieces will most
 * likely span accross file boundaries. This abstracted byte storage aims at
 * providing a simple interface for read/write access to the torrent data,
 * regardless of how it is composed underneath the piece structure.
 * </p>
 *
 * @author mpetazzoni
 * @author dgiffin
 */
public interface TorrentByteStorage {

    public static final String PARTIAL_FILE_NAME_SUFFIX = ".part";

    /**
     * Returns the total size of the torrent storage.
     */
    public long size();

    /**
     * Read from the byte storage.
     *
     * <p>
     * Read {@code length} bytes at offset {@code offset} from the underlying
     * byte storage and return them in a {@link ByteBuffer}.
     * </p>
     *
     * @param buffer The buffer to read the bytes into. The buffer's limit will
     * control how many bytes are read from the storage.
     * @param offset The offset, in bytes, to read from. This must be within
     * the storage boundary.
     * @return The number of bytes read from the storage.
     * @throws IOException If an I/O error occurs while reading from the
     * byte storage.
     */
    public int read(ByteBuffer buffer, long offset) throws IOException;

    /**
     * Write bytes to the byte storage.
     *
     * <p>
     * </p>
     *
     * @param block A {@link ByteBuffer} containing the bytes to write to the
     * storage. The buffer limit is expected to be set correctly: all bytes
     * from the buffer will be used.
     * @param offset Offset in the underlying byte storage to write the block
     * at.
     * @return The number of bytes written to the storage.
     * @throws IOException If an I/O error occurs while writing to the byte
     * storage.
     */
    public int write(ByteBuffer block, long offset) throws IOException;

    /**
     * Close this byte storage.
     *
     * @throws IOException If closing the underlying storage (file(s) ?)
     * failed.
     */
    public void close() throws IOException;

    /**
     * Finalize the byte storage when the download is complete.
     *
     * <p>
     * This gives the byte storage the opportunity to perform finalization
     * operations when the download completes, like moving the files from a
     * temporary location to their destination.
     * </p>
     *
     * @throws IOException If the finalization failed.
     */
    public void finish() throws IOException;

    /**
     * Tells whether this byte storage has been finalized.
     */
    public boolean isFinished();
}
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ttorrent/cli/src/main/java/com/turn/ttorrent/cli/TorrentMain.java/**
 * Copyright (C) 2011-2013 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.cli;

import com.turn.ttorrent.common.Torrent;

import java.io.File;
import java.io.FileOutputStream;
import java.io.OutputStream;
import java.io.PrintStream;
import java.net.URI;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.Collections;
import java.util.List;
import java.util.Vector;

import jargs.gnu.CmdLineParser;
import org.apache.commons.io.FileUtils;
import org.apache.commons.io.IOUtils;
import org.apache.commons.io.filefilter.TrueFileFilter;
import org.apache.log4j.BasicConfigurator;
import org.apache.log4j.ConsoleAppender;
import org.apache.log4j.PatternLayout;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * Command-line entry-point for reading and writing {@link Torrent} files.
 */
public class TorrentMain {

    private static final Logger logger =
        LoggerFactory.getLogger(TorrentMain.class);

    /**
     * Display program usage on the given {@link PrintStream}.
     */
    private static void usage(PrintStream s) {
        usage(s, null);
    }

    /**
     * Display a message and program usage on the given {@link PrintStream}.
     */
    private static void usage(PrintStream s, String msg) {
        if (msg != null) {
            s.println(msg);
            s.println();
        }

        s.println("usage: Torrent [options] [file|directory]");
        s.println();
        s.println("Available options:");
        s.println("  -h,--help             Show this help and exit.");
        s.println("  -t,--torrent FILE     Use FILE to read/write torrent file.");
        s.println();
        s.println("  -c,--create           Create a new torrent file using " +
            "the given announce URL and data.");
        s.println("  -l,--length           Define the piece length for hashing data");
        s.println("  -a,--announce         Tracker URL (can be repeated).");
        s.println();
    }

    /**
     * Torrent reader and creator.
     *
     * <p>
     * You can use the {@code main()} function of this class to read or create
     * torrent files. See usage for details.
     * </p>
     *
     */
    public static void main(String[] args) {
        BasicConfigurator.configure(new ConsoleAppender(
            new PatternLayout("%-5p: %m%n")));

        CmdLineParser parser = new CmdLineParser();
        CmdLineParser.Option help = parser.addBooleanOption('h', "help");
        CmdLineParser.Option filename = parser.addStringOption('t', "torrent");
        CmdLineParser.Option create = parser.addBooleanOption('c', "create");
        CmdLineParser.Option pieceLength = parser.addIntegerOption('l', "length");
        CmdLineParser.Option announce = parser.addStringOption('a', "announce");

        try {
            parser.parse(args);
        } catch (CmdLineParser.OptionException oe) {
            System.err.println(oe.getMessage());
            usage(System.err);
            System.exit(1);
        }

        // Display help and exit if requested
        if (Boolean.TRUE.equals((Boolean)parser.getOptionValue(help))) {
            usage(System.out);
            System.exit(0);
        }

        String filenameValue = (String)parser.getOptionValue(filename);
        if (filenameValue == null) {
            usage(System.err, "Torrent file must be provided!");
            System.exit(1);
        }

        Integer pieceLengthVal = (Integer) parser.getOptionValue(pieceLength);
        if (pieceLengthVal == null) {
            pieceLengthVal = Torrent.DEFAULT_PIECE_LENGTH;
        }
        else {
            pieceLengthVal = pieceLengthVal * 1024;
        }
        logger.info("Using piece length of {} bytes.", pieceLengthVal);

        Boolean createFlag = (Boolean)parser.getOptionValue(create);
        
        //For repeated announce urls
        @SuppressWarnings("unchecked")
        Vector<String> announceURLs = (Vector<String>)parser.getOptionValues(announce);
        

        String[] otherArgs = parser.getRemainingArgs();

        if (Boolean.TRUE.equals(createFlag) &&
            (otherArgs.length != 1 || announceURLs.isEmpty())) {
            usage(System.err, "Announce URL and a file or directory must be " +
                "provided to create a torrent file!");
            System.exit(1);
        }
        
        
        OutputStream fos = null;
        try {
            if (Boolean.TRUE.equals(createFlag)) {
                if (filenameValue != null) {
                    fos = new FileOutputStream(filenameValue);
                } else {
                    fos = System.out;
                }

                //Process the announce URLs into URIs
                List<URI> announceURIs = new ArrayList<URI>();      
                for (String url : announceURLs) { 
                    announceURIs.add(new URI(url));
                }
                
                //Create the announce-list as a list of lists of URIs
                //Assume all the URI's are first tier trackers
                List<List<URI>> announceList = new ArrayList<List<URI>>();
                announceList.add(announceURIs);
                
                File source = new File(otherArgs[0]);
                if (!source.exists() || !source.canRead()) {
                    throw new IllegalArgumentException(
                        "Cannot access source file or directory " +
                            source.getName());
                }

                String creator = String.format("%s (ttorrent)",
                    System.getProperty("user.name"));

                Torrent torrent = null;
                if (source.isDirectory()) {
                    List<File> files = new ArrayList<File>(FileUtils.listFiles(source, TrueFileFilter.TRUE, TrueFileFilter.TRUE));
                    Collections.sort(files);
                    torrent = Torrent.create(source, files, pieceLengthVal, 
                            announceList, creator);
                } else {
                    torrent = Torrent.create(source, pieceLengthVal, announceList, creator);
                }

                torrent.save(fos);
            } else {
                Torrent.load(new File(filenameValue), true);
            }
        } catch (Exception e) {
            logger.error("{}", e.getMessage(), e);
            System.exit(2);
        } finally {
            if (fos != System.out) {
                IOUtils.closeQuietly(fos);
            }
        }
    }
}
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bit-torrent/src/main/java/no/uis/msalte/thesis/bit_torrent/util/TorrentUtils.javapackage no.uis.msalte.thesis.bit_torrent.util;

import static no.uis.msalte.thesis.common.AppConstants.TRACKER_HOSTNAME;
import static no.uis.msalte.thesis.common.AppConstants.TRACKER_PORT;
import static no.uis.msalte.thesis.common.AppConstants.PIECE_LENGTH;

import java.io.File;
import java.io.FileOutputStream;
import java.io.IOException;
import java.net.URI;
import java.nio.file.Files;
import java.nio.file.Paths;
import java.util.Base64;

import com.turn.ttorrent.common.Torrent;

public class TorrentUtils {

    public static String createBase64(String name, String token, File file) {
        File torrent = null;
        FileOutputStream fos = null;

        try {
            // Create a temporary file in the file system to
            // represent the new torrent
            torrent = File
                    .createTempFile(name, String.format(".%s", "torrent"));

            // Write the torrent contents into the temporary file
            fos = new FileOutputStream(torrent);
            writeBencodedContents(file, token, fos);

            fos.flush();
            fos.close();

            // Return an encoded version of the created torrent file
            byte[] bytes = Files.readAllBytes(Paths.get(torrent
                    .getAbsolutePath()));

            return Base64.getEncoder().encodeToString(bytes);
        } catch (IOException e) {
            e.printStackTrace();
        } catch (InterruptedException e) {
            e.printStackTrace();
        } finally {
            // Delete the torrent from the file system
            if (torrent != null) {
                torrent.delete();
            }
        }

        return null;
    }

    public static boolean isValidTorrent(File torrent) {
        try {
            // The torrent is valid if it contains an announce list
            return Torrent.load(torrent).getAnnounceList() != null;
        } catch (IOException e) {
            return false;
        }
    }

    public static boolean isBase64ValidTorrent(String torrent) {
        FileOutputStream fos = null;
        File tmp = null;

        try {
            final byte[] b = Base64.getDecoder().decode(torrent);

            tmp = File.createTempFile("temp", null);

            fos = new FileOutputStream(tmp);
            fos.write(b);
            fos.flush();
            fos.close();

            // The torrent is valid if it contains an announce list
            return Torrent.load(tmp).getAnnounceList() != null;
        } catch (Exception e) {
            return false;
        } finally {
            if (tmp != null) {
                tmp.delete();
            }
        }
    }

    private static Torrent writeBencodedContents(File file, String token,
            FileOutputStream fos) throws InterruptedException, IOException {

        final URI announce = URI.create(String.format("https://%s:%d/announce",
                TRACKER_HOSTNAME, TRACKER_PORT));
        
        final Torrent torrent = Torrent.create(file, PIECE_LENGTH, announce,
                TorrentUtils.class.getPackage().getName(), token);

        torrent.save(fos);

        return torrent;
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/tracker/TrackedPeer.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.tracker;

import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.Torrent;

import java.io.UnsupportedEncodingException;
import java.nio.ByteBuffer;
import java.util.Date;
import java.util.HashMap;
import java.util.Map;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * A BitTorrent tracker peer.
 *
 * <p>
 * Represents a peer exchanging on a given torrent. In this implementation,
 * we don't really care about the status of the peers and how much they
 * have downloaded / exchanged because we are not a torrent exchange and
 * don't need to keep track of what peers are doing while they're
 * downloading. We only care about when they start, and when they are done.
 * </p>
 *
 * <p>
 * We also never expire peers automatically. Unless peers send a STOPPED
 * announce request, they remain as long as the torrent object they are a
 * part of.
 * </p>
 */
public class TrackedPeer extends Peer {

    private static final Logger logger =
        LoggerFactory.getLogger(TrackedPeer.class);

    private static final int FRESH_TIME_SECONDS = 30;

    private long uploaded;
    private long downloaded;
    private long left;
    private Torrent torrent;

    /**
     * Represents the state of a peer exchanging on this torrent.
     *
     * <p>
     * Peers can be in the STARTED state, meaning they have announced
     * themselves to us and are eventually exchanging data with other peers.
     * Note that a peer starting with a completed file will also be in the
     * started state and will never notify as being in the completed state.
     * This information can be inferred from the fact that the peer reports 0
     * bytes left to download.
     * </p>
     *
     * <p>
     * Peers enter the COMPLETED state when they announce they have entirely
     * downloaded the file. As stated above, we may also elect them for this
     * state if they report 0 bytes left to download.
     * </p>
     *
     * <p>
     * Peers enter the STOPPED state very briefly before being removed. We
     * still pass them to the STOPPED state in case someone else kept a
     * reference on them.
     * </p>
     */
    public enum PeerState {
        UNKNOWN,
        STARTED,
        COMPLETED,
        STOPPED;
    };

    private PeerState state;
    private Date lastAnnounce;

    /**
     * Instantiate a new tracked peer for the given torrent.
     *
     * @param torrent The torrent this peer exchanges on.
     * @param ip The peer's IP address.
     * @param port The peer's port.
     * @param peerId The byte-encoded peer ID.
     */
    public TrackedPeer(Torrent torrent, String ip, int port,
            ByteBuffer peerId) {
        super(ip, port, peerId);
        this.torrent = torrent;

        // Instantiated peers start in the UNKNOWN state.
        this.state = PeerState.UNKNOWN;
        this.lastAnnounce = null;

        this.uploaded = 0;
        this.downloaded = 0;
        this.left = 0;
    }

    /**
     * Update this peer's state and information.
     *
     * <p>
     * <b>Note:</b> if the peer reports 0 bytes left to download, its state will
     * be automatically be set to COMPLETED.
     * </p>
     *
     * @param state The peer's state.
     * @param uploaded Uploaded byte count, as reported by the peer.
     * @param downloaded Downloaded byte count, as reported by the peer.
     * @param left Left-to-download byte count, as reported by the peer.
     */
    public void update(PeerState state, long uploaded, long downloaded,
            long left) {
        if (PeerState.STARTED.equals(state) && left == 0) {
            state = PeerState.COMPLETED;
        }

        if (!state.equals(this.state)) {
            logger.info("Peer {} {} download of {}.",
                new Object[] {
                    this,
                    state.name().toLowerCase(),
                    this.torrent,
                });
        }

        this.state = state;
        this.lastAnnounce = new Date();
        this.uploaded = uploaded;
        this.downloaded = downloaded;
        this.left = left;
    }

    /**
     * Tells whether this peer has completed its download and can thus be
     * considered a seeder.
     */
    public boolean isCompleted() {
        return PeerState.COMPLETED.equals(this.state);
    }

    /**
     * Returns how many bytes the peer reported it has uploaded so far.
     */
    public long getUploaded() {
        return this.uploaded;
    }

    /**
     * Returns how many bytes the peer reported it has downloaded so far.
     */
    public long getDownloaded() {
        return this.downloaded;
    }

    /**
     * Returns how many bytes the peer reported it needs to retrieve before
     * its download is complete.
     */
    public long getLeft() {
        return this.left;
    }

    /**
     * Tells whether this peer has checked in with the tracker recently.
     *
     * <p>
     * Non-fresh peers are automatically terminated and collected by the
     * Tracker.
     * </p>
     */
    public boolean isFresh() {
        return (this.lastAnnounce != null &&
                (this.lastAnnounce.getTime() + (FRESH_TIME_SECONDS * 1000) >
                 new Date().getTime()));
    }

    /**
     * Returns a BEValue representing this peer for inclusion in an
     * announce reply from the tracker.
     *
     * The returned BEValue is a dictionary containing the peer ID (in its
     * original byte-encoded form), the peer's IP and the peer's port.
     */
    public BEValue toBEValue() throws UnsupportedEncodingException {
        Map<String, BEValue> peer = new HashMap<String, BEValue>();
        if (this.hasPeerId()) {
            peer.put("peer id", new BEValue(this.getPeerId().array()));
        }
        peer.put("ip", new BEValue(this.getIp(), Torrent.BYTE_ENCODING));
        peer.put("port", new BEValue(this.getPort()));
        return new BEValue(peer);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/tracker/TrackedTorrent.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.tracker;

import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage.AnnounceRequestMessage.RequestEvent;

import java.io.File;
import java.io.IOException;
import java.io.UnsupportedEncodingException;
import java.nio.ByteBuffer;

import java.util.Collections;
import java.util.LinkedList;
import java.util.List;
import java.util.Map;
import java.util.concurrent.ConcurrentHashMap;
import java.util.concurrent.ConcurrentMap;

import org.apache.commons.io.FileUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;


/**
 * Tracked torrents are torrent for which we don't expect to have data files
 * for.
 *
 * <p>
 * {@link TrackedTorrent} objects are used by the BitTorrent tracker to
 * represent a torrent that is announced by the tracker. As such, it is not
 * expected to point to any valid local data like. It also contains some
 * additional information used by the tracker to keep track of which peers
 * exchange on it, etc.
 * </p>
 *
 * @author mpetazzoni
 */
public class TrackedTorrent extends Torrent {

    private static final Logger logger =
        LoggerFactory.getLogger(TrackedTorrent.class);

    /** Minimum announce interval requested from peers, in seconds. */
    public static final int MIN_ANNOUNCE_INTERVAL_SECONDS = 5;

    /** Default number of peers included in a tracker response. */
    private static final int DEFAULT_ANSWER_NUM_PEERS = 30;

    /** Default announce interval requested from peers, in seconds. */
    private static final int DEFAULT_ANNOUNCE_INTERVAL_SECONDS = 10;

    private int answerPeers;
    private int announceInterval;

    /** Peers currently exchanging on this torrent. */
    private ConcurrentMap<String, TrackedPeer> peers;

    /**
     * Create a new tracked torrent from meta-info binary data.
     *
     * @param torrent The meta-info byte data.
     * @throws IOException When the info dictionary can't be
     * encoded and hashed back to create the torrent's SHA-1 hash.
     */
    public TrackedTorrent(byte[] torrent) throws IOException {
        super(torrent, false);

        this.peers = new ConcurrentHashMap<String, TrackedPeer>();
        this.answerPeers = TrackedTorrent.DEFAULT_ANSWER_NUM_PEERS;
        this.announceInterval = TrackedTorrent.DEFAULT_ANNOUNCE_INTERVAL_SECONDS;
    }

    public TrackedTorrent(Torrent torrent) throws IOException {
        this(torrent.getEncoded());
    }

    /**
     * Returns the map of all peers currently exchanging on this torrent.
     */
    public Map<String, TrackedPeer> getPeers() {
        return this.peers;
    }

    /**
     * Add a peer exchanging on this torrent.
     *
     * @param peer The new Peer involved with this torrent.
     */
    public void addPeer(TrackedPeer peer) {
        this.peers.put(peer.getHexPeerId(), peer);
    }

    /**
     * Retrieve a peer exchanging on this torrent.
     *
     * @param peerId The hexadecimal representation of the peer's ID.
     */
    public TrackedPeer getPeer(String peerId) {
        return this.peers.get(peerId);
    }

    /**
     * Remove a peer from this torrent's swarm.
     *
     * @param peerId The hexadecimal representation of the peer's ID.
     */
    public TrackedPeer removePeer(String peerId) {
        return this.peers.remove(peerId);
    }

    /**
     * Count the number of seeders (peers in the COMPLETED state) on this
     * torrent.
     */
    public int seeders() {
        int count = 0;
        for (TrackedPeer peer : this.peers.values()) {
            if (peer.isCompleted()) {
                count++;
            }
        }
        return count;
    }

    /**
     * Count the number of leechers (non-COMPLETED peers) on this torrent.
     */
    public int leechers() {
        int count = 0;
        for (TrackedPeer peer : this.peers.values()) {
            if (!peer.isCompleted()) {
                count++;
            }
        }
        return count;
    }

    /**
     * Remove unfresh peers from this torrent.
     *
     * <p>
     * Collect and remove all non-fresh peers from this torrent. This is
     * usually called by the periodic peer collector of the BitTorrent tracker.
     * </p>
     */
    public void collectUnfreshPeers() {
        for (TrackedPeer peer : this.peers.values()) {
            if (!peer.isFresh()) {
                this.peers.remove(peer.getHexPeerId());
            }
        }
    }

    /**
     * Get the announce interval for this torrent.
     */
    public int getAnnounceInterval() {
        return this.announceInterval;
    }

    /**
     * Set the announce interval for this torrent.
     *
     * @param interval New announce interval, in seconds.
     */
    public void setAnnounceInterval(int interval) {
        if (interval <= 0) {
            throw new IllegalArgumentException("Invalid announce interval");
        }

        this.announceInterval = interval;
    }

    /**
     * Update this torrent's swarm from an announce event.
     *
     * <p>
     * This will automatically create a new peer on a 'started' announce event,
     * and remove the peer on a 'stopped' announce event.
     * </p>
     *
     * @param event The reported event. If <em>null</em>, means a regular
     * interval announce event, as defined in the BitTorrent specification.
     * @param peerId The byte-encoded peer ID.
     * @param hexPeerId The hexadecimal representation of the peer's ID.
     * @param ip The peer's IP address.
     * @param port The peer's inbound port.
     * @param uploaded The peer's reported uploaded byte count.
     * @param downloaded The peer's reported downloaded byte count.
     * @param left The peer's reported left to download byte count.
     * @return The peer that sent us the announce request.
     */
    public TrackedPeer update(RequestEvent event, ByteBuffer peerId,
        String hexPeerId, String ip, int port, long uploaded, long downloaded,
        long left) throws UnsupportedEncodingException {
        TrackedPeer peer;
        TrackedPeer.PeerState state = TrackedPeer.PeerState.UNKNOWN;

        if (RequestEvent.STARTED.equals(event)) {
            peer = new TrackedPeer(this, ip, port, peerId);
            state = TrackedPeer.PeerState.STARTED;
            this.addPeer(peer);
        } else if (RequestEvent.STOPPED.equals(event)) {
            peer = this.removePeer(hexPeerId);
            state = TrackedPeer.PeerState.STOPPED;
        } else if (RequestEvent.COMPLETED.equals(event)) {
            peer = this.getPeer(hexPeerId);
            state = TrackedPeer.PeerState.COMPLETED;
        } else if (RequestEvent.NONE.equals(event)) {
            peer = this.getPeer(hexPeerId);
            state = TrackedPeer.PeerState.STARTED;
        } else {
            throw new IllegalArgumentException("Unexpected announce event type!");
        }

        peer.update(state, uploaded, downloaded, left);
        return peer;
    }

    /**
     * Get a list of peers we can return in an announce response for this
     * torrent.
     *
     * @param peer The peer making the request, so we can exclude it from the
     * list of returned peers.
     * @return A list of peers we can include in an announce response.
     */
    public List<Peer> getSomePeers(TrackedPeer peer) {
        List<Peer> peers = new LinkedList<Peer>();

        // Extract answerPeers random peers
        List<TrackedPeer> candidates =
            new LinkedList<TrackedPeer>(this.peers.values());
        Collections.shuffle(candidates);

        int count = 0;
        for (TrackedPeer candidate : candidates) {
            // Collect unfresh peers, and obviously don't serve them as well.
            if (!candidate.isFresh() ||
                (candidate.looksLike(peer) && !candidate.equals(peer))) {
                logger.debug("Collecting stale peer {}...", candidate);
                this.peers.remove(candidate.getHexPeerId());
                continue;
            }

            // Don't include the requesting peer in the answer.
            if (peer.looksLike(candidate)) {
                continue;
            }

            // Collect unfresh peers, and obviously don't serve them as well.
            if (!candidate.isFresh()) {
                logger.debug("Collecting stale peer {}...",
                    candidate.getHexPeerId());
                this.peers.remove(candidate.getHexPeerId());
                continue;
            }

            // Only serve at most ANSWER_NUM_PEERS peers
            if (count++ > this.answerPeers) {
                break;
            }

            peers.add(candidate);
        }

        return peers;
    }

    /**
     * Load a tracked torrent from the given torrent file.
     *
     * @param torrent The abstract {@link File} object representing the
     * <tt>.torrent</tt> file to load.
     * @throws IOException When the torrent file cannot be read.
     */
    public static TrackedTorrent load(File torrent) throws IOException {
        byte[] data = FileUtils.readFileToByteArray(torrent);
        return new TrackedTorrent(data);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/tracker/Tracker.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.tracker;

import java.io.IOException;
import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.net.MalformedURLException;
import java.net.URL;
import java.util.Collection;
import java.util.Timer;
import java.util.TimerTask;
import java.util.concurrent.ConcurrentHashMap;
import java.util.concurrent.ConcurrentMap;

import no.uis.msalte.thesis.common.security.SecurityConstants;

import org.simpleframework.transport.connect.Connection;
import org.simpleframework.transport.connect.SocketConnection;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.turn.ttorrent.common.Torrent;

/**
 * BitTorrent tracker.
 *
 * <p>
 * The tracker usually listens on port 6969 (the standard BitTorrent tracker
 * port). Torrents must be registered directly to this tracker with the
 * {@link #announce(TrackedTorrent torrent)}</code> method.
 * </p>
 *
 * @author mpetazzoni
 */
public class Tracker {

    private static final Logger logger = LoggerFactory.getLogger(Tracker.class);

    /** Request path handled by the tracker announce request handler. */
    public static final String ANNOUNCE_URL = "/announce";

    /** Default tracker listening port (BitTorrent's default is 6969). */
    public static final int DEFAULT_TRACKER_PORT = 6969;

    /** Default server name and version announced by the tracker. */
    public static final String DEFAULT_VERSION_STRING = "BitTorrent Tracker (ttorrent)";

    private final Connection connection;
    private final InetSocketAddress address;

    /** The in-memory repository of torrents tracked. */
    private final ConcurrentMap<String, TrackedTorrent> torrents;

    private Thread tracker;
    private Thread collector;
    private boolean stop;

    /**
     * Create a new BitTorrent tracker listening at the given address on the
     * default port.
     *
     * @param address
     *            The address to bind to.
     * @throws IOException
     *             Throws an <em>IOException</em> if the tracker cannot be
     *             initialized.
     */
    public Tracker(InetAddress address) throws IOException {
        this(new InetSocketAddress(address, DEFAULT_TRACKER_PORT),
                DEFAULT_VERSION_STRING);
    }

    /**
     * Create a new BitTorrent tracker listening at the given address.
     *
     * @param address
     *            The address to bind to.
     * @throws IOException
     *             Throws an <em>IOException</em> if the tracker cannot be
     *             initialized.
     */
    public Tracker(InetSocketAddress address) throws IOException {
        this(address, DEFAULT_VERSION_STRING);
    }

    /**
     * Create a new BitTorrent tracker listening at the given address.
     *
     * @param address
     *            The address to bind to.
     * @param version
     *            A version string served in the HTTP headers
     * @throws IOException
     *             Throws an <em>IOException</em> if the tracker cannot be
     *             initialized.
     */
    public Tracker(InetSocketAddress address, String version)
            throws IOException {
        this.address = address;
        this.torrents = new ConcurrentHashMap<String, TrackedTorrent>();
        this.connection = new SocketConnection(new TrackerService(version,
                this.torrents));
    }

    /**
     * Returns the full announce URL served by this tracker.
     *
     * <p>
     * This has the form https://host:port/announce.
     * </p>
     */
    public URL getAnnounceUrl() {
        try {
            // Modified by Morten Salte (https)
            return new URL("https", this.address.getAddress()
                    .getCanonicalHostName(), this.address.getPort(),
                    Tracker.ANNOUNCE_URL);
        } catch (MalformedURLException mue) {
            logger.error("Could not build tracker URL: {}!", mue, mue);
        }

        return null;
    }

    /**
     * Start the tracker thread.
     */
    public void start() {
        if (this.tracker == null || !this.tracker.isAlive()) {
            this.tracker = new TrackerThread();
            this.tracker.setName("tracker:" + this.address.getPort());
            this.tracker.start();
        }

        if (this.collector == null || !this.collector.isAlive()) {
            this.collector = new PeerCollectorThread();
            this.collector.setName("peer-collector:" + this.address.getPort());
            this.collector.start();
        }
    }

    /**
     * Stop the tracker.
     *
     * <p>
     * This effectively closes the listening HTTP connection to terminate the
     * service, and interrupts the peer collector thread as well.
     * </p>
     */
    public void stop() {
        this.stop = true;

        try {
            this.connection.close();
            logger.info("BitTorrent tracker closed.");
        } catch (IOException ioe) {
            logger.error("Could not stop the tracker: {}!", ioe.getMessage());
        }

        if (this.collector != null && this.collector.isAlive()) {
            this.collector.interrupt();
            logger.info("Peer collection terminated.");
        }
    }

    /**
     * Returns the list of tracker's torrents
     */
    public Collection<TrackedTorrent> getTrackedTorrents() {
        return torrents.values();
    }

    /**
     * Announce a new torrent on this tracker.
     *
     * <p>
     * The fact that torrents must be announced here first makes this tracker a
     * closed BitTorrent tracker: it will only accept clients for torrents it
     * knows about, and this list of torrents is managed by the program
     * instrumenting this Tracker class.
     * </p>
     *
     * @param torrent
     *            The Torrent object to start tracking.
     * @return The torrent object for this torrent on this tracker. This may be
     *         different from the supplied Torrent object if the tracker already
     *         contained a torrent with the same hash.
     */
    public synchronized TrackedTorrent announce(TrackedTorrent torrent) {
        TrackedTorrent existing = this.torrents.get(torrent.getHexInfoHash());

        if (existing != null) {
            logger.warn("Tracker already announced torrent for '{}' "
                    + "with hash {}.", existing.getName(),
                    existing.getHexInfoHash());
            return existing;
        }

        this.torrents.put(torrent.getHexInfoHash(), torrent);
        logger.info("Registered new torrent for '{}' with hash {}.",
                torrent.getName(), torrent.getHexInfoHash());
        return torrent;
    }

    /**
     * Stop announcing the given torrent.
     *
     * @param torrent
     *            The Torrent object to stop tracking.
     */
    public synchronized void remove(Torrent torrent) {
        if (torrent == null) {
            return;
        }

        this.torrents.remove(torrent.getHexInfoHash());
    }

    /**
     * Stop announcing the given torrent after a delay.
     *
     * @param torrent
     *            The Torrent object to stop tracking.
     * @param delay
     *            The delay, in milliseconds, before removing the torrent.
     */
    public synchronized void remove(Torrent torrent, long delay) {
        if (torrent == null) {
            return;
        }

        new Timer().schedule(new TorrentRemoveTimer(this, torrent), delay);
    }

    /**
     * Timer task for removing a torrent from a tracker.
     *
     * <p>
     * This task can be used to stop announcing a torrent after a certain delay
     * through a Timer.
     * </p>
     */
    private static class TorrentRemoveTimer extends TimerTask {

        private Tracker tracker;
        private Torrent torrent;

        TorrentRemoveTimer(Tracker tracker, Torrent torrent) {
            this.tracker = tracker;
            this.torrent = torrent;
        }

        @Override
        public void run() {
            this.tracker.remove(torrent);
        }
    }

    /**
     * The main tracker thread.
     *
     * <p>
     * The core of the BitTorrent tracker run by the controller is the
     * SimpleFramework HTTP service listening on the configured address. It can
     * be stopped with the <em>stop()</em> method, which closes the listening
     * socket.
     * </p>
     */
    private class TrackerThread extends Thread {

        @Override
        public void run() {
            logger.info("Starting BitTorrent tracker on {}...",
                    getAnnounceUrl());

            try {
                // Modified by Morten Salte
                connection.connect(address, SecurityConstants.SSL_CONTEXT);
            } catch (IOException ioe) {
                logger.error("Could not start the tracker: {}!",
                        ioe.getMessage());
                Tracker.this.stop();
            } catch (Exception e) {
                e.printStackTrace();
            }
        }
    }

    /**
     * The unfresh peer collector thread.
     *
     * <p>
     * Every PEER_COLLECTION_FREQUENCY_SECONDS, this thread will collect unfresh
     * peers from all announced torrents.
     * </p>
     */
    private class PeerCollectorThread extends Thread {

        private static final int PEER_COLLECTION_FREQUENCY_SECONDS = 15;

        @Override
        public void run() {
            logger.info(
                    "Starting tracker peer collection for tracker at {}...",
                    getAnnounceUrl());

            while (!stop) {
                for (TrackedTorrent torrent : torrents.values()) {
                    torrent.collectUnfreshPeers();
                }

                try {
                    Thread.sleep(PeerCollectorThread.PEER_COLLECTION_FREQUENCY_SECONDS * 1000);
                } catch (InterruptedException ie) {
                    // Ignore
                }
            }
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/TrackerClient.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;

import com.turn.ttorrent.client.SharedTorrent;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.TrackerMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage.*;

import java.net.URI;

import java.util.HashSet;
import java.util.List;
import java.util.Set;

public abstract class TrackerClient {

    /** The set of listeners to announce request answers. */
    private final Set<AnnounceResponseListener> listeners;

    protected final SharedTorrent torrent;
    protected final Peer peer;
    protected final URI tracker;

    public TrackerClient(SharedTorrent torrent, Peer peer, URI tracker) {
        this.listeners = new HashSet<AnnounceResponseListener>();
        this.torrent = torrent;
        this.peer = peer;
        this.tracker = tracker;
    }

    /**
     * Register a new announce response listener.
     *
     * @param listener The listener to register on this announcer events.
     */
    public void register(AnnounceResponseListener listener) {
        this.listeners.add(listener);
    }

    /**
     * Returns the URI this tracker clients connects to.
     */
    public URI getTrackerURI() {
        return this.tracker;
    }

    /**
     * Build, send and process a tracker announce request.
     *
     * <p>
     * This function first builds an announce request for the specified event
     * with all the required parameters. Then, the request is made to the
     * tracker and the response analyzed.
     * </p>
     *
     * <p>
     * All registered {@link AnnounceResponseListener} objects are then fired
     * with the decoded payload.
     * </p>
     *
     * @param event The announce event type (can be AnnounceEvent.NONE for
     * periodic updates).
     * @param inhibitEvent Prevent event listeners from being notified.
     */
    public abstract void announce(AnnounceRequestMessage.RequestEvent event,
        boolean inhibitEvent) throws AnnounceException;

    /**
     * Close any opened announce connection.
     *
     * <p>
     * This method is called by {@link Announce#stop()} to make sure all connections
     * are correctly closed when the announce thread is asked to stop.
     * </p>
     */
    protected void close() {
        // Do nothing by default, but can be overloaded.
    }

    /**
     * Formats an announce event into a usable string.
     */
    protected String formatAnnounceEvent(
        AnnounceRequestMessage.RequestEvent event) {
        return AnnounceRequestMessage.RequestEvent.NONE.equals(event)
            ? ""
            : String.format(" %s", event.name());
    }

    /**
     * Handle the announce response from the tracker.
     *
     * <p>
     * Analyzes the response from the tracker and acts on it. If the response
     * is an error, it is logged. Otherwise, the announce response is used
     * to fire the corresponding announce and peer events to all announce
     * listeners.
     * </p>
     *
     * @param message The incoming {@link TrackerMessage}.
     * @param inhibitEvents Whether or not to prevent events from being fired.
     */
    protected void handleTrackerAnnounceResponse(TrackerMessage message,
        boolean inhibitEvents) throws AnnounceException {
        if (message instanceof ErrorMessage) {
            ErrorMessage error = (ErrorMessage)message;
            throw new AnnounceException(error.getReason());
        }

        if (! (message instanceof AnnounceResponseMessage)) {
            throw new AnnounceException("Unexpected tracker message type " +
                message.getType().name() + "!");
        }

        if (inhibitEvents) {
            return;
        }

        AnnounceResponseMessage response =
            (AnnounceResponseMessage)message;
        this.fireAnnounceResponseEvent(
            response.getComplete(),
            response.getIncomplete(),
            response.getInterval());
        this.fireDiscoveredPeersEvent(
            response.getPeers());
    }

    /**
     * Fire the announce response event to all listeners.
     *
     * @param complete The number of seeders on this torrent.
     * @param incomplete The number of leechers on this torrent.
     * @param interval The announce interval requested by the tracker.
     */
    protected void fireAnnounceResponseEvent(int complete, int incomplete,
        int interval) {
        for (AnnounceResponseListener listener : this.listeners) {
            listener.handleAnnounceResponse(interval, complete, incomplete);
        }
    }

    /**
     * Fire the new peer discovery event to all listeners.
     *
     * @param peers The list of peers discovered.
     */
    protected void fireDiscoveredPeersEvent(List<Peer> peers) {
        for (AnnounceResponseListener listener : this.listeners) {
            listener.handleDiscoveredPeers(peers);
        }
    }
}
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ttorrent/cli/src/main/java/com/turn/ttorrent/cli/TrackerMain.java/**
 * Copyright (C) 2011-2013 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.cli;

import com.turn.ttorrent.tracker.TrackedTorrent;
import com.turn.ttorrent.tracker.Tracker;

import java.io.File;
import java.io.FilenameFilter;
import java.io.PrintStream;
import java.net.InetSocketAddress;

import jargs.gnu.CmdLineParser;
import org.apache.log4j.BasicConfigurator;
import org.apache.log4j.ConsoleAppender;
import org.apache.log4j.PatternLayout;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * Command-line entry-point for starting a {@link Tracker}
 */
public class TrackerMain {

    private static final Logger logger =
        LoggerFactory.getLogger(TrackerMain.class);

    /**
     * Display program usage on the given {@link PrintStream}.
     */
    private static void usage(PrintStream s) {
        s.println("usage: Tracker [options] [directory]");
        s.println();
        s.println("Available options:");
        s.println("  -h,--help             Show this help and exit.");
        s.println("  -p,--port PORT        Bind to port PORT.");
        s.println();
    }

    /**
     * Main function to start a tracker.
     */
    public static void main(String[] args) {
        BasicConfigurator.configure(new ConsoleAppender(
            new PatternLayout("%d [%-25t] %-5p: %m%n")));

        CmdLineParser parser = new CmdLineParser();
        CmdLineParser.Option help = parser.addBooleanOption('h', "help");
        CmdLineParser.Option port = parser.addIntegerOption('p', "port");

        try {
            parser.parse(args);
        } catch (CmdLineParser.OptionException oe) {
            System.err.println(oe.getMessage());
            usage(System.err);
            System.exit(1);
        }

        // Display help and exit if requested
        if (Boolean.TRUE.equals((Boolean)parser.getOptionValue(help))) {
            usage(System.out);
            System.exit(0);
        }

        Integer portValue = (Integer)parser.getOptionValue(port,
            Integer.valueOf(Tracker.DEFAULT_TRACKER_PORT));

        String[] otherArgs = parser.getRemainingArgs();

        if (otherArgs.length > 1) {
            usage(System.err);
            System.exit(1);
        }

        // Get directory from command-line argument or default to current
        // directory
        String directory = otherArgs.length > 0
            ? otherArgs[0]
            : ".";

        FilenameFilter filter = new FilenameFilter() {
            @Override
            public boolean accept(File dir, String name) {
                return name.endsWith(".torrent");
            }
        };

        try {
            Tracker t = new Tracker(new InetSocketAddress(portValue.intValue()));

            File parent = new File(directory);
            for (File f : parent.listFiles(filter)) {
                logger.info("Loading torrent from " + f.getName());
                t.announce(TrackedTorrent.load(f));
            }

            logger.info("Starting tracker with {} announced torrents...",
                t.getTrackedTorrents().size());
            t.start();
        } catch (Exception e) {
            logger.error("{}", e.getMessage(), e);
            System.exit(2);
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/TrackerMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol;

import com.turn.ttorrent.common.Peer;

import java.nio.ByteBuffer;
import java.util.List;


/**
 * BitTorrent tracker protocol messages representations.
 *
 * <p>
 * This class and its <em>*TrackerMessage</em> subclasses provide POJO
 * representations of the tracker protocol messages, for at least HTTP and UDP
 * trackers' protocols, along with easy parsing from an input ByteBuffer to
 * quickly get a usable representation of an incoming message.
 * </p>
 *
 * @author mpetazzoni
 */
public abstract class TrackerMessage {

    /**
     * Message type.
     */
    public enum Type {
        UNKNOWN(-1),
        CONNECT_REQUEST(0),
        CONNECT_RESPONSE(0),
        ANNOUNCE_REQUEST(1),
        ANNOUNCE_RESPONSE(1),
        SCRAPE_REQUEST(2),
        SCRAPE_RESPONSE(2),
        ERROR(3);

        private final int id;

        Type(int id) {
            this.id = id;
        }

        public int getId() {
            return this.id;
        }
    };

    private final Type type;
    private final ByteBuffer data;

    /**
     * Constructor for the base tracker message type.
     *
     * @param type The message type.
     * @param data A byte buffer containing the binary data of the message (a
     * B-encoded map, a UDP packet data, etc.).
     */
    protected TrackerMessage(Type type, ByteBuffer data) {
        this.type = type;
        this.data = data;
        if (this.data != null) {
            this.data.rewind();
        }
    }

    /**
     * Returns the type of this tracker message.
     */
    public Type getType() {
        return this.type;
    }

    /**
     * Returns the encoded binary data for this message.
     */
    public ByteBuffer getData() {
        return this.data;
    }

    /**
     * Generic exception for message format and message validation exceptions.
     */
    public static class MessageValidationException extends Exception {

        static final long serialVersionUID = -1;

        public MessageValidationException(String s) {
            super(s);
        }

        public MessageValidationException(String s, Throwable cause) {
            super(s, cause);
        }

    }


    /**
     * Base interface for connection request messages.
     *
     * <p>
     * This interface must be implemented by all subtypes of connection request
     * messages for the various tracker protocols.
     * </p>
     *
     * @author mpetazzoni
     */
    public interface ConnectionRequestMessage {

    };


    /**
     * Base interface for connection response messages.
     *
     * <p>
     * This interface must be implemented by all subtypes of connection
     * response messages for the various tracker protocols.
     * </p>
     *
     * @author mpetazzoni
     */
    public interface ConnectionResponseMessage {

    };


    /**
     * Base interface for announce request messages.
     *
     * <p>
     * This interface must be implemented by all subtypes of announce request
     * messages for the various tracker protocols.
     * </p>
     *
     * @author mpetazzoni
     */
    public interface AnnounceRequestMessage {

        public static final int DEFAULT_NUM_WANT = 50;

        /**
         * Announce request event types.
         *
         * <p>
         * When the client starts exchanging on a torrent, it must contact the
         * torrent's tracker with a 'started' announce request, which notifies the
         * tracker this client now exchanges on this torrent (and thus allows the
         * tracker to report the existence of this peer to other clients).
         * </p>
         *
         * <p>
         * When the client stops exchanging, or when its download completes, it must
         * also send a specific announce request. Otherwise, the client must send an
         * eventless (NONE), periodic announce request to the tracker at an
         * interval specified by the tracker itself, allowing the tracker to
         * refresh this peer's status and acknowledge that it is still there.
         * </p>
         */
        public enum RequestEvent {
            NONE(0),
            COMPLETED(1),
            STARTED(2),
            STOPPED(3);

            private final int id;
            RequestEvent(int id) {
                this.id = id;
            }

            public String getEventName() {
                return this.name().toLowerCase();
            }

            public int getId() {
                return this.id;
            }

            public static RequestEvent getByName(String name) {
                for (RequestEvent type : RequestEvent.values()) {
                    if (type.name().equalsIgnoreCase(name)) {
                        return type;
                    }
                }
                return null;
            }

            public static RequestEvent getById(int id) {
                for (RequestEvent type : RequestEvent.values()) {
                    if (type.getId() == id) {
                        return type;
                    }
                }
                return null;
            }
        };

        public byte[] getInfoHash();
        public String getHexInfoHash();
        public byte[] getPeerId();
        public String getHexPeerId();
        public int getPort();
        public long getUploaded();
        public long getDownloaded();
        public long getLeft();
        public boolean getCompact();
        public boolean getNoPeerIds();
        public RequestEvent getEvent();

        public String getIp();
        public int getNumWant();
        public boolean getRequireCrypto();
    };


    /**
     * Base interface for announce response messages.
     *
     * <p>
     * This interface must be implemented by all subtypes of announce response
     * messages for the various tracker protocols.
     * </p>
     *
     * @author mpetazzoni
     */
    public interface AnnounceResponseMessage {

        public int getInterval();
        public int getComplete();
        public int getIncomplete();
        public List<Peer> getPeers();
    };


    /**
     * Base interface for tracker error messages.
     *
     * <p>
     * This interface must be implemented by all subtypes of tracker error
     * messages for the various tracker protocols.
     * </p>
     *
     * @author mpetazzoni
     */
    public interface ErrorMessage {

        /**
         * The various tracker error states.
         *
         * <p>
         * These errors are reported by the tracker to a client when expected
         * parameters or conditions are not present while processing an
         * announce request from a BitTorrent client.
         * </p>
         */
        public enum FailureReason {
            UNKNOWN_TORRENT("The requested torrent does not exist on this tracker"),
            MISSING_HASH("Missing info hash"),
            MISSING_PEER_ID("Missing peer ID"),
            MISSING_PORT("Missing port"),
            REQUIRE_CRYPTO_NOT_TRUE("The requirecrypto flag is not 1"),
            INVALID_EVENT("Unexpected event for peer state"),
            NOT_IMPLEMENTED("Feature not implemented");

            private String message;

            FailureReason(String message) {
                this.message = message;
            }

            public String getMessage() {
                return this.message;
            }
        };

        public String getReason();
    };
}
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ttorrent/core/src/main/java/com/turn/ttorrent/tracker/TrackerService.java/**
 * Copyright (C) 2011-2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.tracker;

import java.io.IOException;
import java.io.OutputStream;
import java.io.UnsupportedEncodingException;
import java.net.URLDecoder;
import java.nio.ByteBuffer;
import java.nio.channels.Channels;
import java.nio.channels.WritableByteChannel;
import java.util.HashMap;
import java.util.Map;
import java.util.concurrent.ConcurrentMap;

import org.apache.commons.io.IOUtils;
import org.simpleframework.http.Request;
import org.simpleframework.http.Response;
import org.simpleframework.http.Status;
import org.simpleframework.http.core.Container;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.turn.ttorrent.bcodec.BEValue;
import com.turn.ttorrent.bcodec.BEncoder;
import com.turn.ttorrent.common.protocol.TrackerMessage.AnnounceRequestMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage.ErrorMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage.MessageValidationException;
import com.turn.ttorrent.common.protocol.http.HTTPAnnounceRequestMessage;
import com.turn.ttorrent.common.protocol.http.HTTPAnnounceResponseMessage;
import com.turn.ttorrent.common.protocol.http.HTTPTrackerErrorMessage;

/**
 * Tracker service to serve the tracker's announce requests.
 *
 * <p>
 * It only serves announce requests on /announce, and only serves torrents the
 * {@link Tracker} it serves knows about.
 * </p>
 *
 * <p>
 * The list of torrents {@link #torrents} is a map of torrent hashes to their
 * corresponding Torrent objects, and is maintained by the {@link Tracker} this
 * service is part of. The TrackerService only has a reference to this map, and
 * does not modify it.
 * </p>
 *
 * @author mpetazzoni
 * @see <a href="http://wiki.theory.org/BitTorrentSpecification">BitTorrent
 *      protocol specification</a>
 */
public class TrackerService implements Container {

    private static final Logger logger = LoggerFactory
            .getLogger(TrackerService.class);

    /**
     * The list of announce request URL fields that need to be interpreted as
     * numeric and thus converted as such in the request message parsing.
     */
    private static final String[] NUMERIC_REQUEST_FIELDS = new String[] {
            "port", "uploaded", "downloaded", "left", "compact", "no_peer_id",
            "numwant", "requirecrypto", "cryptoport" };

    private final String version;
    private final ConcurrentMap<String, TrackedTorrent> torrents;

    /**
     * Create a new TrackerService serving the given torrents.
     *
     * @param torrents
     *            The torrents this TrackerService should serve requests for.
     */
    TrackerService(String version,
            ConcurrentMap<String, TrackedTorrent> torrents) {
        this.version = version;
        this.torrents = torrents;
    }

    /**
     * Handle the incoming request on the tracker service.
     *
     * <p>
     * This makes sure the request is made to the tracker's announce URL, and
     * delegates handling of the request to the <em>process()</em> method after
     * preparing the response object.
     * </p>
     *
     * @param request
     *            The incoming HTTP request.
     * @param response
     *            The response object.
     */
    public void handle(Request request, Response response) {
        // Reject non-announce requests
        if (!Tracker.ANNOUNCE_URL.equals(request.getPath().toString())) {
            response.setCode(404);
            response.setText("Not Found");
            return;
        }

        OutputStream body = null;
        try {
            body = response.getOutputStream();
            this.process(request, response, body);
            body.flush();
        } catch (IOException ioe) {
            logger.warn("Error while writing response: {}!", ioe.getMessage());
        } finally {
            IOUtils.closeQuietly(body);
        }
    }

    /**
     * Process the announce request.
     *
     * <p>
     * This method attemps to read and parse the incoming announce request into
     * an announce request message, then creates the appropriate announce
     * response message and sends it back to the client.
     * </p>
     *
     * @param request
     *            The incoming announce request.
     * @param response
     *            The response object.
     * @param body
     *            The validated response body output stream.
     */
    private void process(Request request, Response response, OutputStream body)
            throws IOException {
        // Prepare the response headers.
        response.set("Content-Type", "text/plain");
        response.set("Server", this.version);
        response.setDate("Date", System.currentTimeMillis());

        /**
         * Parse the query parameters into an announce request message.
         *
         * We need to rely on our own query parsing function because
         * SimpleHTTP's Query map will contain UTF-8 decoded parameters, which
         * doesn't work well for the byte-encoded strings we expect.
         */
        HTTPAnnounceRequestMessage announceRequest = null;
        try {
            announceRequest = this.parseQuery(request);
        } catch (MessageValidationException mve) {
            this.serveError(response, body, Status.BAD_REQUEST,
                    mve.getMessage());
            return;
        }

        // The requested torrent must be announced by the tracker.
        TrackedTorrent torrent = this.torrents.get(announceRequest
                .getHexInfoHash());
        if (torrent == null) {
            logger.warn("Requested torrent hash was: {}",
                    announceRequest.getHexInfoHash());
            this.serveError(response, body, Status.BAD_REQUEST,
                    ErrorMessage.FailureReason.UNKNOWN_TORRENT);
            return;
        }

        // Modified by Morten Salte
        // Reject non-encryption clients
        // The requirecrypto flag must be set to 1
        if (announceRequest.getRequireCrypto() == false) {
            this.serveError(response, body, Status.NOT_ACCEPTABLE,
                    ErrorMessage.FailureReason.REQUIRE_CRYPTO_NOT_TRUE);
        }

        AnnounceRequestMessage.RequestEvent event = announceRequest.getEvent();
        String peerId = announceRequest.getHexPeerId();

        // When no event is specified, it's a periodic update while the client
        // is operating. If we don't have a peer for this announce, it means
        // the tracker restarted while the client was running. Consider this
        // announce request as a 'started' event.
        if ((event == null || AnnounceRequestMessage.RequestEvent.NONE
                .equals(event)) && torrent.getPeer(peerId) == null) {
            event = AnnounceRequestMessage.RequestEvent.STARTED;
        }

        // If an event other than 'started' is specified and we also haven't
        // seen the peer on this torrent before, something went wrong. A
        // previous 'started' announce request should have been made by the
        // client that would have had us register that peer on the torrent this
        // request refers to.
        if (event != null && torrent.getPeer(peerId) == null
                && !AnnounceRequestMessage.RequestEvent.STARTED.equals(event)) {
            this.serveError(response, body, Status.BAD_REQUEST,
                    ErrorMessage.FailureReason.INVALID_EVENT);
            return;
        }

        // Update the torrent according to the announce event
        TrackedPeer peer = null;
        try {
            peer = torrent.update(event,
                    ByteBuffer.wrap(announceRequest.getPeerId()),
                    announceRequest.getHexPeerId(), announceRequest.getIp(),
                    announceRequest.getPort(), announceRequest.getUploaded(),
                    announceRequest.getDownloaded(), announceRequest.getLeft());
        } catch (IllegalArgumentException iae) {
            this.serveError(response, body, Status.BAD_REQUEST,
                    ErrorMessage.FailureReason.INVALID_EVENT);
            return;
        }

        // Craft and output the answer
        HTTPAnnounceResponseMessage announceResponse = null;
        try {
            announceResponse = HTTPAnnounceResponseMessage.craft(
                    torrent.getAnnounceInterval(),
                    TrackedTorrent.MIN_ANNOUNCE_INTERVAL_SECONDS, this.version,
                    torrent.seeders(), torrent.leechers(),
                    torrent.getSomePeers(peer));
            WritableByteChannel channel = Channels.newChannel(body);
            channel.write(announceResponse.getData());
        } catch (Exception e) {
            this.serveError(response, body, Status.INTERNAL_SERVER_ERROR,
                    e.getMessage());
        }
    }

    /**
     * Parse the query parameters using our defined BYTE_ENCODING.
     *
     * <p>
     * Because we're expecting byte-encoded strings as query parameters, we
     * can't rely on SimpleHTTP's QueryParser which uses the wrong encoding for
     * the job and returns us unparsable byte data. We thus have to implement
     * our own little parsing method that uses BYTE_ENCODING to decode
     * parameters from the URI.
     * </p>
     *
     * <p>
     * <b>Note:</b> array parameters are not supported. If a key is present
     * multiple times in the URI, the latest value prevails. We don't really
     * need to implement this functionality as this never happens in the Tracker
     * HTTP protocol.
     * </p>
     *
     * @param request
     *            The request's full URI, including query parameters.
     * @return The {@link AnnounceRequestMessage} representing the client's
     *         announce request.
     */
    private HTTPAnnounceRequestMessage parseQuery(Request request)
            throws IOException, MessageValidationException {
        Map<String, BEValue> params = new HashMap<String, BEValue>();

        try {
            String uri = request.getAddress().toString();
            for (String pair : uri.split("[?]")[1].split("&")) {
                String[] keyval = pair.split("[=]", 2);
                if (keyval.length == 1) {
                    this.recordParam(params, keyval[0], null);
                } else {
                    this.recordParam(params, keyval[0], keyval[1]);
                }
            }
        } catch (ArrayIndexOutOfBoundsException e) {
            params.clear();
        }

        // Make sure we have the peer IP, fallbacking on the request's source
        // address if the peer didn't provide it.
        if (params.get("ip") == null) {
            String addr = request.getClientAddress().getAddress().getHostAddress();
            
            params.put("ip", new BEValue(addr, TrackedTorrent.BYTE_ENCODING));
        }

        return HTTPAnnounceRequestMessage.parse(BEncoder.bencode(params));
    }

    private void recordParam(Map<String, BEValue> params, String key,
            String value) {
        try {
            value = URLDecoder.decode(value, TrackedTorrent.BYTE_ENCODING);

            for (String f : NUMERIC_REQUEST_FIELDS) {
                if (f.equals(key)) {
                    params.put(key, new BEValue(Long.valueOf(value)));
                    return;
                }
            }

            params.put(key, new BEValue(value, TrackedTorrent.BYTE_ENCODING));
        } catch (UnsupportedEncodingException uee) {
            // Ignore, act like parameter was not there
            return;
        }
    }

    /**
     * Write a {@link HTTPTrackerErrorMessage} to the response with the given
     * HTTP status code.
     *
     * @param response
     *            The HTTP response object.
     * @param body
     *            The response output stream to write to.
     * @param status
     *            The HTTP status code to return.
     * @param error
     *            The error reported by the tracker.
     */
    private void serveError(Response response, OutputStream body,
            Status status, HTTPTrackerErrorMessage error) throws IOException {
        response.setCode(status.getCode());
        response.setText(status.getDescription());
        logger.warn("Could not process announce request ({}) !",
                error.getReason());

        WritableByteChannel channel = Channels.newChannel(body);
        channel.write(error.getData());
    }

    /**
     * Write an error message to the response with the given HTTP status code.
     *
     * @param response
     *            The HTTP response object.
     * @param body
     *            The response output stream to write to.
     * @param status
     *            The HTTP status code to return.
     * @param error
     *            The error message reported by the tracker.
     */
    private void serveError(Response response, OutputStream body,
            Status status, String error) throws IOException {
        try {
            this.serveError(response, body, status,
                    HTTPTrackerErrorMessage.craft(error));
        } catch (MessageValidationException mve) {
            logger.warn("Could not craft tracker error message!", mve);
        }
    }

    /**
     * Write a tracker failure reason code to the response with the given HTTP
     * status code.
     *
     * @param response
     *            The HTTP response object.
     * @param body
     *            The response output stream to write to.
     * @param status
     *            The HTTP status code to return.
     * @param reason
     *            The failure reason reported by the tracker.
     */
    private void serveError(Response response, OutputStream body,
            Status status, ErrorMessage.FailureReason reason)
            throws IOException {
        this.serveError(response, body, status, reason.getMessage());
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPAnnounceRequestMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.net.InetAddress;
import java.net.Inet4Address;
import java.net.UnknownHostException;
import java.nio.ByteBuffer;


/**
 * The announce request message for the UDP tracker protocol.
 *
 * @author mpetazzoni
 */
public class UDPAnnounceRequestMessage
    extends UDPTrackerMessage.UDPTrackerRequestMessage
    implements TrackerMessage.AnnounceRequestMessage {

    private static final int UDP_ANNOUNCE_REQUEST_MESSAGE_SIZE = 98;

    private final long connectionId;
    private final int actionId = Type.ANNOUNCE_REQUEST.getId();
    private final int transactionId;
    private final byte[] infoHash;
    private final byte[] peerId;
    private final long downloaded;
    private final long uploaded;
    private final long left;
    private final RequestEvent event;
    private final InetAddress ip;
    private final int numWant;
    private final int key;
    private final short port;

    private UDPAnnounceRequestMessage(ByteBuffer data, long connectionId,
        int transactionId, byte[] infoHash, byte[] peerId, long downloaded,
        long uploaded, long left, RequestEvent event, InetAddress ip,
        int key, int numWant, short port) {
        super(Type.ANNOUNCE_REQUEST, data);
        this.connectionId = connectionId;
        this.transactionId = transactionId;
        this.infoHash = infoHash;
        this.peerId = peerId;
        this.downloaded = downloaded;
        this.uploaded = uploaded;
        this.left = left;
        this.event = event;
        this.ip = ip;
        this.key = key;
        this.numWant = numWant;
        this.port = port;
    }

    public long getConnectionId() {
        return this.connectionId;
    }

    @Override
    public int getActionId() {
        return this.actionId;
    }

    @Override
    public int getTransactionId() {
        return this.transactionId;
    }

    @Override
    public byte[] getInfoHash() {
        return this.infoHash;
    }

    @Override
    public String getHexInfoHash() {
        return Torrent.byteArrayToHexString(this.infoHash);
    }

    @Override
    public byte[] getPeerId() {
        return this.peerId;
    }

    @Override
    public String getHexPeerId() {
        return Torrent.byteArrayToHexString(this.peerId);
    }

    @Override
    public int getPort() {
        return this.port;
    }

    @Override
    public long getUploaded() {
        return this.uploaded;
    }

    @Override
    public long getDownloaded() {
        return this.downloaded;
    }

    @Override
    public long getLeft() {
        return this.left;
    }

    @Override
    public boolean getCompact() {
        return true;
    }

    @Override
    public boolean getNoPeerIds() {
        return true;
    }

    @Override
    public RequestEvent getEvent() {
        return this.event;
    }

    @Override
    public String getIp() {
        return this.ip.toString();
    }

    @Override
    public int getNumWant() {
        return this.numWant;
    }
    
    @Override
    public boolean getRequireCrypto() {
        return false;
    }
    
    public int getKey() {
        return this.key;
    }

    public static UDPAnnounceRequestMessage parse(ByteBuffer data)
        throws MessageValidationException {
        if (data.remaining() != UDP_ANNOUNCE_REQUEST_MESSAGE_SIZE) {
            throw new MessageValidationException(
                "Invalid announce request message size!");
        }

        long connectionId = data.getLong();

        if (data.getInt() != Type.ANNOUNCE_REQUEST.getId()) {
            throw new MessageValidationException(
                "Invalid action code for announce request!");
        }

        int transactionId = data.getInt();
        byte[] infoHash = new byte[20];
        data.get(infoHash);
        byte[] peerId = new byte[20];
        data.get(peerId);
        long downloaded = data.getLong();
        long uploaded = data.getLong();
        long left = data.getLong();

        RequestEvent event = RequestEvent.getById(data.getInt());
        if (event == null) {
            throw new MessageValidationException(
                "Invalid event type in announce request!");
        }

        InetAddress ip = null;
        try {
            byte[] ipBytes = new byte[4];
            data.get(ipBytes);
            ip = InetAddress.getByAddress(ipBytes);
        } catch (UnknownHostException uhe) {
            throw new MessageValidationException(
                "Invalid IP address in announce request!");
        }

        int key = data.getInt();
        int numWant = data.getInt();
        short port = data.getShort();

        return new UDPAnnounceRequestMessage(data,
            connectionId,
            transactionId,
            infoHash,
            peerId,
            downloaded,
            uploaded,
            left,
            event,
            ip,
            key,
            numWant,
            port);
    }

    public static UDPAnnounceRequestMessage craft(long connectionId,
        int transactionId, byte[] infoHash, byte[] peerId, long downloaded,
        long uploaded, long left, RequestEvent event, InetAddress ip,
        int key, int numWant, int port) {
        if (infoHash.length != 20 || peerId.length != 20) {
            throw new IllegalArgumentException();
        }

        if (! (ip instanceof Inet4Address)) {
            throw new IllegalArgumentException("Only IPv4 addresses are " +
                "supported by the UDP tracer protocol!");
        }

        ByteBuffer data = ByteBuffer.allocate(UDP_ANNOUNCE_REQUEST_MESSAGE_SIZE);
        data.putLong(connectionId);
        data.putInt(Type.ANNOUNCE_REQUEST.getId());
        data.putInt(transactionId);
        data.put(infoHash);
        data.put(peerId);
        data.putLong(downloaded);
        data.putLong(uploaded);
        data.putLong(left);
        data.putInt(event.getId());
        data.put(ip.getAddress());
        data.putInt(key);
        data.putInt(numWant);
        data.putShort((short)port);
        return new UDPAnnounceRequestMessage(data,
            connectionId,
            transactionId,
            infoHash,
            peerId,
            downloaded,
            uploaded,
            left,
            event,
            ip,
            key,
            numWant,
            (short)port);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPAnnounceResponseMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.net.UnknownHostException;
import java.nio.ByteBuffer;
import java.util.LinkedList;
import java.util.List;

/**
 * The announce response message for the UDP tracker protocol.
 *
 * @author mpetazzoni
 */
public class UDPAnnounceResponseMessage
    extends UDPTrackerMessage.UDPTrackerResponseMessage
    implements TrackerMessage.AnnounceResponseMessage {

    private static final int UDP_ANNOUNCE_RESPONSE_MIN_MESSAGE_SIZE = 20;

    private final int actionId = Type.ANNOUNCE_RESPONSE.getId();
    private final int transactionId;
    private final int interval;
    private final int complete;
    private final int incomplete;
    private final List<Peer> peers;

    private UDPAnnounceResponseMessage(ByteBuffer data, int transactionId,
        int interval, int complete, int incomplete, List<Peer> peers) {
        super(Type.ANNOUNCE_REQUEST, data);
        this.transactionId = transactionId;
        this.interval = interval;
        this.complete = complete;
        this.incomplete = incomplete;
        this.peers = peers;
    }

    @Override
    public int getActionId() {
        return this.actionId;
    }

    @Override
    public int getTransactionId() {
        return this.transactionId;
    }

    @Override
    public int getInterval() {
        return this.interval;
    }

    @Override
    public int getComplete() {
        return this.complete;
    }

    @Override
    public int getIncomplete() {
        return this.incomplete;
    }

    @Override
    public List<Peer> getPeers() {
        return this.peers;
    }

    public static UDPAnnounceResponseMessage parse(ByteBuffer data)
        throws MessageValidationException {
        if (data.remaining() < UDP_ANNOUNCE_RESPONSE_MIN_MESSAGE_SIZE ||
            (data.remaining() - UDP_ANNOUNCE_RESPONSE_MIN_MESSAGE_SIZE) % 6 != 0) {
            throw new MessageValidationException(
                "Invalid announce response message size!");
        }

        if (data.getInt() != Type.ANNOUNCE_RESPONSE.getId()) {
            throw new MessageValidationException(
                "Invalid action code for announce response!");
        }

        int transactionId = data.getInt();
        int interval = data.getInt();
        int incomplete = data.getInt();
        int complete = data.getInt();

        List<Peer> peers = new LinkedList<Peer>();
        for (int i=0; i < data.remaining() / 6; i++) {
            try {
                byte[] ipBytes = new byte[4];
                data.get(ipBytes);
                InetAddress ip = InetAddress.getByAddress(ipBytes);
                int port =
                    (0xFF & (int)data.get()) << 8 |
                    (0xFF & (int)data.get());
                peers.add(new Peer(new InetSocketAddress(ip, port)));
            } catch (UnknownHostException uhe) {
                throw new MessageValidationException(
                    "Invalid IP address in announce request!");
            }
        }

        return new UDPAnnounceResponseMessage(data,
            transactionId,
            interval,
            complete,
            incomplete,
            peers);
    }

    public static UDPAnnounceResponseMessage craft(int transactionId,
        int interval, int complete, int incomplete, List<Peer> peers) {
        ByteBuffer data = ByteBuffer
            .allocate(UDP_ANNOUNCE_RESPONSE_MIN_MESSAGE_SIZE + 6*peers.size());
        data.putInt(Type.ANNOUNCE_RESPONSE.getId());
        data.putInt(transactionId);
        data.putInt(interval);

        /**
         * Leechers (incomplete) are first, before seeders (complete) in the packet.
         */
        data.putInt(incomplete);
        data.putInt(complete);

        for (Peer peer : peers) {
            byte[] ip = peer.getRawIp();
            if (ip == null || ip.length != 4) {
                continue;
            }

            data.put(ip);
            data.putShort((short)peer.getPort());
        }

        return new UDPAnnounceResponseMessage(data,
            transactionId,
            interval,
            complete,
            incomplete,
            peers);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPConnectRequestMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.nio.ByteBuffer;


/**
 * The connection request message for the UDP tracker protocol.
 *
 * @author mpetazzoni
 */
public class UDPConnectRequestMessage
    extends UDPTrackerMessage.UDPTrackerRequestMessage
    implements TrackerMessage.ConnectionRequestMessage {

    private static final int UDP_CONNECT_REQUEST_MESSAGE_SIZE = 16;
    private static final long UDP_CONNECT_REQUEST_MAGIC = 0x41727101980L;

    private final long connectionId = UDP_CONNECT_REQUEST_MAGIC;
    private final int actionId = Type.CONNECT_REQUEST.getId();
    private final int transactionId;

    private UDPConnectRequestMessage(ByteBuffer data, int transactionId) {
        super(Type.CONNECT_REQUEST, data);
        this.transactionId = transactionId;
    }

    public long getConnectionId() {
        return this.connectionId;
    }

    @Override
    public int getActionId() {
        return this.actionId;
    }

    @Override
    public int getTransactionId() {
        return this.transactionId;
    }

    public static UDPConnectRequestMessage parse(ByteBuffer data)
        throws MessageValidationException {
        if (data.remaining() != UDP_CONNECT_REQUEST_MESSAGE_SIZE) {
            throw new MessageValidationException(
                "Invalid connect request message size!");
        }

        if (data.getLong() != UDP_CONNECT_REQUEST_MAGIC) {
            throw new MessageValidationException(
                "Invalid connection ID in connection request!");
        }

        if (data.getInt() != Type.CONNECT_REQUEST.getId()) {
            throw new MessageValidationException(
                "Invalid action code for connection request!");
        }

        return new UDPConnectRequestMessage(data,
            data.getInt() // transactionId
        );
    }

    public static UDPConnectRequestMessage craft(int transactionId) {
        ByteBuffer data = ByteBuffer
            .allocate(UDP_CONNECT_REQUEST_MESSAGE_SIZE);
        data.putLong(UDP_CONNECT_REQUEST_MAGIC);
        data.putInt(Type.CONNECT_REQUEST.getId());
        data.putInt(transactionId);
        return new UDPConnectRequestMessage(data,
            transactionId);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPConnectResponseMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.nio.ByteBuffer;


/**
 * The connection response message for the UDP tracker protocol.
 *
 * @author mpetazzoni
 */
public class UDPConnectResponseMessage
    extends UDPTrackerMessage.UDPTrackerResponseMessage
    implements TrackerMessage.ConnectionResponseMessage {

    private static final int UDP_CONNECT_RESPONSE_MESSAGE_SIZE = 16;

    private final int actionId = Type.CONNECT_RESPONSE.getId();
    private final int transactionId;
    private final long connectionId;

    private UDPConnectResponseMessage(ByteBuffer data, int transactionId,
        long connectionId) {
        super(Type.CONNECT_RESPONSE, data);
        this.transactionId = transactionId;
        this.connectionId = connectionId;
    }

    @Override
    public int getActionId() {
        return this.actionId;
    }

    @Override
    public int getTransactionId() {
        return this.transactionId;
    }

    public long getConnectionId() {
        return this.connectionId;
    }

    public static UDPConnectResponseMessage parse(ByteBuffer data)
        throws MessageValidationException {
        if (data.remaining() != UDP_CONNECT_RESPONSE_MESSAGE_SIZE) {
            throw new MessageValidationException(
                "Invalid connect response message size!");
        }

        if (data.getInt() != Type.CONNECT_RESPONSE.getId()) {
            throw new MessageValidationException(
                "Invalid action code for connection response!");
        }

        return new UDPConnectResponseMessage(data,
            data.getInt(), // transactionId
            data.getLong() // connectionId
        );
    }

    public static UDPConnectResponseMessage craft(int transactionId,
        long connectionId) {
        ByteBuffer data = ByteBuffer
            .allocate(UDP_CONNECT_RESPONSE_MESSAGE_SIZE);
        data.putInt(Type.CONNECT_RESPONSE.getId());
        data.putInt(transactionId);
        data.putLong(connectionId);
        return new UDPConnectResponseMessage(data,
            transactionId,
            connectionId);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/client/announce/UDPTrackerClient.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.client.announce;

import com.turn.ttorrent.client.SharedTorrent;
import com.turn.ttorrent.common.Peer;
import com.turn.ttorrent.common.protocol.TrackerMessage;
import com.turn.ttorrent.common.protocol.TrackerMessage.*;
import com.turn.ttorrent.common.protocol.udp.*;

import java.io.IOException;
import java.net.DatagramPacket;
import java.net.DatagramSocket;
import java.net.Inet4Address;
import java.net.InetAddress;
import java.net.InetSocketAddress;
import java.net.SocketException;
import java.net.SocketTimeoutException;
import java.net.UnknownHostException;
import java.net.URI;
import java.nio.ByteBuffer;
import java.nio.channels.UnsupportedAddressTypeException;
import java.util.Calendar;
import java.util.Date;
import java.util.Random;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

/**
 * Announcer for UDP trackers.
 *
 * <p>
 * The UDP tracker protocol requires a two-step announce request/response
 * exchange where the peer is first required to establish a "connection"
 * with the tracker by sending a connection request message and retreiving
 * a connection ID from the tracker to use in the following announce
 * request messages (valid for 2 minutes).
 * </p>
 *
 * <p>
 * It also contains a backing-off retry mechanism (on a 15*2^n seconds
 * scheme), in which if the announce request times-out for more than the
 * connection ID validity period, another connection request/response
 * exchange must be made before attempting to retransmit the announce
 * request.
 * </p>
 *
 * @author mpetazzoni
 */
public class UDPTrackerClient extends TrackerClient {

    protected static final Logger logger =
        LoggerFactory.getLogger(UDPTrackerClient.class);

    /**
     * Back-off timeout uses 15 * 2 ^ n formula.
     */
    private static final int UDP_BASE_TIMEOUT_SECONDS = 15;

    /**
     * We don't try more than 8 times (3840 seconds, as per the formula defined
     * for the backing-off timeout.
     *
     * @see #UDP_BASE_TIMEOUT_SECONDS
     */
    private static final int UDP_MAX_TRIES = 8;

    /**
     * For STOPPED announce event, we don't want to be bothered with waiting
     * that long. We'll try once and bail-out early.
     */
    private static final int UDP_MAX_TRIES_ON_STOPPED = 1;

    /**
     * Maximum UDP packet size expected, in bytes.
     *
     * The biggest packet in the exchange is the announce response, which in 20
     * bytes + 6 bytes per peer. Common numWant is 50, so 20 + 6 * 50 = 320.
     * With headroom, we'll ask for 512 bytes.
     */
    private static final int UDP_PACKET_LENGTH = 512;

    private final InetSocketAddress address;
    private final Random random;

    private DatagramSocket socket;
    private Date connectionExpiration;
    private long connectionId;
    private int transactionId;
    private boolean stop;

    private enum State {
        CONNECT_REQUEST,
        ANNOUNCE_REQUEST;
    };

    /**
     * 
     * @param torrent
     */
    protected UDPTrackerClient(SharedTorrent torrent, Peer peer, URI tracker)
        throws UnknownHostException {
        super(torrent, peer, tracker);

        /**
         * The UDP announce request protocol only supports IPv4
         *
         * @see http://bittorrent.org/beps/bep_0015.html#ipv6
         */
        if (! (InetAddress.getByName(peer.getIp()) instanceof Inet4Address)) {
            throw new UnsupportedAddressTypeException();
        }

        this.address = new InetSocketAddress(
            tracker.getHost(),
            tracker.getPort());

        this.socket = null;
        this.random = new Random();
        this.connectionExpiration = null;
        this.stop = false;
    }

    @Override
    public void announce(AnnounceRequestMessage.RequestEvent event,
        boolean inhibitEvents) throws AnnounceException {
        logger.info("Announcing{} to tracker with {}U/{}D/{}L bytes...",
            new Object[] {
                this.formatAnnounceEvent(event),
                this.torrent.getUploaded(),
                this.torrent.getDownloaded(),
                this.torrent.getLeft()
            });

        State state = State.CONNECT_REQUEST;
        int maxAttempts = AnnounceRequestMessage.RequestEvent
            .STOPPED.equals(event)
            ? UDP_MAX_TRIES_ON_STOPPED
            : UDP_MAX_TRIES;
        int attempts = -1;

        try {
            this.socket = new DatagramSocket();
            this.socket.connect(this.address);

            while (++attempts <= maxAttempts) {
                // Transaction ID is randomized for each exchange.
                this.transactionId = this.random.nextInt();

                // Immediately decide if we can send the announce request
                // directly or not. For this, we need a valid, non-expired
                // connection ID.
                if (this.connectionExpiration != null) {
                    if (new Date().before(this.connectionExpiration)) {
                        state = State.ANNOUNCE_REQUEST;
                    } else {
                        logger.debug("Announce connection ID expired, " +
                            "reconnecting with tracker...");
                    }
                }

                switch (state) {
                    case CONNECT_REQUEST:
                        this.send(UDPConnectRequestMessage
                            .craft(this.transactionId).getData());

                        try {
                            this.handleTrackerConnectResponse(
                                UDPTrackerMessage.UDPTrackerResponseMessage
                                    .parse(this.recv(attempts)));
                            attempts = -1;
                        } catch (SocketTimeoutException ste) {
                            // Silently ignore the timeout and retry with a
                            // longer timeout, unless announce stop was
                            // requested in which case we need to exit right
                            // away.
                            if (stop) {
                                return;
                            }
                        }
                        break;

                    case ANNOUNCE_REQUEST:
                        this.send(this.buildAnnounceRequest(event).getData());

                        try {
                            this.handleTrackerAnnounceResponse(
                                UDPTrackerMessage.UDPTrackerResponseMessage
                                    .parse(this.recv(attempts)), inhibitEvents);
                            // If we got here, we succesfully completed this
                            // announce exchange and can simply return to exit the
                            // loop.
                            return;
                        } catch (SocketTimeoutException ste) {
                            // Silently ignore the timeout and retry with a
                            // longer timeout, unless announce stop was
                            // requested in which case we need to exit right
                            // away.
                            if (stop) {
                                return;
                            }
                        }
                        break;
                    default:
                        throw new IllegalStateException("Invalid announce state!");
                }
            }

            // When the maximum number of attempts was reached, the announce
            // really timed-out. We'll try again in the next announce loop.
            throw new AnnounceException("Timeout while announcing" +
                this.formatAnnounceEvent(event) + " to tracker!");
        } catch (IOException ioe) {
            throw new AnnounceException("Error while announcing" +
                this.formatAnnounceEvent(event) +
                " to tracker: " + ioe.getMessage(), ioe);
        } catch (MessageValidationException mve) {
            throw new AnnounceException("Tracker message violates expected " +
                "protocol (" + mve.getMessage() + ")", mve);
        }
    }

    /**
     * Handles the tracker announce response message.
     *
     * <p>
     * Verifies the transaction ID of the message before passing it over to
     * any registered {@link AnnounceResponseListener}.
     * </p>
     *
     * @param message The message received from the tracker in response to the
     * announce request.
     */
    @Override
    protected void handleTrackerAnnounceResponse(TrackerMessage message,
        boolean inhibitEvents) throws AnnounceException {
        this.validateTrackerResponse(message);
        super.handleTrackerAnnounceResponse(message, inhibitEvents);
    }

    /**
     * Close this announce connection.
     */
    @Override
    protected void close() {
        this.stop = true;

        // Close the socket to force blocking operations to return.
        if (this.socket != null && !this.socket.isClosed()) {
            this.socket.close();
        }
    }

    private UDPAnnounceRequestMessage buildAnnounceRequest(
        AnnounceRequestMessage.RequestEvent event) {
        return UDPAnnounceRequestMessage.craft(
            this.connectionId,
            transactionId,
            this.torrent.getInfoHash(),
            this.peer.getPeerId().array(),
            this.torrent.getDownloaded(),
            this.torrent.getUploaded(),
            this.torrent.getLeft(),
            event,
            this.peer.getAddress(),
            0,
            TrackerMessage.AnnounceRequestMessage.DEFAULT_NUM_WANT,
            this.peer.getPort());
    }

    /**
     * Validates an incoming tracker message.
     *
     * <p>
     * Verifies that the message is not an error message (throws an exception
     * with the error message if it is) and that the transaction ID matches the
     * current one.
     * </p>
     *
     * @param message The incoming tracker message.
     */
    private void validateTrackerResponse(TrackerMessage message)
        throws AnnounceException {
        if (message instanceof ErrorMessage) {
            throw new AnnounceException(((ErrorMessage)message).getReason());
        }

        if (message instanceof UDPTrackerMessage &&
            (((UDPTrackerMessage)message).getTransactionId() != this.transactionId)) {
            throw new AnnounceException("Invalid transaction ID!");
        }
    }

    /**
     * Handles the tracker connect response message.
     *
     * @param message The message received from the tracker in response to the
     * connection request.
     */
    private void handleTrackerConnectResponse(TrackerMessage message)
        throws AnnounceException {
        this.validateTrackerResponse(message);

        if (! (message instanceof ConnectionResponseMessage)) {
            throw new AnnounceException("Unexpected tracker message type " +
                message.getType().name() + "!");
        }

        UDPConnectResponseMessage connectResponse =
            (UDPConnectResponseMessage)message;

        this.connectionId = connectResponse.getConnectionId();
        Calendar now = Calendar.getInstance();
        now.add(Calendar.MINUTE, 1);
        this.connectionExpiration = now.getTime();
    }

    /**
     * Send a UDP packet to the tracker.
     *
     * @param data The {@link ByteBuffer} to send in a datagram packet to the
     * tracker.
     */
    private void send(ByteBuffer data) {
        try {
            this.socket.send(new DatagramPacket(
                data.array(),
                data.capacity(),
                this.address));
        } catch (IOException ioe) {
            logger.warn("Error sending datagram packet to tracker at {}: {}.",
                this.address, ioe.getMessage());
        }
    }

    /**
     * Receive a UDP packet from the tracker.
     *
     * @param attempt The attempt number, used to calculate the timeout for the
     * receive operation.
     * @return Returns a {@link ByteBuffer} containing the packet data.
     */
    private ByteBuffer recv(int attempt)
        throws IOException, SocketException, SocketTimeoutException {
        int timeout = UDP_BASE_TIMEOUT_SECONDS * (int)Math.pow(2, attempt);
        logger.trace("Setting receive timeout to {}s for attempt {}...",
            timeout, attempt);
        this.socket.setSoTimeout(timeout * 1000);

        try {
            DatagramPacket p = new DatagramPacket(
                new byte[UDP_PACKET_LENGTH],
                UDP_PACKET_LENGTH);
            this.socket.receive(p);
            return ByteBuffer.wrap(p.getData(), 0, p.getLength());
        } catch (SocketTimeoutException ste) {
            throw ste;
        }
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPTrackerErrorMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.Torrent;
import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.io.UnsupportedEncodingException;
import java.nio.ByteBuffer;


/**
 * The error message for the UDP tracker protocol.
 *
 * @author mpetazzoni
 */
public class UDPTrackerErrorMessage
    extends UDPTrackerMessage.UDPTrackerResponseMessage
    implements TrackerMessage.ErrorMessage {

    private static final int UDP_TRACKER_ERROR_MIN_MESSAGE_SIZE = 8;

    private final int actionId = Type.ERROR.getId();
    private final int transactionId;
    private final String reason;

    private UDPTrackerErrorMessage(ByteBuffer data, int transactionId,
        String reason) {
        super(Type.ERROR, data);
        this.transactionId = transactionId;
        this.reason = reason;
    }

    @Override
    public int getActionId() {
        return this.actionId;
    }

    @Override
    public int getTransactionId() {
        return this.transactionId;
    }

    @Override
    public String getReason() {
        return this.reason;
    }

    public static UDPTrackerErrorMessage parse(ByteBuffer data)
        throws MessageValidationException {
        if (data.remaining() < UDP_TRACKER_ERROR_MIN_MESSAGE_SIZE) {
            throw new MessageValidationException(
                "Invalid tracker error message size!");
        }

        if (data.getInt() != Type.ERROR.getId()) {
            throw new MessageValidationException(
                "Invalid action code for tracker error!");
        }

        int transactionId = data.getInt();
        byte[] reasonBytes = new byte[data.remaining()];
        data.get(reasonBytes);

        try {
            return new UDPTrackerErrorMessage(data,
                transactionId,
                new String(reasonBytes, Torrent.BYTE_ENCODING)
            );
        } catch (UnsupportedEncodingException uee) {
            throw new MessageValidationException(
                "Could not decode error message!", uee);
        }
    }

    public static UDPTrackerErrorMessage craft(int transactionId,
        String reason) throws UnsupportedEncodingException {
        byte[] reasonBytes = reason.getBytes(Torrent.BYTE_ENCODING);
        ByteBuffer data = ByteBuffer
            .allocate(UDP_TRACKER_ERROR_MIN_MESSAGE_SIZE +
                reasonBytes.length);
        data.putInt(Type.ERROR.getId());
        data.putInt(transactionId);
        data.put(reasonBytes);
        return new UDPTrackerErrorMessage(data,
            transactionId,
            reason);
    }
}
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ttorrent/core/src/main/java/com/turn/ttorrent/common/protocol/udp/UDPTrackerMessage.java/**
 * Copyright (C) 2012 Turn, Inc.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 * http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 */
package com.turn.ttorrent.common.protocol.udp;

import com.turn.ttorrent.common.protocol.TrackerMessage;

import java.nio.ByteBuffer;

/**
 * Base class for UDP tracker messages.
 *
 * @author mpetazzoni
 */
public abstract class UDPTrackerMessage extends TrackerMessage {

    private UDPTrackerMessage(Type type, ByteBuffer data) {
        super(type, data);
    }

    public abstract int getActionId();
    public abstract int getTransactionId();

    public static abstract class UDPTrackerRequestMessage
        extends UDPTrackerMessage {

        private static final int UDP_MIN_REQUEST_PACKET_SIZE = 16;

        protected UDPTrackerRequestMessage(Type type, ByteBuffer data) {
            super(type, data);
        }

        public static UDPTrackerRequestMessage parse(ByteBuffer data)
            throws MessageValidationException {
            if (data.remaining() < UDP_MIN_REQUEST_PACKET_SIZE) {
                throw new MessageValidationException("Invalid packet size!");
            }

            /**
             * UDP request packets always start with the connection ID (8 bytes),
             * followed by the action (4 bytes). Extract the action code
             * accordingly.
             */
            data.mark();
            data.getLong();
            int action = data.getInt();
            data.reset();

            if (action == Type.CONNECT_REQUEST.getId()) {
                return UDPConnectRequestMessage.parse(data);
            } else if (action == Type.ANNOUNCE_REQUEST.getId()) {
                return UDPAnnounceRequestMessage.parse(data);
            }

            throw new MessageValidationException("Unknown UDP tracker " +
                "request message!");
        }
    };

    public static abstract class UDPTrackerResponseMessage
        extends UDPTrackerMessage {

        private static final int UDP_MIN_RESPONSE_PACKET_SIZE = 8;

        protected UDPTrackerResponseMessage(Type type, ByteBuffer data) {
            super(type, data);
        }

        public static UDPTrackerResponseMessage parse(ByteBuffer data)
            throws MessageValidationException {
            if (data.remaining() < UDP_MIN_RESPONSE_PACKET_SIZE) {
                throw new MessageValidationException("Invalid packet size!");
            }

            /**
             * UDP response packets always start with the action (4 bytes), so
             * we can extract it immediately.
             */
            data.mark();
            int action = data.getInt();
            data.reset();

            if (action == Type.CONNECT_RESPONSE.getId()) {
                return UDPConnectResponseMessage.parse(data);
            } else if (action == Type.ANNOUNCE_RESPONSE.getId()) {
                return UDPAnnounceResponseMessage.parse(data);
            } else if (action == Type.ERROR.getId()) {
                return UDPTrackerErrorMessage.parse(data);
            }

            throw new MessageValidationException("Unknown UDP tracker " +
                "response message!");
        }
    };
}






web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/UploadPostRoute.java



    
    
    web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/UploadPostRoute.java
    
    


web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/UploadPostRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.io.File;
import java.net.HttpURLConnection;
import java.nio.file.Paths;

import javax.servlet.http.Part;

import no.uis.msalte.thesis.common.util.InputStreamUtils;
import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;

public class UploadPostRoute extends WebServiceRoute {

    public static final String PATH = String.format("/%s", FUNC_UPLOAD);

    public UploadPostRoute() {
        super(PATH, true);
    }

    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = (WebServiceResponse) super.handle(request,
                response);

        Part filePart = null;
        String publicKey = "";

        for (Part part : request.raw().getParts()) {
            if (part.getName().equals(PARAM_FILE)) {
                filePart = part;
            } else if (part.getName().equals(PARAM_PUBLIC_KEY)) {
                publicKey = InputStreamUtils.parse(part.getInputStream());
            }
        }

        final boolean isParamsValid = filePart != null && !publicKey.isEmpty();

        if (isParamsValid) {
            File file = null;

            try {
                final String fileName = WebServiceUtils
                        .parseFileNameFromHeader(filePart);

                filePart.write(fileName);

                file = Paths.get(
                        String.format("%s//%s",
                                WebServiceUtils.MULTIPART_CONFIG.getLocation(),
                                fileName)).toFile();

                final String torrent = WebServiceUtils.SECURE_CLOUD_SHARE
                        .upload(file, publicKey);

                if (torrent != null) {
                    // everything fine, treat as HTTP_OK
                    final String message = "Torrent uploaded successfuly";
                    final String content = torrent;

                    r.setStatus(HttpURLConnection.HTTP_OK);
                    r.setMessage(message);
                    r.setContent(content);
                }
            } catch (Exception e) {
                // ignore
            } finally {
                if (file != null) {
                    file.delete();
                }
                if (filePart != null) {
                    filePart.delete();
                }
            }
        }

        return r;
    }

}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/model/WebServiceResponse.javapackage no.uis.msalte.thesis.web_service.model;

public class WebServiceResponse {
    private int status;
    private String message;
    private Object content;

    public WebServiceResponse(int status, String message, Object content) {
        this.content = content;
        this.message = message;
        this.status = status;
    }

    public WebServiceResponse() {
        // empty
    };

    public int getStatus() {
        return status;
    }

    public void setStatus(int status) {
        this.status = status;
    }

    public String getMessage() {
        return message;
    }

    public void setMessage(String message) {
        this.message = message;
    }

    public Object getContent() {
        return content;
    }

    public void setContent(Object content) {
        this.content = content;
    }

    @Override
    public String toString() {
        final StringBuilder sb = new StringBuilder();
        
        sb.append(String.format("Status: %d\n", getStatus()));
        sb.append(String.format("Message: %s\n", getMessage()));
        sb.append(String.format("Content: %s\n", getContent()));
        
        return sb.toString();
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/routes/WebServiceRoute.javapackage no.uis.msalte.thesis.web_service.routes;

import java.net.HttpURLConnection;

import no.uis.msalte.thesis.web_service.model.WebServiceResponse;
import no.uis.msalte.thesis.web_service.util.WebServiceUtils;
import spark.Request;
import spark.Response;
import spark.RouteImpl;

public abstract class WebServiceRoute extends RouteImpl {

    public static final String PARAM_FILE = "file";
    public static final String PARAM_SECRET_KEY = "secretKey";
    public static final String PARAM_PUBLIC_KEY = "publicKey";
    public static final String PARAM_FILE_NAME = "fileName";
    public static final String PARAM_RE_ENCRYPTION_KEY = "reEncryptionKey";
    public static final String PARAM_CIPHERTEXT = "ciphertext";

    public static final String FUNC_API = "api";
    public static final String FUNC_DECRYPT = "decrypt";
    public static final String FUNC_NEW_TORRENT = "newTorrent";
    public static final String FUNC_NEW_SECRET_KEY = "newSecretKey";
    public static final String FUNC_NEW_PUBLIC_KEY = "newPublicKey";
    public static final String FUNC_NEW_RE_ENCRYPTION_KEY = "newReEncryptionKey";
    public static final String FUNC_SHARE = "share";
    public static final String FUNC_UPLOAD = "upload";
    public static final String FUNC_DOWNLOAD = "download";
    public static final String FUNC_ANNOUNCE = "announce";
    
    private boolean isPostRoute;
    
    public WebServiceRoute(String path, boolean isPostRoute) {
        super(path);
        
        this.isPostRoute = isPostRoute;
    }
    
    @Override
    public Object handle(Request request, Response response) throws Exception {
        final WebServiceResponse r = new WebServiceResponse();
        
        // by default, treat as BAD_REQUEST
        r.setStatus(HttpURLConnection.HTTP_BAD_REQUEST);
        r.setMessage("Invalid parameter(s)");
        r.setContent(null);
        
        if(isPostRoute) {
            // treating all post requests as multipart/form-data
            request.raw().setAttribute("org.eclipse.multipartConfig",
                    WebServiceUtils.MULTIPART_CONFIG);
        }
        
        return r;
    }
}
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web-service/src/main/java/no/uis/msalte/thesis/web_service/util/WebServiceUtils.javapackage no.uis.msalte.thesis.web_service.util;

import static no.uis.msalte.thesis.common.AppConstants.DIR_APP;

import java.io.File;
import java.net.URISyntaxException;

import javax.servlet.MultipartConfigElement;
import javax.servlet.http.Part;

import no.uis.msalte.thesis.secure_share.system.SecureShare;
import no.uis.msalte.thesis.secure_share.system.SecureShareImpl;

public class WebServiceUtils {
    private static final String DIR_TEMP = "temp";

    public static final SecureShare SECURE_CLOUD_SHARE = new SecureShareImpl();
    public static final MultipartConfigElement MULTIPART_CONFIG = new MultipartConfigElement(
            String.format("%s\\%s", DIR_APP, DIR_TEMP));

    public static File getFileResource(String fileName)
            throws URISyntaxException {
        return new File(WebServiceUtils.class.getClassLoader()
                .getResource(fileName).toURI());
    }

    public static String parseFileNameFromHeader(Part filePart) {
        final String cd = filePart.getHeader("content-disposition");

        if (cd == null) {
            return null;
        }

        String fileName = "";

        for (String h : cd.split(";")) {
            String header = h.trim();

            if (header.startsWith("filename")) {
                header = header.replaceAll("\"", ""); // remove quotes

                fileName = header.substring(header.indexOf("=") + 1);
            }
        }

        return fileName;
    }
}






secure-share/target/classes/no/uis/msalte/thesis/secure_share/access/AccessControl.class

package no.uis.msalte.thesis.secure_share.access;
public synchronized class AccessControl {
    public void AccessControl();
    public static String getReEncryptionKey(String, String);
}







web-service/target/test-classes/no/uis/msalte/thesis/web_service/tests/AllTests.class

package no.uis.msalte.thesis.web_service.tests;
public synchronized class AllTests {
    public void AllTests();
}







crypto/target/test-classes/no/uis/msalte/thesis/crypto/tests/AllTests.class

package no.uis.msalte.thesis.crypto.tests;
public synchronized class AllTests {
    public void AllTests();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/Announce.class

package com.turn.ttorrent.client.announce;
public synchronized class Announce implements Runnable {
    protected static final org.slf4j.Logger logger;
    private final com.turn.ttorrent.common.Peer peer;
    private final java.util.List clients;
    private final java.util.Set allClients;
    private Thread thread;
    private boolean stop;
    private boolean forceStop;
    private int interval;
    private int currentTier;
    private int currentClient;
    static void <clinit>();
    public void Announce(com.turn.ttorrent.client.SharedTorrent, com.turn.ttorrent.common.Peer);
    public void register(AnnounceResponseListener);
    public void start();
    public void setInterval(int);
    public void stop();
    public void run();
    private TrackerClient createTrackerClient(com.turn.ttorrent.client.SharedTorrent, com.turn.ttorrent.common.Peer, java.net.URI) throws java.net.UnknownHostException, java.net.UnknownServiceException;
    public TrackerClient getCurrentTrackerClient() throws AnnounceException;
    private void promoteCurrentTrackerClient() throws AnnounceException;
    private void moveToNextTrackerClient() throws AnnounceException;
    private void stop(boolean);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/AnnounceException.class

package com.turn.ttorrent.client.announce;
public synchronized class AnnounceException extends Exception {
    private static final long serialVersionUID = -1;
    public void AnnounceException(String);
    public void AnnounceException(Throwable);
    public void AnnounceException(String, Throwable);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/AnnouncePostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class AnnouncePostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void AnnouncePostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/AnnounceResponseListener.class

package com.turn.ttorrent.client.announce;
public abstract interface AnnounceResponseListener extends java.util.EventListener {
    public abstract void handleAnnounceResponse(int, int, int);
    public abstract void handleDiscoveredPeers(java.util.List);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/ApiGetRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class ApiGetRoute extends WebServiceRoute {
    public static final String PATH;
    private static final String METHOD_GET = GET;
    private static final String METHOD_POST = POST;
    static void <clinit>();
    public void ApiGetRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/model/ApiItem.class

package no.uis.msalte.thesis.web_service.model;
public synchronized class ApiItem implements Comparable {
    private String function;
    private String method;
    private String details;
    private String[] params;
    private String[] args;
    private String returns;
    public void ApiItem(String, String, String[], String[], String, String);
    public String getFunction();
    public void setFunction(String);
    public String[] getParams();
    public void setParams(String[]);
    public String[] getArgs();
    public void setArgs(String[]);
    public String getDetails();
    public void setDetails(String);
    public String getMethod();
    public void setMethod(String);
    public String getReturns();
    public void setReturns(String);
    public int compareTo(ApiItem);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/App.class

package no.uis.msalte.thesis.web_service;
public synchronized class App {
    public void App();
    public static void main(String[]);
}







common/target/classes/no/uis/msalte/thesis/common/AppConstants.class

package no.uis.msalte.thesis.common;
public synchronized class AppConstants {
    public static final String DIR_APP = C:\Upload\submission\app_dir;
    public static final boolean IS_LOG_ENABLED = 1;
    public static final String DIR_TLS = tls;
    public static final String FILE_TLS_KEY_STORE = secure-share.jks;
    public static final String FILE_TLS_KEY_STORE_PW = keystore.pw;
    public static final int WEB_SERVICE_PORT = 9090;
    public static final String DIR_DB = db;
    public static final String FILE_DB = secure-share;
    public static final String DIR_CURVES = jpbc-curves;
    public static final String FILE_CURVE = a.properties;
    public static final int TRACKER_PORT = 6969;
    public static final String TRACKER_HOSTNAME = 10.0.5.64;
    public static final int PIECE_LENGTH = 256000;
    public static final boolean IS_TRACKER_EMBEDDED = 1;
    public void AppConstants();
}







common/target/test-classes/no/uis/msalte/thesis/common/AppTest.class

package no.uis.msalte.thesis.common;
public synchronized class AppTest extends junit.framework.TestCase {
    public void AppTest(String);
    public static junit.framework.Test suite();
    public void testApp();
}







bit-torrent/target/test-classes/no/uis/msalte/thesis/bit_torrent/AppTest.class

package no.uis.msalte.thesis.bit_torrent;
public synchronized class AppTest extends junit.framework.TestCase {
    public void AppTest(String);
    public static junit.framework.Test suite();
    public void testApp();
}







secure-share/target/test-classes/no/uis/msalte/thesis/secure_share/AppTest.class

package no.uis.msalte.thesis.secure_share;
public synchronized class AppTest extends junit.framework.TestCase {
    public void AppTest(String);
    public static junit.framework.Test suite();
    public void testApp();
}







ttorrent/core/target/classes/com/turn/ttorrent/bcodec/BDecoder.class

package com.turn.ttorrent.bcodec;
public synchronized class BDecoder {
    private final java.io.InputStream in;
    private int indicator;
    public void BDecoder(java.io.InputStream);
    public static BEValue bdecode(java.io.InputStream) throws java.io.IOException;
    public static BEValue bdecode(java.nio.ByteBuffer) throws java.io.IOException;
    private int getNextIndicator() throws java.io.IOException;
    public BEValue bdecode() throws java.io.IOException;
    public BEValue bdecodeBytes() throws java.io.IOException;
    public BEValue bdecodeNumber() throws java.io.IOException;
    public BEValue bdecodeList() throws java.io.IOException;
    public BEValue bdecodeMap() throws java.io.IOException;
    private int read() throws java.io.IOException;
    private byte[] read(int) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/bcodec/BEncoder.class

package com.turn.ttorrent.bcodec;
public synchronized class BEncoder {
    public void BEncoder();
    public static void bencode(Object, java.io.OutputStream) throws java.io.IOException, IllegalArgumentException;
    public static void bencode(String, java.io.OutputStream) throws java.io.IOException;
    public static void bencode(Number, java.io.OutputStream) throws java.io.IOException;
    public static void bencode(java.util.List, java.io.OutputStream) throws java.io.IOException;
    public static void bencode(byte[], java.io.OutputStream) throws java.io.IOException;
    public static void bencode(java.util.Map, java.io.OutputStream) throws java.io.IOException;
    public static java.nio.ByteBuffer bencode(java.util.Map) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/bcodec/BEValue.class

package com.turn.ttorrent.bcodec;
public synchronized class BEValue {
    private final Object value;
    public void BEValue(byte[]);
    public void BEValue(String) throws java.io.UnsupportedEncodingException;
    public void BEValue(String, String) throws java.io.UnsupportedEncodingException;
    public void BEValue(int);
    public void BEValue(long);
    public void BEValue(Number);
    public void BEValue(java.util.List);
    public void BEValue(java.util.Map);
    public Object getValue();
    public String getString() throws InvalidBEncodingException;
    public String getString(String) throws InvalidBEncodingException;
    public byte[] getBytes() throws InvalidBEncodingException;
    public Number getNumber() throws InvalidBEncodingException;
    public short getShort() throws InvalidBEncodingException;
    public int getInt() throws InvalidBEncodingException;
    public long getLong() throws InvalidBEncodingException;
    public java.util.List getList() throws InvalidBEncodingException;
    public java.util.Map getMap() throws InvalidBEncodingException;
}







bit-torrent/target/classes/no/uis/msalte/thesis/bit_torrent/client/BitTorrentClient.class

package no.uis.msalte.thesis.bit_torrent.client;
public synchronized class BitTorrentClient {
    private com.turn.ttorrent.client.Client client;
    public static final double MAX_DOWNLOAD_RATE = 50000.0;
    public static final double MAX_UPLOAD_RATE = 50000.0;
    public void BitTorrentClient(String, String);
    private void init(String, String);
    public com.turn.ttorrent.client.Client getClient();
}







bit-torrent/target/classes/no/uis/msalte/thesis/bit_torrent/tracker/BitTorrentTracker$1.class

package no.uis.msalte.thesis.bit_torrent.tracker;
synchronized class BitTorrentTracker$1 implements java.io.FilenameFilter {
    void BitTorrentTracker$1(BitTorrentTracker);
    public boolean accept(java.io.File, String);
}







bit-torrent/target/classes/no/uis/msalte/thesis/bit_torrent/tracker/BitTorrentTracker.class

package no.uis.msalte.thesis.bit_torrent.tracker;
public synchronized class BitTorrentTracker {
    private com.turn.ttorrent.tracker.Tracker tracker;
    private java.io.FilenameFilter filter;
    private int port;
    private boolean isStarted;
    public void BitTorrentTracker(int);
    public BitTorrentTracker start();
    public void stop();
    public void announceAll(java.io.File);
    public void announce(java.io.File);
    public boolean isStarted();
    public com.turn.ttorrent.tracker.Tracker getTracker();
}







crypto/target/classes/no/uis/msalte/thesis/crypto/model/CipherText.class

package no.uis.msalte.thesis.crypto.model;
public synchronized class CipherText {
    private Element[] lefts;
    private Element right;
    public void CipherText();
    public void CipherText(Element, Element);
    public CipherText appendLeft(Element);
    public byte[][] toByteArrays();
    private int ensureLeftsLength();
    public Element[] getLefts();
    public Element getRight();
    public void setLefts(Element[]);
    public void setRight(Element);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Client$ClientShutdown.class

package com.turn.ttorrent.client;
public synchronized class Client$ClientShutdown extends java.util.TimerTask {
    private final Client client;
    private final java.util.Timer timer;
    public void Client$ClientShutdown(Client, java.util.Timer);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Client$ClientState.class

package com.turn.ttorrent.client;
public final synchronized enum Client$ClientState {
    public static final Client$ClientState WAITING;
    public static final Client$ClientState VALIDATING;
    public static final Client$ClientState SHARING;
    public static final Client$ClientState SEEDING;
    public static final Client$ClientState ERROR;
    public static final Client$ClientState DONE;
    static void <clinit>();
    private void Client$ClientState(String, int);
    public static Client$ClientState[] values();
    public static Client$ClientState valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Client.class

package com.turn.ttorrent.client;
public synchronized class Client extends java.util.Observable implements Runnable, announce.AnnounceResponseListener, IncomingConnectionListener, peer.PeerActivityListener {
    private static final org.slf4j.Logger logger;
    private static final int UNCHOKING_FREQUENCY = 3;
    private static final int OPTIMISTIC_UNCHOKE_ITERATIONS = 3;
    private static final int RATE_COMPUTATION_ITERATIONS = 2;
    private static final int MAX_DOWNLOADERS_UNCHOKE = 4;
    private static final String BITTORRENT_ID_PREFIX = -TO0042-;
    private SharedTorrent torrent;
    private Client$ClientState state;
    private com.turn.ttorrent.common.Peer self;
    private Thread thread;
    private boolean stop;
    private long seed;
    private ConnectionHandler service;
    private announce.Announce announce;
    private java.util.concurrent.ConcurrentMap peers;
    private java.util.concurrent.ConcurrentMap connected;
    private java.util.Random random;
    static void <clinit>();
    public void Client(java.net.InetAddress, SharedTorrent) throws java.net.UnknownHostException, java.io.IOException;
    public void setMaxDownloadRate(double);
    public void setMaxUploadRate(double);
    public com.turn.ttorrent.common.Peer getPeerSpec();
    public SharedTorrent getTorrent();
    public java.util.Set getPeers();
    private synchronized void setState(Client$ClientState);
    public Client$ClientState getState();
    public void download();
    public void share();
    public synchronized void share(int);
    public void stop();
    public void stop(boolean);
    public void waitForCompletion();
    public boolean isSeed();
    public void run();
    private void finish();
    public synchronized void info();
    private synchronized void resetPeerRates();
    private peer.SharingPeer getOrCreatePeer(com.turn.ttorrent.common.Peer);
    private java.util.Comparator getPeerRateComparator();
    private synchronized void unchokePeers(boolean);
    public void handleAnnounceResponse(int, int, int);
    public void handleDiscoveredPeers(java.util.List);
    public void handleNewPeerConnection(java.nio.channels.SocketChannel, byte[]);
    public void handleFailedConnection(peer.SharingPeer, Throwable);
    public void handlePeerChoked(peer.SharingPeer);
    public void handlePeerReady(peer.SharingPeer);
    public void handlePieceAvailability(peer.SharingPeer, Piece);
    public void handleBitfieldAvailability(peer.SharingPeer, java.util.BitSet);
    public void handlePieceSent(peer.SharingPeer, Piece);
    public void handlePieceCompleted(peer.SharingPeer, Piece) throws java.io.IOException;
    public void handlePeerDisconnected(peer.SharingPeer);
    public void handleIOException(peer.SharingPeer, java.io.IOException);
    private synchronized void seed();
}







web-service/target/classes/no/uis/msalte/thesis/web_service/client/Client.class

package no.uis.msalte.thesis.web_service.client;
public synchronized class Client {
    private static final String URL_TEMPLATE = https://localhost:%d/%s;
    public void Client();
    public static String get(String);
    public static String post(String, String[], String[], java.io.File);
}







ttorrent/cli/target/classes/com/turn/ttorrent/cli/ClientMain.class

package com.turn.ttorrent.cli;
public synchronized class ClientMain {
    private static final org.slf4j.Logger logger;
    private static final String DEFAULT_OUTPUT_DIRECTORY = /tmp;
    static void <clinit>();
    public void ClientMain();
    private static java.net.Inet4Address getIPv4Address(String) throws java.net.SocketException, java.nio.channels.UnsupportedAddressTypeException, java.net.UnknownHostException;
    private static void usage(java.io.PrintStream);
    public static void main(String[]);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/ConnectionHandler$ConnectorTask.class

package com.turn.ttorrent.client;
synchronized class ConnectionHandler$ConnectorTask implements Runnable {
    private final ConnectionHandler handler;
    private final peer.SharingPeer peer;
    private void ConnectionHandler$ConnectorTask(ConnectionHandler, peer.SharingPeer);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/ConnectionHandler$ConnectorThreadFactory.class

package com.turn.ttorrent.client;
synchronized class ConnectionHandler$ConnectorThreadFactory implements java.util.concurrent.ThreadFactory {
    private int number;
    private void ConnectionHandler$ConnectorThreadFactory();
    public Thread newThread(Runnable);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/ConnectionHandler.class

package com.turn.ttorrent.client;
public synchronized class ConnectionHandler implements Runnable {
    private static final org.slf4j.Logger logger;
    public static final int PORT_RANGE_START = 6881;
    public static final int PORT_RANGE_END = 6889;
    private static final int OUTBOUND_CONNECTIONS_POOL_SIZE = 20;
    private static final int OUTBOUND_CONNECTIONS_THREAD_KEEP_ALIVE_SECS = 10;
    private static final int CLIENT_KEEP_ALIVE_MINUTES = 3;
    private SharedTorrent torrent;
    private String id;
    private java.nio.channels.ServerSocketChannel channel;
    private java.net.InetSocketAddress address;
    private java.util.Set listeners;
    private java.util.concurrent.ExecutorService executor;
    private Thread thread;
    private boolean stop;
    static void <clinit>();
    void ConnectionHandler(SharedTorrent, String, java.net.InetAddress) throws java.io.IOException;
    public java.net.InetSocketAddress getSocketAddress();
    public void register(IncomingConnectionListener);
    public void start();
    public void stop();
    public void close() throws java.io.IOException;
    public void run();
    private String socketRepr(java.nio.channels.SocketChannel);
    private void accept(java.nio.channels.SocketChannel) throws java.io.IOException, java.net.SocketTimeoutException;
    public boolean isAlive();
    public void connect(peer.SharingPeer);
    private Handshake validateHandshake(java.nio.channels.SocketChannel, byte[]) throws java.io.IOException, java.text.ParseException;
    private int sendHandshake(java.nio.channels.SocketChannel) throws java.io.IOException;
    private void fireNewPeerConnection(java.nio.channels.SocketChannel, byte[]);
    private void fireFailedConnection(peer.SharingPeer, Throwable);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/DecryptPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class DecryptPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void DecryptPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/DownloadPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class DownloadPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void DownloadPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







crypto/target/classes/no/uis/msalte/thesis/crypto/util/ElementUtils.class

package no.uis.msalte.thesis.crypto.util;
public synchronized class ElementUtils {
    public void ElementUtils();
    public static Element base64StringToElement(String, Field);
    public static Element[] messageToElementsInGroup(String, Field);
    public static String elementToBase64String(Element);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/storage/FileCollectionStorage$FileOffset.class

package com.turn.ttorrent.client.storage;
synchronized class FileCollectionStorage$FileOffset {
    public final FileStorage file;
    public final long offset;
    public final long length;
    void FileCollectionStorage$FileOffset(FileStorage, long, long);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/storage/FileCollectionStorage.class

package com.turn.ttorrent.client.storage;
public synchronized class FileCollectionStorage implements TorrentByteStorage {
    private static final org.slf4j.Logger logger;
    private final java.util.List files;
    private final long size;
    static void <clinit>();
    public void FileCollectionStorage(java.util.List, long);
    public long size();
    public int read(java.nio.ByteBuffer, long) throws java.io.IOException;
    public int write(java.nio.ByteBuffer, long) throws java.io.IOException;
    public void close() throws java.io.IOException;
    public void finish() throws java.io.IOException;
    public boolean isFinished();
    private java.util.List select(long, long);
}







ttorrent/core/target/test-classes/com/turn/ttorrent/client/storage/FileCollectionStorageTest.class

package com.turn.ttorrent.client.storage;
public synchronized class FileCollectionStorageTest {
    public void FileCollectionStorageTest();
    public void testSelect() throws Exception;
    private void write(byte[], int, FileCollectionStorage) throws java.io.IOException;
    private void check(byte[], java.io.File) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/storage/FileStorage.class

package com.turn.ttorrent.client.storage;
public synchronized class FileStorage implements TorrentByteStorage {
    private static final org.slf4j.Logger logger;
    private final java.io.File target;
    private final java.io.File partial;
    private final long offset;
    private final long size;
    private java.io.RandomAccessFile raf;
    private java.nio.channels.FileChannel channel;
    private java.io.File current;
    static void <clinit>();
    public void FileStorage(java.io.File, long) throws java.io.IOException;
    public void FileStorage(java.io.File, long, long) throws java.io.IOException;
    protected long offset();
    public long size();
    public int read(java.nio.ByteBuffer, long) throws java.io.IOException;
    public int write(java.nio.ByteBuffer, long) throws java.io.IOException;
    public synchronized void close() throws java.io.IOException;
    public synchronized void finish() throws java.io.IOException;
    public boolean isFinished();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Handshake.class

package com.turn.ttorrent.client;
public synchronized class Handshake {
    public static final String BITTORRENT_PROTOCOL_IDENTIFIER = BitTorrent protocol;
    public static final int BASE_HANDSHAKE_LENGTH = 49;
    java.nio.ByteBuffer data;
    java.nio.ByteBuffer infoHash;
    java.nio.ByteBuffer peerId;
    private void Handshake(java.nio.ByteBuffer, java.nio.ByteBuffer, java.nio.ByteBuffer);
    public java.nio.ByteBuffer getData();
    public byte[] getInfoHash();
    public byte[] getPeerId();
    public static Handshake parse(java.nio.ByteBuffer) throws java.text.ParseException, java.io.UnsupportedEncodingException;
    public static Handshake craft(byte[], byte[]);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/http/HTTPAnnounceRequestMessage.class

package com.turn.ttorrent.common.protocol.http;
public synchronized class HTTPAnnounceRequestMessage extends HTTPTrackerMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage {
    private final byte[] infoHash;
    private final com.turn.ttorrent.common.Peer peer;
    private final long uploaded;
    private final long downloaded;
    private final long left;
    private final boolean compact;
    private final boolean noPeerId;
    private final com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent event;
    private final int numWant;
    private final boolean requireCrypto;
    private void HTTPAnnounceRequestMessage(java.nio.ByteBuffer, byte[], com.turn.ttorrent.common.Peer, long, long, long, boolean, boolean, com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, int, boolean);
    public byte[] getInfoHash();
    public String getHexInfoHash();
    public byte[] getPeerId();
    public String getHexPeerId();
    public int getPort();
    public long getUploaded();
    public long getDownloaded();
    public long getLeft();
    public boolean getCompact();
    public boolean getNoPeerIds();
    public com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent getEvent();
    public String getIp();
    public int getNumWant();
    public boolean getRequireCrypto();
    public java.net.URL buildAnnounceURL(java.net.URL) throws java.io.UnsupportedEncodingException, java.net.MalformedURLException;
    public static HTTPAnnounceRequestMessage parse(java.nio.ByteBuffer) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static HTTPAnnounceRequestMessage craft(byte[], byte[], int, long, long, long, boolean, boolean, com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, String, int, boolean) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException, java.io.UnsupportedEncodingException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/http/HTTPAnnounceResponseMessage.class

package com.turn.ttorrent.common.protocol.http;
public synchronized class HTTPAnnounceResponseMessage extends HTTPTrackerMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceResponseMessage {
    private final int interval;
    private final int complete;
    private final int incomplete;
    private final java.util.List peers;
    private void HTTPAnnounceResponseMessage(java.nio.ByteBuffer, int, int, int, java.util.List);
    public int getInterval();
    public int getComplete();
    public int getIncomplete();
    public java.util.List getPeers();
    public static HTTPAnnounceResponseMessage parse(java.nio.ByteBuffer) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    private static java.util.List toPeerList(java.util.List) throws com.turn.ttorrent.bcodec.InvalidBEncodingException;
    private static java.util.List toPeerList(byte[]) throws com.turn.ttorrent.bcodec.InvalidBEncodingException, java.net.UnknownHostException;
    public static HTTPAnnounceResponseMessage craft(int, int, String, int, int, java.util.List) throws java.io.IOException, java.io.UnsupportedEncodingException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/HTTPTrackerClient.class

package com.turn.ttorrent.client.announce;
public synchronized class HTTPTrackerClient extends TrackerClient {
    protected static final org.slf4j.Logger logger;
    static void <clinit>();
    protected void HTTPTrackerClient(com.turn.ttorrent.client.SharedTorrent, com.turn.ttorrent.common.Peer, java.net.URI);
    public void announce(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, boolean) throws AnnounceException;
    private com.turn.ttorrent.common.protocol.http.HTTPAnnounceRequestMessage buildAnnounceRequest(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent) throws java.io.UnsupportedEncodingException, java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/http/HTTPTrackerErrorMessage.class

package com.turn.ttorrent.common.protocol.http;
public synchronized class HTTPTrackerErrorMessage extends HTTPTrackerMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$ErrorMessage {
    private final String reason;
    private void HTTPTrackerErrorMessage(java.nio.ByteBuffer, String);
    public String getReason();
    public static HTTPTrackerErrorMessage parse(java.nio.ByteBuffer) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static HTTPTrackerErrorMessage craft(com.turn.ttorrent.common.protocol.TrackerMessage$ErrorMessage$FailureReason) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static HTTPTrackerErrorMessage craft(String) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/http/HTTPTrackerMessage.class

package com.turn.ttorrent.common.protocol.http;
public abstract synchronized class HTTPTrackerMessage extends com.turn.ttorrent.common.protocol.TrackerMessage {
    protected void HTTPTrackerMessage(com.turn.ttorrent.common.protocol.TrackerMessage$Type, java.nio.ByteBuffer);
    public static HTTPTrackerMessage parse(java.nio.ByteBuffer) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/IncomingConnectionListener.class

package com.turn.ttorrent.client;
public abstract interface IncomingConnectionListener extends java.util.EventListener {
    public abstract void handleNewPeerConnection(java.nio.channels.SocketChannel, byte[]);
    public abstract void handleFailedConnection(peer.SharingPeer, Throwable);
}







common/target/classes/no/uis/msalte/thesis/common/util/InputStreamUtils.class

package no.uis.msalte.thesis.common.util;
public synchronized class InputStreamUtils {
    public void InputStreamUtils();
    public static String parse(java.io.InputStream) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/bcodec/InvalidBEncodingException.class

package com.turn.ttorrent.bcodec;
public synchronized class InvalidBEncodingException extends java.io.IOException {
    public static final long serialVersionUID = -1;
    public void InvalidBEncodingException(String);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/util/JsonTransformer.class

package no.uis.msalte.thesis.web_service.util;
public synchronized class JsonTransformer implements spark.ResponseTransformer {
    public static final com.google.gson.Gson GSON;
    static void <clinit>();
    public void JsonTransformer();
    public String render(Object) throws Exception;
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/model/KeyTuple.class

package no.uis.msalte.thesis.secure_share.model;
public synchronized class KeyTuple {
    private String publicKey;
    private String reEncryptionKey;
    public void KeyTuple(String, String);
    public String getPublicKey();
    public void setPublicKey(String);
    public String getReEncryptionKey();
    public void setReEncryptionKey(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/MessageListener.class

package com.turn.ttorrent.client.peer;
public abstract interface MessageListener extends java.util.EventListener {
    public abstract void handleMessage(com.turn.ttorrent.common.protocol.PeerMessage);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/NewPublicKeyPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class NewPublicKeyPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void NewPublicKeyPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/NewReEncryptionKeyPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class NewReEncryptionKeyPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void NewReEncryptionKeyPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/NewSecretKeyGetRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class NewSecretKeyGetRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void NewSecretKeyGetRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/NewTorrentPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class NewTorrentPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void NewTorrentPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/Peer.class

package com.turn.ttorrent.common;
public synchronized class Peer {
    private final java.net.InetSocketAddress address;
    private final String hostId;
    private java.nio.ByteBuffer peerId;
    private String hexPeerId;
    public void Peer(java.net.InetSocketAddress);
    public void Peer(String, int);
    public void Peer(String, int, java.nio.ByteBuffer);
    public void Peer(java.net.InetSocketAddress, java.nio.ByteBuffer);
    public boolean hasPeerId();
    public java.nio.ByteBuffer getPeerId();
    public void setPeerId(java.nio.ByteBuffer);
    public String getHexPeerId();
    public String getShortHexPeerId();
    public String getIp();
    public java.net.InetAddress getAddress();
    public int getPort();
    public String getHostIdentifier();
    public byte[] getRawIp();
    public String toString();
    public boolean looksLike(Peer);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/PeerActivityListener.class

package com.turn.ttorrent.client.peer;
public abstract interface PeerActivityListener extends java.util.EventListener {
    public abstract void handlePeerChoked(SharingPeer);
    public abstract void handlePeerReady(SharingPeer);
    public abstract void handlePieceAvailability(SharingPeer, com.turn.ttorrent.client.Piece);
    public abstract void handleBitfieldAvailability(SharingPeer, java.util.BitSet);
    public abstract void handlePieceSent(SharingPeer, com.turn.ttorrent.client.Piece);
    public abstract void handlePieceCompleted(SharingPeer, com.turn.ttorrent.client.Piece) throws java.io.IOException;
    public abstract void handlePeerDisconnected(SharingPeer);
    public abstract void handleIOException(SharingPeer, java.io.IOException);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/PeerExchange$IncomingThread.class

package com.turn.ttorrent.client.peer;
synchronized class PeerExchange$IncomingThread extends PeerExchange$RateLimitThread {
    private void PeerExchange$IncomingThread(PeerExchange);
    private long read(java.nio.channels.Selector, java.nio.ByteBuffer) throws java.io.IOException;
    private void handleIOE(java.io.IOException);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/PeerExchange$OutgoingThread.class

package com.turn.ttorrent.client.peer;
synchronized class PeerExchange$OutgoingThread extends PeerExchange$RateLimitThread {
    private void PeerExchange$OutgoingThread(PeerExchange);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/PeerExchange$RateLimitThread.class

package com.turn.ttorrent.client.peer;
abstract synchronized class PeerExchange$RateLimitThread extends Thread {
    protected final Rate rate;
    protected long sleep;
    private void PeerExchange$RateLimitThread(PeerExchange);
    protected void rateLimit(double, long, com.turn.ttorrent.common.protocol.PeerMessage);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/PeerExchange.class

package com.turn.ttorrent.client.peer;
synchronized class PeerExchange {
    private static final org.slf4j.Logger logger;
    private static final int KEEP_ALIVE_IDLE_MINUTES = 2;
    private SharingPeer peer;
    private com.turn.ttorrent.client.SharedTorrent torrent;
    private java.nio.channels.SocketChannel channel;
    private java.util.Set listeners;
    private PeerExchange$IncomingThread in;
    private PeerExchange$OutgoingThread out;
    private java.util.concurrent.BlockingQueue sendQueue;
    private volatile boolean stop;
    static void <clinit>();
    public void PeerExchange(SharingPeer, com.turn.ttorrent.client.SharedTorrent, java.nio.channels.SocketChannel) throws java.net.SocketException;
    public void register(MessageListener);
    public boolean isConnected();
    public void send(com.turn.ttorrent.common.protocol.PeerMessage);
    public void close();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$BitfieldMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$BitfieldMessage extends PeerMessage {
    private static final int BASE_SIZE = 1;
    private java.util.BitSet bitfield;
    private void PeerMessage$BitfieldMessage(java.nio.ByteBuffer, java.util.BitSet);
    public java.util.BitSet getBitfield();
    public PeerMessage$BitfieldMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$BitfieldMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$BitfieldMessage craft(java.util.BitSet);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$CancelMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$CancelMessage extends PeerMessage {
    private static final int BASE_SIZE = 13;
    private int piece;
    private int offset;
    private int length;
    private void PeerMessage$CancelMessage(java.nio.ByteBuffer, int, int, int);
    public int getPiece();
    public int getOffset();
    public int getLength();
    public PeerMessage$CancelMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$CancelMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$CancelMessage craft(int, int, int);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$ChokeMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$ChokeMessage extends PeerMessage {
    private static final int BASE_SIZE = 1;
    private void PeerMessage$ChokeMessage(java.nio.ByteBuffer);
    public static PeerMessage$ChokeMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$ChokeMessage craft();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$HaveMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$HaveMessage extends PeerMessage {
    private static final int BASE_SIZE = 5;
    private int piece;
    private void PeerMessage$HaveMessage(java.nio.ByteBuffer, int);
    public int getPieceIndex();
    public PeerMessage$HaveMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$HaveMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$HaveMessage craft(int);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$InterestedMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$InterestedMessage extends PeerMessage {
    private static final int BASE_SIZE = 1;
    private void PeerMessage$InterestedMessage(java.nio.ByteBuffer);
    public static PeerMessage$InterestedMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$InterestedMessage craft();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$KeepAliveMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$KeepAliveMessage extends PeerMessage {
    private static final int BASE_SIZE = 0;
    private void PeerMessage$KeepAliveMessage(java.nio.ByteBuffer);
    public static PeerMessage$KeepAliveMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$KeepAliveMessage craft();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$MessageValidationException.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$MessageValidationException extends java.text.ParseException {
    static final long serialVersionUID = -1;
    public void PeerMessage$MessageValidationException(PeerMessage);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$NotInterestedMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$NotInterestedMessage extends PeerMessage {
    private static final int BASE_SIZE = 1;
    private void PeerMessage$NotInterestedMessage(java.nio.ByteBuffer);
    public static PeerMessage$NotInterestedMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$NotInterestedMessage craft();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$PieceMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$PieceMessage extends PeerMessage {
    private static final int BASE_SIZE = 9;
    private int piece;
    private int offset;
    private java.nio.ByteBuffer block;
    private void PeerMessage$PieceMessage(java.nio.ByteBuffer, int, int, java.nio.ByteBuffer);
    public int getPiece();
    public int getOffset();
    public java.nio.ByteBuffer getBlock();
    public PeerMessage$PieceMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$PieceMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$PieceMessage craft(int, int, java.nio.ByteBuffer);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$RequestMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$RequestMessage extends PeerMessage {
    private static final int BASE_SIZE = 13;
    public static final int DEFAULT_REQUEST_SIZE = 16384;
    public static final int MAX_REQUEST_SIZE = 131072;
    private int piece;
    private int offset;
    private int length;
    private void PeerMessage$RequestMessage(java.nio.ByteBuffer, int, int, int);
    public int getPiece();
    public int getOffset();
    public int getLength();
    public PeerMessage$RequestMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$RequestMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$RequestMessage craft(int, int, int);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$Type.class

package com.turn.ttorrent.common.protocol;
public final synchronized enum PeerMessage$Type {
    public static final PeerMessage$Type KEEP_ALIVE;
    public static final PeerMessage$Type CHOKE;
    public static final PeerMessage$Type UNCHOKE;
    public static final PeerMessage$Type INTERESTED;
    public static final PeerMessage$Type NOT_INTERESTED;
    public static final PeerMessage$Type HAVE;
    public static final PeerMessage$Type BITFIELD;
    public static final PeerMessage$Type REQUEST;
    public static final PeerMessage$Type PIECE;
    public static final PeerMessage$Type CANCEL;
    private byte id;
    static void <clinit>();
    private void PeerMessage$Type(String, int, int);
    public boolean equals(byte);
    public byte getTypeByte();
    public static PeerMessage$Type get(byte);
    public static PeerMessage$Type[] values();
    public static PeerMessage$Type valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage$UnchokeMessage.class

package com.turn.ttorrent.common.protocol;
public synchronized class PeerMessage$UnchokeMessage extends PeerMessage {
    private static final int BASE_SIZE = 1;
    private void PeerMessage$UnchokeMessage(java.nio.ByteBuffer);
    public static PeerMessage$UnchokeMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public static PeerMessage$UnchokeMessage craft();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/PeerMessage.class

package com.turn.ttorrent.common.protocol;
public abstract synchronized class PeerMessage {
    public static final int MESSAGE_LENGTH_FIELD_SIZE = 4;
    private final PeerMessage$Type type;
    private final java.nio.ByteBuffer data;
    private void PeerMessage(PeerMessage$Type, java.nio.ByteBuffer);
    public PeerMessage$Type getType();
    public java.nio.ByteBuffer getData();
    public PeerMessage validate(com.turn.ttorrent.client.SharedTorrent) throws PeerMessage$MessageValidationException;
    public String toString();
    public static PeerMessage parse(java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent) throws java.text.ParseException;
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/storage/Persist$1.class

package no.uis.msalte.thesis.secure_share.storage;
synchronized class Persist$1 extends com.google.gson.reflect.TypeToken {
    void Persist$1();
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/storage/Persist$Maps.class

package no.uis.msalte.thesis.secure_share.storage;
public final synchronized enum Persist$Maps {
    public static final Persist$Maps TORRENTS;
    public static final Persist$Maps SHARES;
    static void <clinit>();
    private void Persist$Maps(String, int);
    public static Persist$Maps[] values();
    public static Persist$Maps valueOf(String);
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/storage/Persist.class

package no.uis.msalte.thesis.secure_share.storage;
public synchronized class Persist {
    private static final com.google.gson.Gson GSON;
    private static final reflect.Type GSON_TYPE;
    private static final java.util.logging.Logger LOGGER;
    private static Persist instance;
    private org.mapdb.DB db;
    static void <clinit>();
    private void Persist();
    public static Persist getInstance();
    private void init();
    public void storeTorrent(String, String);
    public boolean storeKeysTuple(String, no.uis.msalte.thesis.secure_share.model.KeyTuple);
    public String readTorrent(String);
    public java.util.ArrayList readKeyTuples(String);
    public void reset();
    private boolean hasKey(String, String);
    public String formatMap(Persist$Maps);
    private java.util.concurrent.ConcurrentNavigableMap getMap(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Piece$CallableHasher.class

package com.turn.ttorrent.client;
public synchronized class Piece$CallableHasher implements java.util.concurrent.Callable {
    private final Piece piece;
    public void Piece$CallableHasher(Piece);
    public Piece call() throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/Piece.class

package com.turn.ttorrent.client;
public synchronized class Piece implements Comparable {
    private static final org.slf4j.Logger logger;
    private final storage.TorrentByteStorage bucket;
    private final int index;
    private final long offset;
    private final long length;
    private final byte[] hash;
    private final boolean seeder;
    private volatile boolean valid;
    private int seen;
    private java.nio.ByteBuffer data;
    static void <clinit>();
    public void Piece(storage.TorrentByteStorage, int, long, long, byte[], boolean);
    public boolean isValid();
    public int getIndex();
    public long size();
    public boolean available();
    public void seenAt(peer.SharingPeer);
    public void noLongerAt(peer.SharingPeer);
    public synchronized boolean validate() throws java.io.IOException;
    private java.nio.ByteBuffer _read(long, long) throws java.io.IOException;
    public java.nio.ByteBuffer read(long, int) throws IllegalArgumentException, IllegalStateException, java.io.IOException;
    public synchronized void record(java.nio.ByteBuffer, int) throws java.io.IOException;
    public String toString();
    public int compareTo(Piece);
}







crypto/target/classes/no/uis/msalte/thesis/crypto/model/PowableElement.class

package no.uis.msalte.thesis.crypto.model;
public synchronized class PowableElement {
    private Element element;
    private ElementPowPreProcessing powPreProcessing;
    public void PowableElement(Element);
    public Element element();
    public ElementPowPreProcessing powable();
}







crypto/target/classes/no/uis/msalte/thesis/crypto/scheme/ProxyReEncryptionParams.class

package no.uis.msalte.thesis.crypto.scheme;
public synchronized class ProxyReEncryptionParams {
    private static final String GENERATOR_BASE_64 = P6PrrTuwA/qnfovO5Zf12Iolj8z4OxLe5IZkX1y0p3lTuPzMK04NJcNqmft35nYp7EK4m6CwaWFC6RWfkNf3fZg2rdbZEnYwhdNEnoSxLvfkkydF1lcSk5mce0WNlGqY43nFgPO6crpsg/BJZdxTC+Ju/QWp0jZAzbQbyvg8d/Y=;
    private Pairing e;
    private Field group1;
    private Field group2;
    private Field groupZq;
    private no.uis.msalte.thesis.crypto.model.PowableElement g;
    private no.uis.msalte.thesis.crypto.model.PowableElement z;
    public void ProxyReEncryptionParams();
    public ProxyReEncryptionParams initialize();
    public Pairing getE();
    public Field getGroup1();
    public Field getGroup2();
    public Field getGroupZq();
    public no.uis.msalte.thesis.crypto.model.PowableElement getG();
    public no.uis.msalte.thesis.crypto.model.PowableElement getZ();
}







crypto/target/classes/no/uis/msalte/thesis/crypto/scheme/ProxyReEncryptionScheme.class

package no.uis.msalte.thesis.crypto.scheme;
public abstract interface ProxyReEncryptionScheme {
    public abstract String newSecretKey();
    public abstract String newPublicKey(String);
    public abstract String newReEncryptionKey(String, String);
    public abstract String encrypt(String, String);
    public abstract String decrypt(String, String);
    public abstract String reEncrypt(String, String);
    public abstract String encryptReEncryptable(String, String);
    public abstract String decryptReEncryptable(String, String);
}







crypto/target/classes/no/uis/msalte/thesis/crypto/scheme/ProxyReEncryptionSchemeImpl.class

package no.uis.msalte.thesis.crypto.scheme;
public synchronized class ProxyReEncryptionSchemeImpl implements ProxyReEncryptionScheme {
    private ProxyReEncryptionParams params;
    public void ProxyReEncryptionSchemeImpl();
    public String newSecretKey();
    public String newPublicKey(String);
    public String newReEncryptionKey(String, String);
    public String encrypt(String, String);
    public String decrypt(String, String);
    public String reEncrypt(String, String);
    public String encryptReEncryptable(String, String);
    public String decryptReEncryptable(String, String);
    private no.uis.msalte.thesis.crypto.model.CipherText encryptToCipherText(String, String);
    private String decryptCipherTextToPlainText(no.uis.msalte.thesis.crypto.model.CipherText, String);
    private no.uis.msalte.thesis.crypto.model.CipherText reEncryptToCipherText(no.uis.msalte.thesis.crypto.model.CipherText, String);
    private no.uis.msalte.thesis.crypto.model.CipherText encryptReEncryptableToCipherText(String, String);
    private String decryptReEncryptableCipherTextToPlainText(no.uis.msalte.thesis.crypto.model.CipherText, String);
    no.uis.msalte.thesis.crypto.model.CipherText buildCipherTextFromMessage(Element[], Element, Element);
    no.uis.msalte.thesis.crypto.model.CipherText parseCipherStringAsCipherText(String, Field);
    private transient String mergeByteArraysToBase64String(byte[][]);
}







crypto/target/test-classes/no/uis/msalte/thesis/crypto/tests/ProxyReEncryptionSchemeTest.class

package no.uis.msalte.thesis.crypto.tests;
public synchronized class ProxyReEncryptionSchemeTest {
    private static no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionScheme scheme;
    private static final String MESSAGE;
    static void <clinit>();
    public void ProxyReEncryptionSchemeTest();
    public static void createSchemeInstance();
    public static void nullSchemeInstance();
    public void testGivenEncryptedMessageDecryptionShouldRecoverMessage();
    public void testGivenEncryptedReEncryptableMessageDecryptionShouldRecoverMessage();
    public void testGivenReEncryptedMessageDecryptionByDelegateeShouldRecoverMessage();
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/Rate$RateComparator.class

package com.turn.ttorrent.client.peer;
synchronized class Rate$RateComparator implements java.util.Comparator, java.io.Serializable {
    private static final long serialVersionUID = 72460233003600;
    private void Rate$RateComparator();
    public int compare(Rate, Rate);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/Rate.class

package com.turn.ttorrent.client.peer;
public synchronized class Rate implements Comparable {
    public static final java.util.Comparator RATE_COMPARATOR;
    private long bytes;
    private long reset;
    private long last;
    static void <clinit>();
    public void Rate();
    public synchronized void add(long);
    public synchronized float get();
    public synchronized void reset();
    public int compareTo(Rate);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/strategy/RequestStrategy.class

package com.turn.ttorrent.client.strategy;
public abstract interface RequestStrategy {
    public abstract com.turn.ttorrent.client.Piece choosePiece(java.util.SortedSet, java.util.BitSet, com.turn.ttorrent.client.Piece[]);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/strategy/RequestStrategyImplRarest.class

package com.turn.ttorrent.client.strategy;
public synchronized class RequestStrategyImplRarest implements RequestStrategy {
    private static final int RAREST_PIECE_JITTER = 42;
    private java.util.Random random;
    public void RequestStrategyImplRarest();
    public com.turn.ttorrent.client.Piece choosePiece(java.util.SortedSet, java.util.BitSet, com.turn.ttorrent.client.Piece[]);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/strategy/RequestStrategyImplSequential.class

package com.turn.ttorrent.client.strategy;
public synchronized class RequestStrategyImplSequential implements RequestStrategy {
    public void RequestStrategyImplSequential();
    public com.turn.ttorrent.client.Piece choosePiece(java.util.SortedSet, java.util.BitSet, com.turn.ttorrent.client.Piece[]);
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/system/SecureShare.class

package no.uis.msalte.thesis.secure_share.system;
public abstract interface SecureShare {
    public abstract String newTorrent(java.io.File);
    public abstract String decrypt(String, String);
    public abstract String newSecretKey();
    public abstract String newPublicKey(String);
    public abstract String newReEncryptionKey(String, String);
    public abstract String upload(java.io.File, String);
    public abstract boolean share(String, String, String);
    public abstract String download(String, String);
    public abstract String announce(java.io.File);
}







secure-share/target/classes/no/uis/msalte/thesis/secure_share/system/SecureShareImpl.class

package no.uis.msalte.thesis.secure_share.system;
public synchronized class SecureShareImpl implements SecureShare {
    private static final java.util.logging.Logger LOGGER;
    private no.uis.msalte.thesis.bit_torrent.tracker.BitTorrentTracker bitTorrentTracker;
    private no.uis.msalte.thesis.crypto.scheme.ProxyReEncryptionScheme proxyReEncryptionScheme;
    static void <clinit>();
    public void SecureShareImpl();
    public String newSecretKey();
    public String newPublicKey(String);
    public String newReEncryptionKey(String, String);
    public String upload(java.io.File, String);
    public boolean share(String, String, String);
    public String download(String, String);
    public String newTorrent(java.io.File);
    public String decrypt(String, String);
    public String announce(java.io.File);
}







common/target/classes/no/uis/msalte/thesis/common/security/SecurityConstants.class

package no.uis.msalte.thesis.common.security;
public synchronized class SecurityConstants {
    public static final javax.net.ssl.SSLContext SSL_CONTEXT;
    static void <clinit>();
    public void SecurityConstants();
    private static javax.net.ssl.SSLContext buildSSLContext();
}







web-service/target/classes/no/uis/msalte/thesis/web_service/server/Server.class

package no.uis.msalte.thesis.web_service.server;
public synchronized class Server {
    private static final String ACCEPT_TYPE = application/json;
    private static final no.uis.msalte.thesis.web_service.util.JsonTransformer JSON_TRANSFORMER;
    static void <clinit>();
    public void Server();
    public void start();
    public void stop();
    private static String parseKeyStorePassword();
    private static void setStaticFileLocation();
}







web-service/target/test-classes/no/uis/msalte/thesis/web_service/tests/ServerTest.class

package no.uis.msalte.thesis.web_service.tests;
public synchronized class ServerTest {
    private static no.uis.msalte.thesis.web_service.server.Server server;
    public void ServerTest();
    public static void startServer();
    public static void stopServer();
    public void testGivenNewTorrentSuccessThenReturnedContentShouldBeValidTorrent() throws Exception;
    public void testGivenUploadFileSuccessThenShouldReturnNewFileName() throws Exception;
    public void testGivenShareFileSuccessThenRecipientShouldBeGrantedDownload() throws Exception;
    private java.io.File getFileResource(String) throws java.net.URISyntaxException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/SharedTorrent.class

package com.turn.ttorrent.client;
public synchronized class SharedTorrent extends com.turn.ttorrent.common.Torrent implements peer.PeerActivityListener {
    private static final org.slf4j.Logger logger;
    private static final float ENG_GAME_COMPLETION_RATIO = 0.95;
    private static final strategy.RequestStrategy DEFAULT_REQUEST_STRATEGY;
    private boolean stop;
    private long uploaded;
    private long downloaded;
    private long left;
    private final storage.TorrentByteStorage bucket;
    private final int pieceLength;
    private final java.nio.ByteBuffer piecesHashes;
    private boolean initialized;
    private Piece[] pieces;
    private java.util.SortedSet rarest;
    private java.util.BitSet completedPieces;
    private java.util.BitSet requestedPieces;
    private strategy.RequestStrategy requestStrategy;
    private double maxUploadRate;
    private double maxDownloadRate;
    static void <clinit>();
    public void SharedTorrent(com.turn.ttorrent.common.Torrent, java.io.File) throws java.io.FileNotFoundException, java.io.IOException;
    public void SharedTorrent(com.turn.ttorrent.common.Torrent, java.io.File, boolean) throws java.io.FileNotFoundException, java.io.IOException;
    public void SharedTorrent(com.turn.ttorrent.common.Torrent, java.io.File, boolean, strategy.RequestStrategy) throws java.io.FileNotFoundException, java.io.IOException;
    public void SharedTorrent(byte[], java.io.File) throws java.io.FileNotFoundException, java.io.IOException;
    public void SharedTorrent(byte[], java.io.File, boolean) throws java.io.FileNotFoundException, java.io.IOException;
    public void SharedTorrent(byte[], java.io.File, boolean, strategy.RequestStrategy) throws java.io.FileNotFoundException, java.io.IOException;
    public static SharedTorrent fromFile(java.io.File, java.io.File) throws java.io.IOException;
    public double getMaxUploadRate();
    public void setMaxUploadRate(double);
    public double getMaxDownloadRate();
    public void setMaxDownloadRate(double);
    public long getUploaded();
    public long getDownloaded();
    public long getLeft();
    public boolean isInitialized();
    public void stop();
    public synchronized void init() throws InterruptedException, java.io.IOException;
    private void validatePieces(java.util.List) throws java.io.IOException;
    public synchronized void close();
    public Piece getPiece(int);
    public int getPieceCount();
    public java.util.BitSet getAvailablePieces();
    public java.util.BitSet getCompletedPieces();
    public java.util.BitSet getRequestedPieces();
    public synchronized boolean isComplete();
    public synchronized void finish() throws java.io.IOException;
    public synchronized boolean isFinished();
    public float getCompletion();
    public synchronized void markCompleted(Piece);
    public synchronized void handlePeerChoked(peer.SharingPeer);
    public synchronized void handlePeerReady(peer.SharingPeer);
    public synchronized void handlePieceAvailability(peer.SharingPeer, Piece);
    public synchronized void handleBitfieldAvailability(peer.SharingPeer, java.util.BitSet);
    public synchronized void handlePieceSent(peer.SharingPeer, Piece);
    public synchronized void handlePieceCompleted(peer.SharingPeer, Piece) throws java.io.IOException;
    public synchronized void handlePeerDisconnected(peer.SharingPeer);
    public synchronized void handleIOException(peer.SharingPeer, java.io.IOException);
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/SharePostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class SharePostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void SharePostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/SharingPeer$DLRateComparator.class

package com.turn.ttorrent.client.peer;
public synchronized class SharingPeer$DLRateComparator implements java.util.Comparator, java.io.Serializable {
    private static final long serialVersionUID = 96307229964730;
    public void SharingPeer$DLRateComparator();
    public int compare(SharingPeer, SharingPeer);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/SharingPeer$ULRateComparator.class

package com.turn.ttorrent.client.peer;
public synchronized class SharingPeer$ULRateComparator implements java.util.Comparator, java.io.Serializable {
    private static final long serialVersionUID = 38794949747717;
    public void SharingPeer$ULRateComparator();
    public int compare(SharingPeer, SharingPeer);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/peer/SharingPeer.class

package com.turn.ttorrent.client.peer;
public synchronized class SharingPeer extends com.turn.ttorrent.common.Peer implements MessageListener {
    private static final org.slf4j.Logger logger;
    private static final int MAX_PIPELINED_REQUESTS = 5;
    private boolean choking;
    private boolean interesting;
    private boolean choked;
    private boolean interested;
    private com.turn.ttorrent.client.SharedTorrent torrent;
    private java.util.BitSet availablePieces;
    private com.turn.ttorrent.client.Piece requestedPiece;
    private int lastRequestedOffset;
    private java.util.concurrent.BlockingQueue requests;
    private volatile boolean downloading;
    private PeerExchange exchange;
    private Rate download;
    private Rate upload;
    private java.util.Set listeners;
    private Object requestsLock;
    private Object exchangeLock;
    static void <clinit>();
    public void SharingPeer(String, int, java.nio.ByteBuffer, com.turn.ttorrent.client.SharedTorrent);
    public void register(PeerActivityListener);
    public Rate getDLRate();
    public Rate getULRate();
    public synchronized void reset();
    public void choke();
    public void unchoke();
    public boolean isChoking();
    public void interesting();
    public void notInteresting();
    public boolean isInteresting();
    public boolean isChoked();
    public boolean isInterested();
    public java.util.BitSet getAvailablePieces();
    public com.turn.ttorrent.client.Piece getRequestedPiece();
    public synchronized boolean isSeed();
    public synchronized void bind(java.nio.channels.SocketChannel) throws java.net.SocketException;
    public boolean isConnected();
    public void unbind(boolean);
    public void send(com.turn.ttorrent.common.protocol.PeerMessage) throws IllegalStateException;
    public synchronized void downloadPiece(com.turn.ttorrent.client.Piece) throws IllegalStateException;
    public boolean isDownloading();
    private void requestNextBlocks();
    private void removeBlockRequest(com.turn.ttorrent.common.protocol.PeerMessage$PieceMessage);
    public java.util.Set cancelPendingRequests();
    public synchronized void handleMessage(com.turn.ttorrent.common.protocol.PeerMessage);
    private void firePeerChoked();
    private void firePeerReady();
    private void firePieceAvailabity(com.turn.ttorrent.client.Piece);
    private void fireBitfieldAvailabity();
    private void firePieceSent(com.turn.ttorrent.client.Piece);
    private void firePieceCompleted(com.turn.ttorrent.client.Piece) throws java.io.IOException;
    private void firePeerDisconnected();
    private void fireIOException(java.io.IOException);
    public String toString();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/Torrent$CallableChunkHasher.class

package com.turn.ttorrent.common;
synchronized class Torrent$CallableChunkHasher implements java.util.concurrent.Callable {
    private final java.security.MessageDigest md;
    private final java.nio.ByteBuffer data;
    void Torrent$CallableChunkHasher(java.nio.ByteBuffer);
    public String call() throws java.io.UnsupportedEncodingException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/Torrent$TorrentFile.class

package com.turn.ttorrent.common;
public synchronized class Torrent$TorrentFile {
    public final java.io.File file;
    public final long size;
    public void Torrent$TorrentFile(java.io.File, long);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/Torrent.class

package com.turn.ttorrent.common;
public synchronized class Torrent {
    private static final org.slf4j.Logger logger;
    public static final int DEFAULT_PIECE_LENGTH = 524288;
    public static final int PIECE_HASH_SIZE = 20;
    public static final String BYTE_ENCODING = ISO-8859-1;
    protected final byte[] encoded;
    protected final byte[] encoded_info;
    protected final java.util.Map decoded;
    protected final java.util.Map decoded_info;
    private final byte[] info_hash;
    private final String hex_info_hash;
    private final java.util.List trackers;
    private final java.util.Set allTrackers;
    private final java.util.Date creationDate;
    private final String comment;
    private final String createdBy;
    private final String name;
    private final long size;
    private final int pieceLength;
    protected final java.util.List files;
    private final boolean seeder;
    static void <clinit>();
    public void Torrent(byte[], boolean) throws java.io.IOException;
    public String getName();
    public String getComment();
    public String getCreatedBy();
    public long getSize();
    public java.util.List getFilenames();
    public boolean isMultifile();
    public byte[] getInfoHash();
    public String getHexInfoHash();
    public String toString();
    public byte[] getEncoded();
    public java.util.List getAnnounceList();
    public int getTrackerCount();
    public boolean isSeeder();
    public void save(java.io.OutputStream) throws java.io.IOException;
    public static byte[] hash(byte[]);
    public static String byteArrayToHexString(byte[]);
    public static String toHexString(String);
    protected static int getHashingThreadsCount();
    public static Torrent load(java.io.File) throws java.io.IOException;
    public static Torrent load(java.io.File, boolean) throws java.io.IOException;
    public static Torrent create(java.io.File, int, java.net.URI, String, String) throws InterruptedException, java.io.IOException;
    public static Torrent create(java.io.File, java.net.URI, String) throws InterruptedException, java.io.IOException;
    public static Torrent create(java.io.File, java.util.List, java.net.URI, String) throws InterruptedException, java.io.IOException;
    public static Torrent create(java.io.File, int, java.util.List, String) throws InterruptedException, java.io.IOException;
    public static Torrent create(java.io.File, java.util.List, int, java.util.List, String) throws InterruptedException, java.io.IOException;
    private static Torrent create(java.io.File, java.util.List, int, java.net.URI, java.util.List, String, String) throws InterruptedException, java.io.IOException;
    private static String hashFile(java.io.File, int) throws InterruptedException, java.io.IOException;
    private static String hashFiles(java.util.List, int) throws InterruptedException, java.io.IOException;
    private static int accumulateHashes(StringBuilder, java.util.List) throws InterruptedException, java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/client/storage/TorrentByteStorage.class

package com.turn.ttorrent.client.storage;
public abstract interface TorrentByteStorage {
    public static final String PARTIAL_FILE_NAME_SUFFIX = .part;
    public abstract long size();
    public abstract int read(java.nio.ByteBuffer, long) throws java.io.IOException;
    public abstract int write(java.nio.ByteBuffer, long) throws java.io.IOException;
    public abstract void close() throws java.io.IOException;
    public abstract void finish() throws java.io.IOException;
    public abstract boolean isFinished();
}







ttorrent/cli/target/classes/com/turn/ttorrent/cli/TorrentMain.class

package com.turn.ttorrent.cli;
public synchronized class TorrentMain {
    private static final org.slf4j.Logger logger;
    static void <clinit>();
    public void TorrentMain();
    private static void usage(java.io.PrintStream);
    private static void usage(java.io.PrintStream, String);
    public static void main(String[]);
}







bit-torrent/target/classes/no/uis/msalte/thesis/bit_torrent/util/TorrentUtils.class

package no.uis.msalte.thesis.bit_torrent.util;
public synchronized class TorrentUtils {
    public void TorrentUtils();
    public static String createBase64(String, String, java.io.File);
    public static boolean isValidTorrent(java.io.File);
    public static boolean isBase64ValidTorrent(String);
    private static com.turn.ttorrent.common.Torrent writeBencodedContents(java.io.File, String, java.io.FileOutputStream) throws InterruptedException, java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/TrackedPeer$PeerState.class

package com.turn.ttorrent.tracker;
public final synchronized enum TrackedPeer$PeerState {
    public static final TrackedPeer$PeerState UNKNOWN;
    public static final TrackedPeer$PeerState STARTED;
    public static final TrackedPeer$PeerState COMPLETED;
    public static final TrackedPeer$PeerState STOPPED;
    static void <clinit>();
    private void TrackedPeer$PeerState(String, int);
    public static TrackedPeer$PeerState[] values();
    public static TrackedPeer$PeerState valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/TrackedPeer.class

package com.turn.ttorrent.tracker;
public synchronized class TrackedPeer extends com.turn.ttorrent.common.Peer {
    private static final org.slf4j.Logger logger;
    private static final int FRESH_TIME_SECONDS = 30;
    private long uploaded;
    private long downloaded;
    private long left;
    private com.turn.ttorrent.common.Torrent torrent;
    private TrackedPeer$PeerState state;
    private java.util.Date lastAnnounce;
    static void <clinit>();
    public void TrackedPeer(com.turn.ttorrent.common.Torrent, String, int, java.nio.ByteBuffer);
    public void update(TrackedPeer$PeerState, long, long, long);
    public boolean isCompleted();
    public long getUploaded();
    public long getDownloaded();
    public long getLeft();
    public boolean isFresh();
    public com.turn.ttorrent.bcodec.BEValue toBEValue() throws java.io.UnsupportedEncodingException;
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/TrackedTorrent.class

package com.turn.ttorrent.tracker;
public synchronized class TrackedTorrent extends com.turn.ttorrent.common.Torrent {
    private static final org.slf4j.Logger logger;
    public static final int MIN_ANNOUNCE_INTERVAL_SECONDS = 5;
    private static final int DEFAULT_ANSWER_NUM_PEERS = 30;
    private static final int DEFAULT_ANNOUNCE_INTERVAL_SECONDS = 10;
    private int answerPeers;
    private int announceInterval;
    private java.util.concurrent.ConcurrentMap peers;
    static void <clinit>();
    public void TrackedTorrent(byte[]) throws java.io.IOException;
    public void TrackedTorrent(com.turn.ttorrent.common.Torrent) throws java.io.IOException;
    public java.util.Map getPeers();
    public void addPeer(TrackedPeer);
    public TrackedPeer getPeer(String);
    public TrackedPeer removePeer(String);
    public int seeders();
    public int leechers();
    public void collectUnfreshPeers();
    public int getAnnounceInterval();
    public void setAnnounceInterval(int);
    public TrackedPeer update(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, java.nio.ByteBuffer, String, String, int, long, long, long) throws java.io.UnsupportedEncodingException;
    public java.util.List getSomePeers(TrackedPeer);
    public static TrackedTorrent load(java.io.File) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/Tracker$PeerCollectorThread.class

package com.turn.ttorrent.tracker;
synchronized class Tracker$PeerCollectorThread extends Thread {
    private static final int PEER_COLLECTION_FREQUENCY_SECONDS = 15;
    private void Tracker$PeerCollectorThread(Tracker);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/Tracker$TorrentRemoveTimer.class

package com.turn.ttorrent.tracker;
synchronized class Tracker$TorrentRemoveTimer extends java.util.TimerTask {
    private Tracker tracker;
    private com.turn.ttorrent.common.Torrent torrent;
    void Tracker$TorrentRemoveTimer(Tracker, com.turn.ttorrent.common.Torrent);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/Tracker$TrackerThread.class

package com.turn.ttorrent.tracker;
synchronized class Tracker$TrackerThread extends Thread {
    private void Tracker$TrackerThread(Tracker);
    public void run();
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/Tracker.class

package com.turn.ttorrent.tracker;
public synchronized class Tracker {
    private static final org.slf4j.Logger logger;
    public static final String ANNOUNCE_URL = /announce;
    public static final int DEFAULT_TRACKER_PORT = 6969;
    public static final String DEFAULT_VERSION_STRING = BitTorrent Tracker (ttorrent);
    private final org.simpleframework.transport.connect.Connection connection;
    private final java.net.InetSocketAddress address;
    private final java.util.concurrent.ConcurrentMap torrents;
    private Thread tracker;
    private Thread collector;
    private boolean stop;
    static void <clinit>();
    public void Tracker(java.net.InetAddress) throws java.io.IOException;
    public void Tracker(java.net.InetSocketAddress) throws java.io.IOException;
    public void Tracker(java.net.InetSocketAddress, String) throws java.io.IOException;
    public java.net.URL getAnnounceUrl();
    public void start();
    public void stop();
    public java.util.Collection getTrackedTorrents();
    public synchronized TrackedTorrent announce(TrackedTorrent);
    public synchronized void remove(com.turn.ttorrent.common.Torrent);
    public synchronized void remove(com.turn.ttorrent.common.Torrent, long);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/TrackerClient.class

package com.turn.ttorrent.client.announce;
public abstract synchronized class TrackerClient {
    private final java.util.Set listeners;
    protected final com.turn.ttorrent.client.SharedTorrent torrent;
    protected final com.turn.ttorrent.common.Peer peer;
    protected final java.net.URI tracker;
    public void TrackerClient(com.turn.ttorrent.client.SharedTorrent, com.turn.ttorrent.common.Peer, java.net.URI);
    public void register(AnnounceResponseListener);
    public java.net.URI getTrackerURI();
    public abstract void announce(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, boolean) throws AnnounceException;
    protected void close();
    protected String formatAnnounceEvent(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent);
    protected void handleTrackerAnnounceResponse(com.turn.ttorrent.common.protocol.TrackerMessage, boolean) throws AnnounceException;
    protected void fireAnnounceResponseEvent(int, int, int);
    protected void fireDiscoveredPeersEvent(java.util.List);
}







ttorrent/cli/target/classes/com/turn/ttorrent/cli/TrackerMain$1.class

package com.turn.ttorrent.cli;
synchronized class TrackerMain$1 implements java.io.FilenameFilter {
    void TrackerMain$1();
    public boolean accept(java.io.File, String);
}







ttorrent/cli/target/classes/com/turn/ttorrent/cli/TrackerMain.class

package com.turn.ttorrent.cli;
public synchronized class TrackerMain {
    private static final org.slf4j.Logger logger;
    static void <clinit>();
    public void TrackerMain();
    private static void usage(java.io.PrintStream);
    public static void main(String[]);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$AnnounceRequestMessage$RequestEvent.class

package com.turn.ttorrent.common.protocol;
public final synchronized enum TrackerMessage$AnnounceRequestMessage$RequestEvent {
    public static final TrackerMessage$AnnounceRequestMessage$RequestEvent NONE;
    public static final TrackerMessage$AnnounceRequestMessage$RequestEvent COMPLETED;
    public static final TrackerMessage$AnnounceRequestMessage$RequestEvent STARTED;
    public static final TrackerMessage$AnnounceRequestMessage$RequestEvent STOPPED;
    private final int id;
    static void <clinit>();
    private void TrackerMessage$AnnounceRequestMessage$RequestEvent(String, int, int);
    public String getEventName();
    public int getId();
    public static TrackerMessage$AnnounceRequestMessage$RequestEvent getByName(String);
    public static TrackerMessage$AnnounceRequestMessage$RequestEvent getById(int);
    public static TrackerMessage$AnnounceRequestMessage$RequestEvent[] values();
    public static TrackerMessage$AnnounceRequestMessage$RequestEvent valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$AnnounceRequestMessage.class

package com.turn.ttorrent.common.protocol;
public abstract interface TrackerMessage$AnnounceRequestMessage {
    public static final int DEFAULT_NUM_WANT = 50;
    public abstract byte[] getInfoHash();
    public abstract String getHexInfoHash();
    public abstract byte[] getPeerId();
    public abstract String getHexPeerId();
    public abstract int getPort();
    public abstract long getUploaded();
    public abstract long getDownloaded();
    public abstract long getLeft();
    public abstract boolean getCompact();
    public abstract boolean getNoPeerIds();
    public abstract TrackerMessage$AnnounceRequestMessage$RequestEvent getEvent();
    public abstract String getIp();
    public abstract int getNumWant();
    public abstract boolean getRequireCrypto();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$AnnounceResponseMessage.class

package com.turn.ttorrent.common.protocol;
public abstract interface TrackerMessage$AnnounceResponseMessage {
    public abstract int getInterval();
    public abstract int getComplete();
    public abstract int getIncomplete();
    public abstract java.util.List getPeers();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$ConnectionRequestMessage.class

package com.turn.ttorrent.common.protocol;
public abstract interface TrackerMessage$ConnectionRequestMessage {
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$ConnectionResponseMessage.class

package com.turn.ttorrent.common.protocol;
public abstract interface TrackerMessage$ConnectionResponseMessage {
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$ErrorMessage$FailureReason.class

package com.turn.ttorrent.common.protocol;
public final synchronized enum TrackerMessage$ErrorMessage$FailureReason {
    public static final TrackerMessage$ErrorMessage$FailureReason UNKNOWN_TORRENT;
    public static final TrackerMessage$ErrorMessage$FailureReason MISSING_HASH;
    public static final TrackerMessage$ErrorMessage$FailureReason MISSING_PEER_ID;
    public static final TrackerMessage$ErrorMessage$FailureReason MISSING_PORT;
    public static final TrackerMessage$ErrorMessage$FailureReason REQUIRE_CRYPTO_NOT_TRUE;
    public static final TrackerMessage$ErrorMessage$FailureReason INVALID_EVENT;
    public static final TrackerMessage$ErrorMessage$FailureReason NOT_IMPLEMENTED;
    private String message;
    static void <clinit>();
    private void TrackerMessage$ErrorMessage$FailureReason(String, int, String);
    public String getMessage();
    public static TrackerMessage$ErrorMessage$FailureReason[] values();
    public static TrackerMessage$ErrorMessage$FailureReason valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$ErrorMessage.class

package com.turn.ttorrent.common.protocol;
public abstract interface TrackerMessage$ErrorMessage {
    public abstract String getReason();
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$MessageValidationException.class

package com.turn.ttorrent.common.protocol;
public synchronized class TrackerMessage$MessageValidationException extends Exception {
    static final long serialVersionUID = -1;
    public void TrackerMessage$MessageValidationException(String);
    public void TrackerMessage$MessageValidationException(String, Throwable);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage$Type.class

package com.turn.ttorrent.common.protocol;
public final synchronized enum TrackerMessage$Type {
    public static final TrackerMessage$Type UNKNOWN;
    public static final TrackerMessage$Type CONNECT_REQUEST;
    public static final TrackerMessage$Type CONNECT_RESPONSE;
    public static final TrackerMessage$Type ANNOUNCE_REQUEST;
    public static final TrackerMessage$Type ANNOUNCE_RESPONSE;
    public static final TrackerMessage$Type SCRAPE_REQUEST;
    public static final TrackerMessage$Type SCRAPE_RESPONSE;
    public static final TrackerMessage$Type ERROR;
    private final int id;
    static void <clinit>();
    private void TrackerMessage$Type(String, int, int);
    public int getId();
    public static TrackerMessage$Type[] values();
    public static TrackerMessage$Type valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/TrackerMessage.class

package com.turn.ttorrent.common.protocol;
public abstract synchronized class TrackerMessage {
    private final TrackerMessage$Type type;
    private final java.nio.ByteBuffer data;
    protected void TrackerMessage(TrackerMessage$Type, java.nio.ByteBuffer);
    public TrackerMessage$Type getType();
    public java.nio.ByteBuffer getData();
}







ttorrent/core/target/classes/com/turn/ttorrent/tracker/TrackerService.class

package com.turn.ttorrent.tracker;
public synchronized class TrackerService implements org.simpleframework.http.core.Container {
    private static final org.slf4j.Logger logger;
    private static final String[] NUMERIC_REQUEST_FIELDS;
    private final String version;
    private final java.util.concurrent.ConcurrentMap torrents;
    static void <clinit>();
    void TrackerService(String, java.util.concurrent.ConcurrentMap);
    public void handle(org.simpleframework.http.Request, org.simpleframework.http.Response);
    private void process(org.simpleframework.http.Request, org.simpleframework.http.Response, java.io.OutputStream) throws java.io.IOException;
    private com.turn.ttorrent.common.protocol.http.HTTPAnnounceRequestMessage parseQuery(org.simpleframework.http.Request) throws java.io.IOException, com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    private void recordParam(java.util.Map, String, String);
    private void serveError(org.simpleframework.http.Response, java.io.OutputStream, org.simpleframework.http.Status, com.turn.ttorrent.common.protocol.http.HTTPTrackerErrorMessage) throws java.io.IOException;
    private void serveError(org.simpleframework.http.Response, java.io.OutputStream, org.simpleframework.http.Status, String) throws java.io.IOException;
    private void serveError(org.simpleframework.http.Response, java.io.OutputStream, org.simpleframework.http.Status, com.turn.ttorrent.common.protocol.TrackerMessage$ErrorMessage$FailureReason) throws java.io.IOException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPAnnounceRequestMessage.class

package com.turn.ttorrent.common.protocol.udp;
public synchronized class UDPAnnounceRequestMessage extends UDPTrackerMessage$UDPTrackerRequestMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage {
    private static final int UDP_ANNOUNCE_REQUEST_MESSAGE_SIZE = 98;
    private final long connectionId;
    private final int actionId;
    private final int transactionId;
    private final byte[] infoHash;
    private final byte[] peerId;
    private final long downloaded;
    private final long uploaded;
    private final long left;
    private final com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent event;
    private final java.net.InetAddress ip;
    private final int numWant;
    private final int key;
    private final short port;
    private void UDPAnnounceRequestMessage(java.nio.ByteBuffer, long, int, byte[], byte[], long, long, long, com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, java.net.InetAddress, int, int, short);
    public long getConnectionId();
    public int getActionId();
    public int getTransactionId();
    public byte[] getInfoHash();
    public String getHexInfoHash();
    public byte[] getPeerId();
    public String getHexPeerId();
    public int getPort();
    public long getUploaded();
    public long getDownloaded();
    public long getLeft();
    public boolean getCompact();
    public boolean getNoPeerIds();
    public com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent getEvent();
    public String getIp();
    public int getNumWant();
    public boolean getRequireCrypto();
    public int getKey();
    public static UDPAnnounceRequestMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static UDPAnnounceRequestMessage craft(long, int, byte[], byte[], long, long, long, com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, java.net.InetAddress, int, int, int);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPAnnounceResponseMessage.class

package com.turn.ttorrent.common.protocol.udp;
public synchronized class UDPAnnounceResponseMessage extends UDPTrackerMessage$UDPTrackerResponseMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceResponseMessage {
    private static final int UDP_ANNOUNCE_RESPONSE_MIN_MESSAGE_SIZE = 20;
    private final int actionId;
    private final int transactionId;
    private final int interval;
    private final int complete;
    private final int incomplete;
    private final java.util.List peers;
    private void UDPAnnounceResponseMessage(java.nio.ByteBuffer, int, int, int, int, java.util.List);
    public int getActionId();
    public int getTransactionId();
    public int getInterval();
    public int getComplete();
    public int getIncomplete();
    public java.util.List getPeers();
    public static UDPAnnounceResponseMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static UDPAnnounceResponseMessage craft(int, int, int, int, java.util.List);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPConnectRequestMessage.class

package com.turn.ttorrent.common.protocol.udp;
public synchronized class UDPConnectRequestMessage extends UDPTrackerMessage$UDPTrackerRequestMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$ConnectionRequestMessage {
    private static final int UDP_CONNECT_REQUEST_MESSAGE_SIZE = 16;
    private static final long UDP_CONNECT_REQUEST_MAGIC = 4497486125440;
    private final long connectionId;
    private final int actionId;
    private final int transactionId;
    private void UDPConnectRequestMessage(java.nio.ByteBuffer, int);
    public long getConnectionId();
    public int getActionId();
    public int getTransactionId();
    public static UDPConnectRequestMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static UDPConnectRequestMessage craft(int);
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPConnectResponseMessage.class

package com.turn.ttorrent.common.protocol.udp;
public synchronized class UDPConnectResponseMessage extends UDPTrackerMessage$UDPTrackerResponseMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$ConnectionResponseMessage {
    private static final int UDP_CONNECT_RESPONSE_MESSAGE_SIZE = 16;
    private final int actionId;
    private final int transactionId;
    private final long connectionId;
    private void UDPConnectResponseMessage(java.nio.ByteBuffer, int, long);
    public int getActionId();
    public int getTransactionId();
    public long getConnectionId();
    public static UDPConnectResponseMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static UDPConnectResponseMessage craft(int, long);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/UDPTrackerClient$State.class

package com.turn.ttorrent.client.announce;
final synchronized enum UDPTrackerClient$State {
    public static final UDPTrackerClient$State CONNECT_REQUEST;
    public static final UDPTrackerClient$State ANNOUNCE_REQUEST;
    static void <clinit>();
    private void UDPTrackerClient$State(String, int);
    public static UDPTrackerClient$State[] values();
    public static UDPTrackerClient$State valueOf(String);
}







ttorrent/core/target/classes/com/turn/ttorrent/client/announce/UDPTrackerClient.class

package com.turn.ttorrent.client.announce;
public synchronized class UDPTrackerClient extends TrackerClient {
    protected static final org.slf4j.Logger logger;
    private static final int UDP_BASE_TIMEOUT_SECONDS = 15;
    private static final int UDP_MAX_TRIES = 8;
    private static final int UDP_MAX_TRIES_ON_STOPPED = 1;
    private static final int UDP_PACKET_LENGTH = 512;
    private final java.net.InetSocketAddress address;
    private final java.util.Random random;
    private java.net.DatagramSocket socket;
    private java.util.Date connectionExpiration;
    private long connectionId;
    private int transactionId;
    private boolean stop;
    static void <clinit>();
    protected void UDPTrackerClient(com.turn.ttorrent.client.SharedTorrent, com.turn.ttorrent.common.Peer, java.net.URI) throws java.net.UnknownHostException;
    public void announce(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent, boolean) throws AnnounceException;
    protected void handleTrackerAnnounceResponse(com.turn.ttorrent.common.protocol.TrackerMessage, boolean) throws AnnounceException;
    protected void close();
    private com.turn.ttorrent.common.protocol.udp.UDPAnnounceRequestMessage buildAnnounceRequest(com.turn.ttorrent.common.protocol.TrackerMessage$AnnounceRequestMessage$RequestEvent);
    private void validateTrackerResponse(com.turn.ttorrent.common.protocol.TrackerMessage) throws AnnounceException;
    private void handleTrackerConnectResponse(com.turn.ttorrent.common.protocol.TrackerMessage) throws AnnounceException;
    private void send(java.nio.ByteBuffer);
    private java.nio.ByteBuffer recv(int) throws java.io.IOException, java.net.SocketException, java.net.SocketTimeoutException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPTrackerErrorMessage.class

package com.turn.ttorrent.common.protocol.udp;
public synchronized class UDPTrackerErrorMessage extends UDPTrackerMessage$UDPTrackerResponseMessage implements com.turn.ttorrent.common.protocol.TrackerMessage$ErrorMessage {
    private static final int UDP_TRACKER_ERROR_MIN_MESSAGE_SIZE = 8;
    private final int actionId;
    private final int transactionId;
    private final String reason;
    private void UDPTrackerErrorMessage(java.nio.ByteBuffer, int, String);
    public int getActionId();
    public int getTransactionId();
    public String getReason();
    public static UDPTrackerErrorMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
    public static UDPTrackerErrorMessage craft(int, String) throws java.io.UnsupportedEncodingException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPTrackerMessage$UDPTrackerRequestMessage.class

package com.turn.ttorrent.common.protocol.udp;
public abstract synchronized class UDPTrackerMessage$UDPTrackerRequestMessage extends UDPTrackerMessage {
    private static final int UDP_MIN_REQUEST_PACKET_SIZE = 16;
    protected void UDPTrackerMessage$UDPTrackerRequestMessage(com.turn.ttorrent.common.protocol.TrackerMessage$Type, java.nio.ByteBuffer);
    public static UDPTrackerMessage$UDPTrackerRequestMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPTrackerMessage$UDPTrackerResponseMessage.class

package com.turn.ttorrent.common.protocol.udp;
public abstract synchronized class UDPTrackerMessage$UDPTrackerResponseMessage extends UDPTrackerMessage {
    private static final int UDP_MIN_RESPONSE_PACKET_SIZE = 8;
    protected void UDPTrackerMessage$UDPTrackerResponseMessage(com.turn.ttorrent.common.protocol.TrackerMessage$Type, java.nio.ByteBuffer);
    public static UDPTrackerMessage$UDPTrackerResponseMessage parse(java.nio.ByteBuffer) throws com.turn.ttorrent.common.protocol.TrackerMessage$MessageValidationException;
}







ttorrent/core/target/classes/com/turn/ttorrent/common/protocol/udp/UDPTrackerMessage.class

package com.turn.ttorrent.common.protocol.udp;
public abstract synchronized class UDPTrackerMessage extends com.turn.ttorrent.common.protocol.TrackerMessage {
    private void UDPTrackerMessage(com.turn.ttorrent.common.protocol.TrackerMessage$Type, java.nio.ByteBuffer);
    public abstract int getActionId();
    public abstract int getTransactionId();
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/UploadPostRoute.class

package no.uis.msalte.thesis.web_service.routes;
public synchronized class UploadPostRoute extends WebServiceRoute {
    public static final String PATH;
    static void <clinit>();
    public void UploadPostRoute();
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/model/WebServiceResponse.class

package no.uis.msalte.thesis.web_service.model;
public synchronized class WebServiceResponse {
    private int status;
    private String message;
    private Object content;
    public void WebServiceResponse(int, String, Object);
    public void WebServiceResponse();
    public int getStatus();
    public void setStatus(int);
    public String getMessage();
    public void setMessage(String);
    public Object getContent();
    public void setContent(Object);
    public String toString();
}







web-service/target/classes/no/uis/msalte/thesis/web_service/routes/WebServiceRoute.class

package no.uis.msalte.thesis.web_service.routes;
public abstract synchronized class WebServiceRoute extends spark.RouteImpl {
    public static final String PARAM_FILE = file;
    public static final String PARAM_SECRET_KEY = secretKey;
    public static final String PARAM_PUBLIC_KEY = publicKey;
    public static final String PARAM_FILE_NAME = fileName;
    public static final String PARAM_RE_ENCRYPTION_KEY = reEncryptionKey;
    public static final String PARAM_CIPHERTEXT = ciphertext;
    public static final String FUNC_API = api;
    public static final String FUNC_DECRYPT = decrypt;
    public static final String FUNC_NEW_TORRENT = newTorrent;
    public static final String FUNC_NEW_SECRET_KEY = newSecretKey;
    public static final String FUNC_NEW_PUBLIC_KEY = newPublicKey;
    public static final String FUNC_NEW_RE_ENCRYPTION_KEY = newReEncryptionKey;
    public static final String FUNC_SHARE = share;
    public static final String FUNC_UPLOAD = upload;
    public static final String FUNC_DOWNLOAD = download;
    public static final String FUNC_ANNOUNCE = announce;
    private boolean isPostRoute;
    public void WebServiceRoute(String, boolean);
    public Object handle(spark.Request, spark.Response) throws Exception;
}







web-service/target/classes/no/uis/msalte/thesis/web_service/util/WebServiceUtils.class

package no.uis.msalte.thesis.web_service.util;
public synchronized class WebServiceUtils {
    private static final String DIR_TEMP = temp;
    public static final no.uis.msalte.thesis.secure_share.system.SecureShare SECURE_CLOUD_SHARE;
    public static final javax.servlet.MultipartConfigElement MULTIPART_CONFIG;
    static void <clinit>();
    public void WebServiceUtils();
    public static java.io.File getFileResource(String) throws java.net.URISyntaxException;
    public static String parseFileNameFromHeader(javax.servlet.http.Part);
}
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web-service/src/main/resources/script.js

var mainController = function($scope, $http) {

	

	$scope.title = '';					// The title of the web page

	$scope.data = {};					// All the data returned by the call to

										// '/api'

	

	$scope.functionNames = [];			// An array of available function names

	$scope.selectedFunction = {};		// The currently selected function

	

	$scope.initialForm = {};			// The contents of the form initially,

										// i.e. empty

	$scope.initialResponse = {};		// The contents of the response

										// initially, i.e. empty

	

	$scope.form = {};					// The contents of the current form

	$scope.response = {};				// The contents of the current response

	

	$scope.base64EncodedString = '';	// The user inputed Base64 string

										// (conversion)

	

	// This function will run on page load and the entire

	// web page is rendered from its result

	$http.get('/api').success(function(data, status, headers, config) {

		$scope.title = data.message;

		$scope.data = data.content;

		

		for(var i=0;i<data.content.length;i++) {

			$scope.functionNames.push(data.content[i].function);					

		}

	});

	

	// This function will parse a Base64 encoded string

	// and attempt to tell the browser to download the file

	// as a .torrent file

	$scope.convert = function() {		

		var decoded = window.atob($scope.base64EncodedString);

		var array = new Uint8Array(decoded.length);

		

		for( var i = 0; i < decoded.length; i++ ) { 

			array[i] = decoded.charCodeAt(i); 

		}

		

		var blob = new Blob([array], {type : 'application/x-bittorrent'});

		var objectUrl = URL.createObjectURL(blob);



		window.location = objectUrl;

		

		$scope.base64EncodedString = '';

	}

	

	// This function will submit the current form and send

	// a HTTP request (GET/POST) to the selected web service function

	$scope.submitForm = function() {

		var method = $scope.selectedFunction.method;

		var formData = new FormData();

		

		if($scope.selectedFunction.params != null) {

			for(var i=0;i<$scope.selectedFunction.params.length;i++) {

				var param = $scope.selectedFunction.params[i];

				var arg = $scope.form[param];



				 if(param === 'file') {

					 arg = document.getElementById('file').files[0];

				 }

				

				// return if required argument is empty

				if(typeof arg === 'undefined') {

					return;

				}

				

				formData.append(param, arg);

			}

		}

		

		var url = "/" + $scope.selectedFunction.function;

		

		$http({

		    method: method,

		    url: url,

		    data: formData,

		    headers: { 'Content-Type': undefined },

		    transformRequest: angular.identity // enables $http to choose the

											   // correct content-type

		}).success(function(data) {

		    $scope.response = data;

		});

		

		$scope.resetForm();

	};

	

	// This function will reset the current

	// form back to its initial state, i.e. empty

	$scope.resetForm = function() {

		$scope.form = angular.copy($scope.initialForm);

		$scope.testForm.$setPristine();

	};

	

	// This function will reset the current

	// response back to its initial state, i.e. empty

	$scope.resetResponse = function() {

		$scope.response = angular.copy($scope.initialResponse);

	};

	

	// This function will set the selected function

	// based on the user's choice in the drop down menu

	$scope.setSelectedFunction = function(func) {

		$scope.resetForm();

		$scope.resetResponse();

		

		for(var i = 0;i < $scope.data.length;i++) {			

			var obj = $scope.data[i];

			

			var ok = obj.function == func;

			

			if(ok) {

				$scope.selectedFunction.function = obj.function;

				$scope.selectedFunction.params = obj.params;				

				$scope.selectedFunction.args = obj.args;

				$scope.selectedFunction.details = obj.details;

				$scope.selectedFunction.returns = obj.returns;

				$scope.selectedFunction.method = obj.method;

			}

		}

	};

};






web-service/target/classes/script.js

var mainController = function($scope, $http) {

	

	$scope.title = '';					// The title of the web page

	$scope.data = {};					// All the data returned by the call to

										// '/api'

	

	$scope.functionNames = [];			// An array of available function names

	$scope.selectedFunction = {};		// The currently selected function

	

	$scope.initialForm = {};			// The contents of the form initially,

										// i.e. empty

	$scope.initialResponse = {};		// The contents of the response

										// initially, i.e. empty

	

	$scope.form = {};					// The contents of the current form

	$scope.response = {};				// The contents of the current response

	

	$scope.base64EncodedString = '';	// The user inputed Base64 string

										// (conversion)

	

	// This function will run on page load and the entire

	// web page is rendered from its result

	$http.get('/api').success(function(data, status, headers, config) {

		$scope.title = data.message;

		$scope.data = data.content;

		

		for(var i=0;i<data.content.length;i++) {

			$scope.functionNames.push(data.content[i].function);					

		}

	});

	

	// This function will parse a Base64 encoded string

	// and attempt to tell the browser to download the file

	// as a .torrent file

	$scope.convert = function() {		

		var decoded = window.atob($scope.base64EncodedString);

		var array = new Uint8Array(decoded.length);

		

		for( var i = 0; i < decoded.length; i++ ) { 

			array[i] = decoded.charCodeAt(i); 

		}

		

		var blob = new Blob([array], {type : 'application/x-bittorrent'});

		var objectUrl = URL.createObjectURL(blob);



		window.location = objectUrl;

		

		$scope.base64EncodedString = '';

	}

	

	// This function will submit the current form and send

	// a HTTP request (GET/POST) to the selected web service function

	$scope.submitForm = function() {

		var method = $scope.selectedFunction.method;

		var formData = new FormData();

		

		if($scope.selectedFunction.params != null) {

			for(var i=0;i<$scope.selectedFunction.params.length;i++) {

				var param = $scope.selectedFunction.params[i];

				var arg = $scope.form[param];



				 if(param === 'file') {

					 arg = document.getElementById('file').files[0];

				 }

				

				// return if required argument is empty

				if(typeof arg === 'undefined') {

					return;

				}

				

				formData.append(param, arg);

			}

		}

		

		var url = "/" + $scope.selectedFunction.function;

		

		$http({

		    method: method,

		    url: url,

		    data: formData,

		    headers: { 'Content-Type': undefined },

		    transformRequest: angular.identity // enables $http to choose the

											   // correct content-type

		}).success(function(data) {

		    $scope.response = data;

		});

		

		$scope.resetForm();

	};

	

	// This function will reset the current

	// form back to its initial state, i.e. empty

	$scope.resetForm = function() {

		$scope.form = angular.copy($scope.initialForm);

		$scope.testForm.$setPristine();

	};

	

	// This function will reset the current

	// response back to its initial state, i.e. empty

	$scope.resetResponse = function() {

		$scope.response = angular.copy($scope.initialResponse);

	};

	

	// This function will set the selected function

	// based on the user's choice in the drop down menu

	$scope.setSelectedFunction = function(func) {

		$scope.resetForm();

		$scope.resetResponse();

		

		for(var i = 0;i < $scope.data.length;i++) {			

			var obj = $scope.data[i];

			

			var ok = obj.function == func;

			

			if(ok) {

				$scope.selectedFunction.function = obj.function;

				$scope.selectedFunction.params = obj.params;				

				$scope.selectedFunction.args = obj.args;

				$scope.selectedFunction.details = obj.details;

				$scope.selectedFunction.returns = obj.returns;

				$scope.selectedFunction.method = obj.method;

			}

		}

	};

};
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Abstract—This paper proposes a scheme in which it is possible
to provide access control on files stored in the cloud in a secure
manner. Typically, in cloud environments, when end users want
to share their files with other users, they must do so at the cost
of privacy and security.



Sacrifices like this is far from optimal and there are many
examples of subsequent issues caused by such a deficiency. For
instance, there have been several incidents featured in the media
in the recent years where private files have ended up in the wrong
hands.



Sharing files in the cloud in a secure manner is perfectly
possible, but often includes a tedious process. The scheme
proposed in this paper introduces an algorithm/procedure that
allows secure sharing in a relatively straightforward approach by
using so-called proxy re-encryption while also taking advantage
of the BitTorrent protocols strengths.



Index Terms—cryptography; security; sharing; cloud storage;
proxy re-encryption; BitTorrent



I. INTRODUCTION



The scheme proposed in this paper uses an encryption
scheme called proxy re-encryption in addition to taking ad-
vantage of peer-to-peer functionality present in the popular
BitTorrent protocol. In practice, the proposed scheme will
let file owners encrypt the location of their files with their
own private encryption keys, before uploading the location
to a proxy instance application. The files' location is in this
case their respective static metadata files in accordance to the
BitTorrent protocol, commonly known as torrent files.



When the file owners wants to share a file with someone,
they do so through the proxy instance application, which is
capable of re-encrypting the torrent files, enabling decryption
capability by the recipient. The proxy instance application
will not learn anything about the file's contents during this
process and neither the proxy instance nor the recipient will
learn anything about the file owner's private encryption key.
When the recipient downloads the encrypted torrent file from
the proxy instance application, it is able to decrypt the file
with its own private decryption key.



II. BACKGROUND



The following two sub sections discusses the background of
the two most central elements in the proposed scheme, namely
proxy re-encryption and the BitTorrent protocol.



A. A Proxy Re-Encryption Scheme



Proxy re-encryption is a technique for re-encrypting an al-
ready encrypted message (i.e. ciphertext) so that another secret
key can decrypt it [5]. This technique is very useful in cases
where a primary party wishes to let a secondary party read
an encrypted message without revealing the secret decryption
key. A proxy re-encryption scheme has many similarities to
both symmetric- as well as asymmetric encryption schemes.



To explain the significance and strength of such a scheme,
the following scenario is often used [5] [6] [2]. Let us assume
that Alice and Bob works in the same company and that Bob
is Alice's subordinate. Many people send e-mails to Alice
containing important company information. When they do this,
they of course encrypt the e-mails with Alice's public key so
that only she can decrypt- and read them.



However, if Alice is out sick or away on vacation, she may
allow Bob access to her e-mails during this period. To achieve
such functionality without Alice having to reveal her private
key, proxy re-encryption is a perfect fit. All Alice has to do
is to supply Bob with a re-encryption key generated using her
own private key and Bob's public key. Bob can then re-encrypt
Alice's incoming e-mails so that he can decrypt them with his
own private key.



1) Design: There are several possible approaches to de-
signing a proxy re-encryption scheme for use in the afore-
mentioned e-mail scenario. In theory, it is possible for Alice
simply to store her private key on the e-mail server. This way
the e-mail server will be able to decrypt Alice's incoming e-
mails and immediately encrypt them using Bob's public key.
There is a big problem with this approach though; there must
be a completely trusted party present, i.e. the e-mail server
in this case. Relying on trusted parties is never a good idea
in cryptography, so this approach is naı̈ve and consequently
relatively useless [1].



Another possibility would be for Alice to remain online
at all times, and manually decrypt all of her incoming e-
mails with her private decryption key before encrypting them
with Bob's public encryption key. Subsequently, Alice would
forward the newly encrypted e-mail to Bob. The problem with
this approach is obviously the fact that it is very impractical for
Alice to remain online and perform the decryption/encryption
task.











Blaze, Bleumer and Strauss (BSS) introduced the concept
of proxy re-encryption in 1998 when they published their
paper about their scheme Divertible Protocols and Atomic
Proxy Cryptography [2]. Their scheme is perfectly capable
of providing the desired re-encryption functionality. However,
their scheme contains some weaknesses, specifically in regards
to delegation transitivity and collusion [5].



Firstly, the scheme's delegation function is bidirectional,
meaning that a single re-encryption key generated for re-
encrypting messages intended for Alice so that Bob can
decrypt them, also allows re-encrypting messages intended for
Bob so that Alice can decrypt them. In other words, if Alice
wants to let Bob be able to decrypt her incoming e-mails, Bob
must agree to let Alice be able to decrypt his incoming e-mails
as well.



Secondly, if the proxy instance is fraudulent, a collusion
issue lets it cooperate with either Alice or Bob to learn the
other party's secret key.



The scheme proposed in this paper does not discriminate
between proxy re-encryption implementations. However, it
is obvious that an implementation providing a unidirectional
delegation function while also solving the collusion problem is
preferred. There are many such implementations available, but
their respective details are not within the scope of this paper.
The proposed scheme is only concerned with the existence
and capability of a proxy re-encryption scheme, and intend to
take advantage it.



B. The BitTorrent protocol



The BitTorrent protocol is a widely used protocol in file
sharing systems over the Internet today. Its conservative use
of bandwidth and hardware resources is arguably one of its
best properties. In traditional file sharing systems, one would
establish a client/server architecture by placing a host machine
with exceptional hardware specs on a location with state
of the art Internet connectivity. This host machine would
contain all the files of interest to its clients, and users would
need to download the files directly from the host over the
FTP or HTTP protocol. This approach would apply a huge
traffic load to both the host's network infrastructure as well
as its hardware. If many enough users were downloading
simultaneously, traffic would consequently end up being slow
or even cause the host machine or network to kneel. It is
reasonable to argue that regardless of how much money one
invests into a single host machine approach; its performance
and reliability will likely never be able to compete with a
peer-to-peer approach such as in the BitTorrent protocol.



In the BitTorrent protocol, the idea of a single host machine
containing all the files is abandoned. The BitTorrent protocol
uses a peer-to-peer approach that allows all users interested in
a particular file to act as equals in distributing the file among
themselves over multiple TCP connections. This takes away
the load from a single host and spreads it among an arbitrary
number of users instead.



To achieve this behavior, a file in the BitTorrent protocol is
split into an array of pieces. A single piece is typically 256KB



Fig. 1. Communication Between Seeds and Peers



large, and the protocol enables piece by piece downloading.
This means that users can download parts of a file in a single
session, and then come back later to download more parts in
a later session. The downloading process lets users download
a file's pieces from any of the other users participating in a
file's distribution, given that they are in possession of them.



Initially, when adding a new file to the system, a file own-
er/source must necessarily have the complete array containing
all of the file's pieces at its disposal. The term seed is used
to classify someone in possession of a file's entire array of
pieces. Initially, the file owner is the only seed present, but
throughout the file distribution process, other users who obtain
the complete file become seeds as well. Other participating
users in possession of few or no pieces are simply peers.



Figure 1 is a simplified illustration showing the distribution
of a file in the BitTorrent protocol. The lines between the
participating users represents TCP connections. As we can see,
Bob is the seed and is in possession of the entire file. Peter
and Alice are peers and are only in possession of some of the
file so far in the process. In reality, the figure is missing an
essential part of the BitTorrent protocol, namely the tracker.



The tracker is an application running on a web server and
is responsible for coordinating the communication between
the seeds and the peers. The main role of the tracker is
to allow peers and seeds to find each other. Participants
connect to web server hosting the tracker to join in a file's
distribution [8]. Consequently, the tracker contains a list of all
the peers in the system, state information per peer and knows
which peer has which of the file's pieces. If we look back at
Figure 1 illustrating the communication between the seeds and
peers in a file distribution, we would need to add two links
between each of the participants and the tracker to complete
the illustration; one TCP and one HTTP link. In Figure 2, this
modification is present and shows a more complete illustration
of how a file distribution works in the BitTorrent protocol. The
dotted line between a participant and the tracker represents
a HTTP connection, while the regular line remains a TCP
connection as before.



To find information about a file's tracker, one would need to
look in the file's corresponding .torrent file. The .torrent file is
a static file containing metadata about the file it is representing.
It is a dictionary of keys and values encoded in the Bencode
format [8]. It contains the URL of the tracker, a hash value for
every piece of the file (for validation purposes), piece length,
file name and file length/size. The .torrent file is an essential
part of the downloading process, as it is required for new users











Fig. 2. The BitTorrent Tracker's Communication With Seeds and Peers



Fig. 3. A Simplified Torrent File



to join in the distribution of a file.
The Bencode format is a data language that serves for



storing data in a platform independent way. It has many
similarities with more familiar formats such as JSON and
XML.



All strings in the Bencode format is length prefixed, mean-
ing that to store the string hello, it would need to be stored
as 5:hello, indicating that it is five characters long. To store
integers, one must prepend a prefix i as well as appending a
suffix e. To store the number 6, it would need to be stored as
i6e.



Additionally, to encode a list it would look like
l<contents>e while a dictionary's encoding would look
like d<contents>e. The contents of the respective data
structures must be bencoded as well. The contents of a list
must appear in order. The contents of a dictionary must appear
as alternations between keys and their corresponding value.
Table I shows some examples of bencoding.



TABLE I
BENCODING EXAMPLES



Data Type Bencode



hello String 5:hello
6 Integer i6e
{”one”, 2, ”three”} List l3:onei2e5:threee
{”year”, 2014} Dictionary d4:yeari2014ee



Figure 3 shows an example of a simplified .torrent file. Note
that it is not bencoded, for simplicity's sake.



We can see that the announce field points to the tracker
URL and that the info field contains a dictionary of further
information about the file. The file name is set to ”my music”
indicating that this is a file containing music files. The length
of the file is 2131515 bytes and has a piece length of 256KB.
The pieces field indicates that the file consists of three pieces,
all of which is stored as hash values. Finally, the path field



contains a list specifying the file's subdirectory names, or in
this case the names of the individual mp3 files. Again, please
note that Figure 3 is a simplified illustration of a .torrent file,
and is not accurate in any way.



1) The Process of Downloading a File: The following de-
scribes the process of downloading a file using the BitTorrent
protocol.



1) Obtain the .torrent file containing the metadata about the
desired file and open it in any BitTorrent client.



2) The BitTorrent client will examine the .torrent file and
locate the tracker to which it will make a connection
attempt.



3) If the connection was successful, the tracker will tell
the BitTorrent client about which peers and seeders
are currently actively participating in the distribution
of the file, to which the client will subsequently make
connections.



4) The client will begin downloading the pieces of the file
from its connections.



5) Eventually the client will have downloaded all the pieces
and the entire file is at the user's disposal. At this
time, the client can safely be closed, or remain open
to continue contributing in the distribution of the file.



III. SCHEME AND ALGORITHM



Up until now, most of the paper has discussed the details
of the proxy re-encryption scheme as well as the BitTorrent
protocol. The following will take a dive into the combination
of these technologies to end up with the proposed scheme
capable of providing access control on files that are stored in
cloud environments.



A. General Idea, Purpose and Goal



As was touched on in the introduction, the scheme proposed
in this paper tries to provide access control on files that
are stored in cloud environments. This lets users share their
files stored in the cloud with other users, without sacrificing
security in the process. The first couple of months of this
project make up a survey period. During this period, an
exploration of what exists in regards to secure cloud sharing
took place. It quickly became clear that most of the popular
cloud storage services today are in fact lacking when it comes
to sharing. They all appear to invest heavily in making sure
that their users' files are stored in a secure manner, but they
also openly admit that they are in fact capable of decrypting
their users' files. This is because they typically use a symmetric
encryption scheme for encrypting their users' files, and they
themselves are the key holders. This means they have complete
control over their users' files. Additionally, many cloud storage
services admit that they will grant access to their users' files
to government officials, if they are required to do so by law.



The idea behind this paper's proposed scheme is not to
come up with some new encryption scheme, but rather to
come up with a procedure taking advantage of already existing
technologies that will let users achieve better security when
sharing their files in the cloud.











The idea of using the BitTorrent protocol simply origins
from the fact that it will let users share files in an efficient way.
When sharing files, letting other people access them directly
in the cloud causes security issues right off the bat. Services
that only offer server-side encryption and are consequently in
possession of the decryption keys will simply decrypt the file
owner's file and let the recipient access it as well. Services that
claim to offer client-side encryption appear to have their own
security issues as well. While the security appears to remain
intact as long as the data is not shared with other users, issues
surface once the sharing takes place [4].



To try to compensate for the deficiencies present in a more
traditional cloud sharing approach, the proposed scheme will
continue to allow the file owner to store his files in his
private cloud storage. However, when sharing a file, he must
grant the receiver access through the BitTorrent protocol's file
distribution process. The proposed scheme suggests to share
files' respective torrent file among the participants. The file
owner initially encrypts the torrent file, and a proxy instance
may grant others access to said torrent file through proxy re-
encryption.



When the file owner shares the file, it does so by letting
a proxy instance re-encrypt the file so that the recipient can
decrypt it with its own private key. This will allow the file
owner to store his file in an arbitrary manner. When the sharing
takes place, the file owner generates a re-encryption key by
using his private key and the recipient's public key. After the
file owner supplies a proxy instance with the re-encryption key,
the recipient is in practice granted access to the file. All the
recipient must do to complete the process is to let the proxy
instance re-encrypt the file. After re-encryption, the recipient
itself is capable of decrypting the file with its private key.



Because the files shared in the proposed scheme are .torrent
files, the recipient can join the torrent swarm after decryption.
At this time, the recipient learns the BitTorrent tracker's
location, and eventually obtains the complete file.



B. Algorithm



The following sub sections will describe the entire algorithm
from start to finish, i.e. from sharing the file with someone to
the receiver obtaining the file. The algorithm can be divided
into three stages; upload, share and download. In addition to
these three stages, the algorithm relies on some prerequisites.



Again, note that the scheme does not specify which proxy
re-encryption scheme to use. However, as mentioned pre-
viously in the paper, some conditions should preferably be
satisfied, namely the unidirectional delegation function as well
as an avoidance of the collusion issue.



1) Prerequisites: Since the proposed scheme is relying on
the BitTorrent protocol, there must exist web server hosting a
BitTorrent tracker for the scheme to work. The location of the
BitTorrent tracker is arbitrary, and the scheme's participants
need not know anything about it. The web server hosting
the tracker should preferably contain a mechanism excluding
incoming connections that are not part of the proposed scheme.
More on this later.



Fig. 4. The Proxy Instance Application



Additionally, the scheme's proxy instance is an application
in itself. This means that users must access an application
representing the proxy instance to participate in the scheme.
In other words, when the file owner wants to share one of his
files, he must do so through the proxy instance application.
Similarly, this lets the recipient access the file by inquiring
the proxy instance application.



The proxy instance application's interface consists of some
very basic functions. As illustrated in Figure 4, the proxy
instance application primarily consists of a torrent directory
and an access control table of file ids, recipient's public keys
and corresponding re-encryption keys. The torrent directory
contains all the .torrent files that are part of the scheme
at any given time. The access control table contains entries
for all shared torrents and the corresponding public- and re-
encryption keys.



When a file owner uploads .torrent files to the proxy
instance, they will be stored in the torrent directory. When
a file owner shares a file with someone, the proxy instance
makes a corresponding entry in the access control table.



The pseudo code in Listing 1 intends to illustrate the proxy
instance application's interface in a simplified manner. With
this in mind, by looking at the pseudo code it still becomes
apparent that its purpose makes a good fit for a web service
or RMI oriented application. However, this paper does not
contain any specific specifications on this topic.



Listing 1. The Proxy Instance API
// Upload a File to the Proxy Instance Application
int upload(file);



// Share a File With Given Public Key Holder
void share(file_id, re-encryption_key, public_key);



// Download the File Shared With Given Public Key
Object download(file_id, public_key);



As we can see, the upload function lets file owners upload
their initial files to the proxy instance. The file argument
supplied to this function should be a .torrent file. Similarly,
the share function lets file owners share a file with someone.
The arguments supplied to this function must represent the
file's id, a re-encryption key and a public key, respectively.
Finally, the download function lets a recipient download a
torrent file. In it, by supplying its public key as an argument,
the recipient identifies itself to the proxy instance. The proxy
instance looks at the access control table entry for the given
file id and if the given public key is found, lets the recipient
download the re-encrypted torrent.











Fig. 5. [UPLOAD] File Owner Torrent Generation



Fig. 6. [UPLOAD] File Owner Torrent Encryption



Fig. 7. [UPLOAD] Encrypted Torrent File



2) Upload: Initiating the upload stage, the file owner gen-
erates a .torrent file corresponding to the file he wants to share.
As discussed previously in this paper, the .torrent file contains
a lot of metadata about a file. The URL of the BitTorrent
tracker is arguably one of the most important properties of the
torrent file. As such, the torrent file generation process taking
place at this stage must specify a tracker URL corresponding
to the tracker that was set up in the prerequisites chapter. The
tracker URL should have a type of security token appended to
it. The web server that is hosting the tracker can intercept this
token and determine whether the incoming connection request
is valid, i.e. part of the proposed scheme.



From Figure 5 we see an illustration of the file owner
generating the torrent file. Figure 3 shows an example output
file. Note that the tracker URL in the announce field is
appended by a security token, in this case simply ”abc”.



After the .torrent file generation, the file owner encrypts
the file as illustrated in Figure 6. Figure 7 shows the result
of the encrypted torrent file. In practice, the encryption will
obviously entail the entire torrent file, not just the keys' values
such as in the illustration.



After encrypting the torrent file, the file owner uploads
it to the proxy instance application as shown in Figure 8.
As a result, the proxy instance application returns the newly
uploaded file's id to the file owner. The file owner now
knows the id of the uploaded file, which the proxy instance
application generated. The file owner must supply this id to
the share function in the next stage of the algorithm.



After uploading the file, the upload stage concludes. The
next stage is the sharing stage.



Fig. 8. [UPLOAD] Torrent File Upload



Fig. 9. [SHARE] Public Key Inquiry



Fig. 10. [SHARE] Re-Encryption Key Generation



Fig. 11. [SHARE] Share File



Fig. 12. Example Proxy Instance Application State



3) Share: When the file owner wants to share access to a
torrent file residing in the proxy instance application's torrent
directory, he initiates the process by inquiring the recipient
about its public encryption key. After receiving the recipient's
public key, the file owner can continue to generate a re-
encryption key. Figure 9 shows a simple illustration of the key
inquiry. After the file owner has the recipient's public key in
his possession, he generates the re-encryption key as illustrated
in Figure 10.



To complete the sharing stage, the file owner informs the
proxy instance application about the sharing by initiating the
share function. Figure 11 shows a simple illustration of this.



As we can see, the file owner supplies the share function
with three arguments, namely the id of the torrent file, the
generated re-encryption key and the recipient's public encryp-
tion key. Followed by this function call, the proxy instance
application makes a corresponding entry in its access control
table.



Figure 12 shows an example of the proxy instance appli-
cation's state when two torrent files are present in its torrent
directory. We see that the file with id 1 is shared with two
different users while the file with id 2 is shared with a single
user.



As a side note, note that it would be entirely possible for the











Fig. 13. [DOWNLOAD] Download File



Fig. 14. [DOWNLOAD] Token Validation



file owner to re-encrypt the respective torrent file himself and
then to supply it directly to the recipient, without involving a
proxy instance. However, this would require the file owner to
remain online during the entire sharing process. By introducing
a proxy instance application, the file owner supplies a third
party instance with the re-encryption key, and the recipient
can inquire that instance about re-encryption at an arbitrary
time. In other words, one of the primary reasons for the proxy
instance application to exist in this scheme is to remove the
necessity for the file owner to remain online when the recipient
wants to access a shared file.



To conclude and summarize the sharing stage, at this point
the encrypted torrent is still residing in the proxy instance
application's torrent directory, which is now also in possession
of a re-encryption key. The final download stage can now
begin, in which the recipient will end up downloading the
torrent file.



4) Download: When the recipient is ready to download a
file that the file owner shared with it, it initiates the proxy
instance application's download function. Figure 13 illustrates
this.



As we can see, the recipient supplies the download function
with two arguments, namely the id of the file it wants to down-
load as well as its public encryption key. By examining the
supplied public encryption key, the proxy instance application
verifies whether the inquiring entity has access to the given
file id. If the file exists in the access control table with a
corresponding public encryption key matching the supplied
argument, the proxy instance application re-encrypts the file
with the matching re-encryption key before returning the re-
encrypted file to the inquiring user. If there is no match for
the supplied public key in the access control table, the proxy
instance application ignores the inquiry. Access denied.



If access is granted and the inquiring user, i.e. the recipient
receives the re-encrypted torrent, all it has to do is to decrypt
it with its own private decryption key. Subsequently, upon
accessing the file in clear text, the recipient can connect to
the tracker and join the torrent swarm, eventually obtaining
the file. Figure 14 illustrates this.



C. Further Details



An obvious challenge with the proposed scheme is that there
is no way for the file owner to deprive a recipient the ability
to share the file with its friends. However, this is something
that is common for most if not all security schemes out there.



As a workaround for this weakness, it is common to inscribe
a type of watermark in the files that it will be able to track
back to the original recipient.



For instance, if Bob the file owner were to apply a water-
mark unique to Alice the recipient on the file before sharing
it with her, Bob would be able to reduce Alice's temptation
to share the file by informing her that he will be able to track
the betrayal back to her. If Bob tells Alice that he will be
able to prove it if Alice shares the file with someone else,
the probability that Alice will do so declines significantly.
However, it is still true that for Bob to be able to prove
that Alice shared the file, he must first stumble upon the file
containing Alice's unique watermark somewhere else. If Alice
and her friends are able to keep the file private, Bob will never
know.



Another obvious weakness with the proposed scheme is that
there is no way for Bob to revoke access to the file. After Alice
has the file at her disposal, Bob will not be able to change his
mind about Alice's access to it.



While the proposed scheme does not remedy these chal-
lenges, they are obvious candidates for further work.



IV. CONCLUSION



First off, the proposed scheme is so far only an idea
and as such primarily works on paper. It still needs to be
implemented, almost certainly resulting in the surfacing of
even more challenges than is discussed in this paper.



The proposed scheme introduces the so-called proxy in-
stance application. This application will need to be introduced
into current systems to be able to take advantage of the
proposed scheme. While it would be nice to achieve the same
capabilities without introducing a new application instance,
that was not achieved here. It would undoubtedly be more
attractive if a scheme with the same capabilities as in the
resulting proposed scheme could be implemented in an already
existing system without introducing customized application
instances.



Even though the aforementioned was a slight letdown, the
proposed scheme is still capable of providing secure sharing
in the cloud, which was the goal and purpose of the project.
To that end, the resulting proposal is satisfying.
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Abstract—This paper proposes a scheme in which it is possible
to provide access control on files stored in the cloud in a secure
manner. Typically, in cloud environments, when end users want
to share their files with other users, they must do so at the cost
of privacy and security.



Sacrifices like this is far from optimal and there are many
examples of subsequent issues caused by such a deficiency. For
instance, there have been several incidents featured in the media
in the recent years where private files have ended up in the wrong
hands.



Sharing files in the cloud in a secure manner is perfectly
possible, but often includes a tedious process. The scheme
proposed in this paper introduces an algorithm/procedure that
allows secure sharing in a relatively straightforward approach by
using so-called proxy re-encryption while also taking advantage
of the BitTorrent protocols strengths.



Index Terms—cryptography; security; sharing; cloud storage;
proxy re-encryption; BitTorrent



I. INTRODUCTION



The scheme proposed in this paper uses an encryption
scheme called proxy re-encryption in addition to taking ad-
vantage of peer-to-peer functionality present in the popular
BitTorrent protocol. In practice, the proposed scheme will
let file owners encrypt the location of their files with their
own private encryption keys, before uploading the location
to a proxy instance application. The files' location is in this
case their respective static metadata files in accordance to the
BitTorrent protocol, commonly known as torrent files.



When the file owners wants to share a file with someone,
they do so through the proxy instance application, which is
capable of re-encrypting the torrent files, enabling decryption
capability by the recipient. The proxy instance application
will not learn anything about the file's contents during this
process and neither the proxy instance nor the recipient will
learn anything about the file owner's private encryption key.
When the recipient downloads the encrypted torrent file from
the proxy instance application, it is able to decrypt the file
with its own private decryption key.



II. BACKGROUND



The following two sub sections discusses the background of
the two most central elements in the proposed scheme, namely
proxy re-encryption and the BitTorrent protocol.



A. A Proxy Re-Encryption Scheme



Proxy re-encryption is a technique for re-encrypting an al-
ready encrypted message (i.e. ciphertext) so that another secret
key can decrypt it [5]. This technique is very useful in cases
where a primary party wishes to let a secondary party read
an encrypted message without revealing the secret decryption
key. A proxy re-encryption scheme has many similarities to
both symmetric- as well as asymmetric encryption schemes.



To explain the significance and strength of such a scheme,
the following scenario is often used [5] [6] [2]. Let us assume
that Alice and Bob works in the same company and that Bob
is Alice's subordinate. Many people send e-mails to Alice
containing important company information. When they do this,
they of course encrypt the e-mails with Alice's public key so
that only she can decrypt- and read them.



However, if Alice is out sick or away on vacation, she may
allow Bob access to her e-mails during this period. To achieve
such functionality without Alice having to reveal her private
key, proxy re-encryption is a perfect fit. All Alice has to do
is to supply Bob with a re-encryption key generated using her
own private key and Bob's public key. Bob can then re-encrypt
Alice's incoming e-mails so that he can decrypt them with his
own private key.



1) Design: There are several possible approaches to de-
signing a proxy re-encryption scheme for use in the afore-
mentioned e-mail scenario. In theory, it is possible for Alice
simply to store her private key on the e-mail server. This way
the e-mail server will be able to decrypt Alice's incoming e-
mails and immediately encrypt them using Bob's public key.
There is a big problem with this approach though; there must
be a completely trusted party present, i.e. the e-mail server
in this case. Relying on trusted parties is never a good idea
in cryptography, so this approach is naı̈ve and consequently
relatively useless [1].



Another possibility would be for Alice to remain online
at all times, and manually decrypt all of her incoming e-
mails with her private decryption key before encrypting them
with Bob's public encryption key. Subsequently, Alice would
forward the newly encrypted e-mail to Bob. The problem with
this approach is obviously the fact that it is very impractical for
Alice to remain online and perform the decryption/encryption
task.











Blaze, Bleumer and Strauss (BSS) introduced the concept
of proxy re-encryption in 1998 when they published their
paper about their scheme Divertible Protocols and Atomic
Proxy Cryptography [2]. Their scheme is perfectly capable
of providing the desired re-encryption functionality. However,
their scheme contains some weaknesses, specifically in regards
to delegation transitivity and collusion [5].



Firstly, the scheme's delegation function is bidirectional,
meaning that a single re-encryption key generated for re-
encrypting messages intended for Alice so that Bob can
decrypt them, also allows re-encrypting messages intended for
Bob so that Alice can decrypt them. In other words, if Alice
wants to let Bob be able to decrypt her incoming e-mails, Bob
must agree to let Alice be able to decrypt his incoming e-mails
as well.



Secondly, if the proxy instance is fraudulent, a collusion
issue lets it cooperate with either Alice or Bob to learn the
other party's secret key.



The scheme proposed in this paper does not discriminate
between proxy re-encryption implementations. However, it
is obvious that an implementation providing a unidirectional
delegation function while also solving the collusion problem is
preferred. There are many such implementations available, but
their respective details are not within the scope of this paper.
The proposed scheme is only concerned with the existence
and capability of a proxy re-encryption scheme, and intend to
take advantage it.



B. The BitTorrent protocol



The BitTorrent protocol is a widely used protocol in file
sharing systems over the Internet today. Its conservative use
of bandwidth and hardware resources is arguably one of its
best properties. In traditional file sharing systems, one would
establish a client/server architecture by placing a host machine
with exceptional hardware specs on a location with state
of the art Internet connectivity. This host machine would
contain all the files of interest to its clients, and users would
need to download the files directly from the host over the
FTP or HTTP protocol. This approach would apply a huge
traffic load to both the host's network infrastructure as well
as its hardware. If many enough users were downloading
simultaneously, traffic would consequently end up being slow
or even cause the host machine or network to kneel. It is
reasonable to argue that regardless of how much money one
invests into a single host machine approach; its performance
and reliability will likely never be able to compete with a
peer-to-peer approach such as in the BitTorrent protocol.



In the BitTorrent protocol, the idea of a single host machine
containing all the files is abandoned. The BitTorrent protocol
uses a peer-to-peer approach that allows all users interested in
a particular file to act as equals in distributing the file among
themselves over multiple TCP connections. This takes away
the load from a single host and spreads it among an arbitrary
number of users instead.



To achieve this behavior, a file in the BitTorrent protocol is
split into an array of pieces. A single piece is typically 256KB



Fig. 1. Communication Between Seeds and Peers



large, and the protocol enables piece by piece downloading.
This means that users can download parts of a file in a single
session, and then come back later to download more parts in
a later session. The downloading process lets users download
a file's pieces from any of the other users participating in a
file's distribution, given that they are in possession of them.



Initially, when adding a new file to the system, a file own-
er/source must necessarily have the complete array containing
all of the file's pieces at its disposal. The term seed is used
to classify someone in possession of a file's entire array of
pieces. Initially, the file owner is the only seed present, but
throughout the file distribution process, other users who obtain
the complete file become seeds as well. Other participating
users in possession of few or no pieces are simply peers.



Figure 1 is a simplified illustration showing the distribution
of a file in the BitTorrent protocol. The lines between the
participating users represents TCP connections. As we can see,
Bob is the seed and is in possession of the entire file. Peter
and Alice are peers and are only in possession of some of the
file so far in the process. In reality, the figure is missing an
essential part of the BitTorrent protocol, namely the tracker.



The tracker is an application running on a web server and
is responsible for coordinating the communication between
the seeds and the peers. The main role of the tracker is
to allow peers and seeds to find each other. Participants
connect to web server hosting the tracker to join in a file's
distribution [8]. Consequently, the tracker contains a list of all
the peers in the system, state information per peer and knows
which peer has which of the file's pieces. If we look back at
Figure 1 illustrating the communication between the seeds and
peers in a file distribution, we would need to add two links
between each of the participants and the tracker to complete
the illustration; one TCP and one HTTP link. In Figure 2, this
modification is present and shows a more complete illustration
of how a file distribution works in the BitTorrent protocol. The
dotted line between a participant and the tracker represents
a HTTP connection, while the regular line remains a TCP
connection as before.



To find information about a file's tracker, one would need to
look in the file's corresponding .torrent file. The .torrent file is
a static file containing metadata about the file it is representing.
It is a dictionary of keys and values encoded in the Bencode
format [8]. It contains the URL of the tracker, a hash value for
every piece of the file (for validation purposes), piece length,
file name and file length/size. The .torrent file is an essential
part of the downloading process, as it is required for new users











Fig. 2. The BitTorrent Tracker's Communication With Seeds and Peers



Fig. 3. A Simplified Torrent File



to join in the distribution of a file.
The Bencode format is a data language that serves for



storing data in a platform independent way. It has many
similarities with more familiar formats such as JSON and
XML.



All strings in the Bencode format is length prefixed, mean-
ing that to store the string hello, it would need to be stored
as 5:hello, indicating that it is five characters long. To store
integers, one must prepend a prefix i as well as appending a
suffix e. To store the number 6, it would need to be stored as
i6e.



Additionally, to encode a list it would look like
l<contents>e while a dictionary's encoding would look
like d<contents>e. The contents of the respective data
structures must be bencoded as well. The contents of a list
must appear in order. The contents of a dictionary must appear
as alternations between keys and their corresponding value.
Table I shows some examples of bencoding.



TABLE I
BENCODING EXAMPLES



Data Type Bencode



hello String 5:hello
6 Integer i6e
{”one”, 2, ”three”} List l3:onei2e5:threee
{”year”, 2014} Dictionary d4:yeari2014ee



Figure 3 shows an example of a simplified .torrent file. Note
that it is not bencoded, for simplicity's sake.



We can see that the announce field points to the tracker
URL and that the info field contains a dictionary of further
information about the file. The file name is set to ”my music”
indicating that this is a file containing music files. The length
of the file is 2131515 bytes and has a piece length of 256KB.
The pieces field indicates that the file consists of three pieces,
all of which is stored as hash values. Finally, the path field



contains a list specifying the file's subdirectory names, or in
this case the names of the individual mp3 files. Again, please
note that Figure 3 is a simplified illustration of a .torrent file,
and is not accurate in any way.



1) The Process of Downloading a File: The following de-
scribes the process of downloading a file using the BitTorrent
protocol.



1) Obtain the .torrent file containing the metadata about the
desired file and open it in any BitTorrent client.



2) The BitTorrent client will examine the .torrent file and
locate the tracker to which it will make a connection
attempt.



3) If the connection was successful, the tracker will tell
the BitTorrent client about which peers and seeders
are currently actively participating in the distribution
of the file, to which the client will subsequently make
connections.



4) The client will begin downloading the pieces of the file
from its connections.



5) Eventually the client will have downloaded all the pieces
and the entire file is at the user's disposal. At this
time, the client can safely be closed, or remain open
to continue contributing in the distribution of the file.



III. SCHEME AND ALGORITHM



Up until now, most of the paper has discussed the details
of the proxy re-encryption scheme as well as the BitTorrent
protocol. The following will take a dive into the combination
of these technologies to end up with the proposed scheme
capable of providing access control on files that are stored in
cloud environments.



A. General Idea, Purpose and Goal



As was touched on in the introduction, the scheme proposed
in this paper tries to provide access control on files that
are stored in cloud environments. This lets users share their
files stored in the cloud with other users, without sacrificing
security in the process. The first couple of months of this
project make up a survey period. During this period, an
exploration of what exists in regards to secure cloud sharing
took place. It quickly became clear that most of the popular
cloud storage services today are in fact lacking when it comes
to sharing. They all appear to invest heavily in making sure
that their users' files are stored in a secure manner, but they
also openly admit that they are in fact capable of decrypting
their users' files. This is because they typically use a symmetric
encryption scheme for encrypting their users' files, and they
themselves are the key holders. This means they have complete
control over their users' files. Additionally, many cloud storage
services admit that they will grant access to their users' files
to government officials, if they are required to do so by law.



The idea behind this paper's proposed scheme is not to
come up with some new encryption scheme, but rather to
come up with a procedure taking advantage of already existing
technologies that will let users achieve better security when
sharing their files in the cloud.











The idea of using the BitTorrent protocol simply origins
from the fact that it will let users share files in an efficient way.
When sharing files, letting other people access them directly
in the cloud causes security issues right off the bat. Services
that only offer server-side encryption and are consequently in
possession of the decryption keys will simply decrypt the file
owner's file and let the recipient access it as well. Services that
claim to offer client-side encryption appear to have their own
security issues as well. While the security appears to remain
intact as long as the data is not shared with other users, issues
surface once the sharing takes place [4].



To try to compensate for the deficiencies present in a more
traditional cloud sharing approach, the proposed scheme will
continue to allow the file owner to store his files in his
private cloud storage. However, when sharing a file, he must
grant the receiver access through the BitTorrent protocol's file
distribution process. The proposed scheme suggests to share
files' respective torrent file among the participants. The file
owner initially encrypts the torrent file, and a proxy instance
may grant others access to said torrent file through proxy re-
encryption.



When the file owner shares the file, it does so by letting
a proxy instance re-encrypt the file so that the recipient can
decrypt it with its own private key. This will allow the file
owner to store his file in an arbitrary manner. When the sharing
takes place, the file owner generates a re-encryption key by
using his private key and the recipient's public key. After the
file owner supplies a proxy instance with the re-encryption key,
the recipient is in practice granted access to the file. All the
recipient must do to complete the process is to let the proxy
instance re-encrypt the file. After re-encryption, the recipient
itself is capable of decrypting the file with its private key.



Because the files shared in the proposed scheme are .torrent
files, the recipient can join the torrent swarm after decryption.
At this time, the recipient learns the BitTorrent tracker's
location, and eventually obtains the complete file.



B. Algorithm



The following sub sections will describe the entire algorithm
from start to finish, i.e. from sharing the file with someone to
the receiver obtaining the file. The algorithm can be divided
into three stages; upload, share and download. In addition to
these three stages, the algorithm relies on some prerequisites.



Again, note that the scheme does not specify which proxy
re-encryption scheme to use. However, as mentioned pre-
viously in the paper, some conditions should preferably be
satisfied, namely the unidirectional delegation function as well
as an avoidance of the collusion issue.



1) Prerequisites: Since the proposed scheme is relying on
the BitTorrent protocol, there must exist web server hosting a
BitTorrent tracker for the scheme to work. The location of the
BitTorrent tracker is arbitrary, and the scheme's participants
need not know anything about it. The web server hosting
the tracker should preferably contain a mechanism excluding
incoming connections that are not part of the proposed scheme.
More on this later.



Fig. 4. The Proxy Instance Application



Additionally, the scheme's proxy instance is an application
in itself. This means that users must access an application
representing the proxy instance to participate in the scheme.
In other words, when the file owner wants to share one of his
files, he must do so through the proxy instance application.
Similarly, this lets the recipient access the file by inquiring
the proxy instance application.



The proxy instance application's interface consists of some
very basic functions. As illustrated in Figure 4, the proxy
instance application primarily consists of a torrent directory
and an access control table of file ids, recipient's public keys
and corresponding re-encryption keys. The torrent directory
contains all the .torrent files that are part of the scheme
at any given time. The access control table contains entries
for all shared torrents and the corresponding public- and re-
encryption keys.



When a file owner uploads .torrent files to the proxy
instance, they will be stored in the torrent directory. When
a file owner shares a file with someone, the proxy instance
makes a corresponding entry in the access control table.



The pseudo code in Listing 1 intends to illustrate the proxy
instance application's interface in a simplified manner. With
this in mind, by looking at the pseudo code it still becomes
apparent that its purpose makes a good fit for a web service
or RMI oriented application. However, this paper does not
contain any specific specifications on this topic.



Listing 1. The Proxy Instance API
// Upload a File to the Proxy Instance Application
int upload(file);



// Share a File With Given Public Key Holder
void share(file_id, re-encryption_key, public_key);



// Download the File Shared With Given Public Key
Object download(file_id, public_key);



As we can see, the upload function lets file owners upload
their initial files to the proxy instance. The file argument
supplied to this function should be a .torrent file. Similarly,
the share function lets file owners share a file with someone.
The arguments supplied to this function must represent the
file's id, a re-encryption key and a public key, respectively.
Finally, the download function lets a recipient download a
torrent file. In it, by supplying its public key as an argument,
the recipient identifies itself to the proxy instance. The proxy
instance looks at the access control table entry for the given
file id and if the given public key is found, lets the recipient
download the re-encrypted torrent.











Fig. 5. [UPLOAD] File Owner Torrent Generation



Fig. 6. [UPLOAD] File Owner Torrent Encryption



Fig. 7. [UPLOAD] Encrypted Torrent File



2) Upload: Initiating the upload stage, the file owner gen-
erates a .torrent file corresponding to the file he wants to share.
As discussed previously in this paper, the .torrent file contains
a lot of metadata about a file. The URL of the BitTorrent
tracker is arguably one of the most important properties of the
torrent file. As such, the torrent file generation process taking
place at this stage must specify a tracker URL corresponding
to the tracker that was set up in the prerequisites chapter. The
tracker URL should have a type of security token appended to
it. The web server that is hosting the tracker can intercept this
token and determine whether the incoming connection request
is valid, i.e. part of the proposed scheme.



From Figure 5 we see an illustration of the file owner
generating the torrent file. Figure 3 shows an example output
file. Note that the tracker URL in the announce field is
appended by a security token, in this case simply ”abc”.



After the .torrent file generation, the file owner encrypts
the file as illustrated in Figure 6. Figure 7 shows the result
of the encrypted torrent file. In practice, the encryption will
obviously entail the entire torrent file, not just the keys' values
such as in the illustration.



After encrypting the torrent file, the file owner uploads
it to the proxy instance application as shown in Figure 8.
As a result, the proxy instance application returns the newly
uploaded file's id to the file owner. The file owner now
knows the id of the uploaded file, which the proxy instance
application generated. The file owner must supply this id to
the share function in the next stage of the algorithm.



After uploading the file, the upload stage concludes. The
next stage is the sharing stage.



Fig. 8. [UPLOAD] Torrent File Upload



Fig. 9. [SHARE] Public Key Inquiry



Fig. 10. [SHARE] Re-Encryption Key Generation



Fig. 11. [SHARE] Share File



Fig. 12. Example Proxy Instance Application State



3) Share: When the file owner wants to share access to a
torrent file residing in the proxy instance application's torrent
directory, he initiates the process by inquiring the recipient
about its public encryption key. After receiving the recipient's
public key, the file owner can continue to generate a re-
encryption key. Figure 9 shows a simple illustration of the key
inquiry. After the file owner has the recipient's public key in
his possession, he generates the re-encryption key as illustrated
in Figure 10.



To complete the sharing stage, the file owner informs the
proxy instance application about the sharing by initiating the
share function. Figure 11 shows a simple illustration of this.



As we can see, the file owner supplies the share function
with three arguments, namely the id of the torrent file, the
generated re-encryption key and the recipient's public encryp-
tion key. Followed by this function call, the proxy instance
application makes a corresponding entry in its access control
table.



Figure 12 shows an example of the proxy instance appli-
cation's state when two torrent files are present in its torrent
directory. We see that the file with id 1 is shared with two
different users while the file with id 2 is shared with a single
user.



As a side note, note that it would be entirely possible for the











Fig. 13. [DOWNLOAD] Download File



Fig. 14. [DOWNLOAD] Token Validation



file owner to re-encrypt the respective torrent file himself and
then to supply it directly to the recipient, without involving a
proxy instance. However, this would require the file owner to
remain online during the entire sharing process. By introducing
a proxy instance application, the file owner supplies a third
party instance with the re-encryption key, and the recipient
can inquire that instance about re-encryption at an arbitrary
time. In other words, one of the primary reasons for the proxy
instance application to exist in this scheme is to remove the
necessity for the file owner to remain online when the recipient
wants to access a shared file.



To conclude and summarize the sharing stage, at this point
the encrypted torrent is still residing in the proxy instance
application's torrent directory, which is now also in possession
of a re-encryption key. The final download stage can now
begin, in which the recipient will end up downloading the
torrent file.



4) Download: When the recipient is ready to download a
file that the file owner shared with it, it initiates the proxy
instance application's download function. Figure 13 illustrates
this.



As we can see, the recipient supplies the download function
with two arguments, namely the id of the file it wants to down-
load as well as its public encryption key. By examining the
supplied public encryption key, the proxy instance application
verifies whether the inquiring entity has access to the given
file id. If the file exists in the access control table with a
corresponding public encryption key matching the supplied
argument, the proxy instance application re-encrypts the file
with the matching re-encryption key before returning the re-
encrypted file to the inquiring user. If there is no match for
the supplied public key in the access control table, the proxy
instance application ignores the inquiry. Access denied.



If access is granted and the inquiring user, i.e. the recipient
receives the re-encrypted torrent, all it has to do is to decrypt
it with its own private decryption key. Subsequently, upon
accessing the file in clear text, the recipient can connect to
the tracker and join the torrent swarm, eventually obtaining
the file. Figure 14 illustrates this.



C. Further Details



An obvious challenge with the proposed scheme is that there
is no way for the file owner to deprive a recipient the ability
to share the file with its friends. However, this is something
that is common for most if not all security schemes out there.



As a workaround for this weakness, it is common to inscribe
a type of watermark in the files that it will be able to track
back to the original recipient.



For instance, if Bob the file owner were to apply a water-
mark unique to Alice the recipient on the file before sharing
it with her, Bob would be able to reduce Alice's temptation
to share the file by informing her that he will be able to track
the betrayal back to her. If Bob tells Alice that he will be
able to prove it if Alice shares the file with someone else,
the probability that Alice will do so declines significantly.
However, it is still true that for Bob to be able to prove
that Alice shared the file, he must first stumble upon the file
containing Alice's unique watermark somewhere else. If Alice
and her friends are able to keep the file private, Bob will never
know.



Another obvious weakness with the proposed scheme is that
there is no way for Bob to revoke access to the file. After Alice
has the file at her disposal, Bob will not be able to change his
mind about Alice's access to it.



While the proposed scheme does not remedy these chal-
lenges, they are obvious candidates for further work.



IV. CONCLUSION



First off, the proposed scheme is so far only an idea
and as such primarily works on paper. It still needs to be
implemented, almost certainly resulting in the surfacing of
even more challenges than is discussed in this paper.



The proposed scheme introduces the so-called proxy in-
stance application. This application will need to be introduced
into current systems to be able to take advantage of the
proposed scheme. While it would be nice to achieve the same
capabilities without introducing a new application instance,
that was not achieved here. It would undoubtedly be more
attractive if a scheme with the same capabilities as in the
resulting proposed scheme could be implemented in an already
existing system without introducing customized application
instances.



Even though the aforementioned was a slight letdown, the
proposed scheme is still capable of providing secure sharing
in the cloud, which was the goal and purpose of the project.
To that end, the resulting proposal is satisfying.
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bit-torrent/.classpath

 
	 
		 
			 
			 
		
	
	 
		 
			 
		
	
	 
		 
			 
		
	
	 
	 
		 
			 
			 
		
	
	 







secure-share/.classpath
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ttorrent/.gitignore

# Git ignore patterns
# Author: Maxime Petazzoni <mpetazzoni@turn.com>

# Ignore build output
/build/*
/release.properties

# Ignore Javadoc output
/doc/*

# Ignore any eventual Eclipse project files, these don't belong in the
# repository.
/.classpath
/.project
/.settings

# Ignore common editor swap files
*.swp
*.bak
*~








ttorrent/cli/.gitignore

/target/

/.classpath
/.project
/.settings







ttorrent/core/.gitignore

/target/

/.classpath
/.project
/.settings







crypto/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1

encoding//src/main/java=UTF-8

encoding//src/test/java=UTF-8

encoding/<project>=UTF-8








ttorrent/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1
encoding/<project>=UTF-8







ttorrent/cli/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1
encoding//src/main/java=UTF-8
encoding/<project>=UTF-8







ttorrent/core/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1
encoding//src/main/java=UTF-8
encoding//src/test/java=UTF-8
encoding/<project>=UTF-8







common/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1
encoding//src/main/java=UTF-8
encoding/<project>=UTF-8







bit-torrent/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1

encoding//src/main/java=UTF-8

encoding/<project>=UTF-8








secure-share/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1

encoding//src/main/java=UTF-8

encoding/<project>=UTF-8








web-service/.settings/org.eclipse.core.resources.prefs

eclipse.preferences.version=1

encoding//src/main/java=UTF-8

encoding//src/main/resources=UTF-8

encoding//src/test/java=UTF-8

encoding//src/test/resources=UTF-8

encoding/<project>=UTF-8








bit-torrent/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1

org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.5

org.eclipse.jdt.core.compiler.compliance=1.5

org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning

org.eclipse.jdt.core.compiler.source=1.5








secure-share/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1

org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.5

org.eclipse.jdt.core.compiler.compliance=1.5

org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning

org.eclipse.jdt.core.compiler.source=1.5








ttorrent/cli/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1
org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.6
org.eclipse.jdt.core.compiler.compliance=1.6
org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning
org.eclipse.jdt.core.compiler.source=1.6







ttorrent/core/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1
org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.6
org.eclipse.jdt.core.compiler.compliance=1.6
org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning
org.eclipse.jdt.core.compiler.source=1.6







common/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1
org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.5
org.eclipse.jdt.core.compiler.compliance=1.5
org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning
org.eclipse.jdt.core.compiler.source=1.5







web-service/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1

org.eclipse.jdt.core.compiler.codegen.inlineJsrBytecode=enabled

org.eclipse.jdt.core.compiler.codegen.methodParameters=do not generate

org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.8

org.eclipse.jdt.core.compiler.codegen.unusedLocal=preserve

org.eclipse.jdt.core.compiler.compliance=1.8

org.eclipse.jdt.core.compiler.debug.lineNumber=generate

org.eclipse.jdt.core.compiler.debug.localVariable=generate

org.eclipse.jdt.core.compiler.debug.sourceFile=generate

org.eclipse.jdt.core.compiler.problem.assertIdentifier=error

org.eclipse.jdt.core.compiler.problem.enumIdentifier=error

org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning

org.eclipse.jdt.core.compiler.source=1.8








crypto/.settings/org.eclipse.jdt.core.prefs

eclipse.preferences.version=1

org.eclipse.jdt.core.compiler.codegen.inlineJsrBytecode=enabled

org.eclipse.jdt.core.compiler.codegen.methodParameters=do not generate

org.eclipse.jdt.core.compiler.codegen.targetPlatform=1.5

org.eclipse.jdt.core.compiler.codegen.unusedLocal=preserve

org.eclipse.jdt.core.compiler.compliance=1.5

org.eclipse.jdt.core.compiler.debug.lineNumber=generate

org.eclipse.jdt.core.compiler.debug.localVariable=generate

org.eclipse.jdt.core.compiler.debug.sourceFile=generate

org.eclipse.jdt.core.compiler.problem.assertIdentifier=error

org.eclipse.jdt.core.compiler.problem.enumIdentifier=error

org.eclipse.jdt.core.compiler.problem.forbiddenReference=warning

org.eclipse.jdt.core.compiler.source=1.5








bit-torrent/.settings/org.eclipse.m2e.core.prefs

activeProfiles=

eclipse.preferences.version=1

resolveWorkspaceProjects=true

version=1








crypto/.settings/org.eclipse.m2e.core.prefs

activeProfiles=

eclipse.preferences.version=1

resolveWorkspaceProjects=true

version=1








secure-share/.settings/org.eclipse.m2e.core.prefs

activeProfiles=

eclipse.preferences.version=1

resolveWorkspaceProjects=true

version=1








web-service/.settings/org.eclipse.m2e.core.prefs

activeProfiles=

eclipse.preferences.version=1

resolveWorkspaceProjects=true

version=1








ttorrent/.settings/org.eclipse.m2e.core.prefs

activeProfiles=
eclipse.preferences.version=1
resolveWorkspaceProjects=true
version=1







ttorrent/core/.settings/org.eclipse.m2e.core.prefs

activeProfiles=
eclipse.preferences.version=1
resolveWorkspaceProjects=true
version=1







ttorrent/cli/.settings/org.eclipse.m2e.core.prefs

activeProfiles=
eclipse.preferences.version=1
resolveWorkspaceProjects=true
version=1







common/.settings/org.eclipse.m2e.core.prefs

activeProfiles=
eclipse.preferences.version=1
resolveWorkspaceProjects=true
version=1







bit-torrent/.project

 
	 bit-torrent
	 
	 
	
	 
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.jdt.core.javanature
		 org.eclipse.m2e.core.maven2Nature
	







crypto/.project

 
	 crypto
	 
	 
	
	 
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.jdt.core.javanature
		 org.eclipse.m2e.core.maven2Nature
	







web-service/.project
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			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.jdt.core.javanature
		 org.eclipse.m2e.core.maven2Nature
	







ttorrent/.project

 
	 ttorrent
	 
	 
	
	 
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.m2e.core.maven2Nature
	







ttorrent/core/.project

 
	 ttorrent-core
	 
	 
	
	 
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.jdt.core.javanature
		 org.eclipse.m2e.core.maven2Nature
	







ttorrent/cli/.project

 
	 ttorrent-cli
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		 org.eclipse.jdt.core.javanature
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common/.project

 
	 common
	 
	 
	
	 
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
			 
			
		
	
	 
		 org.eclipse.jdt.core.javanature
		 org.eclipse.m2e.core.maven2Nature
	







secure-share/.project

 
	 secure-share
	 
	 
	
	 
		 
			 org.eclipse.jdt.core.javabuilder
			 
			
		
		 
			 org.eclipse.m2e.core.maven2Builder
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app_dir/jpbc-curves/a.properties

type a
q 8780710799663312522437781984754049815806883199414208211028653399266475630880222957078625179422662221423155858769582317459277713367317481324925129998224791
h 12016012264891146079388821366740534204802954401251311822919615131047207289359704531102844802183906537786776
r 730750818665451621361119245571504901405976559617
exp2 159
exp1 107
sign1 1
sign0 1







app_dir/jpbc-curves/a1.properties

type a1
p 48512875896303752499712277254589628516419352188294521198189567511009073158115045361294839347099315898960045398524682007334164928531594799149100548036445760110913157420655690361891290858441360807158247259460501343449199712532828063940008683740048500980441989713739689655610578458388126934242630557397618776539259
n 36203638728584889925158415861634051131656232976339194924022065306723188923966451762160327870969638730567198058600508960697138006366861790409776528385407283664860565239295291314844246909284597617282274074224254733917313218308080644731349763985110821627195514711746037056425804819692632040479575042834043863089
l 1340







app_dir/jpbc-curves/d159.properties

type d
q 625852803282871856053922297323874661378036491717
n 625852803282871856053923088432465995634661283063
h 3
r 208617601094290618684641029477488665211553761021
a 581595782028432961150765424293919699975513269268
b 517921465817243828776542439081147840953753552322
k 6
nk 60094290356408407130984161127310078516360031868417968262992864809623507269833854678414046779817844853757026858774966331434198257512457993293271849043664655146443229029069463392046837830267994222789160047337432075266619082657640364986415435746294498140589844832666082434658532589211525696
hk 1380801711862212484403205699005242141541629761433899149236405232528956996854655261075303661691995273080620762287276051361446528504633283152278831183711301329765591450680250000592437612973269056
coeff0 472731500571015189154958232321864199355792223347
coeff1 352243926696145937581894994871017455453604730246
coeff2 289113341693870057212775990719504267185772707305
nqr 431211441436589568382088865288592347194866189652







app_dir/jpbc-curves/d201.properties

type d
q 2094476214847295281570670320144695883131009753607350517892357
n 2094476214847295281570670320143248652598286201895740019876423
h 1122591
r 1865751832009427548920907365321162072917283500309320153
a 9937051644888803031325524114144300859517912378923477935510
b 6624701096592535354217016076096200573011941585948985290340
k 6
nk 84421409121513221644716967251498543569964760150943970280296295496165154657097987617093928595467244393873913569302597521196137376192587250931727762632568620562823714441576400096248911214941742242106512149305076320555351603145285797909942596124862593877499051211952936404822228308154770272833273836975042632765377879565229109013234552083886934379264203243445590336
hk 24251848326363771171270027814768648115136299306034875585195931346818912374815385257266068811350396365799298585287746735681314613260560203359251331805443378322987677594618057568388400134442772232086258797844238238645130212769322779762522643806720212266304
coeff0 362345194706722765382504711221797122584657971082977778415831
coeff1 856577648996637037517940613304411075703495574379408261091623
coeff2 372728063705230489408480761157081724912117414311754674153886
nqr 279252656555925299126768437760706333663688384547737180929542







app_dir/jpbc-curves/d224.properties

type d
q 15028799613985034465755506450771565229282832217860390155996483840017
n 15028799613985034465755506450771561352583254744125520639296541195021
h 1
r 15028799613985034465755506450771561352583254744125520639296541195021
a 1871224163624666631860092489128939059944978347142292177323825642096
b 9795501723343380547144152006776653149306466138012730640114125605701
k 6
nk 11522474695025217370062603013790980334538096429455689114222024912184432319228393204650383661781864806076247259556378350541669994344878430136202714945761488385890619925553457668158504202786580559970945936657636855346713598888067516214634859330554634505767198415857150479345944721710356274047707536156296215573412763735135600953865419000398920292535215757291539307525639675204597938919504807427238735811520
hk 51014915936684265604900487195256160848193571244274648855332475661658304506316301006112887177277345010864012988127829655449256424871024500368597989462373813062189274150916552689262852603254011248502356041206544262755481779137398040376281542938513970473990787064615734720
coeff0 11975189258259697166257037825227536931446707944682470951111859446192
coeff1 13433042200347934827742738095249546804006687562088254057411901362771
coeff2 8327464521117791238079105175448122006759863625508043495770887411614
nqr 142721363302176037340346936780070353538541593770301992936740616924







app_dir/jpbc-curves/e.properties

type e
q 7245986106510086080714203333362098431608853335867425877960916928496629182991629664903654100214900946450053872786629995869445693724001299041657434948257845644905153122838458864000479326695430719258600053239930483226650953770354174712511646273516974069245462534034085895319225452125649979474047163305307830001
r 730750862221594424981965739670091261094297337857
h 13569343110918781839835249021482970252603216587988030044836106948825516930173270978617489032334001006615524543925753725725046733884363846960470444404747241287743773746682188521738728797153760275116924829183670000
a 7130970454025799000067946137594446075551569949583815943390108723282396973737794273397246892274981883807989525599540630855644968426794929215599380425269625872763801485968007136000471718335185787206876242871042697778608875139078711621836858237429403052273312335081163896980825048123655535355411494046493419999
b 7169309004853894693616698536183663527570664411678352588247044791687141043489072737232715961588288238022010974661903752526911876859197052490952065266265699130144252031591491045333807587788600764557450846327338626261289568016170532652061787582791926724597362401398804563093625182790987016728290050466098223333
exp2 159
exp1 135
sign1 1
sign0 1







app_dir/jpbc-curves/f.properties

type f
q 205523667896953300194896352429254920972540065223
r 205523667896953300194895899082072403858390252929
b 40218105156867728698573668525883168222119515413
beta 115334401956802802075595682801335644058796914268
alpha0 191079354656274778837764015557338301375963168470
alpha1 71445317903696340296199556072836940741717506375







app_dir/jpbc-curves/g149.properties

type g
q 503189899097385532598615948567975432740967203
n 503189899097385532598571084778608176410973351
h 1
r 503189899097385532598571084778608176410973351
a 465197998498440909244782433627180757481058321
b 463074517126110479409374670871346701448503064
k 10
nk 1040684643531490707494989587381629956832530311976146077888095795458709511789670022388326295177424065807612879371896982185473788988016190582073591316127396374860265835641044035656044524481121528846249501655527462202999638159773731830375673076317719519977183373353791119388388468745670818193868532404392452816602538968163226713846951514831917487400267590451867746120591750902040267826351982737642689423713163967384383105678367875981348397359466338807
hk 4110127713690841149713310614420858884651261781185442551927080083178682965171097172366598236129731931693425629387502221804555636704708008882811353539555915064049685663790355716130262332064327767695339422323460458479884756000782939428852120522712008037615051139080628734566850259704397643028017435446110322024094259858170303605703280329322675124728639532674407
coeff0 67343110967802947677845897216565803152319250
coeff1 115936772834120270862756636148166314916823221
coeff2 87387877425076080433559927080662339215696505
coeff3 433223145899090928132052677121692683015058909
coeff4 405367866213598664862417230702935310328613596
nqr 22204504160560785687198080413579021865783099







ttorrent/core/target/classes/simplelogger.properties

# The following will disable all server logs containing information 
# about the torrents it is tracking.
# The BitTorrent functionality will only log errors

org.slf4j.simpleLogger.defaultLogLevel=error







ttorrent/core/src/main/java/simplelogger.properties

# The following will disable all server logs containing information 
# about the torrents it is tracking.
# The BitTorrent functionality will only log errors

org.slf4j.simpleLogger.defaultLogLevel=error







app_dir/tls/keystore.pw

morten






web-service/src/test/resources/file.torrent





web-service/target/test-classes/file.torrent





ttorrent/.travis.yml

language: java





